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BIOGRAPHY OF THE HONOURABLE 
JEAN-PIERRE PLOUFFE, C.D.


The Honourable Jean-Pierre Plouffe was appointed


Commissioner of the Communications Security


Establishment effective October 18, 2013, for a


period of three years.


Mr. Plouffe was born on January 15, 1943, in


Ottawa, Ontario. He obtained his law degree, as


well as a master’s degree in public law


(constitutional and international law), from the University of Ottawa. 


He was called to the Quebec Bar in 1967.


Mr. Plouffe began his career at the office of the Judge Advocate General


at the Department of National Defence. He retired as a Lieutenant-


Colonel from the Canadian Armed Forces in 1976. He then worked in


private practice with the law firm of Séguin, Ouellette, Plouffe et


associés, in Gatineau, Quebec, as defence counsel and also as defending


officer for courts martial. Thereafter, Mr. Plouffe worked for the Legal


Aid Office as defence counsel.


Mr. Plouffe was appointed a reserve force military judge in 1980, and


then as a judge of the Quebec Court in 1982. He was thereafter


appointed to the Superior Court of Quebec in 1990, and to the Court


Martial Appeal Court of Canada in March 2013. He retired as a


supernumerary judge on April 2, 2014.
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COMMISSIONER’S MESSAGE


The last year has been marked by vigorous debate about the activities of


the Communications Security Establishment (CSE) and of my office in


reviewing those activities. Fuelled by continuing unauthorized disclosures


of documents from Edward Snowden and legislative proposals in reaction


to the murder of two Canadian soldiers on Canadian soil, an important part


of the discussion has been the question of control over intelligence and


security agencies. Canadians deserve reassurance that the activities of


these agencies — including any additional authorities they may be granted


— do not unreasonably infringe on the privacy of Canadians. At the core


of this debate is my mandate, as well as the mandates of my review


colleagues at the Security Intelligence Review Committee and at the


Civilian Review and Complaints Commission for the RCMP.


In this charged environment, I need to maintain perspective. In my role as


CSE Commissioner, I draw on my many years as a judge to examine


facts dispassionately, to ask questions objectively and to view through the


lens of the law instead of emotion. But I remain keenly aware that the


work of CSE sparks powerful reactions when Canadians feel that their


privacy could be violated and when the necessary shroud of secrecy


distorts their perception of what CSE does — and therefore also of what


my office does. 


I continue to be concerned about public discussion that draws conclusions


or forms opinions based on partial information. Without full context,


which cannot be revealed to those outside the “security fence,” partial


information can be misleading and misinterpreted. The nature of its


mandate compels CSE to operate largely in secret. But my office has full


access to CSE, granted by the Inquiries Act, which allows me and my


staff to look deep inside the organization to know and understand what is


going on. The role of my office is to represent the public interest in CSE’s


accountability, but in a way that does not compromise the important work


that CSE does, under legislation, to protect Canada’s national interests,


and that Canadians expect it to do. This is what legislators intended.
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Parliamentarians could not, however, have been able to predict how


technology was going to reshape society. The Internet and communications


technologies have blurred international borders and shifted social


boundaries. This context and the current threat environment require


cooperation among Canada’s intelligence and security agencies. Indeed,


many of the reviews my office conducted this year reflect the theme of


cooperation, whether between CSE and the Canadian Security Intelligence


Service or other government institutions, whether among CSE and its


counterparts in Australia, New Zealand, the United Kingdom and the United


States, or whether among intelligence review bodies. 


With the government and Canadians searching for the best way for


intelligence and security agencies to work together, while at the same


time ensuring adequate controls and adequate protection of the privacy


of Canadians, some commentators take issue with the increased


authorities proposed in Bill C-51, the Anti-terrorism Act, 2015. As for


the potential effect of this legislation on CSE, we cannot know at this


time precisely how its measures will affect the work of CSE.


There is a need to ensure that operational requirements do not eclipse the


privacy protection of Canadians, and this can be counter-balanced by


strengthening review. As I wrote to the House of Commons committee


examining Bill C-51 in March 2015, existing legislative mandates


provide for a limited amount of cooperation among the review bodies.


However, an explicit authority for the review bodies to cooperate and


share operational information would strengthen review capacity and


effectiveness, which is that much more critical in the context of


increasing cooperation and sharing of information among and with


intelligence and security agencies.


The issue of cooperation among review bodies is a long-standing one. In


fact, in his 2006 Arar inquiry report, Justice Dennis O’Connor


recommended that statutory gateways be enacted to achieve four goals:


“exchange of information, referral of investigations, joint investigations


and coordination in the preparations of reports.” My predecessor and I


have already engaged in the first of these goals, with our referrals of


information to the Security Intelligence Review Committee, and have


begun to act on the last one — all under existing authorities.
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Throughout the past year, CSE has dealt with my office in a forthright


manner. Its transparency with me is a testament to the seriousness and


confidence with which CSE approaches its legislated mandate.


Transparency continues to be an important element of my approach,


which is important to maintain public trust. Part of my role is to inform


Parliament and Canadians about CSE’s activities, and I believe it is


important to support my findings with as much explanation as possible,


within the restrictions of the Security of Information Act. As an


independent and external body, my office can challenge, and has


challenged, CSE to justify why certain information needs to be


considered classified. Indeed, last year I included statistics related to


unintentionally intercepted private communications collected through


CSE’s foreign signals intelligence activities; this year’s report contains


more statistics. I see these as important steps in helping to demystify the


work of CSE and contributing to better-informed public discussion.


I would like to express my appreciation to John Forster, whose


leadership of CSE ended in January 2015. Mr. Forster was open and


candid with me when there were potentially contentious issues to be


discussed. As I welcome the new Chief of CSE, Greta Bossenmaier, I


look forward to continuing a frank and professional relationship with


her. And I will continue to demonstrate that spirit of openness in my


reporting to Canadians on CSE activities.


Finally, in one of my reviews this year I point to a section of Part V.1 of


the National Defence Act that needs to be amended. This adds to the


calls by all my predecessors to amend Part V.1 to eliminate ambiguities.


One must remember that Part V.1 of the National Defence Act was


drafted and enacted quickly in 2001, following the events of September 11.


Given the circumstances and the clear threat to security that existed at


the time, Parliament had no choice but to act quickly. Amendments


would clarify the law and are not, in my considered opinion,


controversial. I am disappointed in the missed opportunities to address


this significant issue.
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MANDATE OF THE COMMUNICATIONS SECURITY
ESTABLISHMENT COMMISSIONER 


My mandate under the National Defence Act is:


1. to review activities of CSE to determine whether they


comply with the law;


2. to undertake any investigation I deem necessary in response


to a written complaint (more information is available on the


office’s website); and


3. to inform the Minister of National Defence (who is


accountable to Parliament for CSE) and the Attorney


General of Canada of any CSE activities that I believe may


not be in compliance with the law.


Under the Security of Information Act, I also have a mandate to receive


information from persons who are permanently bound to secrecy if they


believe it is in the public interest to release special operational information


of CSE. (More information is available on the office’s website.)


CSE’s mandate


When the Anti-terrorism Act, 2001 came into effect on December 24, 2001, it added
Part V.1 to the National Defence Act, and set out CSE’s three-part mandate: 


• part (a) authorizes CSE to acquire and use foreign signals intelligence in
accordance with the Government of Canada’s intelligence priorities;


• part (b) authorizes CSE to help protect electronic information and information
infrastructures of importance to the Government of Canada; and


• part (c) authorizes CSE to provide technical and operational assistance to
federal law enforcement and security agencies, including helping them
obtain and understand communications collected under those agencies’
own lawful authorities.







With the emphasis on reviewing the lawfulness of CSE activities and the


protection of the privacy of Canadians, the National Defence Act


requires that the CSE Commissioner be a supernumerary or retired judge


of a superior court. 


To carry out my mandate, the National Defence Act provides me:


• full independence — at arm’s length from government — and a


separate budget granted by Parliament;


• full access to all CSE facilities, files, systems and databases; and


• full access to CSE personnel, including the power of subpoena to


compel individuals to answer questions.


To be effective, reviewers need specialized expertise to be able to


understand the technical, legal and privacy aspects of CSE activities.


They also need security clearances at the level required to examine CSE


records and systems. They are bound by the Security of Information Act


and cannot divulge to unauthorized persons the specific information


they access. 


Annex A contains the text of the relevant sections of the National


Defence Act and the Security of Information Act relating to my role and


mandate as CSE Commissioner (p. 61).


Our approach
The purpose of my review mandate is: 


• to determine whether CSE complies with the law and, if I believe


that it may not have complied, to report this to the Minister of


National Defence and to the Attorney General of Canada;


• to determine whether the activities conducted by CSE under


ministerial authorization are, in fact, those authorized by the


Minister of National Defence, and to verify that the conditions for


authorization required by the National Defence Act are met;
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• to verify that CSE does not direct its foreign signals intelligence


and information technology (IT) security activities at Canadians;


and


• to promote the development and effective application of


satisfactory measures to protect the privacy of Canadians in all the


operational activities CSE undertakes. 


Using a variety of methods, we are continuously conducting reviews of: 


• selected activities based on a risk analysis, to ensure compliance at


a detailed level;


• electronic systems, tools and databases;


• a cross-section of activities to verify compliance in relation to broad


issues, such as privacy or metadata; and


• the content of policies, procedures and controls to determine how


they are applied by CSE employees and to identify existing or


potential systemic weaknesses.


(More information on the Commissioner’s risk-based and preventive


approach to selecting and prioritizing reviews is available on the


office’s website.)
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Protection of Canadians’ privacy


By law, CSE is prohibited from directing its foreign signals intelligence collection
and IT security activities at Canadians — wherever they might be in the world —
or at any person in Canada. My review of CSE activities includes determining
whether CSE, in its use and retention of collected information, takes satisfactory
measures to protect every Canadian’s reasonable expectation of privacy. I
examine CSE use, disclosure and retention of private communications. I verify
that Canadian identity information is protected and only shared with authorized
partners when needed for understanding foreign signals intelligence or IT
security information. I also verify that metadata is used only to understand the
global information infrastructure, to obtain foreign intelligence or to protect
cyber systems, but not to obtain information about a Canadian.







Each review includes an assessment of CSE activities against a standard


set of criteria: 


Legal requirements: I expect CSE to conduct its activities in


accordance with the National Defence Act, the Canadian Charter of


Rights and Freedoms, the Privacy Act, the Criminal Code, and any other


relevant legislation.


Ministerial requirements: I expect CSE to conduct its activities in


accordance with ministerial direction, following all requirements and


limitations set out in a ministerial authorization or directive. 


Policies and procedures: I expect CSE to have appropriate policies and


procedures in place to guide its activities and to provide sufficient


direction on legal and ministerial requirements including the protection


of the privacy of Canadians. I expect CSE employees to be


knowledgeable about and comply with policies and procedures. I also


expect CSE to have an effective compliance validation framework to


ensure the integrity of operational activities is maintained, including


appropriately accounting for important decisions and information


relating to compliance and the protection of the privacy of Canadians. 


(More information on the Commissioner’s review methodology and


criteria is available on the office’s website.)


Reporting on findings
The results of individual reviews are the subject of classified reports to


the Minister of National Defence. My classified review reports


document CSE activities, contain findings relating to the review criteria,


and disclose the nature and significance of any deviations from the


criteria. Where and when appropriate, I make recommendations to the


Minister of National Defence aimed at improving privacy protections or


correcting discrepancies between CSE activities and my expectations,


based on standard criteria. 
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The reports are free of any interference by CSE or any Minister. I


determine the content of my reports, which are based on facts and


conclusions drawn from those facts. Following the standard audit


practice of disclosure, I present draft versions of review reports to CSE


for confirmation of factual accuracy. This is essential to the review


process given that my recommendations are based on the facts as


uncovered in my reviews.


The Commissioner’s annual report for Parliament is a public document.


CSE reviews the draft to verify that it does not contain any classified


information that may contravene the Security of Information Act. In the


interest of transparency and better public understanding, I push the limits


to include as much information as possible in my report. The report is


provided to the Minister of National Defence who must by law table it 


in Parliament.


As a further step toward openness within a stringent security framework,


my office publishes on our website the titles of all review reports


submitted to the Minister of National Defence (with any classified


information removed) — 90 to date — to demonstrate the depth and


breadth of Commissioners’ reviews.


The logic model in Annex B provides a flow chart of the review


program (p. 65). 
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COMMISSIONER’S OFFICE


In 2014–2015, I was supported in my work by a staff of 11, together


with a number of subject-matter experts, as required. My office’s


expenditures were $2,043,560, which is within the overall funding


approved by Parliament. 


Annex C provides the 2014–2015 Statement of Expenditures for the


Office of the CSE Commissioner (p. 67).
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UPDATE ON CSE EFFORTS TO ADDRESS PREVIOUS
RECOMMENDATIONS


Since 1997, my predecessors and I have submitted 90 classified review


reports to the Minister of National Defence who is responsible for CSE.


In total, the reports contained 156 recommendations. CSE has accepted


and implemented or is working to address 93 percent (145) of these


recommendations, including all eight recommendations this year.


Commissioners monitor how CSE addresses recommendations and


responds to negative findings as well as areas for follow-up identified in


past reviews. This past year, CSE advised my office that work had been


completed in response to six past recommendations.


Last year I reported on former Commissioner Décary’s review of CSE


foreign signals intelligence information sharing with international


partners. I explained that the ministerial authorization regime is a


Canadian instrument and applies to CSE; it has no application to the


Second Parties or to their respective sovereign regimes, since those


parties treat information according to their own domestic authorities. As


a result, CSE does not report to the Minister of National Defence details,


for example, regarding communications involving Canadians or


information about Canadians that Second Party partners have shared


with CSE. Therefore, to support the Minister of National Defence in his


accountability for CSE and as an additional measure to protect the


privacy of Canadians, Commissioner Décary recommended that CSE


report such details to the Minister on an annual basis. CSE has advised


my office that the Chief of CSE’s 2013–2014 Annual Report to the


Minister of National Defence included statistics on communications


CSE acquires from its Second Party partners.
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In my review of the activities of the CSE Office of Counter Terrorism


last year, I found that a sample of metadata activities involving


information about Canadians was generally conducted in compliance


with operational policy. I did, however, find that parts of CSE policy


related to this metadata activity did not reflect standard practices. I


recommended that CSE modify its policy for these activities to reflect its


current practices, specifically for record-keeping. I pursued my


examination of this issue as part of my review of CSE foreign signals


intelligence metadata activities and found that CSE has halted some


metadata analysis activities that were the subject of the recommendation


and is consequently updating its policy framework.


CSE also took action on three of the five recommendations from my


review of CSE’s 2012–2013 foreign signals intelligence ministerial


authorizations. CSE informed my office that it has improved policy in


order to respond to my recommendation that CSE promulgate detailed


guidance regarding additional approvals required for certain sensitive


activities. The other two recommendations CSE implemented related to


private communications. First, I had recommended that CSE analysts


immediately identify recognized private communications for essentiality


to international affairs, defence or security, as required by the National


Defence Act, or, if not essential, for deletion. Second, I had


recommended that CSE analysts regularly assess, at a minimum


quarterly, whether the ongoing retention of a recognized private


communication not yet used in a report is strictly necessary and remains


essential to international affairs, defence or security or whether that


private communication should be deleted. In order to address these
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CSE’s Five Eyes partners


The Five Eyes partners are CSE and its main international partner agencies in
the Five Eyes countries: the United States’ National Security Agency, the United
Kingdom’s Government Communications Headquarters, the Australian Signals
Directorate and New Zealand’s Government Communications Security Bureau.
They are also known to each other as Second Party partners.







recommendations, CSE has developed policy as well as an automated


notification system where analysts receive notification when a private


communication that has been marked for retention has not been used


within a specific timeframe. The notification service allows the analysts


to review the need to retain the private communications or otherwise


they are automatically deleted.


Finally, in my annual review of privacy incidents and procedural errors


identified by CSE in 2013 that affected or had the potential to affect


the privacy of Canadians, I recommended that CSE request that its


Second Party partners confirm that they have acted on CSE requests to


address any privacy incidents relating to a Canadian, and that CSE


record the responses in its privacy incident file. CSE accepted this


recommendation and is working on updating its procedures to respond


to my recommendation.


In addition, my office and I are monitoring 15 active recommendations


that CSE is working to address — seven outstanding recommendations


from previous years and eight from this year.
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OVERVIEW OF 2014–2015 FINDINGS AND
RECOMMENDATIONS


During the 2014–2015 reporting year, I submitted nine classified reports


to the Minister of National Defence on my review of CSE activities.


Three reports — one on foreign signals intelligence ministerial


authorizations and two spot checks of intercepted, used and retained


private communications under those authorizations — are combined into


one since the private communications reviewed in the spot checks are


those intercepted under the ministerial authorizations. 


The reviews last year were conducted under my mandate:


• to ensure CSE activities are in compliance with the law — as set


out in paragraph 273.63(2)(a) of the National Defence Act; and 


• to ensure CSE activities carried out under a ministerial


authorization are authorized — as set out in subsection 273.65(8)


of the National Defence Act.


The first review examined metadata activities related to CSE’s foreign


signals intelligence activities. This review was the first in an ongoing


comprehensive review of CSE’s metadata activities.


One review examined CSE assistance to the Canadian Security


Intelligence Service (CSIS) related to section 16 of the CSIS Act. Two


other reviews looked at specific activities: CSE’s IT security activities to


protect Government of Canada computer systems and networks; and


CSE’s relationship with the Canadian Forces Information Operations


Group Cyber Support Detachments. 


As in previous years, my office conducted its annual review of


ministerial authorizations for foreign signals intelligence. However,


because the ministerial authorizations gave CSE the authority to


unintentionally intercept a foreign communication with a Canadian end,


making it a “private communication” as defined in the Criminal Code,
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this is an activity that needs continual scrutiny to ensure lawfulness and


protection of privacy. Therefore, as a follow-up, to ensure that


recommendations made last year were being implemented, my office


also conducted spot checks this year on the private communications


intercepted, used, retained, and destroyed, by CSE.


The remaining two reviews are also ones that I conduct every year


because they concern areas that pose high risks to privacy: CSE


disclosures of Canadian identity information and CSE incidents and


procedural errors related to privacy.


The results
Each year, I provide an overall statement on my findings about the


lawfulness of CSE activities. With the exception of one review related to


metadata for which I am still examining the legal implications, all of the


activities of CSE reviewed this past year complied with the law. 


As well, this year, I made eight recommendations to promote


compliance with the law and strengthen privacy protection, as well as to


clarify the National Defence Act. The recommendations relate to


reinforcing ministerial and policy guidance, as well as clarifying CSE’s


relationships with other organizations, including Second Party partners. 


Five recommendations related to processes. The first recommendation


stated that CSE use its existing centralized records system to record


decisions and actions taken regarding new and updated collection


systems, as well as decisions and actions taken regarding minimization


of metadata. Two recommendations related to updating governing


documentation for processes related to section 16 of the CSIS Act. One


recommendation was to update or create memoranda of understanding


between CSIS and CSE, related to CSE’s assistance to CSIS under part


(c) of its mandate. The fifth process-related recommendation was for


the attachment of caveats to certain material shared with CSE partners


to ensure the material would not be used without the express


authorization of CSE. 


Two recommendations involved updating and clarifying certain
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instruments. The first recommendation was to update the ministerial


directive for metadata activities, last revised in 2011, to address the


evolution of practices in this field as well as to clarify terminology that


has changed over time. The second recommendation calls for an


amendment of the National Defence Act to remove an ambiguity


regarding CSE information technology (IT) security activities carried


out under ministerial authorization.


The final recommendation relates to reporting to the Minister on private


communications unintentionally intercepted by CSE in conducting its


cyber defence activities. Such reporting should highlight important


differences between private communications intercepted under the IT


security ministerial authorization versus those intercepted under foreign


signals intelligence ministerial authorizations. Under the IT security


ministerial authorization, CSE intercepts many one-end-in-Canada e-mails


containing malicious code, which have a lower expectation of privacy


attached to them.
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HIGHLIGHTS OF REVIEWS AND REPORTS SUBMITTED
TO THE MINISTER IN 2014–2015


1.  Review of CSE foreign signals intelligence metadata
activities


Background
The collection and use of metadata has, over the past two years, been the


focal point for public discussion about CSE, its activities and my review


of those activities.


My office’s first focused review on metadata began in 2006. Over the


years, Commissioners have continued to examine and monitor CSE’s


use of metadata and have made a number of recommendations. For


example, as a result of a review completed in 2008, CSE suspended


certain metadata activities involving information about Canadians and


made significant changes to policies and practices before restarting those


activities. My office has continued to review various CSE metadata


activities since that time.


Planning for this comprehensive review of metadata was under way


prior to the unauthorized disclosures by Edward Snowden in June 2013.


Those disclosures heightened public interest in metadata-related issues,


further confirming the value of our decision to undertake a broad review


of CSE’s collection, use and sharing of metadata, particularly in a


foreign signals intelligence context. This review provided an opportunity


to examine CSE’s metadata activities on a broad scale, to assess changes


to the activities, and to determine whether they comply with the law and


whether, in conducting them, CSE protects the privacy of Canadians. 
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Metadata


Metadata is information associated with a communication that is used to
identify, describe, manage or route that communication. It includes, but is not
limited to, a telephone number, an e-mail or an IP (Internet protocol) address,
and network and location information. Metadata excludes the content of a
communication.







Paragraphs 273.64(1)(a) and (b) of the National Defence Act authorize


CSE to collect, use, share and retain metadata. CSE is allowed to use


metadata only to understand the global information infrastructure, to


provide intelligence on foreign entities located outside Canada, or to


protect computer networks and systems of importance to the


Government of Canada. A ministerial directive provides additional


guidance and places limits on CSE metadata activities. 


As with any of its activities, CSE is prohibited from directing its metadata


activities at a Canadian or at any person in Canada. However, some


metadata collected by CSE contains information about Canadians and


CSE must take measures to protect privacy in the use of that metadata.


The Minister of National Defence has provided direction to the Chief of


CSE on metadata activities, including on the protection of the privacy of


Canadians, through the 2011 ministerial directive entitled


Communications Security Establishment Collection and Use of Metadata. 


The ministerial directive defines metadata, describes the metadata


activities that CSE can undertake under paragraph 273.64(1)(a) of the


National Defence Act, and establishes privacy protections that CSE must


apply when undertaking metadata activities. The directive serves to


constrain CSE’s activities, and does not provide authority for activities


that CSE is unable to undertake under the National Defence Act. Through


various internal policies, the Chief of CSE has further elaborated and


provided guidance to CSE employees regarding the procedures and


practices that must be followed for activities that use metadata.


This first report from my comprehensive metadata review, which I


provided to the Minister of National Defence, focused on CSE’s use of


metadata in a foreign signals intelligence context. A second report will


examine issues identified in A Review of the activities of the CSEC


Office of Counter Terrorism from the 2013–2014 reporting year, and will


also examine certain activities that involve metadata analysis, and


certain other activities that involve information about Canadians. A third


report, expected in the coming year, will focus on CSE’s use of metadata


in an information technology (IT) security context.
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Findings and recommendations
During this review, CSE was forthcoming with information and


assistance, both proactively and in response to specific requests by my


office. The high profile of metadata activities by intelligence agencies in


the wake of the unauthorized Snowden disclosures placed unique


demands on both CSE and on my office throughout this review. CSE


recognized the importance of responding to requests from my office in a


timely manner. In addition, CSE proactively informed my office of


incidents that it discovered during the review, which led to further in-


depth investigation, and are described below.


I found that metadata collection and analysis have evolved considerably


since the last in-depth review of metadata activities, and that metadata


remains critical to all aspects of CSE’s foreign signals intelligence


mission. CSE uses metadata, for example, to determine the location of a


communication, to target the communications of foreign entities outside


Canada, and to avoid targeting a Canadian or a person in Canada. 


As the collection and analysis of metadata by CSE continue to evolve, it


will be important for my office to ensure it understands changes to


CSE’s processes and their potential corresponding impact on the privacy


of Canadians and compliance with the law.


The Canadian legal landscape has also changed since my office last


conducted an in-depth review of CSE’s collection and use of metadata. Two


recent decisions of the Supreme Court of Canada are particularly notable in


this regard: decisions in Wakeling and Spencer. In Wakeling v. United


States of America, 2014 SCC 72, the main issue raised was whether federal


legislation authorizing the sharing of lawfully obtained wiretap information


between Canadian and foreign law enforcement agencies is constitutional.


The Court concluded that a disclosure will be reasonable under section 8 of


the Canadian Charter of Rights and Freedoms if it passes a three-part test:


that the disclosure is authorized by law, that the law authorizing the


disclosure is reasonable, and that the disclosure is carried out in a


reasonable manner. In R. v. Spencer, 2014 SCC 43, the Supreme Court
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ruled on a person’s reasonable expectation of privacy within the context of


the use of the Internet. The Court found that, depending on the totality of


the circumstances, anonymity may be the foundation of a privacy interest


that engages constitutional protection against section 8 of the Charter. 


My office will continue to monitor how CSE responds to technological


developments and their privacy implications, as well as developments


in the legal landscape that could impact its collection, use and


disclosure of metadata.


I found that the metadata ministerial directive lacks clarity regarding the


sharing of certain types of metadata with Five Eyes partners, as well as


other aspects of CSE’s metadata activities. The 2011 directive updates


the original directive of the same name, which was issued in 2005.


While it includes several linguistic changes that improve on the 2005


document, the 2011 directive nevertheless lacks clarity regarding key


aspects of CSE’s collection, use and disclosure of metadata in a foreign


signals intelligence context. For example, it does not define certain key


terms, and fails to differentiate between other terms that, while similar in


definition, are implicitly distinct concepts. 


The ministerial directive lacks specificity regarding the application of


privacy provisions to certain processes. Furthermore, the directive does


not provide clear guidance regarding a specific metadata activity that is


routinely undertaken by CSE in the context of its foreign signals


intelligence mission. It is also unclear whether certain language in the


directive is still applicable to CSE’s use of metadata in a foreign signals


intelligence context. For these reasons, I recommended that CSE seek


an updated ministerial directive that provides clear guidance related to


the collection, use and disclosure of metadata in a foreign signals


intelligence context.


In January 2014, while in the early stages of this review, the Canadian


Broadcasting Corporation (CBC) ran a news story relating to a


classified CSE slide presentation to Five Eyes partners entitled 
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IP Profiling Analytics and Mission Impacts. The presentation, one of


several unauthorized disclosures emanating from material taken from the


National Security Agency systems by Edward Snowden, was originally


created in May 2012. I released a public statement indicating that I was


aware of the activities referred to in the story (it was also discussed in


last year’s public annual report).


Since the news story discussed an activity undertaken by CSE that


involved Canadian metadata, I decided to investigate this matter in


greater depth as part of the ongoing review of CSE’s use of metadata in a


foreign signals intelligence context. At my request, CSE briefed my


office on the specific presentation referred to in the CBC story. My office


then held several follow-up meetings with CSE officials, including the


analyst who created the presentation and developed the tradecraft


discussed within it. Over the course of these meetings and


demonstrations, CSE explained the activity and its objectives in great


detail, showed results of the activity described in the presentation and


responded to numerous specific questions asked by my office. I found


that these activities were authorized under paragraph 273.64(1)(a) of the


National Defence Act. Based on our investigation, I concluded that CSE


took measures to protect the privacy of Canadians in this activity.


In addition, while I was conducting this current comprehensive review,


CSE discovered on its own that certain metadata was not being


minimized properly. Minimization is the process by which Canadian


identity information contained in metadata is rendered unidentifiable


prior to being shared. The metadata ministerial directive provides


guidance to CSE concerning the privacy protection measures that the


Minister expects CSE to implement for the handling of this information.


Minimization of certain types of metadata is one of these privacy


protection measures. Therefore, the fact that CSE did not properly


minimize Canadian identity information contained in certain metadata


prior to being shared was contrary to the ministerial directive, and to


CSE’s operational policy. 
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I found that CSE took corrective actions and proactively suspended the


sharing of certain types of metadata in order to protect the privacy of


Canadians while developing a solution to the problems it encountered in


this area. CSE informed me, as well as the Minister of National Defence,


about these matters.


This review revealed that CSE’s system for minimizing certain types of


metadata was decentralized and lacked appropriate control and


prioritization. CSE also lacked a proper record-keeping process. 


As a result of this finding, I recommended that CSE use its existing


centralized records system to record decisions and actions taken


regarding new and updated collection systems, as well as decisions and


actions taken regarding minimization of metadata involving Canadian


identity information.


In summary, based on my review, although I do not believe these actions


were conducted intentionally, they do raise legal questions that I


continue to examine and assess. 


Finally, CSE’s Five Eyes partners recognize each other’s sovereignty and


respect each other’s laws by pledging not to target one another’s


communications. CSE trusts that its Five Eyes partners will follow the


general statements in the agreements signed among partners, and not


direct activities at Canadians or persons in Canada. Last year, I reported


that I had obtained, through the cooperation of the Chief of CSE, detailed
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documentation of CSE’s international partners regarding each of their


policies and procedures on the treatment of information about Canadians.


Also last year, I stated that I would explore options to cooperate with


review bodies of Five Eyes countries to examine information sharing


activities among respective intelligence agencies and to verify the


application of respective policies. This year, in January 2015, I travelled


to Washington, D.C., to meet with the Inspector General of the United


States National Security Agency to personally seek assurances beyond


those CSE provided to me. I was satisfied with the assurances I obtained.


Conclusion
In this first report of my current comprehensive review of CSE’s


metadata activities, I examined specific activities in a foreign signals


intelligence context. CSE was forthcoming with documentation,


interviews, written responses to questions and the provision of general


support to my office throughout the review, and particularly in response


to the incidents that arose during the course of this review. I do not


believe that there was any intention on the part of CSE personnel to act


in a way that did not conform to ministerial direction or operational


policy. Nevertheless, I will carefully weigh the legal implications of the


incidents referred to in this report.


Over the next fiscal year, my office will also continue work on two other


reports that deal with CSE’s use of metadata: the first report will examine


issues identified in a 2014 report, entitled A Review of the activities of the


CSEC Office of Counter Terrorism, and will also examine other metadata


activities. A second report, expected in the coming year, will focus on


CSE’s use of metadata in an IT security context.
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2.  Review of CSE information technology security
activities conducted under ministerial
authorization


Background
The National Defence Act mandates CSE to conduct information


technology (IT) security activities, specifically, to offer advice,


guidance and services to help ensure the protection of electronic


information and information infrastructures of importance to the


Government of Canada. These activities, referred to as part (b) of CSE’s


mandate, shall not be directed at Canadians anywhere or at any person


in Canada, and shall be subject to measures to protect the privacy of


Canadians in the use and retention of intercepted information


(paragraphs 273.64(2)(a) and (b) of the National Defence Act).


An authorization issued by the Minister under the authority of


subsection 273.65(3) of the National Defence Act authorizes CSE,


while conducting IT security activities in the circumstances specified in


paragraph 184(2)(c) of the Criminal Code, to intercept private


communications. A ministerial authorization is valid for one year.


The primary objective of this review was to assess whether CSE’s IT


security activities complied with the law, and the extent to which CSE


protected the privacy of Canadians in carrying out these activities.


Particular attention was paid to CSE’s interception and use of private


communications as well as to information about Canadians. 


This is the second review since CSE restructured its IT security activities


and made changes to certain practices, policies and procedures, which


were reported in my predecessor’s annual report of 2010–2011. The


review examined two types of IT security activities conducted by CSE


under ministerial authorizations in 2009–2010, 2010–2011 and


2011–2012. 
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The first type of IT security activity involved CSE analyzing the


computer system of a Government of Canada institution (i.e., CSE’s


client) under controlled circumstances, and on the request of the client,


to assess vulnerabilities and to test the reaction of the client environment


to cyber threats. A ministerial authorization was required for this activity


because the activities may have resulted in the unintentional interception


of private communications. CSE indicated it ceased offering these


services in November 2012 because the activity was limited in scale and


was no longer required due to technological advancements.


The second type of IT security activity my office reviewed was cyber


defence operations conducted under the authority of a ministerial


authorization, as they risk the unintentional interception of private


communications. These activities detect and mitigate malicious activity


directed toward Government of Canada computer systems and networks.


Like the first type of IT security activity, cyber defence operations are


conducted with the full consent of the client. 


CSE’s cyber defence operations involve developing and using network


defence tools; detecting, analyzing and reporting on malicious network


traffic; and providing advice to Government of Canada clients on


reducing the risk or extent of harm. Cyber defence tools trigger alerts


when malicious activity is detected. These alerts are then forwarded for


further analysis to identify and confirm threats to the network. 


CSE policy describes necessary privacy measures and CSE systems can


automate a large portion of these legal and policy requirements. For


example, a system may prompt an analyst to determine the number of
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private communications within the data the analyst intends to use and


retain. The analyst then makes this determination. Other systems may


calculate the number of private communications; in such cases, it is the


analyst’s responsibility to make certain the private communication


count is correct.


My office examined applicable written and electronic records, files,


correspondence and other documentation relevant to CSE’s IT security


activities, including policies, procedures and legal advice. Interviews were


conducted with managers and other personnel involved in the activities.


CSE demonstrated its IT security activities, as well as delivered detailed


briefings on related tools and databases. My office tested the contents of


these systems, with CSE officials acting under our direction, to ensure


conformity with legal and ministerial requirements, and associated


policies and procedures.


Findings
Based on the information reviewed and the interviews conducted, CSE’s


IT security activities were appropriately authorized and conducted in


accordance with the law as interpreted by Justice Canada and in


accordance with ministerial authorizations and ministerial direction. 


At my office’s request, the list of cyber defence operations incidents


CSE initially provided contained only incidents that CSE had


identified as containing private communications. My office uncovered


several private communications that had not been included in the


counts. Furthermore, our questioning uncovered incidents that were


incorrectly identified, either indicating a private communication when


such was not the case or vice versa. As a result, my office decided to


examine all incidents in 2011–2012, regardless whether or not they


were identified as private communications. 


28 ANNUAL REPORT 2014–2015







These human errors were coupled with system errors that CSE had to


pinpoint, delaying the review. In response to the errors my office


uncovered, IT Security immediately developed two main system


improvements. It is positive that CSE acted quickly to make system


improvements intended to promote and demonstrate compliance. I will


examine these improvements in a future review to verify that these


systems are working well.


CSE has sufficient policies and processes to satisfy the legal


requirements (1) not to direct its IT security interception activities at a


Canadian or any person in Canada, and (2) to protect the privacy of


Canadians in the use and retention of private communications and


intercepted information that is essential to identify, isolate or prevent


harm to Government of Canada computer systems or networks.


Interviews with and observations of IT security managers and other


employees demonstrated that they are knowledgeable about policies and


procedures aimed at compliance with the law and the protection of the


privacy of Canadians. CSE managers routinely monitored IT security


activities for compliance and protection of the privacy of Canadians.


However, policies and procedures relating to the retention of private


communications were not followed in some instances. CSE could


improve some policies and procedures regarding private


communications retention and minimum record-keeping requirements


and practices.


Legal issues and recommendations
In the course of this review, two legal issues arose that were discussed


between my office and CSE, and are the subject of my recommendations.


The first issue related to ambiguities arising from the wording of


subsection 273.65(3) of the National Defence Act. The National Defence


Act was modified by the Anti-Terrorism Act in 2001 to, among other


things, legislate CSE as well as its activities. Regarding IT security
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ministerial authorizations, it was established that the Minister of National


Defence could authorize CSE to intercept private communications for the


sole purpose of protecting Government of Canada computer systems or


networks from mischief, unauthorized use or interference, in the


circumstances specified in paragraph 184(2)(c) of the Criminal Code. 


Subsection 184(1) of the Code establishes the offence of intercepting a


private communication and subsection 184(2) sets out circumstances where


the interception is not an offence. Paragraph 184(2)(c) applies to persons


engaged in providing a telephone, telegraph or other communication


service to the public who intercept private communications while providing


the service. 


Since CSE rarely acts in the circumstances set out in paragraph


184(2)(c) of the Criminal Code, it can be argued that an IT security


ministerial authorization issued under subsection 273.65(3) of the


National Defence Act would not include CSE’s primary cyber defence


activities. Therefore, if a private communication were intercepted while


CSE undertook an activity that was not included “in the circumstances


specified in paragraph 184(2)(c) of the Criminal Code,” CSE would not


be shielded from the application of Part VI of the Criminal Code. 


Consequently, I believe subsection 273.65(3) of the National Defence


Act does not accurately reflect CSE’s activities because CSE undertakes


activities beyond those considered in “the circumstances specified in


paragraph 184(2)(c) of the Criminal Code.” I therefore recommended


that subsection 273.65(3) of the National Defence Act be amended as


soon as practicable to remove any ambiguities respecting CSE’s


authority to conduct IT security activities that risk the interception of


private communications. 


The second legal issue related to CSE’s practice, while conducting cyber


defence operations under ministerial authorization, of treating all


unintentionally intercepted one-end-in-Canada e-mails as private


communications as defined in the Criminal Code. 
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This issue was previously raised by former Commissioner Gonthier in


the context of the 2009 Study of CSE IT Security Activities. He


concluded that “the protection of a malicious code as a private


communication may unnecessarily limit CSE’s ability to fulfill part (b)


of its mandate.” While this is not an issue of compliance with the law


per se, it does raise the question of whether this practice accurately


reflects the privacy risk and how that risk is portrayed to the Minister.


The majority of private communications my office examined and that


CSE intercepted consisted of unsolicited e-mails sent from a cyber threat


actor to a Government of Canada employee and contained nothing more


than malicious code and/or an element of social engineering. That is to


say, there was no exchange of any personal or other consequential


information between the cyber threat actor and the Government of


Canada employee.


Based on the legal opinions I have received, and with which I agree, a


communication containing nothing more than malicious code and/or


an element of social engineering sent to a Government of Canada


computer system or network in order to compromise it is not a private


communication as defined by the Criminal Code. Accordingly, 


CSE may not need a ministerial authorization to intercept such


communications during the course of performing part (b) of its


mandate. Therefore, CSE may not need to report to the Minister the


interception of such communications.
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Those e-mails used or retained by CSE are included in the number of


private communications that, in accordance with the ministerial


authorization, are reported to the Minister for accountability purposes.


This results in a large number of communications that CSE treats as


private communications, thus distorting the privacy risk implications


of CSE’s cyber defence activities. 


I therefore recommended that CSE reporting to the Minister on private


communications unintentionally intercepted under ministerial


authorizations should highlight the important differences between one-


end-in-Canada e-mails intercepted under cyber defence operations and


private communications intercepted under foreign signals intelligence


activities, including the lower expectation of privacy attached to the


private communications intercepted under cyber defence operations. 


Conclusion
One of the recommendations that arose from this review reflects an


ongoing concern that my predecessors and I have voiced about


ambiguous wording in the National Defence Act in relation to CSE’s


mandate. Reviewing and amending the National Defence Act would


enhance the measures to protect the privacy of Canadians in the course


of CSE’s effort to protect Government of Canada computer systems


and networks.


In future reviews, I intend to follow up on system improvements related


to private communications unintentionally intercepted by CSE during its


IT security activities. I will also follow up on CSE’s policies and


procedures for record-keeping of private communications.
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3.  Review of the Canadian Armed Forces Cyber
Support Detachments


Background
The Canadian Armed Forces Information Operations Group (CFIOG) —


a component of the Canadian Armed Forces (CAF) — may, in


accordance with CSE’s foreign signals intelligence mandate and on


behalf of CSE, respond to the military-related requests to CSE from the


CAF on foreign signals intelligence. The CFIOG Cyber Support


Detachments act as the go-between to provide CSE reports on foreign


signals intelligence to clients within the CAF.


The CFIOG Cyber Support Detachments provide foreign signals


intelligence support to select CAF commanders for a spectrum of


activities, ranging from planning to direct support to combat operations.


The Detachments are not involved in either the collection of foreign


signals intelligence or the production of related reports; they primarily


provide situational awareness to their respective intelligence and


operational staff. To fulfill those duties, the Detachments may access


CSE’s foreign signals intelligence systems holding data acquired under


the authority of Part V.1 of the National Defence Act. CSE takes


measures to ensure that access to these systems and the use of data


acquired from these systems comply with legislation, ministerial


direction, and CSE policies and procedures.


An evaluation report by CSE’s Directorate of Audit, Evaluation and


Ethics concerning the foreign signals intelligence support elements (as


the Cyber Support Detachments were formerly called) made assertions


that raised questions regarding the ability of the Detachments to


demonstrate to CSE, and ultimately to my office, that their foreign


signals intelligence activities complied with the law, ministerial


direction, and CSE policy and procedures. CSE was to take action to


address these questions, as well as the 15 recommendations in the report.
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When my office became aware of this evaluation report, it informed


CSE that it would wait for the implementation of corrective actions


before deciding whether a review of the CFIOG Cyber Support


Detachments was warranted. A decision was subsequently taken to


review changes made by CFIOG and CSE to address the


recommendations made in the evaluation report, and to examine a


sample of foreign signals intelligence activities carried out by the


Detachments during the period of March 2013 to March 2014.


At the outset, my authority under the National Defence Act to review the


CFIOG-controlled Cyber Support Detachments was questioned. After a


six-month delay and many discussions between my office, CSE and the


CAF, I exercised my authority and was provided direct access to


Detachment staff and premises to ensure that their foreign signals


intelligence activities conducted under Part V.1 of the National Defence


Act complied with the law, ministerial direction, and CSE policy and


procedures. The CAF fully cooperated with my office.


A total of three site visits were conducted during the course of this


review. One of these marked the first time that my office visited a CAF


establishment located outside the National Capital Region that conducts


certain foreign signals intelligence activities. The sites were chosen


based on their level of command, the diversity of the work being


performed and the length of time the site had been in operation.


The objectives of this review were: 


• to acquire detailed knowledge of, and to document, the foreign


signals intelligence activities of the Cyber Support Detachments; 


• to determine whether CSE ensured that the foreign signals


intelligence activities of the Cyber Support Detachments complied


with the law; and


• to assess the extent to which CSE ensured the protection of


privacy of Canadians in activities conducted by the Cyber Support


Detachments.
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Findings 
During the course of this review, it became apparent that considerable


care was taken within the CFIOG organizational chain of command to


ensure the Cyber Support Detachments complied with the law and


policy. While the individual detachments are guided by the local military


chain of command on a day-to-day basis, a CFIOG Oversight and


Compliance Section monitors activity at all detachment locations,


including yearly inspections, and is the main source of policy advice on


foreign signals intelligence for both the Detachments and the wider


CFIOG establishment.


Unlike CSE, the Cyber Support Detachments do not collect raw data,


intercept private communications, nor produce original reports, and


therefore do not deal with Canadian identity information from their own


activities. Foreign signals intelligence reporting is received from CSE by


the Detachments for dissemination within the CAF; such reports may


contain Canadian identity information that has been suppressed, that is,


replaced by a generic reference such as “a named Canadian.” In the event


that there would be a request for the disclosure of suppressed


information, the Detachments would follow an established process and


pass the request to CSE for action. To date, however, there has never been


a request for the disclosure of suppressed Canadian identity information.


Furthermore, CSE routinely scrutinizes monthly compliance reports


generated by the individual Cyber Support Detachments that, in turn, are


incorporated into compliance reports prepared by the CSE Signals


Intelligence Programs Oversight and Compliance section. In this way, CSE


actively ensures that the foreign signals intelligence activities of the


Detachments comply with the law. My staff examined a sample of monthly


compliance reports from all the Detachments and found them satisfactory. 


Appropriate policies and procedures are in place to guide the activities of


the Detachment staff. Each of the various Cyber Support Detachments


were set up at different times and the documentation establishing them


was not consistent. However, this does not appear to impede the operation,


oversight or compliance of the individual Cyber Support Detachments.
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Cyber Support Detachment employees interviewed and observed were


aware of relevant policies and procedures, including those relating to the


protection of the privacy of Canadians, and their application to routine


Detachment activities. The CAF employs a comprehensive training


system for all of its individual military occupations that involve handling


foreign signals intelligence material. All personnel granted access to


foreign signals intelligence systems participate in a program to confirm


their understanding of specific CSE policies. 


Furthermore, no one is granted a foreign signals intelligence


qualification without passing an annual CSE test on how to protect


privacy and ensure legal compliance in the conduct of CSE activities.


This is the same standard required of CSE employees.


Finally, I examined the activities of the CFIOG Cyber Support


Detachments as a result of CSE’s Directorate of Audit, Evaluation and


Ethics evaluation report. I was satisfied that the report’s questions


regarding compliance were answered. Of the 15 recommendations in


that report, I was satisfied that either CFIOG or CSE acted on the four


recommendations relevant to this review.


Conclusion
Based on the information received, the documents examined, the


activities observed and the interviews conducted, I concluded that the


Cyber Support Detachment activities conducted under the authority of


Part V.1 of the National Defence Act were in compliance with the law,


ministerial direction, and CSE policies and procedures. In addition, the


activities, as they are currently carried out by the Cyber Support


Detachments, do not affect the privacy of Canadians.
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4.  CSE assistance to the Canadian Security Intelligence
Service under part (c) of CSE’s mandate and section
16 of the Canadian Security Intelligence
Service Act


Background
CSE may provide the Canadian Security Intelligence Service (CSIS)


with technical and operational assistance under part (c) of its mandate


and section 16 of the CSIS Act. Section 16 empowers CSIS to assist 


the ministers of Foreign Affairs and of National Defence in foreign


intelligence collection activities, within Canada, in support of the


international affairs and defence interests of the Government of


Canada. Section 16 activities require a personal request for assistance


from one of the above-noted ministers, more commonly the Minister 


of Foreign Affairs.


Certain section 16 activities, for example interception of


communications, require a warrant from a Federal Court judge in


accordance with section 21 of the CSIS Act. In these instances, CSIS


must obtain a warrant from the Court authorizing the use of specific


powers of collection to be directed against specific targets. The Minister


of Public Safety must grant personal written consent prior to CSIS


submitting a warrant application to the Court. 


In 2007 and early 2008, interdepartmental discussions were held that


related to changes in how the section 16 process worked within the


security and intelligence community. One of the changes made was the


elimination of the 1987 Tri-Ministerial Memorandum of Understanding


between the Minister of Foreign Affairs, the Minister of National


Defence and the Solicitor General (now Minister of Public Safety).


Although discussions culminated in a new process, it did not outline the


roles and responsibilities of the parties involved.


37www.ocsec-bccst.gc.ca







CSE may provide CSIS with technical and operational assistance for


section 16 activities under part (c) of CSE’s mandate (paragraph


273.64(1)(c) of the National Defence Act). In such cases, CSE acts as


an agent of CSIS in the interception, processing and analysis of


information collected pursuant to a warrant. When carrying out


activities under part (c) of its mandate for section 16 warrants, CSE


must abide by the legal limitations imposed on CSIS, as stated in


subsection 273.64(3) of the National Defence Act. These limitations


include those found in the CSIS Act and the section 16 warrants. Not all


section 16 activities may involve warrants or assistance from CSE.


Within the new process, CSE is also guided by the terms and conditions


of not only the new section 16 process signed off by the ministers of


Foreign Affairs, National Defence and Public Safety, but also several


CSE-CSIS memoranda of understanding that cover operational


cooperation in general, as well as for section 16 activities specifically. 


Although the approval process changed, CSE still acts as an agent of CSIS


in processing intercepted communications obtained under the authority of


the warrants granted by the Federal Court. CSE also acts as an agent of the


requesting minister in the dissemination of foreign intelligence reports


obtained as a result of authorities exercised under warrant. 


The objectives of my review were:


• to acquire detailed knowledge of and to document CSE’s


assistance to CSIS under section 16 of the CSIS Act and any


changes since my office’s last in-depth review; and


• to assess whether CSE activities complied with the law, including


with the terms of the warrants issued to CSIS by the Federal Court.
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Findings and recommendations
All section 16 warrants issued to CSIS by the Federal Court, for which


CSE support was sought, were examined. From those, a number were


examined in depth. For each warrant selected for this review, I was able


to verify that: 


• CSE had a copy of the warrant and had clear and sufficient


information about the assistance sought by CSIS; 


• the communications acquired by CSE for CSIS were only those


communications referred to in the warrants; 


• the communications were not acquired before the warrants came


into force and were no longer acquired once the warrants expired; 


• CSE acquired only the types of communications and information


that were authorized in the warrants to be intercepted or obtained;


and


• CSE complied with the limitations imposed by law on CSIS, for


example, the conditions in the warrants. 


CSE received copies of the warrants from CSIS when they were issued


by the Federal Court.


In conducting this review, I examined: the associated technology,


databases and systems used by CSE in the section 16 activities; the


resulting foreign intelligence reporting; the extent to which technology


was used and other efforts were applied to protect the privacy of


Canadians; and CSE activities in response to previous associated


findings and recommendations made by past Commissioners. 


I found that, during the period under review, CSE had in place


operational policies and procedures of general application to CSE’s


assistance in support of these warrants and related activities. Those


policies and procedures provided direction to CSE employees respecting
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compliance with the law and the protection of the privacy of Canadians


in regards to CSE’s assistance to CSIS. CSE indicated that its internal


processes, including its support to CSIS’s warrant renewal process, had


not changed substantively despite the change in the interdepartmental


process. I also found that CSE respected the condition contained in


section 16 warrants to protect the privacy of Canadians when using


intrusive measures, by following CSE policy to destroy all information


about Canadians unless the information:


• relates to activities that would constitute a threat to the security of


Canada as defined in the CSIS Act;


• could be used in the prevention, investigation or prosecution of an


alleged indictable offence; or


• relates to those foreign states, persons or corporations for which


the requesting minister has requested assistance, in writing,


pursuant to section 16 of the CSIS Act.


I found that CSE employees who were interviewed were well aware of


the policies and procedures, and demonstrated knowledge of their


respective responsibilities. Interviews with CSE managers, team leaders


and employees showed that managers routinely monitored CSE’s


assistance to CSIS for compliance with governing authorities.


I found that CSE’s assistance to CSIS and all related activities was


consistent with the requirements in the Accountability Framework and


Privacy of Canadians ministerial directives to CSE. I also found that


CSE complied with the law and took measures to protect the privacy 


of Canadians.


I made four recommendations: two related to the updating or creation


of governing process documentation; one on the updating or creation of


interdepartmental memoranda of understanding between CSIS and CSE,


where applicable; and one that CSE should develop caveats to attach to
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specific operational material that may be shared with Second Party


partners to ensure that the material would not be used without the


express authorization of CSE. 


Conclusion
I concluded that CSE conducted its activities in accordance with the law


and ministerial direction, and included measures to protect the privacy of


Canadians. Nonetheless, I recommended that interdepartmental


agreements and internal CSE policies be updated in a timely manner to


reflect current procedures and practices. Given that CSIS is implicated in


the updates of certain memoranda of understanding, I informed the


Interim Chair of the Security Intelligence Review Committee of my


recommendations. 


5.  Annual combined review of foreign signals
intelligence ministerial authorizations and private
communications, 2013–2014


Background
The National Defence Act prohibits CSE from directing its activities at


Canadians. The Minister of National Defence may, under the Act, for


the purpose of obtaining foreign signals intelligence, authorize CSE in


writing to intercept private communications, i.e., communications that


risk originating from or being received in Canada. The law specifies the


conditions under which a ministerial authorization can be issued (see


box on page 42). Ministerial authorizations relate to an “activity or


class of activities” related to acquiring foreign signals intelligence —


the how. The authorizations do not relate to a specific individual or


subject — the who or the what. (More information on ministerial


authorizations, as well as on the authorities for and limitations on CSE


activities, is available on the office’s website and on the CSE website.)
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The law also directs the CSE Commissioner to review activities carried


out under a ministerial authorization to ensure they are authorized and to


report annually to the Minister of National Defence on the review. An


annual combined review of the foreign signals intelligence ministerial


authorizations is one way I fulfill this part of my mandate. This year, I


examined the three foreign signals intelligence ministerial authorizations


in effect from December 1, 2013, to November 30, 2014, relating to


three activities or classes of activities. I also conducted spot checks of


private communications used and retained.


The purpose of the combined ministerial authorization review was to: 


• verify that activities conducted under the ministerial


authorizations were authorized;


• identify any significant changes — for the year under review,


compared with previous years — to the authorization documents


themselves and to CSE activities or class of activities described in


the authorizations; and 


• assess the impact of any changes on the risks to compliance and


privacy, and, as a result, identify any subjects requiring follow-up


review. 
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Conditions for foreign signals intelligence ministerial authorizations


The four conditions for a ministerial authorization under the National Defence
Act are:


• interception must be directed at foreign entities located outside Canada;


• information could not be reasonably obtained by other means;


• the expected value of the interception would justify it; and


• satisfactory measures are in place to protect the privacy of Canadians.







In past years, as part of the combined annual review of foreign signals


intelligence ministerial authorizations, Commissioners examined samples


of unintentionally intercepted private communications used and retained


by CSE during the period of the ministerial authorization. Last year, my


office reviewed all 66 private communications used in reports or retained


at the end of the ministerial authorization period. My report on the same


subject last year included four recommendations related to privacy:


• that CSE analysts immediately identify recognized private


communications for essentiality to international affairs, defence or


security, as required by the National Defence Act or, if not


essential, for deletion;


• that CSE analysts regularly assess, at a minimum quarterly,


whether the ongoing retention of a recognized private


communication not yet used in a report is strictly necessary and


remains essential to international affairs, defence or security, or


whether that private communication should be deleted;


• that CSE make available to the Minister of National Defence


more comprehensive information regarding the number of


collected communications and intercepted private


communications that it acquires and retains throughout the period


that a ministerial authorization remains in effect; and


• that CSE promulgate policy on the specific circumstances and


handling of a particular type of communication.


To verify that the recommendations have been implemented, I decided to


conduct spot checks of private communications intercepted, used and


retained during certain periods through the year, as determined by my


office. CSE did not have knowledge of either when these spot checks


would be conducted or the period of time that would be examined.
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There were 16 private communications used in reports or retained at


the end of the ministerial authorization period, that is, as of


November 30, 2014. CSE continues to use the same method as in


previous years to count and report recognized private communications.


My employees test the contents of CSE systems and databases, listen


to the intercepted voice recordings, read the written contents or


examine the associated transcripts of the communications, and


interview CSE employees.


I examined those private communications intercepted, used and retained


during the periods of April 1, 2014, to June 20, 2014, and September 1,


2014, to October 15, 2014. During these spot checks, I wanted my staff


to obtain a more accurate picture of the number of foreign signals


intelligence private communications intercepted throughout the year by:


• verifying whether CSE analysts immediately identified


recognized private communications for essentiality — as noted in


one of my recommendations last year;


• assessing whether the essentiality test was met — an ongoing


aspect of reviews of intercepted private communications; and


• verifying whether the analysts regularly assessed if the ongoing


retention of a recognized private communication was strictly


necessary — also noted in one of my recommendations last year.


Findings
I found that the activities conducted under the 2013–2014 foreign signals


intelligence ministerial authorizations were authorized, as required by


the National Defence Act.


I examined key information relating to interception and to the privacy of


Canadians for each of the three activities or class of activities, to permit


comparisons. I found the 2013–2014 foreign signals intelligence


ministerial authorizations did not contain any significant changes from


the previous year and CSE did not make any significant changes to the


technologies used for these activities.
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For the spot checks, my office asked CSE to provide a list of all foreign


signals intelligence private communications intercepted and recognized


during the periods from April 1, 2014, to June 20, 2014, and from


September 1, 2014, to October 15, 2014. My office verified this list by


examining the database and confirming the number of private


communications intercepted and recognized.


For the above-noted periods, CSE retained only two private


communications, both of which were used in a single report. All other


recognized private communications incidentally intercepted by CSE


were destroyed. I am satisfied that the two private communications used


were essential to international affairs, defence or security, as required by


law, and that the related report contained foreign intelligence. I found


nothing to suggest that any of the private communications that were


recognized by CSE, either retained or deleted, were intercepted


intentionally, which would be unlawful.


My office also interviewed foreign signals intelligence personnel who


had knowledge of the private communications and CSE systems and


databases. I found no cases of an analyst retaining a private


communication longer than strictly necessary, that is, no longer than


necessary to determine if it was essential to international affairs, defence


or security, which was an issue in my previous review of foreign signals


intelligence ministerial authorizations and private communications.


Conclusion
I concluded that the metrics and results of my reviews of the foreign


signals intelligence authorizations and the spot checks of private


communications indicate that CSE has taken action to quickly


implement the recommendations in my previous review. I made no


recommendations and will continue to conduct spot checks of private


communications intercepted under foreign signals intelligence


ministerial authorizations.
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6.  Annual review of disclosures of Canadian identity
information, 2013–2014


Background
This annual review of disclosures by CSE of Canadian identity


information from reports includes disclosures to Government of Canada


clients and to CSE’s Second Party partners. It also included disclosures


to non-Five Eyes recipients through a Government of Canada client or


Second Party partner. The review period covered July 1, 2013, to June


30, 2014. 


The National Defence Act and the Privacy Act require CSE to take


measures to protect the privacy of Canadians, including their personal


information. Canadian identity information may be included in CSE


foreign signals intelligence reports if the information is essential to


understanding the intelligence. However, with some limited exceptions


that are stated in CSE policy, any information that identifies a Canadian


must be suppressed in the reports — that is, replaced by a generic


reference such as “a named Canadian.” 


When receiving a subsequent request for disclosure of the details of the


suppressed information, CSE must verify that the requesting


Government of Canada client or Second Party partner has both the


authority and operational justification for obtaining the Canadian


identity information. Only then may CSE provide that information. A


request for release of Canadian identity information from a CSE report


may involve the release of more than one identity.


Findings
My office has conducted regular annual reviews of CSE’s disclosure of


Canadian identity information to Government of Canada clients and


found CSE to be rigorous and thorough in its handling of such requests.


Therefore, my office examined only a six-month period of such


disclosures to Government of Canada clients. We continued for this


review, however, to examine all of the disclosure requests received over
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a period of one year from Second Party partners, as well as all requests


by Government of Canada agencies or Second Party partners for


disclosure of Canadian identity information to non-Five Eyes recipients. 


I found that CSE’s disclosure of Canadian identity information from


reports to Government of Canada clients and Second Party partners


complied with the law and ministerial direction and that CSE took


appropriate measures to protect the privacy of Canadians.


During the six-month period, CSE received 710 requests from


Government of Canada clients for Canadian identity information


supressed in foreign intelligence and IT security reporting. The number


does not represent the quantity of identity information disclosed, but


rather the number of instances that Government of Canada clients have


submitted separate requests for identity information suppressed in reports


to be disclosed, providing a unique operational justification in each case.


Of these 710 requests, my office examined a sample of over 20 percent,


along with all reports that contained the suppressed identity information


that was the subject of the request. CSE ensured that all requesting


agencies or departments had the necessary authority and the operational


justification prior to the information being released. Requests not


supported by adequate authority or operational justifications were denied. 


CSE also received requests for the disclosure of Canadian identity


information from Second Party partners. My office examined all the


requests and related reports. The requests resulted in roughly an equal


number of denials and disclosures of Canadian identity information. 


Six requests were made for disclosure of Canadian identity information


to non-Five Eyes recipients. Five of these requests were made by a


Government of Canada client and one was made by a Second Party


partner. None were denied.
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In February 2011, Cabinet approved a framework for addressing risks in


sharing information with foreign entities that could result in the


mistreatment of an individual. This was to be accomplished through


ministerial direction to Government of Canada departments and


agencies. As a result, the Minister of National Defence issued a directive


to CSE in 2011 that required CSE to develop policies to guide


information sharing with non-Five Eyes entities, including approval


authorities that are commensurate with the risks of mistreatment. CSE


complied with this requirement. 


A mistreatment risk assessment must be conducted before CSE can


disclose Canadian identity information to non-Five Eyes recipients


through Second Party partners or Government of Canada clients. My


office reviewed all six requests as well as some of the corresponding


mistreatment risk assessments. 


The only privacy incidents that my office found when examining all


requests for disclosure had been identified by CSE; these incidents had


already been added to CSE’s Privacy Incident File, which my office


reviews separately (see review number 7).


CSE has comprehensive policies and procedures that guide its


disclosure of Canadian identity information from reports to


Government of Canada clients. It is a positive development that CSE


has updated its policies to encompass disclosures to Second Party


partners and to non-Five Eyes recipients through Government of


Canada clients and Second Party partners.


My office examined all request forms, reports, internal documentation


and approvals, and made inquiries of CSE staff as appropriate. The


examination of these documents found that CSE employees conducting


activities related to disclosures of Canadian identity information


complied with policies and procedures. In addition, for the requests
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reviewed, we found that CSE employees and managers responsible for


the disclosure of Canadian identity information were consistent and


rigorous in applying all relevant ministerial direction, policies,


procedures and standards related to disclosure of Canadian identity


information, including privacy protections.


CSE has now completed the full automation of its information and


records management processes for the disclosure of Canadian identity


information to Government of Canada clients. This system appears to


be working well. CSE has indicated that it is now undertaking the


automation of a similar system to handle the process for all Second


Party partner requests. I will monitor its development in future 


annual reviews.


Conclusion
My review did not result in any recommendations. CSE conducted its


activities in a thorough manner and complied with the law, ministerial


direction and internal CSE policies and procedures. During the course


of this review, I became aware of information involving the Canadian


Security Intelligence Service and referred the matter to the interim


Chair of the Security Intelligence Review Committee for any follow-


up she deems appropriate. I intend to continue to conduct an annual


review of disclosures. I will also monitor the progress and impact of


automating the process for handling Second Party requests for


disclosure of Canadian identity information.
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7.  Review of CSE’s Privacy Incidents File and Minor
Procedural Errors Record, 2014


Background
CSE requires its employees who conduct foreign signals intelligence and


information technology security activities to report and document privacy


incidents. The objectives are to prevent further incidents and to strengthen


compliance with legal and ministerial requirements and with CSE policies.


A privacy incident occurs when the privacy of a Canadian is put at risk in


a manner that runs counter to or is not provided for in CSE’s policies,


which are based on CSE’s legislative requirements not to direct activities


at Canadians and to have measures to protect the privacy of Canadians.


Incidents are documented in one of two files, depending on the extent of


risk. The Privacy Incidents File is a record of incidents where privacy was


breached. The Minor Procedural Errors Report contains operational errors


that occurred in connection with information relating to Canadians but did


not result in that information leaving control of CSE or in that information


being exposed to external recipients who ought not to have received it.


CSE began the Privacy Incidents File and Minor Procedural Errors Report


in 2007 and notified the Commissioner’s office of these tools. 


During the year, each review I undertake of CSE activities generally


includes an examination of any privacy incident relating to the subject of


the review. Individual reviews, however, may not capture all incidents.


Even incidents that are captured during a review may not allow for


examination of CSE’s response, which might be pending at the time of


the issuance of the report. The annual review of the Privacy Incidents


File focuses on privacy breaches not examined in detail in the course of


my other reviews, to ensure that CSE took appropriate corrective actions


for all breaches identified. 


My review consisted of an examination of the Privacy Incidents File


and Minor Procedural Errors Report records, as well as CSE’s answers


to my questions. My office also made an independent verification of a


sample of reports from the Privacy Incidents File by searching one of


CSE’s databases.
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The objectives of this review were to:


• examine the incidents, procedural errors and subsequent actions


by CSE to correct the incidents or mitigate the consequences;


• follow up on specific incidents identified in past reviews and the


associated corrective actions taken by CSE;


• determine what incidents may raise issues about compliance with


the law or the protection of the privacy of Canadians;


• identify any systemic issues that suggest the need for broader


corrective actions on the part of CSE; and


• contribute to the evaluation of CSE’s policy compliance


validation framework and monitoring activities.


Findings
I found that CSE took appropriate corrective actions in response to the


privacy incidents and minor procedural errors it identified and recorded


during 2014. During the course of my review, none of these suggested


any systemic deficiencies or issues that require follow-up review. 


Last year, I had recommended that CSE request confirmation from


Second Parties that they had addressed any privacy breaches relating to a


Canadian. I recommended that CSE indicate in its file the response from


Second Party partners. This year, I found CSE’s response and follow-up


activities on the issue to be satisfactory. A review of a sample of CSE’s


requests to Second Parties, as well as the review of the Privacy Incidents


File, demonstrated that CSE is taking measures to implement my


recommendation. I will continue to monitor this.


As well, CSE is in the process of revising policy to incorporate new


guidance related to how CSE handles identity information in foreign


signals intelligence reports — strengthening the protection of the privacy


of Canadians. In future reviews, I will consider the impact of the


changes to this policy.
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This year, a technical deficiency in one CSE system — recorded as a


separate privacy incident — affected the handling of other privacy


incidents. In reviewing the documentation provided, I am satisfied that


CSE acted in a timely manner and took appropriate measures to correct


that situation. 


As mentioned in last year’s Annual review of a sample of disclosures by


CSEC of Canadian identity information to Government of Canada clients


and second party clients, my office identified two privacy incidents


pertaining to two Canadians whose identities were not suppressed in


intelligence reports, incidents that CSE subsequently recorded in the


Privacy Incidents File. I reviewed the privacy breaches and the re-issued


reports to ensure that the Canadian identity information was now


suppressed and found that CSE took appropriate mitigation measures.


In May 2014, CSE informed me of a privacy incident involving an


information flow between a Government of Canada client and CSE’s


Second Party partners that risked unauthorized disclosure of privacy-


related information. At the time, my office reviewed a briefing note to


CSE management on the issue and believed the actions and


commitments taken by CSE for this practice to stop were appropriate


and did not raise any pressing questions. While examining the Privacy


Incidents File, I reviewed additional documents in relation to this


incident. I can report that CSE took appropriate corrective actions in


response to the privacy incident. CSE’s proactive disclosure to my office


of this incident demonstrated its commitment to transparency and to


protecting privacy. 


Conclusion
My review did not result in any recommendations nor did it reveal any


systemic deficiencies. Future reviews will take into account the impact


of the updated policy on how CSE handles identity information in


foreign signals intelligence reports.
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COMPLAINTS ABOUT CSE ACTIVITIES


In 2014–2015, my office was contacted by a number of individuals who


were seeking information or expressing concern about CSE activities.


However, the inquiries were assessed as outside of the Commissioner’s


mandate, not related to CSE’s operational activities or without merit. 


There were no complaints about CSE activities that warranted my


investigation. (More information on the complaints process is available 


on the office’s website.)


DUTY UNDER THE SECURITY OF INFORMATION ACT


I have a duty under the Security of Information Act to receive information


from persons who are permanently bound to secrecy seeking to defend the


release of special operational information — such as certain information


relating to CSE activities — on the grounds that it is in the public interest. 


No such matters were reported to me in 2014–2015. (More information on 


the Commissioner’s responsibilities under the Security of Information Act


is available on the office’s website.)


ACTIVITIES OF THE COMMISSIONER’S OFFICE


As part of my goal to increase transparency, my officials and I make


concerted efforts to broaden public awareness of the work of my office.


This is accomplished in many ways, including making more information


available through our website and my public annual report, speaking at 


and participating in conferences and seminars, responding to media


inquiries, and participating in bilateral meetings with colleagues in the 


other Canadian review bodies and with review bodies of other countries. 
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When I indicated in last year’s annual report that the office’s website included


new information, to clarify misconceptions and to address issues and


criticisms raised about the role and work of the Commissioner, I promised to


post more detail about how my office reviews the operational activities of


CSE. This past year I added detailed information on reviews: about how I


select activities for review, how I conduct reviews, the criteria on which


reviews are structured, and how I report on the findings of my reviews. (More


information regarding reviews is available on the office’s website.)


My office also continued to deliver presentations about our work as part


of the orientation of new CSE employees. These sessions ceased in the


late spring when CSE began moving into its new building but are


expected to start again later in 2015. As in the old CSE facilities, we will


have dedicated, secure, separate office space in the new building, where


we can conduct interviews and work on-site during our reviews.


The Executive Director attended the Privacy and Security Conference in


Victoria B.C. in February. This leading conference explores topical and


controversial issues related to information and communications


technology, information security, the role of government and government


agencies, and privacy. 


Throughout the year, staff from my office also attended many other


conferences dealing with international affairs, information technology


security, national security and privacy, sponsored by many different


organizations such as the Canadian Institute for the Administration of


Justice, the Conference of Defence Associations Institute, and the


Canadian Association for Security and Intelligence Studies.


My office also provided support to the Canadian Network for Research


on Terrorism, Security and Society (TSAS), a network initiated by a


number of university academics with the support of government


departments and agencies. Our support was in-kind and will consist of


my staff offering to read and comment on certain TSAS reports, to


engage in discussions with researchers and to attend meetings or


workshops of relevance.
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Throughout the year, I met with a number of my review colleagues in


Canada as well as internationally. 


Consulting with review bodies in Canada
The Review Agencies Forum is a meeting of representatives of my


office, the Security Intelligence Review Committee (SIRC), the


Civilian Review and Complaints Commission for the RCMP (CRCC)


and the Office of the Privacy Commissioner of Canada. This forum


provides an opportunity to compare best practices in review


methodologies and to discuss issues of mutual interest and concern,


but excludes any exchange of operational details of reviews. The


forum met in November and March.


I met with the interim Chair of SIRC for general discussions


regarding cooperation between our organizations and our respective


executive directors agreed to coordinate certain basic elements of two


reviews of activities that involved both CSE and CSIS. As already


noted in the review section, I referred two recommendations and


another issue, all involving CSIS, to the interim Chair of SIRC for


SIRC’s information and any follow-up it deemed appropriate. The


executive directors of my office, SIRC and CRCC also met to discuss


further possibilities for cooperation and to exchange views on issues


related to review of intelligence and security agencies. 


In June 2014, the Executive Director of my office joined with his


SIRC counterpart in a panel at the third annual Chief Information


Security Officers Executive Summit in Vancouver. They described


the roles of their respective organizations in contributing to the


public accountability of the intelligence agencies they are 


responsible for reviewing. This specialized and informed group, 


with an interest in the threat environment and in the role of the


intelligence agencies, discussed whether the current operating


environment and the public interest are adequately reflected in


existing legislation and frameworks. 
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I met with the new Privacy Commissioner of Canada, Daniel Therrien,


a few months after his appointment. In October, I addressed the


meeting of federal, provincial and territorial privacy and information


commissioners in Ottawa. I explained my mandate, my role and the


common interest we serve in ensuring the protection of the privacy of


Canadians. These commissioners have a much broader area of


responsibility, in terms of covering most of the departments and


agencies within their respective jurisdictions, whereas my mandate


concentrates exclusively on CSE. I found the discussion with the


privacy and information commissioners to be productive and helpful in


learning about their particular perspectives and concerns.


Consulting with review bodies of other countries
Last July, the Executive Director and the Director of Operations joined


me in attending the ninth International Intelligence Review Agencies


Conference in London, England. Representatives from 14 other


countries attended. These biennial conferences are an opportunity for


legislators and senior office holders working in the field of intelligence


review and oversight to exchange views and experiences on topics of


mutual concern. The conference also supports countries in the


development of intelligence review and oversight mechanisms,


drawing on the experience of countries with existing structures.


Conference sessions were devoted to topics such as the future of


intelligence oversight, public expectations of privacy and what is


proportionate, and working toward greater transparency. Broadening


the dialogue and expanding our expert networks through these


conferences benefits our work in Canada. We have an opportunity to


hear the experiences of, and to share best practices with, a wide variety


of review and oversight bodies. 


In December, some of my officials and I met with the U.K. Independent


Reviewer of Terrorism Legislation, David Anderson, Q.C. Mr. Anderson


was tasked by the British government to examine whether the United


Kingdom needs new or amended legislation to address the interception


powers of security and intelligence agencies. His focus includes


communications data, which is the term used in the United Kingdom for
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what we refer to as metadata. In this useful exchange we also learned


more about his overall role as independent reviewer. 


In last year’s annual report, I concluded my review of sharing of


foreign signals intelligence with international partners with the


statement that I was going to explore options to cooperate with review


bodies of Second Party countries to examine information sharing


activities among respective intelligence agencies and to verify the


application of respective policies. While in London for the


International Intelligence Review Agencies Conference, we met with


the U.K. Interception of Communications Commissioner’s Office to


discuss and compare experiences in review methodologies, privacy


issues and legal frameworks. In January, I travelled to Washington,


D.C., accompanied by my Executive Director and acting Director of


Operations, to meet with the Inspector General of the United States


Intelligence Community and then with the Inspector General of the


National Security Agency (NSA).


The Inspector General of the U.S. Intelligence Community is


responsible for conducting audits, investigations, inspections and


reviews of the entire U.S. intelligence community. Our meeting


included inspectors general and representatives from a number of other


agencies. Despite significant distinctions between my office and the


inspectors general — a principal one being that the inspectors general


have a much broader mandate whereas I have a mandate specific to


compliance with the law — the main purpose of our meeting was to


learn about the level of cooperation among the intelligence community


inspectors general and how I might apply that to my efforts to


encourage cooperation among Canadian review bodies. I was also


interested to discuss the interactions between the inspectors general


and other offices more recently established within the intelligence


agencies, such as those that deal with civil liberties and privacy, and


with whistleblower and source protection. I was struck by my hosts’


candidness in discussing issues and sharing views. This highly


worthwhile meeting will stimulate reflections on my own work.
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Following the meeting with the Inspector General of the Intelligence


Community and his colleagues, we met with the Inspector General of the


NSA. These detailed discussions were specific to the review in my


annual report last year regarding CSE foreign signals intelligence


sharing with its international partners. As I state elsewhere in this report,


I wished to hear — and received — personal assurances from the


Inspector General as to NSA’s policies and procedures on the treatment


of information about Canadians. 


WORK PLAN — REVIEWS UNDER WAY AND PLANNED


Commissioners use a risk-based and preventative approach to reviews. A


three-year work plan is updated twice a year. Developing the work plan


draws on many sources. An important one consists of regular briefings


from CSE on new activities and changes to existing activities. Another is


the classified annual report to the Minister of National Defence from the


Chief of CSE on CSE’s priorities and its legal, policy and management


issues of significance. 


With the exception of my review of CSE’s foreign signals intelligence


metadata activities (some aspects will continue in the coming year) and


my review of particular foreign signals intelligence activities under


ministerial authorizations, all of the reviews that were under way last


year have been completed. 


Reviews planned for 2014–2015 are: a focused review of CSE’s


information technology security (IT) metadata activities, a review of


particular foreign signals intelligence activities conducted under


ministerial authorization and ministerial directive; CSE’s sharing of


foreign signals intelligence with foreign entities; a review of a specific


CSE activity in support to the Canadian Security Intelligence Service


(CSIS) under part (c) of its mandate and section 12 of the CSIS Act; and
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a study of the sharing of information between the foreign signals


intelligence and IT security sections within CSE. 


In addition, I will conduct annual reviews of: (1) foreign signals


intelligence and IT security ministerial authorizations; (2) CSE disclosures


of Canadian identity information; and (3) privacy incidents and procedural


errors identified by CSE and the measures subsequently taken by CSE to


address them. I also plan to continue to conduct spot checks of the private


communications CSE has intercepted, used and retained.
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ANNEX A: EXCERPTS FROM THE NATIONAL DEFENCE ACT AND THE
SECURITY OF INFORMATION ACT RELATED TO THE
COMMISSIONER’S MANDATE


National Defence Act — Part V.1


Appointment of Commissioner


273.63 (1) The Governor in Council may appoint a supernumerary judge or a retired


judge of a superior court as Commissioner of the Communications Security


Establishment to hold office, during good behaviour, for a term of not more


than five years.


Duties


(2) The duties of the Commissioner are


(a) to review the activities of the Establishment to ensure that they are in


compliance with the law;


(b) in response to a complaint, to undertake any investigation that the


Commissioner considers necessary; and 


(c) to inform the Minister and the Attorney General of Canada of any


activity of the Establishment that the Commissioner believes may not 


be in compliance with the law.


Annual report


(3) The Commissioner shall, within 90 days after the end of each fiscal year,


submit an annual report to the Minister on the Commissioner’s activities and


findings, and the Minister shall cause a copy of the report to be laid before


each House of Parliament on any of the first 15 days on which that House is


sitting after the Minister receives the report.







Powers of investigation


(4) In carrying out his or her duties, the Commissioner has all the powers of a


commissioner under Part II of the Inquiries Act. 


Employment of legal counsel, advisors, etc.


(5) The Commissioner may engage the services of such legal counsel, technical


advisers and assistants as the Commissioner considers necessary for the


proper performance of his or her duties and, with the approval of the


Treasury Board, may fix and pay their remuneration and expenses. 


Directions


(6) The Commissioner shall carry out such duties and functions as are assigned


to the Commissioner by this Part or any other Act of Parliament, and may


carry out or engage in such other related assignments or activities as may be


authorized by the Governor in Council. 


[...]


Review of authorizations


273.65 (8) The Commissioner of the Communications Security Establishment shall


review activities carried out under an authorization issued under this section


to ensure that they are authorized and report annually to the Minister on 


the review.
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Security of Information Act


Public interest defence


15. (1) No person is guilty of an offence under section 13 or 14 if the person establishes


that he or she acted in the public interest.


[...]


Prior disclosure to authorities necessary


(5) A judge or court may decide whether the public interest in the disclosure


outweighs the public interest in non-disclosure only if the person has complied


with the following: [...]


(b) the person has, if he or she has not received a response from the deputy head


or the Deputy Attorney General of Canada, as the case may be, within a


reasonable time, brought his or her concern to, and provided all relevant


information in the person’s possession to, [...]


(ii) the Communications Security Establishment Commissioner, if the


person’s concern relates to an alleged offence that has been, is being or


is about to be committed by a member of the Communications Security


Establishment, in the purported performance of that person’s duties and


functions of service for, or on behalf of, the Communications Security


Establishment, and he or she has not received a response from the


Communications Security Establishment Commissioner within a


reasonable time.
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ANNEX B: COMMISSIONER’S OFFICE REVIEW PROGRAM — LOGIC
MODEL


Plan, conduct and report on reviews 
and studies of CSE’s activities


Reports to Minister of 
National Defence  
and CSE 
- assurance
- information
- findings
- recommendations


CSE accepts and 
implements advice and 
recommendations


Government and public confidence in the  
lawfulness of CSE’s activities


Notifications to Minister 
of National Defence and 
Attorney General of any 
CSE activity that may not 
be in compliance with  
the law 


Annual reports to
Minister of National 
Defence for tabling  
in Parliament:
- assurance
- information


Support for 
Minister of National 
Defence in his/her 
accountability for CSE


CSE activities based 
on sound policies, 
procedures and 
practices


Low CSE susceptibility to, and 
incidence of, lack of compliance 
with the law
High level of CSE safeguarding 
Canadians’ privacy
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ANNEX C: 2014–2015 STATEMENT OF EXPENDITURES 


Standard Object Summary ($)


Salaries and Benefits 1,241,763


Transportation and Telecommunications 47,916


Information 12,931


Professional and Special Services 353,986


Rentals 325,649


Repairs and Maintenance 2,029


Material and Supplies 12,616


Machinery and Equipment 1,850


Capital Assets 8,700


Other Payments (one- time transition payment for salary


payments in arrears) 36,120


Total 2,043,560
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Communications Security 
Establishment Commissioner 


The Honourable Robert Decay, O.C. 
Canada 


The Honourable Peter MacKay, P.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA OK2 


Dear Mr. MacKay: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Robert Decary, c.r. 


TOP SECRET // SI // CEO 


Our File # 2200-66 


February 15, 2013 


The purpose of this letter is to provide you with the results of my review of the 
Co un ation ecu i Establishment of Canada's (CSEC) records relating to 


This review was undertaken under my general authority as 
articulated xn Yart V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA) and 
was prompted by the relating to la Canadian 
citizen. I examined CSEC's ac• uisition, use and exehan e of information relating to 


Once the 
examination of CSEC's records Iwas completed, I had no 
concern with respect to the vast majority of CSEC's activities. However, I did have some 
concern, primarily with six particular identifiers (fivi and one 


relating ti hick could suggest that some activities of 
CSEC were directed at a Canadian. 1 therefore focused my attention on these six 
identifiers. I believe this is the first time that such a specific concern has arisen from a 
Commissioner. 


The review had two objectives: (1) to assess whether CSEC's foreign intelligence 
activities relating t complied with the law; and (2) to assess the extent to 
which CSEC protected the privacy of Canadians — including the privacy of 


in carrying out its activities. I assessed CSEC's activities for compliance 
witn me law in the context of the limitations in the NDA for the protection of the privacy of 
Canadians, i.e., CSEC's foreign intelligence activities "shall not be directed at Canadians 
or any person in Canada" (paragraph 273.64(2)(a) of the NDA) and "shall be subject to 
measures to protect the privacy of Canadians in the use and retention of intercepted 
information" (paragraph 273.64(2)(b) of the NDA). The purpose of the review was not to 


P.O. Box/C.P. 1984, Station "B"/Succursale oBn 
Ottawa, Canada 


KIP 5R5 
(613) 992-3044 Fax: (613) 992-4096 
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act, y, of the actions, if any, of CSEC relating  
he re also excluded examination of the 


review oo p ace years ag 


Also, in many respects, it was early days for certain activities of CSEC. 
It is certain that CSEC now 


has more detailed policies, practices and training aimed at compliance with the law and the 
protection of theprivacy of Canadians than what it had when it conducted activities 
relating tel 


indicate that it acquire.a v 
contained information abou 
information relating t 


CSEC's records 
ommumca ions at involved, or 


SEC exchanged identity and other 
h the Canadian Security Intelligence Service 


(CSIS) and other Government of la a (GC) agencies 
At that time, the activities relating to 


were considered by CSEC to be m 
priorities and CSEC's activities relating tc 


produce any results, e.g., CSEC's records contain fe 
leads, and only one foreign intelligence report relating to 
CSEC, with Canadian identity information suppressed in 
generic reference, as is the practice to protect privacy. 


o other-
very often did not 


ri references to foreign 
authored by 


epoz an replaced by a 


There were a number of positive indicators that CSEC did not direct its 
activities a The context in CSEC's records and the interviews conducted 
support a fin ing that 's activities relating t(1 11;ere in accordance 
with the GC's intelligence priorities at the time, specifically to acquire foreign 
intelligence about also found that CSEC acquired, 


but that CSEC did not conduct any 
activities relating to a vast majority of these identifiers because doing so may have 
resulted in directing activities at a Canadian, contrary to the NDA. Therefore, I had no 
questions about CSEC's activities relating to these identifiers. 
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However, as I said earlier, some records concerning six identifiers could suggest 
that some activities of CSEC were directed at a Canadian  — contrary 
to the law, and my examination focused on these identifiers. The result of my review is 
that the totality of CSEC's records for these six identifiers and the interviews conducted 
do not permit me to conclusively determine the nature of, and what was the intent of, 
CSEC's activities concerning the six particular identifiers relating tcj nor 
to conclusively determine whether CSEC had reasonable grounds to believe that its 
targeting and other activities relating to these six identifiers were directed at a foreign 
entity and would provide foreign intelligence. Based on the evidence available and on the 
context, I was unable to reach a definitive conclusion about compliance or 
non-compliance with the law for CSEC's activities concerning these six identifiers. 


CSEC's records relating tc were sometimes unclear and not in 
agreement respecting whether CSEC had reasonable ground to belie e that the 
identifiers referred to in the documents were either: (i) (ii) 


(iii) or whether it was uncertain. 


Therefore, while recognizing that CSEC has made significant changes to its 
policies and practices since the period under review, but to ensure compliance with the 
law and for accountability, I recommend that CSEC promulgate policy guidance 
respecting how to clearly and consistently identify — in its communications with G 


— whether an identifier or selector 


As well, I recommend that CSEC ensure that its foreign intelligence analysts are 
knowledgeable about and follow existing policy guidance, introduced since the period 
under review, respecting their responsibilities for determining and documenting the 
assessment of the foreign status of a targeted entity and the justifications for targeting 
that entity. 


In addition, the absence of certain historical information in CSEC's targeting 
database and tool further limited my ability to assess the 
lawfulness of CSEC's activities relating tcl  land could also affect my 
review of other activities of CSEC. During the period under review, CSEC did not always 
retain a history of targeting activity; however, it is positive that CSEC is taking actions to 
ensure the availability of information about targeting and selector management that is 
required for accountability and to demonstrate compliance with the law. I will monitor 
developments in this regard. 


I also found that CSEC did not adequately protect the privacy of a Canadian-
- in three exchanges of information in and one in 


u sequent to questions from my office, CSEC recognize eficiencies, recorded these 
exchanges of information as incidents in its Privacy Incidents File, reminded its 
employees of best practices, and is working on new guidance to address operational 
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policy gaps. I believe that since the period under review, CSEC has taken appropriate 
actions for accountability and to help prevent re-occurrences of similar privacy incidents. 


At m direction, m office has started a review of recent activities of CSEC's 
that includes follow-up on matters raised in this review, 


particularly respecting the clarity of language in CSEC information exchanges with CSIS. 


The enclosed report contains detailed information supporting my findings and 
recommendations. CSEC officials were provided an opportunity to review and comment 
on the report, for factual accuracy, prior to finalizing it. 


If you have any questions or comments, I will be pleased to discuss them with you 
at your convenience. 


Yours sincerely, 


Robert Decary 


c.c. Mr. John Forster, Chief, CSEC 


Enclosure: (1) 
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Review of CSEC Activities Relating to 
an 
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AUTHORITIES 


This review was undertaken under the Commissioner's general authority as articulated in 
Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA). 


II. INTRODUCTION 


Rationale for conducting this review 


This review was prompted by the relating toy The 
initial anal was to examine whether CSEC provided CSIS with information relating to 
  and, if so, whether CSEC complied with the law. Prior to commencing this 
review, inc Commissioner's office was aware that CSEC conducted at least one activity 
relating to  because CSEC provided the office with a record 
relating to. in the context of a past review. 
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III. OBJECTIVES AND CRITERIA 


The objectives of the review were: 


1. to assess whether CSEC's activities relating to `complied with the 
law; and 


2. to assess the extent to which CSEC protected the privacy of Canadians — including 
the privacy in carrying out its activities. 


The Commissioner assessed CSEC's activities relating tol l against these 
two objectives. 


Specifically, the Commissioner assessed CSEC's activities in the context of the limitations in 
the NDA for the protection of Canadians, i.e., CSEC's foreign intelligence activities "shall 
not be directed at Canadians or any person in Canada" (paragraph 273.64(2)(a) of the NDA) 
and "shall be subject to measures to protect the privacy of Canadians in the use and retention 
of intercepted information" (paragraph 273.64(2)(b) of the NDA). 


I 


The purpose of the review 
relating to 


not to assess the mpact, if any, of the actions, if any, of CSEC 
The review also excluded examination of the 


Examination of such issues is outside the scope of e Commissioner's mandate. 


IV. SCOPE 


The Commissioner examined CSEC's activities in the performance of its foreign 
intelligence and assistance mandates — under paragraphs 273.64(1)(a) and (el of theND 
— and involving its a iisition, use and exchan:e of information relatin 
or the .eriod of 


ost of CSEC's 
activities relating t. were conducted i For certain holdings, 
CSEC searched records dated prior o the period of time i.e., pre--, but 
found no relevant records.4
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The Commissioner's examination relied on the following primary sources of information: 


1. CSEC's target knowled targeting tool — — for 
any records relating to 


2. CSEC's signals intelligence (SIGINT) reporting nroduction and dissemination 
system — — for references to 


leases b CSEC to C 


of identity infor 
uppressed in SIGINT reports; 


e atin 0 


4. records of CSEC exchanges of infolination in an operational context with CSIS 
relating to 


5. records of CSEC exchanges of information in an operational context 
relating to 


6. IRRELEVANT 


7. CSEC 
) relating tc 


8. interviews of CSEC employees. 


V. METHODOLOGY 


identifiers (e.g., 
and I 


In total, the Commissioner and his office examined .hard-copy records, consisting of 
pages of information, and containin 


— relating to  CSEC exchanged much (.pages) of this 
intormation relating tc with CSIS in an operational context. CSEC 
generally In a note sent from CSEC to CSIS, CSEC 
indicated that it could not use Canadian identifiers or target them as selectors because 
doing so would constitute targeting of a Canadian by CSEC, contrary to the ND/1.6 CSEC 
did not enter these unused identifiers in The Commissioner examined 
CSEC's activities relating to all of the information and identifiers. As a result of this 


is a database of CSEC target knowledge and a tool used by CSEC for targeting. 
TLS Commissioner's review report of March 15, 201 1, on CSEC SIG INT's Targeting and Selector 
Management Activities provides detailed information on 
6 "Re: HQ/CT 647/3926 and HQ/CTi 9901 /4157" (undated). 
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examination, the Commissioner's review focused on six identifiers (five 
and one relating t To ensure a common set o 


facts, the Commissioners o ice put. CSEC's records associated with these identifiers into a 
binder and shared it with CSEC (Annex C). For each identifier, CSEC's records were 
grouped by the Commissioner's office into seven categories: 


I. records that describe the entity relating to the identifier; 


2. any associated record in (screenshots of records 
for the six identifiers are enclosed in Annex D); 


3. other records about any CSEC targeting of the identifier; 


4. any records of the identifier; 


5. records of any CSEC acquired intercepted information relating to the identifier; 


6. any reports produced by CSEC relating to the identifier; and 


7. any information ating to CSEC's sharing of the identifier with GC departments 
in an operational context, including any disclosure of 


identity ating to


The Commissioner examined in detail these records, the office discussed them with 
CSEC during briefings and interviews, and CSEC provided answers to a number of 
written questions. 


With the assistance of CSEC employees acting under our direction, the Commissioner's 
office tested the contents of and to verify that CSEC's 
electronic records were consistent with the hard-copy records provided by CSEC and that 
other records did not exist. 


CSEC identified and the Commissioner's office interviewed a director and a manager 
(respectively a team leader and an intelligence analyst during the time under review) who 
worked in CSEC's at that time and who had 
knowledge of CSEC's activities relating tc CSEC did not identify any 
other employees who had first-hand knowledge of th details of'th se activities. One 
person at the centre of CSEC's activities relating t was 


7 


respectively — under entit record number in 
be taroeted, and four 


— under entity record number in 


and labeled as a ' rotected en it "net to 


I 
and labeled 
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This is a report of the outcomes of the Commissioner's review. Prior to forwarding a draft 
report to CSEC for comment as to factual accuracy, the office presented a summary of the 
findings to CSEC. The office held a number of discussions with CSEC on the draft report. 


VL BACKGROUND 


In the absence of a Commissioner, on August 4, 2009, the former Executive Director of the 
Commissioner's office sent a reauest to CSEC to initiate a review of any CSEC records and 
activities relating to In discussions in early September 2009, the former 
Chief of CSEC and - managers verbally questioned the authority of the Commissioner's 
office to initiate a new review in the absence of a Commissioner and subsequently, on 
September 9, 2009, raised in writing a number of other concerns about the proposed review, 
including the amount of work that would be required to search for records and the inability of 
CSEC's operational systems and databases to be searched using information about 
Canadians. The then Chief of CSEC concluded that "CSEC is not in a position to fulfill [the] 
request at this time". On October 28, 2010, the new Commissioner wrote to the Chief 
requesting that CSEC identify for review information relating t On 
December 8, 2010, the Chief confirmed in writing that CSEC wou begin to ac ion the 
review. In November 2010, the Commissioner's office started to receive information from 
CSEC relating to 


VII. FINDINGS A D RECOMMENDATIONS 


Context of period under review 


To put this review in context, most significantly 


In CSEC's records, and in the information CSEC received and exchanged 


The number of records 'n those records may give the 
impression that CSEC conducted a large quantity of activities relating to 
However, at that time, the activities relating toL  were consi ere• •y 
be minor and peripheral to other= priorities. Also according to CSEC, and as supported 


very often did not produce by the records reviewed, its activities relating to 


8 Commissioner the late Honourable Charles Gonthier passed away on July 17, 2009. The Commissioner's 
office was without a Commissioner until the appointment of the Honourable Peter Cory on December 14, 2009, 
who remained until March 31, 2010. The office was again without a Commissioner until June 18, 2010, when 
the current Commissioner, the Honourable Robert Decary was appointed. 
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any results, e.g., CSEC's records contain few transcripts, foreign intelligence reports or 
reference to foreigt. leads.9


Most of the activities under review took place over 'ears a o In many r s ect 
was early days for certain activities of CSEC. 


CSEC had started acquiring and using information obtained under ministerial 
authorizations; prior to the enactment of the NDA, CSEC relied on authorities under the 
Canadian Security Intelligence Services Act (CSIS Act) for certain means of acquiring 
foreign intelligence.10 CSEC was learning how to use metadata and to conduct SIGINT 
development activities to identify potential foreign entities of foreign intelligence interest. 
CSEC was also learning how to cooperate with — under its foreign intelligence and 
assistance mandates — and use information from CSIS and the Royal Canadian Mounted Police 
relating to activities. Guidance and policies for such activities were new 
or under development. There were daily discussions amon many ers and counsel about 
how to conduct activities of the like those relating to CSEC's 
management of records was maturing; CSEC started to store reports in and 
to attribute numbers and names to files. At that time, CSEC did not have a common 
information management plan or system, a subject of recommendations by past 
Commissioners." CSEC's activities relating to 


for CSIS pursuant to section 16 of the CSIS Act. At 
the time the activities under review took place, CSEC did not have much exposure to, or 
experience with information relating to Canadians. CSIS provided CSEC with information 
abou including foreiem. identifiers. CSIS sometimes 
provided CSEC with 


According o CSEC, at that time, much of the information 
receive rom was imprecise. 12 


CSEC recognized that information relating to Canadians was sensitive and must be handled 
properly. For this reason, information from CSIS or other GC departments containing 
information relating to Canadians was received by a operations team 
within Analysts on this team had specialized technical skills and had demonstrated, 
according to a manager at that time, a high awareness of legal requirements and policies for 
the protection of the privacy of Canadians. In addition, at that time, CSEC did not store 


reports relating to Canadians in because CSEC wanted 
better control of such sensitive reports having a link to Canada, in order to ensure that 
Canadian information was not broadly accessible, even within CSEC.13


It is certain that CSEC currently has more detailed policies, practices and training aimed at 
compliance with the law and the protection of the privacy of Canadians than what it had 


9 Interview, Manager, CSEC Operational Production and Coordination Centre, April 23, 2012, and interview, 
Director, SIGINT Requirements, CSEC, May 7, 2012. 
I° This refers to s.16 of the CSIS Act. 


Supra, note 9. 
12 Ibid: 
13 Ibid. 
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when it conducted activities relating t  it was not an objective of this 
review to conduct a detailed examination of all CSEC policies in place at that time and to 
compare them to CSEC's policies and procedures in place today. For example, at the time 
the activities under review took place, the processing of requests for the disclosure of 
Canadian identity information was done by the operational sections of CSEC. 
Subsequently, these functions were separated from operations and today they are 
performed by CSEC's Operational Policy section. An additional example is that CSEC 
employees did not at that time consistently put their names on all records using a signature 
block, which would identify a person's role and function at the time the record was created. I4


in addition, dtu-in the 'od under review the state o 
n ir.nme 


Dunmore •eriod under review 


ecommumcations 


CSEC activities relating 


Finding no. 1: CSEC activities relating l'( (1) 


CSEC conducted activities relatin to 


Finding no. 2: CSEC activities relating ttl (2) 


CSEC's records indicate that it acquired a ver small number of communications that 
involved, or contained information about 


Transcripts used as the basis of one SIGINT report authored by CSEC and relating to 
ere retained as part of CSEC' s official record. If SIGINT analysts had 


recognized private communications that did not contain foreign intelligence essential to 
international affairs, defence or the security of Canada, CSEC policy required the analysts to 
delete those communications to protect the privacy of the Canadian. It is not possible to 
determine how many private communications of or relating t if any, CSEC 
may have intercepted and appropriately destroyed as non-essential. 


CSEC exchanged identit and other information relating tc with CS1S and 
other GC agencies 
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According to CSEC's records, the interviews conducted and the systems and databases 
observed by the Commissioner's office, all of the activities CSEC conducted relating to 


ere carried out under the authority of paragraph 273.64(1)(a) of the NDA 
'`to acquire and use information from the global information infrastructure for the purpose of 
providing foreign intelligence, in accordance with Government of Canada intelligence 
priorities" (part (a) of CSEC's mandate); IRRELEVANT 


IRRELEVANT 


1. Compliance with the law 


The Commissioner assessed for compliance with the law the activities CSEC carried out 
under part (a) of its mandate relating t in the context of the limitations in the 
NDA for the protection of Canadians, i.e., CSEC's foreign intelligence activities "shall not be 
directed at Canadians or any person in Canada" (paragraph 273.64(2)(a) of the NDA) and 
"shall be subject to measures to protect the privacy of Canadians in the use and retention of 
intercepted information" (paragraph 273.64(2)(b) of the NDA). 


Finding no. 3: Compliance with the law (I) 


CSEC acquired, largely from 
ut CSEC did not conduct any 


activities relating to a majority of these identifiers because doing so may have 
resulted in directing activities at a Canadian, contrary to the National Defence Act; 
therefore, the Commissioner had no questions about CSEC's activities relating to a 
majority of the identifiers relating t  handled by CSEC. 


Finding no. 4: Compliance with the law (2) 


There are records concerning six particular identifiers relating to 
that could suggest that some activities of CSEC were directed at a Canadian 
contrary to the law; however, based on the evidence available and on the context, it 
is not possible to reach a definitive conclusion about compliance or non-compliance 
with the law for CSEC's activities concerning these six identifiers. 


The review of CSEC's hard-copy and electronic records and the interviews conducted 
resulted in a number of positive indicators that CSEC was not directing activities at 


The context in CSEC's records and the interviews conducted support a finding that 
CSEC's activities relating to were in accordance with the GC's 
intern Jence priorities at the time,specifically to acquire foreign intelligence about 
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Most of the identifiers in were grouped 
under a single entity labeled the two identifiers in 


marked as e e labeled as a 
"protected entity" not to be targeted by CSEC; 


CSEC records show that it did not action a request from CSIS for information 
concerning a number of identifiers  CSEC responded to 
CSIS that restrictions on its activities prevent rmiil icuerymg on information about 
Canadians and that to do so would constitute targeting a Canadian. I7 CSEC did not 
enter these unused identifiers in its targeting database and tool 
Therefore, the Commissioner had no uestions about CSEC's treatment of and 
activities concerning a majority 


acquired by CSEC; and 


A number of CSEC records contain indicator that CSFE did not direct or did not 
intend to direct its activities at a Canadian — (pp. 12-19 contain 
excerpts of these records and Annex C contains tie comp ete records). 


However, C EC' -copy and electronic ecords concernins six .articular identifiers 
relating to Mfive 


and one 
also resulted in a number of records that raisea 


questions about who was the targeted entity/subject of CSEC's activities and why was it 
targeted/what was the purpose of the activities. These records introduce the possibility that 
CSEC may have been aware — or ought to have been alerted to the possibility — that 
targeting or conducting activities usin these six identifiers may consist of directing 
activities at a Canadian --11 and may result in the collection of the 
Communications o The totality of CSEC's records concerning these six 
identifiers relating tol I— including those records that contain indicators that 
CSEC did not direct or did not inters to direct its activities at do not 
contain sufficient supporting evidence to answer these questions one way or t 7e other. 


In addition, CSEC's hard-copy and electronic records of its activities concerning these six 
identifiers relating tcl are incomplete and the language contained within the 
records is inconsistent and sometimes imprecise. These gaps and contradictory and 
ambiguous language in CSEC's records, as well as the passage of time and changes in 
CSEC employees and systems, make it even more difficult for the Commissioner to make a 
definitive conclusion about compliance or non-compliance with the law for CSEC's 
activities concerning these six identifiers relating 


The absence of basic historical information in further limited the 
Commissioner's assessment of the lawfulness of CSEC's activities concerning these six 


16 Supra, note 7; and Annex D. 
17 E-mail from CSEC's- to CSIS "Re: HQ/CTM7/647/3926 and HQ/CT/=9901/4157", 
(undated). 
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identifiers relating to ;the records in relating to 
am described in this report starting at p. 27). 


ber of positive indicators that CSEC did not direct its activities at 
  However, the totality of CSEC's records and the interviews conducted do 
not permit the Commissioner to conclusively determine the nature of, and what was the 
intent of, CSEC's activities concerning six of the identifiers relating t   or 
to conclusively determine that CSEC had reasonable grounds to believe that its targeting 
and other activities were directed at a foreign entity and would provide foreign intelligence. 


Excerpts from CSEC's records concerning six identifiers relating to 


The following are excerpts from CSEC's records concerning the six identifiers in question 
relating tc Some of these records raise questions about who was the 
targeted entity/subject of CSEC's activities and why was it targeted/what was the purpose 
of the activities. The descriptions of the entity of interest and the justifications for targeting 
and other activities in these records are inconsistent and sometimes imprecise. The excerpts 
are grouped by identifier. For clarity, and to maintain the chronological order of events for 
each identifier, excerpts involving more than one of the six identifiers are repeated under 
each of the relevant identifiers. 


• 
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Exchanges of in ormation in an operational context with CSIS relating to 


CSEC's activities carried out under part (a) of its mandate "shall not be directed at 
Canadians or any person in Canada". According to Justice Canada's opinion of 
October 1, 2003, entitled Solicitor-Client Privilege 


Solicitor-Client Privilege 


The Commissioner is in agreement with Justice Canada's opinion.Solicitor-Client Privill 


Solicitor-Client Privilege 


However, the collection of foreign intelligence and the collection of information about a 
Canadian are not mutuall , exclusive. For example, while pursuing foreign intelligence 
using selectors a Canadian CSEC may 
unintentionally acquire private communications of or information about that Canadian, 
which may be assessed as relevant for foreign intelligence purposes. 
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For CSEC to demonstrate that it is not directing its activities at Canadians or any person in 
Canada, CSEC must clearly identify in its systems and databases, as well as in its 
communications with GC the degree to which an identifier or 
selector is either: 


2. 


CSEC must also be able to identify whether it believes the entity is foreign or Canadian and 
whether it is located in or outside Canada. 


As evidenced by the extracts of CSEC's records on pp. 12-19 of is report, a number of 
CSEC's hard-copy and electronic records relating tc both records 
produced by CSEC and records CSEC obtained from e sometimes unclear 
and not in agreement respecting whether CSEC or CSIS had reasonable grounds to believe 
that the identifiers referred to in the d ither: (i) 
(ii) (iii) or whether the agencies 
were uncertain." 


For example, CSEC and CSIS regularly used ambiguous language such as 
or or phrasing like 


Such an uage oes no c ear y tc entify the relationship of an identifier or selector to 


In one particular case, a CSEC record indicated that CSEC intercepted 
communications of "DNR [telephone] selectors emphasis added). 
The Commissioner oileoioned under what authority had intercepted_


CSEC responded that its use of language was 
"understandably misleading", the "DNR selectors in question were assoc'ated with the 


file as a whole", that "was sometimes referred to as th tile for ease of 
reference within the team.:'20


During an interview, an intelligence analyst stated that if the language used by CSIS in 
exchanges of information was unclear as to the ownership of a specific identifier or selector 
provided, CSEC would clarify this issue over the phone, in order not to target a Canadian 
but that these phone calls were not documented 2t The failure to document such exchanges 


Annex C resoectine identifiers 


E-mail from Senior Policy and Review Advisor, External Review and Policy Management, CSEC, to 
Director of Operations, OCSEC, October 7, 2011. 
21 Interview, Manager, CSEC Operational Production and Coordination Centre, April 23, 2012. 
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is problematic and further limited the Commissioner's assessment of CSEC's compliance 
with the law. 


CSEC's records and the interviews conducted do not permit the Commissioner to 
determine that CSEC's and CSIS' use of im recise and inconsistent language for certain 
identifiers and selectors relating t vas intentional. However, in the 
Commissioner's view, CSEC ought to have been alerted to the possibility, even qualified 
by the context of the period under review, that at c iviti r i terception using these 
identifiers may result in directing its activities all contrary to the NDA. 


If CSEC's GC do not use clear and consistent language in their 
communications with CSEC, particularly relating to Canadians, CSEC should ask 
questions o clarify the nature of that information and its possible 
relationship to Canadians prior to using the information for targeting. An official record of 
such discussions should be documented and retained in accordance with the retention and 
disposition authorities as governed by Library and Archives Canada. 


Recommendation no. 1: Clarity of language — information sharing and relationship 
of identifiers and selectors to entities of foreign intelligence interest 


It is recommended that CSEC promulgate policy guidance respecting how to clearly 
and consistently identify in its communications with Government of Canada 


whether an identifier or selector 


Recommendation no. 2: Clarity of language — demonstratiug:legal compliance in 
conducting targeting activities 


In light of the findings in hig reView, it is recommended that CSECensilre Ant its 
foreign intelligence analysts are knowledgeable about and follow casting policy 
guidance, introduced since the period under review, respecting their responsibilities 
for determining and documenting the assessment of the foreign status.ofa targeted 
entity and the justifications. for targeting that entity. 


2. Protection of the privacy of Canadians 


Finding no. 5: Protection of the Privacy of Canadians 


CSEC did not adequately protect the privacy of a Canadian —I 
in three exchanges of information in and one inMowever, since that 
time, CSEC has taken appropriate actions for accountability and to prevent 
re-occurrences of similar privacy incidents. 
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The Commissioner found deficiencies in some of CSEC's measures to protect the privacy 
of Canadians. Subsequent to questions from the Commissioner's office, CSEC recognized 
these deficiencies, recorded related incidents in its Privacy Incidents File, reminded its 
employees of best practices, and is working on new guidance to address operational 
policy gaps. 


• 


• 


I 


It is a positive development that, as a result of these two privacy incidents, CSEC 
re-distributed to its employees guidance on the best practices for the handling of 
information about Canadians that CSEC obtains from non-SIGINT sources. The 
Commissioner finds this guidance, which was and is available to all. CSEC employees on 
its Intranet site, identifies appropriate measures to protect the privacy of Canadians for such 
exchanges of info, illation. The potential impact on the privacy of Canadians of non-
compliance with this guidance could be significant. 


The Commissioner also estion d two other communications in 
in which CSEC 


identified s part of analytical exchanges of information in support of shared 
arget awareness and development. In some cases, the Commissioner 


recognizes that the sharing of Canadian identity information is necessary, e.g., to protect the 
privacy of Canadians 
individuals or of their identifiers, to prevent targeting. However, in these two exchanges of 
information, the Canadian identity information should have been suppressed and replaced by a 


22 Past reviews of CSEC disclosures of Canadian identity information by the Commissioner and his 
predecessors have consistently demonstrated that CSEC acted lawfully and released such information only if 
the requesting agency had both the authority and operational justification to receive the information. CSEC 
policy OPS- 1 -1, Procedures for the Release of Suppressed Information from SIGINT Reports, May 8, 
requires measures to protect the privacy of Canadians in the release of Canadian identity information 
suppressed from SIGINT reports. 
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generic phrase. CSEC agreed with the Commissioner's assessment, and as a result, 
retroactively made an additional entry in its Privacy Incidents File for these two exchanges 
of information. 


In addition, it is a positive development that CSEC has identified a guidance gap in relation to 
instructing SIGINT employees on when they can and cannot share Canadian identity 
information CSEC has committed to promulgating this guidance 
before the end of the 2012-2013 fiscal year 23 The Commissioner will monitor this 
development. The sharing of Canadian identity information has the 
potential to jeopardize the privacy of that Canadian. 


CSEC's recognition of and actions in response to the four privacy incidents identified b 
the Commissioner's offs EC exchanges of information 


relating to! 'demonstrates its commitment to transparency, that 
it takes seriously its commitment to promoting compliance and measures to protect the 
privacy of Canadians, and to prevent privacy incidents. It is a positive development that 
CSEC recorded the incidents in its Privacy Incidents File even though three of these 
incidents took place in before the file was instituted by CSEC. This action, along 
with the many changes CSEC has made to its policies and procedures since the period 
under review, should help prevent re-occurrences of similar privacy incidents. 


In addition to the above two primary criteria on compliance with the law and the protection 
of the privacy of Canadians, the Commissioner made a number of other observations 
concerning specific issues identified during the conduct of the review. These observations 
support the primary findings and recommendations and are described in the remainder of 
this section of the report. 


CSEC reporting relating to l 


The Commissione d CSEC to search its report database for 
reports containing! CSEC's search revealed nn rpnnrtc The Commissioner's 
office identified one re nrt in relating to lby conducting a 
search for reports wit as a subject and "named Canadian" in the text. CSEC had 
shared the report, whic it aut wired, with GC 


CSEC's search inr releases of suppressed identity information identified one other report 
relating to .25 This report was shared with CSEC and 
forwarded by CSEC to its GC partners. 


24 
Senior Policy n• Review Advisor, CSEC, to Director of Operations, OCSEC, December 15, 2011 , 


s not e Commissioner's mandate and the Commissioner does not means to examine activities 
CSEC's may have conducted relating tc o herthan those activities 
referred to in this report that are documented in CSEC's recor 
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The Commissioner had no questions about the contents of or the sharing of either of these 
two reports containing suppressed identity information relating tol 


'SEC releases of suppressed identity information relating tol 


CSEC searched electronic and hard-copy records and initially identified three releases of 
suppressed identity information relatin to I— two releases to CSIS in 


ci name) and one to 
in a single SIGINT report 


(referred to above), istributed by CSEC to GC partners. 


Subsequent to the Commissioner's office's search of CSEC identified three 
additional disclosures made in — to CSIS, 


name from the CSEC-authoredreport identified by the Commissioner's ofd 


Apart from the Commissioner's ne ative findin s about. CSEC's four exchanges of identity 
information relating tc (not relating to 
identities suppressed in reports and described in the section on the protection of the privacy 
of Canadians on pp. 22-24), the Commissioner found that CSEC's disclosures were made 
in accordance with the law, ministerial requirements and CSEC policy and procedures. 


IRRELEVANT 


CSEC identifiers relating t 


During the period under review, CSEC regularly received requests for information from 
CSIS relating to foreign and Canadian identifiers, 


The Commissioner reviewed seven forms 


IRRELEVANT 


:3 Supra, note 21 . 
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concerning 13 identifiers relating tcl 9 CSEC conducted these 
activities under part (a) of its mandate. 


The Commissioner found inconsistencies in the approval levels on these forms. Some of 
the Forms had the approval of the Director General Intelligence (DGI) and the 
Deputy Chief of SIGINT (DC SIGINT), while others were approved by a Product Line 
Manager. This would not be the case today. During the period under review, CSEC had not 
officially published guidance respecting 


Indeed CSEC olicv 
was first promulgated in 


-low requires that a 


In addition, CSEC's 
period of time when 


activities relatin I 


29 E-mail, Senior Review and Policy Advisor, CSEC, to Director of ©aerations. OC 
with attachment containing seven 


approved on: 


fall within the 
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With the significant changes made by CSEC to its activities since the 
period under review, the Commissioner considered it unnecessary to examine, in the 
present review the authority for and conduct of CSEC's 
relating t 


3. Records in relating 


The findings in this report on should be read with the Commissioner's 
review report of March 15, 2011, on CSEC SIGINT's Targeting and Selector Management 
Activities. The findings in this report relating to a lack of historical data in 
(described below) were not documented in the Commissioner's 2011 review because the 
sample of activities reviewed at that time were recent and not affected by the retention 
rules that caused the loss of historical data in the case of records relating 
to INlotwithstandin the findings in this review, the Commissioner is of the 
view that his findings of 2011 on remain valid. Findings in this review 
relating to targeting activities conducted in do not invalidate the findings in the 
2011 review report relating to targeting activities conducted in The context of 
these two reviews is also different, e.g., CSEC conducted different activities under different 
policies and procedures, using different tools, and interacted with partner agencies in 
different ways. 


Finding no. 6: Compliance with the law (3) 


The absence of certain historical information in CSEC's targeting database and tool 
— limited the Commissioner's ability to assess the lawfulness 


of CSEC's activities relating t and could also affect review of 
other activities of CSEC. 


Finding no. 7: Compliance with the law (4) 


During the period under review, CSEC did not always retain a history of targeting 
activity; however, CSEC is taking actions to ensure the availability of information 
about targeting and selector management that is required for accountability and to 
demonstrate compliance with the law. 


CSEC's targeting infrastructure is described by CSEC as a complex system of systems. It is 
made up of several components, including; 


a 
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is a user interface for two distinct databases, CSEC's target knowledge base 
(TKB) and the targeting tool (now which is replacing 


Basically, the TKB contains information about entities of intelligence interest 
to CSEC, as recorded by intelligence analysts. The targeting tool contains targeting requests 
and a list of targeted selectors (i.e., identifiers used for interception). 


Targeting and selector management are at the foundation of CSEC's SIGINT activities. 
The records in are now the primary records for accountability purposes to 
demonstrate CSEC had reasonable grounds to believe that its targeting activities are directed 
at foreign entities located outside Canada and in accordance with a GC intelligence 
requirement, as required by law.31 The targeting systems that CSEC started to implement in 
July 2011 are designed to retain all targeting information according to the retention and 
disposition authorities as governed by Library and. Archives Canada and record when and 
why CSEC targeted what entities. At the time of the targeting of the selectors of interest to 
this review, CSEC did not always retain a history of tar activit and did not have a 
single system or place to maintain such information was not initially 
designed to keep a history of targeting activity. 


The Commissioner's office requested that CSEC conduct an initial search of 
for selectors relating t (which resulted in a number of 


identifiers relating t as well a The 
office observed inconsistencies et een hard-copy documents produced by CSEC and the 
electronic records in relating tol 
records in indicated that identifiers relating tel 
targeted". However, the existence of transcripts of intercepted communications confirmed 
that those same selectors were in fact targeted by CSEC. The Commissioner requested that 
CSEC investigate these inconsistencies on a priority basis. After consultation and research 
over a period of two months, in December 2011, CSEC presented interim findings, and in 
January 2012, CSEC presented detailed findings, as follows.32


or example, certain 
were "never 


The availability of historical records about targeting is dependent upon three factors: 


• the date of the records (i.e., when you want the history from); 


• the type of targeting (DNR or DNI using a strong33
4; and


the structure of the different CSEC systems at that point in time. 


31 Other records, e,g., e-mails, de-targeting notes, transcripts of intercepted communications and records of 
meetings may also describe CSEC's targeting activities. 
32 PowerPoint presentation by the Director, SIGINT Systems Development, CSEC, January 17, 2012, 
CERRID # 879726 and updated on February 12, 2012. 
33 A stron' selector is metadata, such as a tele hone or fax number or an e-mail or IP address. 
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Targeting Tools 


CSEC acquired both and in the 1990s. These systems 
have been widely used among CSE CSEC did not make any 
modifications to these systems when it acquired them or afterward, including to the rules 
built into the systems for the retention of information about targeting. According to CSEC, 
it had no influence over the features of and and had to accept them 
as they were 5


-was designed to keep historical records subsequent to de-targeting. 
Until July 2011 contained actively targeted DNR selectors and selectors that 
were irmetk,f., fnr leQQ than Since July 2011, the CSEC-designed targeting tool 


handles DNR selectors. Only active targeting data was moved during 
the migration from to Any DNR selectors that would have 
been de-targeted in 
and therefore could not be migrated to 


prior to Jul 2010 were deleted from the database, 
in. July 2011. For these deleted 


selectors, the associated targeting status field in the TKB can not display a targeting status 
as none is available.36


was designed to keep historical records for CSEC has used 
or DNI strop selectors since a iroximately 2005. No historical 


recor s were migrated froi o n July 2011, or previously. 
The TKB contains the targeting status and history for DNI selectors as of late 2007, when 
CSEC' introduce targeting using ,.37 At this time, the current version of 


annot accommodate complex selectors; CSEC continues to use 
for these selectors. Therefore, to this date tar eting records respecting 


complex DNI selectors continue to be deleted after 
oil 


38 


The following three slides from CSEC illustrate the current availability of historical 
targeting records for each type of record and targeting system.39


35 E-mail from Senior Policy and Review Advisor, External Review and Policy Management, CSEC, to 
Director of Operations, ©CSEC, January 13, 2012. 
36 Targeting history, including information about de-targeting was not migrated, only the record of last action. 


refer to CSEC SIGINT operations 


nstrucnon g arc. e ector ►anagement Isrng National &GMT Systems, for 
InrcIligence Reporting Purposes, March 5, 2009. 
38 Targeting history, including information about de-targeting was not migrated, only the record of last action. 
39 Supra, note 32, slides 14-16. 
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SECRETIfSI' CEO 
SCcrrulv.IV:',IS SVC N CO'', CV .2. CV:,,,t 


:want cks 


mauffal process/approval of 


M(last action record for active targetiii2 cm lyu 


July 


to for distribution to 


Ilstargc If ti.1.41qai ltklm, 


the system of record 


0. History of target mud de-target cycles was not migrated only last action 


In addition, since 
and 


all targeting by CSEC 


Canatii 


has evolved from a basic user interface for 
o an automated and rules-based targetin s stem to encompass 


The versions of the tool used 
to target selectors prior to July 2011 no longer exist." 


There is a process in whereby a "never targeted" marking in the targeting 
status field of the TKB is displayed under two different scenarios: 


1. for those selectors which were not in 
were mi grated to 
to and 


when the records from 
ecords from were migrated 


2. for selectors which have never been targeted i.e . selectors which are not in 
or selectors that were in rior to the use of 
for strong DNI selectors). 


There is no automated mechanism by which one can distinguish between the two scenarios 
for the "never targeted" marking applied to selectors in the TKB. CSEC indicated that, as a 
result of this review, it now realizes this may be misleading, as some selectors were in fact 


4° Supra, note 32, slides 5-7. 
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I 


targeted in and in the past, but cannot find any 
history, and therefore displays the "never targeted" status. 


Therefore, a significant number of CSEC's historical targeting records have been deleted 
automatically by the rules built into the respective targeting systems, including some 
records of CSEC's targeting relating tol l.n 2003 and 2004.42 These 
historical records cannot be restored. For the records affected, including those relating to 


fusing alone, it is impossible to determine if and when 
CSEC targeted and de-targeted an identifier. It is unclear whether the "never targeted" 


s that certain identifiers in including those relating to 
examined in this review, were in fact never targeted or whether the systems 


cannot access historical records of targeting that have been deleted. 


Going forward, CSEC's targetin s stems are convergin on CSEC-built systems designed 
to meet Canadian requirements 
These are: as the user interface; for selector 
management; and the TKB for target management. In future, all historical records 
respecting targeting will be stored in which retains information 
indefinitely. Today, most records are being stored in 


has handled DNR selectors (formerly in I since July 2011 
and non-complex DNI selectors (formerly in ) since late CSEC plans to 
decommission in the 2012-2013 fiscal year and to migrate its targeting using 
complex selectors in to by the spring or summer of 2013. 
CSEC regularly performs backups on 


In summary, the targeting systems used during the period under review were not designed 
to keep a history of targeting activity; the systems were designed to indicate which 
selectors were targeted at the time of a query. CSEC has indicated that it "further intends to 
define retention rules and incorporate them in accordance with existing policies and 
guidelines, to ensure records are fully auditable in the future."43 These will be positive 
developments. 


Targeting Knowledge Base 


The TKB contains information about entities of intelligence interest, as recorded by 
intelligence analysts. 


TKB. The TKB stores only the 
as entered, modified or deleted by a CSEC analyst. Only 


the most recent change to a TKB record is tracked and kept in the database in accordance 
with the retention and disposition authorities as governed by Library and. Archives Canada. 
The historical values of previous changes are not kept. The systems changes which 
occurred in July 2011 had no impact on TKB records associated with this review, as none 
of the selectors were active during the migration, and therefore no targeting history was 


41 E-mail from Senior Policy and Review Advisor, External Review and Policy Management, CSEC, to 
Director of Operations. OCSEC. February 13. 2012.
,r2 


43 Supra, note 41. 
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available (i.e., there was no loss of historical records). Therefore, this limitation (i.e., no 
historical records of changes to entities in the T B did not impact the assessment of 
whether CSEC's activities relating t complied with the law and the extent 


which CSEC protected the privacy of Canadians — including the privacy of 
in arrying out its activities. However, the Commissioner may examine 


potentia impact of this limitation in the context of a separate review. 


In addition, the targeting requests that were reviewed relating tcl used vague 
language to justify targeting those selectors, such as: associated with [an] file as a 
whole; may have been engaged in activities and may have been associated with 


44 However, since the period under review, and as documented in the 
Commissioner's review report of March 15, 2011, on CSEC SIGINT's Targeting and 
Selector Management Activities, targeting tools and their associated procedures and 
instructions have evolved significantly. Targeting justifications within the different targeting 
tools have been standardized, and are approved by the Managers in 


in line with the criteria established in the Canadian SIGINT Operations 
Instructionpromulgated on March 5, 2009, entitled Targeting and Selector Management 
Using National SIGINT Systems for Intelligence Reporting Purposes (CSOI 4-4). 
The pre-approved justifications, including who is the target, why it is being targeting and 
what is the targeted entity suspected or known to be doing, have been integrated into an 
automated targeting tool, in order to process targeting requests automatically. Because of 
these improvements, it is unlikely that what was observed about the targeting of selectors 
relating tol would re-occur. The targeting requests that were reviewed in 
relation to were developed in a context during which no formal guidelines 
existed regarding these targeting justifications. Today, a targeting request needs to contain a 
clear pre-approved justification in order for it not to be rejected by CSEC's targeting tool. 


IX. CONCLUSION 


This review was undertaken under the Commissioner's general authority as articulated in 
Part V.1, paragraph 273.63(2)(a)  of the NDA and was prompted by the 


relating to a Canadian citizen. The Commissioner examined 
CSEC's acquisition, use and exchange of information relating tcl for the 
period oi Once the examination of s records 
pertaining 
respect to a majority of CSEC's activities. However he did have some concern, primarily 
with six particular identifiers (five and one 
relating tol  which could suggest that some activities of CSEC were directed 
at a Canadian. The Commissioner therefore focused his attention on these six identifiers. 
This is the first time that such a specific concern has arisen from a Commissioner. 


was completed, the Commissioner had no concern with 


The review had two objectives: (1) to assess whether CSEC's foreign intelligence activities 
relating to complied with the law; and (2) to assess the extent to which CSEC 


44 E-mail from Senior Policy and Review Advisor, External Review and Policy Management, CSEC, to 
Director of Operations, OCSEC, October 7, 2011. 
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protected the privacy of Canadians — including the privacy of I— in carrying 
out its activities. CSEC's activities were assessed for compliance with the law in the context 
of the limitations in the NDA for the protection of the privacy of Canadians, i.e., CSEC's 
foreign intelligence activities "shall not be directed at Canadians or any person in Canada" 
(paragraph 273.64(2)(a) of the NDA) and "shall be subject to measures to protect the privacy 
of Canadians in the use and retention of intercepted information" (paragraph 273.64(2)(b) of 
the NDA). The purpose of the review was not to assess the im act, if any, of the actions, if 
any, of CSEC relating to The review also excluded 
examination of the validity 


of the activities under eview 
took place over ears ago. At that 


Also, in many respects, it was early days for certain activities of CSEC. 
It is certain that CSEC now has 


more detailed policies, practices and training aimed at compliance with the law and the 
protection of the privacy of Canadians than what it had when it conducted activities relating 
to 


CSEC conducted activities relating tcl 
CSEC's records indicate that it acquired a 


very small number of communications that involved, or contained information about 
CSEC exchanged identit and other information relating tol


with CSIS and other GC a encies 
t that time, the activities were relating to 


considered by CSEC to be minor and peripheral to other priorities and 
CSEC's activities relating to very often did not produce any results, e.g., 
CSEC's records contain few transcripts and references to foreign leads, and only one foreign 
intelligence report relating t authored by CSEC, with Canadian identity 
information suppressed in the report and replaced by a generic reference, as is the practice to 
protect privacy. 


There were a number of positive indicators that CSEC did not direct its activities at 
The context in CSEC's records and the interviews conducted support a 


finding that CS1=_,C's activities relating t were in accordance with the GC's 
intelligence priorities at the time, specifically to acquire o intelligence about 


C E 
but CSEC did not conduct any activities relating a vast majority of these 


ntr rers ecause doing so may have resulted in directing activities at a Canadian, 
contrary to the NDA. Therefore, the Commissioner had no questions about CSEC's 
activities relating to these identifiers. 
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However, as stated earlier, some records concernin six identifiers could suggest that some 
activities of CSEC were directed at a Canadian — — contrary to the law, 
and the Commissioner's examination focused on these identifiers. The totality of CSEC's 
records for these six particular identifiers relating tol and the interviews 
conducted do not permit a conclusive determination of the nature of, and what was the 
intent of, CSEC's activities concerning these six identifiers nor a conclusive determination 
of whether CSEC had reasonable grounds to believe that its targeting and other activities 
relating to these six identifiers were directed at a foreign entity and would provide foreign 
intelligence. The evidence available and the context did not allow a definitive conclusion 
about compliance or non-compliance with the law for CSEC's activities concerning these 
six identifiers. 


CSEC's records relating to were sometimes unclear and not in agreement 
respecting whether CSEC ha reasona e grounds to believe that the identifiers referred to 
in the documents were either: 


whether it was uncertain. 


Therefore, while recognizing that CSEC has made significant changes to its policies and 
practices since the period under review, but to ensure compliance with the law and for 
accountability, it is recommended that CSEC promulgate policy guidance respecting how 
to clearly and consistently identify —in its communications with GC 


whether an identifier or selector 


It is also recommended that CSEC ensure that its foreign intelligence analysts are 
knowledgeable about and follow existing policy guidance, introduced since the period 
under review, respecting their responsibilities for determining and documenting the 
assessment of the foreign status of a targeted entity and the justifications for targeting 
that entity. 


In addition, the absence of certain historical information in CSEC's targeting database and 
tool further limited the Commissioner's ability to assess the 
lawfulness of CSEC's activities relating tol  and could also affect review of 
other activities of CSEC. During the period under review, CSEC did not always retain a 
history of targeting activity; however, it is positive that CSEC is taking actions to ensure 
the availability of information about targeting and selector management that is required for 
accountability and to demonstrate compliance with the law. The Commissioner has 
instructed that these developments be monitored. 


CSEC did not adequately protect the privacy of a Canadian — -- in three 
exchanges of information in and one in Subsequent to questions om the 
Commissioner's office, CSEC recognized deficiencies, recorded these exchanges of 
information as incidents in its Privacy Incidents File, reminded its employees of best 
practices, and is working on new guidance to address operational policy gaps. Specifically, 
it is a positive development that CSEC has identified a guidance gap in relation to 
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instructing SIGINT em lo ees on when they can and cannot share Canadian identity 
information CSEC has committed to promulgating this guidance 
before the end of the 2012-2013 fiscal year. The Commissioner has instructed that this 
development also be monitored. 


At the Commissioner's direction, the office has started a review of recent activities of 
CSEC's that includes follow-up on matters raised in this review, particularly 
respecting the clarity of language in CSEC information exchanges with CSIS. 


Robert Decary, Commissioner 
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ANNEX A — Findings and Recommendations 


N!Qcommendation no. I: Clarity of language ---- information sharing and relationship 
of identifiers and selectors to entities of foreign intelligence interest 


It is recommended that CSEC promulgate policy guidance respecting hol to clearly 
and consistently identify in its communications with Government of Canada 


whether an identifier or select° 


Recommendation no. 2: Clarity of language --:demonstrating legal compliance in 
conducting targeting activities 


fri light of the findings in this review, it is recommended that CSEC ensure that its' 
foreign intelligence analysts are knowledgeable about and follow existing policy 
guidance, introduced since the period under review, respecting their responsibilities 
for determining and documenting the assessment of the foreign status of a targeted 
entity and  the justifications for targeting that entity. 


Finding no. 1: CSEC activities relating 11 


CSEC conducted activities relating tc 


(1) 


Finding no. 2: CSEC activities relating toi l(2) 


CSEC's records indicate that it acquired a very small number of communications that 
involved, or contained information about,I 


Finding no. 3: Compliance with the law (1) 


CSEC acquired, largely from the 
relating to but CSEC did not conduct any activities relating to a 


majority of these identifiers because doing so may have resulted in directing activities at a 
Canadian, contrary to the National Defence Act; therefore, the Commissioner had no 
questions about CSEC's activities relating to a majority of the identifiers relating to 


handled by CSEC. 
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Finding no. 4: Compliance with the law (2) 


There are records concerning six particular identifiers relating to that could 
suggest that some activities of CSEC were directed at a Canadian contrary to the law; 
however, based on the evidence available and on the context, it is not possible to reach a 
definitive conclusion about compliance or non-compliance with the law for CSEC's 
activities concerning these six identifiers. 


Finding no. 5: Protection of the Privacy of Canadians 


CSEC did not adequately protect the privacy of a Canadian —I — in three 
exchanges of information in and one in however, since that time, CSEC has 
taken appropriate actions for accountability and to prevent re-occurrences of similar 
privacy incidents. 


Finding no. 6: Compliance with the law (3) 


The absence of certain historical information in CSEC's targeting database and tool — 
limited the Commissioner's ability to assess the lawfulness of CSEC's 


activities relating ti and could also affect review of other activities of 
CSEC. 


Finding no. 7: Compliance with the law (4) 


During the period under review, CSEC did not always retain a history of targeting activity; 
however, CSEC is taking actions to ensure the availability of infoiniation about targeting 
and selector management that is required for accountability and to demonstrate compliance 
with the law. 
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ANNEX B — Interviewees 


The following CSEC employees provided infoiiiiation or facilitated the review: 


• Director, SIGINT Re uirements (during period under review was an Analyst and a 
Team Leader in the 


• Director, SIGINT Systems Development 
• Director, Disclosure, Policy and Review (formerly Director, Corporate and 


Operational Policy as well as Manager, External Review and Policy Management) 
Manager, SIGINT Programs Oversight and Compliance (SPOC) 
Manager, CSEC Operational Production and Coordination Centre (during period 
under review was an Analyst in M) 
Analyst, Director General Intelligence (DGI) 
Team Leader, DGI 


• Senior Advisor, SPOC 
Senior Policy Analyst, SPOC 
Senior Mission Management Officer, SPOC 


• Senior Mission Management Officer, SPOC 
Senior Policy and Review Advisor, External Review and Policy Management 
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ANNEX C — CSEC records relating to 
organized by identifier 


This binder is kept at the offices of the CSE Commissioner and it is available upon request. 
CSEC has a copy of the binder. 
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ANNEX D — Records in 
relating to 


of identifiers 


These records are kept at the offices of the CSE Commissioner and are available upon 
request. CSEC has a copy of the records. 
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ANNEX E — Timeline of events relating tol 


This tin7eline of certain events is included to put CSEC's activities relating to 
in context. This list is not exhaustive and some of the events are un-


ver 
e.g 


he events listed do no 
necessarily involve CSEC or ct CSEC's knowledge of e events at that time. 
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Minister 
of National Defence 


Ministre 
de la Defense nationale 


Ottawa, Canada K1A OK2 


TOP SECRET//SI//Canadian Eyes Only 


The Honourable Robert Decary 
Commissioner of the Communications Security Establishment 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
K1P 5B4 


Dear Commissioner Decary: 


I am writing to respond t r 2013 report entitled Review of CSEC 
Activities Relating to an 


Thank you for choosing to undertake this review. I understand that the historical nature 
of the activities of interest presented challenges for review. I appreciate the efforts to 
produce a thoughtful and balanced report on a complex issue, despite such constraints. 


I was pleased to see that you had no concerns with the vast majority of CSEC activities 
that you reviewed. I understand that you identified some concerns with a small number 
of records containing ambiguous language, and that this, coupled with insufficient 
historical targeting documentation, left you unable to reach a definitive conclusion about 
compliance or non-compliance with the law for these limited activities. I also found it 
noteworthy that, there was evidence of CSEC's 
deliberate efforts to avoid directing activities at ana 'ans. 


I have been advised by the Chief, CSEC that CSEC is working to address the issues 
noted in your report. He has accepted your recommendations, and has noted that one 
of the items has already been addressed. 


For your convenience, I have attached CSEC's management response to your 
recommendations. I trust you will find the response satisfactory. 


Sincerely, 


The Honourable P er cKay, P.C., M.P. 
Minister of National De ence 


Canada 
2016 03 17 AGCO262 1 of 
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ANNEX to the Minister's Letter to the Commissioner 
Response to the Recommendations in the CSE Commissioner's Report: 


Review of CSEC Activities Relating to an 


Review Recommendations 


Recommendation No. 1: 


"It is recommended that CSEC promulgate policy guidance respecting how to clearly and 
consistently identify in its communications with Government of Canada 


whether an identifier or selector 


CSEC Management Response to Recommendation No. 1: 


Accepted. 


CSEC will address this issue through a policy instrument, supported by adjustments to 
analyst training. It is expected that this will be completed by end of fiscal year 
2013/2014. 


Recommendation No. 2: 


"In light of the findings in this review, it is recommended that CSEC ensure that its 
foreign intelligence analysts are knowledgeable about and follow existing policy 
guidance, introduced since the period under review, respecting their responsibilities for 
determining and documenting the assessment of the foreign status of a targeted entity 
and the justifications for targeting that entity." 


CSEC Management Response to Recommendation No. 2: 


Accepted. 


CSEC will continue to ensure that analysts are knowledgeable about and follow existing 
policies. 


Since the period under review, SIGINT Programs Oversight and Compliance (SPOC) 
was created as a primary SIGINT point of contact for policy guidance, oversight and 
compliance issues. In addition: 


• Specific targeting guidance (CS01-4-4) was introduced in 2009 which provides 
clear instructions to foreign intelligence analysts: 


o CSOI-4-4 (2.1) indicates that all selectors and methods used in the 
collection and acquisition of information from the global information 
infrastructure (GII) shall be directed at foreign entities located outside 
Canada and associated with GC intelligence priorities; 
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o CSOI-4-4 (2.4) indicates that all targeted selectors must be managed and 
validated individually on an annual basis; and 


o CSOI-4-4 (2.8) indicates that analysts are responsible for conducting 
research and documenting that all conditions for targeting have been met, 
including the foreign assessment and documentation. 


• A mandatory annual OPS-1 quiz, combined with the Foundational Learning 
Curriculum (FLC), SIGINT 101 and on-the-job training helps to ensure that all 
SIGINT employees are knowledgeable about policy guidance. It is also worth 
noting that SIGINT employees who are unsuccessful on the OPS-1 quiz are 
subject to remedial action, including revocation of access to SIGINT systems. 


• In 2011 SIGINT stood up a Compliance Management Team (CMT) which 
provides another level of assurance to SIGINT management about the level of 
knowledge and compliance with policy guidance. 


2016 03 17 AGCO262 fi (11 
A-2017-00017--03759 








clg


Communications Security 
Establishment Commissioner 


The Honourable Robert Decary. Q.C. 
Canada 


The Honourable Peter MacKay, P.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
K1A OK2 


Dear Mr. MacKay: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Robert Docary, c.r. 


TOP SECRETHSWC E0 
Our file # 2200-63 


March 23, 2012 


The purpose of this letter is to provide you with an update on my review of CSEC's 
signals intelligence (SIGINT) information sharing activities with its second party partners —
the U.S. National Security Agency, the U.K. Government Communications Headquarters, 
the Australian Defence Signals Directorate, and the New Zealand Government 
Communications Security Bureau. The review is being conducted under my authority as 
articulated in Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA). 


I had committed to completing this review this year. However, it has taken longer 
than expected for several reasons, significantly including competing priorities of my 
office and of CSEC. First, I assessed that two other reviews must take priority. These 
reviews will, however, also address certain issues relating to SIGINT information 
sharing. One of the reviews deals with CSEC assistance to CSIS under part (c) of CSEC's 
mandate and sections 12 and 21 of the CS1S Act in support of Domestic Interception of 
Foreign 'Telecommunications and Search warrants, while the second review concerns 
CSEC's activities relating to ou will receive my review 
reports on these two subjects ear y in tie new sca year. The second reason relates to 
competing priorities of CSEC, partly reflecting CSEC responding to my shift in review 
priorities. However, the SIGINT information sharing review is also taking longer than 
expected due to staffing challenges at CSEC in support of review and delays in providing 
information and responses to questions from my office. This issue is the subject of 
discussion between my office and CSEC officials. 


P.O. Box/C.P. 1984. Station °B"/Succursate 430 
Ottawa. Canada 


KIP 5R5 
(613) 992-3044 Fax: (613) 992-4096 A0000559_1-003319 
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My review of CSEC's SIGINT information sharing activities to-date has identified 
that the amount of foreign intelligence CSEC provides to and receives from the 
Second Parties is extensive; information sharing is an essential component of CSEC's 
SIGINT program. 


Long-standing agreements and practices provide a foundation for CSEC's 
SIGINT information sharing with the Second Parties. These cooperative arrangements 
include a commitment by the Second Parties to respect the privacy of each others' 
citizens, and to act in a manner consistent with each others' policies relating to privacy. 
It is recognized, however, that each of the Second Parties is an agency of a sovereign 
nation that may derogate from the agreements, if it is judged necessary for their 
respective national interests. 


Thus fhr, .I have found that CSEC does take measures to protect the privacy of 
Canadians in what it shares with the Second Parties, for example: CSEC employees must 
apply CSEC privacy rules to second party-acquired communications; CSEC suppresses 
Canadian identity information in metadata and reports shared with the Second Parties; 
nationality checks and other measures help to limit the inadvertent targeting of Canadians 
by the Second Parties; and CSEC takes action to correct or mitigate privacy incidents 
involving the Second Parties. 


However, my review has also identified important questions that I will examine, 
including: How many private communications of Canadians and what volume of 
Canadian identity information does CSEC share with and receive from the 
Second Parties? How does CSEC assure itself that its second party partners protect the 
private communications of Canadians and Canadian identity information, and that the 
Second Parties follow the agreements? This review also includes an examination of a 
sample of CSEC disclosures to its second party partners of Canadian identity information 
as well as relevant privacy incidents identified by CSEC. 


I will complete my review and report to you on this subject in the next fiscal year. 
If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


Robert Decary 


c.c. Mr. John Forster, Chief, CSEC 


A0000559_2-003320 
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Communications Security 
Establishment Commissioner 


The Honourable Jean - Pierre Plouffe, C.D. 


oto 


The Honourable Robert Nicholson, P.C., Q.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, On KI A 0IC.2 


Dear Mr. Nicholson: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Jean - Pierre Plouffe, C.D. 


TOP SECRET II SI II CEO 


Our file 4 2200-73 


February 24, 2014 


The purpose of this letter is to provide you with the results of my review of the 
activities of the Communications Security Establishment Canada (CSEC) 
Office of Counter Terrorism (OCT). The review was started by my predecessor, 
Commissioner Decary, and completed under my authority as articulated in Part VA, 
paragraph 273.63(2)(a) of the National Defence Act (NDA). 


The purpose of this review was to acquire detailed knowledge of the OCT and the 
extent of any changes to its activities since the last in-depth review in 2007, to determine 
whether OCT activities complied with the law, and the extent to which CSEC protected the 
privacy of Canadians in carrying out the activities. Another specific objective was to assess 
how certain CSEC practices respecting the sharing of Canadian identity information with 
domestic and second party partners, particularly as regards the use of precise and consistent 


language in information exchanges, 


The review encompassed a sample of OCT activities conducted by CSEC in 
2011-2012. 


I found that CSEC OCT activities were conducted in compliance with the law and 
ministerial direction. OCT activities are subject to the same legal requirements to protect 
the privacy of Canadians that apply to all CSEC activities. CSEC has sufficient policies 
and processes to satisfy the legal requirement not to direct its SIGINT activities at a 
Canadian wherever he or she may be or at any person in Canada. OCT employees 
demonstrated knowledge of policy and practices aimed at ensuring compliance with the 
law and privacy protection, and managers routinely monitor the activities for compliance. 


P.O. Bay/C,P. 1984, Station "S`/Succursale 
Ottawa, Canada 


KIP 5R5 
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CSEC has promulgated new guidance and introduced a new process for recording 
information exchanges between CSEC and federal law enforcement and security 
agencies. This is significant and will promote clarity of language in such information 
exchanges. 


I did„ however, identify some deficiencies respecting CSEC policy. I found that a 
sample of contact chaining activities conducted by the OCT 
was generally conducted in compliance with operational policy. However, I found that 
parts of CSEC policy respecting this metadata activity did not reflect standard practices. 
I recommend that CSEC modify its policy for these activities to reflect its current 
practices, specifically for record keeping. I will pursue examination of this issue as part 
of my ongoing review of CSEC foreign signals intelligence and information technology 
security activities that may use metadata. 


I also recommend that CSEC promulgate guidance to codify its practices for cases 
when an analyst observes that a second party partner — the United States' 
National Security Agency, the United Kingdom's Government Communications 
Headquarters, the Australian Signals Directorate or New Zealand's Government 
Communications Security Bureau is targeting a Canadian, including notification to the 
Second Party to desist from such targeting and record keeping of such cases. 


The enclosed report contains detailed information on the findings and 
recommendations. CSEC officials were provided an opportunity to review and comment 
on the results of the review, for factual accuracy. 


If you have any questions or comments, I will be pleased to discuss them with you 
at your convenience. 


Yours sincerely, 


c.c. Mr. John Forster, Chief, CSEC 


A0000569_2-003419 


2017 01 05 AGCO264 0,,fAA 
A-2017-00017--03763 







Office of the 
Communications Security 


Establishment Commissioner 


Bureau du 
Comrnissaire du Centre de la 
seourite des [die-communications 


TOP SECRET 11 SI 11 CEO 


Review of the Activities of the Office of Counter Terrorism 


February 24, 2014 


P.O. Box/C P. 1954, Station "S"tSuccursale 
Ottawa. Canada 


K1P 5R5 
(613) 932-3044 Fax: (613)992-4096 


info@ocsec-bcest.gcca 
A0000569_3-003420 


2017 01 05 AGCO264 ,f AA 
A-2017-00017--03764 







TABLE OF CONTENTS 


I. AUTHORITIES 1 


II. INTRODUCTION 1 


Rationale for Conducting This Review 2 


III. OBJECTIVES 3 


IV. SCOPE 3 


V. CRITERIA. 4 


VI. METHODOLOGY 4 


VII. BACKGROUND 5 


VIII. FINDINGS 13 


A) Legal Requirements 13 


B) Ministerial Requirements 16 


C) Policies and Procedures 17 


IX. CONCLUSION 24 


ANNEX A — Findings 26 


ANNEX B — Interviewees 28 


ANNEX C — Tasking Workflow 29 


ANNEX D — Targeting Workflow 31 


ANNEX E Contact Chaining  34 


ANNEX F — Report Production 35 


ANNEX G —Annexes A & B to the Information Needs Process 39 


A0000569_4-003421 


2017 01 05 AGCO264 A ,f AA 
A-2017-00017--03765 







- 1 - TOP SECRET li SI 11 CEO 


I. AUTHORITIES 


This review was conducted under the authority of the Communications Security 
Establishment Commissioner as articulated in Part V.1, paragraph 273.63(2)(a) and 
subsection 273.65(8) of the National Defence Act (NDA). 


The obligation for Communications Security Establishment Canada (CSEC) to take 
measures to protect the privacy of Canadians, as set out in paragraph 273.64(2)(b) of the 
NDA, applies to Office of Counter-Terrorism (OCT) activities. CSEC is required to have 
appropriate measures in place to protect the private communications of Canadians, as 
well as communications of Canadians located outside Canada and information about 
Canadians acquired through its mandated activities. 


This review further derives authority from the ministerial directives (MDs) on 
Privacy of Canadians (November 20, 2012) and Collection and Use of Metadata 
(November 21, 2011) and the ministerial authorizations (MAs) authorizing the 
interception of private communications — as defined in section 183 of the 
Criminal Code — under the foreia sienals intelligence SIGINT) collection iro rams 
known as 


and Interception Activities Conducted in Support of Canadian 
Forces Operations in Afghanistan (Afghan MA activities). MM current to the review 
period were in effect from December 1, 2010, to November 30, 2011, and from 
December 1, 2011, to November 30, 2012. MAs require CSEC to support and assist the 
Commissioner in his review of CSEC activities. 


II. INTRODUCTION 


The main purpose of the OCT is to provide actionable SIGINT for detecting and 
preventing terrorist threats against North America, as well as against Canadian and allied 
interests abroad. 


Section 183 of the Criminal Code defines a private communication as: "any oral telecommunication that 
is made by any originator who is in Canada or is intended by an originator to be received by a person who 
is in Canada, and that is made under circumstances in which it is reasonable for the originator to expect that 
it will not be intercepted by any person other than the person intended by the originator to receive it, and 
includes any radio-based telephone communication that is treated electronically or otherwise for the 
purpose of preventing intelligible reception by any person other than the person intended by the originator 
to receive it." 


A0000569_5-003422 
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Rationale for Conducting This Review 


OCT operations are subject to controls to ensure compliance with legal, ministerial and 
policy requirements. It is not uncommon for the OCT to acquire and use information 
relating to a Canadian as it is the main conduit for CSEC to share information relating to 
counter-terrorism with the Canadian Security Intelligence Service (CSIS). One of the 
main objectives of this review was to ensure that these exchanges were lawful and 
complied with CSEC policy. If OCT activities and information-sharing practices were 
found to be non-compliant with the law, the impact on the privacy of Canadians could be 
significant. CSEC's overview briefing indicated that there had been major procedural and 
technological changes to the OCT since the Commissioner's review of OCT in 
October 2007. 


At the Commissioner's direction, the office started a review of recent activities of OCT that 
includes a follow-u on matters raised in that review, icularl res ctin the first 
recommendation 


It is for these reasons that the Commissioner selected OCT activities for review at this time. 


2 The CSEC second-party partners, also known with CSEC collectively as the Five Eyes alliance include: 
the U.S. National Security Agency, the U.K. Government Communications Headquarters, Australia's 
Signals Directorate, and New Zealand's Government Communications Security Bureau. 
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HI. OBJECTIVES 


The objectives of this review were: 


• to acquire detailed knowledge of and to document OCT activities; 


▪ to assess whether the activities conducted by the OCT complied with the law; 


• to assess the extent to which CSEC protected the privacy of Canadians in carrying 
out OCT activities; and • 


• to follow-up on recommendations in a previous report. 


IV. SCOPE 


The review focused on a sample of OCT activities conducted under 
paragraph 273.64(1)(a) of the NDA (otherwise known as part (a) of the CSEC mandate)_ 


It encompassed processes and practices of the OCT in effect for the period of May 1, 2011, 
to May h 2012. 


In addition to acquiring detailed knowledge about ❑CT activities, the Commissioner's 
office examined: 


• the legislative and policy framework for OCT activities; 


• the amount and treatment of private communications and information about 
Canadians acquired and used by OCT activities; 


• OCT technologies, databases and systems; 


• OCT methodologies, procedures, operational instructions and other guidance; 


• the extent to which technology was used and other efforts were applied to protect 
the privacy of Canadians in OCT activities; and 


• a sample of intercepted communications shared by the OCT and associated 
reporting. 


The review was further informed by previous reviews from the Commissioner's office, 
namely the 2007 Review of the Activities of CSE's Office of Counter Terrorism (OCT),M 


as well as CSEC 
activities in response to previous associate ings an recommendations made by the 
CoMMissioner. 


A0000569_7-003424 
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V. CRITERI A. 


A) Legal Requirements 


The Commissioner expected that CSEC conducted its OCT activities in accordance 
with the NDA, Privacy Act, Criminal Code, Canadian Charter of Rights and 
Freedoms, and any other relevant legislation and Justice Canada advice. 


B) Ministerial Requirements 


The Commissioner expected that CSEC conducted its OCT activities in accordance 
with ministerial direction, following all requirements and limitations set out in 
applicable MM and MDs. 


C) Policies and Procedures 


The Commissioner expected that CSEC: 


i) had appropriate policies and procedures to guide OCT activities and provide 
sufficient direction respecting legal and ministerial requirements, including the 
protection of the privacy of Canadians; 


ii) had personnel who are knowledgeable about and complied with the policies and 
procedures; and 


iii) had an effective policy monitoring framework for maintaining the integrity and lawful 
compliance of OCT activities, including appropriately accounting for decisions taken 
and for information relating to compliance and the protection of the privacy of 
Canadians. 


VI. METHODOLOGY 


As a first step, the Commissioner's office researched, examined and documented QCT 
activities to develop an understanding of concepts and terminology. The office examined 
written and electronic records, files, correspondence and other documentation relevant to 
OCT activities, including policies, procedures and legal ad-vice.3


To decide on a sample of operations, the Commissioner's office was provided with a 
wide sample of OCT documents. AMdocument 
includes an operational file number, file reference, National SIGINT Priorities List 
(NSPL)4 reference, relevant GC [intelligence} requirements (GCRs), entities of interest, 


3 If legal advice given to CSEC is shared with the Commissioner's office, this is done on the understanding 
that the sharing by CSEC of information which is subject to solicitor-client privilege does not constitute a 
waiver by CSEC of its privilege. 
4 See CSOI (Canadian MINT Operational Instruction)-1-1, The National SIGN?' Priorities List Process, 
July 17, 2008. 
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as well as a status report, an operational summary and links to the operation's most 
significant reports, including the first and the most recent. The also records current 
hypotheses driving the operation as well as a gaps analysis that documents inherent 
difficulties. This makes the• a useful tracking and documentation tool. 


The contents of some of the relevant databases and systems were tested, with the 
assistance of CSEC officials acting under direction of the Commissioner's office, to 
ensure conformity with legal and ministerial requirements and associated policies 
and procedures. 


The office also interviewed managers and other personnel involved in OCT activities. 
A list of interviewees is enclosed at Annex B. 


VII. BACKGROUND 


Prior to the attacks of September 11, 2001, the CSEC Directorate General Intelligence 
(DGI) focused primarily on reporting. However, these events 
pushed public safety considerations to the forefront of foreign intelligence collection 
operations. 


In response to this new imperative, CSEC established the OCT in early October 2001 to 
centralize SIGINT efforts relating to threats from international terrorism.. The 
Anti-Terrorism Act was passed on December 24, 2001, and the emphasis on security 
was further reinforced in April 2004 with the introduction of Canada's 
National Security Policy.5


Generally, OCT activities involve acquiring and using information relating to terrorism 
and providing technical and operational assistance to federal law enforcement and 
security agencies relating to terrorism investigations. More specifically, the OCT 
conducts research and analysis of SIGINT data in order to identify terrorist targets and 
their operational and support networks. 


In the conduct of its activities, the OCT collaborates closely with and regularly shares 
terrorism-related information with Canadian government departments and agencies 
involved in intelligence and security-related matters. These organizations include CSIS, 
the Royal Canadian Mounted Police (RCMP), the Canada Border Services Agency 
(CB SA), the Department of National Defence (DND) and the Department of Foreign 
Affairs, Trade and Development (DFATD). The OCT also works with CSEC's second 
party partners. 


OCT work is characterized by the fact that foreign intelligence priorities and targets tend 
to change quickly as they are often crisis-based. The OCT, together with the CSEC 
Operational and Production Coordination Centre (COPCC), serves as the CSEC entry 


5 Securing an Open Society: Canada's National Security Policy, April 2004, is a national strategy aimed at 
protecting the nation and its citizens ensuring Canada is not a base for threats to our allies and contributing 
to international security. 
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point for receiving notifications of critical incidents from domestic and international 
partners involving terrorism. The OCT may also assume the operational lead for the 
CSEC response to emergencies such as the hostage-taking of a Canadian citizen abroad. 


1. Organizational Structure 


Directorate General Intelligence 


The DOI; also known as the Intelligence Branch, located within the SIGINT business 
Tine, is responsible for gathering foreign intelligence and producing reports in support of 
GC intelligence priorities. One of the main parts of the production process is the analysis 
of the intercepted and acquired communications and related data that results in end-
product reports (EPRs). 


DGI is divided into y ou s. of them are operational and analytical. 
includes the OCT, which is made up of 


the and sub rou s. Other DGI operational and anal ical ou s include the 
The 


remaining groups provide horizontal support to operations: 


'Group 


'Group is the largest group in DOI. It is mandated with producing SIGINT analysis, 
reporting and services in support of the GCRs6 on 


as well as 


(OCT) 


•Group is divided in= subgroups of which the subgroups are informally 
known as the OCT. has a team that focuses on strategic issues and 


and a second team responsible for SIGINT development  is more 
operations-oriented with teams covering I


and 


The e teams work in close contact with CSIS, with most of the interaction taking place 
at the team leader and analyst level.M currently has an analyst integree working with 
multiple CSIS teams. 


The remaining  subgroups area which covers and which covers 
(also known as 


6 GCRs are an index that permits the tracking of the SIG1NT process against client requests. GCRs are 
applied to requests, reports, targets, feedback, etc. GeRs are also mapped to the NSPL as appropriate to be 
able to track effort against national priorities. See CSOI-1-1, supra note 4_ 
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2. Staffing 


OCT Analysts 


DGI analysts are assigned Some equate to specific while 
others can be a specific 
A specific entity within a such as 
identified as an entity of interest. 


is 


The main responsibility of the DGI analyst working in the OCT is to report on foreign 
intelligence on terrorism-related targets of interest to the Canadian government. Their 
various 1. tuistic technical and anal real skills 


OCT analysts follow the standard DOI path in the production of an EPR with the 
exception that it focuses on terrorism-related issues. 


Team Leaders 


OCT teams are managed by a team leader and usually number analysts, which 
include foreign language experts, analysts and intelligence analysts.MandEare 
each led by a level 4 manager who reports to the Director ofiGroup, who in turn reports 
to the Director General of Intelligence. 


3. Foreign Intelligence Priorities 


Government of Canada Requirements 


OCRs are an index that permits the tracking of the SIGINT process against client 
requests. GCRs are applied to, for example, requests, reports, targets, and feedback. 
GCRs are also mapped to the NSPL as appropriate to be able to track activities against 
national priorities. 


All selectors and methods used in the collection and acquisition of information from the global 
information infrastructure are to be directed at foreign entities located outside of Canada and associated 
with GC intelligence priorities. They are subject to annual review to ensure yie are consistent with those 
priorities as per CS0144, Targeting and Selector Management Using National SIGINT Systems 
for Intelligence Reporting Purposes, March 5, 2009. See also A Review of CSEC SIGINT's Targeting and 
Selector Management Activities, March 15, 2011. 
8 To larger in this context means: "To single out for collection or interception purposes. One 'targets' a 
selector to a collection system dictionary or directory (filtering and selection tool) to collect only wanted 
data." (Source: CSOI-4-4, section 6.22), 
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National SIGINT Priorities List 


The NSPL was originally developed in 2004 to help CSEC focus its work on those areas 
of highest overall concern to the GC in order to best leverage resources and optimize the 
SIGINT system. The NSPL consists of two lists, the Standing Issues9 and the 
Watching Briefs,1° which define the priorities for the national SIGINT system. These two 
lists operate on different time scales, with different sources of information and processes. 


4. Management Control Framework 


performs key mission management control functions, 
including the tasking of the targeting of selection criteria, and the establishment of 
associated data flows. ensures those functions are in compliance with CSEC policy 
for all of the DOI including the OCT. is authorized to halt all tasking or targeting 
when it deems they are non-compliant. is also responsible for tracking the 
capabilities, tasking, status and performance of Canadian SIGINT 
collection and data-forwarding systems.;' 


SIGINT Programs Oversight and Compliance (SPCC) personnel are also responsible for 
conducting compliance policy monitoring of OCT activities. 


5. Storage Databases and Systems 


The list of storage systems and databases presented in this section provides an overview 
of the more important and frequently used data repositories in the course of OCT 
activities. 


is the primary SIGINT traffic search and 
display tool. It allows OCT analysts and other DOI users to 
content or metadata and it has apability. The aims to 
provide analysts with the ability to better manage their knowledge, giving them access to 
data from multiple repositories using a single tool. It also allows analysts to share their 
work with others, and helps them track their work from beginning to end. 


9 A standing issue is an issue 


'° A watching brief list represents issues 
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Consolidated Traffic Repository' 


The Consolidated Traffic Repository is the overall storage database for most SIGINT 
intercepts with the serving as the interface. 


is the CSEC corporate SIGINT target knowledge database that contains 
information produced by analysts from a variety of sources about foreign entities of 
foreign intelligence interest to the GC and serves as a repository for their relevant 
selectors. is used to manage selectors and targeting information. 


digital 
network intern ence11 and dialed-number recognition" selectors 


is a 


It is exclusively accessible by and SIGINT Systems Development 


is a compartment in used for storing sensitive information 
— as well as for IRRELE 


IRRELEVANT 


is the CSEC EPR database and report-creating tool. Its major purpose is to 
disseminate reporting to GC clients and the five-eyes community. It has a multi-tiered 
setup for classification and controls access to information based on user roles and 
clearance levels. 


6. Collection Processes 


The tasking process and the targeting and selector management process are at the core of 
the SIGINT collection process. Both processes along with the relevant 
responsibilities are detailed at annexes C and D of this review. 


t2 Digital network intelligence is also referred to as 
may contain many different types of information (e.g., e-mai 


(Internet) communications and 


Dialed-number recognition metadata generally refers to telephone and facsimile communications, and 
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It should be noted that the process for submitting designated selectors to vas 
recently automated. While responsibility ultimately lies with , most requests are 
now handled by an automated approval system, which either approves, rejects, poolsi4 or 
refers requests for manual inspection. as appropriate. Some requests directed at certain 
collection are not handled by the automated tool. They are sent to in the form 
of an e-mailed template, which validates manually and forwards to the collection 
system, as it does for referred requests. 


7. SIGINT Development 


SIGINT Development, or SIGDEV, can be defined as preparatory work for successful 
foreign. intelligence-yielding target exploitations. It encompasses signals analysis and 
development, research, network analysis and target development 


SIGDEV work involves sifting through large volumes of information using a variety of 
tools. The aim is to 


in order to determine their 


Contact Chaining 


Contact chaining is a common SIGDEV activity that enables the analysis of metadata 
information to build a profile of communications activities, patterns and contacts of 


14 A pooled request is one that passes all the rules but is put on hold because the system cannot process it. 
It is expected to be processed at a later date. 
15 CSEC November 28, 2012. 
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various foreign entities of interest in relation to GC foreign intelligence priorities, 
including the number of contacts to or from these entities, the frequency of these 
contacts, the number of times contacts were attempted or made, the time period over 
which these contacts were attempted or made, as well as other activities aimed at 
mapping the communications of foreign entities and their networks. '6


OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSEC Activities, provides that, in accordance with the MD on 
Collection and Use of Metadata, CSEC may search metadata for the purpose of providing 
any information or intelligence about the capabilities, intentions or activities of a foreign 
individual, state, organization, terrorist group or other such entity as they relate to 
international affairs, defence or security. OCT contact chaining usually concentrates on 


relating to terrorism investigations. 


Currently, CSEC chains 


Contact Chaining 


01'S-1-10,S-1-10, Procedures for Metadata Analysis 17 provides 
direction on the process that CSEC analysts must follow when conducting metadata analysis 
pursuant to part (a) of the CSEC mandate in pursuit of foreign intelligence, 


The process for conducting metadata analysis from metadata repositories 
is listed at section 2.3 o -OPS-1-10.-


8. Incoming Lead Information from Domestic Law Enforcement and 
Security Agencies 


Information Needs Disclosure to CSEC 


The Information Needs processig assists CSEC in tracking sensitive disclosures by 
federal law enforcement and security agencies — typically CSIS, the RCMP and CBSA 
— that wish to share with CSEC information legally collected under their authorities.2(1
The process was implemented in 2006-2007 as a means for these federal agencies to 
communicate disclosures as foreign lead information (such as targeting and/or 


16 See OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the Conduct of 
CSEC Activities, section 8.3, March i I, 2010. 
17 September 26, 2008. 
13 See Annex E at p. 34. 
1° See Annex G at p. 39. 
2° See standard operating procedures for SIGINT information needs via (MANDRAKE), 
April 20, 2011. 
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background information) to facilitate CSEC operations under part (a) of the CSEC 
mandate. 


The information provided through this process is typically of a sensitive operational 
nature — it often contains Canadian identity information — that should not be included 
in a message. It is for this reason that such messages are sent directly to 
DGI management via a CSEC e-mail address specifically created for this purpose on the 
MANDRAKE21 network. Clients are instructed to not send messages directly to 
individuals within CSEC. Any messages sent directly to individuals at CSEC are required 
to be redirected to the proper address via MANDRAKE. 


In preparing the disclosure message, the client is responsible for including a caveat 
stating that the information provided was lawfully obtained by the originating department 
under its authorities and is being provided to CSEC in relation to its foreign intelligence 
mandate. The message has to include all relevant contextual information and all possible 
identifiers relevant to the case, regardless of users' nationalities. Any identifiers that 
belong to persons in Canada — including foreigners in Canada or Canadians abroad —
must be flagged as such. The originating message must also refer to any previous or 
related messages sent to CSEC. The client must include contact information so CSEC can 
acknowledge receipt of the message and follow up. 


Incoming Information Needs requests are routed to DGI management, which is 
responsible for receiving and assigning the incoming information to a point of contact. 
When the Information Needs information is particularly sensitive, it may be sent directly 
to the operational teams. A semi-automated process captures all disclosures via a 
template that prompts and autocorrects the user. Both the request and response template 
require the writer to log in before they can be sent out, thereby tagging the client and 
responder to the request and response respectively. 


The point of contact is responsible for responding to the client using one of the four 
standard information needs formal responses:22


i. information justifies action on the part of CSEC — send acknowledgement type A; 


ii. information falls below the threshold for action send acknowledgement type B; 


iii. no active GCR that meets the requirement send acknowledgement type C; or 


iv. if the message cannot be accommodated under mandate (a) and requires mandate 
(c) assistance, the Information Needs request must be returned to the originator 
immediately using acknowledgement type D, which directs the client to submit a 
mandate (c) request for assistance. 


21 MANDRAKE is the GoC Security and Intelligence community Top Secret/Security Intelligence level 
network. It incorporates two systems: MANDRAKE I, which provides e-mail ❑onnectivity, and 
MANDRAKE II, which provides an electronic intelligence dissemination network using web technology. 


See Annex G at p. 39 for the four standard formal responses. 
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Responsibility for tracking the responses rests with SPCC. 


RRELEVANT 


10. Report Production 


OCT analysts follow the standard DGI path in the production of an EPR with the 
exception that it focuses on terrorism-related issues. Please refer to Annex F for a 
breakdown of the report production process. 


VIII. FINDINGS 


A) Legal Requirements 


Finding no. 1: Compliance wit►r the Law 


Based on the information reviewed and the interviews conducted, CSEC Office of 
Counter Terrorism activities complied with the law. 


An initial sample of five OCT operations was selected by the Commissioner's office for 
this review. More were added as the review progressed as not all operations selected had 
materialized and not all operations involved the specific kinds of activities that the office 
wanted to review. 


CSEC advised that there are no foundational legal opinions specific to OCT activities as 
they are the same type of activities as those regularly conducted as part of the general 
CSEC SIGINT mandate. OCT activities are subject to the same legal framework that 
applies to alt CSEC SIGINT activities. 


IRRELEVANT 
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Finding no. 2: Demonstration of Legal Compliance — Recording Information 
Exchanges with Federal Law Enforcement and Security Agencies 


The introduction of the Information Needs process is significant and will promote 
clarity of language in CSEC information exchanges with federal law enforcement 
and security agencies. 


CSEC 
has made important changes to its sharing and related documentation policies and 
practices aimed at strengthening compliance with the law and the protection of the 
privacy of Canadians. The processing of Canadian identity information disclosure 
requests, which was done by operational sections of CSEC at that time, is now performed 
by the CSEC Operational Policy section. Furthermore, the process now requires CSEC 
employees to put their names on all records using a signature block, identifying their role 
and function at the time the record was created in order to ensure accountability and 
enhance the ability of CSEC to demonstrate compliance. 


The Information Needs process has systematized and partly automated the approach to 
follow when receiving Canadian identity information from a client or second-party 
partner. More specifically, it has clarified and standardized the language to be used in 
such information exchanges. 


The Information Needy Process 


Section 273.64(2)(a) of the NDA states that CSEC activities carried out under parts (a) 
and (b) of its mandate "shall not be directed at Canadians or any person in Canada." 


Solicitor-Client Privilege 
Solicitor-Client Privilege 


Solicitor-Client Privilege 


24 The OCT operates under existing agreements that CSEC has with partners and departments such as CSIS 
and the RCMP. The OCT has no specific signed agreements with its clients. 
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Of importance, any identifiers belonging to persons in Canada — including foreigners in 
Canada — or Canadians abroad must be flagged as such. This process also makes the 
client responsible for confirming that the information provided was lawfully obtained by 
the originating department under its authorities and is being provided to CSEC in relation 
to CSEC's foreign intelligence mandate. 


To assess the Information Needs process, we reviewed the initial information exchanges 
between CSEC and the various clients that related to each of our five sample operations 
and we found that the exchanges had respected established policy and the Information 
Needs standard operating procedures. 


Interviewees demonstrated awareness that selectors and methods used in the collection 
and acquisition of information are to be directed at foreign entities located outside of 
Canada, associated with GC intelligence priorities and subject to annual review to ensure 
they are consistent with those priorities.2


Finding no. 3: Protection of the Privacy of Canadians 


CSEC's Office of Counter Terrorism activities are subject to the same legal 
requirements to protect the privacy of Canadians that apply to all CSEC SIGINT 
activities; CSEC has sufficient policies and processes to satisfy the legal 
requirement not to direct its SIGINT activities at a Canadian wherever he or she 
may be or at any person in Canada. 


OCT practices and activities observed in this review were found to be consistent with the 
general requirements found in the MDs on Accountability Framework and 
Privacy of Canadians, namely with the requirements to comply with the law and to take 
measures to protect privacy. 


Private Communications, Canadian Identity Information and Disclosures 


See CS01-4-4, supra note 7. 
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The Commissioner's office reviewed SIGINT EPRs relating to five selected OCT 
operations that contained suppressed Canadian identity information or information 
derived from a private communication. 


The operations selected for the review resulted in the production of MEPRs, which were 
reviewed via of the reports reviewed contained minimized 
Canadian identity information. requests for the S. 37 CEA


S. 37 -reports were received by CSEC from the S. 37 C  CSIS, CBSA and the NSA. 
S. 37 CEA  in all cases. We examined the requests for release of 
suppressed information, including the approval and release forrns2  and we had no 
questions. 


Privacy Incidents 


During the period under review, CSEC recorded= incidents in its Privacy Incidents 
File relating to OCT operations. Each incident was previously examined as part of the 
Commissioner's annual Reviews of CSEC's Privacy Incidents File for 2011 and 2012. In 
both reviews, the Commissioner concluded that he was satisfied that CSEC took 
appropriate corrective actions in response to the recorded privacy incidents, including the 


OCT incidents. These incidents were examined in detail in the course of the two 
previous reviews and no adverse impact on the Canadian subjects was found. 


B) Ministerial Requirements 


Finding no. 4: Ministerial Direction 


Based upon the information reviewed and the interviews conducted, CSEC 
carried out its Office of Counter Terrorism activities in accordance with 
ministerial direction. 


The OCT is not subject to any specific reporting or other requirements under MAs or 
MDs. OCT activities, except for their focus on counter-terrorism, are the same as those 
conducted regularly as part of CSEC's mandate. 


The Commissioner's office did not identify any issues that would suggest a requirement 
for specific ministerial direction to the OCT. 


OCT team leaders and analysts demonstrated an awareness of ministerial direction. 


:16
 
The Commissioner's office was provided with sample copies of product release forms for the purpose of 


demonstrating the auto-generated text by selecting specific OPS-] categories. 
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C) Policies and Procedures 


Finding no. 5: Appropriateness of Policies and Procedures 


Operational policies and procedures for the Office of Counter Terrorism activities are 
in place and provide sufficient direction to CSEC employees respecting the protection 
of the privacy of Canadians. 


The activities reviewed are not unique to the OCT but rather common to most SIGINT 
collection programs. 


The Commissioner's office did not identify a requirement for OCT-specific operational 
policies or procedures. 


❑CT activities observed in the course of this review were generally consistent with policy 
(see finding no. 6). 


The main policies applicable to OCT activities are: 


OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of CSEC Activities; 


• OPS-1-1, Procedures for the Release of Suppressed Information from SIGINT 
Reports; 


OPS-1-7, Operational Procedures for Naming in SIGINT Reports; 


OPS-1-8, Active Monitoring of Operations to Ensure Legal Compliance and the 
Protection of Privacy of Canadians; 


OPS-1-10, Procedures for• Metadata Analysis 


OPS-1-11, Retention Schedules for SIGINT Data; 


OPS-1-13, Procedures for Canadian 
and Joint CSEC-franadian Armed Forces] Activities; 


• CSOI-1-1, National SIGINT Priorities List (NSPL) Process; 


▪ CSOI-3-7, Authorities; 


• CSOI-4-1, SIGINT Reporting; 
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• CSOI-4-3, Protecting the Privacy of Canadians in the Use and Retention of 
SIGINT; 


• CSOI-4-4, Targeting and Selector Management; and 


• CS01-5-8, Active Monitoring Procedures for 


Contact Chaining 


Finding no. 6: Contact Chaining 


A sample of contact chaining conducted by the Office of Counter Terrorismni 
was found to be generally conducted in compliance with 


operational policy. 


The Commissioner's office reviewed a sample of eight contact chaining activities 
pertaining to two separate operations, conducted by the OCT. The 


eight contact chains were found to be conducted in compliance with the operational 
policy in place, mainly OPS-1-10, Operational Procedures for Metadata Analysis 


There were, however, a few notable shortcomings in some 
processes and the application of policy, which are discussed below. 


For this part of the review, the Commissioner's office relied partly on the CSE 
Directorate of Audit, Evaluation and Ethics (DAEE) Audit of Contact Chaining= 


dated July 7, 2011, which assessed to what extent contact chaining 
activities during a 16-month sample period were conducted in 
compliance with OPS-1-10. We used the audit's recommendations respecting policies,27
records management, training, controls and the monitoring regime to guide our 
compliance verifications_ 


Section 3.6 of OPS-1 allows the use of metadata for contact chaining in accordance with 
the MD on Collection and Use of Metadata, and OPS-1-10 provides direction on the 
process that analysts must follow when conducting metadata analysis 


in pursuit of foreign intelligence under part (a) of the CSEC mandate. 


UPS-1-10 requires an approvals log documenting management approval up to the DOI for the 
conduct of contact chaining The policy directs that 
approval is granted for a period, and that the pool of data that may be searched is 
limited to that collected up to and including the date of the DOI approval. 


Since the initial five sample operations selected by the Commissioner's office for this 
review did not result in any contact chainin CSEC provided 
us with a list of OCT OPS-1-10 activities from the review period from which we picked a 


27  In spite of the fact that — according to the DAEE Audit of Contact Chaining 
CSEC management had indicated its intention to complete a revision of OPS-1-10 by November 2011, the 
policy in effect remains the one dated June 26, 2010. 
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,ztr sample of eight contact chains awn from two
different OCT operations. 


Each file reviewed contained a properly completed DGI approval form. However, aside 
from the completed approval forms, much of the information retained was inconsistent 
from one file to the next: files contained printouts of query results but there was no 
analysis or foreign intelligence results such as new selectors or EPRs in the files 
reviewed. There was also no way of accounting for all contact chaining activities 
undertaken following approval. The information provided did not paint a comprehensive 
picture that would have allowed the Commissioner's office to draw conclusions with 
regard to the reviewed metadata activities. 


The absence of tracking for denied or cancelled requests in the documents we reviewed 
made it difficult to provide a meaningful and consistent accounting of the chaining 
activities for OCT during the period under review. CSEC explained that we had been 
provided with a heavily edited version of the OPS-1-10 log to allow us to pick a sample 
of activities to be reviewed and that denials or cancellations could be found in the 
complete logs. Upon follow-up we were told that no activities were denied or cancelled 
during the period under review. 


Recommendation no. 1: Revision of ttte Procedures for Metadata Analysis 


CSEC should modify its policy OPS-1-10, Procedures for Metadata Analysis 
to reflect current practices for these activities, 


specifically for record keeping. 


While the files reviewed demonstrated compliance with existing policies, it appears that, 
based on this review of a small sample of activities, many of the findings of the DAEE 
OPS-1-10 audit may remain to be corrected.28


The OPS-1-10 process summary contained in section 2.3 of the policy clearly states that 
following the metadata analysis activity, the analyst must: 


22  
In its Audit of Contact Chaining DAEE indicated that the OPS- 1-10 record 


management system provides neither an accurate nor a consistent accounting of contact chaining activities 
and that an analysis of approval logs maintained by DGPC and the OCT did not allow its Audit Team to 
definitely establish how many such activities had been approved, denied or cancelled during the audit 
timeframe. DAEE concluded that while the OPS-1-10 contact chaining approval process was robust, it may 
provide CSEC management with a false sense of complete compliance. According to DAEE, the lack of 
other controls and monitoring poses a non-compliance risk. DAEE also found that while all ©PS-1-I0 files 
contained request forms that were duly signed by appropriate authorities, the majority of files provided 
neither a full, consistent, nor.meaningful accounting of the activity, nor an indication of what the results of 
the activity were. DAEE was expecting to find foreign intelligence results such as EPRs 
and indications of analysis results. 
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5. Attach the results of the metadata analysis activities to the Approval 
Form, including, but not limited to the following: 


a. "nil" to indicate no results have been obtained, or 
b. a full contact chain, or 


e. a description or copy of the data obtained, and 


d. the chosen for further analysis and/or targeting 


The material provided did not reflect the policy. 


In response to our query for more information, CSEC stated that it is neither feasible nor 
desirable to keep all the other operational material with the approval form. In addition to 
storage issues, it would unnecessarily to an ongoing operation. This 
separation of documentation helps ensure that the focus remains on the foreign 
intelligence when the analyst is going about their daily business. 


CSEC further explained that the CPS-i-10 approval files are not intended to provide 
information relating to the operations themselves. They are only meant to provide 
evidence that the correct approvals were sought and that the immediate policy 
requirements of OPS-1-10 are met. 


The explanations provided by CSEC are contrary to its OPS-1-10 policy. CSEC should 
reconcile its policy to reflect its practices. 


All recordsprovided showed that the contact chaining activities reviewed had been conducted 
within the period granted by approval. However, one query generated results that fell 
outside of the approved date-range. CSEC explained that this was an issue relating to the 


database and that this incident was not an instance of a 
compliance-related automated function failing but a problem created within the system 
itself. CSEC had no information on whether this was a single incident or a systemic issue. 
CSEC indicated that even if it were the latter, their ability to fix such a problem is limited 
by the fact that Also, according to CSEC, 


along with six other analyst tools, is scheduled to be decommissioned and 
replaced in 2014. This issue will be followed up in the Commissioner's ongoing 
Review of CSEC SIGINT and IT Security Ivietadata Activities. 


While no new information was identified from the query results that fell outside the 
prescribed timefraine prescribed by OPS-1-10, this issue illustrates the potential for such 
violations to occur. It also illustrates the fact that full compliance cannot be assured by 
automation alone and reinforces the importance of compliance monitoring by managers. 
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Incident relating to tbe Targeting of u Canadian by a Second Party 


Recommendation no. 2: Policy on Targeting of Canadian by a Second Party 


CSEC should promulgate guidance to codify its practices to address cases when an 
analyst identifies that a Second Party is targeting a Canadian, including notification 
to the Second Party to desist from such targeting and record keeping of such cases. 


Another problematic issue identified in the course of our assessment of documentation of 
this metadata activity was a screenshot from the 
showing a clear indication of that a specific Canadian telephone number was targeted. 


In response to our request for an explanation, CSEC provided a screenshot from 
r.lemonstrating that there was no CSEC targeting relating to this selector. In 


fact, the record had been annotated DO NOT TARGET to ensure that no CSEC analyst 
targeted it. Further information was provided in the annotation indicating that this selector 
was connected to a specific operation. 


Whilst a friendly agreement is in place between members of the five-eyes community" to not 
routinely target each other's citizens, it is acknowledged that each is a sovereign nation with their 
own priorities and requirements. When asked, CSEC confirmed that there is no specific policy 
currently in place that details a process to follow when it becomes clear that a Second Party has 
targeted a specific Canadian selector. 


The Commissioner's recent Review of (SEC SIONT Information Sharing with the Second 
Parties included a finding that: 


Beyond certain general statements and assurances among the Second Parties, the 
Commissioner's office was unable to assess the extent to which CSEC's Second Party 
partners in the United States, United Kingdom, Australia and New Zealand follow the 
agreements with CSEC and protect private communications and information about 
Canadians in what CSEC shares with the partners 


Currently, there are no policies or procedures that a CSEC employee can refer to when 
confronted with evidence of a Second Party targeting a Canadian's communications. CSEC 
indicated that there is an informal process in place which consists of having the analyst who 
discovers a case of a Second Party targeting a Canadian (selector) inform D2, who in turn will 
inform the Second Party in question and request that they desist. This process is not documented 
anywhere in the existing CSEC policy framework. The privacy of Canadians may be directly 
affected by this targeting. In the case identified in this review, CSEC had no record that such a 
request was made. 


29 The five-eyes SIGINT alliance evolved from collaboration during the Second World War. Long standing 
agreements and present-day resolutions provide the foundation for CSEC information sharing with the 
Second Parties. 
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In discussions, CSEC recognized that such policy guidance would be helpful and indicated that 
there are ongoing discussions to establish where this process would best fit in the existing CSEC 
policy framework. The Commissioner will monitor developments. 


Following his recent Review of CSEC SIGINT Information Sharing with the Second 
Parties, Commissioner Decary advised his office to follow developments relating to 
second party practices involving private communications or information about Canadians 
closely. Accordingly, the observations in the current review with regard to second party 
targeting of Canadians as identified in remain of interest and, as noted in the 
conclusion to the Information Sharing review, future reviews, including the ongoing 
review on metadata, will follow up on these questions. 


Finding no. 7: Awareness of Personnel 


Interviews with and observations of the Office of Counter Terrorism team leaders 
and analysts demonstrated that they are knowledgeable about policies and 
practices aimed at compliance with the law and the protection of the privacy of 
Canadians. 


All interviewees were well aware that selectors and methods used in the collection and 
acquisition of information are to be directed at foreign entities located outside of Canada, 
associated with GC intelligence orities and subject to annual review to ensure they are 
consistent with those priorities.3


The interviews we conducted with team leaders revealed that they were well versed in the 
application of the Information Needs process and the underlying policies informing its 
intent All were aware of their responsibilities for determining and documenting the 
assessment of the foreign status of a targeted entity and the justifications for targeting that 
entity. Some team leaders noted instances where disclosures came through the wrong 
channel or went directly to an analyst. We were told that in such cases, the sender was 
directed to resend his request through the proper channels. 


Previous reviews by this office have established that CSEC is diligent in training all staff 
on the subjects of understanding the CSEC mandate and the responsibility to protect the 
privacy of Canadians. CSEC has core competency courses on the requirements for the 
protection of privacy of Canadians; knowledge of compliance requirements is one of the 
competencies required for all analysts following the analyst career track for promotions. 


Finding no. 8: Policy Compliance Monitoring 


CSEC managers routinely and closely monitor Office of Counter Terrorism 
activities. 


The Commissioner expected that CSEC had an effective management control framework 
to ensure that the integrity of OCT activities is routinely maintained, including 


30 See CSO1-44, supra note 7. 
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appropriately accounting for important decisions and information relating to compliance 
and the protection of the privacy of Canadians. 


To help verify that managers were effectively monitoring OCT activities, we were 
provided with the following internal compliance review documents: 


SPOC Annual Compliance Validation Review 


SPOC staff briefed us on the results of its Compliance Management Team (CMT) 
review of the OCT and provided us with copies of SPOC' s Annual Compliance 
Validation Review and Biannual Review of Annotated Traffic. This review, 
which concluded on October 25, 2011, was based on a sampling of EY0 of EPRs 
produced and the same percentage of metadata analyses conducted. 


• EPR Review 


In his summary of results, observations and recommendations, the OCT Level IV 
manager recommended that analysts ensure that a hard copy of all draft, advanced 
and final EPRs, as well as all relevant traffic be included in the file for permanent 
retention as per section 2.4 of CSOI-4-1, CSE SIGINT Operations Instruction.31


• OPS-1-10 Review 


The manager also recommended that results of the metadata analysis must be 
attached or noted on the approval form, including a "nil" marking for a lack of 
results. EPR serial numbers must also be indicated on the approval form if a 
report was produced from the results of the metadata analysis as per section 2.3 
of OPS-1-10. 


• Biannual review of annotated traffic 


CSOI-4-3, Protecting the Privacy of Canadians in the Use and Retention of 
SIGINT,32 provides guidelines to be followed to protect Canadian privacy-related 
information (CPRI)' that is encountered in the conduct of day-to-day SIGINT 
activities. CSOI-4-3 also requires designated managers to complete a review of all 
holdings of operational areas on a biannual basis. This review is documented in an 
Operational Area Biannual Coniimiation of Review Activity Form. 


The Commissioner's office was provided with a copy of the form for the OCT 
review completed in November 2011, which falls within the scope of this review. 
The form confirmed that an OCT manager had completed a review of all holdings 
and filled out the form confirming that CPRI retained by the OCT met the 
retention criteria outlined in section 1.3 of CS CH-4-3 and that any items no longer 


31 
November 13, 2008. 
April 11, 2011. 
CPRI refers to private communications, communications of a Canadian abroad, information about 


Canadians or Canadian identity information. 
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meeting this criteria had been deleted or destroyed. The form also confirmed that 
access to CPRI was limited to a need-to-know basis. Shortcomings — which did 
not affect compliance — that were identified by the manager were the same issues 
identified in the EPR review and the OPS-1-10 review: 


▪ EPRs: Working from a sample of 14 EPRs produced by the OCT during a six-
month period (approximately.% of EPRs in that period), the OCT manager 
noted some files did not have a copy of all iterations and versions of released 
reports in the folder for permanent retention in accordance with CSOI-4-1. 


• Metadata analysis: Working from a sample of 34 metadata analysis reports 
during a six-month period (approximately ./0 of reports in that period) 
conducted the manager noted that the 
analysis must be attached or noted on the approval form, including "nil" if no 
results were obtained and that the EPR serial number must be indicated on the 
approval form if a report was produced using the metadata analysis results. 


The Commissioner's office was satisfied with the conclusions from these internal 
reviews. 


IX. CONCLUSION 


The primary objectives of this review were to acquire a detailed knowledge of the OCT 
and the extent of any changes of its activities since the last review in 2007, to determine 
if CSEC activities relating to the OCT were conducted in accordance with the law, the 
extent to which CSEC protected the privacy of Canadians in carrying out its OCT 
activities, and to follow-up on a previous report's recommendation. 


Based on the information reviewed and the interviews conducted, the Commissioner's 
office concluded that OCT activities were conducted in accordance with the law and 
ministerial direction. 


CSEC OCT activities are subject to the same legal requirement to protect the privacy of 
Canadians that apply to all CSEC SIGINT activities; CSEC has sufficient policies and 
processes to satisfy the legal requirement not to direct its SIGINT activities at a Canadian 
wherever he or she may be or at any person in Canada. 


Operational policies and procedures for OCT activities are in place and provide sufficient 
direction to CSEC employees respecting the protection of the privacy of Canadians. 


Interviews with and observations of OCT team leaders and analysts demonstrated that 
they are knowledgeable about policies and practices aimed at compliance with the law 
and the protection of the privacy of Canadians and CSEC managers routinely and closely 
monitor OCT activities. 


A sample of contact chaining conducted by the OCT was 
found to be generally conducted in compliance with operational policy. While some 
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issues were identified in the contact chaining section of the present review, these will be 
pursued in depth in the review of CSEC SIGINT and IT security metadata activities. The 
review of the sample contact chaining did result in two recommendations as a measure to 
protect the privacy of Canadians by CSEC: 


1. CSEC should modi its olio OPS-1-10, Procedures for Metadata Analysis 
to reflect current practices for these 


activities, specifically for record keeping; and 


2. CSEC should promulgate guidance to codify its practices to address cases when 
an analyst identifies that a Second Party is targeting a Canadian, including 
notification to the Second Party to desist from such targeting and record keeping 
of such cases. 


Another, more specific objective was to assess how CSEC practices in sharing Canadian 
identity information with domestic and second-party partners, especially regarding 
precise and consistent language, 


A list of findings and recommendations is enclosed at Annex A. 


&..tn-P erre P lout Commissioner 
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ANNEX A — Findings and Recommendations 


Recommendation no. 1c. Revision of the Procedures for Metadata Analysis 


CSEC should mod* itspolicy OPS-1-10, Procedures for Metadata Analysis 
to reflect current practices for these activities, 


specifically for record keeping. 


Recommendation 13. 2: Policy on Targeting of Canadian by a Second Party 


CSEC should promulgate guidance to codify its practices to address cases when an 
analyst identifies that a Second Party is targeting a Canadian, including notification 
to the Second Party to desist from such targeting and record keeping of such cases. 


Finding no. 1: Compliance with the Law 


Based on the information reviewed and the interviews conducted, CSEC Office of 
Counter Terrorism activities complied with the law. 


Finding no. 2: Demonstrating Legal Compliance Recording Information Exchanges 
with Federal Law Enforcement and Security Agencies 


The introduction of the Information Needs process is significant and will promote clarity 
of language in CSEC information exchanges with federal law enforcement and security 
agencies. 


Finding no. 3: Protection of the Privacy of Canadians 


CSEC's Office of Counter Terrorism activities are subject to the same legal requirements 
to protect the privacy of Canadians that apply to all CSEC SIGINT activities; CSEC has 
sufficient policies and processes to satisfy the legal requirement not to direct its SIGINT 
activities at a Canadian wherever he or she may be or at any person in Canada. 


Finding no. 4: Ministerial Direction 


Based upon the information reviewed and the interviews conducted, CSEC carried out its 
Office of Counter Terrorism activities in accordance with ministerial direction. 


Finding no. 5: Appropriateness of policies and procedures 


Operational policies and procedures for the Office of Counter Terrorism activities are in 
place and provide sufficient direction to CSEC employees respecting the protection of the 
privacy of Canadians. 
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Finding nab: Contact chaining 


A sample of contact chaining conducted by the Office of Counter Terrorism 
were found to be generally conducted in compliance with 


operation potcy. 


Finding no. 7: Awareness of Personnel 


Interviews with and observations of the Office of Counter Terrorism team leaders and 
analysts demonstrated that they are knowledgeable about policies and practices aimed at 
compliance with the law and the protection of the privacy of Canadians. 


Finding no. 8: Policy Compliance Monitoring 


CSEC managers routinely and closely monitor Office of Counter Terrorism activities. 


A0000569_31-003448 


2017 01 05 AGCO264 ,f AA 
A-2017-00017--03792 







- 28 - TOP SECRET /1 SI I/ CEO 


ANNEX B — Interviewees 


Director, Corporate and Operational Policy 
Manager, SIGINT Operations 
Head, IT Security Systems Development 
Intelligence Analyst, Office of Counter-Terrorism 
Intelligence Analyst, Office of Counter-Terrorism. 


I
Team Leader, 
Team Leader, 
Team Leader, 
Team. Leader, 


Acting M Team Leader 
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ANNEX C — Tasking Workflow 


The responsibility for all tasking for CSEC collection assets resides 
with the team, 


The Activity Authorization Request 


The first step in the tasking process is the submission of an Activi Authorization 
Request (AAR) that must be submitted prior to undertaking 


operations and SIGINT Development (SIGDEV) or collection activities 
connected to the 
collection programs. 


In submitting the AAR, the analyst must relate the request to an intelligence requirement 
of foreign intelligence interest such as defined in a OCR. The AAR must include at a 
minimum: 


• An intelligence requirement/OCR; 
• NSPL tier level; 
• Collection source and 


against the activity to take place; 
▪ Target details, if available; 
• Tar etin and collection handling procedures; 


collection options; 
• Sponsoring elements; and 
• Tracking number. 


— as applicable — 


Upon the receipt of a new tasking request, the team shall complete the AAR 
and obtain approval from the Director SPOR, and the Director for 'Group. 


Upon signed approval, SIGINT development or collection connected to 
the collection programs may roceed. 
Tasking may also be registered with by 


An automated record of all tasking requests is maintained in thel 
!allowing 


retrieve and track collection—
intelligence requirement to the collection. 


-Tasking Check 


to originate, 
and link the 


The team is required to confirm that CSEC collection activity is conducted in 
accordance with an existing AAR on a basis. Any unauthorized tasking must be 
immediately removed until such time as a valid AAR is written and approved and the 
unauthorized tasking reported to the manager and SPOC staff and documented in 
CERRID, 
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Tasking Revalidation 


Following an initial tasking request, the team is required to revalidate at 
intervals. Revalidation includes an assessment on all tasking 


associated with the AAR and the maintenance of automated record in for all 
revalidation requests. During these assessments, the analyst can revalidate or terminate 
the tasking_ Once completed, the information is either destroyed or archived. 
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ANNEX D TarRetina Workflow 


CSEC targets communications using selectors. In a SIGINT context, targeting means to 
single out for collection or interception purposes and a selector is a piece of identifying 
information used by an entity for communications, such as a telephone number or an e-
mail address. 


The targeting process allows SIGINT to direct its collection activities at foreign entities 
associated with foreign intelligence requirements located outside Canada while selector 
management consists of the identification of selectors that can be used to target and 
retrieve data that can be specifically assigned and attributable to a target. 


The analyst must make an informed assessment of the foreign status of the entity 
associated with the selector by considering both the nationality as well as the location of 
the entity of interest, thereby ensuring that the entity is neither Canadian, nor from one of 
the five-eyes countries. 


Targeting Request 


A targeting request is an official request for the targeting of specific selectors to acquire 
associated communications data. 


i) Targeting requirements 


Analysts are responsible for the development of selectors, namely to conduct research 
and document that all conditions for targeting have been met and submitting targeting 
requests for validation via the automated targeting tool. 


Selectors are developed following targeting requirements. This ensures that collection 
systems will only collect data that contains the selector. Once successfully validated they 
are inserted into a dictionary for the purpose of identifying traffic 
(communications data) that relates to national foreign intelligence requirements. Selectors 
enable CSEC to filter out extraneous data. 


The rules-based targeting process begins with the analyst submitting a fully documented 
targeting request for validation, including the following elements of information: 


• a target identification number generated by 
• an identifier 
• an entity name, 
6 an entity nationality, 
6 an entity location, 
• an associated intelligence priority, 
• a pre-approved targeting justification, 
• a targeting priority, with justification, 
• a secure classification, 
6 
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O 


Other elements can be included, as appropriate, such as a Canadian Eyes-Only (CEO) 
comment or justification. 


ii) Analysts Search Selected Traffic via 


The  links the selectors to the Consolidated Traffic Repository (CTR) which contains 
selected traffic. The traffic is identifiable and searchable through its 


which comprises information including: 


Protected entities, such as Canadian citizens or potential targets located within Canada 
have to be identified and annotated as such so that they are not targeted. 


iv) Validates Selectors 


is responsible for the validation and action, if appropriate, targeting requests and to 
inform the analyst of the status of a targeting request (approved or denied) and the 
selector (targeted or de-targeted). 


The process through which OCT analysts submit designated selectors to his fully 
automated. While responsibilities ultimately lies with most requests are now 
handled by the automated approval system, which either approves, rejects, pools or refers 
requests for manual inspection, as appropriate. The analysts are still required to input the 
selectors into No selectors will be forwarded to collection without 
validation from 


All referred targeting requests are manually validated by =, in accordance with 
CS01-3-7, Authorities. 


Specifically, the validation process ensures that: 


• the selection string is in the proper format, 
• the targeting is directed at a foreign entity located outside Canada, 
• the targeting is related to an active GCR, and 
• the targeting justification is adequate. 


Targeting requests that pass all the rules in the targeting tool are automatically approved 
— or manually approved by — and forwarded to collection systems. 
Some requests are not handled by the automated tool. Requests directed at certain 
collection• are received by in the form of an e-mailed template, which 
validates manually and forwards to the collection system, as it does for referred requests. 
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If all elements of a targeting request are valid, the analyst receives a notification that the 
targeting request has been approved and forwards the selector to a collection 
system or systems. may also input valid selectors in other tools 
as required. 


On an annual basis — or more frequently, if required — the analyst must confirm that the 
selector is valid, meaning that the targeted entity is of a foreign nationality and located 
outside Canada and productive, meaning that the intercepted communication contains 
foreign intelligence associated with a OCR and aligned with the NSPL. The analyst is 
required to de-target selectors which are no longer valid or which are resulting in 
intercepted communications of no foreign intelligence value, or for which there is no 
longer an associated GCR. De-targeting also frees up space in the targeting dictionaries. 


Targeting requests which fail one or more rules are rejected and do not proceed to 
collection systems. provides the requesters with a notification of the rejection with 
the reason, so that they may — if appropriate — modi and resubmit the request. The 
new request for targeting becomes a new record in targeting history and 
the original request that was refused remains a record. 


v) Perform Capacity Management 


The team does a daily manual scan of incoming collection 
metrics. This is supplemented by automated alerts that are set up throughout the SIGINT 
end-to-end system to flag any issue requiring immediate action. 


In cases where a selector may cause or threaten to cause issues due to 
collection, an e-mail is sent to the to de-target the selector. The 
team removes the selector from the s stem and informs the appropriate analyst that their 
selector was removed due to collection providing the opportunity to 


of the selectors and retarget the problematic selector. 


vi) Analysts Annually Revalidate Selectors 


OPS-1 requires, at a minimum, that selectors be subjected to annual review to ensure they 
remain consistent with the GC intelligence priorities, Analysts monitor selectors to 
ascertain their value regarding the production of usable intelligence. Analysts must 
update their targeting regularly. In other cases, they must de-target selectors by deleting 
the ones that are unproductive or that bring in irrelevant traffic. 
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ANNEX E — Contact Chaining 


The process for conducting metadata analysis from metadata repositories 
is listed at section 2.3 of OPS-1-10. The analyst is responsible for: 


a. determining whether the metadata analysis is within the OPS- I-10 requirements; 
b. completing the Intelligence Branch Approval Form; 
c. obtaining the appropriate approvals; 
d. conducting the metadata analysis activities; and, 
e. attaching the results of the activities to the Approval Form, including, but not limited 


to the following: 


i. "nil" to indicate no results have been obtained, or 
ii. a full contact chain, or 


iii. a description or copy of the data obtained, and 
iv. the chosen for further analysis and/or targeting. 


An analyst who becomes aware of a that could be a candidate for 
metadata analysis must first apply the "foreign intelligence test" 


prior to initiating the approval process as per section 2.4 of OPS-1-10. Before proceeding 
to the contact chaining activity, the analyst must ensure that other avenues of foreign 
intelligence target development have been considered. In that case, the analyst must 
provide a detailed rationale, using the Approval Form, as to why the will likely 
lead to foreign intelligence. The pertinent GCR number must be included on the 
Approval Form, The analyst can then submit the completed Approval Form. Any 
negative response to any of these steps means that the analyst should not proceed with the 
contact chaining. 


Once a request to conduct a contact chain is 


"rived by the DGI, in accordance with OPS-1-10, an analyst may, for a period of 
from the date of the approval, conduct an using the 


approved and using data acquired up to the date of approval. 


The goal is to create a chain of foreign contacts that can help identify foreign intelligence 
entities of interest and to obtain foreign intelligence that meets the government's 
intelligence priorities. 
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ANNEX F — Report Production 


The main responsibility of the DGI analyst affected to the Office of Counter-Terrorism is 
to produce foreign intelligence reporting on terrorism-related targets of interest to the 
Canadian government on the basis of intercepted communications. This reporting is 
documented in a security-based EPR. 


OCT analysts follow the standard DGI path in the production of an EPR. However their 
various linguistic, technical and analytical skills are related to specific terrorism issues, 


The report production process is outlined below: 


1. Scanning 


Scanning plays a major role in the activities of the analyst. In order to determine if a 
piece of traffic is reportable, the analyst needs to ensure the topic falls within the 
parameters of foreign intelligence, meets the clients' needs and would not be available 
through open sources. 


Traffic 


II Once a selector is targeted, the analyst uses the traffic-scanning tool to examine the 
data amalgamated in the CTR. for reportable inte igence. It also allows the analyst to 
directly access several other ap lications such .as the d 
databases for data that include fax, traffic to cross 
reference what targeted information has been reported. The-
allows the analyst to write and store transcripts o scanned traffic and perform other 
functions related to traffic analysis. 


To facilitate traffic scanning, analysts may create saved queries that may include 
keywords or selectors relevant to their targets. Such queries ensure that only traffic 
pertaining to specific targets will be retrieved. 


Analysts regularly monitor and update their saved queries to ensure that the most 
productive results are produced. 


End-Product Reports 


The analyst scans RPRs in on a daily basis in order to be informed of 
recent developments in current issues and matters relating specifically to the targets. 
Scanning also allows the anal st to be informed of what five-e es *artners are reporting, 
especially on the target. 


and may show up in an analyst's channel if relevant to the topics he or she 
researches. The analyst can also scan EPRs for client feedback on the reporting line, 
which can provide valuable information that may influence future reporting as it often 
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reveals the areas of heightened interest or concerns about timeliness, relevance, or other 
factors. 


Open-Source Material 


Open-source publications can be scanned for content that may provide background 
information and augment the collated intelligence. 


2. Annotating Traffic for Privacy 


Private Communications 


The CTR default position automatically deletes unmarked data at the end of its retention 
period unless an analyst specifically marks it for retention. In order to protect the identity 
of Canadians and their communications while scanning traffic, analysts must annotate 
any traffic34 where: 


- one communicant is physically located in Canada, 
- one communicant is Canadian and physically located outside Canada, or 
- both communicants are foreign and located outside Canada and the communication 
contains information about a Canadian, but that information does not constitute foreign 
intelligence. 


Guidelines on annotating traffic can be found in OPS-1, Annex 2. More information on 
annotations can be found in the under "Privacy Annotations". 


Canadian Identity information 


In case where such information is to be shared with. GC clients and Second Parties, the 
analyst is required to suppress Canadian identity information, substituting a nondescript 
term for sensitive information.35


3. Translating Traffic 


If the traffic is in a foreign language, a linguist analyst will produce a olished translation 
that will be checked by a co-worker. The analyst has access to 


expert linguist for 
full translation. 


34 There is a statutory requirement to destroy records with privacy annotations that have been viewed and 
deemed irrelevant. Records with privacy annotations may only be retained if they are relevant and essential 
as per OPS-1, section 3.3. Such records receive a retention date of• years from the time the marking is 
applied. 
3s See OPS- 1-7 Operational Procedures far naming in SKINT Reports, July 8, 2011. 


A0000569_40-003457 


2017 01 05 AGCO264 An AA 
A-2017-00017--03801 







- 37 - TOP SECRET II SI II CEO 


4. Determining Reportability 


In order to determine if a piece of traffic is worth reporting, the analyst needs to ensure it 
constitutes foreign intelligence, meets the clients' needs and would not be available 
through open sources, The analyst must take into consideration such things as: 


• Government of Canada [intelligence] Requirements; 
▪ the NSPL; 
▪ previous reporting on the topic; 
▪ Second Party reporting related to the topic; 
• whether the information would be available through open sources; 
• the current reporting threshold — in relation to time and risk management. 


5. Research and Analysis 


IRRELEVANT 


6. Drafting 


IRRELEVANT 


7. Entering the Report Metadata 


RRELEVANT 


8. Editing 


IRRELEVANT 


IRRELEVANT If the report contains privacy information it is 
recommended to a senior executive. 
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9. Obtain the Necessary Sign-Offs 


Once the report is written and property edited, the analyst submits the entire report 
package to the releasing officer for final review and approval. it is released following the 
approval of the unit head who confirms that the EPR conforms to all legal and policy 
guidelines. If a report contains sensitive information it may require different or additional 
signoffs. 


10. Releasing the Report 


Once authorized for release, the analyst releases the report through 
Reports may be limited to Canadian clients or may be disseminated to all of, or a subset 
of the five-eyes community. 
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ANNEX G —Annexes A & B to the Information Needs Process 


ANNEX A: How to send information to CSEC 
(Instructions for Government of Canada clients) 


1. Prepare 


Include in the message: 
• The caveat: The following information was lawfully obtained by [Your Department] 
under its authorities and is being provided to CSEC in relation to CSEC's foreign 
intelligence mandate to provide information about the capabilities, intentions or 
activities of a foreign individual, state, organization or terrorist group, as they relate 
to international affairs, defence or security in accordance with Government of Canada 
foreign intelligence and national SIGINT priorities." 
• all relevant contextual information regardless of nationalities 
• all possible "identifiers" (see list below) relevant to the case, regardless of users' 
nationalities 
• any identifiers that belong to persons in Canada — including foreigners in Canada or 
Canadians abroad must be flagged as such 
• possible identifiers include (but are not limited to): 
❑ telephone numbers 
I. e-mail addresses 
❑ IP addresses 


• references to any previous or related messages sent to CSEC 
• your contact information so CSEC can acknowledge receipt of the message, and 
follow up 
Do not include... 
• any request to target a Canadian 
• requests for information about Canadians 


2. Send 


• you can state in our messa e to whom you would like it to go (e.g.) "ATTN: 'Name", 
Team Leader, but always send the message to the above e-mail 
address 
• feel free to CC: the relevant CSE integree to ensure we are aware of your message 


Sending messages directly to individuals causes confusion and messages get lost. 
Please do not send messages to INDIVIDUALS at CSE. 
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ANNEX B: How CSEC will acknowledge GoC messages 
(Instructions for DGI) 


Upon receipt of your message, the relevant area at CSEC will acknowledge your message in one 
of four possible ways: 


A) "Thank you for the information you have provided which we have determined 
corresponds to Government of Canada SIGINT Requirement 
This issue is ranked as Tier on the National SIGINT Priorities List. CSEC will use 
your information for foreign target development and/or to generate foreign intelligence in 
relation to CSEC's Mandate to provide information or intelligence about the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist group, as 
they relate to international affairs, defence or security. The point of contact will be 


• , who can be reached by telephone at (613) 9 
or by Mandrake e-mail at 


B) "Thank you for the information you have provided corresponding to Government of 
Canada SIGINT Requirement . Given current resources and 
priorities, CSE may not be able to undertake target development or intelligence 
generating activities related to this information. However, it will be retained in the event 
resources and/or priorities related to this subject change. Should you have any questions, 
please contact , who can be reached by telephone at (613) 
9 or by Mandrake e-mail at . 77 


C) "Thank you for the information you have provided. The information does not conform to 
any current Government of Canada SIGINT Requirement. As such, CSEC will not 
undertake target development or intelligence generating activities related to this 
information. However, it will be retained in the event this situation changes. Should you 
have any questions, please contact , who can be reached by 
telephone at (613) 9 or by Mandrake e-mail at 


D) "Thank you for your message. CSEC is not able to undertake any activities 
related to this information under our Foreign Intelligence mandate to provide 
information or intelligence about the capabilities, intentions or activities of a 


foreign individual, state, organization or terrorist group, as they relate to 
international affairs, defence or security. However, we may be able to assist you 
under our mandate to provide technical and operational assistance to federal law 
enforcement and security agencies in the performance of their lawful duties. 
Should you wish to pursue this as a request for technical assistance, please contact 
CSEC or the CSEC Liaison office within your organization, which will be able to 
provide the requisite request template for signature from an executive or 
equivalent and forwarding to CSEC." 
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ir~istar .Ministr.e 
of National Defence. 


APR 3 0 20:14 


de la Defense rationale 


A 0K2 


The Honourable Jean-Pierre Plouffe 
Communications Security Zstablishment Commissioner 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
KiP 5B4 


Dear Commissioner Plouffe; 


I am writing to respond to your 24 February 2014 report entitled Review the Aaivtties 
of the Office of Counter' Terrorism. 


was pleased to note that you found CSE's activities to be :lawful, earried.OUt in a manner 
that rer sects the privacy of Canadians, and subject to adequate policy guidance and 
monitoring. 


I have been advised by the Chief that .CSE has.: accepted both of the report's 
recommendations. C.SE's ongoing revisions 14.: the relevant operational policies are 
expected to address your first recommendation. In response to your second 
recommendation, CSE intends to develop written guidance to employees. 


For your convenience, I have attached CSE's management response to the repo 
recommendations. I trust you will find the response satisfactory. 


A0000570_1-003462 


2017 01 05 AGCO265 1 .,f7 
A-2017-00017--03806 







TOP SECRETUSIIICE0 


ANNEX A: 
CSE Management Responses to Recommendations in the Commissioner's 


Review of the Activities of the Office of Counter Terrorism 


Review Recommendations 


Recommendation no. 1: 


"CSE should modif its olic OPS-1-10, Procedures for Metadata Analysis 
to reflect current practices for these activities, specifically 


for record keeping." 


CSE Management Response to Recommendation no. 1: 


Accepted. The relevant operational policy is under revision. The revised version of the 
policy will provide updated instructions on record keeping that will align with current CSE 
practices. 


Recommendation no. 2: 


"CSE should promulgate guidance to codify its practices to address cases when an 
analyst identifies that a Second Party is targeting a Canadian, including notification to 
the Second Party to desist from such targeting and record keeping of such cases." 


CSE Management Response to Recommendation no. 2: 


Accepted. CSE will develop and promulgate guidance regarding the procedures that 
analysts should follow, if they determine a Canadian is being targeted by a Second 
party. This will include requesting that the Second party ceases its targeting. 
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Summary authorized, see Annex A. SECRET 


OPS-6: Policy on Mistreatment Risk Management 


Effective Date: 5 November 2014 


1. Introduction 


1.1 Objectives 


1.2 Context 


The objectives of this policy are to: 
• Enable CSE to manage the risk of mistreatment of individuals when sharing 


information with foreign entities; 
• Provide guidance on sharing information when risk mitigation is unclear or 


there is a substantial risk of mistreatment; and 
• Ensure CSE applies a coherent and consistent approach when deciding 


whether or not to share information with foreign entities when doing so may 
give rise to a risk of mistreatment of an individual. 


Sharing information with foreign entities is essential to Canada's ability to 
respond to national security threats and is a formal obligation pursuant to 
Canada's adoption of various international resolutions and agreements. There 
is, however, an inherent risk that sharing information could result in the 
mistreatment of an individual. 


Canada is party to a number of international agreements that prohibit torture 
and other forms of cruel, inhuman or degrading treatment or punishment 
(mistreatment), including the International Covenant on Civil and Political 
Rights and the Convention Against Torture. Torture is a criminal offence in 
Canada that has extraterritorial application and the Criminal Code prohibits 
activities that would amount to complicity in torture. More broadly, section 7 
of the Canadian Charter of Rights and Freedoms (Charter) guarantees that 
everyone has the right to life, liberty and security of the person. Any 
information sharing linked to foreign torture could be found to violate section 
7 of the Charter. 


Cabinet Confidence The Framework for Addressing Risks in 
Sharing Information with Foreign Entities (The Framework) to manage the 
risk that sharing information with foreign entities could result in the 
mistreatment of an individual. Government of Canada (GC) departments and 
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Introduction, Continued 


Context 
(continued) 


agencies must implement the Framework through Ministerial direction. 
Accordingly, the Minister of National Defence (the Minister) issued the 
Ministerial Directive — Framework for Addressing Risks in Sharing 
Information with Foreign Entities (Mistreatment Risk Management MD) to 
provide direction to CSE on the operationalization of the Framework. The 
MD requires that CSE develop policies to guide information sharing, 
including approval authorities that are commensurate with the risk of 
mistreatment. 


1.3 Authority to CSE's authority to share information stems from its authority in the National 
Share Defence Act (NDA) to: 
Information 


1.4 Scope 


• Acquire, retain and use information from the global information 
infrastructure for the purpose of providing foreign intelligence (part (a) of 
the mandate); and 


• Provide advice, guidance and services to help ensure the protection of 
electronic information and information infrastructures of importance to the 
Government of Canada (GC) (part (b) of the mandate). 


All information sharing must be in accordance with: 


• The NDA; 
• The Framework 
• Ministerial Directive — Framework for Addressing Risks in Sharing 


Information with Foreign Entities (21 November 2011) (Information 
Sharing MD); 


• IRRELEVANT 


Cabinet Confidence 


• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSE Activities; 


• OPS-1-1: Procedures for the Release of Suppressed Information from 
SIGINT Reports; and 


• OPS-1-6: Operational Procedures for Naming and Releasing Identities in 
Cyber Defence Reports. 


OPS-6 applies to any information that CSE is considering sharing with 
foreign entities 


that could give rise to a risk of mistreatment. OPS-6 applies to 
both SIGINT and ITS information. 
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Introduction, Continued 


Scope 
(continued) 


1.5 Sharing 
Information 
from Other 
Entities 


Types of information that could give rise to a risk of mistreatment include: 
• SIGINT reports and sanitized SIGINT; 
• Cyber Threat and Cyber Defence reports; 
• Suppressed information; 
• 


• Metadata; and 
• Information from other government departments. 


Information sharing that does not lead to the identification of an individual 
does 


not require a Mistreatment Risk Assessment (MRA). 


Note: 


In accordance with the Framework, CSE is responsible for conducting an 
MRA when it shares information that originates from another government 
department with a foreign entity. 


Either SIGINT, ITS or DGPC is responsible for conducting the MRA, 
depending on how the information is being shared. See section 3.2 for more 
information. 


1.6 Exemptions OPS-6 does not apply to: 
to OPS-6 


• CSE information that GC departments and agencies wish to share with 
foreign entities. Each GC department is responsible for managing the risk 
of information sharing with foreign entities, in accordance with the 
Framework and any departmental or Ministerial direction, as appropriate. 


• CSE information (including collection, analysis and reports) that 
Second Party partners intend to use solely in their national channels. 
CSE' s long-standing information-sharing protocols with Second Parties 


are accounted for in a 
manner consistent with the Framework. 
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Introduction, Continued 


Exemptions to 
OPS-6 
(continued) 


1.7 Application 


1.8 
Consequences 
of Not 
Complying 


• Collection and unanalyzed metadata from collection operations 
conducted by CSE where the data is shared 


• Results from activities conducted 
where the Chief is satisfied that the risk of mistreatment for 


the information sharing is low and has approved the sharing. 


Note: CSE must assess the mistreatment risk 
associated with sharing information and include 
a clause related to Mistreatment Risk 
Management (MRM) 


The risk of mistreatment risk must 
be re-assessed annually, or sooner, if 
circumstances arise which call the existing 
assessment into question. 


OPS-6 applies to CSE staff and other parties (such as secondees, integrees, 
contractors, students, and CFIOG personnel) when conducting activities 
under CSE authorities. 


Failure to comply with OPS-6 and follow MRM practices when sharing 
information could have extremely serious consequences, including: 


• Risk of mistreatment to individuals; 
• Severe damage to Canada's reputation; and 
• Legal repercussions, such as civil action (a lawsuit against the GC in which 


the GC could be found liable) or criminal charges against CSE officials for 
complicity in torture. 


It is imperative that CSE exercise due diligence, and be able to demonstrate 
that it has done so, when releasing information to foreign entities that may 
give rise to a risk of mistreatment. 


Staff who do not comply with this policy will face management disciplinary 
sanctions, up to and including termination of employment. 
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Introduction, Continued 


1.9 Authority This policy is issued under the authority of Chief, CSE, in accordance with 
section 273.62(2) of the NDA. 
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2. Policy 


2.1 Principles In accordance with the Framework and the Mistreatment Risk Management 
MD, when considering release of information to foreign entities, CSE must: 


• Identify and assess the risk of mistreatment; and 
• Ensure that approval authorities are commensurate with the risk of 


mistreatment that may result (see section 4.1 and Annex 1 for more 
information). 


Where CSE has identified a substantial risk of mistreatment, CSE will: 


• Examine and apply reasonable measures to mitigate the identified risk; 
• Balance the residual risk with the need to share the information; 
• Consider the threat to Canada's national security or other interests and the 


importance of sharing the information and; 
• Seek approval for the information sharing from a Director General, Deputy 


Chief, or the Chief, as appropriate (see section 4.1 and Annex 1 for more 
information). 


Attention: The Chief must approve all 
information sharing where there is a substantial 
risk of mistreatment and it is unclear whether 
the risk can be mitigated through the use of 
caveats, assurances or other means. 


2.2 Information An MRA is required when CSE shares information: 
Sharing 
Requiring an 
MRA 


• Indirectly with a foreign entity through GC or Second Party partners; 


Continued on next page 
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Policy, Continued 


Information 
Sharing 
Requiring an 
MRA 
(continued) 


2.3 Assessing 
Risk 


2.4 Mistreatment 
by a Foreign 
Entity 


How the information is being shared will determine who conducts the MRA 
and the approval authority for the information sharing (see section 3.2 for 
more information). 


Note: Indirect sharing is the transfer of 
CSE information to a foreign entity via a 
GC, Second Party 


Assessments cannot provide categorical assurances that mistreatment will not 
occur. However, strict conformity with the MRA process will ensure that 
CSE has considered relevant factors in its decision-making process and is 
taking reasonable and appropriate measures to mitigate the risk. 


CSE may assess the risk of mistreatment as low, speculative or substantial. 


If CSE becomes aware that information it has shared with a foreign entity has 
directly or indirectly led to mistreatment, it will: 


• Document the incident, including information related to any non-
compliance with caveats; 


• Review its activities to determine if the information sharing was done in 
accordance with CSE policies; 


• Propose appropriate action to prevent similar incidents in future (e.g., 
refraining from further sharing with the entity or addressing gaps in 
protocols that the incident identified); 


• Consider consulting Department of Foreign Affairs, Trade and 
Development (DFATD) to lodge a protest with the foreign entity, either 
directly or indirectly through a Second Party partner; 


• Inform GC clients that deal with the entity of the incident, as appropriate; 
and 


• Notify the Chief, who may notify the Minister and CSE Commissioner as 
appropriate, of the incident and CSE's response. 
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Policy, Continued 


2.5 Reporting On a quarterly basis, DG PC is required to report to the Chief on information 
Requirements sharing with foreign entities requiring an MRA. These 


quarterly reports include: 


• The number of requests to share information received, broken down by 
requestor and final recipient; 


• How the information has been shared 
• The number of requests that have been approved (with requestor and final 


recipient identified); 
• The number of requests that have been denied (with requestor and final 


recipient identified); 
• The percentage of requests approved at each level (Manager, Director, 


Director General and Chief); 
• The assessed risk associated with these requests; and 
• Any known instances of a recipient's non-compliance with assurances and 


caveats. 


To facilitate this reporting: 


• Corporate and Operational Policy will maintain a record of indirect 
information sharing; 


• 


DG SIGINT Programs and Director PMO will provide this information to 
Corporate and Operational Policy on a quarterly basis for reporting to DG PC 
and the Chief. 


2.6 Oversight DG PC is the MRA authority within CSE. DG PC maintains oversight of the 
and MRA process and may review a sample from the MRA log on a quarterly 
Accountability basis to ensure information sharing is in accordance with OPS-6. 
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3. Sharing Information 


3.1 Mistreatment CSE employs a formal and comprehensive methodology to assess the 
Risk potential risks of mistreatment of individuals as a result of sharing 
Assessment information with foreign entities. MRAs consist of: 
(MRA) 


• Reviewing CSE's records (including SIGINT reports) 


• Researching in multiple sources, including reviewing DFATD and 
Citizenship and Immigration Canada (CIC) assessments (where available); 


• Analyzing the information against established criteria in order to evaluate 
the human rights record of the intended recipients of the information and the 
risk of detention (i.e. the likelihood that the recipient of the information will 
be able to detain the person involved); 


• Verifying the existence of mistreatment risk considerations in any existing 
information sharing arrangements; 


• Assessing the purpose of the information sharing; 
• Assessing the anticipated effectiveness of any risk mitigation (see section 


3.6 for more information); and 
• Evaluating the foreign entity's compliance with past assurances, as per 


CSE's records. 


Once the MRA is complete, CSE will assess the risk of mistreatment as low, 
speculative or substantial. 


Note: CSE will catalogue all MRA and 
information sharing decisions based on 
these assessments. MRA documentation 
is subject to review by external bodies 
such as the CSE Commissioner and the 
Federal Court. 


Continued on next page 
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Sharing Information, Continued 


3.2 Who The following table outlines, according to the recipient and how the 
Conducts the information is being shared, the responsibilities for conducting an MRA. 
MRA? 


3.3 Low Risk 


3.4 Speculative 
Risk 


Recipient 


Foreign 
Entity 


How is the 
information shared? 


Indirectly (through a 
GC partner) 


Who conducts the 
MRA? 


The GC partner sharing 
the information 


Foreign 
Entity 


Indirectly (through a 
Second Party) 


DGPC (with support 
from DGP / PMO) 


Information sharing is considered Low Risk when an analyst reasonably 
determines that mistreatment is unlikely. Being a signatory to the Convention 
Against Torture does not automatically render an entity low risk. 


Information sharing is considered Speculative Risk when an analyst 
reasonably determines that mistreatment is possible but the assessment is 
based on theory or speculation. A determination of speculative risk is also 
appropriate where the recipient has a questionable human rights record or 
where there are concerns about the recipient's adherence to the Convention 
Against Torture. 


A determination of speculative risk is not appropriate if an analyst concludes 
that mistreatment is likely (i.e. more likely than not) or where mistreatment is 
possible and, were it to occur, would result in severe harm. 
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Sharing Information, Continued 


3.5 Substantial Information sharing is considered Substantial Risk when it is reasonably 
Risk concluded that there is a personal, present, and foreseeable risk of 


mistreatment. The assessed risk must be real and based on something more 
than theory or speculation. In most cases, the test for substantial risk will be 
satisfied when it is more likely than not that there will be mistreatment. 


When the final recipient of the information has a poor human rights record 
and, if detained, the individual is likely to be mistreated, the risk must be 
assessed substantial. 


Attention: The "more likely than not" test 
should not be applied too rigidly because in 
some cases, particularly where the risk of 
severe harm is possible, the "substantial risk" 
standard may be satisfied at a lower level of 
probability. 


3.6 Mitigating CSE will use mitigation measures to reduce the risk that an individual could 
Risk be mistreated as a result of information shared by CSE. These mitigation 


measures must be limited to factors that are under its control or the control of 
Second Party partners, as warranted in the circumstances. 


This includes: 
• Using caveats to impose dissemination controls that prohibit recipients from 


sharing information or otherwise restricts use of the information; 
• Obtaining assurances from the recipient or the Second Party intermediary 


that no mistreatment will occur; 
• Editing the information to reduce the risk of mistreatment (such as 


suppressing or omitting identifying information of individuals); and 
• Mandatory incorporation of human rights provisions in any information-


sharing 


Continued on next page 
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Sharing Information, Continued 


Mitigating Risk In addition, CSE will identify any mitigating considerations, i.e., factors that 
(continued) are outside its control but that indicate a mitigated risk in sharing information. 


For example, mitigating considerations include: 
• Situational factors that would diminish the risk of mistreatment, such as: 


• Efforts by the recipient country to address past cases of mistreatment, 
• 


• Modified detention processes that eliminate the risk of mistreatment, 
and 


• Guaranteed access to detainees; 
• CSE's history of sharing with the recipient (this includes reviewing CSE's 


records to assess the foreign entity's compliance with past assurances and 
caveats); 


• The foreign entity's history of lack of mistreatment or efforts to address past 
cases of mistreatment; and 


• Observations or statements from GC or Second Party partners related to the 
recipient. 


3.7 Unmitigated If the risk of mistreatment cannot be mitigated (i.e. the proposed mitigation 
Risk measures are not likely to be effective) or if the risk remains substantial 


despite mitigation, the information sharing must be assessed as Substantial 
Risk. 


3.8 Proportionality Should the analysis determine that the risk remains substantial, CSE will 
consider the following, properly characterized in terms of its accuracy and 
reliability, when deciding whether to share information: 


• The threat to Canada's national security or other interests, including the 
nature and imminence of that threat; 


• The importance of sharing the information, having regard to Canada's 
national security or other interests; 


• The status of CSE's relationship with the foreign entity; 
• The views obtained from DFATD; 
• The status of other GC entities' relationships with the foreign entity, as 


appropriate; and 
• Any other relevant facts that may arise in the circumstances. 
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Sharing Information, Continued 


3.9 Annex 2 Annex 2 


3.10 Amendments 
to Annex 2 
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4. Approvals for Information Sharing 


4.1 Approvals 


4.2 Approvals: 
Information 
about 
Canadians 


In accordance with the Mistreatment Risk Management MD, approvals for 
information sharing are commensurate with the risk of mistreatment. When 
the information is not about a Canadian or person in Canada the approval 
levels are as follows: 


Risk Approval 


Low Manager 
Speculative Director 


Substantial — Mitigated 
Director General or Deputy 
Chief 


Substantial — Unmitigated or 
insufficiently mitigated 


Chief or Minister 


Approval authorities may not be delegated downward but may be exercised 
by anyone officially acting in the position or at a higher level. Nothing 
precludes a decision-maker from elevating the approval decision should they 
feel it is warranted. 


For more information on approval authorities, see Annex 1. 


CSE employs a modified approval process for information sharing requests 
when the information being shared relates to a Canadian or a person in 
Canada. 


In light of Charter considerations and in accordance with paragraph 
273.64(2)(b) of the National Defence Act, the Director, Disclosure, Policy and 
Review (DPR) will, regardless of the MRA findings: 
• Review all proposals to share information when the potentially affected 


person is a Canadian citizen, permanent resident of Canada or any entity in 
Canada; 


• Consult the Directorate of Legal Services (DLS), if required; and 
• Brief senior management on the proposal. 


If concerns are identified, the decision to share information will require a 
higher level of approval, as determined by Director DPR. If no concerns are 
identified, the proposal can be approved in keeping with the levels identified 
for non-Canadians. These requests must be submitted via the Privacy and 
Interests Protection team (D2A). 
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5. Additional Information 


5.1 Accountability The following table outlines accountabilities for revising, reviewing, 
for OPS-6 recommending, and approving this policy. 


Who Responsibility 
Chief • Approves this policy 
Directorate of 
Legal Services 


• Reviews for legal compliance 
• Provides legal advice, as required 


Director PMO • Recommends approval of this policy 


DG PC 
• Recommends approval of this policy 
• Ensures operational instructions for MRM are 


developed and implemented for DGPC 
DG SIGINT 
Programs 


• Ensures operational instructions for MRM are 
developed and implemented for SIGINT 


Director, SIGINT 
Requirements 
(SPR) 


• Recommends approval of this policy 


Director, PMO 
• Recommends approval of this policy 
• Ensures operational instructions for MRM are 


developed and implemented for ITS 


Director, DPR • Reviews this policy for consistency with the policy 
framework 


Corporate and 
Operational 
Policy 


• Revises this policy, as required 
• Responds to questions on this policy 


5.2 References • National Defence Act 
• Convention Against Torture and Other Cruel, Inhuman or Degrading 


Treatment or Punishment 
• Criminal Code 
• Canadian Charter of Rights and Freedoms 
• Ministerial Directive on the Framework for Addressing Risks in Sharing 


Information with Foreign Entities (21 November 2011) 
• Framework for Addressing Risks in Sharing Information with Foreign 


Entities Cabinet Confidence 
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Additional Information, Continued 


5.3 Amendment 
Process 


5.4 Review 


5.5 Questions 


Situations may arise where amendments to this policy are required because of 
changing or unforeseen events. Significant amendments require the Chief s 
approval, though this approval may be delegated. Minor amendments may be 
approved by DG PC. DG PC may amend Annex 2 at any time. 


All CSE activities, including policies and procedures, are subject to 
management monitoring, audit and review by various government review 
bodies, including the CSE Commissioner and the Privacy Commissioner. 


Questions regarding this policy should be addressed to @cse-
cst.gc.ca. 
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Annex 1: Approval Authorities and Accountability 


A.1.1 Roles and The following table sets out the roles and responsibilities within CSE for 
Responsibilities implementing this policy. 


Who Responsibility 


Chief 


• Indirect sharing (SIGINT and ITS): In consultation 
with DG PC, approves or denies indirect information 
sharing where the risk of mistreatment is substantial 
and unmitigated 


• Direct sharing (SIGINT): In consultation with DC 
SIGINT, approves or denies direct SIGINT 
information sharing where the risk of mistreatment is 
substantial 


• Direct sharing (ITS): In consultation with DC ITS, 
approves or denies direct ITS information sharing 
where the risk of mistreatment is substantial 


• Substantial Risk: Seeks review by the Minister when 
there is a substantial unmitigated risk of mistreatment 
and the Chief determines the Minister should be the 
decision-making authority 


• Mistreatment: Informs the Minister and the CSE 
Commissioner, as appropriate, in the event that CSE 
information may have been linked to mistreatment by 
a foreign entity 


DC SIGINT 
• Direct sharing (SIGINT): Advises the Chief on direct 


SIGINT information sharing where the risk of 
mistreatment is substantial and unmitigated 


DC ITS 
• Direct sharing (ITS): Advises the Chief on direct ITS 


information sharing where the risk of mistreatment is 
substantial and unmitigated 


DLS 
• Provides legal advice, as required 
• Reviews this policy for compliance with the law 


Continued on next page 
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SErRET 


Annex 1: Approval Authorities and Accountability, Continued 


A.1.1 Roles and 
Responsibilities 
(continued) 


0 Responsibility 


DG PC 


DG SIGINT 
Programs 


DG Cyber 
Defence 


• Indirect sharing (SIGINT and ITS): Approves or 
denies indirect information sharing where the risk of 
mistreatment is substantial but mitigated 


• Mistreatment: Directs CSE's response if indirect 
sharing may have resulted in mistreatment, including 
notifying the Chief, DC SIGINT or DC ITS, and DLS 


• Annex 2: In consultation with DG SIGINT Programs, 
approves the Annex 2 as well as any 
amendments 


• Operational Instructions: Ensures MRM operational 
instructions are developed and implemented for DGPC 


• Oversight: Maintains oversight of the MRA process 
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SErRET 


Annex 1: Approval Authorities and Accountability, Continued 


A.1.1 Roles and 
Responsibilities 
(continued) 


Who Responsibility 


Director PMO 
• Reporting requirements: Coordinates ITS' s input to 


the quarterly reports to the Chief on information 
sharing 


Director, DPR 


• Indirect sharing (SIGINT and ITS): Approves or 
denies indirect SIGINT and ITS information sharing 
where the risk of mistreatment is speculative 


• Information about Canadians: Reviews all requests 
that involve information about a Canadian or person in 
Canada 


Manager, 
Corporate and 
Operational 
Policy 


• Indirect sharing (SIGINT and ITS): Approves or 
denies indirect SIGINT and ITS information sharing 
requests where the risk of mistreatment is low 


• Indirect sharing (SIGINT and ITS): Receives and 
processes requests from Second Party partners for the 
indirect release of sanitized SIGINT, suppressed 
information, or other SIGINT-derived information to 
non-Second Party entities 


• Annex 2: In consultation with SIGINT, maintains and 
suggests changes to the Annex 2 


Foreign 
Relations 
Coordinator 


Manager ITS 
Programs, 
Oversight and 
Compliance 
(IPOC) 
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SErRET 


Annex 2: 


A.2.1 
Introduction 


Annex 2 


Note: DG PC may amend Annex 2 at any time. 
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SErRET 


Annex 2: 


A.2.1 
Introduction 


Continued 
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TOP SECRETPCOPJANTRCPC 


1.1 
Centro de Ng 'twits 


Estosinmpli C Sanr
*  


a 045 5554545445.5054404 C005418 


Contact Chaining 
Associated Policies and Instructions 


Policy Awareness 
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• Develop awareness of policy requirements associated 
with 


IRRELEVANT 


• Learn the 
contemplating metadat 


of the CSEC Mandate 


• Learn the


to follow when 
analysis 


Canada. 
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Method developed to enable the analysis, from information 
derived from metadata, of communications activities or patterns to 
build a profile of communications contacts of various foreign 
entities of interest in relation to the Fl priorities of the GC, 
including: 


— Number of contacts to or from these entities 
— Frequency of these contacts 
— Number of times contacts attempted or made 
— Time period over which these contacts were attempted or made 
— Other activities aimed at mapping the communications of foreign 


entities and their networks 


Ref: Ops-1:8.3 


C;-triada 


Ops-1 8.3 Defines Contact Chaining as: 


Contact Chaining refers to the method developed to enable the analysis, from 


information derived from the metadata, of communications activities or 


patterns to build a profile of communications contacts of various foreign 


entities of interest in relation to the foreign intelligence priorities of the GC, 


including the number of contacts to or from these entities, the frequency of 


these contacts, the number of times contacts were attempted or made, the time 


period over which these contacts were attempted or made as well as other 


activities aimed at mapping the communications of foreign entities and their 


networks. 
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Under Part A Authorities 


• OPS-1 
— Protecting the privacy of Canadians and ensuring legal 


compliance in the conduct of CSE activities 


• OPS-1-10 
— Procedure for Metadata Analysis 


or activities are to be carried au 


• CC activities be conducted for the purpose of 
obtaining: providing or disseminating intelligence 


'a. 
C;111acia 


Understanding the policy requirements contained in both Ops-1 and Ops-10 are 
essential before conducting contact chaining activities. 


Metadata analysis including contact chaining must NEVER be conducted for the 
purpose of obtaining, producing or disseminating intelligence about a Canadian 
located anywhere or any person located in Canada. 
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Uncter Pa 
IRRELEVANT 


IRRELEVANT 


C Authorities 


C;iriada 


The focus of this presentation is on MTDA conducted under Part A authorities to 
derive foreign intelligence. 
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• Contact Chaininc - 
• MTDA is normally 
• However, MTDA 


may be only option for new target 
discovery leading to Fl 


• OPS-1-10, Annex 1 provides guidelines to make the 
decision (F1 test) and if positive, determines which 
approvals are required 


Ref: Ops 1-10:6.8 


Canada 


•Contact Chaining is considered a part of Metadata Analysis according Ops-1-10:6.81 
•Therefore Contact Chaining activities must be conducted in accordance with that policy document Ops 1-10. 


Ref: Ops 1-10:6.8 Metadata Analysis 
•Metadata analysis includes various types of SIGINT Develo 
includin contact chainin • no need to mention 
•Contact Chainin 


ment activities conducted against metadata, 
ou're not soing to focus on that) if 


In some instances where other SIGINT development avenues have 
already been considered, initiating metadata analysis 


may be the only available option for 
conducting target discovery activities where there are reasonable grounds to 
believe that this activity may provide Fl. 


Because privacy measures must be applied to metadata that is known to be 
associated with Canadians anywhere or any person in Canada, -
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To determine if you can conduct metadata analysis 
follow the specific procedures laid out in the Annex 1 


Flowchart 


1. Apply the Fl (Foreign Intelligence) Test 


2. Determine who approves 
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ANNEX 2: A) c,va I Fc,i to Conduct Aietad 
alysi 


Ref: Ops1-10: Annex 2 


Gmada 


TO get required approvals and sign-offs use: 


•Ops 1-10 Annex 2 Form to conduct MTIDia, 
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0 


• 'I —Just"
• GCR 
• I certify there are reasonable grounds ... that will yield Fl 


• 2 


• DGI initials each one listed 


• 3 — History 
• Record of actions 


— Analyst submit 
— Supervisor review 
— Manager recommends to 
- recommends to DGI 
— DGI approves or recommends for Exceptional Report Release to 


Chief (exceptional cases meeting pare 2.10) 


C;iriada 


The approval form at Annex 2 is broken down into several parts. Its purpose is to: 


• document the justification or rationale for conducting the activity, 


• identify the intelligence priority asw with the activity, 


• list the specific that are involved in the activity, 


•and track the approvals for the activity. 


These forms are subject to internal and external review, including review by CSEC's 
Audit and Evaluation Group (DGAEE) and by the Office of the CSEC Commissioner 
and it is critical that they be completed accurately prior to initiating the activity. 
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Once OPS 1-10 is approved, it is crucial to: 


- Record the results in a OPS1-10 file held separately by 
the manager (TL). results should be recorded, 
with tool and date info. Word document can be used 
Note foreign leads, and source accordingly when 
targeting 
Include full contact chains 
Cease analysis after-
Securely store analysis findings/notes for tracking 


purposes 
- Retention rules apply 


Canada 


The approval form at Annex 2 is broken down into several parts. Its purpose is to: 


• document the justification or rationale for conducting the activity, 


• identify the intelligence priority asw with the activity, 


• list the specific that are involved in the activity, 


•and track the approvals for the activity. 


These forms are subject to internal and external review, including review by CSEC's 
Audit and Evaluation Group (DGAEE) and by the Office of the CSEC Commissioner 
and it is critical that they be completed accurately prior to initiating the activity. 
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• Form fields are similar to Annex 2 


• Highest level approval is from ©GI Manager 


Ref: Opal-10: Annex 3 


Canada 


In some instances, conducting metadata analysis 
only option to meet a foreign intelligence need. 


The form at Annex 3 of OPS-1-10 must be used to document activities 


may be the 
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OP RET // 
Cornmunicat!,.:,n,F: Mty Centre de is seCurite 


dos 


S254•Contact Chaining Clinic 
Day 1: characterizin 
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Communications Security Centre de la securite 
Establishment des telecommunications 


i:-:serv. TOP SECRET // COMINT 


fen A
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38
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• Accessing and finding help 


• Gearing up for a contact chain 


• Chaining 


• Introduction to 


• Exercises: characterising=111 


Canada 
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TOP SECRET // COMINT 
Communications Security Centre de la sr unk§ 
Establishment des telecommunications 


- - 


arid finding help 


• Newest version is 


• If that version doesn't work use the •revious version at 


Canada 


A
-2


01
7-


00
01


7-
03


84
4 


2017 01 05 AGCO268 4 of 58 







i:-,!sentreN , TOP SECRET // COMINT 
k;i. Communications Security Centre de la securite 


Establishment des telecommunications 


Au -LI 


ring up for a contact chain 


What are you looking for? 


• Number of events (times contacted) 


• Date and time of each event 


• Duration of each event 


• Patterns 


Canada 
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I  411, Communications Security Centre de la sr unk§ 
Establishment des telecommunications 
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earin u • for a contact chain 
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TOP SECRET // COMINT 


earing up for a contact chain 


AMINE 11U3 -1Z1 


.011E1111 


Nt 
Canada 


A
-2


01
7-


00
01


7-
03


84
7 


2017 01 05 AGCO268 7 of 58 







r t' 


k;i. Communications Security Centre de la securite 
Establishment des telecommunications 
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Communications Security Centre de la sr unk§ 
Establishment des telecommunications 


Chaining 


OEN 11U3 ,A11,111 
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Communications Security Centre de la securite 
Establishment des telecommunications 


Chaining 


SECRET // COMINT 


Canada 
411= 411==:=11+13 13M: tIMT=1=1=1=MI IM311-;==!=!=!M:21±1:! 


A
-2


01
7-


00
01


7-
-0


38
50


 


2017 01 05 AGCO268 10 of 58 







sap Communications Security Centre de la securite 
Establishment des telecommunications 


TOP SECRET 1/ COMINT 


Exercises day 
Exercise 1.01 


Let's chain just to see whether 
everything works here in class. 


Chain 


AIME 11U3 , Arppl 


.011E1111 
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i:-,serv. TOP SECRET // COMINT 
Communications Security Centre de la securite 
Establishment des telecommunications 


Cha in 4-1 


AMINE 11U3 -1Z1 


.011E1111 


Canada 
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Chaining 
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Establishment des telecommunications 


Chainin 


Ile _OUTIE 110 , 1 ,111 


.011E1111 
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t Communications Security Centre de la securite 
Establishment des telecommunications 


!! 


TOP SECRET 1/ COMINT 


Exercises day 1 
Exercise 1.02 


Try out the 
function you've chained 


lust to make sure it 
works. 
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Communications Security Centre de ecla s urite 
Establishment telecommunications 
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Communications Security Centre de la skunk§ 
Establishment des telecommunications 


TOP SECRET // COMINT 


Further exercises day 1 


• Pretend that the following 
information on a file. 


• Based on initial contact chaining results, 
characterize the as best as you can. 


• Remember to the if 
re uiti l; if it's not a determine 
its
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Exercises day 1 
Exercise 1.05 
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Exercises day 1 
Exercise 1.06 
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Exercises day 1 
Exercise 1.07 
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k;j. Communications Security Centre de la securite 
Establishment des telecommunications 


- - 


:etV 


fen 


TOP SECRET // COMINT 


• Let's review a bit of what we did yesterday 
• 


• What are


• tips 'n tricks 


• The future of contact chaining 


• Exercises: characterising 
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TOP SECRET 1/ COMINT 
ka. Communications Security Centre de la securite 


Establishment des telecommunications 


Exercises day 2 
Exercise 2.review 
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Characterize them like fro a did yesterday. 
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Exercises day 2 
Exercise 2.in class 


Chain the following 


But what if the question now becomes 
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Communications Security Centre de la sr unk§ 
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k; Communications Security Centre de la securite 
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Exercises day 2 
Exercise 2.in class 


Chain the following 


But what if the question now become 
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1. Introduction 


1.1 Objective These instructions provide direction on receiving and using data 
disclosed to CSE/IT Security for cyber defence activities. As there may 
be personal information included in some disclosed data, CSE must have 
measures in place regulating the use and retention of that information, as 
required by subsection 273.64(2) of the National Defence Act (NDA). 


Note: For these instructions, "data" refers specifically to information 
obtained from a computer system or network, and provided to CSE for 
cyber defence purposes. 


1.2 Application These instructions apply to CSE personnel and any other parties, 
including secondees, contractors and integrees, involved in conducting 
or supporting cyber defence activities. 


13 Authorities 


1.4 Disclosure 
versus Request 
for Assistance 


1.5 Limitations 


In accordance with paragraph 273.64(1)(b) of the NDA, CSE may 
receive information disclosed by other entities including federal 
institutions, the private sector, and foreign governments, to help protect 
electronic information and information infrastructures of importance to 
the GC. 


Use of Personal Information disclosed to CSE must be consistent with 
LSE's Cyber Defence Personal Information Bank3. Disclosed data is 
considered to be transitory until it is used and retained by CSE, and must 
be disposed of once no longer of business value4. 


Entities disclosing data to CSE do not expect assistance. If assistance is 
required, the data must be provided either under OPS-1-15 or as a 
request submitted under part (c) of CSE's mandate (if requested by law 
enforcement or security agencies under their mandate and authority). 


CSE's use of data disclosed under part (b) is limited to activities that: 
• provide advice, guidance and services to help ensure the 


protection of electronic information and of information 


' Personal information may be disclosed by GC entities pursuant to paragraph 8(2)(a) of the Privacy Act. 
2 CSE may receive information from any private sector entity, not just those of importance to the GC. These entities 
may disclose personal information pursuant to sub-paragraph 7(3XdXii) of the Personal Information Protection and 
Electronic Documents Act. 
3 CSE PPU 007 - see cerrid .11081675. 
4 See cerrid 8:,s7151-1M-1-2 Policy on the Management and Disposition of CSEC Corporate Transitory information 
(2.2). 
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infrastructures of importance to the Government of Canada; 
• are not directed at Canadians or any person in Canada; 
• are subject to measures to protect the privacy of Canadians; and 
• are in strict compliance with all relevant laws of Canada and 


consistent with Ministerial Directives and Authorizations. 


2. Disclosure Activities 


2.1 Disclosure 
Requirements 


2.2 Requested 
Limitations 


Entities disclosing data to CSE for part (b) purposes (from outside CSE) must: 
• confirm that CSE may use the data for part (b) purposes, and 
• provide any relevant contextual information that would impact CSE's 


ability to use the data lawfully. For example, a law enforcement agency 
must note whether data provided to CSE contains intercepted private 
communications lawfully obtained under warrant and if so, any use 
conditions noted in the warrant. 


A single statement covering these requirements may be used for one-time or 
occasional disclosures (see Annex A). For on-going disclosures, either CSE or 
the disclosing entity may request that a formal agreement be signed. 


The documentation forms part of the corporate record that the Cyber Defence 
Branch is responsible for establishing and maintaining for review purposes. 


Disclosing entities may request limitations on CSE's use and sharing of 
data. CSE will abide by these limitations except in extenuating 
circumstances; under these circumstances the relevant operational 
director must be consulted. 


2.3 Raw The SIGINT program may disclose raw data to IT Security for cyber defence 
SIGINT purposes, in accordance with: 


- the Metadata MD (paragraph 7(4)), which notes that unaltered metadata may 
be disclosed to ITS cyber defence personnel for part (b) purposes 
- the Intelligence Priorities Ministerial Directive 2014-16 (paragraph 2(c)), 
which stresses the importance of sharing cyber threat information within CSE 
for part (b) purposes, and 
- OFS-1 (3.20), which states that SIGINT intercept and metadata may be 
shared with IT Security. 


All SIGINT data disclosures must be done in accordance with SIGINT 
operational policy. Contact IPOC for assistance. 
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2.4 Data 
Labelling 


2.5 Relevancy 
of Information 


2.6 Data 
Retention 


2.7 Data 
Sharing and 
Cyber Defence 
Reporting 


For data (and devices containing that data) disclosed to CSE for cyber 
defence purposes, the Cyber Defence Branch recipient must be able to 
identify: 


• how the data came into CSE's possession (i.e. "Disclosed for part 
(b)"); 


• the data sources; 
• the date the data and/or devices were provided; and 
• special handling instructions (if any). 


See Annex B for various data labelling examples. 


CSE may only use and retain data disclosed for part (b) purposes if it is 
relevant to helping to protect information and information infrastructures of 
importance to the GC. 


Disclosed data may only be shared beyond CSE once it has been used and 
retained (i.e. formally deemed to be relevant to part (b) of CSE's mandate). 


Data that has been used and retained is subject to the CSIA [S ,Punch  mat 
Retention Schedule°, established pursuant to The Library and Archives 
Canada Act. 


Data that has been used and retained may be shared with the SIGINT 
program; it may also be shared beyond CSE, in accordance with relevant CSE 
policies and authorities, including the Ministerial Directive on the Privacy of 
Canadians. 


Cyber defence reports based on disclosed data are subject to ITSOI-1-4; CII is 
subject to OPS-1-6 Operational Procedures for Naming and Releasing 
Identities in Cyber Defence Reports. Reports are approved by the relevant 
manager. 


5 For example, a cerrid number may be used to reference the entity's disclosure letter 


6 See cerrid I D63003, functional file number M.2.6.0-00. 
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2.8 Sensitive 
Information 


The following are examples of sensitive information that might be 
encountered within disclosed data, and guidance on how to handle that 
information. 


Guidance Information type 
Intercepted private 
communications (PC) 


• 


• 


If intercepted PC is encountered, 
CSE may only use and retain that 
data if a request is submitted in 
accordance with OPS-1-15 
(DPSO), or under part (c); 
Law enforcement or security 
agencies may only disclose PC for 
part (h) purposes if permitted by 
the warrant under which it was 
obtained, or other legislative 
authority. 


Personal information (PI) • CSE's use of personal information 
must be consistent with uses 
described in the cyber defence 
PIB7. 


Indications of a criminal offence • 


• 


If not related to a cyber threat, the 
data must be brought to the 
attention of the relevant director; 
The director may seek advice as 
required, prior to taking action. 


Security intelligence (non-PC) • 


• 


Data may be passed to CSIS with 
the approval of the relevant 
director; 
No use or retention is permitted if 
the data is not relevant to part (b). 


Information having solicitor- 
client privilege*


• Contact IPOC to determine what 
should be done with the data. 


' See CSEC PPU 007 (available on the external CSE website). 
8 As described in 8.24 of OPS-I. 
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3. Roles and Responsibilities 


3.1 Roles and 
Responsibilities 


4.1 
Accountability 


This table highlights key roles and responsibilities with respect to handling 
information disclosed to CSE for cyber defence purposes. 


Who 
Cyber Defence Branch 
personnel receiving data 
disclosed for part (b) 
purposes 


ResEonsibility 


Ensuring CSE has permission to use 
disclosed data for part (b) purposes. 
Ensuring disclosed data is appropriately 
label led. 
Respecting data provider's requested 
conditions. 


Cyber Defence Branch 
managers 


Approving reports based on disclosed 
data. 


Cyber Defence Branch 
directors 


IPOC 


Determining appropriate action when 
data contains indications of criminal 
activity or security intelligence. 
Determining appropriate action when 
data subject to solicitor•client privilege 
is encountered. 


4. Additional Information 


This table outlines the accountability with respect to these instructions. 


Who 
DC n Security 
DO Cyber Defence 


Director, ITS Program 
Management and Oversight 


to 
Responsibility 


• Approving these instructions 


• Recommending these instructions for 
approval 


• Recommending these instructions for 
approval 


• Revising these instructions as necessary 
• Monitoring compliance with these 


instructions 
a Communicating guidance to those 


authorized to conduct cyber defence 
activities regarding any revisions to 
these instructions 


Manager, Corporate and 
Operational Policy 
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• Reviewing these instructions to ensure 
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4.2 References • Privacy Act 
• National Defence Act 
• Personal Wormation Protection and Electronic Documents Act 
• Ministerial Directive Collection and Use of Metadata 
• Ministerial Directive Intelligence Priorities 2014-2016 
• Ministerial Directive Privacy of Canadians 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSE .s Activities 
• UPS-1-6, Operational Procedures for Naming and Releasing Identities 


in Cyber Defence Reports 
• UPS-1-15, Operational Procedures for Cyber Defence Activities Using 


System Owner Data 
• IM-I-2 Policy on the Management and Disposition of CSEC Corporate 


Transitory Information ITS01-1-2, Data Handling for Cyber Defence 
Activities 


• ITS01-1-3, Accessing and Sharing Cyber Defence Data 
• ITS01- 1 -4, Report Management in Cyber Defence Activities 
• ITSOI-1 -6, Cyber Defence Activities: Compliance Monitoring 


4.3 Amendment 
Process 


Situations may arise where amendments to these instructions are required 
because of changing or unforeseen circumstances. Such amendments will 
be drafted and promulgated in accordance with ORG-1-I. 


4.4 Enquiries Questions related to these procedures should be directed to managers within 
the Cyber Defence Branch, who in turn will contact IPOC. 
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Annex A: Disclosure Letter Example 


(Classification: use PROTECTED B as default) 


Dear [CSE contact] 


In my role as [CIO, vice president, DG etc.], I have the authority to provide information lawfully 
acquired by, and under the control of [company, department], to CSE. CSE may use, share and 
retain any information provided by [company, department] for the purpose of helping to protect 
electronic information and information infrastructures of importance to the Government of 
Canada. Sharing may include domestic and international partners involved with cyber security, 
both in the public and private sector. CSE may retain this information for as long as is necessary 
[if not, state retention time], [state additional restrictions if necessary]. 


This applies to all information provided to CSE by [company, department], unless otherwise 
noted. 


[Save letter in cerrid; use number as reference for future disclosures] 


Annex B 


Examples of hardware and information labelling, identifying: 
- Authority; 
- Source; 
- Reference to documented permissions and instructions; 
- Date of intake; and 
- Requested retention period. 


1) Information disclosed from a GC department to CSE: 


Part (b) disclosure / PS-CCIRC / #19526751 / 15 Feb 2014 / 1 year 


2) Information from a private sector entity to CSE: 


Part (b) disclosure / Anti-virus Company / #17710183 / 15 Feb 2014 / no limit 


NOTE: Consider following the Smart Data initiatives and best practices. 


10 


2017 01 05 AGCO269 1r1 of 4n 
A-2017-00017-03908 








TOR SECRET/1Si 


Summary authorized, see Annex A. ' 


Policy and Communications (PC) 


Instruction 


PCI-1 


Mistreatment Risk Management Process When Sharing Information 
With Foreign Entities 


Effective Date: 17 April 2015 


2017 01 05 AGCO270 1 ra 01 
A-2017-00017--03909 







TOR SECRETIISI 


1. Introduction 


1.1 Operational These Operational Instructions apply to all DGPC staff, and are to guide the 
Scope Mistreatment Risk Assessment (MRA) Process that must be performed for all 


information intended for release to a foreign entity that are: 


• Based on traffic collected by Communications Security Establishment 
Canada (CSE); and/or 


• Based on any CSE reporting or other information. 


1.2 Objective 


1.3 Application 


These Operational Instructions are to provide guidance regarding the 
interpretation and application of OPS-6, Mistreatment Risk Management 
Policy. 


These Operational Instructions apply to requests from Second Party agencies 
that require CSE permission to share sanitized text with foreign entities or to 
act on intelligence. 


Page 2 of 21 
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2. Mistreatment Risk Assessment Process 


Overview 


2.1 MRA 
Requirement 


2.2 


2.3 Release to 
Foreign 
Entity via 
Other 
Government 
Department 


2.4 Basics of the 
Form 
Assessment 
Criteria 


The completion of an MRA is required when information derived from CSE: 
• Is to be shared with a foreign entity; and 
• Identifies, or relates to, one or more individuals. 


The MRA process should be undertaken on a case-by-case basis, as the 
various components of the proposed sharing may be of different import, 
depending on circumstances. As such, each portion of the MRA must be 
evaluated in the context of the instance proposed. 


When the final release to a foreign entity will be done by another Government 
of Canada (GC) entity other than CSE, that other GC entity is responsible for 
conducting the MRA. CSE will include the appropriate approved caveats 
located on CSE's 


When an MRA is required, the Mistreatment Risk Assessment and 
Recommendation Form (guidelines found in Annex 1) must be prepared to 
assist in decision making. The Form contains four distinct categories of 
information: 


• Request Facts; 
• Risk Assessment Criteria; 
• Ministerial Directive Factors; and 
• Recommendations and Approvals. 


The criteria against which the decision must be assessed comprise a variety of 
factors, including, but not limited to: 


• The risk of detention of the individual in question; 
• The human rights record of the entity in question; 


Page 3 of 21 
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Overview, Continued 


2.4 Basics of the 
Form 
Assessment 
Criteria 
(continued) 


2.5 Exceptional 
Circumstances 


• The previous history of information exchanges with the entity; and 
• The potential for action-on based on the information being exchanged. 


See sections 2.5 and 2.6 for more information. 


There are no exceptional circumstances where CSE may release intelligence 
without assessing the risk of torture or other cruel. inhumane, or degrading 
punishment. However, the following exception to the assessment process may 
be applied: 


If the request is... Then... 
Time sensitive Authorities may be verbally briefed and, if so, 


the Form is filled out post factum. 
Not time sensitive The request should be reviewed and processed in 


compliance with the standard procedure as 
outlined in these Operational Instructions. 


Human Rights Record 


2.6 Researching The following sources must be consulted, if available, to determine the 
Human human rights record of any particular country/entity: 
Rights 
Records • (Annex 2); 


• Department of Foreign Affairs Trade and Development (DFATD) Human 
Rights Reports; 


• United States State Department Human Rights Reports; 
• Canada Security Intelligence Services (CSIS) 


and 
• SIGINT end product reporting related to mistreatment released in the 


previous 365 days. 


Any other relevant materials from credible and objective sources, including 
the reports of Second Parties, may be used at the discretion of the analyst. 
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Human Rights Record, Continued 


2.7 Risk of The analyst must consider, in assessments, the possibility that the identified 
Detention individual(s) may be detained. 


The risk of detention must be weighed in the context of: 


• The human rights record of the entity in question; 
• The relationship between the information to be exchanged and the potential 


for detention; 
• Any unique circumstances (i.e. social, cultural, ethnic) which could impact 


on the potential for detention; 
• The uniqueness of the information with regard to the individual in question 


(e.g., sole source reporting); and 
• Any other facts deemed relevant by the analyst or the recommending or 


approving authority. 


Mistreatment Risk Assessment 


2.8 Form 
Criteria 


The MRA Form outlines information relevant to all factors associated with the 
information sharing request being considered. It assesses the human rights 
record of the recipient entity and the quality of information being provided. 
This allows CSEC to assess the recipient's capabilities to respond to the 
information and the likelihood the person's safety will be endangered in the 
process. A guideline for completing the Form is referenced in Annex 1. 


Each instance of proposed information sharing must be evaluated in its 
unique context; for example, an entity may be a signatory to the Convention 
Against Torture (CAT) (Annex 4), yet have a poor human rights record 
regarding a specific minority group. In a case such as this, proposed 
information exchanges that relate to the minority group would be potentially 
riskier, and may require a higher level of approval or more concrete 
assurances from the proposed recipient. 


Attention: Complete only as many sections of the Form 
as required to derive a reasonable assessment of the 
mistreatment risk. 
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Mistreatment Risk Assessment Process, Continued 


2.9 As outlined in Annex 2: 


2.10 Low Risk 


2.11 Speculative 
Risk 


A complete mistreatment risk assessment incorporates factors such as the 
purpose of the proposed sharing, the value of the intelligence to be shared, 
and the risk of detention arising from the infoiination sharing. Where the 
analysis determines that the abovementioned criteria are less likely to enable 
the mistreatment of an individual, the risk is deemed to be Low Risk. 


It is important to note that being a signatory to the CAT does not 
automatically render an entity Low Risk. The purpose of the information 
sharing must be evaluated in each instance and assessed against the materials 
available to derive a rational risk evaluation. 


When some of the criteria raise suspicion that the wellbeing of the identified 
individual(s) may be compromised, such as if the final recipient entity has a 
questionable human rights record, the analyst must consider the risk that the 
individual will be detained in addition to the risk of mistreatment. 


Speculative Risk exists in situations where an assessment of the possibility 
of mistreatment is made. It may also include situations where the final 
recipient entity can be described as Such entities 
intend to conform to international agreements such as the CAT, but concerns 
still exist surrounding the likelihood of mistreatment of any individual(s). 
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Mistreatment Risk Assessment Process, Continued 


2.12 Substantial When the final recipient has a poor human rights record and, if detained, the 
Risk individual(s) is/are likely going to be mistreated, the risk is assessed as 


"Substantial." 


Substantial Risk is defined by a risk of mistreatment that is real and based on 
more than theory or speculation (i.e. it is more likely than not there will be 
mistreatment). There is no reasonable expectation of the country's conformity 
to the United Nations Convention on Human Rights. 


2.13 Mitigation 


2.14 Additional 
Measures 


Vote: The more-likely-than-not test should not be 
rigidly applied, as the assessment of "Substantial" may 
be satisfied at a lower probability when there is a risk of 
severe harm to the individual(s). 


The Framework for Addressing Risks in Sharing Information with Foreign 
Entities requires CSE to address the proposed measures to mitigate any 
known risk of mistreatment, where the risk is believed to be substantial. 


Mitigation measures must be limited to factors that are in the control of CSE 
or Second Parties. These include, but are not limited to: 


• Caveats; 
• Modifications to the proposed form of words that may decrease the risk of 


detention; 
• Assurances offered by the Second Party and/or foreign entity guaranteeing 


that no mistreatment will occur; and 
• History of information sharing with the foreign entity that demonstrates the 


recipient country's adherence to caveats and conditions stipulated in 
previous instances of information sharing. 


If one or more of these measures are met, the risk of mistreatment may be 
assessed as "Substantial — Mitigated," depending on the case-specific 
circumstances. The analyst may additionally consider precedent, where it 
exists, to mitigate the risk of mistreatment. 
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Mistreatment Risk Assessment Process, Continued 


2.15 Unmitigated If the risk cannot be mitigated to a satisfactory extent, the risk of 
Risk mistreatment is subsequently classified as "Substantial — Unmitigated." 


2.16 Approval The following table outlines the approval authority for MRAs. 
for MRAs 


Risk Assessment Form is reviewed b . Decision to release... 


Low Privacy and Interests 
Protection (D2A) 
Supervisor 


Manager, COP* 


Speculative Manager, COP Director, DPR* 
Substantial — Mitigated Director, DPR 


Legal Services (DLS) 
(optional) 


DG PC 


Substantial — 
Unmitigated 


DG PC 
DLS (optional) 


Chief, CSE* 


Substantial — 
Unmitigated (Special 
Case) 


DLS 
Chief 


Minister of National 
Defence 


*Authority may not be downward delegated, but may be exercised by anyone 
officially acting in the position, or by a someone in a superior position 


2.17 Caveats If Privacy and Interests Protection personnel share information with a 
requester from either another GC department or with Second Parties, 
appropriate caveats must be a plied. These are available in the D2 Action 
Primer on the 
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3. Additional Information 


3.1 The following table outlines responsibilities with respect to these instructions 
Accountability 


Who Responsibility 
Director General, Policy and 
Communications (DG PC) 


• Approves 


Director, Disclosure, Policy and 
Review (Dir, DPR) 


• Recommends


Manager, Corporate and 
Operational Policy (COP) 


• Revises these instructions 
• Ensures staff compliance 


Privacy and Interests Protections 
Team (D2A) Staff 


• Complies with these instructions and 
any amendments to these 
instructions 


Policy Management • Responds to any questions 


3.2 References The following materials were consulted in the authorship of this Instruction: 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSE Activities; 


• OPS-1-1, Procedures for the Release of Suppressed Information from 
SIGINT Reports; 


• OPS-6, Mistreatment Risk Management Policy. 


3.3 Amendments Situations may arise where amendments to these instructions may be 
required because of changing or unforeseen circumstances. Any amendments 
to these instructions will be communicated to relevant staff and posted on the 
CSE intranet. All amendments are subject to audit and review. 


3.4 Review and The implementation of this policy is subject to internal audit and external 
Audit review by various government review bodies, including the CSE 


Commissioner. 


3.5 Enquiries Questions and concerns related to policy can be sent to the Policy 
Management team at •L,  ese-cst.gc.ca. 


All questions regarding the application of these instructions should be 
directed to the supervisor of the Privacy and Protection Interests team at 


cse-est.gc.ca.
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Examples of Mistreatment Risk Assessment Scenarios 


Assessment 
Risk 


Low 


Medium 


High 


Criteria 
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Annex 1. Mistreatment Risk Assessment and 
Recommendations Form Guidelines 


A1.1 Template A template of this Form that may be com leted with case-specific details is 
found on the [CERRID #1022412]. 


NOTE: 
[CERRID #1231619]. 


A1.2 
Guidelines 


This table provides brief instruction on completing the Form. Please note that 
the level of detail required corresponds to the mistreatment risk. 


Section Instruction 
Request Facts 


Background Present the following text: "As per Ministerial Direction, CSE must 
consider its imperative to share information against the risk that such 
provision would give rise to mistreatment of an individual." 


Form of Words Insert the Client's proposed wording to be released. 


NOTE: This wording may change based on input from equity 
stakeholders such as Corporate and Operational Policy or reporting 
teams. Further changes to the proposed text may require additional 
stakeholder approval. 


Second Party Partner 
(Re • uester/Client) 


Action-On (Purpose 
for release) 


Name the Second Party agency/department of CSE internal Client. 


Identify the intentions of the Client if the information is approved for 
release. 


Justification Identify the purpose and benefit of sharing, as provided by the Client. 


Material Consulted 
List all material that CSE consulted which lead to the assessment of 
any mistreatment risk. A list of research materials is found in Section 
2.5. 


HR Conventions 
Signed 


Indicate whether the final recipient is a signatory to the CAT (Annex 
3), and any additional relevant human rights conventions. 
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TOR SECRET/1Si 


Mistreatment Risk Assessment and Recommendations Form 
Guidelines, Continued 


Section Instruction 
Request Facts 


HR Enshrined in Law Indicate whether the final recipient has any domestic laws to address 
mistreatment. 


Enforcement of Laws Indicate whether the final recipient regularly enforces its laws 
addressing mistreatment. 


Risk Assessment Criteria 
Overall Assessment Enter one of the following risk classifications based on the 


mistreatment risk and the effect of mitigating factors: 
• Substantial — Unmitigated 
• Substantial — Mitigated 
• Speculative 
• Lo 
• 


Mistreatment Risk 
(Ministerial Directive 
Criteria 4. The 
rationale for believing 
that there is a 
substantial risk that 
sharing the 
information would 
lead to the 
mistreatment of an 
individual) 


HR Record of Recipients 
Summarize all material consulted that identifies human rights concerns 
related to the final recipient country. 


A Priori Knowledge 
State any information likely previously known about the identified 
individual(s) by the final recipient agency. This may include 
previously released SIGINT known to C SE. 


NOTE: This content is based only on CSE's current knowledge and 
may not necessarily reflect the reality. 


List all specific intelligence included in the proposed form of words 
that could be used It may 
be necessary to evaluate in 
order to assess the actionable nature of the intelligence. 
• High Quality: Examples include 


• Medium Quality: Examples includ 


• Low Quality: For example, 
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TOR SECRET/1Si 


Mistreatment Risk Assessment and Recommendations Form 
Guidelines, Continued 


Section Instruction 
Risk Assessment Criteria 


Mistreatment Risk 
(Ministerial Directive 
Criteria 4. The 
rationale for believing 


Quality of Identity Information 
Assess the quality of the identity information in the form of words 
which may or may not allow for the true identification of the named 
individual(s). 


that there is a • Hi_•h Suali : 
substantial risk that 
sharing the 
information would • Medium uali ': 
lead to the 
mistreatment of an • Low Quality: 
individual) 


Likelihood of Success 
Assess the likelihood that, should the final recipient a enc decide to 
action the intelligence.


Likelihood of Recipient Response/Action 
Assess the likelihood that the final recipient agency would action the 
intelligence. This may include a consideration of whether the 
individual is a priority for the security community in that country, or 
whether there is a Second Party military presence in 
the recipient country. 


Detention Risk 
Evaluate the risk that, should the individual(s) be 
apprehended, that the recipient agency would choose to detain them. 
Consult section 2.6 for further information on classifying this risk. 


Mistreatment Risk 
Assess the overall risk that the final recipient agency would subject the 
individual(s) to mistreatment. 
• Substantial — Mitigated 
• Speculative 
• Lo\ 


• 
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TOR SECRET/1Si 


Mistreatment Risk Assessment and Recommendations Form 
Guidelines, Continued 


Section Instruction 
Ministerial Directive Criteria 


1. The threat to 
Canada's national 
security or other 
interests, and the 
nature and imminence 
of that threat 


2. The importance of 
sharing the 
information, having 
regards to Canada's 
national security or 
other interests 


Consider the following under this factor: 


Consider the following under this factor: 


Page 14 of 21 


Continued on next page 


2017 01 05 AGCO270 4A of 01 
A-2017-00017-03922 







TOR SECRET/1Si 


Mistreatment Risk Assessment and Recommendations Form 
Guidelines, Continued 


Section Instruction 
Ministerial Directive Criteria 


3. The status of the 
relationship with the 
foreign entity with 
which the information 
is to be shared 


Consider the following under this factor: 
• The GC's relationship with the final recipient entity and/or agency, 


including DFATD's assessment (if available); 
• CSE's relationship with the final recipient entity and/or agency; 
• CSIS' s relationship with the final rccipicnt entity and/or agency; and 
• Second Party relationships with the final recipient entity. 


4. The proposed 
measures to mitigate 
the risk, and the 
likelihood that these 
measures will be 
successful 


List and explain any proposed measures to mitigate the risk of 
mistreatment. 


Some examples of mitigation measures can be referenced in Sections 
2. 1 1 -2. 12. 


Caveat A list of approved caveats for sanitizations involving MRAs can be 
found on the Insert all applicable. 


Other Mitigating 
Factors 


List any additional approaches that are applicable. 


Effect of Mitigating 
Factors 


Explain the justification for accepting the mitigating factors as listed 
above. 


5. The views of 
DFATD 


These should be referenced under Criteria #4 if they are available at 
the time of the assessment. 


6. The views of other 
departments and 
agencies, as 
appropriate, and any 
other relevant facts 
that may arise in the 
circumstances. 


These will likely be referenced under Criteria #4. If there are 
outstanding views that should be included, list them here. 
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TOR SECRET/1Si 


Mistreatment Risk Assessment and Recommendations Form 
Guidelines, Continued 


Section Instruction 
Required Information for All Risk Levels 


Report Serial 
Numbers 


List the reporting serial number(s) relevant to the sanitization request. 


Release Language 
(CSEC) 


If the release is approved, include the MRA caveat that will 
accompany it. 


DGI Consultation State whether a consultation with DGI occurred, and its outcome. 
Source(s) List the SIGINT or HUMINT sources from which the intelligence was 


gained. 
DLS Consult State whether DLS was consulted, and the outcome of that 


consultation. 
Recommendations Ensure there is space for each appropriate authority (dependent on risk 


level) to recommend or approve/deny the release. 
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Annex 2. 


Continued on next page 
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Annex 2. 


A2.5 Review 


Continued 


DG PC must review the validity annually and notify the Manager, 
Corporate and Operational Policy of any amendments. 
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TOR SECRET/1Si 


Annex 3. List of Signatories to the Convention Against 
Torture 


A3.1 
Background 


A3.2 
Signatories 


The UN Convention Against Torture requires parties to take effective 
legislative, administrative, judicial, or other measures to prevent acts of 
torture in any territory under its jurisdiction. 


The CAT can be referenced at 
http:/: www.ohchr.orgiEN/Professionalinterest/Pages/CAT.aspx 


The following table lists parties to the CAT; current as of 27 December 2012. 


Shaded countries are also parties to the International Covenant on Civil and 
Political Rights, which requires parties to recognize that no one shall be 
subjected to torture or to cruel, inhuman or degrading punishment. The full 
Covenant can be found at 
http://www.ohchr.orgIEN/ProkssionalIntcrest/Pagcs/CCPRaspx 


Afghanistan Brazil Denmark Honduras Lithuania 
Albania Bulgaria Djibouti Hungary Luxembourg 
Algeria Burkina Faso Ecuador Iceland Madagascar 
Andorra Burundi Egypt Indonesia Malawi 
Antigua & Barbuda Cambodia El Salvador Ireland Maldives 
Argentina Cameroon Equatorial Guinea Israel Mali 
Armenia Canada Estonia Italy Malta 
Australia Cape Verde Ethiopia Japan Mauritania 
Austria Chad Finland Jordan Mauritius 
Azerbaijan Chile France Kazakhstan Mexico 
Bahrain China Gabon Kenya Monaco 
Bangladesh Colombia Georgia Kuwait Mongolia 
Belarus Congo Germany Kyrgyzstan Montenegro 
Belgium Costa Rica Ghana Latvia Morocco 
Belize Cote d'Ivoirc Greece Lebanon Mozambique 
Benin Croatia Guatemala Lesotho Namibia 
Bolivia Cuba Guinea Liberia Nepal 
Bosnia & 
Herzegovina 


Cyprus Guyana Libya Netherlands 


Botswana Czech Republic Holy See Liechtenstein New Zealand 
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TOR SECRET/1Si 


Annex 3. List of Signatories to the Convention Against 
Torture, Continued 


Nicaragua Portugal Senegal Swaziland Turkmenistan 
Niger Qatar Seychelles Sweden Uganda 
Nigeria Republic of 


Korea 
Sierra Leone Switzerland Ukraine 


Norway Republic of 
Moldova 


Slovakia Tajikistan United Kingdom 


Panama Romania Slovenia TFYR Macedonia Uruguay t, , 
Paraguay Russia Federation Somalia Thailand Uzbekistan 
Peru Rwanda South Africa Timor-Leste Venezuela 
Philippines San Marino Sri Lanka Togo Yemen 
Poland Saudi Arabia St. Vincent & 


Grenadines 
Turkey Zambia 


A3.3 Additional A spreadsheet containing a complete list of signatories to certain United 
Information Nations human rights conventions can be found at 


[CERRID #589012]. 
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Annex 4. Mistreatment Risk Assessment Process Decision 
Tree 


Chief, CSE 
makes 
release 


decision 


Special Case 


Minister 
makes 
release 


decision 


Page 21 of 21 


Manager, 
COP makes 


release 
decision 


2017 01 05 AGCO27O 71 nf 01 
A-2017-00017--03929 








SEL,RET 


141 Communications Security Centre de la securite 
Establishment Canada des talticommunkations Canada 


CORPORATE AND OPERATIONAL POLICY 


Policy and Communications Instruction 
Sanitizations and Actions-On 


PCI-2 


Effective Date: 16 June 2014 


elEmpolni 


2017 01 05 AGCO271 1 of 1 
A-2017-00017-03930 







RFC,,RFT CERRID # 8989339 


1. Introduction 


1.1 Objective These Instructions describe the internal processes CSE follows for 
sanitization/action-on requests relating to SIGINT information. 


For guidance on requests related to information derived from IT Security 
activities, please contact the supervisor of the Privacy and Interests Protection 
team. 


1.2 Context 


1.3 Application 


In accordance with the Policy on Government Security, CSE is responsible for 
protecting and distributing SIGINT within Canada. This includes protecting 
Special Intelligence (SI) sources and processing technologies. 


CSSS-100, Canadian SIGINT Security Standards, states that CSE must 
approve all sanitization of SI. Deputy Chief SIGINT (DC SIGINT) is the 
final CSE authority for approving sanitizations and actions-on. This authority 
has been delegated to the Director General, Policy and Communications (DG 
PC). 


These instructions apply to requests from CSE, Government of Canada (GC) 
partners, and Second Party clients who require CSE's permission to share 
sanitized text or take action upon SI reports. 


This document supersedes OPS-5-9, End-Product Sanitization/Action-On 
Procedures, dated May 2002. 
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RFC,,RFT CERRID # 8989339 


Introduction, Continued 


1.4 This table outlines the accountabilities for revising, reviewing, recommending 
Accountability and approving this document. 


Who What 
DG PC Approves 
DLS Reviews 


Director, Disclosure Policy and 
Review (DPR) 


• Recommends 
• Reviews for consistency with the 


policy framework 
Manager, Corporate and 
Operational Policy 


• Revises 
• Ensures Staff Compliance 


Privacy and Interests Protection 
team 


Complies with these instructions and 
any amendments 


1.5 References • National Defence Act 
• Security of Information Act 
• Policy on Government Security 
• OPS-1-1, Procedures for the release of Suppressed Information from 


SIGINT Reports 
• OPS-1-7, Operational Procedures for naming in SIGINT Reports 
• OPS-4-1, Operational Procedures for Assistance to Law Enforcement and 


Security Agencies Under Part (C) of the CSEC Mandate 
• OPS-6, Operational Policy on Mistreatment Risk Management 
• CSSS-100, Canadian SIGINT Security Standards 
• QRPC policies, guidelines and agreements 
• CSE Ethics Charter 
• Operational Policy Glossary 


1.6 Enquiries All questions regarding the application of these instructions should be 
directed to the supervisor of the Privacy and Protection Interests team at 


@cse-cst.gc.ca. 


Questions and concerns related to policy can be sent to the Policy 
Management team at :._.:se-cst.ge.ca. 
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RFC,,RFT CERRID # 8989339 


2. Overview 


2.1 Action-On 
Requests 


2.2 Sanitization 
Requests 


2.3 Permission 
to Quote 
Requests 


2.4 Client 
Accreditation 


Action-on requests are sent to the Privacy and Interests Protection team when 
a client proposes to take any action as a result of information derived from 
SIGINT. 


An action-on request must be approved by CSE if the SI source could be 
jeopardized. This often, but not always, involves a sanitization. 


Sanitization requests are sent to the Privacy and Interests Protection team 
when a client proposes to make SI information available to personnel that are 
not indoctrinated for SI, or when a client wishes to downgrade the 
classification level of the information while maintaining the SI protection. 


Permission to quote requests are sent to the Privacy and Interest Protection 
team when a client proposes to include SI material in an assessment or paper 
that retains SI control markings, original wording and original classification 


All clients seeking information must have the appropriate accreditation to 
receive the information. Requests must be submitted online to the Privacy 
and Interests Protection team by individuals accredited to view SIGINT 
material and with a need-to-know. 
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RFC,,RFT CERRID # 8989339 


3. Processing Requests 


3.1 Validating When reviewing client requests, the Privacy and Interests Protection team 
the must determine whether a sanitization or action-on is required. 
Requirement 


A request for sanitization or action-on will not be approved if: 
• There is n that would allow the information to be shared 


(except in exceptions circumstances); or 
• Intelligence relates to communications information. 


In addition, a request for a sanitization/action-on is not required when: 
• The (this 


negates the need for a request); or 
• The information is being disseminated within SI channels at the original 


classification of the report (this is a "Permission to Quote"). 


Note: 


3.2 Required 
Information 


The Privacy and Interests Protection Team requires the following information 
for a sanitization or action-on request: 
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RFC,,RFT CERRID # 8989339 


Processing Requests, Continued 


3.3 Sanitized 
Text 


3.4 Additional 
Considerations 


3.5 Release 
Outside of 
Canada 


When reviewing a sanitization request, the Privacy and Interests Protection 
team must assess whether the proposed text for dissemination: 
• Contains only essential information; 
• Has a level of detail consistent with the 
• and 
• Is consistent in format to other documents from the requesting department. 


The release of information through a sanitization or action-on may result in a 
variety of outcomes. To reduce the likelihood that the outcomes are 
detrimental to the GC, CSE, or an individual or group, the Privacy and 
Interests Protection team must consider the following: 
• Is there an imminent threat to life? 
• Is the SI from a collection 
• Is the request related to law enforcement? 
• Does the information include a Canadian, Second Party identity or 


suppressed foreign identity? 
• If the request is an action-on only, will the action take place within GC 


channels or outside Canada? 


Sanitization requests that involve a named Canadian or a foreigner in Canada, 
and are intended for a recipient outside Canada may be subject to the 
procedures outlined in OPS-1-1, Procedures for the Release of Suppressed 
Information from SIGINT Reports. 


Similarly, if information is requested by a foreign entity for release outside of 
Five Eyes channels and the proposed text allows for the identification of an 
individual, the request is subject to the Mistreatment Risk Assessment as 
outlined in PCI-01, Mistreatment Risk Assessment Process When Sharing 
Information with Foreign Entities. GC departments are responsible for 
assessing the risk of mistreatment, in accordance with their own Ministerial 
Directives. 
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Processing Requests, Continued 


3.6 
Consultation 


When reviewing sanitization or action-on requests based on CSE reporting or 
collection, the Privacy and Interests Protection team may consult: 
• The relevant CSE reporting and/or collection areas; and 
• The Directorate of Legal Services (DLS) and CSE's Disclosure Support 


Unit, for risks related to disclosure in legal or judicial proceedings 


When a request is based on Second Party reporting or collection, the Privacy 
and Interests Protection team must follow Quinquepartite Reporting Policy 
Conference (QRPC) Guidelines and agreements (see paragraph 4.3). 
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4. Approval Process 


4.1 Approval 
Authority 


4.2 Second 
Party 
Approval 


4.3 Second 
Party 
Requests 


The authority to approve sanitizations and actions-on rests within DGPC at 
varying management levels. Depending on the circumstances of the request, 
the Privacy and Interests Protection Team may consult or request approvals 
from CSE senior management or Second Parties. For further information on 
roles and responsibilities see section 6.1. 


In situations where Second Party equities are implicated in the sanitization or 
action-on process, QRPC Guidelines and relevant Second Party 
documentation should be consulted for additional guidance. In urgent threat-
to-life situations, the appropriate DGPC representative may approve a 
sanitization without seeking prior approval from Second Parties, however, 
Second Parties must be notified as soon as possible after the fact. For 
information on appropriate approval authorities please see section 6.1. 


For information on when Second Party approval is not required please consult 
the 


Second Party clients requiring a sanitization of CSE end-product reports or 
information based on Canadian collection must first seek approval from their 
own SIGINT agencies. These agencies will seek CSE approval when the 
sanitization or action-on will be: 
• Used in legal or judicial proceedings; 
• Used by law enforcement where the intention is to detain or arrest; 
• Based on CSE GAMMA end-products; 
• Passed to recipients outside national and official channels; or 
• Released at the CONFIDENTIAL, RESTRICTED, PROTECTED or 


UNCLASSIFIED level. 
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Approval Process, Continued 


4.4 Urgent 
After-Hour 
Approval 


4.5 Emergency 
Approval 


The Privacy and Interests Protection team work on a rotational schedule and 
are on-call 24/7. In the case of an urgent request during silent hours, COPCC 
staff will refer to the schedule posted on the and contact the 
individual on call. 


The team member on call must follow regular protocol and approval 
processes when dealing with these urgent requests. 


Clients may approve sanitizations or actions-on only if there is an imminent 
threat to life and no time to contact CSE for approval (i.e. action or 
information is needed within minutes). 


The Privacy and Interests Protection team must be notified as soon as possible 
after the fact. In notifying CSE, clients must provide the required information 
listed in paragraph 3.2 as well as an explanation of the circumstances that 
required the emergency approval. The Privacy and Interests Protection team 
must notify any relevant stakeholders as soon as they are informed of such a 
situation. 
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5. Dissemination 


5.1 Handling 


5.2 Use of 
Suppressed 
Information 


5.3 File 
Retention 


5.4 
Classification 
Markings 


When approving a request, the Privacy and Interests Protection team must 
include the appropriate caveats. A list of caveats for both Government of 
Canada and Second Party clients can be found on the 


The approved sanitized text or action-on information may only be 
disseminated as approved by CSE and as stipulated in the caveats. 


Identity information related to Canadians, persons in Canada, and Second 
Party entities may not be used in sanitizations/actions-on unless the identity 
has been released in accordance with OPS-1-1. 


The Privacy and Interests Protection team must maintain a record of client 
requests as part of the decision process. For further information on the 
procedures related to the file retention process please contact the Supervisor 
of the Privacy and Interest Protection Team. 


When responding to a client request the Privacy and Interest Protection team 
must ensure that the email response carries an appropriate classification 
marking. 


Email responses include references to report numbers and therefore must be 
classified at the same level as the report in the original request. 
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6. Roles and Responsibilities 


6.1 Roles and 
Responsibilities 


This table describes the key roles and responsibilities for sanitization or 
action-on requests. For further information on assessing risk of mistreatment 
or the release of suppressed identity information refer to OPS-6 and OPS-1 
respectively. 


Who Responsibilities 
Directorate of Legal • Providing legal advice, as required 
Services 


• May be consulted on requests based on Restricted 
reporting 


• May be consulted on requests associated with 
Canadian sources 


DG PC • Making decision on requests for use in legal or 
judicial proceedings (may consult with DC 
SIGINT) 


Manager, Corporate • Making decision on requests involving: 
and Operational o Law enforcement 
Policy 


o Releases at the CONFIDENTIAL, 
RESTRICTED or UNCLASSIFIED levels 


Manager of • May be consulted on sensitive releases based on 
Appropriate CSE reporting 
Reporting Team 
Supervisor, Privacy • Providing recommendations on requests that 
and Interests require senior management approval 
Protection Team • Making decisions on CSIS and RCMP action-on 


requests to disclose CII 


Disclosure Support • May be consulted regarding requests that may 
Unit entail risk of disclosure in legal or judicial 


proceedings 
Privacy and Interests • Processing requests 
Protection Team • Obtaining required approvals 


• Managing and coordinating the approval and 
consultation process 


• Answering questions as required 
• Providing final replies to requests 
• Maintaining records of requests 
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I. Introduction 


1.1 Objective 


1.2 Context 


These instructions provide guidance on the internal processes that CSE must 
follow when releasing suppressed information to Government of Canada 
(GC) or Second Party partners 


These instructions provide guidance on how to interpret and apply OPS 1 -1 , 
Policy on Releasing Suppressed Information. 


In accordance with the National Defence Act (NDA) and its agreements with 
foreign cryptologic agencies, CSE suppresses privacy-sensitive information in 
its reporting by replacing specific identifying information (such as an email 
address) with a generic term (such as a "Canadian email address"), thereby 
making it impossible for the reader to identify the individual. CSE's Second 
Party partners also suppress this information in their reports. 


Authorized recipients of CSE and Second Party reports may request and 
receive suppressed information if they have both the legal authority and 
operational justification to receive it. 


1.3 Application These instructions apply to all DGPC staff involved in releasing suppressed 
information from CSE's reporting. 
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2. General Guidance for Releasing Suppressed Information 


2.1 Who Can 
Request 
Suppressed 
Information 


2.2 Rationale 
for the 
Request 


Any authorized recipient of CSE reports can request suppressed information, 
including: GC clients, CSE-employed CROs, Second Party government 
officials (via their national cryptologic policy centre), 


and CSE staff. 


Foreign entities may not submit requests for suppressed information directly 
to CSE. However, GC and Second Party partners may submit a request for 
suppressed information with the intent of sharing the information with a 
foreign entity. Any release of suppressed information where the final 
recipient is a foreign entity requires a Mistreatment Risk Assessment (MRA). 
See OPS-6, Policy on Mistreatment Risk Management and section 4.3 of 
these instructions for more information. 


Requesters must provide a justification for their request by explaining their 
requirement for the information and its relevance to their operational 
program. 


The Privacy and Interests Protection team must assess the rationale for each 
request in accordance with OPS-1-1 and these instructions. 
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General Guidance for Releasing Suppressed Information, 
Continued 


2.3 Assessing 
the Impact 
of Release 


2.4 Advice to 
the Release 
Authority 


Before releasing suppressed information, the Privacy and Interests Protection 
team must assess the validity of the request and whether the request could 
impact the operational interests of the GC or pose a risk to the privacy of a 
Canadian or person in Canada. This includes: 


Considerations 
Type of information requested 


Relevance of request to 
Canada's national interests 
(including any impact on 
international affairs, defence or 
security) 
Possible positive impact on a 
Canadian or person in Canada 


Possible negative impact on a 
Canadian or person in Canada 


Exam les 


When a GC partner will be the final recipient of the suppressed information, 
the Privacy and Interests Protection team must assess the requester's 
justification and provide a recommendation to the release authority. 


When information will be released outside Canada (either directly to a 
Second Party entity or indirectly to a foreign entity), advice to the release 
authority must include: 
• A final recommendation to approve or deny the release; 
• The details of the request and rationale submitted by the client; 
• An assessment of the rationale submitted by the client and essentiality of the 


suppressed information to the identified operational objectives; 
• An assessment of the impact of the release; 
• Any observations or advice provided by domestic stakeholders who have 


received the suppressed information. 
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General Guidance for Releasing Suppressed Information, 
Continued 


Advice to the 
Release 
Authority 
(continued) 


2.5 Approval 
Authorities 


2.6 Extremely 
Time 
Sensitive 
Requests 


2.7 Silent 
Hours 
Releases 


In making this assessment, the Privacy and Interests Protection team must 
consult CSE information repositories and GC stakeholders. Analysts may 
also research open source materials and other available resources as 
appropriate. 


The approval authority for the release of suppressed information ranges from 
the Privacy and Interests Protection team to the Director General Policy and 
Communications (DG PC), depending on the type of information being 
requested (e.g. Canadian identity information (CII) or information about 
Second Party entities) and the final recipient (i.e. Canadian or Outside 
Canada). See section 4.3 of OPS-1-1 for more information. 


Chapter 8 of these instructions summarizes the approval authorities for 
releasing suppressed information. 


When a request for suppressed information is extremely time-sensitive (e.g. 
an imminent threat-to-life situation) and DG PC is unable to review the 
request within a reasonable time, Director, Disclosure, Policy, and Review 
(DPR) may approve the release of suppressed CII to recipients outside 
Canada. DG PC must be briefed on any such releases as soon as 
operationally feasible. 


CSE's should be 
copied on urgent requests for suppressed information outside of core business 
hours (silent hours). will use the call-in list to contact the Privacy and 
Interests Protection team. 


During crisis periods or to support CROs working extended hours 
he Manager, 


Corporate and Operational Policy may authorize to act as Release 
Authority for suppressed information. 


For more information see the COPCC SOP B-6, Support to 
Operational Policy during Silent Hours, or contact the Privacy and Interests 
Protection team. 


Page 5 of 19 


Continued on next page 


2017 01 05 AGCO272 o 
A-2017-00017-03945 







Sit RU - S.t CERRICIli 11949887 


General Guidance for Releasing Suppressed Information, 
Continued 


2.8 
Exceptional 
Circumstances 


In exceptional circumstances, DG PC may approve, in writing, procedures 
that deviate from these instructions. DG PC may also delegate alternate 
authorities for releasing suppressed information. 


Any exceptional authorizations must be limited in scope and duration, as 
appropriate to the circumstances. All entities acting under delegated release 
authorities must comply with Canadian law, Ministerial direction, and CSE 
policies and procedures. 
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3. Repetitive Releases of CII 


3.1 
Introduction 


3.2 
Supplemental 


Releases 


3.3 
Subsequent 
Release 


A repetitive release occurs when a GC or Second Party partner requests 
information related to a Canadian entity about which it has previously 
received information. Repetitive releases include supplemental, subsequent 
and repeat releases. 


Each repetitive request must be assessed independently, though the approval 
process for repetitive releases is modified. 


A supplemental release occurs when: 
• A Second Party partner requests suppressed CII that relates to the same 


Canadian entity as information previously released to that agency; or 
• A GC or Second Party partner requests to share CII with a foreign entity 


that relates to same Canadian entity as information that was previously 
released to that specific foreign entity. 


For supplemental releases, follow the instructions in Chapter 6. Director, 
Disclosure, Policy and Review (DPR) is the approval authority for 
supplemental releases. 


A subsequent release occurs when: 
• A Second Party entity submits a request for specific CII that has already 


been released to another agency from the same country 


• A Second Party entity submits a request to share CII that has previously 
been released to that agency with another agency from the same country 


or 
• A Canadian or Second Party entity submits a request to share specific CII 


with a foreign entity that was previously released to another agency from 
the same foreign entity 


For subsequent releases, follow the instructions in Chapter 6. Manager, 
Corporate and Operational Policy is the approval authority for subsequent 
releases. 
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Repetitive Releases of CII, Continued 


3.4 Repeat 
Releases 


A repeat occurs when: 
• A Second Party agency submits a request for specific CII that has already 


been released to the same agency from a different report; or 
• A Canadian or Second Party entity requests permission to share CII with a 


third party that the third party recipient has already received from a different 
report. 


For repeat releases, follow the instructions in Chapter 6. The Supervisor, 
Privacy and Interests Protection is the approval authority for repeat releases. 
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4. Releasing CII and Information about Foreigners in Canada to 
Canadian Recipients 


4.1 
Introduction 


4.2 Release 
Process 


This chapter provides detailed guidance on the process for releasing CII and 
identity information related to foreigners in Canada to Canadian recipients. 


If a GC partner is requesting suppressed information with the intent of sharing 
it with a foreign entity, follow the process in Chapter 6. 


The following table outlines the process for releasing suppressed information 
to Canadian recipients: 


V1 ho Does N's, hat 
Requester • Submits a request for release of suppressed 


information 
Privacy and Interests 
Protection team 


• Reviews request to determine if it meets criteria 
for release 


• Retrieves the suppressed information 
o If the information originates from a Second 


Party report, obtains the information and 
inputs it into CSE's suppressed information 
repository 


• Makes a decision on requests for CII and 
information about foreigners in Canada to 
Canadian recipients (other than the RCMP) 


Supervisor. Privacy 
and Interests 
Protection team 


• Makes a decision on the release of information 
about foreigners in Canada to the RCMP 


• Makes a recommendation on requests for CII from 
the RCMP 


Manager, Corporate 
and Operational 
Policy 


• Makes a decision on requests for CII from the 
RCMP 


DG PC • Can approve exceptions to this process 
Privacy and Interests 
Protection team 


• If approved, releases the suppressed information 
to the requester via the appropriate CSE system 


• If denied, advises the requester of the decision 
• Retains records of all releases, including 


supporting correspondence, in accordance with 
CSE Information Management standards 
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5. Advance Releases to Canadian Recipients 


5.1 
Introduction 


5.2 Who Can 
Request an 
Advance 
Release 


To streamline support during a high-level meeting, crisis or other emergency 
or time-sensitive situation, a Client Relations Officer (CRO) may request the 
advance release of suppressed information if their clients require the 
information on an urgent basis. 


If the Privacy and Interests Protection team approves an Advance Release, the 
CRO is delegated responsibility for assessing a client's request in accordance 
with OPS-1-1 and these instructions. 


For more information on advance releases, see section 3.7 of OPS-1-1. 


Only CSE-employed CROs may request and receive Advance Releases. 
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Advance Releases to Canadian Recipients, Continued 


5.3 Advance 
Release 
Process 


The following table describes the process for an advance release: 


Who Does What 
CRO • Requests the advance release of suppressed 


information in anticipation of a request from a 
client 


Note: The CRO does not submit a formal request 
for suppressed information at this time 


Privacy and Interests 
Protection team 


• Makes a decision on the advance release 
• If approved, retains records of the release, 


including supporting correspondence, in 
accordance with CSE Information Management 
standards 


CRO • 
• 


Note: 
information, 
and 


Acts as release authority for the information 
Assesses the request: 


If rationale is... Then... 
Sufficient Release information and 


complete a "Request for 
release form" as soon as 
possible 


Insufficient Do not release information 
and inform Privacy and 
Interests Protection team 


If the client does not request the suppressed 
CRO destroys suppressed information 


notifies Privacy and Interests Protection team 
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6. Releasing CII or Information about Foreigners in Canada to 
Recipients Outside Canada 


6.1 
Introduction 


6.2 Release 
Process 


This chapter provides detailed guidance on the process for releasing CII and 
identity information related to foreigner in Canada where the final recipient is 
outside Canada. This includes: 
• Direct releases to Second Party partners; 
• Releases to Second Party partners where the final recipient is a foreign 


entity; and 
• Releases to GC partners where the final recipient is a foreign entity. 


The following table describes the process of requesting and releasing 
suppressed information to a foreign recipient: 


Who Does What 
Requester • Submits a request for suppressed information 
Privacy and Interests 
Protection team 


• Receives the request 
• Retrieves the suppressed information 


o If the suppressed information originates from a 
Second Party report, obtains the information 
and inputs it into CSE's suppressed 
information repository 


• Drafts an assessment of the request 
• Makes a recommendation to approve or deny a 


request 
Supervisor, Privacy 
and Interests 
Protection team 


• Makes a decision on repeat releases 
• Provides recommendation to Manager of 


Corporate and Operational Policy on all other 
releases 


Manager, Corporate 
and Operational 
Policy 


• Makes a decision on subsequent releases of CII 
• Provides recommendation to Director. DPR on all 


remaining requests 
Director, DPR • Makes a decision on supplemental releases of CII 


• Makes a recommendation to DG PC on first-time 
releases of CII outside Canada 


• Approves or denies time sensitive requests (i.e. 
threat-to-life) where DG PC is unavailable 
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Releasing CII or Information about Foreigners in Canada to 
Recipients Outside Canada, Continued 


Release Process 
(continued) 


Who Does What 
DG PC • Approves or denies first-time releases of CII 


outside Canada 
• Consults with the Chief and the Directorate of 


Legal Services (DLS), as required 
• Can approve exceptions to this process 


Privacy and Interests • If a request is approved, releases the information 
Protection team via the appropriate CSE system 


• If a request is denied, advises the requester 
• Retains records of all releases, including 


supporting correspondence, in accordance with 
CSE Information Management standards 
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7. Releasing Suppressed Information Related to a Second Party 
Entity 


7.1 
Introduction 


Continued on next page 
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Releasing Suppressed Information Related to a Second Party 
Entity, Continued 


7.2 Canadian 
Requests for 
Second 
Party 
Information 


7.3 Requests 
from Second 
Parties 


The following table describes the process for requesting and releasing 
suppressed information pertaining to a Second Party entity to Canadian 
recipients: 


The following table outlines how to respond to Second Party requests for 
suppressed information: 
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8. Responsibilities for Releasing Suppressed Information 


8.1 Authority 
for Releasing 
Suppressed 
Information 


The following table summarizes the roles and responsibilities within DGPC 
for releasing suppressed information. Note: Any request for suppressed 
information can be denied at any stage. 


Who Responsibility 
Privacy and 
Interests Protection 
team 


• Making a decision on: 
o Requests for CII and information about a foreigner in Canada to 


GC recipients other than the RCMP 
o Requests for suppressed information relating to a Second Party 


entity from CSE reporting to GC recipients 
Supervisor, Privacy 
and Interests 
Protection team 


• Making a decision on: 
o Repeat releases of CII 
o Releases of information about a foreigner in Canada to Second 


Parties or the RCMP 
Manager, Corporate 
and Operational 
Policy 


• Making a decision on: 
o Subsequent releases of CII 
o Releases of CII to the RCMP 
o Releases of information about a foreigner in Canada to a foreign 


entity 
• Denying the first-time release of CII to Second Party requesters, as 


required 
• Authorizing staff to release suppressed information during 


exceptional circumstances 
Director, 
Disclosure, Policy 
and Review 


• Making a decision on: 
o Requests that are extremely time sensitive where DG PC is unable 


to review the request within a reasonable time 
o Supplemental releases of CII 


• Recommending or denying the first-time release of CII outside 
Canada 


DG PC • Making a decision on the first-time release of CII outside Canada 
• Authorizing the release suppressed information during exceptional 


circumstances 
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9. Additional Information 


9.1 The following table outlines accountabilities within CSE for these instructions: 
Accountability 


Who Responsibility 
DG PC • Approves 
DLS • Reviews to ensure compliance with 


the law 
• Provides legal advice, as required 


Director, Disclosure Policy and 
Review (DPR) 


• Recommends 
• Reviews for consistency with CSE's 


policy framework 
Manager, Corporate and 
Operational Policy 


• Revises these instructions 
• Ensures staff compliance 


Privacy and Interests Protection 
team 


• Complies with these instructions and 
any amendments 


• Answers questions regarding 
implementation 


9.2 References • National Defence Act 
• Security of Information Act 
• Policy on Government Security 
• CSE Ethics Charter 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSE Activities 
• OPS-1-1, Policy on Releasing Suppressed Information 
• OPS-1-7, Operational Procedures for naming in SIGINT Reports 
• OPS-6, Policy on Mistreatment Risk Management 
• OPS Policy Glossary 
• PCI-1, Mistreatment Risk Management Process When Sharing Information 


with Foreign Entities 
• PCI-2, Sanitizations and Actions-On 
• COPCC SOP B-6, Support to Operational Policy During Silent 


Hours 
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Additional Information, Continued 


9.3 
Amendments 


9.4 Audit and 
Review 


9.5 Enquiries 


Situations may arise where amendments to these instructions may be required 
because of changing or unforeseen circumstances. Any amendments to these 
instructions will be communicated to relevant staff and posted on the CSE 
intranet. All amendments are subject to audit and review. 


The implementation of this policy is subject to internal audit and external 
review by various government review bodies, including the CSE 
Commissioner. 


Questions and concerns related to policy can be sent to the Policy 
Management team at  ese-cst.gc.ca. 


All questions regarding the application of these instructions should be 
directed to the supervisor of the Privacy and Protection Interests team at 


:.se-cst.gc.ca.
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Annex I: Sample Format for Requests for Suppressed Information 
via Secure Email 


A. Requesting Client's Name B. Client Title and Organization 


C. Report Serial Number D. Date of Request 


E. Information Requested 


F. Rationale for Request (please complete all four questions) 


This information is re Lured because it relates to mark an 'X' in the aggro. ia e ssace(s


If the request relates to a potential or actual violation of a Canadian law, please cite the law. 


Explain how this information relates directly to an operating program or activity of your department or corporation. 


If the request is for information from a cyber defence report, explain how it relates to the security of a Canadian federal 
institution's computer system or network, or a network of importance to the Government of Canada. 


G. Please indicate what action, if any, is being contemplated based on this information. (Note that some actions require prior 


CSE approval. 


H. Suppressed Information 


Released by: 


Comments: 


This information is provided on the understanding that the requesting department requires the information to perform its 


lawful duties, and that this information will be handled in accordance with the Access to Information Act and the Privacy Act. 
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SI INT DATA 
Effective March 20, 2014 


CTION 


(C) SIGINT Programs Instructions (SPIs) are working aids intended to fill gaps and clarify grey areas that are 
only partially addressed by, or scattered over several, existing policy instruments. They represent a 
consolidation and/or expansion of information contained within other policy instruments (e.g., CSOls, OPS 
documents, etc.). 


(TS//SI) Under Section 273.64(1)(a) of the National Defence Act (Part a) of LSE's Mandate), in order to enable 
the acquisition of foreign intelligence from the Global Information Infrastructure' (GII), SIGINT engages in 
Network Analysis and Prioritization activities. These activities seek tc) 


of most value to meet GC foreign intelligence priorities. Network Analysis and 
Prioritization activities include: 


• 
• 
• 
• 
• 


(TS//SI) data" is that information which details the 
Information becomes data' 


once it has been recognized and evaluated as such, and therefore is distinct from "metadata", as outlined in 
SPI-2-13, Metadata in a SIGINT ContexL data is recognized and evaluated within the 5-Eyes 
SIGINT Production Chain 


(S//SI) SPI-2-14 complements existing policy instruments, including: 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the Conduct of CSE 


Activities; 
• OPS-1-11, Retention Schedules for SIGINT Data; and 


Metadata in a SIGINT Context. 
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1131..N 


SR1-2-14 


C T :T 


(TSHSI) The expression data" applies to information relating to any 
It can pertain 


to such as: 


(TS//SI) For the purposes of this instruction, data pertains only to 


(TS/JSI) data can be derived from many sources, including SIGINT, HUMINT and Open Source. The 
following are examples of sources of data: 


• SIGINT 
• SIGINT traffic content, 
• SIGINT metadata, 
• SIGINT 
• HUMINT-acquired data, and 
• publically available information such as 


A T ITI PRI CY 


(TS/1/S1) Under Part a) of CSE's mandate, CSE is permitted to derive and retain 


necessary to enable 
enhances SION-Cs ability to 


data 
because this data is 


offer the best potential Fl value, i.e.
and also supports CSE's ability to provide 


assistance under Section 273.64(1)(c) of the National Defence Act (Part c) of CSE's mandate), should a 
domestic partner agency request it. 


CERRID #: 10114353 Page 2 of 4 


2016 03 17 AGCO273 7 of 4 
A-2017-00017--03961 







(TS,i/S1) Given that data pertains to 


Should 
be discovered and retained while deriving 


interests must be applied, in accordance with OPS-1. 


Information'`'" associated with a Canadian 
data, measures to protect Canadian privacy 


H NDL T ATI E AND Di MINA' ION 


(S) The source of a will determine associated policy requirements. Source information 
must be stored with all data records'. Multiple sources of 
or merged to produce the most ccurate and complete representation 


data can be combined 


(5) HUMINT-derived data does not constitute SIGINT data, and will, at a minimum, be afforded 
the protection that is requested by the originating agency. 


(S//SI) data derived from Open Source does not constitute SIGINT data. Requests for 
data made through will follow SPOC guidance posted on the 


(TSHSI) Given that data is evaluated, it may be retained for as long as operationally required or as long 
as the information remains relevant. Recognizing the complexity of the Gil, data is shared across the 5-
Eyes SIGINT Production Chain on a daily basis, 


(TSJ/S1) data may be released in the form of a serialized 
product, data derived from SIGINT data may be sanitized for release outside COM INT channels, in 
accordance with published sanitization procedures. Requests to share data 


will be assessed on a case-by-case basis, through consultations with appropriate stakeholders, 
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SIGINT PROGRAMS INSTRUCTION 
SPI-2-14 


PROMULGATION 


(C//SI) I hereby approve SPI-2-14, SIGINT Data. This SIGINT Programs Instruction is effective 
immediately. 


James Abbott 
Director General, SIGINT Programs 


1+1 
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PROCESS FOR SIGINT METADATA MINIMIZATION 


Effective: January 29, 2015 (Revised Version — Originally Issued September 25, 2014 


INTRODUCTION 


(C) SIGINT Programs Instructions (SPIs) are working aids intended to address gaps and grey areas that are 
only partially addressed by, or scattered over several, existing policy instruments. They represent a 
consolidated and/or expansion of information contained within other policy instruments (e.g., CSOls, OPS 
documents, etc.) 


(S//SI) SPI-7-14 outlines the process for documentin and trackin u dates to the CSE minimization process 
required before sharing—metadata Minimization is required in accordance 
with: 


• OPS-1, Protecting the Privacy of Canadians & Ensuring Legal Compliance in the Conduct of CSE Activities; 
and 


• The Ministerial Directive on the Collection and Use of Metadata. 


(U) CSE must always act lawfully in delivering its mission. Protecting the privacy of Canadians is a 
fundamental tenant of our mission. CSE must apply reasonable measures to safeguard the privacy of 
Canadians while striving for the most effective collection operations to produce foreign intelligence of value 
to GC clients. 


CONTEXT 


(TS//SI) In accordance with the Ministerial Directive on the Collection and Use of Metadata, CSE must take 
measures to render unidentifiable Canadian Identifying Information (CI I) prior to sharing 
metadata 


CSE began minimizing Dialled Number Recognition (DN R) metadata records for zna Party sharing in 2005. 
Since then, collection equipment was upgraded, 


which resulted in metadata field changes. CSE has also agreed to share Digital 
Network Intelligence (DN I) metadata with its 2"d Party partners, 


These ongoing changes require that the minimization process be updated 
regularly to ensure CSE continues to meets its legal obligations to protect the privacy of Canadians. This 
document outlines roles and responsibilities for minimization, as well as the process to ensure that • 


metadata sharing is compliant.' 


1 Note that this instruction does not apply to the selected sharing of metadata through targeting or validated queries. 
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COLLECTION DOCUM7NTATION 


(TS//SI) When it comes to DNR, 
DNR metadata, 


(S//SI) Each DNR metadata format must be documented by subject matter experts 
in DG Access. The documentation will indicate: 


• the nature of each metadata field 
• examples of values (e.g.1-613-4999-xxxx); and 
• which fields contain identifying information requiring minimization, in consultation with SIGINT 


Programs Oversight and Compliance (SPOC) when necessary. 


(S//SI) The resulting metadata format documentation will be saved to corporate information management 
systems (CERRID) and will be made available to all stakeholders. This documentation will inform the 
development of minimization capability. 


(S//SI) In the case of-DNI metadata sharing, each field must be reviewed to ensure that no identity 
information is shared without minimization. SIGINT operational areas sharing DNI metadata must document 
which fields they are sharing and which are subject to minimization. 


REQUIRED ACTIONS WHEN CHANGES ARE MADE TO COLLECTION 
EQUIP ENT THAT MAY AFFECT MINI IZATION 


(TS//SI) Guidelines for documenting metadata minimization updates are listed below. Procedures 
established by DGP/SPOC will be used to notify stakeholders, and begin with submission of the .metadata 
Minimization Change Notification web form. The web form will capture details of the change for tracking and 
compliance purposes, to include: 


• affected by the than es; 


• Date of Change; 
Updated Documentation, CERRID reference number; 
Description of change; and 
List of stakeholders e.g. SPOC, others as required. 
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SIGINT PROGRAMS INSTRUCTION 
S PI-7-14 


ROLES AND RESPONSIBILITIES FOR DNR MINIMIZATION 
SPOC • 


• 


• 


• 


Advises on what constitutes identifying information in collected or generated 
metadata fields as required; 
Develops, coordinates and documents a minimization compliance validation 
activity, to ensure the update process is followed, changes have been made, 
and if not, detect any anomalies that may be present in shared metadata. 
The Compliance Validation team will pull a sample of from all data collection 
formats every 30 days and manually review it to ensure the minimization 
process is accurate and working according to the format documentation. 
Reports on any anomaliesfincidents found in the metadata; if a privacy breach 
is discovered (i.e. s ata has been shared without proper 
minimization), reports to Dz Corporate and Operational Policy for inclusion in 
the Privacy Incident File, for OCSEC review. 


Associated SIGINT • Completes the online web form Metadata.Minimization Change Notjficatjon 
Collection Area(s) web form and provides a description of change. 


• Notifies all stakeholders of any impending change and updates associated 
documentation for inclusion into CERRID. 


• Forwards minimized metadata through approved 
channels 


• Upon notification of a DNR collection equipment change, halts all affected 
dataflows, pending confirmation from theMthat the minimization process 
has been updated and testing was successfully completed. 


g DNR) • Updates the automated DNR minimization capability in accordance with 
updated documentation from associated SIGINT Collection Area(s) and SPOC. 


• Ensures are in place in the event the process malfunctions. 
• Provides confirmation to stakeholders identified in the web form when 


updates are complete. 
• Provides a sample of minimized records for review by the SPOC compliance 


validation team. 
SIGINT operational • Obtains approval from Director SPR to share DNI metadata. 
areas sharing DNI • Review each DNI metadata field to ensure that no un-minimized identity 
metadata information is shared. 


• Consult with SPOC as required. 


ROLES AND RESPONSIBILITIES FOR DNI MINIMIZATION 
SPOC • Advises on what constitutes identifying information in collected or generated 


metadata fields as required; 
• Develops, coordinates and documents a minimization compliance validation 


activity, to ensure the update process is followed, changes have been made, 
and if not, detect any anomalies that may be present in shared metadata. 


141 
CERRID #: 19393891 
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• Reports on any anomalies/incidents found in the metadata; if a privacy breach 
is discovered (i.e. data has been shared without proper 
minimization), reports to D2 Corporate and Operational Policy for inclusion in 
the Privacy Incident File, for OCSEC review. 


Associated SIGINT 
Collection Area(s) 


• If collection equipment has been changed, completes the online web form 
Metadata Minimization Change Notification web form and provides a 
description of change. 


• Notifies all stakeholders of any impending change and updates associated 
documentation for inclusion into CERRID. 


• Forwards minimized metadata through approved 
channels 


DNI) • Ensures thai DNI metadata 
is minimized prior to sharing with 2nd Parties. 


• Provides a sample of minimized records for review by the SPOC compliance 
validation team as requested. 


SIGINT operational 
areas sharing DNI 


• Obtains approval from Director SPR to share DNI metadata. 
• Ensure DNImetadata is minimized prior to sharing. 
• Consult with SPOC as required. metadata 


MINIMIZATION INCIDENTS 


(TS//SI) If any of the stakeholders, or a partner, or an analyst using the data discovers un-minimized Canadian 
identifying information the following steps will be taken: 


• Notify SPOC, by specifying the observed data, the involved, and the date of discovery; 
• SPOC will gather information and request that halt the flow if an incident is confirmed; 
• will halt all affected metadata flows immediately; 
• SPOC will contact stakeholders in DG Access and DG Core to look into the cause of the incident, and will 


develop a mitigation plan; and 
• Appropriate stakeholders will apply the mitigation, and the flow will be re-established upon completion. 


PROMULGATION 


(S//SI) I hereby approve SPI-7-14, Process for SIGINT Metadata Minimization. This SIGINT Programs Instruction 
is effective immediately. 


Director General, SIGINT Programs 
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Protecting privacy of Canadians - 


Highest Possible Classification is, TOP SECRETI/SIJ 


Protecting privacy of Canadians 


Front 


M'OC - Protecting privacy of Canadians Took mid Tradecralls Compliance Validation Selection and Reporting Crutch:nee . Open Source Guidance Cyber Guidance 1 FLINT Reports 


The SPOC Privacy Picker for Annotations and Markings(Issued June 20, 2013) 


SPOC Privacy Picker 


Tired of having to sort through a dozen rules to figure out which communications variable trump the other when applying your privacy annotntinns or accountability markings' Confused by the charts of several 
exteptions that outline minute details that may change a piece of traffic or a report category" Ready to bash your computer because policy istust so frustrating and complex" The Privacy Picker may be your 
tool; 


As if sifting through all that traffic wasn't tedious enough, analysts must also take into account a series of convoluted policy considerations to properly mark all of their traffic That is why the Privacy Picker was 
developed, a now loot which SPOC hopes will greatly assist analysts in choosing the proper Privacy Annotations, Accountability Markings, and Report Sign-offs 


Please 011ie' The purpose of this policy tool is to anoint analysts in choosing the appropriate report sign-off category and privacy annotation or accountability marking for 'raffia items they recognize as one-end 
Canadian or containing mlbmire ion about Canadians This tool is Oat maga a, replace. the informaa' ifSaiiaNiffililt (  ategh.q. avlto may have other pertinent information that nay alter thtc proposed annotation 
and/or 0I'S category Ilie final decision remains the responsibility of the analyst 


New marking for email begins 1 December 2012 (Issued September 7, 2012) 


New requiremem to mark "one-end Canadian" email starts I December 2012 


In a 4 May 2012 letter from the Chief of CSEC to the Munster al National Der,nre am./ subsequently in a 14 May, 2012 letter from the Minister to the Office of the CSEC Commissioner. a commitment was 
made to begin providing an annual count of the number of one-end Canada email that CSEC retains for foreign intellvoct purposes 


"t'SE(' rivarl) begin tmarling the number of recogur..1 ace-end Canadian ernails that are 
rerartccd by C'Slaf' Mane haws that they are ,atalarar Ia riacrnational affairs. defence or ,ecaray. As.sraturg 1)0 sqral Want ahVades, 1 ivcommend that ('Slot' protrude the amiable halo far the curirra 
fiscal rear al ('SECS Aanual repori to the ,14haNter MI war Llata to follow in firrurt veto,


In order to meet this obligation, CSEC will provide data for a portion of tins fiscal year (FY 11'13), beginning 1 December, and rot ell subsequent fiscal years thereafter. Training for DOI analysts will he offered 
starling this September. while relevant policies and SIGINT tools will be opdaterlonotlificri by 1 December, 2012 


This requirement is not associated oath conditions contained in Ministerial Authorization It is bent' undertaken to provide greater accountability to differentiate this measure roan those associated 
with MA conditions, we have chosen to express this new requirement withal of marking. one-cod Canadian email 


ft Additional Informal inn: 


• If you would like additional information an dna topic please contact the SPOC lead for this issue, a:rose-est gc ea} 
• An excellent resource on Markings and Annotations used inEcan be found or the EReference 
• The Privacy Annotations page offers a different style of decision table, for Privacy Annotations only 


Privacy Annotation/Accountability Marking Decision Tree 


Thus Privacy Annotativa Decision ('hart has been developed by SPOC to help analysts choose the appropriate Privacy Annotai inn or Accniintandity Marking 
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Protecting privacy of Canadians 


SECRET COMINT 


PRIVACY ANNOTATION DECISION CHART „", 
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OPS 1 QUIZ Guidance (Issued „lune 25, 2012) 
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BACT(Q ROUND 


Per 1)2's message issued June 15, 2012, all C'SIiC personnel who operate under the authority of DC SIGINT, within the SIGINT Produrlion Chain, must now complete the OPS-1 Quiz on an annual basis 


This includes military SKINT personnel Commander CItIOG Isar issue wish-mums to all military members at a later date The Initial tone frame will be different for the military to synchronize with the 


Canadtatt Forces unmet posing cycle 


Personnel employed in the following groups arc required to take the Ops-1 Quiz annually 


• DCA. 


• DGCORE, 


• DOI, 


• DGMS, 


• 0130, and 


• CFIOG SIGINT personnel. 


Note Administrative personnel {AO's, PA's) are Not required to take aka quiz 


Follow this link to take Ike OPS-I Quiz 


DETAILS 


• If a person fails the quiz twice, OSS will notify the individual's supervisor A 10 day grace period will he pia in place to allow for the individual to review Ops I thoroughly before attempting subject quiz 


again The individual will again have two attempts before bong locked inn 


• )(the person fails, the supervisor will again lee notified and all SIGINT Database accesses will be suspended until the individual successful] coin letes subject quiz 


• Some personnel may be unable to complete the Ops I Qum by the specified date of I October, 2012, (i.e.MaterintylPaternay leave, Sick leave etc), the responsible supervisor is to notify 


SPOR and the individual will complete subject quiz in the "Ops 1 Qum Month" of February 2013 


• All new hires and transfers to SIGINT will complete the Ops I Qum as per the standing pre-requisite for SIGINT 101. In such cases where SIGINT MI is not immediately available to the new SIGINT 


employee, the individual will have 90 days to complete the quiz 


• El an individual has not taken the requisite animal quiz, and no extenuating circumstances are present, SPOC will contact the individual and litsdier supervisor to ensure that the member is not only aware 


of the requirement, but also advise that SIGINT Database accesses will be suspended until such tune as the individual has successfully completed the quiz 


FAQ 


Q1 Is en Integrec, Co-Op student or contractor required to take the quiz' 


Al Yes, all personnel who fall under OCSIGINT are required to take the test on annual basis (AOsilIAs are the only ones who are exempt I 


(I2 If I urn away from my position for an extended period of time and miss the February 2013 deadline, what happens then,


A2 Ensure that your supervisor notifies SIGINT Programs Operational Requirements (SPUR) that you will be unavailable no take the Quiz by the murals of February 2013 due to a 


matertutyipatenuty leave, LWOP, or other reason Al] personnel who miss this quiz for due reason may take it upon their return, either within 90 days of return or the month of September (which will be catch up 


month), whichever comes first 


Q3 I completed the test and it prompted me to log the date sol know wilco to do it again next year, do 1 have to do my test yearly from date of test or in the month of February,


A3 This year, all of SIGINT will have to complete the exam NLT 1 October 2012, (unless you have taken the test since July 2011). Starting in 2013, Ops 1 Quiz's will be conducted annually to the month of 


February.


Q4 Will I find out if I pass/ail anmediately' 


A4 Yes, a pass/fail is automatically generated, also, you will he made aware of what questions you had wrong and what die correct answer is 
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Protecting privacy of Canadians - 


Any queries rim be addressed to Manager, SIC1NT Programs, Oversight and Compliance. 


Solicitor-Client Privilege 


BACKGROUND 


Solicitor-Client Privilege 


IMMEDIATE ACTION 


Inn S1G1NT context, the expression "direct at" means to intentionally intercept the communications of an individual 


la order to abide by the condition on part (a1 of the (SEC mandate, specifying that CSEC will not direct its activities at Canadians or persons in Canada, analysts must  Solicitor-Client Privil 
Solicitor-Client Privilege 


As a measure to protect the privacy of Canadians, analysts roust NOT delete associated records in the Target 1<nowledge Base (TER), but must mark the entity as "Protected", by entering a cheek intim has 
provided for that purpose 


Any reporting under way solely based on communications of a Canadian dual citizen must cease, arid the draft must be destroyed 


All actions taken as a result of this change were to be reported to SPOC by June 12, 2012 


OTHER RELATED ISSUES 


Targeting Guidelines (CS01-4-4): Communal / Individual Selectors 


Under CS01,4-4, Targeting and Selector Management Using=Nancinal SIOINT Systems for End Product Reporting, a dishnction is made between communal (shared) and individual texeltisrve) selectors 
'This distinction is relevant in the ease of dual Canadian citizens, as any selector that is deemed e only used by a Canadian person, may not he targeted 


A communal selector may be targetable, depending on the following factors 


Wherc eolleetion o not effective may be conducted m accordance with OPS-3-1, Procedures for-Activities, and with SPOC intenm guidance 
ori=targeting (see. CERR113 96941/0) 


Privacy Annotations (OPS-1) 


In the process of targeting a 'communal" selector or any foreign selectors, private communications or communications of Canadmns outside Canada may be collected inetdentally When recognized, these 
communications must be annotated in accordance with OPS-1, Annex 2 


Naming (OPS-1-7) 


There arena ;intimated changes rut OPS-1-7, Naming Procedures. m relationwSnlinitor-Client Privilp Should -nu encounter a situation where a f'anadian (dual) citizen 
is idle vain to a IVIII)11, you toot abide by the procedures outlined in Chapter 7, Naming Canadians 


Metadala Anatysis - Contact Chaining (OPS-MO) 


This decision is not considered to base en impact on OPS-E10 Procedures. given that the activities carried out under Ops I-10 are based WI lawfully collected meradata and Intended solely for the purposes of 
discovering foreign lead information that can assist the SIGINTEI mandate, and there are many checks and balances ai place to ensure that those acirsitnes have the right focus. 


As stated m UPS-1-10, in cases where the nationali ainin of the person to whom the identifier relates is difficult or not passible to determine 
the should be treated as relating to a foreigner located outside. Canada unless there are truncations that it relates to a Canadian located anywhere or any 


person us Canada 


Conversely, seems to be associated with Canada 
unless there is strong evidence that the person is not a Canachan located anywhere or is not a person located in Canada. 


If you have any questions regarding metadata analysis, consult your TI. or manager 


should be treated as Canadian 


Reporting Guidelines : (CS01-4-11) Reporting Angle, Attribution, anti Sign-off Procedures 


There are no anticipated changes to SIGINT Reporting guidelines, as outlined in CS01-4-1 In drafting reports, analysts must focus on the activities of foreign intelligence targets For example, if a report covers 
discussions between a foreign person and a Canadian, emphasis will be on the foreign person's description or assessment of the discussion, arid not the identity. statements or vows of the Canadian 


Attribution should be handled in accordance with CS01-4-1. Chapter 4 2 For example, in a report based on from a Canadian dual citizen, the attribution could take the 
Following form 


If a report is based on a communication involving a dual Canadian citizen that was acquired incidentally under part (a) adc mandate, it requires OPS-1 signoffs, as outlined in Appendix I. of CS01-4-1, SIGINT 
Reporting (deramption of OPS I categories and associated levels of signoffs) 


Reineved from 
Categories OOP I SPR SIOINT Programs Oversight and Compliance (SPOCji 


• This page was East modified on 21 lime 2013, al 15 46 
• II watching user] 


3 of 3 06/10/2015 9:44 AM 


2017 01 05 AGCO275 'h 
A-2017-00017--03970 








TOP SECRET/Ali/CEO 


# 


2 


Review # 


90 


ev 
sR, oir ,e";.


-
,0,


SIGINT 


Review -Full Title 


Review of SSE Use of Metadata In a 
SIGINT context 


Review Recommendations 


Recommendation no 2 CSE should 
use Cs emstng centralized records 


RP ..to  rec.' 00€010n0 and 
ettons taken regarding new and 
updated callectlon systems. es welles 
decisions and antlers taken regarding 
minimization. 


CSE Management Response 


Recommendation accepted. Improved record-keeping 
relat ng to changes to collection systems and 
minimization protocols will be Included in the correctve 
actions being undertaken by SIGINT to address the 
problems identfled with the automated Oaring of 
metadate We the SKOnd Pardee. 


CSE expects bo complete this process by the. end of 
fscel year 2015-20113. 


Outstanding OCSEC Recommendations 


Current Status 
Business Line 
Responsible 


SIGINT 


Group 
responsible 


SPR 


Expected 
Completion 
me


04 20 5 2016 


Status 


In Progress 


CSE Comments (for Internal Use) 


Aug 2015 D3 to discuss with SRIR on next steps 
(Issuing guidance or developing standards, etc) Oct 2015: 
SPI 7-14 crIgnally Issued in Sep 2014 and moped In Jan 
2015 prowdes specific Instructions regard!, roles, 
remponah IP os and documentatun required when changes 
are made to any mlnlmmatlon process. There p a web form 
that Is supposed to be completed whenever a change is 
ma. but I'm sell tracking down who that form •oes to and 
=et they do with It AccordIng to SPR 


CSE Comments (for External Use) 


Metadata 


Compliance Team Manager, In -is 
eurcently working to ensure a, relevant documentaton to 
the ONR mlninzeten effort Is captured In the corporate 
repository but she Is unaware of the web form ell need to 
check If correspondence relahnp Ic CNI minim¢ation Is 
ago being addressed by are both 
sway until 2 Nov 2013 


1 e0 SIGINT Review of SSE Use of Metadata in a 
SIGINT Context 


Recommendation no. 1: CSE should 
seek an updated Ministerial Directive 
that provides clam guidance related lc 
the colleadon, ow mld dMcbsong of 


Recommendation accepted. CSE will support the Minister In the 
development of an updated Ministerial DiresiNe to prosIde 
guidance raided to the colletion. use end disclosure of 
meal.. 


CSE expeets to haves Ministerial Diredive empanel package 
ready for the Minister's consideration byte end of final year 
2015-2016 


DGPC e Q42015-2016 In Progress Aug 2015 03 to disco MP group m upcomIng Isla 


Metadata 


, , , 
ANSI/C0 


—..—.— — — -- 
NeNmrk Secunty Testrg (ANST) and 
Cy Defence Oper 05 P.') .c.,...„..... lire ,...,.., 200._ 


2010. 2010-2011 end 2011-2012 


.. 
Operat,..1-„,....te c munications 


 . , COE report. to the Minster of Notion. 
P.n. on private .nrnunitaione 
unintentionally inter.pted under 
rairiblowal nolMrizationsoboaxmoighl 
the important alifferenbes bemeen one-erel 
In Genacloo-lnalls !We, 4- i under cyber 
defence operations a. 4
communr..3 7ncier Prow 
MonaN m.,..,.. .. . 1. • . o,ding the 
lower emeotation et 11 q etteened tr. 
the pinto communiodone itercepted 
under cyher defence °pan. 


upcomIng annual report that MI highlIght the drfference 
between private communIcatons Intercepted under 
Cyber defence and the foreign intelligence °parade ns 
This supplemental reporting wit begin with nazi year's 
Annual Report 


032015-2018 Rrog .. ................. , , ..... ....... .. .. ........ ,,, 
consideraton In upcoming MA report. Topic to be further 
tliscussetl In upcomIng D3-13 Bilat Oct 2015. T..6 MA 
Year End report doe. lophlight hoe ITS PCB differ alder 
the ̀ Total PC retained.  tan's. 


0 2013 


1 50 ITS 


ANSI/CD 


Combined mkt./ of CSEC Active 
NeNvork Secufly Testing rANST) and 
Cyber Defence Operefions (CDO) 
antMtne during the paned of 2009- 
2010,2010.2011 and 2011-201e 


Recommendation no. 1. Subsection 
273.65(3) of the National Defence Act 


CSE should encourage the 
government to amend subsection 
273.65(3) of the National Defame Act 
as soon as practIcable to remove any 
=bungles respecting CSEW allth011y 
to conduct IT securgy adivit= filet 
Mak the Interception of private 
communications. 


Accept= Sub). la the MInlatees leered= CSE WI support 
the mlneter In idendfying potential changes to leglelation that 
=dress the embiguiiee identified by the CSE Commiseicner In 
this Pavia.. 


DGPC B 022015-2016 in Progress Aug 2015 Tope to be further dscussed in upcoming 03-B 
Diet 


0 2013 
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TOP SECRET//51//CEO 


IRRELEVANT 


Review Recommendations CSE Management Response Current Status 


5 


COUn e 
Tarr 
2012 


MAs 2013 


SIGINT 
MAR 2013 


Barite of the ArtItMes of the Moe 
counter Terrorism 2012 


. 11211111tilifillf.


promulgate guidance to codify its pr, ures that analysts should follow, if they determine a 
practices to address cases when an Canadian is being targeted bye Second Party Ths call include 
analyst identifies that a Second Party requesting fleet the Second Petty cane Its %meting. 
at targeting a Canadian, including 
notification to the Second Party to 
detest from such targeting and raced 
keeping of such cases 


Signals Intelligence Mnisteriel 
Authorizations 


n;;;;;;;;;; to the Ige;;;Wore 
omprehensive information regarding 


the number of intercepted 
communications and intercepted 
prItate communications that it 
acquires and retains throughout [al 
MA paned, in order to enhance 
ecutontsblIN tote Minister 


report, regarding the fluctuations in numbers of retained PC 
throughalIMS reporting year. 


OUTSTANDING 


Review of CSECti 2013 Foreign 
Signals Intelligence Ministerial 
Authorizations 


Recommendation 5 CSE should ReCOITRIerld.011scaspted with modifications. CSE will OUTSTANDING 
promulgate guidance regarding the promulgate guidance by 02 
treatment of acquired as 
part of collection, but which' 


onstituted 
private communication or a two-end 
Canadian communication. 


Business Line Group 
Expected


Responsible responsible 
Completion Status
Date 


DGPC/SIGINT 


Page 2 


D2BSPOC KEY 
SCENARIOS OS 
- RELATED 
GUIDANCE 04 


In Progres 


CSE Comments (for Internal Use) CSE Comments (for External Use) 


RRELEVANT 


Sept 2016 SPR will be issuing guidance, not D2 


k-sE nes . -I L -II y sat lea ,sornmenuauun uy pro; mg in 
additional context in the recent MA report B group and 
SIGINT continuing discussions to enhance information to 
be captured in future MA reports. 
Apic 2015 SPOT and B group have had discussions and 
Sticontinue to refine implementation. The status continues 
to be "in progress'. SP R2 anticipates producing a mock-up 
Ire further discussion with 13 group (probably in June, as 
preparation for the next MA request memos [November], 
based on a monthly pull of the MA stets) that l; inform 
stet the year-end report could look 
October 2016: The draft MA Year End Report (III 
progress) contains an additional Annex (Annex A) the 
provides a month-by-manth break down of retained SIGINT 
PCs. 


the 2013-1A MA Year End Report, more comprehensive 


information regarding the number of 5IGINT PCs retained 


throughout the reporting period. Technical developments will 


continue in order to provide the Minister (in the 2014 15 MA 


Year End report) with more detailed information regarding the 


fluctuations in numbers of retained SIGINT PCs throughout the 


reporting period. (April 2015) 


2014 initial timeline delayed -Scenarios gill In 
development 12015'. The recommendation raided to a very 
specific set of circumstances that arose in the reriew. 
Responsibility for implementation will rest with SPR1. 
Aug 2015: DS to discuss Mitt SPR and 02. OCT 
2015: Met with SPR to discuss the way fogyard on the. 


DGI will provide specific scenarios to SPR 
SIGINT Policy who will write guidance to cover thee! 
specific situations It is planned that when complete this 
guidance will be ernailag to DGI teams and also added to 
SIsRg 1=page 


In FY 14-15, priority was placed on implementing solutions to 


address recommendations 3 and 4, and to updating 601-4-3. 


SPR 0111 address the recommendation and Implement guidance 


by the close of 03. (Awn 2o15) 


2017 01 05 AGCO276 A-2017-00017--03972 







TOP SECRET/AV/EEO 


# Review tt Review-.. Review -Full Title Review Recommendations CSE Management Response Current Status Business Line 
Responsible 


Group 
responsible 


Expected 
Completion Status CSE Comments (for Internal Use) CSE Comments (for External Use) 


10 


Sharing wall the Second 
Palos, , ,


Mester of National Defence In his 
accountabilay for CSEC and as a 
measure to protect Me pnvacy et 
Canadians, It Is recommended that the 
pursuantMieste tosss  under Ns Montyt


s sectmn 273 2(3) of 
the NatIonal Defence Act. a new 
minsterel directive to prey!. general 
dIreofien . CSEC en ns foreign 
signals inteillgence Information sharing 
actvaes with its Se co. Party 
partners in the United State, United 
Kingdom, Australia and New Zealand 
and to set out expectations Mr Inc 
protection ally, privacy of Cam:lens 
In the conduct &these activtles. 


mnsterial drectIve to provide general drectIon to CSE on its 
Infer maton shameactetes wall as Seco. Party partners with 
a focus an privacy and NO obligations associated with such 
InformatIon shame. 


CSE will begin um...r ng the necessary preparatory work that 
Wil Inform 


the d
of  proposal package for an MD 


that will apply to both SIOINT and IT Security, and will address 
Me following points 


• The tnstory and value ot CBES Informelon sharing 
arrangements wrth Second Plebs, 


• Canada s 
expo


ROM the Five-Eyes Infotmation 
Marne arrangements, 


• Limits on Information sharing and measures to protect the 
privacy of Canadians;


• Requirements for repeding to the Melee, 
• Compilance monitoring; and 
• Renew by the CSE Commissioner 


CSE Weft that an MD proposal submission wil ba provIded tc 
the Minister for coneldenglon by the end of fiscal you 
2014/2015. 


but require CSE seder management approvals 
Aug 201, MD and related Risk Assessment awaiting 
senior management approval 


Shay into 


Sharing 
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Review Recommendations CSE Management Response 


IRRELEVANT 


11 


2 


3 


Current Status 
Business Line Group 


Expected 
Completion Status CSE Comments (for Internal Use) CSE Comments (for External Use) 


Responsible responsible Date
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Number of Reviews 


SIGINT ITS Corporate Total 


1 April 1996 - 31 March 1997 1 0 0 1 


1 April 1997 - 31 March 1998 1 0 2 3 


1 April 1998 - 31 March 1999 1 0 0 1 


1 April 1999 - 31 March 2000 3 1 1 5 


1 April 2000 - 31 March 2001 2 1 2 5 


1 April 2001 - 31 March 2002 3 1 0 4 


1 April 2002 - 31 March 2003 3 1 0 4 


1 April 2003 - 31 March 2004 2 2 1 S 


1 April 2004- 31 March 2005 4 1 0 5 


1 April 2005- 31 March 2006 2 


3 


1 0 3 
4 1 April 2006- 31 March 2007 1 0 


1 April 2007- 31 March 2008 4 0 0 4 


1 April 2008- 31 March 2009 6 0 1 7 
4 1 April 2009- 31 March 2010 2 1 1 


1 April 2010 - 31 March 2011 3 2 1 6 


1 April 2011 - 31 March 2012 3 0 4 7 


1 April 2012- 31 March 2013 3 1 2 6 


1 April 2013- 31 March 2014 5 0 2 7 
1 April 2014- 31 March 2015 6 1 2 9 


57 14 19 90 
63.3% 15.6% 21.1% 


Total Reviews conducted to date 


SIGINT reviews account for 
ITS reviews account for 


Total Actionable Recommendations to date 


Percentage completed 


Percentage on track 
Percentage overdue 


90 


63.3% of total reviews 
15.6% of total reviews 


Number of Recommendations Recommendations Status 


SIGINT ITS Corporate Total 
Not


by 
accepted 


Rec. made 


OCSEC 


to OCSEC 


CSE 
Accounta 


ble 


Completed On Track Overdue 


2 0 0 2 0 0 2 2 0 0 


2 0 2 4 0 0 4 4 0 0 


1 0 0 1 0 0 1 1 0 0 
1 2 0 3 0 0 3 3 0 0 
1 1 4 6 0 1 6 6 0 0 
9 4 0 13 1 0 12 12 0 0 


13 3 0 16 0 0 16 16 0 0 
0 4 11 15 0 0 15 15 0 0 
21 0 0 21 6 2 13 13 0 0 


8 
9 


5 0 13 0 0 13 13 0 0 


5 0 14 0 0 14 14 0 0 
9 0 0 9 1 0 8 8 0 0 


13 0 


0 


0 


2 


13 


3 


0 0 13 10 0 3 


0 1 0 0 3 3 0 


4 0 0 4 2 0 2 2 0 0 


0 0 0 0 0 0 0 0 0 0 
3 0 1 4 0 0 4 4 0 0 
4 0   6 10 0 0 10 6 4 0 
2 1 5 8 0 0 8 0 8 0 


103 25 31 159 10 3 147 132 12 3 
64.8% 15.7% 19.5% 6.60% 2% 92.45% 89.80% 8.16% 2.04% 


Total recommendations to CSE 


SIGINT recommendations account for 
ITS recommendations account for 


147 


89.80% 


8.16% 


2.04% 


159 


103 


25 


64.8% of total recommendations 
15.7% of total recommendations 


2017 01 05 AGCO276 5 of 57 
A-2017-00017--03975 







2,0a 
w met 


uftleo •ooppn Syleit 
va,Apeau 
Asholaikes 


Ream of GUY wool 
1.160. ea 891.1• 
InleipmeConlml 


Ream al ME. we of 
Ma. e• Sq•Nos 
Mier. Com. 


ANS/CDO 
ONS, 144.<r. 


3...p no ow and 2000.Z.O. 


Ann/100.11.01 Rola. 
of Resign Swift 
Inleipmelimbeld 
Oultoricelow MI> 
2014 


IRRELEVANT 


ft eonmeaden no. 2. CIE dlould um IS add% Offillaini0 wools 
.1•In mad 0.c.are and =bomb.= rowing novar..61•0 
conwon..gre.s.. se Osesolones. slaw IMstingmbrq 
nmerobon. 


R•eamo$001.1.. I PE 111K00 ..1.0.11•14.D.V.1.01 
0$00.1.10, 9.10.0 w•44010 no c.w.o.,. .0 a.m.. al 


Pt..••••<•••• .< 4000 0.6rs•Ope.rent Oulnorbs 


b.., a ris..100.tra 
0.11114.4.• ...OM POW ..44.10.11.0•3410.610000.2.0.1..1100111 


tyimi 
VIr.O• ro w trnapae 


OM* 


MEMILMJI 


lisoonmeaden no. 1.1lubweban 1T163(3)0 1....0441 Mime Ael Lepsi ad §20.§ 
CU0.1.“14 


GM Mould sexamp be p.m. la, menvolo....27346(3).1 N.arlw 
Naomi IblosPal m.o. es owls* lo now., senbpAl•B Insfrums..) 
miming QM adore, l000nt......e.e .....1.1he 
*wpm a/ Mob aosinwnemons 


ACmpN 


....<40101.ty.. ,
moan.. woowmw.IMYrpb 


.., o.n.o.. no Sox. 
•▪ ••• .7,51 oxn omportemnes• 


..1.1n*Kbent ,11,1.0111.111.1.
20.5.0.6 


11.4.11•1•11.1...103 LdE ...6a011.1 


1•16nell. 04 TMIIM1111310 
▪ t.t...• $4.10.0t. ..ter51010 
GU COMO N . • OM ...01.10 
m.o.... rel.", h.. !mew. 
coviaman try Dowd Yam yr SM. 


CIE rol. wmwb 0.00•01.0.10 be Model 
msry IMP* 


M en. 


0420152016 


0320154016 


2017 01 05 AGCO276 A-2017-00017--03976 







IRRELEVANT 
1 


UP Ch. Rt.. 01 N0 APPAP , ..l. 


WONT P.M 


2.1. Of 


CSE 


EEzu %arra CSECM ...Cy I NatratadadIwI [WC WV a.. 


baba FM Ift) Ord .0,04.0 M64 •601.46.1".466 


Pgatar 4 F. 44- 46.64 1..1 Mcaml 4,161, 61. 


1406662 OPER, 4413 


14.20 , 3 


Ka. of Mt.:DJ 


61......46, 666 •tmmImal 


tAmmloal PuTorvemett 


CAW eald pawl. ...16.caraatal 
mad .6 poi Mee 


aalltiota amp comaaman a • Woad 


Da, leM 


°maga 11.44a 


.•••• ••641 


3.3041 ' 4 :3314


M.: t 


46././.01 Saab. Naas. 60 ten6 a ...op Pa 


01166 *Mar WWI 111•Catada NM boa 6164 


7a1g111•1 


DWG 


Raammentiala maatagl016 0003000 


modlieslam Ot3PC 
13.1. AM q04 


4ft 4a 3ehdal am. 1107. 


02 0.9. 20
44' 


AV SCAPA. 


03]0142015 


RELATED 
OPPPICE of 


31, 33, 


20134401 mgm mat, em as anal ad P 4. “PIR 


Wittl..n :V.. ,


...a,. Da Oa,/ 00914 .013 ambemal . 4015 144 


attaamt.ra c  4,...,444 64 ate a 


licargota4406.3• 4,044(calettor Mita. 461. 0 4441 


1 Red CSi. in Ite, eva 


0100009,05 10 mplemeng . 0.0000 


ovOma . Iiie wommendat.n. 


.1031-15 ..., V 
Axed on #1440414.44414, Y.41,14, 


44.410.,C.80c 4 3 CBE Mama 0 4-6 


aatata.160at af mama. gmatme 


et r, Gui yew 


SAINT 14044.4 CSK: 446004.036 ( etum mct.. ntn 466 ' 


blAt 2011  0.400. g 4434, n•-. 4 (1. 9 l 0(+ 00 *4,4  a aaft 


SKIN ,


M4 31.4. 1 


41.54Caltailaa 


arta. CSE41.2013 ,43.• Ma Vaid area matt. le la Vatta 


.044. ,,41444.4.4..44,41.mow 44444,44, 4,4444 44 4, 4-4,440  Verce4444 


Vaasa Mamma*, ,antraitaa algramad almaraarla ateWent 


att.ass am:Vmat ta 


.4.14.6. 644 


... 444


Man,. 12000001.14


4.0a1,1 ::Role:1101er...14, 0011,4KI DOPC JK. 4.7.3G-1, 


.0.4.1 (3 ,03 :3 1 ! 


ju .g364 gr.. 


.0.3 eon amaran a. 


MOM. meraarata 2016 MS


$11.0,1 


amada 6. (101.a.1490ra0ktu0 Om 


•mamaa 
••


••


••


••


••


••


• 


71611.3404. 


0(3.0C 


613 33.4,,.:


wax Inn me 3.041,11 aama t .46 Dml. 


pa. peat « 


Watlot OS 0. • 


4aMma2:05.6.10 1. 4. 3:a at 43e. 


a . (a aroma. 340 


to awe. Rattamataaa Wary anti. q'..466..a anal Oman la (51 a 6.4 mmt4 moaa..... 


41044 ft  WO. 01.6.13.0 mon., armam  taaam.... 


Manalatka.0.4eMn lama. ammts km 1 XIS 31442 wrg 13 poop mama.. aama amm 


.1.m ad Mauna. a.m. wawa, at rt. r•6 4, la aola 


calm*. pau. ut. m ft  Itairaw tma aam...aamaamat. 


Mauna an geapygramblan Jmot. as amp, Mat de• an fa ma a maa Iaaam .. 4. 4


Ala*. 1440.44•444 Mewl . 1 ...A lum 4


W.. 'toll. •troul va. ata 


:SiC1N 


:4.4 0( 13 


Rama( 635k022013 Maramatatam Cnk. Waal Waal* Matallataara 


aura vmentamams 


Samaint. AMIcamIlarc a... a a ...Mama _miaow  me Naar 


Pc. as 


Wet.. 


34..3.0,14 hmeaal Mmaaramagm. 6.364460 0 0.1.400 :Wag 


mama. an m. lasansatlea : 


me6/46666 


••


• 


436 Stamm /et. 3011 20 0 0m  .010/SIM AVOYEMOICSOI 


MAP 4014 030 *ft .16.60.01.00. !Mat. 01 


3.6 arta. (81.1.66.4111.30( 


031 sae A, I4, 6 ade all'ISKCI. paha atm.. 04 


NSIGAT. 


*As nn 


CW.1.20 13 ammmaxmata. =EC 96.1.614 Ma. mgala Oft.,900.00 


ma ana, aloomm 


Mmaga .64110 RaarDatalay 06414414•3 


Ma a  .MeadMWM.. 


?013 1 
teacaed• tr.SEC 


idamama ol Casa. 


Mama attaman IC.) to 


1.04644.3...Cmala 


16.1 Caw% lar CAMS 


Inta nt 


Pm1,1666 amtaastan 9, .4m(44 1X3:11 
4,61.66 tray. tan, : 


46.a6alhaa aarma 
a..4,a ..141 tan paw : 


41a1.1a.1a.4tIup4 4 44.0:094..Pa 
ale0


on no OPS 1.10 6.0.166 


Ma. rlm0m 


9 .. MOH 


Os 


06201421316 


2313..0 1


Ils#4100 ,


PP* ......ckeltd a 2414.w0eaa4,44.


P. ,  A PPa:480495 0833310 


HP* on*. gab amfttarahrsteta 


.141./..46 5.4 0115034.04.0 049.43va400`24 


44144 43 0 03 0 03 0 43 0 43'4' 43'4' 43'4''t 


lel.. 8181840 


ney, 4.140 on 0049 40 .010 2014. 


( SI atnaalal INS taammatallla 


waat. •••43.0.6.61onol C1044 1 


I 6 alto Imat bat:N.49all 


ganagolal.a. 064.0494 


....WS 


74 ...k4s4•,•Nr. nr - - - 


hu2tl1t6.01.11by WIEtalmanimaa 


0904' • • Aillocatooktland MOO. .6 a 4.41. 4


.0.600061.6.1 P.... go-Amor su.vo 1110.6.0010011160 . 14 • • • • 
(a and (Ma vJW prnif - 


••••-^ • (, nt. 
mama. waren*. 6 a ;tat. 


2017 01 05 AGCO276 A-2017-00017--03977 







, 
-, 


•r - -. 


renint.• liernimmas 1. CM *Ai worsiA). .1. me, Mt "Mem 
dr I . 4 (IDIMI, ge • ,l141.1. tat. WM i  Ara.a.,^ .51.141...21 3. e en e I I 0.rty I s 4,10.4. , 


NM C.....alab .1.1.111.1, .ems 01161....e.116.0.1,1a 4.1.2 MI. 4.1(.1 
....9 ,•"a. ......P.V ,  ... 


,-


110:61.01-13 4.8paid 


, 


nroarsinnullet£46...130.6,  DOM 
ma wts.............. . 
... ,....1.....................11 : 
... pews.. ta. *VII ani...1.$ ......... : : 


: 


: 


T no 
avow.. 02 
,i....141,111.114.1.1. 
gitab.1706444 la/ 


aallia, ta Cr A.. el 


....e......m. 


IRRELEVANT 


1- 
EMIL 4 
00051....,0
ad L20.,... 


ba....11011018teNd 
am, M. 3 alatarf W. 


2' -2 - - -f -f 7. f -7', 4--------4,----------------- 
___,___ 


I, 
Second 
5....1. 


A ......114.,t1.1 Sirrhi itswwwarimen 1 io........ 11..1.11........... Odom,. ..r. 
acoas.154* la CSEC awl et Agh rolddronal ..asu. lo p.c. Ine rar.0 r 


...11.1,. : 
0 • .. <I 01 A 


Woo.. Shed") wAh do 
0....d Pubs 


al i 
w. ..


fa 
 
,..., 


r : 


UW5,1,10 nr- , 0. -rs CS: 


des lown g• ic.0.1 Parr 


011,1Terf 


8..., Cfelmbrott MEC ...111 ......../..1.12..../....1 Rem. to ., a 
010.0.0 Nwerobwo ...Ow GSM Wm ammo.. owl.. re 
Sowed PA* ........../ UMW Swi1.1.4.11(roloo. 4..0. ..• .1 
Nova.... rod..61,1ho emir of ww......C.rda S.r..• 0. tv 


11 1.1.6......... wer..11.,C•SEC ....... ...I -.......0 
, I 100611...loroce Ow .4.r. 


1......... a ..... ,. : 
poposn, so wail I.• oumbet p.: 


: 


4.,,,:•1 "i. 
, • 


1..... (1 .LC 3•01....- " ,r nonce., 2 1, W.I(Sr tr.... ,  •,........... w . ••.‘ . 11 ‘5•1_ s • .1.1110 .; 4., r .1. 
r•w 'we , IS. m rat Iv 
1. om. 11-4... 


art. IAN IV 'Ca MU: a . r . II r tn.., I • 2..1"... 0......111-11 
lo 


.........7 ,30201.11.N•16.•10....,...•..........1....., 
lo wowle gene........C9C-Co.nfons..........eme 


.. .es on S.:IX-C.4P Vaa.ert Alaa a : 
yalpgay.aaraai....rna.........a


.......................*.


........0w.s.t Lx• 


Uar:..
sr......, 


......................S...1.0 11........ 1,111. 1. 
914.1..1)...1................1 ..2........111.....1 


................................... : 


.41.616.01,4........2 aoreFeb.....,: 
....Isko............. 0 ..........C.........11........ of 
.' ..0..040 


le...0.101.• .4mq to tram WM Aorsi. . 
Snow. ...........• Ww, pont
• .........0 ....,.0 ...... 
1..9 ............ umna wan. 
Carone.............. 00....


•
: 


• 


•1.......46nall•And.laa .0 Sa`a amatlawat aa


• 1.1•31.1,ad, 14' 1.46,-,3,:a IdteeM


• 11...... y la a ........aatmay.. a.. : 
CE.F.C................“..........


1 
a 


An. 


''''''' . '"C.' 


-••. ' 11. 11 1 


•101121111. 461 
...,rr.7,...4 


....


.......,...... 
...........0..ew ... 
,..111,0( 4101,..6 ra 
...,... ,....a.xt,.. 
otaamos Now A.A. 
..,,,,,....,,,,,,,,,,,,,„, „ 
Ina ...pi 


74 0 =NI 0... 010810.21710. .0.001.11.1.11.0.6 
402.112011. 2011. ol 20114011 
Itta 70701. 3000 011004000 


amodalor Mr.. , • 


73 0 pr202 REM.• a/ 011EC• Ping, 
1ol15IFI0(015ard 


No mmuldralmons Walla 


10/01.103141•01Ernx• ' ' '


R•poll (MM. 2012 


- - - 
............. 


- : StT .7. : al laNNIV 
72 0 PM 0/ 


2p12 
Mr........  .....1. 
el CNC elvv, ... 
Cowed. .0..ef 
Inkm..1.41C6) K. 


m aseo* 
coo ears.2012 


2017 01 05 AGCO276 A-2017-00017--03978 







. . . A 


A j.,


--. r,„ .. .= 


'4 ' . ''' 


1 


4000 00010.0.4.40.000,00040.01.1.0000000.001 00 00000.1.000. 


•0000c ..44000000100 0.00..0.01004. 0010.0.0,40.00000,0 •.00.0 


0•140.0.0 .01 , 04,0e00,410010t a •10,040.10000•0 11,00.1.1001.00.1.. 


mop•Mpl.101 *my 


. 5-. OFC.I.ualm.04.00••••••••0140• SOW 0 0C 
1.0.1401.0.1•0101.14.•0000a0.0ft 
SouOL•payd.1,00m31010110./.00 
00.0. 0 0O0,apo1•131.001+00.44 am 


1.4. 014.0140
..  


be Win odium 
.....,.... a ...,..... .., ....pp, 


>0,..010•0,...momboaro I .....1.0,1* 


14.4 4 • 10..4.1” -an 4.1. 
1•414 414104,(1 1.04.1.1......?..“0. ,
41[11r11,61e1•41AiNmeof ........ 


4 1 4 . 4 . . 4 .4 441....•. 4 . 4... 
re  14+14+0...1.40,411.01.1 


4,4 to r me.44 no....,...4.444444444 


 ............0.1.0.10...1 
 "...0.•••.110......1C301 A •02) 
 O.0....0.0.0..n.,•010.k0 


•.....hhona........,................1.0 


Orimolo.,............1.1............ A 
modasuo ........0”.10.......0•0m.N mi. 
.........0....• .... ,...0•01....0.0.1,114.1 
WI raw .,I• ... 1..........ohall 
No ,00,roasokire•0 000......00.0 
0.0 I 0 AeMPO.0,2111.0 N..0.1.


....met wl ., Ire.m....0.• ft  O .0.1.1.0. 
0 -e mOnmeres.....enes.... 0 .4. --. 00000
011,5110N, 41 osne.0. i• Ol 13.0ex...1 


 0. 0 . -  N.V. .. -.1 00.. 0 .* 


0,.. , .....^..n*..+^...... , ^ ,0•00
...0.1.,...• arnm 1111.. In... .. -140, 4. 
en ‘,...........,..00..ro 


R0,00 If 


R40.441•061144 I .1 4 4C0. ,4naa I. ale poMpole n... , 
p.a.. o.nonnvnnv wt.., and .r. as 


con....ons van Ga... a,  C 


nnsinen an Idenlain 0,111100010.1..k. uuna try . _ an 


anted. or mom atom*/ a sup.. in noloin to on ernly 


i. F AD ne.p.. CSEC............ il.nt 


Mini Inelonnen c..,,nd tr,...n...., 


be earryinntlIn one ... 1._.1 4444,44r 


2013,2014 


SK'''


14.1.31-141 . 13.0C Inns W.I.. in 0.1....i. ,, nu .. 


Lids Oa 0 ,01000• gr090"00.00 00.1.0.001 


,•, 1
0 0". 141 


1,..1111n nod.. 


° IRRELEVANT 


IRRELEVANT 


^ r 


mr-57,2-1," 
41. 0 


....0.11100000101“010.0001120..-L00 


”.1.1e. .,•6.4inol In IMO.. g0004. 


reAdes .exuado,r44 .4410.4 e.4 TO csrc CSI, 1414..14, had'ess 11 :4.n/ 


1104 , 0 ,0000 CSCC 1101 ,01. oolotpos O. von Second Pary Pa two 


hob)... Can.* kc Sea., CNC 4uirg paean. lo Its opoadons tar, 'at 


and 3) Monroe ,T) CSC? no 
rtddpc, OI L) t ::,0140614144, p.nanfurr un.° ore .0{441 


$.93.2710 


L 


r -ivrirrittrilTYTTITITITTriTtriTtrirtlyv-ritrt7”,
nnnennonnonnn. santo onn nann: 


,1•••••*•5004,64444.6.14.4140. 


einp 


41, err140 .....•44140 4.4•• 


mite re.06.81bO 


Minen.13 


7 1'71'71:7orit +-7+-trytyrrta, otr,rfft-Txvx 
wA 


1,1111T1 , 


2017 01 05 AGCO276 A-2017-00017--03979 







Med 


alelaaa Ga. eN..r A C6E .1.1a/ It • FeaVry 
el. Ia 4,4 C.111124-Carea 


aaaa 1.20,0 IT, nefaena Freaelara 


A Rama CSa 
0100,11, 01'010e1n0aeo 
Boa. Neepacel 
00-Ako 


01111111.1111= 9
•40 0.4 01. 


r.1015 ogre 


afearea • 


_an.slco!capirba5011(SPOCe. aalkap oar al. , 


asse me02.11 be.lra Ofta4204- 


GO 112_41.


01001 
AmaRSVISWOKIRC• 
ACIMIO.Claaela. 
VOW .1.1.001 
krall.0011 


srs-
ILS0 


1.11:001141•1000 I: T erpulaveal0i CI= 10 ram! lo to 1.610, 1110 
nollbeal ola011001•03 &WOW p1N0110010rOuni00100. and 
601010=111010ainferdomot shad O. lonalol No to masant 
faxrcaon• 


ate a • r am 2 C.SK s000lo wen 10 G1. 
Je area Lead.e....k.. • ..41 One-rvad C411011.4 00.11.1.1.1040.1111111111174 Oa. 
are unaa ui sear e ear era In sereplaiwneaemeeen 


....alaaer a ........... 3 Ina II a 
.m. Coma. J-10.61.0141.0.0 pea rp.0 FI a a 


SKIM ...11.131 r...45.4.1.1 4 map....... 
eusamo. 


001.00100 Eskylealtli 1.01
moos. 


0.4a • ea. ,
.4.41161...aled Dorn a...a 
tolaraname emveyeont Ward 
Peleami Wan ae0. eau 
Me I dCSEt.a aoaaeoaa 
.pant ar.edw~5t5. 
leant. Rea.......m.10.0 


a,ta. 
aOa. aea ear 


Cease tae  sec l a  a
4,40 a 04.0.00 
a ea • 


1.1.14.04044 Oa 
<IV .nlawle 


Connoutosmo1010111101.010001audilled01100.011011004N110 
eloaellea Ceoraeoe1 am Go lo soya. I beser lo Os palm o• 


ogoon.... roseGo 0.0.4147 . 01.00rowardoaDoor. 


MAIO. 40 EsSems2It a 


EsSips2ELS 


mar 


' 400.00 


o akalarelaileaa 


Ottitaa 0,11. 
•••••••..C.0 4.•••••4••• 


.141.11,14.414•101.1. 41.4a 
ro.gaA eaacC 


ava....11411134 aa NOY 
n 


kale Nara acne 4144... 400 
ban ii•an 


CafC 0.0.1.41t 
1141.1.,1 eV... 
/.41.0....4.0041, 4410 


alaarral .0444 
eaveswe ...ma tale to 
Ga..* -.Ca eta/ram* 


na..1.0 • 


0 dune. dd.....10•7.101.C.11 
.11. OD 


0.11010,19.41.alaantallS0 
5-


O04030.1 


SoiamaC 


e.50OC 


a 201110000.500C re, 0a1opro kaGepance da a. 
aan etoodenaa. 005.14: e• ropaa.a.of 5, III 
.,.den 13 100.4.1 VOW wawa. Ma. 


loa212 Pur-lays p, 


in.o. 0 %wagon, .0.0eana 
....10.14-b eup.404.1. ac 
414.40401.114. 


OnealCa.444.14% 


lava la a a. a le 
C N. bal. 
lo roam.. 01140e deene 0, toady 
Thala wads lo Gorda me a.. 
a5a1a agar 2011401)1.CSICJI 
eam R.en w1. maw d tevam 
• Cana. vau•oaegese 


On0.• tag •*(1 
S.cx SCOW lleant...14 


%dm Dakoloos ol 
Ccred0110.0, 
inkensla Gann,. 
of daft dab AO 1 lo 
Splernbov 30.2010 


Non Farm, relancoas ea. imaomareadioloos Iwo le 
DAC I wAra0151000000100 a r01•••• wear). 


ale Non Non N01•021•Midbil• 


Scria 
SNOOD 


OICSEC,4•4111* No 010.1 nommen, Mom Hasa soakes.wa.m.aer 
e•Pn.2 ald 40elot 


...- 0001010r 0oa I I JR,. paean sees ote.00NOrae. le le 
earn d came. Os Oa. 


404 Yawata J. 
aeweasee 


e. 
o. 


41,0 .Oalaa ar101.0000110111.010.100 


Sa   aut Oro., I. banal. .14.0 


w. 
41/ 


20002:01 


A Italred CMOs 


Na Esksime3#11 


Non Non 


10 oiled nocenadcdon• Yam EDAM ousgalonawerao Tea 
ahad sakaaellara 4.40 bow. *was 


• 


2017 01 05 AGCO276 A-2017-00017--03980 







,neu !cm 
Revlow 
fOctober 
21:10 


Informatio nology 


Security 


conducted under 111.20313. 


Authcmation 


mendation 1: Mat CSEn. amend Ornnational Pakv OPS-1-1 ard all 


Recanmendman 2: mai OSEc 0i,e1,1 


end 
tools necessary enable to rat 


1aurp ,  and report on the miaasa>r a!Canadian .1, 


ry.oate separete NI, tar X1A xtniben 


Wh. Con,an nouns 
n Suprkyt Carvhdlan 
Form, Orcemmes 


111,1>tinton, 


IRRELEVANT 


February-16-if 


tin—Wrenn CSEC 


nn0,, nd Idotun,


PC n SUM' C 
SP. 1.0 


fence, to aCUn... con.ctaclurder the 
was, Atqlemstan rnr.stenal aurroreanon. 


011..12010 ,C111 These d,rea ,onsa , e reno,ned constamltana Ur..ed a,


cbmplete,l 


under /11.3 latasl. 


J no111,904 TY 


211:09 some date sal 
e nee Z'rbe on 


.11111,..110 acnvmes vonducte. under.. 
IPT4392 InIpnanstpn altr119/81 au.onzatron 


1, Me Mfrs.. or, Dern3rnbanr 
1111e...sed pfernacklies come unto 


on 73 Dec emcee OrM9 me seem 


2017 01 05 AGCO276 A-2017-00017--03981 







,...- ,...-


'W 


:x1040 
i trOP1o1.101e 


,, n ... ,,,,,,. ,.. 


.ruaw 
4 Melan al ........ .cam 


. Marc--03-00 .a 


uteray aar, arr. 1-.... ay.1•3 
, ,,o, , !... 0,1, Als. .1..01.8-2-1 N. 
, . n.nvl t, re e-l.r.macr Of .... I. 


.., -, num ,...,0-M 3, . mod 


nrocnsidra cu iang..n. I,  s, ...V eenft 
lea .5a I.e.... 


PC 


, 40


0 
I. 


u. ...lion 11.0. Pe SOP Mk *mar are r a a r n KV I 
1,  . ck owl a. exammsal ......1. ... a r, i r. 11 .1 . ... -., 
1..a I :op.....N.SIONT a tottle• 10 WW1.. !..a rkt mourn...a.? I).* . 
lorl ,r, ro.a. ....Ms. al Med,... ura. a OPS-3.1 
1 


l311 Mr. - .,.A.  e:  MM..: 4 VI a A 101,..1..1„.11:.:kail OM tr 


23 -... a n 
1.1.! II de not nc Ma .1.. ma! c r or 
am.. • dr. 0•11.0 or . one I 


....mem ............ 
agog' 001.1 Co.., • ........ 


..... 0.• dr...er is 
..............., 
• .6410 :tn .  a,  COS4. tenn SC 


Terat ........011.0.=3(, 


krl. e niAlon 
...........01....... ow 0...... ,., ..n4 


II 


r.-1.0.1.0.10 


I
.............. 


= ,Le, e, n' CSEC SM. 
I. ...... 


W. 8 
war "ram 


110.....2 GEC rho. MM.. ng. :.,.......,.. 
.........M.t........ -arl r.- weer. • . 
No41.101.0.......0.41 ........a Iv 11-, . - e: au... 


4...... CLIC . ornme I. N.. OM 
.................. 
........... 


Crpropleart.. • arer 1 04 • ,, r-,.., ert,re Ta nexfinwea 01., OP63.
13o.. -Ph CIN..04,...1,3011. ova MM..... 00. 11 
0.3-3-• us :au ., meal lor=.4. ewe.. orte arcro lava 


INIxo f...vn 2 4 &Id a Pak ou...rq wow WY., ...weft 4w• 
12 Or 110,21.01.2010:110.M...... 121.41 Me teen 
1:.. se ess............. 1.0.0.0.34.... 


0404 ...ea. 


N. 2010 0.11 hes Mem: ra 1.. 
d...,•11,11.e eat.......o. • , 
....10.34.1.......er,. 


...........10.1 M1
morwolons_ 0.1. le.
0.0.10......ery I, 
ar......... 


R.*. 3 GEC .00 11110 ..npnerwm 
rad as.-trr in in. 11/1,1rnat II. 


PIM. .61e,,VAS ft .. C.41C ...KM 0 s arr rrTLeir 
010.101.0201 OOP. AMP 


31,111 02I0ek4 ,, 02 • Nat Pk 01.411.9• Me Mal r. ' arra 1010......... 
, .,,, ,,  Tro PM. 0.344 WM 00.0. .1020.012010 110...1.004 


tam.. 0.4. 1.10. leo rare u .1.110 010. Wt. 
'',"' Titer9Ired01034.1. ea. >acre 0.1. 
cl 


..1 111,11 


.02010 09541. Irwn rm.: rs r. 
Moo .0111.1.* ". r unor ts ..Alenri Mann ollaryr AM 


V n Alia ,F,T.q., a 
......10.01.10.0.10....,
0010 0.....00.1 T. 0.0100. 
03......1.110.010101 
Mien wint.m. m.o. rarnom 


.011.1001.3.1.1.0...... 


,, CSFCS,.. 
r.rponce ...,I, r, 
C......a. ,. 


1. 1. 1. 0 . 
.1.1... 


.......lien A: CNC ..............A.......e 


...A Mae 0 41............ . 0.....
curs...e............. a. N. .........au 
0001. 0....... I. OM an IWO Meireel Om. 
.......16. 


PI' ro, 


'' . ' 


I...03.00 empred CSEC rep. ........... 
...ft n110 aspope.... 
we .....• .1. 00.0......• 
a el. ................ 


PC 0.00C 0.0.1.22. 11f 02 • ... CO- TN .... elan... . rs. • s., I 
SOP WI...... .1',1e, .n! y vain L. rem. Oa. 13-
..0wT  nol ....., 1, . erk ! u ,....... 0PS•14 41 1


• Ga. anal . 3 arry... 1.1.., ,p n TM. VP S... OM 
4 Cm In.1 ...skon a,  CPS-• -3 awaramia, re.. nal 1, Nu/. 2.3 • 0 


map pe...!.... SOP 70 


t... a.,..9.....0


02 arola,010111•00.k.r..:rialrar tr, 50 rut. sa fr. re. r 


.120111111.1... 1 
SOP. or ...r. a a 


la. 


=Cc 1.0......... 1.1111.1.0.1.110.1. 1.I CSEC...1.11.....e• . Mk JM6 I Ce1234 CSEC Pm AVM 10.....00 01.0.,
.........en wormairliMar. r 
11.01.0.......000..5.14 


.• r 01,1.1011, In M. lernel In lee WO. X011 310110.........te 
OCSEC Mel In Mon. WWI. Meal. MINI mow War any nt ihn 


,......................10.1 WU.. ma 
1 ,................0............ 1. 
,...... wara nest W. era Mea end 1.,44/d WIMP. kohl Sa 


neCevelp1001.10e....... 
kw in 110 WO 


- - 
re 


....illig:Ltr 


....1,1110.0M 


glINI....1.0.013.• pay murelseille rep. le MI.. 
. 0.1.0.01...1101111.101......1.1.• 


eare0 


P. amp.. re. 
at 20011SONT .010.0. ON. 
.ro Vid......1•04110,4101 Pay el I. 
WS ono WA Mod yrad ntadranara, 


- MX, leg ,,,V,11. 


re.... 00.1....... 
arm 11....0. 


MI 0 flNfi Droarkmd Min. 
....110.... le 
130.0001dCande 


No ....... 
4MIEW '


....r.r. ....r.r. 
M. 5,0.0.


r40:001 :1-:-.-


....r.r. ....r.r. ....r.r. , 
agULcif 


L  - -- - 


.....1 


a: 
!IP I 


-- -- -- -- -- -- -- -- -- -- -- -- -- -- - --- 


C VC 1. a rIta:h,d.c: optc.114.11 
AVOCIP410114111....... 


1 -''', 


ISINT .roc 0.0....31. 0000.00.00 


_3 .


f . •8 So,orrw, 1.0 ,r • 


....Mt


-S 


... .... ... .... ... .... ... .... ... .....r. 
a a ,., raCC AM 34 CU le So., A g• 


.1.1.1110.• kw...a, IPSO , 3 7 
ea e vas ..c• Mau 


-.re 1.1 CSO .-r. ,r2.10, 1.7./SoWeloe ante,nonl 1.,:e IIMIM...."
Naar4p. SPOIN 7 Syano, to ImadVrevo 0.0)0T, Pill)0.090 oho al v O. 
'MP, raC yr urr r 1,-1,r .ru 


=Cs... 
Car.. UnOw. 


ReC010.1.. 1: Mr CS,C a:ts. au :ar sr.. ett.eige. 
a.. g.......110 perose..11m. we lo la..e. 


laia.11001 0.109.11. 0.0. a AM re.. .10.........„ ...um ardsle. 
sr sa............: a Tree 
cprca! el* 01.4•00S •14,03.-.4.1 Ow 


. 
to we... a. rue,. t ea 0.M."'
liaskst• 4),  law wor .al la, 050. a a aiwz.,,s.,104....... ......,; 
.......tn, lippnos nlso 
0.0n 0e. ea; a. 000 e...... 


1,0, gl Sed ININIPMMON My. , 
.1,....nota lot IOW 110.1.6 - lo 
rrsur arrd ....0.11.2 eau ....01 
, tvp ..• 1 ar rkrr1 1. rr-a 


PM. 
9. 0. 


1 
-I-


roreer.......c... v., ...a, 
e2 retr m... el Ora..2036 O.. 
..........r........r 
.o.••••••6 10111.e rone•Wl •• • 1.2.03.12 
d....., Oh ....d..n.d. d....... 
otldn01...14..0[1.,11,4604 to .141* 
3.C.....-• me ..-• raw, yaw. 
.....- ..........r1 
50..0... 


WONT 12.00.31. MOOD OD , 31X.. P. OPP.. ..... el 0. 04..0.0. M..1, 
...03•0 I.Come. .4 R... - .. 


..... 0 105 ,01
1114, 


CSCC. PM. ........2 .- 1.030C. mow 10 amern ers ..... 
. .0............. 0 cm 0 .......r.. 


4.01.01•In•nof 1 val. 4 Wog MC'. poot.s 
, ...I. 


i'ald011.11•00A ••• I 0 0.0 .1. *C.f. Awary•Is Aro* ..,.l .er. t ,
........1.•10..... Pa . ........! err ol to 
CTP 


0....... nuord  us.. 


Cm. Ta...10. 0.1 . Pe. 
0,1000.1011...1551 0 OW. monle 
Ow ...10... le OW eastran 
....... wa...... IP s 
.1)1•01114.1. , (1. WM 111.. I* 
......CIPS, 


0..1.5..1 • ............. r ..-... 
.114"11%...0. 0011.111111011.101•10. onel.i. OW... 


vs. re... ...Ns 
es........ ......... 
00... u suolast an esempe OM.. 


 - IrrS ,,, rtZSZTAMETESSZSZSM :


Ns ........0....- ...ar 
.....0 


04 04 04 04 _. 


a 11.000 PIMP! 
Cam.* 0. 


1.31..01.101.11.11.0100.....1.11.1.0.... P... 


04 04


Armed 


04 04


COCC............11 
rm.. arr mu . 0 uk.•• 
nue.. ... rm.< 


12 .'eu.el- '. .0%.".017 ;re'"..2, AK 
riteure O.. we .... ......0.1. 


tOwsuntOrtnrn......,..illit 
4.1,.....1,4•“•140.11.104... 
ow., ..oden no .r.r...• ot.. 
t WO tandtun,iiiirela MN 


.0.,..........ii ...m..... 
nors s m. gr.. 
ON.,110 0.10.4...00•04 0,...0.p. 


 .


.0.•••••111 v. et .........earre 
IN.Gentitson ow lAt 0' Wean. 


04 04 04 04 04 04 04 04 04 04 04 04


PO 


04 04 04 04 04 04


0000.00.00 


04 04 04 04 04 04 04 04


„ ,  _  .  
El . A. CI: 110.11 ....... DerA N. 1.0.1.20.03.11
re.......... 


04 04


04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 0404 04 04 04


0.0.0M Rom 
.C3E01,...... 
...... 
T.... S•01140. 
2, 2 IMI-2i OW... 
0... 


04 04 04 04 04 04 04 04


..........1.11•1.10.1.13.0.1.10.10 
area. the PM.. al N•11001Ceinee bralltorldne when 
Meg 


04 04 04 04 04 04 04 04 04 04


2017 01 05 AGCO276 A-2017-00017--03982 







DIONINI WY, 
MYUM 131Nelron8 
Pe-emono• 


$14µ110 C,74 
Otmor.a....gtv,r, CSC 
Sula,un C.S I 


INCONPNed•Se• Elmal tpon Inbarneko penned awl upon Inelnps 
Int& few•••.C1EC Nan/ non.*M ban.. peel.. In edam. 
RI* d appononleat entl MenIewN.N. 
NNW war sof caving. In Impord eandllket. 


oca•mor.144.,.. R-CYP rvvvo CS( ...I 


th.c...m...1-0. R.• bemoa .5.5: nw.ru 
<Ass*, ...re 4,1 maw 


1.110•111 


PTteSS 


baeNliri CACC narrow* 9a osrennl menus an PC 
NmwM1 AWN.* • mama* n mane 
Imponmeson. * 
waving No ...pp...* Pdv.n.a• 
monsoon. wont. ono 
Ng.. program Ow +An te *ft N 
ono CC onpradlon let 2003 
PAC N o.knal MN 46 Mn *No 
Inkeitaike manowning tytlesn. ilbq atilt 
Wiring and nrannma wannins.vA re. 
In mound Intrommais 


Mw won nver...lee 


Mnmepn t. -
•Neryn2ilon *Pon.. .- 


..Inn OP NW IN 01 Cale • nun,.. 
Non. *pad ono, anus.,-.-..16 
OPCC.009EC *Wad • 
cincunem py•lu...bnieloCSEC 
an ramp. Mt Won prtnIned 
Fu. clifidantAnt Per* p10, 
OCIICC NNW. Nr.p.Inns YON. 
Peentsetlkon. 


011008 
MINT 


NArt.11.131 0000 


000,90.00 Co 


...min* P.n..... ...Pi Nan Pm appNlon *wok al Onlito 290, • wpm.. In,* MEC 
nApenpr cOpor CERRO Opoffor• an  CERRO Inimp ON 31 sp. cow swap mumps moan 


ISIS.. C 0 Group exereno• pogrom MN. PI 31 Odom 2038 lowland poky amp.. Munson 
RM.. IP, 010 NINON Wean 31. 2000,6 SPN Nrre•ponnnaon end 6,1110•160.11.10 ...um el is nowilren 


1..11•Or1.11.1 al mewl paws 001 0101.11Int 200B) localism amp... 
A:1,rd 01- Tom ranomerdianon Ma 3 m.o.. I.IM CZNNIO 
,rpopron WIMP= romp amnpMs. 11•4306111011 end PM 
hoinIng,mterryllalal. 
rakes... 4renea meant. bra !Waled. • powrYCe105CAC 
n•nsong plpostl lor Po spin 
,REC Womb lo rwasenInp Y swarm melbas oes canine awn* 


CSEC oropoord • 111.011,81 01 MAMA. la 6601•Non round ow 
nytOpnal• pan at IN n1103•11010 rdepana IMMO MS ni110 
talwmn CSEC and OCSPC on Spplember 9.2009 In n.nowlno 
,cenrve cede, le own oonnr. undenlentnrg Ins Nun MP 
n.ion CSEC wol.PC rceponcl LNder AC. surer* eV prow* ON 


for <Wenn."'" CSEC subeequerly pmedoe °CNC 
Sopesocee 35 Mtn CSEC curont prectees hat nave wan 


nwirafinted folbning tho CSIS mei RCMP 'pd.. 


$12151011 
CSrS aem ,tiE 


man* 0) 


IIIKOnnlIndelkon 3. CS- V4W on....41Ponnlion.1,..11.13Ernno 
bermen CSS srx Cats amid I N.0•1•0.1ff :140 


,:asICH.11•1).112.1.).11e111dt Owlen1 pante& o*.n.oron 


Process 
Relodo.bs• 


2112 C Aeaeled “EC v.. .51 In PC 
enMel INOR,I, wont, IN nrogrovp nap 
Pro ord ZOO/ 


ManeSt• 21550mp1Nnl5. CSE,91.1010111.110001111.4411.14.4.11)111 
CuilldNI.90101.14 60.4, pompon and pre.* inatronure• mai onr con.P.N.N. 
Evelinkonon. Cob* I•nnpniand 4.ewbmp.0.apoln 
dad Wed tar......41, 
9.0100 


An  It o r 1. e • 2200s009.00 Not 
Muth. glaant. 


Ve• n.., s«
pd.ar.:,....r.A.11,:xpeatorsantd 


weee,,,eee.e.e,P-Pee.41111•111111 


44,01.010, 


,w1.4 on, 


Olf 


m 


curso.nntno..., .ewnwalNnAnonc 
V.111t1.01-,1111 


...B. WO* 


Sop 2911 (13) Conlphnbn ol 9r CSE CS.S Genoa) FIIPILAInok HOU ft
tr, phint, viNt.h GSE M9lwnap 40.10. ro PNINne 0.1.12 
544AN.I. P5.0 1,10 s. I2 A.K.Arl I rani 


2012 Oly lMCSl.GS1S rowNnY vIrg xgnod 
20, 1. RoN•orts toning t UE.SACil RI. it:4m.( 


C3 R.PrimndellOn Nay, ty OCSiC N52. Rps,r,r4o151on wit'41.11C, 
008E0 ;our oS2 ,NAPIke 


mascat• 21 920110414, 
ConmcnIont &engin 
Essaln...Coeetior 
and Me of Npaa. 
9.2004 


r• 2200200400 Aecoeles 


eetIktiqm to w...,tpurt,,,,,c.v. 


11,1km., te 41X., 


,w,p4m.vogc,Arr 300 


0.1..4, 0.0 ...Or•Orvel.”, 


31.013 July.3!.08 0.10 Sagooroor 2003. Me CAW. CSEC o ed oC MPS. 1.10 
lPFOOMP1,111 Wad.. Mahon 
0200.0. COOL 8.509) 


to Mom**,  MPS pono 5) NW (OM Me mV4100. red. 
Wooer* seeeekee0 foe Mee 20n. Pane See CSEC ecornene 
ge&P 044. ree.WWISKIIIIKO 


1; 1; 


A
-2


01
7-


00
01


7-
03


98
3 


2017 01 05 AGCO276 13 of 57 







LS 10 17 I, 9ZZOODV GO 1•0 LI-OZ 
t8


6
£
0
 --
L


 10
00


-L
10


Z-
1


i 


-..................,0 , 
........111....1.4•0104•01.9.11 I, 


..........sm . ..1011.y. ..04, 
6.000•1 A/ V.P.O.M.......1 ,, , 


,Annvesemulne *wallow • oxo..., E=1 


..........m..........1,....... 
m Agate an....leste .0./...auraV 


,,1.00.1011.1.,0•••••••••13•11•40.04 
.1.. 4 , .....S.... PP  


..........M1.1,5,. P. 14.0.1.- 
us........1.00.45.4.0.91,1eyNK 


vropor.....Irealtu.von.mas. a. e 
a••....axiam war ..111 ..9..........1ZGISOM1.1.1... elSO 


WWI. OM. .1P.,091.1..11 


.O. 
1.470•110 pew.. 


1N1003 0,0 1.1006.100WI 0. 000-1/41 


a. .<f pup 
.3.1., I,  u , H u .. p vow. 


.....k1 00391.1.1.4maraprutapar,• ay., 
••••00.0••••••••• •.700•0•••••• •• 


AP......111.i...0 II Mu 
0.11,..1350 Mem mpo .09 eni. map .0. ,........0 


P.......1.10.0 . 110 
(00.....00 ,


1.1.10.10..090.10 
.110091 POU01•011.111111.P1.1.11 IMP 


ZIAVIIIRI 


...... 000  m.o. 
v• ...MM.. NUNN 1.01..Va 110.11.016........1 


•04e.100. 000 •••••• 


t....0 .01.....0 
.11.2,31.10a0 •e00.0 


00e1 P. UP .1.01/08.• *Awn 
0•00.10.0-4.4,010-11,0•000000 


N • Od -MeV NSW. 000e0m000.. au 0•000V Pe. WIP.I........11 Z 1.0.011W0wonti 1.303 0 MI NIP 0•Meil MO 


.1.1Vg14.•.•• 
PP' , NO,P,D•Pleill...1491.1.01.010... 121114a1.. 


4- -.02 .1 ,.....1 Pt  4 
' 00 r•••••••••••0 0.00110-1/ %Wig 


.." 00. 100
.. ppm •q. moon reele.•0110001. 


00•••• 00..... 0 101••••••••...ep Men. 0.0 


vendee.. raw 
ID•13041, 1 


000•40.-00a kern+ 004300 W.Va., 
is.14.6 01•Ph......P. 4


0.0mo••••..0000.5•0 mow ............• WP e.......• 
area to gooses ow 011.,[154 es, . ' •04...P.ON 


•0 00.0,1•000..ti 
..•,. z,...000 ,01.b0 .4.......0 -nr$01....00 •••••••••10 . • Pm rap.......... •••••• •• .... 380 peupnicp 


wee. •30100. 0.0, 0• 0. v et 15.,1* . WM 110Z MS • , - 0 ,,,,, ••00_, 0,  c•o• • 130-, 11C...N. MOM Itylverour.....1.11..... 43, 


'M.P. *  P ammo 


0•00,000V A.0•00-10 1..01d 0.0” ;0.9 •••• 10 .retl Ob 0 1 00 OM •00,0 00. 0-.Y. a 3 vosecu0....... 


4.11..wirm.4.1.b•VPIYONspyrode 
11..0/0.0.1.9.11Ma9/41. 


MO ute 0.114-1-4i0..9 .1-9d6 
two. ••• 4•00•0110.0 wrap; WPM. 


9000.4 01 
000¢ .04 ex•••• 


Beam 0.0e 0.4.1.0.0 DUO* 0,0 .18111.0 ........1 OW. .1 .......rqP.... WI 
0908. 


.... 1  0  • . 0 ' 3 'WO 0.0 0. 0%00 3•Se0 10 MD sa0.01•0 au'. 0.1 
O  011004 0110 Ar 1 


VAI•05 01000.1 0001. liev01 .0010-11 00010000 L 
.0.1.0 


1001001ed 
..... . ...0. ,5 .......1.0.p........1.1110 


100 0••••.•• *mew, ro.00.0j 00 
.10011•0000,00.3 . 0..0 


41•3900••P 311 


..m..•.. 0, eque*MIlli.• 400,. 
001•0,-04.. eme0•00 op Imo* 0:0Z Me.. 


-• .., I" .1 1..401041041.03 PRAP-P.St. 
.i .c,0101.1.01111.41101.0 *I . . 


• . . . - •01011010 
00.001 0.0.13 P *0.0 eg .0 400000 001.1•00 ••••••1.100,41•00•03.1 


4.00,.....11000401 wt 1 tk pm...0,0,ra 00,v14.11....Av.•000.00 as* . 30••••• von. etelodooepvi0.000000.0. 
.00..14.241 Aerd 0 


il
l 


II
! 


3 
„ 1


1 
41


: 
p
l 


1
-i
ti
ll
i 


t 
- m


i- 
it 


--
# 


lill
11


itil
lw


 
W


il
d


 
;1


01
1)


iii
!  


0•00.0•00e 
Mi. ,  te 01040 107. 


30004 


!my emotswortereo 
10 ...0 *NO 


00.,0.• 114.600.• 0•00 
, 0,0 0,0 .,,•0•5- 3,-,e.,00.0,04 p 0•••••••er• e ...cue 40.• le. moms 


P•10•00•0 , 5 •••.., . ,natt n>.•. ,  P. .....,, WO ••v: 1 tIOTT.0.4411n.x. 1.-••• ,.7.x0 , 1 ... ,. OP 


aleolNa 
oui ft Oftiu•pkwa 111.0001pe OA.* mkt. MO YAINOW.....1 


...toilemom. .......cum• urn 44.46.....,praose.ms 
4..14.1V ..........”........01.4. bul. 


s 6........ ,... 46, -..... woo .... 
L.otour...P..,31.11141‘..14..11.10. 


0. 41.4... , ..1”. ...0..1A0...6...,.....1 14.)...1.8...,. T- e 
.. . 


1.001$ .M1.10. NZ 1111.0,0 
ma em•I•01.0 me0 60me pr. me -Awe., a ea minuole0o0A 


SIW16.1.90......• ...ay. 3S3 alt : 4 .......60 
1........ 


10 .010.11.1. 
...., t04.4J+1,..A. 


..-. v...., u.o. .,....o.. 


- . 4 4r..: - - -- - - V. - -. - - = ,,,, - - - - 


.024 .,. A • -.4/.4 • -.4/.4 • ./00 WO `-''!.`"'"-., 


.- 59. 
-. '''' -_  _ *! _ 







,,,,, ,,, 


V.


, . , ...too. .........m es . '...... ,• , , -, _ . ,.... _ 
. 


_ -...o .; _ ... , , ..-:D- _ ......-,... , , _ 
, ' 


10 I CRO 
tow. 


Reg. el me RN re CSEe 
MOO MOM MEd 
Roweled Cereden 


Reeeeerneeddlee I: Teel CSE roam* Me peewees eft Nemo. bele 
Mewed deems Men 


Pneeeeee MIllaltaaZ AeCePtee 
41 
.,..kkii 


Os ........mouleet........ 


M."... e'9•A'e *Md. 
...a.. at .rt movone me.. 
oreenkreaeeweetenueneremoismee 


.............. 
wort... ap......... 
nem, encesvaProee mem newt.. 
SoN41.4.0%. auumle...0 .1...w 
PROTONNIIIIMINNtl NOUN WrIM/1.801lneN 


CM b111.11.10.•0•114*.h 
I.• amiseimmidepalmotara..... . 
Me... *AS lief ...IOW FM N. 


...a ..m........... 


....00..............1 


.......... 1.....s.M...... 
4* caralio, hum li, teln.,...Ide, 
M., OIONISNI.111 ideNrne. te a 


0,...yeamonr.daer ro. • e inahaew....n.. 
eryone.e. 


PC 0 • • • . 
= 


. 


-,


. 


Mee mewed elev./PS Wier Oleter.CPS h Mere, nepoekerea Ned eon 
moo neap. memos lot Me tem 0.100 As eerie mesons be roe 


TI 
[...........11..........10o 


open, elli lee aldeellem ca h frearep coreideney of wk.. we 19 al 
amourelne foe each Hire. badg mad& mamma ee lee ewe Wel 
hewed.   O.*. or op./ .11.1.10.1....... 
Ax.b 


.o....6.01.110 memle eweee el lee...............0.0 
‘....1 Of peney Md.& ommodea nMee•Pnor..1.41.• We .011 
Week *am In 00011101.1“..11.1.11... Mc 1.1 G.. 
CNC. *mike delalcommlonopoomelved..... kw oneineo 
pepper. ody Peo felesuel Wesley elloteralion Neer oisendelloe. ow nal 
IQ WNW* Neel IIN ,NONNNNN. 


b.bs 


10 I CRO 
NA. 


Neos...t. PeRN• al CBEs 
.101 end Cd hie 
...10 ... 


ien.o. 


1.......11: 7. GCE same. de ...re d a eqeer tee 
0...7, ,,ce ..•,.. se a...0,0e P•eve•Voo 8100.0 .1 Sop* 
N1a,10,-Cn ...5101-Cle. 1NO NW. 0, dm I,rscy Au 1.4 •• fur 
M.O.. Poro..N 


Frame rat t3007 ACCeNdeel 


folicitor-Client 
.-. 


Ceded. we.. proms.. Pe 
dedeemel Meets weer. Prera el 


PC D Ment..0103 Voce 01.00 C.0.7440.4 


. - 


j 


. 


... 


. 


N•rtitin NOS NN). iNntr.ed N 


., ,.i. ! 0. 0*We...9 
leers melbas 00110C m


30 


39 


0 


I 


MD 8 
MA 


Adam./ C119.119391T 
NNW 


100.01 


&Romeo. - Ph... I 


Henna= Tednokw 


..= ,: f. 
No NIA 


P ond 
puldmee 


Fs


December.113.06 


Require! 


Accepted CSE eldel pwlsofteetIone,c..i 


Palm Posexototel t$0.1ortwose 
HMI.% CSE exegrixes Wel these 
pcooll000 aro roI rewind ty to NOME 
Omni poky tioodoo on oroloollng 
SPA maim (OPP 14E. CSE la 
=may medic Ilie Fen. 


- 


PC 


, . 
- 


D Merch-31.07 


- 


Ilmeh-31.07 


- 


 • eke 


- 


. 
! 


°CPC COMMENT Th• reeerrenendebene : Fairway roomoo phom gm wed at 
the odrotalino silverly wed pally olnettons as palm woohNipof 


Rd proossets In pm lo conact the 0000.0 TOO Plmo im EN. 
,o Moto" Vs Conootoolooere stor EMIR Do coopononto mid 


wool* to ae extrostoi ot me weep rpm. rinlEt RR otoNonttoto on 
MONO, InVetoPONOtot MP Noculon. 


The 0.544 Peoceduree la Seleurk Pod= , - wild, • way Sul 
nepee- • - : , fp Ileadoelon dm IPA 


effective die ol 
2007end Inelmles• requeemeed 


:11111#1011Erf KM tOD• MO tlIMOI. The 
ellooPNI 1 the Macy of Comes* and 


Convince DPP. Coeds of CSE ANNNott OPS.I.8 


o*/ AM. 
iiiiiiir .....


&Romeo. 


=len, 


OlOpOrOJCON In &NAMPO. Lewd C000ltPoo mot Be 
Ad Prpooy Comdata OPS.I-14 PntooPpos tor VI. of Ihe at and 
Computot Woo* Oohnoo (CND) AcIPPleo a IS Wok 20013 


11111111.. A A Itere.,,CSE's 
teet......dootop, 
Seamy fames 


ariage ......


Recommomlallem 2,11......11.1 CM 1.1.1.1.1.1111reraledei. Poecy and 
"demo 


INEININUILDI Aotoplod The Mame epemllaml pear, &M ien 
(0P91-9 mei ORO 22) PM be updded 
to Inolud•WG47 2 


PC D M1ch-31.07 Alsech.31 07 Cerperew 
, 


, 


1........0.6141.0oramoo bet ra A.., . 
Ceareer3007ans nredes• momenta 5e. eee new er 
lool....1 ........101.5 Rol.. Me lonveGy 0.
6 neg. LegoiCconoeme .. roCcedmeICSE no.. OLS • 111101:: 
Cpreltal, her*. he 1..11Carebanfeane trePrOleteonothe oe. 
... ,...0....e.o  or 1:11,ON NOINNt .W.5.1, er.ree•nra
2106 1.1...1.0 , 0.40-2.2 Pn....,......00.4.1.160oGSE 
....0.0.10....1.11.10.4......30 ,01120T 


. N 
atom nonotrop of NoleoPeoet ateo se sotommeet d lee eeneuce doe 
dueled de 0.0.11.0.1 oI • SPA emote. et eleeee on fib • 


1.0111 at to 
Room tho es 011ideetle. 


30 I rraMA A Pe* al Cere 
Woonation .Noltrolow 
SocooN moves 


ist ...... 


nottoNetenloONta We mono. Ow CE peotottolovoNn ond 
*ow Me Mr.s 


Promo/ Leos DIEMEEDIDIED2 ROPERod Whit COE totOPD P. PRIPIPIE PC D OcoottoPt 07 Odehee.S10, C.eppeted. 


., 


. 


.,


re: Padre *coda to IN *Iwo and ImporoteNd pow eno d 
P. 02007: WON Not lam* mind WSI IN. MR
Ao. On. CSE La Sengs101.31 pod. rn J.01 • o J 
Z. „..;,..;ii 0•rs 1; .,1111erlow 2, M s0


Powwow 


N 
ammo pollee/4N nem SONINNemesd 


Pooendod loll. topple ....EN adotnine De Nottoott el mooning Oh 
seeeeeme Homed= se Fed el lee CIE wee" reeve 


wakes tenni mpresenla peed 
bosoms precbcd. CSE does b ewe


Melee leedulneee Mel awe ee 
wombed CSE wel COMM. 


Me COelteNdiehed% daeebehte 
MP on MN OWNED NOW NOM 
CSC* p:013:11 We MINI • 
ileekee. 


X tt. ,'S IA 


i iikit .


A Pew dee!, 
Inloomddee 'Twin.," 


Recometendeeke 4: Cern ......enime seeoweAse emenetved IN POICy eed 
"dunce 


DISIMIMUEM keeReed IreehMIPer./ OK.. requidelPhe 
eslobedenere o,  cermet@ mem 


NA 2. 


PC D elefee-31.07 Vardi-31.07 CdrOteed. 


• 
Abe oi. 


lierelledere ...MAG. Aveeetaree be Hwang Ocesenenes A.m. le 
CM Ade*. Coweeeselleace. a Meedede/ AeMeelregue 413001 2001. 


N 


S000tto MINN* 
CIE drate pep mulling N. CE cameo Se be erteldrel beech 
OS PON uratatioe mkt me oolooto Noe Immo d NORM dime poodle to ootoolkins mar (ORD 


2)1. in Ine OM Neon of war. par to 
menspheere .119.ed =lake. 
PPRIONNtion. GNAW ohs town* 
Do ko 13 Neatly MAY, 119.1AY. own 
oltotoN. voodoo. 


313 


07


. 1• 1' 


1 


.S IA 


SWOP So 
RCMP- 
.....40... 


A Pew dCSE's Recemeneneweee le: Ova. wen mum weAwameel Pr PIPM• 


Procne 


NSIMIIVAE§ Atteoploi Too Itosc OP of mond womb /or PC 


CIO 


0


ui 


- 


1̀  0D Fammy.2347 .o, BM 


• 


s


, 


, 


0 


,r+ 


Z 


• 


- 


N 


N 


Inlonnaion OW 
Secesio Adhere 


effirjr ...


Rpm lo lee CSE 
Caneeleelaner CSE 


CIE elltennote Wm oentiotteeltelley ieloonellon INII WNW Ott Monet on 
lb Mow Nowa...Mao ciao PS VA 


Memoranda/1m I: OR entAM lele Inonadide ewe le bow* ahem,
me, records nerapmeel *elm onager deeeeennele on


MU


MA Mee has Pm* teen Identeed and
in ORG 2-2. Tbs articulated potioy.


aiong PRO Ontel Riedel pas ceermely 
N reo llon 0002.14 end OPE 1-10).x11 
be reeleeeld to WPM be 
49.1191110,1 MeV le the ioNeulket 


N Wow** NEI. Ot OpenO:No 
Meted In Ihe arderds et ach MA Me 


ltet* ha eine* been 
Imoentrod. A ontoa of bent-oort IN 


ler 
on 


Sapped *Lew 
13.e.heee. Peed 
0...MMieled ... 
(RCeP)Pleee • CS! 
..0.;0. 


Ineeendele•on al e ceepolele se:0cm OPeentoon ono woos 
111•110$111111..n. Me ten Mr*  4.1*.. Madan dadd ee pie 
63 mon began Me 


velegdoe agerselone. es mil gee se* 
let PeNteg notolots.••• MP III ROWAN. 
MONT. !mew poi. /moon revile, 
1......... al Imed.o. recoode 
epeeelo magnetos mew VA fOR0.2.2) 
bin draueeke lomanegernere twat 
Ineenneeteeee 01 eleenieepeee.lek 
*emcee Home. 


memo, wows. me tt toltgoonliro FN. of 
Cenedens 


meow* "dm 
la am* in rayon. on NONNI kw 


FY complsoon P OEM 


A
-2


01
7-


00
01


7-
-0


39
85


 


2017 01 05 AGCO276 15 of 57 







GO
 l


0
 L


I-O
Z 


. a a a a a a . . . 
. . . - . . _ . . rrl 


Il a1f
2133 
Frc 


 1: 
21; 
Fri 
ir


2%1S 
Frs 
if 


Asa 
grs 


If. 
2” 
yrs 
q 


in 11 . 1,, .•. lif ... 14' . . 


1 
III 4' 


111 


1 i! 
'1 4' 
P'
iii 


i g 1 


Ali 


ip gr.


1 4 


ili 


 Ili ; 


ill ' 


111 


fp : ; 


/II '  , 
ill 


!!fl g 


WI 


iv 1 


; 
1111111


: fliti11 
' 4 i 


ITT ; 
811/iri 
If I 


111[111 


11/411 
ii


if, 


- 
: 


III i 
ill 


111 
11, 
lel 


III 


[III 


I1p 


0 .


III 


il 


iglif 


111
ALI 


1 


11111 
Ili! 
141. 


1111 
il'ig 


if21.11 
ll g 
liii 
Ewe 


 1it 


wi- 
111 


a 
WI 


ff, 


11'
01 


mg I 


It' 


iliiii 
%Ili 
IoN 


,11111 
liiit; 


111111
11141
11:1" 
ilpii 
I 


2.- 


r wIll 
w wi 


Illiii 
1.1 


1,111;111.;1 


110 
. 111; 


II 
114, 


.. .. 
IV*1 
slit 


gle 
kit* 


Pil i 


,., 


iiiii 
'i l l iii, 
op, 


n iiiil 512
liftg 
Wit MI 
oil ., ' ti 
tw 


Hp 
qtl 


CT 


114 1111 


1 I ri i 1 1w 


il 


Hill NI!
ki 


IIII! 
00 


Mir
T81 
I tili


III it lj 


till 
, lit w. 
F# 1 ;l" 


1 31 
:II 18 2 


ill 
1[1 


: 


1 


I I 


fi a 11
i 


a . .! 
1


a 1.1 
a p 


a P 
1 


a 
ai 
li 


1 1 1 1 1 1 1 1 1 1 


i i i i i i 
am 
i t i i 1 


11! 
:f 


4 
. 
fi „ 


ti 
11 


il 


ri • 


i 


ill 


11


I I 


it 
t 


-II 


ii 


I t 


11 


Y 


ii 


1 
I 
, = 


fillpir 


iiillihf 


bilt 
!loot 
P Ili fa 


ii i uIII 


fl 


Iiiiiirillil 
1 1-1,1! 


111 11011 
11. 111111,4111,11 
1.411.11 . rli g 


a 
1 


Ilia 


„lel 
4 


ii 
ii 


1 


1 111P 
i 
111111 
wig 
41 


 1. it


!ifi 


if 
I . ; 1 


1111111111/111 
; 
1111;1114111 


if iffilii 
ft a, 


[11011111


rim 


i II, ill 
L 21 


11-1 
I.' 


:t,„ i
i 


1,


a 3 a 3 3 3 A S 
4 


A S 
4 


o o . . 0 . . ill - !PP 5 13 
t i I . 


i t i I 4 
Z 


i 


t I . I t I 
k i t 


il "'
  1 


„
 _m „„,


iiPl 
f.11 
[ ki 


IN 


114 i 


I li., 
,4.011 


/II 


iii 
Ili 
Plc 
if, 


111111 irlitvi
k lifian 


1[1014 


Pi f i l l1 


11111$I. 41 
Iv 
1 
1Vz
IIIIN 
0 ..l i 


I


1 


,,, 


i?! 
:II 
IT1 g ii e ti


hi 
fu .„ ,., 
,,, 
f:1 
aR1 
.1. g. 
iii 


f 


i 


$ 
Z 
i 


I 


i 


I gig 


l '. -
1311


Ii ii
..1


Hi 
ifto 
;; lir a


R141 
ill$ 


lib, 
' 


7 
e


1 1 Li 


4


law 
it
01di
kkkii 


IIIP 
2194 


Nil 


gifiF 


11/114,1 
3 


Tip 


-
WO 
61. t 1 


1:1? 


el I 


11 1 
tT 
, i


il i 
ar I 
,1 , 


. a- 


1 


' 


[ 


i 
I 


I 
, 
. 
! 


1111111! 


114[ 41'


t i ll i


th ict 10 1


11 


: "1 , 


a a Z
a


A-2017-00017-03986 







=


ITS V.. 
SP4/1410 
CNN 


1i -,-7,7


on, 


(OM i.* 14.44* 
IMMAIDAINConauescl 
141141***** 


v..410-A,.., .v m.o. PC 0 13.44.3140 04.4.3140 
= 


.0411111. 1. 0  ..******4 a .../...1*. 
td *rued. on boo** al a* ITS 141 8 mineed *o 1 al.:PC/-


, 


INe04.40.1.7.1.1114********dinen*** 1.44,01111 
Ent monnonnenov..1nol ne *nu* 4.1.1411. al 0.4, gad.* 
140.44noien1111MAN*12.1.. 


2. 1. 00. 0  .0 04 0 . 0. 0100
$044.4 .... 4 0. 2. 01010. 0
1.1nneas a meennannon al* ITS 
.*** 0.14.4444n 


,2 . Random lor Mativ Mammals nolleallo C.1.1......ava 
4.4•51.1.11.4.24./ Elle.• 0.. 13 044 2007. 4 sea 


or en.....1.4 on. 
in.*. 


it, 4' N prix 
00 


0 WA 
0 


' = 0
II* Repodle ad 
1.***41004 


,..* 
No Nonn*.n. 


A 
11/4 ,,.. -.2 a N1, 4 


Rag, tc-


, .. , 0 L • • WA ; „4111r.MINNONLOMINV- VitA 0 oto,MINIWAINEKVAINIMP110 0 , 0 =IN,0 0 tr,* = -  0
Fa 2003 ond 2003 40 2001 


-. GU POW* 4k10-2200 


ss. . 
CPA ................".... 
...... ........ ....11., 
poneliv NY on NO•nr....of Mb. 


Iv 


PC 0


J. . --. --. . T 


1.0.11.30411 


• 


4...-1, 1. . 


. - 


1 - 1 t 


. 
In .4.2000.0.1.1 gers 71.4.1441*****14100 
depronen**4144diedi eoples 4 NM In se** 


Ilsornonnanne t *O. a *min lo *I* rig 
***loft no. **1.14.540.41.1.1* Wm* ,
C.41.1.44. la • onnonnnn ci**4.11141440.1.14 
61•1441*on• Inns 


M.O. 
alM1 


10006001
001


,4 -, 3. . 


W.. **M. 
.16: deadkallon nt..ps. Am degenntsda. procaine rimaNd to I. 
lend. *Ion* *V Ca**. 
No 1.14440414 nude 


11
1pneAlo *Non renot din•B non Maw*. 


c.1........***.e. 
macyoroont.**4 a.m. *no 
Pmplareollropislon.“1 4.00mors 
40 .....444......e. 
....40.e.solnemmen 
0.44444,4 -4.1..non• 
*non on m**1.4444, .n. 
.11rooreadvair., Mr iy•••• ea raw! 
1.mmo• • atm.. 10 u•civenclino int 
roollmvAingc.0010.04.011,10. 
comann 4 onnon. nicm.cn 04 


004.04....ninacembennInIn.414.41*.N.don 


04.4.4444.......• 
MS. 4 Mann: Or 11.11.1.1.••••... 
..e..80Worm•lynkno MI nomad 
mar .....10.01.1..... 0.01.11003 Ow 
Wu.. nolmaliena ...vb  bel.....1 
110.4100111110,.......1.../ VI 
PE 


34 1 4 ItIcamundal. 2 TM 0311.1.11.4414.0 en* 514 M.S. Procm• .410t2a5 ACON144 CSC * in10.0 • *m alio .4441 C.0 - 


I'D 


0..414. 
= 


CSC non 14114. • *Ion d in 14.11Nonnalon man** man* 
OCSEC*04.**Inenn41.1****1140.04.X05 in 


Mt nascomp****nlnlon 
and man.0 al= 514.0.13ocumeal 


nno***4441041.... 


n 
pa... 4.4.1.114.6•141. N W.*. 4.4.44 
C4444144.41411.4144.4.40441. AN** Inok. nn4 44014 
Noln.lo 


Ho*. 11.144.4 *on on4 
OPEC *Han* to 04.404* 
Is =Woad ler 1.11100742{S 4. 
MN.. Me 0.44.1.44r 44.1.4 
Mau. ilt wna. Mop vo...p.ore in 
onlel Inn** pan4441424 
... on *In c. n.64.4 4.44 


oho *nth 0.45.1.1414. 14•4414.2 IN 44•111.0 
eon.** 01 an. In onner In. noary 4414.1.0* an ims• 0,
opron* *al CCU.. . non 2009 CRC nasamplown Me 
1.44.4411on *inn dm 5.”-ic 0***Rocads 


and 
141..***141o1 an Gap* 
Manlike .00.441•10 swab bpi 
OA paw, =Moo 114.1•4 pal. 
mem anno1.644nion and din** 
4 . 1444101.4. 15 . 49* 
5.1,1. 11.................".. 
Inlownion 


and 
1.4** *en... In 64.44 o1*. bale*. 
* 44. Tne.*** P.** K.* W. moo poi. Nab 
*a ..1.141441on araldspni. 444.14.1.1..141M44.4.1 


lop 1011.1.0.1 No mainonuneed I. How* 


34 1 MEM 0 040. 10. 00 . 31,50. 111. 0 . 4 . 440114C0. 114. 40440. 014 P1. 11. ....224 15 A..0 14.1 An *I alSIGINT *Ins *orb, 
ME Dada Gwent A.. E.W.shon awl 
E1119.11011,01.11,11.... 
Reporl nie4.44/044.441** 01 
4444.4.40Y0onnalon *be *N. 


CIGAEE / 
410INT / PC 


011. 4 4 MEC 1.444 Comp*. *I* comp* NI. 2005*. N -
0...a.. too**. IOW 44.41.4** mow 
aulbol..• 0.• Ma* kr **4 *do to*. pm. 
**a cannIning N... du. Ca*** 


mewled Inme.men1 worse 1.1 holy 4.1.4114.454 04 Ono.* 12 
4. 2000 40.441.4144.41,4* NOW 41 lhal 4.44. 4 no 
*mi. 4.1 414...... 044.4.1.44.4.414.41 
SIGHT Ronan. PlooK*41114.****AllE CY 44 41141. 0  . 
4 pna.....4 In Inn 201111C41.6 P. 114.....1.4* 


1.) n =aft.= will. CPS.. 211. adds in eolowNdon.0.11.141041 
01. 1444. 0  4.1.*InlonnOon 04Canedun MM./ .1..4.141.1.100.044 


monnon....41.4 4 CP3-14. anomdpnodealy.54114***4111010)100 .(1.101,.... 1d1. 0 . 3.
14. 
114......• 446•0340 In OPS.1.1.p... 2.0. in** 
CRC plocaluto OPS.1.1. pre 2816 Mon enlynose nal .4•441 * • 
1.1".11,1•8811.0111.1001.1p UM *1 open... Romans apeibutwl lo 


*44 


*obis Nog .144no* nom OPS.1.1. 
p.28.4 0.44•44 *a 444. 
.....nonnn OW a4 4.11.0. 
plooeftive In sulrypel 10111•NIMONI 
monilon..15 *In *en by *es 
povonwnsal n******44.4 nog 


*nen* monilon...51.114.111.414 wanousgo** 
ondudnn.. no111.1441.1141= Co**** INF 111140, 


In* b. Om CU Co**. aralnvo 
Pr.* Con••••••*. 


34 
I


of 1.**111. 4: 1. CBE*. • pt. In *I.. 11,11.1 In 
WW1 n.140 * 00.4.04 on 041.4...onn .444.4 
0444.0. 11.2140..4•15.0... ard on 1....1.141. 
No.. le nosoinON1 


Inicamn Are.2245 Asa 
no 


..r.010 


.. 


woIhop* Woo 'WE Mosponw'm 
11.44.4414. r ro.d. mow. 


4414.40. I. Piongol 


S1GINT 111 Gen. 441 -, ' 


u , 


• - N


vonoll on 
0.41.44 
TM NM* 01 *a* *Won In 


In.. ***01odol. 


4 an annwhopod on . 14. 10401.1 0.4 0
Cow* 


eunor. end 
M 4.4•010 go onamponmel ilnoCiie• 
.00.4011441lonnsion .‘4.4 
Cowdmils Wad In Memel leparl Win. 


nownne, 011./44.4 no a** el 
Iralio Old annanninlon.onaboN 
0.41* in 144.0 noda CM 
1.41141404...4. 
*a** neon .4.5.0 
do.* bens I. *No* 41.4014 
end <0.1.41. on *Ne 
connnunnelns141.140.*142141 
.14.1.1. s mop. or collookni). 
Ihno***01 14 401441 In O.. 
1110140.1% wit °M.S. 
11 um* *Nod* Int* 
1.1.1444•4 0.CSE 4son/i. 
Ink*. Le.. 503141 mak* 
p.a. elonnono Won*. unOse In IT 
Elevaltmlinftle. pthelecom*ors 
oreany mop* a a* when *sot, 
on1 on onnolaienb**141. Tha • 
t0.1410f Ira IM potixon.r. IheNDA 
4.4.003E. 


A
-2


01
7-


00
01


7-
03


98
7 


2017 01 05 AGCO276 17 of 57 







9
0
 1
.0
 L
I-
OZ
 


n 


11 1 1 1r 1 1! 


il 


IP 


II 


III 
Ij 


IP . 
it . _ 1 :. 


11111 
I 


11+ 1 I.1 
11111 Fsf fp 
Ow 
litil 
ali 
I 1 


'WI 
Lii, 1.1i. .f.li 
Iiiii 
'pi


1141 
1111 
11 


1 i 


1


iigli 
gill 111.1, 1,91i 
11111i 
1141trif! 
1110 
.. le 
1 lb
.1 


IIIIIIIIIIIIIII 
0101)1111,11i 
ill'Iliiii 
111P41001 
T IONiiiri 
I ll'i
11111111110 


111"


bpi , 
i 11411 


4 0 11 1


Ili' 


thE 
iFilfill lkiipl/ 
TV.
;If 


°II 
Ph 
aid 


. I


li
0 
I 


. w. 
I 


' 


I' 1 I I , I I I I 1 1 


1 1 1 1 1 1 I I 1 


I Ti r r I i 
Iltillim ,[1.111. 
11111111 
i 141111 
glidgil .“ . 


' ill' JO 411 
fg ! pi
ill 


01111111T11 hill 0111. ilivi iiiii lilligi 1 I I 11 litIltill 
' ii iii:iiii 


ill 
PP 


III 


'
, 1 


g' 
' 


lepitplili „,„i it tifi. 
Itif 1 


111111M111ihni i 
iliiittilil. 


'1 Ill 
i 


tlitittulifill 11 1[1,1111111@ 
101;1111=1M..01. 
00 iii Iiillti 


li 
'lill't 


11,4 
4 ..1


1 


1 - a . A 
It 


E


.1. 
. 


333-
i


1. 
5 


• i 
t 


1 


, 


li 


/ 
If 


II i 
1 


II 
ii
I 


Ii 2 


114 


i l l 
1 
igi; 


14 


1a ll
illi 
:11111 
Tait 
1 III 


ii1 ill i5 


I 


'Al' ;id 


TN 


li t 
11. 11 


i 
Mil 
1141 


My` il 
111 


;III!i fili 


111101


1 
illiill 8-itill 
!Paa 


°ill" 1 
I ° 


gill 
. 


1 


N-1
1 


MI ! f


ililli III 
ttqiiii% 
E4,11 ;;is 
:1101ill 
itiglii 


III iiiilli 
1 


l 


1101! 


1 Pidlill 
 I ws.i,
1 1 g `II 


a, 


I; 


Ef


i 


' ' 
z z z 


A-2017-00017--03988 







GO
 l


0
 L


I-O
Z ,. .., ,.. ,. . 


IR 11 g . g IR . g IR . g Pf . lq g . g IR 
a . 


, :r:, 


Ili
ri
i 


41 


1 
I 
I
I
! 


1 


1 
1 
1
1
1 


1 


1
1
11 


1 


1
11
1 


1 


• 
lir 


Ira 
1 


I 
H I/ 


Ha 
I 


11! 
1 


II 


Ii 
II 
I 


Ulf IN 
44 
iii' 
Ud 
4ti 


I iiii 
1 III 
t q 


MI 


die 
4 /III 
Of 
dii 
Di 
i 


t 


i 


III II.
IP 
- a 1 
if 
u 
4 
a tj 


III 
lir 
PI 11 oil 


RI 
Ai 


li II 


I r. p..g
it


1 
E 
1 


I . 


;•ii 1. 
iii 


I 
34 fur 
;II 


II 
ti 1


pop 
,i9ii 
MI 


/ I. 
Pill mil
illizi 


IIIir 
II.i 


ki , 
i


I 


l' 


I I I 


N 
I ie, 


I I I 1


ilipiwis , 
II 1110111 FIN' 


elf101 
- 


I I I I I I I ,., 


1 pi 
riiii 
1 sil- 4.


Pfillili IIIIIII rt it 
oliiii! 
1 I 


11 
1 1e 


iillii hop rif 
glai 
iliFs 


Ei r 


3


E 


gililil 
qiiiiii 
q i
1.133 
pill 
,., 


till 
la 


I


iiilito 
Iii 
itlpfl 


iiiiii 
1:010 d4


1 lilt
- 


1111111111111 
0111,11,
it 
0E4111100 


Ir iliolot 
r 


iiP 


gilt I i 


I 


mr/gr; 
tiliff 
isI lot
1.1 ; 
Itiii I, 


A A 3 3 a 3 A 


: . 


' ' * 


. 
: 


I 
• 


I I I 


g . 
C 


.:..„,....„ 


iiM 
Ili.
En 
19 


ill 1.1 't 11. 


1,ii . ft
13' 
- 


i 
i 
: 


t 
i 


)11" IN i 
Mv8
soli


1111


LI i! 
it 1_ ,i a, II ri 4,ft •I iii 4 


WI lit! E41
qii


illi 


Atl i 
ii, i 
il i It
ig i! g 


/1!" lit 
E 1 
qi 


11 


1la 
II 
IN 1 
1g 


Pi I illD g r./ 
. 1.11thillib 
l Milli 12


1.i 3nililiiil li 
1 1111101110 
g iiihigl 'll I !tgi
I Plitillid  is 


iil il el
l


u il l ! 


1,1


ili th 
 l' 


.1


W 1011111 iiIIIII Ii 11 111 111511i1 i i17'  d 
4)ii Wail .151. 
0! Mil I illiin 
PI ''il ji‘ ii IP  twill idol 
lig itiptill lop 
hi diiiitg -141-1 IL !Illy th il l
gs.i i141"il'ii ,I. ' i 


ii 
i 


" 


nil 
' il I, 
la 
ibili 
1111: 1.- 
111J1111.1 


gl rr" 1111/1 
lull 


d iI. 
11! 


ili.1


I 
quii 
1 .- Nib 
iqii ,§egii It I t 


nip 
Il rip! 
141179 


i. ,i4 


i" 
• wig 
WTI; II -.; tvirii


11111 ;0 WI r...t2 -. 


I . 
iiiiimppil it - iir-i


t i 
iii 
PI 


Ili 
-,,riglilta 
illitilip 
4.1 5r " 


r } lif,,,11


ii.i 
V


i ! 


: . 


II i J 
ii 
if 


g 


gplitliphrti.ri idip HI
IldilithIli 
uffifilip,;-


I 1 I IE T III


gis 
I 


j. 


A-2017-00017-03989 







Seppattle CSESespee et Nee 
Rapp Setiortemenc Rep 


Cenasen11100.0 Paw 
INCL01-.10000.,C 


100:0001000•006 b CSE 00010 6.00 an 00Namil b 00.011.11 
mamba ;dom.. 010•10 eccOld 
pro10.10 D0 NOP. 


Promos I Paley 


AN peeled. 
Accepted mealy n111011. =won etramar00. 


.0000.0 dunag Ina pm 
aNaNamm 01 to 0006enehon •00000. 


Manwp 0.0.41.00. on *v. & 
00.0. al evornsmong0INNY0b, 
Mau •01.001. s 00.100•11. nswo 
OP. aerate. PO 
05/06). Any almob lepenits RCW 
Apra .41 to1000,0000d 0.0 
MOD ard NM 
med.. 01.100•01a 00100014. 
brow N pi. »bd.*, lo OCSEC wan CV 
1M10000. M N.* 2001. &Ahoy 0 .
c0.00001.1•004 b eu".01ng araraf 
Cu aoam.m.w urea0vanfolFY 
05116 a dye aver. 0o0001, 107/011 


Sapprb CSE Semen alga 


RCMP- 0ON0000,0 Roo 
n.ndi.. Camden Mo.. Pah. 


(ROO) • Nam. Y 


IwmrrowNees OM mould ret0.010100000. au pavan In 


wryer. One. Meehan erd NINNY neon. 


10.00Nown0011. 1: MN la OCSEC a lar40/0 is awn ft• lu0 aeon 
*craft kr loreseaa afioNle0 .waa0wd .0. 100 010
ptideteorenomplaellone wdw Meta teelteledlat Ircooked prodee 
mann* Po Ihe be Comm Me.. neck... Peed teledlon a. 
MO. *loam. nafRNwy afar low.* Me median kw 


OCSEC 


Receadentheles t CNA lot ooneletereseArOCSIC tedsedte N cwt.. OCSEC 
exemottotletosecd le en dun edonnelton Pere cry 


Menem el erode ceneinicellon• wpm. 01ou.1010N001000.1117. 
Ncal-kr.10.001:000.00.001. 


leseeNtnentlellee ANN CSE Pee elope neercerelc see 
P.M. ,  el Me Pepe WNW, PIMP* eaqueee 
0.00100..1...103 tan 0.Nrood 1,1011sake- MVII. 
10 dm& 01 *a 0.0k1000a 00614.0106 loraNIONMINN•1=0010 


Preget / Pate 


(10161110e 


.timpp010 


demaM 


Nct 


Accepted 


Aettepeld 


OPIkallan. In I. 
CSE Neel eteeNe GNP and Ye 11e01•1011 
WM NW a -  • neetleolnee Ceps 


OPS 1.11 ardOPS 3.1 coortudeelet Monet 
and 00,000.2000. reNcil.y. 


a,  tap 
lownmaxhIma 


Nolk NO MIMI 40 oath& soba k a • ,•gerGaimw,a0vimmeblopoill 
he* a00491.1swon 


Solicitor-Client Privilege 


PCd CIO 


PC 11311410.20 


Noce 2011 (1321 A 'deiced' al OPS4.1 dm mime. ND HO et Peen. 
2011 


MY Is *am* 


sop loft a). The • nom (00 2011)• .01. 340. DOPC, a ,  D. P. 02. 
pap and MS lioN owe*. odor 10 wk. 01011 los law wan. 


D2. CSICACNIMIeU Ads derel in Ana 2000 


Mat. 2011 0:101. LAC hot roam. Lland010 C .1010001oxl doionn.10101 


Ise. We Salp001.01 wad. 10 RDA 20:61:021319rois Yager. 
Pea. »d Wove 106.201 


so:oil:Atm el OPS4.1 tvo 
eubridIer nA40010 Feblawy 2011. .c 


cr00** • NI, P101/0 
dalwholdus lukameed% who* 
WI. to &A binds... •40 


ookl0.1*00110.1mplemeN 
MOO RCMCDE UP.* 
ANI*C.rli. tlalermind Della 
emotem be depoellbeed teeming 
10 RDA MVO, St.\ MAW. 
1.0110a 
Now 100400113.elkala nom DM 
*Da bra slam* 


Noverdw 2012 An 44101.101N1-4-1 
po10, runa.hadml Sadrq 
OWN smalpalee for 11.1.010.1.0 
Yowl 10 00.01004Tand OCITS OPS 


skra01011...aa 011.0. c1010 011 


lema.pl11 em .ma Icon anpdtl. ammo nal pang meow al memo 


To be whim at spade OCSEC review 


w. SCSEC nrtee 


Sou Relax • 32 Ate).Psteuneneetadvos t12 


A
-2


01
7-


00
01


7-
-0


39
90


 


2017 01 05 AGCO276 20 of 57 







Solicitor-Client Privilege 


ITS Pabillos ...AM to No tontarnsenlolkos. 
NriarrelAulhatirallon• • 


VAG 


No noonmenbaam. 
SWARM lb erg 21.0 GSISAp 
opevellona.necomnimannef Osamu • num swage. nasruo.• ann., 
In esewaton. 2736511) a) WPM V 1 01 MY vlisMor 
ealaincndIonit.Mpinrr mg. log tondo woo.. of .....00woun 
IftnipsnomminalarCSE al wring In nlogonpl pm. =moan... 


ta--, • ..._ 


. .7.11MEMEMMEZEMNIEFF.VMMIK.: 


A
-2


01
7-


00
01


7-
03


99
1 


2017 01 05 AGCO276 21 of 57 







ITS mA . ITS ..moat mi.a..111 Poky MO 
gyp.. 


- 4 1. 
, — 


0•141.9.MenIng eV Mx. 
Conwstanstun enelP8aan $ d Warnake 


PC Odram31•1111 Oceelsm31•08 — ' 


. . 
1
. 


• • . 
. 


. 


. 


OPS-1.9.HmdengnInkremCnreemecellmn an e Ammo Mnerseem In 
Ada .. .. t, 'Wire. mu. ganerel Miran at ponsval 
memo= 1111 em 0242 • /Macy ad eeeed en 003 MeadlePOM 
Craws rove emp nude io Ilm NM cliM loelemedememmeraembree 


lot Compiler /1./owl>aldnur(C2C140.111. 


- - • - - 


Rammeneedsiles I. ME MdM. lodevelope mare probe &Wan of 
Motezelmm mowed Howler. la moiled mplleeme In • penduelee 


Aqmpbel 
OiTiaiiii 


in•cfm.,10001 dater, Toss.° .1noludee 
V42.1111410•16191 d 101911.11 Won.= 
lame el Poway Ad old MM. ON 
ammlloObee Clareman eel% Ined• lo 
Pm rebel drofi lo elm... Mom 


141- HIP 


.111131.1.111.111...1 
110 •ISKII. Me al 000.1.11.111Mar21.10011 


ponembewIlhOPS *mews 
rm mowed ty SI Oolabe, 06 


ITS MA. ITS .tlrem magm a 
NIMma Aumm,smom • 


Reommenclam I Pmem a modem= clopolmonial Km. poky 
I,.. • om, woods elmolloetlen loam. Po specie am oI imooml 
kda.mwss sarbed amp ....a we., meow 0 satyr la 


...OM 11* Our It Amem 


Policy and 
gy6d11. 


MOO Aoc0ped 005 , .9. ...no o 1 P.Mot 
Commenelane mu Pomo/ .Homebon 
.1 .50!50 Net* demey 'mho same 
owe me mooml oI omelocomm me 


NO11111160.1.16..111fteetat 


115'°C H , I> 


1,11- 11 
11 - 11 


*mem ma- caw al 
pody3.1 O..% yeg10-1. 


*WO dump MST is *Pm. sl me 
me...pc al Me eteceoe,en Mew ty ro
mIeH. • *Ma. as. vome,mon oe 
• 41s0150 masse. 


RS e0Meaawse1013 
Viniven.i. 1........ • 


Reemeneeelelles 1 Tbs.:map al Oporelene (00HOPSI ...et 
pmlelon kedemm memnetellee be wel. mlemelsely emote 


A111111110 1011,115 001441•141.0 01..1.111.1 a 
tom 002 am 


ITS 


HI-
111 


Re t ITS NA- 
=IN 


Lobo. 


I I $ 141. 4 10110. . ii i iion0.111 
. • 


LOW. 01 CSE Dingo 


N. • 1,40.4,......1114.1y .........1“.•• 14 
.. dm. m ere,1.,...Wanier elechte.....Mm.. m 


Promo 


Paley and 
guldeneo 


Mewled 


Aompl. 


PAM NekmkSeobrev 1 
lambs *e mbalm 
NH. New Okay Meal mi 
be Hams, el *eh mole me 


se epoxied.. 


I,  ocsEat Incan.03E10pecaborel 


II $ 


PC 


111 
: 


0,1911011, See mom ems Pm* in .410.11.121.0164 


VW .4”meilln•usmi ...mew vder •mmmoe I. me Ma) 
mom.. ewe.. 


Peceoromemm I CS. mom gamm am omamm a mum.. 
cOnfoilm .44 OW /.011[4111 30.415 1.11111710,20 PAP *an OH ...waxed 


Malan Ira pellum).:1• mica,/ 
PH ...WWI mem, palm. se repine! 


Roach 


1,11 III III 
III III III III 
III III III III 
HI 1,11- 111 2 !mown MO Olaf demlopmml 


R3 0 COSY A.M., emied oul 
mew 20Cl2 
MniewoolAueorarOon 


Ho geommendelam. Nommlm.27.1:12 Nom 
%Paled 


•  ,..„, 
- c 


. 


See Realms= OK limenmendelo• /0. 
Paws I *nab:. rse Os I AM *roan die I not Mow Conmekvicelo 
povile lalebt• el. ormevle 1 ammo& al ivaillevra 


NA 
CSC, AerolIas caned ad 
mdpen2012M.


Meg*. 
OmmieHeme oe mem CSrs sch•.• undo lip mew..., 


9/ Elyeembv•274 None 
liquimi 


Soo Review' 11.


1411.8.1 /waft 


21 IRRELEVANT 


Rt 


Rt 


2, 


RI 


A
-2


01
7-


00
01


7-
-0


39
92


 


2017 01 05 AGCO276 22 of 57 







" 


Ai, , 1,-: _ __ •,,,,, , 


IRRELEVANT 


. 


t ,.)"


_ _ ,.... ,.. ',V - ,-... . •,,,,,,, = , _ , 
. .. 


;;;;;;-; 
RS 


;;;MNIIIM
20 1 ITS 


Ed. 


Agreenterle 


Pa* al= 
Edon, leneme 


lehoersenoabon i. rt .0.g, CM Medd Wools resped• ineln so 
la MA. 11 ..........an, ....lenersirla 


PROMS P.000-21412 AP0Cdel • re Seembm0/410 Sastme.30.06 


A
.. 


.. N


mere.. Tr • 0
don an compeer me WI Ornereelead re II Jon 2007 lie prondoe• MI 
Oen tenculder In lae 0 Peen . 00  0  0 0 •00400.20 " Ca! ' 
MAL 120,0? 02A lin 1.........• .... WAWA.. .... ITS 
NOUren1 


II


dearOterm, 2oC4 20 1 ITS 
Ecrome 


dareeforrr,


P.m., 010 11$ 
Ewen 2,2122211. 


Pecamender. 1 PP someendow -GyacsmIN4y lot Mel% awl. 
ml 010..../101.1...........0.110.......M1111CM 


real ITS WITS M le 


P1 Al S , 21-0Z Cede... DC d' Sm., we ITS 
,, ' 


2 


tu.", 01.0 4.11M0.4". 0 *nee .9.0.0 se 
ems ammeromen ..11 ler e wen resereern ...km Pewee wens. 
mama 1.11.................amn nara on awsamat 
Ceseenenrsiomeres•mend000rd 


00 0 men ommeen.re an Mari sessmeds 
ret-eme meek** baled*.. 00S. rise 


20 1 ITS 
seem, 


AM... 


Re-. 1002 ITS 
E.W.M...... 


encommeallos a M MAMMY. annessanN•prominee1001 Pelearsrd Adoro4.71 0) Anreol. • ns re neon Oreedend BM 0.101.................... in ry


le embrined for milsredesnetresessmesmthsymenspromd.lor 


Ia.. ...............V.M.... Mar. IIM wa• 
la nine ITS Is 


Oars 


. 
• 


J.= I, ormelarproma n.l. a vamp al maw... 1. ,
nese toenneano mend. Bean or wenn. pores M ereedrornew 
enema aoledy man Mt 1........10.0 0.0.• Pe IT S.A. 
13.......11 


0.01, sone orm•proshoenielarrep mks gime 
la Y. ail.. wchau dommls mama.. er iry. 


IRRELEVANT 


Ileeemendens I: REAstondes or keen: Ilse Ina WWII. le 
dein Pe kiense•• or or eeruelon re red or tow ol On* Su me 


Wm CSS ITS 


PICA Auren1.2.01. ACCepler Coned. 00.0/ .0. 


marchers. nommtd• creek rem oedema* 
Imes ••••Mond MP mocemod *kers ,  md 


lo ler•Beduareellke 


WI I WM A: RE ., reArders °peon Bulk... Asa01.20.01 Amer/rod C0.122 -2 loiltroAv el ITS N 


mt. .4.,..1 ,.., ' -. . • - - . .., Tea, veer new 


re 


PrectIon Scowl onsirmses h. mr 
ben mewed le ITS Wed. ledde 


Weed. ems 
..mw, -earaermRk 
Wee no 


1$ I Ilsoodeenamon 3 .z. 0‘,.° e Somme le• CP rOGetilmbel 
dernartrela.. • 0. ... - n..........AP) Mad bee.. Brent me le• 
Amin ..... 1-Mendes• sommirl Plod meore OM Y amenIs 
1111.........0 


Paley end 
owe. 


Aurenl-2:101. ACCOP0d • *01udy 
Prandoevels 


ITS N Co. 


- cam reef Mere. 
www.. ............... ouly 


0..........i.r f.a.cemr1 dm swoon. eremelen Iler 


VI I ...... lbomened•••• d: RE• P.m. • *I hewn ens en 
Waal law • Aldo 122•022. • me Tarn mild. 
emceed ro 004.1 re umoomistel en MOW Me nore Imled 


deem 1. Um °one Onernale Sem or Yule ror.


" 000,2  Win* reem 
u0 vey doh Is • Mod. ker. CM 


is One Malwal.....= Ina. 


Procne Sysellagga Acceprod Cmen • 00.0Peudi 
Pon** Mm Iwo 


N 


o ans. one 


II 1 EPR 
mines% 


ASS* or Me Ent Promos 
• Ph•••• An /*me or 
Eke Probed. red 
Sloe.. 


POW/ Snd 


goldsno• 


AM -0000 ACCepled 


- 


••S••OPS.I.B.B.B.EMPmen 
Ink•••••••••110Pe1.1.Prandimsfe 


PC D • 
. 


•heremereloner:001.,Pecekentairmeasenerteccenesd 
IRO VOW Rep.. mho. • Fal...20113. 


Itmosmereelo• 1: Cet med.. wheronnime NW ro wee 
resed• 0 et mom or Cowden Man !Weide. 


ROIssMOISWe4.11.an0elMa0te 
COM! 


II I D EPR 


MIMS) 


A freure or Sr EPR Prom. 


-.00  0  ..• 0.0 P 0  0
EPP Proclaim en 


Sege. 


Nnerenerreellos 5 CSE mei am. Me a noel end bloods 


C•00.0 0.00 rem0 / Men. • 0•01 mud caohl•a does Me 
Indeendes edreolno reel/yea. weed . on Md. me Os lend brie 


Se *err Mend 


POW/ add 
Oda. 


MA& ACOSENd 1,0100000  0  0.  0 •00  .0
Mama. la 01.8.1.1 hoodoos IN 
ArMtworappourainteakmasors 


PC CoreprOn° 


COMP, onedlre poems al okaromorennl and need 
.0.• cemere tiolorbl al • bee Come, kr°000. 00  00 .. 0  be 
smelled 


17 I EPR 
pens) 


A Stud, or Se Ent Prone% 
.Pluse• Pa MOM° or 
IMP Pereeke en 
Sienrels 


Recommedearser 0 03E0.0 Mon Mode re wen • Clear Wiesen 
al Se idol. of le Were Ceeelen Inlornake and look. CSE V 


Poley add 
ouldsece 


AM-MO, Amyl. kw OPS.1. Sedan 6 9. Supprenre PC 
Mom* ere OPS-1.1. neseedre kr 
ReloneolAiponsadaranrso wage 
COMO' 


rhe Inkeedire la nal be p.m one rte• deans* Model 


II I EPR 
rlehneS) 


S freure or Sr (PRIN..° 
• PM10.11, 41 Mem or 
EPP Prekorke ma 


reendenerreellosk CSE mereses ere ede Camden cenerenkerer 
a deft an seeps* soleasordel an In lock. 


Peke add MA& ABC•FM0 8.•  OPS''''.. 00••••  .N000.4
atop•seroarIamelostom COUNT. 


PC 
prowlerved• 


0... 
Woe. 


WM.. 


IT 1 (pro 
(mow) 


• wee nr es EPP Panne 
. nem Id en Meade ni 
PPP leyr.rn• stn 
sweene 


Recormeneedslem et COE Deno. lor Se worree of 
Camden emlen mend In en, men morinonste on 


RUM* &R&M Ad•nd•B Re Pere orPer . 0 .0 10.. 10 rn 
Mae ri Camalens wend a° 01. 
lennems me • me dreamemed in 20H 
In Wm IV 11WW1,1111411.11.11•111VOW• 
mime Tim ammo. a emonerden 
MOM 0.11M(COM.MIMAI Taro 
me memos on seems 00051001 
benrerros in BMW Mr 


PC 04. d%nTOd _ i


• 
. 


Dad ennenSeedanianeednenurintnly InreneWOOMM S. M


mamma ewe meremperno me 0•11.1. am ea wenn swede *kw 
I.  in mermen poem Met OMR and Stamm garrend rosafte 
MY.. Marnann 


ant. o. wlepaCeraa. pm. ....... ......... 


AMINW MUM.. in mama was ...A 


cane Sand 
Mad C.......11.00. 


14 I EPR 
rpreeez 


Process/ Poky 


ma groderce 


Ars006.01 


Arel..06., 


Accepted 


222.1121 


CPPE01011m ken mponorkd bd001-1. 
See keen 6.3 or OPT,


PC C Alba, or Se EPR Proven 
-Russ 11. Hank. 
Inlemeren Med 
Caudal. 


Rmommeslokm 1:1311E skull &Mop lormsenrellon ad Wren lo 
lb IselleminIng Is Min male mink reps odd me ekes.. akar 


Ceuderem Mined I•CPP1010. la. dsemod nmellel mem n°10.1•1) 


E R 
dopos 


A SIM or 110 EPP Prams 
• none Hardin 
Wommlon °Sad 
Co... 


RICOMMIIM. 5 COE Would eirronnikes nem 0 apex* res 
WI° =Mere rrkeromon ManCeneeelenre100.1.11•EPRe 


Process/ Poky 


MA WW1. 


E2012 Compered 


A
-2


01
7-


00
01


7-
-0


39
93


 


2017 01 05 AGCO276 23 of 57 







ni I I to • MR Parma RemErneeds/les CS! *mule 17.ndrod ',c lves kr, 
.F.1.11-11.salm wAng steegl, <wt.... .6 FM 
Mamma wan 
Cess.ana 


A SI11ed Me CPI t homes Recomenscalallos4 CSE Oval wale* Os slabl.J•sonl 
• Mosel 14.14 mMR/IYRMpYMs IlscpersSonel holdingsaraleststadt 
Inlonnanonstou vounlan end dIspaseimardbsk, lbw Ions Wanes 
Camden& 


Poky $ o.. ROMP(' 
Bohm 
POky P.1.1 %Wen Rodsve 


EdS11111 Ss*. aim EsInnsl 
ROW/ di R•Awa/Cers ITS 
ITS P1.011. 1


RKann.Mr ..tx.fru wpalvna..ewew il{oslory lot CSE 
pa* wa.0a Oena4W and.. nolemmied Roo kale 


Escomenadalke• S. CEE NNW Es5omiss01111m1 moateslo gap 
00,001WIM 


Damson wroorirOom [moo. evolvas 
Mammoth-sober Mo. 


IleesesurdaSes 1: CSC% 2000.2001 inlocnol wow 01.15.45 Inolosks • 
nidvao al Cars ITS worm*. MIS at.. galas Through eglanielom 
COE should be .01. lob* arm Sr who111•1. 06111550 


awl MM. Inalwo F Stia. 


InIsrnsi 1.1.5 InossIcEbn atl lIssemoSsEs 1: cards . rommIns Cl. prqpves 
Cawrobloor rob+. ImplmatInOR msohnloss mod moon to slim =plows Isms 


45 .00 S Y WOWS, EWE old rims when conde.c1ielhoPoloplisIsm 


Cana.. 


IRRELEVANT 


PromnsnOslas 1: COE Is assousesal lo corms Is Yam Sawn s, 
141211112 .r al Caned= 


T.* 
5c1•115 mows 


■▪ uslollosloasas• Owl Inn me c. conwousscebas mein 
1,..... 11. 16 WI* 


Sarly al.L.Produel It.mawblEM 
Rosanna ISM) Proms 
Rawl 


IRRELEVANT 


Ca..Wm 


IRRELEVANT 


Wirida a.nMM ummorlom rsao 
&anima. now 


An ROA lof ITS 001.1.11.., V 4.0,1 000 CIO 
Ix 1.1 *WNW Downlm. 0000 SOT.' 
RENY progra• and opecIed lobe 
co.p1shd try end also** guano 1, 
OEM TIY• Is Ma pan 01 lhe law PA pun 
ONO thie FY OM). Iberia* 
lot • 16 waft re *al In OPS.1 


II 


Dprna.WPW:«an+.12O5tk PC 
Wan. Coraccoarp..,,,epadoor eke 
—el Ova waa 


Two addive111,11,,m1 boas sOLIN.1 
DT* Won 


Pew ea 201 tawiled 1whe1wib 31 
Palusl 200Z. 


&spiel Ils• Haim. SS ts. Nonni Esirml CIE. - 


Thls Ins Wen addlmsel a  IwIrralowaral 
esnrok... 


Recommels11.1: 4.111 predirlpakt • mg opmaorwl ad./. Prams / Lsco1 INgsmdmANAV Aseglal - 
wan ...poop opeuk..11.11,1scusloary•OncellontJuslo. 
D.arlmorts1•9•1 count. *arced dm melte... 


1: A log el IrlmISYmi 
.0k nrinalmtlann.lawl dm worm 


AnnumM FautpoWurll•TroPfemn Now, Posts 
Ira law,. In me 


• ommill.11110. CSE•ould smode the. Oessdnen1s1n*Igelao1 P1ls:11116 
.nosolteness bled/Memos. mop ;ammo.. ad %Mimi* 


, k4tan of tn....wird wage al equiplIMI. IeMate atewly41.0110.1 


Recomnondal. 1. CSE should 040 to pro.. on am.. on IPraoat 1h .0 38 AcomploG 


orrweehidd 


a, 77777 . 


:1725/EME 


MEM* Jib* 


111•11.71=0111E1Vis Peen 51e5111* 
semi In 11141 ME 11344. 


CS 


77ZZ7Z-T


CSE pfrwariul001.611010.10.0 InSONT 1.1rmannn.slachowdellr 
pm1.Mtl SONT loorprnons.ba nal Pen 1.1.41.4.11•••• Mawr. 
ate. eapadblyam• wiwor am. u.90 Randall Owls an* 
prOSAMO R.I.a.dadytdaYMOrepalline l• Maly MOW geakoleadrals 


ANATAILAMAKITE. 


A
-2


01
7-


00
01


7-
-0


39
94


 


.,77-17/T7 17Z1r77TZ:Z772 


2017 01 05 AGCO276 24 of 57 







IRRELEVANT 
OPS 
Medullas 


Pale. 
Lon•draalmpicallona 


IRRELEVANT 


Mseeemendailee CPP 2010M DOM 2102 should In mood lo CIE se 
WY./ Olrecova 


Auliorbm ft hear4:41 Acc•Pbd Er, W1  Olreniwa: CSC Prireq, 
Caw r m . Jun Ilk 200.1011. UMW 
Lay EEtmennawandNallo.Socualy 
porde*. June It AO, 


1)


9 


O 


0 


O 
N 


2017 01 05 AGCO276 25 of 57 







CsCs
O 


O 
O 
ti


Year 
2014-201 


2017 01 05 


91 


Review 


Rev ew of CSEC 


Act'y t'" 
nterception) 


under Foreign 
Sigrals Intelligence 
Ministerial 
Authorizations 


45$52Maitlarle, 
90 SIGINT Review of CSE's 


use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 12 
"CSE's failure to minimize DNR and 
DNI metadata, and ,ts failure 
validate identifiers prior to sharing 
DNI metadata with international 
partners, raise legal questions that 
need to be explored in further detail.' 
(p.46) 


Ma't:h-31 '5 
Metadata 
Review 


90 


• 


SIGINT Review of CSE's 
use of Metadata 
In a Signals 
Intelligence 
Context 


Finding no. 11: 


-CSE proactively suspended the 
sharing of both DNR and DNI 
metadata with Second Parties in 
order to protect the privacy of 
Canadians while developing a 
solution to the problems it 
encountered in this area." (p.45) 


None March-31-15 
Metadata 
Review 


90 
• 


SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 10: 


"During the course of the review, 
CSE discovered that DNI being 
shared with Five Eyes was not 
subject to proper validation or 
minimization, in accordance with 
CSE policy and the Ministerial 
Directive." (p.42) 


March-31-15 
Metadata 
Review 


90 


- 


SIGINT Review of CSE's 
use of Metadata 
In a Signals 
Intelligence 
Context 


Finding no. 9: 


"CSE's system for sharing DNI 
metadata with Second Parties was 
poorly understood by the 
organization and lacked a proper 
record-keeping process." (p.39) 


March-31-15 
Metadata 
Review
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90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 8: 


"CSE's system for minimizing-
DNR metadata was decentralized 
and lacked appropriate control and 
prioritization." (p.38) 


March-31-15 
Metadata 
Review 


90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 7: 


"CSE lacked a proper means of 
verifying whether minimization 
scri is were functioning properly for 


NR metadata shared with Five 
Eyes partners, and lacked a proper 
record-keeping process." (p.37) 


March-31-15 


Metadata 
Review 


90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 6: 


"During the course of the review, 
CSE discovered that DNR 
metadata being shared with Five 
Eyes partners was not being 
minimized properly, contrary to the 
Ministerial Directive and to 
operational policy." (p.33) 


March-31-15 


Metadata 
Review 


90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 5: 


"CSE's IP Profiling Analytics 
tradecraft, which was the subject of 
an unauthorized disclosure, was 
authorized under 273.64(1)(a) of the 
NDA, and CSE took measures to 
protect the privacy of Canadians in 
undertaking this activity." (p.30) 


None March-31-15 


Metadata 
Review 


90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 4: "The 2011 Ministerial 
Directive on Collection and Use of 
Metadata lacks clarity regarding the 
sharing of certain types of metadata 
with Second Parties, as well as other 
aspects of CSE's metadata 
activities." (p.28) 


March-31-15 


Metadata 
Review 


2017 01 05 
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90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 3: The Canadian legal 
landscape has changed since the 
Commissioner's office last 
conducted an in-depth review of 
CSE's collection and use of 
metadata. 


March-31-15 DLS DLS Ongoing As to Finding #3 and the proposed action, DLS has been 
Metadata looking at the 'seminarcoliritnr-rliPnt Privilpnp 
Review Solicitor-Client Privilege 


Sol inithr-( We are working on other parts - our drivers 
are the BCCLA litigation and the ever evolving legal 
landscape. 


90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 2: Metadata collection 
and analysis has evolved 
considerably since the 
Commissioner's last in-depth review 
of metadata activities. and metadata 
remains critical to all aspects of 
CSE's SIGINT mission. 


None March-31-15 


Metadata 
Review 


90 SIGINT Review of CSE's 
use of Metadata 
in a Signals 
Intelligence 
Context 


Finding no. 1: CSE was forthcoming 
with information and assistance, 
both proactively and in response to 
specific requests of the 
Commissioner's office. 


None March-31-15 
Metadata 
Review 


,9 I IS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANST) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009 
2010, 2010-2011 
and 2011-2002 


Finding no. 1 i . Policy Compliance 
Monitoring 


CSE managers routinely and closely 
monitored Active Network Security 
Testing and Cyber Defence 
Operations activities for compliance 
and protection of the privacy of 
Canadians. 


None Api ii 12015 
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89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANST) 
and Cyber 
Defence 
Operations (COO) 
activities during 
the period of 2009- 
2010.2010-2011 
and 2011-2003 


Finding no. 10: Policies and 
Procedures Relating to the 
Retention of 
Private Communications (2) 


CSE policy does not provide clear 
guidance on the circumstances. if 
any. in which a cyber defence 
analyst can retain a one-end 
Canadian e-mail involving malicious 
code that is not linked to an incident 
or used in a report. that is an 
-orphaned event". 


N/A April 8 2015 


89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANSI) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009- 
2010. 2010-2011 
and 2011-2004 


Finding no. 9: Policies and 
Procedures Relating to the 
Retention of 
Private Communications (1) 


Policies and procedures relating to 
the retention of private 
communications were not followed 
in some instances: however. it is a 
positive development that CSE 
made system improvements 
intended to promote and permit CSE 
to demonstrate compliance. 


The Commissioner will 
examine these systems in 
a future review to ensure 
the improvements are 
effective. 


April 8 2015 


89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANST) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009- 
2010.2010-2011 
and 2011-2005 


Finding no. 8: Awareness of 
Personnel 


Interviews with and observations of 
IT Security managers and other 
employees demonstrated that they 
are knowledgeable about policies 
and procedures aimed al 
compliance with the law and the 
protection of the privacy of 
Canadians. 


None Apnl 8 2015 
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89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANSI) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009- 
2010.2010-2011 
and 2011-2006 


Finding no. 7: Appropriateness of 
Policies and Procedures — 
Compliance with the Law and 
Protection of the Privacy of 
Canadians 


CSE has sufficient policies and 
processes to satisfy the legal 
requirements not to direct its IT 
security interception activities at a 
Canadian or any person in Canada 
and to protect the privacy of 
Canadians in the use and retention 
of private communications and 
intercepted information that is 
essential to identify, isolate or 
prevent harm to Government of 
Canada computer systems or 
networks; however, some policies 
and procedures could be improved. 


The inclusion of guidance 
in CSE policies and 
procedures on CDO 
record keeping 
requirements and 
practices regarding cyber 
events and incidents. that 
include a PC, would 
enhance CSE's ability to 
demonstrate complaince 
and the protection of the 
privacy of Canadians. 


April 8 2015 


89 ITS 
ANST/CDO 


Combined review 
of CSEC Active 


Finding no. 6: Metrics Relating to 
Private Communications 


None April 8 2015 


2013 Network Security 
Testing (ANST) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009- 


CSE reporting to the Minister of 
National Defence and Chief of CSE 
on metrics relating to private 
communications unintentionally 
intercepted during the conduct of 
authorized cyber defence operations 


. 


• 


2010.2010-2011 
and 2011-2007 


under ministerial authorizations was 
not completely accurate: however, 
CSE identified and addressed the 
error. 
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89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANST) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009 
2010, 2010-2011 
and 2011-2008 


Finding no. 5: Ministerial 
Requirements 


Based on the information reviewed 
and the interviews conducted, CSE 
carried out its Active Network 
Security Testing and Cyber Defence 
Operations activities in accordance 
with the ministerial authorizations 
and ministerial direction. 


None April 8 2015 


89 ITS Combined review Finding no. 4: Cyber Defence I therefore recommend April 8 2015 
ANST/CDO of CSEC Active Operations Private Communications that CSE reporting to the 
2013 Network Security 


Testing (ANST) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009- 
2010, 2010-2011 
and 2011-2009 


CSE's practice —1Solicitor-Cli6 
Solicitor-Client Privilege 


Minister on PCs 
unintentionally intercepted 
under MAs should 
highlight the important 
differences between one-
end in Canada e-mails 
intercepted under CDO 
and private 
communications 
intercepted under foreign 
signals activities, including 
the lower expectation of 
privacy attached to the 
private communications 
intercepted under CDO 
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89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANST) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009 
2010, 2010-2011 
and 2011-2010 


Finding no. 3: IT Security Ministerial 
Authorizations 


Paragraph 273.65(3) of the NDA 
does not seem to reflect CSE's 
activities because CSE undertakes 
activities other than those 
considered in "the circumstances 
specified in paragraph 184(2)(c) of 
the Criminal Code". 


Since CSE rarely acts in 
the circumstances set out 
in par. 184(2)0 of the 
Criminal Code, it can be 
argued that an MA issued 
under subsection 
273.65(3) of the NDA 
would not include CSE's 
primary cyber defence 
activities undertaken 
under an IT security MA. 
Therefore, CSE should 
encourage the 
government to amend 
subsection 273.65(3) of 
the National Defence Act 
as soon as practicable to 
remove any ambiguities 
respecting CSE's authority 
to conduct IT security 
activities that risk the 
interception of private 
communications. 


April 8 2015 


89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANST) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009 
2010, 2010-2011 
and 2011-2011 


Finding no. 2: IT Security Systems 
that Promote Privacy Protection 


CSE takes measures in the design 
of its IT security systems and 
databases to promote compliance 
with the law and the protection of the 
privacy of Canadians. 


None April 8 2015 
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89 ITS 
ANST/CDO 
2013 


Combined review 
of CSEC Active 
Network Security 
Testing (ANSI) 
and Cyber 
Defence 
Operations (CDO) 
activities during 
the period of 2009• 
2010.2010-2011 
and 2011-2012 


Finding no. 1: Compliance with the 
Law 


Based on the information reviewed 
and the interviews conducted. CSE 
Active Network Security Testing and 
Cyber Defence Operations activities 
were appropriately authorized and 
were conducted in accordance with 
the law, as interpreted by the 
Department of Justice Canada. 


None April 8 2015 


88 PII and Annual review of 
the 
Communications 
Security 
Establishment 
(CSE) Privacy 
Incident File (PIF) 
and Minor 
Procedural Errors 
Report (MPER) 
for caiendary year 
2014 


No findings Nor C• Mach -31 15 
MPER 
2014 


'."-Jeafte, ' r egiggbr 'f.-.. 


87 Disciosure Annual review of 
disclosures, by 
the 
Communications 
Security 
Establishment 
(CSE), of 
Canadian identity 
information (CII) 
from CSE end-
product reports 
disseminated to 
clients 


No findings ',lore Mace-12-15 
s 2014 


..f 
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86 SIGINT Annual Combined 
Review of Foreign 
Signals 
Intelligence 
Ministerial 
Authorizations for 
2013-2014 


No findings None March-03-15 
MAs 


85 CA= CSD Review of :he 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


F ndmg no 9 2008 CASE AA t 
Report Act o:r 


The recommendations of the 2008 
DAEE audit report have been 
actioned. 


None kla'ci 19 2015 


85 CAF CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding no. 8: Management Control 
Framework 


CFIOG officers in charge and 
supervisors routinely and closely 
monitor CSD activities to make 
certain the activities comply with 
governing authorities. 


None March 19 2015 


85 CAF CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding no. 7: Awareness of 
Personnel to Policies and 
Procedures 


CSD employees interviewed and 
observed were aware of relevant 
policies and procedures. including 
those relating to the protection of the 
privacy of Canadians, and their 
application to routine CSD activities. 


None March 19 2015 
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85 CAF CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding no. 6: CSD Establishing 
Documents Inconsistent and Not 
Necessarily Complete 


There is an inconsistent set of 
documentation covering the various 
CSDs; however, they do not appear 
to present any impediments to the 
operation, oversight or compliance 
of the individual CSDs. 


March 19 2015 


85 CAF CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding no. 5: Appropriateness of 
Policies and Procedures in Place 


Established policies and standing 
operating procedures are in place to 
both guide the CSD staff and 
provide a means for the efficient and 
effective day-to-day process that 
appears to be the norm. 


None March 19 2015 


85 CAP CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding no. 4: Compliance with 
Ministerial Direction 


Based on the information received, 
the activities observed, and the 
interviews conducted, the CSDs 
conduct their activities in accordance 
with applicable ministerial direction. 


None March 19 2015 


85 CAF CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding no.3: CSE Compliance 
Monitoring 


CSE ensured that the SIGINT 
activities of the CSD's complied with 
the law. 


None March 19 2015 


85 CAP CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding no. 2: Protection of privacy 


The activities, as they are currently 
carried out by the CSDs, do not 
present privacy implications. 


None March 19 2015 
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85 


reirzr,


84 


CAF CSD Review of the 
Canadian Armed 
Forces Cyber 
Support 
Detachments 


Finding No. 1: Compliance with the 
Law 


Based on the information received 
the activities observed, and the 
interviews conducted, the CSDs 
conducted their activities in 
compliance with the law. 


None March 19 2015 
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83 Spot Check 
Review Fall 
2014 


"Spot check's One 
review of SIGINT 
private 
communications 
used or retained 
by CSE 


, 
funding: CSE is taking action to 


quickly implement the 
recommendations of the 
Commissioners March 2014 review 
of SIGINT MAs and PCs 


Norf. I)ecemoei I ' 2014 


'. !.:".2%.,:.:._ , ..,%,!•._4., _I'L.. .10: :IL.2,-_,:!:2,..,IL- !•.2., . 
82 


81 


Soot 
Check 


"Spot check" 
review of SIGINT 
private 
communications 
used or retained 
by CSC 


One funding: CSE is taking action to 
quickly implement the 
recommendations of the 
Commissioners March 2014 review 
of SIGINT MAs and PCs 


No findings 


None A-gust-14-2014 


March 1 2014 


Review 
Summer 


PIF 2013 
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80 SIGINT Finding no. 10: Essentiality of Used 
or Retained Private Communications 
(4) 


A number of analysts retained 
private communications that had 
once been. but were no longer, 
essential to international affairs. 
defence or security; despite regular. 
written reminders to review and 
mark for deletion any private 
communications that were no longer 
essential, these Private 
communications were retained — in 
some cases, for several months —
until just before the expiration of the 
ministerial authorizations and prior to 
associated reporting to the Minister. 


Addressed by 
Recommendation #4 from 
Report: SIGINT to ensure 
that all analysts review 
their retained private 
communications quarterly. 
commencing at the end of 
the next quarter. 


March 1 2014 
Mas 2013 


i'9 Disclosure 6 Findings: No specific follow up 
action is required. 


March 1 2014 
s 2013 


, • ' ' 9 . 9 
.z4


-_ r 1 9 ; 9 q 45R 41 53i 1 5 ? 3  1 4 i at i g ga §: El jik n'
, . 8 Office of There were 8 findings but no specific 


follow up action is required. 
October 1 2012 


Counter 
Terrorism 
2012 


y
,i, .LAZINI • r5 s. 


- Policy 
Comolianc 


Finding no 1 "Subsequent to the 
2009 CSEC Audit Of OPS-1-8 
Compliance CSEC SIGINT and IT 
Security have taken significant 
actions, namely the implementation 
of a new policy framework for policy 
compliance monitoring and detailed 
operational Instructions, training and 
testing, and a number of new related 
activities" 


Action on Finding go 2: 
Since the production of 
the study report both 
SPOC and IPOC have 
migrated their compliance 
monitoring records into 
CERRID 2.0 and have 
adopted consistent 
naming conventions 
within their own areas. 
Non-compliance incident 
tracking documentation is 
in place in both areas 
which will facilitate swifter 
retrieval for metrics of non-
compliance incidents. 


e StudV 
2012-2013 
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LL 
6 Second 


Party Info 
No 'rod nos that require action all 
addressed by responses to the 
report's recommendations). 


„,,ly 17 13 


Shay no 


35111M5EZ 


74 


AEN No findings 


No findings that require action March-28-13 


Add tional 
listo'nia:to 
r 


SIGIN I 
MAs 2011-


2C12


73 PIF 2012 No findings that require action Ma'cn-23-13 


ff iliffiliga -
72 DCII V No findings that require action. Ma, o6-18-13 


2012 


71 Finding 5 CSEC did not adequately 
the nvacy of a Canadian — 


in three exchanges 
of information in and one in 


however. since that time, 
CSEC has taken appropriate actions 
for accountability and to prevent re-
occurrences of similar privacy 
incidents. 


February-15-13 SIGINT As noted in the Commissioners report. CSEC has 
committed to promulgating guidance for SIGINT 
employees with respect the sharing of Canadian iderrity,
information with Second Parties. 


Review 


71 
Review 


Finding 6: The absence of certain 
historical information in CSEC's 
tar etin database and tool — 


— limited the 
Commissioners ability to assess the 
lawfulness f activities 
relating t and could 
also affect re w o other activities 
of CSEC. 


February-15-13 SIGINT CSEC anticipated al the outset of this review that, given its 
focus on historical records. retrieval of information would 
be problematic. This was communicated to the 
Commissioners Office. The targeting systems used by 
CSEC during the period under review were not designed to 
keep a history of targeting activity, but would indicate 
which selectors were targeted at the time of a query. As 
noted in Finding 7, CSEC is already taking action to 
address this issue. 
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71 Finding 7: During the period under 
review, CSEC did not always retain 
a history of targeting activity: 
however, CSEC is taking actions to 
ensure the availability of information 
about targeting and selector 
management that is required for 
accountability and to demonstrate 
compliance with the law. 


February-15-13 SIGINT As noted in this finding. CSEC is already taking action to 
address this issue. Rev ew 


7C Nun-MA No findings that rerwire ac:icn Jarna y-14-13 
CDO 


y


. .. 


55 RIFTS No findings that require action. November-20- ' 2 
-L . . ,1_e --I ins -A .1-L -1:.1.1C --I x - -


68 2011SIGI Review of CSEC's 
2009-2010 foreign 
Intetlilgence 
Ministerial 
Authorizations 


Finding 5. ". . .did nol address 
reccomentdation no. 1 in the 
Commiion r r view 
of CSEC's 


Finding 8: 'Changes made by CSEC 
to the time period for the ministeral 
authorizations and to technology 
negatively impacted the 
Commissioners ability..." 
Finding 9: Metrics respecting the 
number of communications...sent to 
its Second Party partners were not 
readily avaig0.1. 
Finding 10: issue 
recommendation 2 from last SIGINT 
MA review not addressed 


March-30-12 none Letter sent 
to Cr from 
MND 


CSEC's position has not changed. CSEC has nevertheless 
aggreed to count PCs in this context and report the nuber 
to the Minister to better inform him 


NT MAs 


2009-10 


- • - • - - - 
67 interim update on an 


ongoing review of 
CSEC's foreign 
signals 
intelligence 


01 , 


partners 


No findings 


report


66 PIF 2011 No findings. March-20-11 
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00
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65 DIAC IV No findings. 


' • • ' • " ' ' ' • • — • " • ' ' • • — • "-'.. 


March-13-11 
(2011 


'-' — ' " '.:r... ' zr  c irr- c- '''...7'..' ' ',;•7''. ',4:,-.. . ',7.7;;,%: ',4r:',,T;;7;, r,...%,:',.7:;,%,;:r;•.7;";7;,7;;-';:47:;,%,;:r.;,7;7;7;:;;-';',47:;,%r4:,:',7;7;7:,:;;-',,V 
"Finding 


• • - ."' 
64 COPCC 5: Operational instructions 


provide limited instruction specific to 
the functioning of the COPCC. 


It is a positive 
development that CSEC 
has recognized this gap 
and is developing an 
operation instruction 
respecting the activities of 
the COPCC. 


e ,21:41112122P, 
03 Rete,v, cii. Finding 7: ". . . certain language in 


policy should be clarified". 
Finding 8: "The parts of OPS-1-11 
concerning retention and disposal of 
transitory records and those records 
used in reporting are confusing and 
should be clarified. 
Finding 9: "To avoid confusion, the 
use of terminology relating to 
retention and disposal activities used 
by the SIGINT and IT Security 
Programs should be reconciled and 
made consistent". 


December-22-11 
aisposal of 
data 


02 


. .... ... . 


July-04-11 


e 


PIF 2010 


61 


GO 


a • 


I 8iSM 
• E.  • E. a • 1. • • • E. I • E. a • 1. L. • • E. a • E. a 


Total of 20 findings.1 tied to the only 
recommendation. 


• • L. • • E. a • .. .. • . 


Tied to the 
recommendation. 


March-15-11 
e 


Os t, -1.:v. 
. D di. i ii -61' in , t_,, -I,i_,P_L. an_.


1 . rig consultat : . ,m . 'evasion. It is expected 
Hid 'zed in this f -_„I , ilar. 


SIGINT Total of 15 findings, three tied to a 
recommendation. 
A separate finding may be 
considered negative: "The 
descriptions of the five SIGINT 
collection program activities in the 
request memoranda to the Minister 
are inconsistent and minimal." 


Only one recommendation 
accepted. 
On the separate finding: 
BN to ExCom noted: 
CSEC will consider this 
feedback during the next 
MA renewal period 


February-25-11 


• 


DGPC • E 2011 MA renewal 
period 


, 


"111
1W;071.1-74..'0.7 iir,i1Ciir71.17.1 


flay 2012: CSEC maintains its position tha 
does not constitute a private communication and therefore 
does not trigger a legal reporting requirement. 
Nonetheless, to support the Minister with additional 
contextual information, CSEC intends to begin compile 
the number of re • nized one-end Canadian emails 


that are retained 
by CSEC on the basis that they are essential to 
international affairs defence or security. 


MAs 


51111129:
• .7:!:;44 ' i-PE: ',91;f 


59 DIAC Ill No 'ild tigs No act or eg..ined Ferytta' y-21-11 


'.f 
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58 ANST Total of 10 findings listed in Annex A 
of the final report. None require 
action. 


No action required. February-14-11 


57 Contact Total of 5 findings (listed in Annex A 
of the final report). None recpre 
action. 


No action required De:;ernoer-16,10 NIA 
 i Chaining 


, -7.' '',_!'-..•'-_,. ..-!.,.:._•••;_tk- •'._:..r_t'-..!':_. .-t• .:._.,-;_tk;,•' ..;_!'-..!':. •_•.•_• ..AgSgSiZSZ , 
56 CND MA Total of 18 findings (listed in Annex 


A of the final report). None require 
action. 


No action required October-18-10 N/A 
Review 
October 


 2010 


]....7-;. .... ...Ar.tr.. :...r...; 
55 Regular 


.... ....i;:...7..:. --;•.;::... ..... ' • '-" 
Total of 2 findings. None requring 
action. 


.. -;::: 
No action required. February-16-10 


*.` ..
- 


r.-... -".. ' .` 
- 


.. ̀....'..`.-....•• 
-


' .. ;'.....7 '1 .` `....'..`;`.• `...-...'.`;` `;.......;`. '..' 


Privacy 
Review 
(DIAC III 


54 Afghanista Total of 6 findings. None requiring 
action 


No action required. 
-. . • 


January-18-10 
rM72KIWC• : • .• : •-:• :• :• :.•: • . • 


n • 


- - - • 
• . • .• .• ..•••• 


- - - - - - - - - • 
• .• .•. •.•. • .-.• ..•••• 


- - - - - • - - - • 
• . • .•. • .•. • .•.• .. 


n Mas 


iijr. 11111111111111.*:: ': ! -̀ipilW- '70451112160Li. ': • . . . . 
Si' ITS Study A Study of the 


CSEC's 
Information 
Technology (IT) 
Security Activities 
Not Conducted 
Under a 
Ministerial 
Authorization 
(MA) 


None. Only 5 finui-gs No action required. June-11-09 N/A 


52 NA• • CSEC's 


Network Analysis 
and Prioritization 
and 
Actiy,tes 


•Total of 7. None requiring action • No action required. 
.rr- ;Sarr; 


WA 
Ai 


March-12-09 - 


AL 
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50 Review et GS! C 
Signals 
intelligelco 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


Finding no. 4: While the oract ces 
in place at the working level 
demonstrate that CSEC assesses 
the threats. risks and vulnerability 
associated with proposed 
operations. CSEC did not C=f 
with the requirement of the M 
ministerial directive to define In 
procedures "appropriate threat, risk 
and vulnerability thresholds for both 
the activity and personnel involved'. 


Tled to 
Recommendation 1. 
Please provide an update 
for the recommendation 
only Since the finding and 
recommendation are 
linked. 


N'a-;;C C3 C9 1)e:elbei-22-119 ;i f''i 9c, N/A 


50 Review of CSEC 
Signals 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


Finding no. 7: Other than the 
referenced legal foundation 
documents, no Other material was 
identified as providing guidance as 
to what legal concerns and 
restrictions had been identified as 
being relevant during the 
consideration of a proposed 


technique. 


Tied to 
Recommendation 2 and 
3. Please provide an 
update for the 
recommendation only 
since the finding and 
recommendation are 
linked. 


March-03-09 December-22-09 0 0 


50 1111111 Review of CSEC 
Signals 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


Finding no. 8: No issues or 
concerns were identified related to 
consultation and cooperation with 
involved agencies. Procedures. 
approval processes and agreements 
were found to be in place allowing 
CSE to be found compliant with this 
expectation. II is suggested that 
consideration be • iven to adding a 
reference in th:. SOP to 


March-03-09 SIGINT III December-22-09 SPOC - March 2011: The deconfliction process is 
referenced in the lates SOP, dated 29 
November 2010 (para 3.10). 
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50 Review of CSEC 
Signals 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


er1':"D'',74XPW'rD•Dr1r:".7.. ..K1':;:1r:•Dr1r".7. 
CSEC's Foreign 
Intelligence 
Activities 
Conducted under 
the 
Ministerial 
Authorizations 


Finding no. 10: CSEC has not 
documented characteristics of a 


operation that would cause it to 
be considered as being "particularly 
sensitive" and having "significant 
risk". 


Finding no. 2: With respect to 
ra ra h 5 of the 2005-2006 


MA. CSEC did not meet 
the expect i n t the 
Minister a in the 
interception of private 
communications". 


Tied to 
Recommendation 4. 
Please provide an update 
for the recommendation 
only since the finding and 
recommendation are 
linked. 


":" ": ': r" " •": r: ̂ :11':1r.!'r':".r2 1;3zAr'i1r' ,r!';, ''.,1!'1r411M11N11111111111rf,'''!';7ir'::1rH11jfirjgggggMffaf.nr :;:1' 
"in the future, the Chief 
will bring such Issues to 
the MND attention. In 
addition, as per OCSEC's 
recommendation, the 
Chief will also indicate to 
the MND the absence of 
any "serious issues" in the 
accountability report 
submitted upon expiration 
of the MA. 


March-03-09 


PC 13 


December-22-09 


Completed 


Completed 


B - April 09: In his report to the MND on 2008 SIGINT 
activities under MA. the CCSEC stated in his cover letter 
that no serious issues arose under any of the Mas, and will 
next year incorporate a separate statement on "serious 
issues identified or not identified" for each MA In the 
attached reporting annex. 


January-13-09 49 


49 CSEC's Foreign 
Intelligence 
Activities 
Co n er 
the 
Ministerial 
Authorizations 


Finding no. 5: Assessing the 
foreign intelligence value of reports 
based on private communications is 
difficult because it is only based on 
client feedback which is not always 
received. We encourage CSEC to 
introduce a greater degree of rigour 
to this process to yield a better 
assessment of the Fl value of the 
reports. 


The chief agrees that the 
current feedback system 
does not always provide 
with the most complete 
information. but points 
out, however, that past 


x wi h 


Moreover. EPRs are not 
identifiably linked to these 
PCs, which makes It 
impossible for the client to 
comment directly on Its 
value. 


January-13-09 SIGINT SPOC Completed SPOC - Apnl 09: As per CCSE comment. it is difficult to 
judge the value of the Fl value of reports based on private 
communications since clients are unaware of the specifics 
related to the source traffic. Note that, on a broader scale. 
SIGINT is striving to enhance its feedback mechanisms. 
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49 SEC's Foreign 
Intelligence 
Activities 
Conducted under 
the 
Ministerial 
Authorizations 


Finding no. 8: CSEC did not meet 
condition d) of the 2006-1007 


because the 
accountability report 


was not received by the Minister 
until one year after the MA expired. 


"The Chief is committed to 
ensuring that the MA 
accountability report is 
produced by CSEC in a 
more expeditious 
manner. 


January-13-09 PC B - Completed B- April 09: The 2008 reporting letter was 
signed by the CCSEC and forwarded to MND on 24 April 
2009. thus honouring this committment. 


49 


48 DIAC 


SEC's Foreign 
Intelligence 
Activities 
Conducted under 
the 
Ministerial 
Authorizations 


Disclosure of 
information about 
Canadians to 
Government of 
Canada clients 


Finding no. 9: For thoseIMMI 
MA accountability reports submitted 
to the Minister during the review 
period, CSEC has fulfilled all the 
conditions in the MAs. with the 
exception of the reporting 
requirement concerning any serious 
issue. 


l' 11 II q''.'Il 5 it'::;',5-551'..'
Total of 3. None requiring action. 


Tied to 
Recommendation 1. 
Please provide an update 
for the recommendation 
only since the finding and 
recommendation are 
linked. 


•t'.55-5 -5575,/,:ti ' 
No ac en -eq.1 rec. 


January-13-09 


' ''.!V. ' 1 ' 1'.  • 
November-13-08 


: ;'.' 
- 


- ''  .61 ' : 


39172 


e - 


Completed 


. .f 411'01'10 1: :ferr I''.e.14.01,tett: ;fterrrifft ! . ..,1t1., 4, }.. 1,17.,.3:,. Pty ..f,.i 0 ., f a }.. 1 wr .,.3.,. i.., 1:..f ,i 0., I, . 
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47 
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A 
SEC's ActNities 


Co 11'd 
h 
Minister a 
Authorizations 


teg lfr e/r er e,"/ rt 
Finding no. 4: 11 une 11 08 PC December-30-08 Completed 
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47 CSEC's Activities 
Co 
the 


Finding no. 6: Management of 
Selectors: Pending the 
development of an automated 
system, we question how CSEC 
can confirm that selectors 
(proposed by CSEC or by a 
Second Party) remain valid, 
directed at a foreign entity 
located outside Canada, and 
consistent with a Fl priority of the 
Government of Canada. 


CSEC agrees that the 
present system does 
not facilitate annual 
reviews of selectors. 
Consequently, CSEC is 
developing an 
automated system, 
which will require that 
selectors are reviewed 
and validated annually. 
This system will be 
implemented by the end 
of May 2009. 


June-11-08 SIGINT SPOC May-30-09 Completed SPOC - April 09: The automated validation system was 
implemented and launched on 2 April 2009. Any new 
selectors will automatically require validation by the 
analysts on an annual basis (i.e., justification, location, 
nationality and GCR associated with the selector must be 
re-validated). Any new selectors that are not re-validated 
on an annual basis are automatically de-targeted. In order 
to ensure existing selectors of value are not inadvertently 
de-targeted, the system will provide analysts with a six-
month grace period to re-validate "expired" selectors. Upon 
the end of the grace period, the expired selectors which 
were not re-validated will be de-targeted. 


Ministerial 
Authorizations 


47 CSEC's Activities 
Co 
th 


Finding no. 7: Private 
Communications Shared with 
the Second Parties: Reporting 
to the Minister the number of 
private communications 
recognized by the Second 
Parties and obtained as a result 
of CSEC collection shared with 
the Second Parties would 
enhance accountability by 
providing an increased 
understanding of the number of 
intercepted private 
communications, and would 
therefore enhance the protection 
of the privacy of Canadians. 


CSEC is working with 
our partners on the 
development of an 
automated solution that 
would integrate policy 
compliance features in 
the design of future 
SIGINT systems. In the 
interim, mutual policy 
and reporting 
arrangements have 
been agreed to with 
Second Parties to 
ensure the privacy of 
our citizens. Since 
2005, for example, 


June-11-08 SIGINT SPOC Completed SPOC - April 09: The Management response on this 
finding was not fully coordinated. Automated solutions for 
policy compliance are not expected to track CSE-collected 
private communications recognized by 2nd party partners. 
Rather, those mechanisms are being developed for other 
aspects of the SIGINT system--to ensure compliance in 
targeting, for example. 
October 2010 (SPOC): There is no further update to this 
item - the statement provided in April 2009 was intended to 
explain that an automated policy solution for private 
comms recognized by 2nd parties is not possible at this 
time. Instead, we rely on mechanisms and processes that 
we share with 2nd parties on how private comms and/or 
information about Canadians shoudl be handled. SIGINT 
considers this item closed.


MA 


Ministerial 
Authorizations 
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47 
MA 


CSEC's Activities 


t-e 
Clirlii 


kheistet at 
Authatizattons


which 


Finding no. 8: Deletion of 
Recognized Non-Essential 
Private Communications in all 
S stems The need to ensure 
that all copies of recognized non- 
essential private communications 
are destroyed should be taken 
into consideration as CSEC's 
collection systems are modified 
or new systems are designed. 


CSEC has included this 
feature in its new 
common traffic 
repository, will be 
launched by the end of 
December 2008. All 
traffic will eventually be 
held in this single data 
repository, eliminating 
risks associated with 
having multiple copies. 
In the interim, staff 
have been directed toe 
ensure that all copies of 
non-essential PCs are 
destroyed in all 
databases. 


June-11-08 SIGINT SPOC December-30-08 Completed SPOC - April 09: The Common Traffic Repository has 
been implemented. through a phased approach. As a 
result of the move to CTR. analysts are only required to 
annotate traffic in a single database. For that traffic which 
is not yet part of the CTR fax traffic), a 
synchronization function has been implemented so that 
analysts are not required to annotate in multiple 
databases. 


46 PAT Report :c the CSE 
Commissioner on 
Protecting 
Pnvacy: Review 
on CSEC's 
Acquisition and 
Implementation of 
Technology per 
Subsection 
273.64 (2) of the 
National Defence 
Act 


Finding no. 10: During tne 
period under review. CSEC did 
not le corporate approval to the 


Standard Operating 
Procedures. 


OCSIC is a Atatte Ina: 
this has since been 
addressed in the new 
policy instruments and 
their approval process. 


At -e 1 t 08 TS Completed OCSIC s aware tnat this has s nhe been andttessed 
in the row policy instruments and their approval 
process 


46 P81' Report to the CSE 
Commissioner on 
Protecting 
Privacy. Review - - 
on CSEC's 
Acquisition and 
Implementation of 
Technology per 
Subsection 
273.64 (2) of the 
National Defence 
Act 


Finding no. 11: CSEC did not 
give corporate approval to policy 
or procedures describing the 
process to release suppressed 
information found in IT Security 
reports.


Already addressed 
through the IT Security 
business resumption 
and the revised OPS-1- 
14. 


June-11-08 ITS CDSO - Completed Already addressed through the IT Security business 
resumption and the revised OPS-1-14. 


. ' 
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45 IMMD & 
MA 


A Review of CSE 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


Finding no. 2: While CSE has 
generally adhered to many of the 
concepts detailed in the 


requirements. the rigor we 
expected to find was lacking in 
business processes. Further, the 
record of satisfaction of key 
requirements found within the 
program files was inadequate. 


Tied to 
Recommendation 1 
Please provide an 
update for the 
recommendation only 
since the finding and 
recommendation are 
linked. 


March-28-08 - - - 39082 Completed 


45 MD & 
MA 


A Review of CSE 
intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


Finding no. 3: CSE should 
assess whether -
support program needs to be 
made available to 
programs, such as


CSEC agreed with the 
Commissioner's office 
and instituted program 
changes prior to the 
completion of the 
review. We are in the 
process of developing 
guidance on 


which will 
list requirements for 
mans i such 


We expect 
drafts of these 
documents by the end 
of September. 


March-28-08 SIGINT SPOC Completed March 2011 (SPOC): CSOI-F-1. CSEC Special Operations 
Governance Document, was signed off in early 2009, and 
promulgated in November 2010. 


45 MD & 
MA 


A Review of CSE 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


Finding no. 4: The absence of 
an approved contingency and 
exit strategy is in contravention of 
the expectation of the MD. 
Finding no. 8: CONOP is 
required as a critical component 
of the required explicit internal 
management framework. 


The Commissioner 
reported that CSEC 
lacked an approved 
Concept of Operations 
document, in addition to 
a contingency plan and 
exit strategy. CSEC is 
currently developing all 
three of these 
documents with 
completion planned for 
the end of this month. 


March-28-08 SIGINT SPOC June-30-08 SPOC - April 09: Documents are in draft. October 2010 
SPOC : The documentation is partially completed 


Operations Guidelines has been created and a 
framework has been a • reed u ..n for its maintenance. 


and the 
document may be updated as circumstance 


hange. Contingencies and Exit strategies are 
covere. but under contruction 
The document is reviewed at a minimum yearly but 
generally as circumstances change enough to warrant an 
update. 
Sep 2011 (SPOC): Finding #4: The contingency and exit 
strategy is in draft. 
Sep 2011 (SPOC): Finding #8: The.CONOP is in draft. 
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45 M MD & 
MA 


A Review of CSE 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & shortcomings. 


Authorization — 


Finding no. 5: The information 
provided suggests that CSE has 
not consistently adhered to the 
requisite degree of consultation 
and level of approval re quired by
the Approval Framework as 
stated in the MD. Further, it 
appears that no attempt was 
made to quantify what is meant 
by "costs and risks that are 
similar to those of currently 
approved initiatives". 


CSEC policies and 
procedures are 
evergreen and will be 
refined to address the 
identified 


March-28-08 PC D2 Completed D2 - April 09: OPS-1-13 will be amended concurrently with 
SIGINT MA renewals (which expire on 22 December 2009, 
so target date is 23 December). I assume that this will be 
addressed (it wasn't for the December 2008 revision, not 
sure why that is since the finding had been communicated 
to us). October 2010 (D2): An Activity Authorization 
Request (AAR) is prepared by two levels of operations and 
is reviewed and approved by two different Directors 
(SIGINT Requirements and Global Access), These levels 
of approval appear in the version of OPS-1-13 that was 
effective 23 December 2009). Marked as completed 
November 2010. 


45 •MD & 
MA 


A Review of CSE 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization — 


Finding no. 13: The absence of 
any requirement to document the 
reasonable grounds upon which 
an analyst has determined that a 
selector is directed at foreign 
entities located outside Canada 
and is consistent with the GoC 
intelligence priorities leaves no 
means to audit and review 
approved selectors and thus 
renders OCSEC incapable of 
verifying compliance with this 
condition. 
Finding no. 23: CSE is not using 
available technology and 
information effectively to assist in 
the identification of PCs which 
impacts on the ability to audit and 
review the Mcollection program 
for reporting to the Minister. 
Finding no. 28: Analysis of the 
content of the required 
automated database of selectors 
does not provide the means to 
verify that CSE has grounds to 
believe that all intercept of 
private communications is related 
to foreign entities located outside 
Canada. 


The aforementioned 
measures to better 
document the rationales 
for our decision-making 
processes will include a 
particular focus on 
targeting/selectors and 
private 
communications. 
Guidance has already 
been issued regarding 
the documentation and 
justification necessary 
for targeting selectors. 
Also, SIGINT is 
developing the required 
tools to implement a 
single automated 
database of selectors 
this fall. 


March-28-08 SIGINT SPOC September-30-08 Completed SPOC - April 09: CSEC promulgated CS01-4-4, Targeting 
and Selector Management Using National SIGINT 
Systems for Intelligence Reporting Purposes, on 11 March 
2009. These instructions address the documentation 
requirements associated with determining whether or not 
to target a selector. Analysts have been informed that all 
selectors that are submitted for targeting must be recorded 
in the target knowledge base (TKB). CSEC is moving 
towards a single automated database for selectors. 
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45 IMMO & 
MA 


A Review of CSE 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Directive & 
Authorization - 


Finding no. 26: CSE is not 
making best use of available 
technology to effectively limit 
. intercept to only outside Canada. 


Unfortunately, CSEC 
has not identified any 
technology that can be 
used to satisfy the 
requirement above. We 
continue to examine 
emerging technologies 
and their potential 


March-28-08 SIGINT SPOC WA: i : iKi 
i ; i , ; tO lot 
 . al ,i , ii IIii1 
' ' X' 
i i- NN: i 


eNOi g a hi l 
:41:8144 
i:11:;1:4 k°1:1 


SPOC - April 09: No change from previous update. We do 
not see this as an achievable goal given the nature of the 
Gn. 


applications to address 
all of our requirements. 


i iii $ 4 . 6 .1 , , ol.ii,. 0. 0, 
i I • I' $ I 


including those that i5 ii:::44:::: 
OCSEC has identified ' i l'ise 010 
in its reviews. In the WOO i : ii $ 4 i i 


'0meantime, we are 
focusing our efforts on 


i : 610540:6 
4i : 0v.4.04F4iiF46 


recruiting analysts with i : Div iyis 
the required , i0N.1i4 t0 y 1
competencies, : iiii


.d
1i: iiii


delivering an effective 


0:: 


i 0 401 
training program, 
developing effective 


: 01:!:iiii.:: 


091•41-Ire 
tools to support CSEC 
analysts in identifying 
private communications 


, ! al ee4 'a % 


i ;;: :1;14441:1i 


and ensuring that i , ol iyo
sufficient checks and 
balances are in place 


5 i5 5k 4 i I 
i ' 0$14N % li ' i l'ise k01


a
0 


for privacy protection. 5 , 0,5k.4 di ..i 
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A Review of CSE 
Intelligence 
Activities 
Conducted Under 
Ministerial 
Da:live & 
AJt-orization-


Finding no. 34: CSE should 
assess whether the necessity to 
maintain strict need to know 
requires greater rigor in the 
recording of events, decisions. 
analysis, agreement and 
processes. 
Finding no. 36: Based upon the 
information provided, an 
evidentiary record of compliance 
with the imposed conditions 
(NDA/MA) cannot be found within 
the records of CSE. 


CSEC is re-examining 
its business practices in 
light of the 
Commissioner's 
findings. We have 
already taken strong 
measures to address 
the identified concerns 
with the deployment of 
our corporate 
information 
management system, 
CERRID, to be 
completed by October. 
Additionally, we are 
instituting measures to 
better document the 
rationales for our 
decision-making 
processes. Finally, in 
September. CSEC will 
launch an intensive 
awareness campaign 
for all staff, to promote 
more comprehensive 
measures to document 
our activities and to 
improve current 
business practices. 


March-28-08 CIO October-30-08 Completed March 2011: C101lhas lead and provided IM awareness 
activities, literature and internal web communications that 
emphasize IM stewardship and collaboration practices in 
an enterprise-wide IM Awareness campaign. 
Awareness for the correct/efficient use of the Access 
Default feature in CERRID has been done to ensure the 
need-to-know principle is respected white sharing 
information to the greatest extent possible. The DGITS 
Activity Area created and implemented a procedure for 
staff for assigning Default Access permissions to their 
documents in CERRID (RDIMS). See CERRID document 
79888. 
Regular CERRID training courses include user selection of 
Access Defaults for each student based on their activity 
area and rote; IM best practices for documenting daily 
work, activities and decisions; balancing need-to-know vs. 
collaboration and sharing of information. 
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44 Support to 


CSIS 


Report to the CSE 
Commissioner on 
CSE Support to 
CSIS. Phase 1: 
Mandate (a) 


Observation no. 1 Ministerial 
directives issued to CSE and dated 
June 19, 2001 preceded the 
passage of Part V.1 of the National 
Defence Act and should be reviewed 
to ensure they are in keeping with 
the mandated authorities articulated 
in the legislation. 


CSEC agrees with the 
Commissioner and have 
committed to revisiting 
these three MDs by the 
end of the year. 


January-16-08 pc B December-30-08 . 


0-


B - May 2011: CSEC recognizes the importance of 
updating all authority instruments such that they are 
consistent with CSEC legislation. Given the delay in 
proceeding with anticipated amendments to CSEC 
legislation, the Chief. CSEC has directed that the pre-
legislation MDs on Support to Lawful Access, Privacy and 
Accountability be updated to meet the Commissioners 
observation (#44, observation 1). The MDs are being 
addressed in priority sequence, beginning with Support to 
Lawful Access as this MD was also subject to a specific 
Commissioner recommendation (#31, recommendation 1). 


CSEC has completed initial analysis of the Support to 
Lawful Access MD and has identified a number of potential 
revisions to update the MD in keeping with current CSEC 
legislation and to provide greater clarity on the nature of 
CSEC technical and operational assistance to federal law 
enforcement and security agencies. Similar analysis will 
be completed for the Privacy and Accountability MOs to 
identify any revisions required for consistency with 
legislation. This work will continue through 2011-2012 and 
it is anticipated that updated MOs will be submitted for 
ministerial signature before the end of the fiscal year. 


Sep 2011: B-group has no new information. November 
2012 The MD for Support to Law Enforcement and 
National Security Agencies was signed in November 2011. 
The Accountability and Privacy MDs have not yet been 
signed by the minister as CSEC waited for PING changes 
to come into effect. We expect them to be signed in fall 
2012. 


44 Support to 


CSIS 
Report to the CSE 
Commissioner on 
CSE Support to 
CSIS. Phase 1: 
Mandate (a) 


Observation no. 2 CSE's failure to 
ensure that material provided by 
CSIS has been lawfully acquired 
would appear to be contrary to the 
slated objective and requirements of 
CSE Operational Policy OPS-4-2.3 


Tied to 
Recommendation 1. 


January-16-08 - - - 38899 Completed 
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44 Support to 


CSIS 


Report to the CSE 
Commissioner on 
CSE Support to 
CSIS. Phase 1: 
Mandate (a) 


Observation no. 3 CSIS requests 
for information that may relate to a 
specific investigation or warranted 
activity under section 12 of the CSIS 
Act, such as 


may be more 
appropriately made and dealt with 
under CSE's (c) mandate. as they 
are in fact being used by CSIS to 
further an authorized investigation 
being conducted by CSIS. 


Tied to 
Recommendation 2, The 
Commissioner indicated in 
his letter that OCSEC has 
shared a discussion paper 
on the topic (a vs. c) with 
CSEC. CSEC has 
provided a response to 
this discussion paper and 
is awaiting a reply. in the 
meantime, CSFC will 
continue to conduct its 
activities in a manner 
consistent with the legal 
advice provided by the 
DoJ. 


January-16-08 PC D3 Completed 


44 Support to 


CSIS 


Report to the CSE 
Commissioner on 
CSE Support to 
CSIS. Phase 1: 
Mandate (a) 


Observation no.4 The foregoing 
supports the recommendation made 
in the review of the Ministerial 
Directive. Communications Security 
Establishment. Collection and Use of 
Metadata, March 9, 2005, submitted 
to the Minister on January 2008. that 
CSE should re-examine and 
reassess the legislative authority 
used to conduct its contact chaining 
activities 


Tied to 
Recommendation 2. The 
Commissioner indicated in 
his letter that OCSEC has 
shared a discussion paper 
on the topic (a vs. c) with 
CSEC. CSEC has 
provided a response to 
this discussion paper and 
is awaiting a reply. in the 
meantime, CSEC will 
continue to conduct its 
activities in a manner 
consistent with the legal 
advice provided by the 
DoJ. 


January-16-09 PC D3 Completed 


2017 01 05 AGCO276 55 of 57 







2017 01 05 


44 Support to 


CSIS 


Report to the CSE 
Commissioner on 
CSE Support to 
CSIS. Phase 1: 
Mandate (a) 


Observation no. 7 CSE should 
consider amending the Request for 
Release of Suppressed Information 
form to ensure it is clear to all GoC 
clients requesting suppressed 
information, that Section G of the 
form must be fully completed 
regardless of whether any action is 
contemplated based on the 
suppressed information requested. 


CSEC will review arid 
update the terminology 
used in policies and 
procedures, in order to 
improve consistency. by 
September 2008. 
Additional management 
direction will be provided 
to address any potential 
gaps identified by the 
Commissioner 


January-16-08 PC D2 - D2 - April 09: D2 Policy Analysts ensure that all GoC 
clients requesting suppressed information fully complete 
Section G. D2 is in the process of "webifying" its ident 
release and sanitization forms, which will involve 
converting the current forms done in WordNVord Perfect 
into a PDF formal with smart capabilities i.e. users will 
enter required information via automated forms. 
Mandatory fields within the form will be clearly identified. 
Users will be prompted to complete all mandatory fields. If 
any mandatory information is missing, users will be 
redirected to complete missing field(s) prior to submission. 
This is a long term project. with many external 
dependencies (e.g. CIO. GC clients). Target date is end of 
calendar year. 


43 Metadata Ministerial Finding no. 4: We understand that Tied to January-09-08 - - July-30-08 0 0 
Directive. 
Communications 
Security 
Establishment. 
Collection and 
Use of Metadata, 
March 9, 2005 


CSE is currently reviewin• its 
contact chainin • activities 


and that CSE is 
re-drafting OPS-1-10 lo ensure that 
there is clarity in how contact 
chaining is to be done". OCSEC 
supports this review and will monitor 
developments. 


Recommendation 2. 
CSEC is also working with 
its legal counsel to re-
examine and re-assess 
the management direction 
regarding these contact 
chaining activities. Policy 
is being revised to clarify 
approval authorities for 
these activities and will be 
completed by July 2008. 
In addition. practices have 
been modified to better 
document the case-by-
case rationales regarding 
the appropriateness of 
part (a) of the mandate for 
these activities. 
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43 Metadata Ministerial 
Directive, 
Communications 
Security 
Establishment, 
Collection and 
Use of Metadata, 
March 9, 2005 


Finding no 11: OPS-1 does not 
include definitions of or any 
references to network analysis and 
prioritization or contact chaining, 
CSE's two metadata activities. 
Also, OPS-1 has no reference to the 
two operational procedures (noted 
above) that deal with metadata. In 
addition, we verified that the most 
current version of OPS-1, dated 
December 2006, does not include 
any reference to OPS-1-10. Given 
that OPS-1-10 is still in draft, and 
that it is the only formal guidance 
available to CSE employees, the 
fulfilment of Criteria 4 remains weak. 
(For discussion of OPS-1-10, please 
see Annex C). 


January-09-08 PC D2 Completed D2 - April 09: Completed - these issues were addressed in 
Amendment 5 to OPS-1 in December 2008 (which has 
been superseded by Amendment 6 effective 11 March 
2009). 


43 Metadata Ministerial 
Directive, 
Communications 
Security 
Establishment, 
Collection and 
Use of Metadata, 
March 9, 2005 


Finding no. 12: Thu CSEC agrees with the 
Commissioner and have 
committed to revisiting 
these three MDs by the 
end of the year. 


January-09-08 PC B December-30-08 Completed B - April 09: Is this one about operating procedures or 
MDs? and 


operational procedures do not 
provide adeiGillance 
respecting research 
or target development metadata 
activities. 


43 Metadata Ministerial 
Directive, 
Communications 
Security 
Establishment, 
Collection and 
Use of Metadata, 
March 9, 2005 


Finding no. 15: We suggest that 
CSE consult GoC legislation and 
policies regarding corporate record 
keeping and information 
management and ensure that it is in 
compliance. 


CSEC has already 
advised the 
Commissioner that it is 
implementing an 
electronic corporate 
records management 
system and has also 
improved its 
management of hard-
copy files, especially 
those related to 
activities conducted 
under Ministerial 
Authorization. The plan 
is for the CSEC 
electronic information 
management system to 
be fully implemented by 
October 2008, 


January-09-08 CIO October-30-08 Completed Please provide an update 
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Summary authorized, see Annex A. 


ComtnutliCitioria Seeterity 
Eastabregtiment Commiesioner 


Tbe Her,outable Jean - Pierre Rout* Ca 


The Honourable Jason .1(entiey 
Miniger of National Deftee 
101 Colonel By Drive 
Ottawa, ON 11,A 01(2. 


Dear Minister 


commiesaire du Centre de la 
ail,corite- des telkcomrrtunioations 


1.:bonorribie jean - Pierre .!,-"coVe., 


TOP SECRET II SIR CEO 


Our file # 220046 


March 31, 2015 


The purpose of this letter is;to provide you with the results any t*View of the Communications 
Security atablishineWs (CSE) metadata activities in a:Signals intelligence (SIOTN1) s:entext 
This review was tondttera under my general authority


.
 as *deviated in Pan VPt patagraph 


273.63(2)(a) of the iktational Defence 4a (ND4), and in accordance With paragraph 10 of the 
Miniatkrial Directive; Communications Seettrity :Establishment Collection and Use of Metadata, 
21 November 2011 (Metadata M), 


The objectives of this review were originally to examine CSE's MINT and infortnatiOn technology 
(IT) security activitio that use metadata. However, due to the broad scope and high volume of 
information involved, the review of metadata was separated into three projects- This report tacosed 


on CSE's:use of metadata in a SIGINT context, A second tvort will examine iSSUCS itlentirkd in the: 
Commissionees 2014 report: entitled A Review of CSE's Office (-I:Counter-Ten-or/on, and will also 
examine network analysis anti prioritization activities which involve metadata, and contact chaining 
activities A third report, expected in the coming year, will focus 
• CSE's usc of metadata in an 11' security context. 


CSE eelleets, uses and discloses unseleetote metadatal under the authotity of paragraph 
273,64(1)(o) of the NDA, as affirmed by paragraph 3. of the Metatigitx KM Two broad categories 
of metadata that are of particular interest an. Dialled Number RecognitiOn (DNR) rrietadatia, 


,t.iriseteetee meacista is AO) =famed to AA "butit:' mettukite, colic-twit or stated will:tout -having gone through a 
tars emir  process i.vhich imams that At least one end of the asociatod communication is tbreign and is 
related to a fortiminealligence priority of the GC. 


- Metadata meansinferounion associated with is telecommunication to identify, describe, manage or route that 
telecommunication or Any part of it ,is well As the rneun by which it was transutitt.td, but. exeludes any information 
or part of information which 0001(1 reveal the parrairt of a teleconutunicarion, or the whole CT any part of its 
contents' (..4ificaterial Dire-dive: Cvmmunkscdions Ss c:why anablisknont Collection end Use gimemlakz. 21 
November 2011) 


PD. Box/C. ' 1984, Statice 
Ottawa, Camada 


1€1P 8R5 
T: 813-982-30414 813-99',?-4 'Oelt 
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which generally pertains to telephone or fax communications; and Digital Network Intern ewe 
(DNI) metadata, which generally pertains to email. 


Various metadata activititeehave been subject to reviews in repontyesits., subseeittent to a 
comprehensive overview.of CSE's use of metadata in a MINT context that was reported en .in


the rapid pace of tecinatiogical change./ decided to pursue another broad twit* of 
CSE use of metadata in a SWINT context: for several reasons: to maintain a general awareness 
0-46-terweitst fttiyitierc to ,examine particular areas or hesues in detail; and to identify topics for 
future iredepth reViewe. 


The collection and use Of metadata by CSE and its international partners have also been the 
subjed of a great deal ofmedia coverage and- debate Wet the past two yearn- Questions have 
beep raised about the :teopeofsuch activities and their impact on the privacy of Canadians. 
While this review was planned. prior to Media coverage of documents leaked by former National 
Security Agency (NSA) eontractor Edward Satowdere whiCh began. in June 2013, the prevalence 
ofinetadatieeelated issues in public diSeattree farther confirms the value of having undertaken a 


broad review of CSEts collection, use. and -sharing of metadata, pr rtieularly in a SWINT context. 


Daring this review„.CSE. was forthootning with information and assistance, both proactively and 
ita response to spevilittyrequests by my office. Tice high profile of motadata activities by 
intelligence .agencies in the wake of the tmauthorized Snoevden disclosures plaoed unique 
demands on both CSE.and the Commissioner's office throughout this reView. CrS recognized 
the importance of responding to requests of the Commission  office in a timely fashion. In 
addition, CSE proactively informed the Commissioner's ,Mike cif incidents that- it discovered 
during the review., Which led to further hi-depth investigation. 


Ifound. that metadatet collection and. analysis have evolval considerably since the last in-depth 
review-of Inetattina activities: Metadata remains critical to all aspects of CE's SIGINT mission. 
Teelierological developments have reeulted in more methods fer exploiting tuetadata for foreign 
intelligence purposes, and have led to a.divcrse set of new tools and systems." found that the. 
Canadian legal landscape Loa's al:  ehengedisince my of i: ce last conducted an im*pt  review of 
CSE's colleetion and use of metadata. My atm- continue to monitor how (.s$E responds to 
technological developments and the privacy implications thereof, as well as developments in. the 
legal landscape that could imp et its collection, use and disclosunt oftnetadane 


1. found that the 2011 Metadata MD lacks Clarity regarding the sharing of DM.metadate with 
Five Eyes partners, as well as other aspects of CSE's metadata anti/hies 1:thtrefoft 
recommend that CSE seek art updated ministerial directive that provides clear guidance related 
to the collection, use and disc losure of metadata. 


I conducted an in-depth examination of Internet protocol (IP) profiling actiVities that were the 
subject of an unauthorized disclosure and media reporting in Sammy 2014, and I found that these 
activities were authorized to  paragraph 273.64(1)(a) of the NDA and that. CSE, took measures 
to protect the privacy of Canadians in undertaking them. 
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While I waa condueting my review, CSE: discovered on its own that DM and Dia 
metadata being shared with Five Eyes partnees was not being Minimized pre el). Minimization. 
is the pr ieese by which. Canadian Identity Information (ClIf4:2)ntaited in metadata 
altered in such a way that it is rendered unidentifiable prior to shining with Five Ekes partners. 
The Metadata MD provides guidance to CSE concernin., dal 'vacy protection nitastneit that the 
Minister expecte CSE to implement for the handling ot metadata. Minimization of 


metadata is one of these privacy protection me cures. Therefbreel Vetted the fae that 
CSE did not properly minimize CII =tented in menden 4mm! with Five Eyes 
partnere, t.04. be corentryto the lvtinistetial 1Nrective, an also contrary to CSE'e -operational 
policy. 


I found that CSE proactively suspended the sbaring ot'both DNR end DNI metadata with Five 
Eyes partners in order to prieexe the privacy of Canadians while de eloping a solution to the 
peehlems it c ountered in this area. The automated sharing of both DNR. and DNI metadata 
with Five Eyes partners remains suspended, end CSE hasinditatedtbat it will remain so until the 
Chid; CSE is satisfied that proper systems are in place to ensure that all shared CU is properly 
minimized, in atenrdence with the Ministerial Directive. CSE rnk  me, as well as your 
predecessor, about these matters. 


I found that CSE laeloel a roper means of verifying Whether Minimization scripts were 
Nnetioning properly :fo DNR metadata shared With Five Eyes partners, and that CSE's 
system for minimizing )NR metadata was decentratieed and lacked appropriate control and 
prioritization. Furthermore I found that CSE's system for dialing 1 1. metadata with Five byes 
partners was poorly understood by the orgenization. For both DN1 and DNR metadata, CSE 
lacked a temper word-keeping process. M a result of this Aridity, I :recommend that CSE itSe 
its existing centralized records *Vent to record• decisions and actions taken regarding new arid 
updated collection system, as Well as decisions and actions taken regarding minintizatiore 


During the course of the review, CSE discovered that DNI being shared with Five Eyes partners 
was not subject to proper validation, in Accordance with CSE policy, According to OPS-1 
Protecting the PriVaty of Conadionv and &voting Legal C'omplietnce in the °nand ofeSE 
Actilwies, prior to targeting selectors in order tta Intercept communicatione, en is required to 
validate those selectors to oxeye that they are directed it fa reign entities outside of:Canada, and 
that they are consistent with Government of Canada intelligence prioritieS. CSE informal the 
ConernistiOeet'e office that it also relied on this process to wide the sharing of DM metadeta 
with Five Eyes .partners. However. CSE did not Validate MI identifiers prior to send.ing 
associated Inetadate to Five Eyes partners, and therefore breached its operational policy. 


Finally,. I found that CSE's failure to minimize DNR and DNI metadata, and its failure to 
validate identifiers prior to sharing DNI metadata with Five Eyes partners raise legal questions 
that my office centimes to investigate as a high priority. Following this investigation, as 
mandated by paragraph 273.63(2X0 of the \.DA, I will make a determination with respwt to 
CSE's complia= with the law. 


Mucky Info:melon means information about an identifiable indtviduni, such as nty numtvs, symbol or oener 
unique," asi t nod to an individual, la a SWINT tcnItnKt thi5 wttally inolude phone Rambers, .r:3sEi achimms, 


net le address, among others. 
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CS °s five Eyespartnem recognize et eh other's sovereignty and respect eachother's laws.by 
pledging -not to 'target one another's communications ('SE trusts that its Five Eyes renters will 
billow:the general .stritements found in agreements signed among 0111111en not to -direct. activities 
at-Canadians or persons in Canada. In the broader context of SIGENIT information sharing with 
allies, reported in.niy .ntevions public annual report,1 met with the IFISpegtOr cif.atiMa Of the NSA 
in the: United States in january to personally sock asSuranccs 'beyond those SE tan provide to 
me as regards NSA's policies.and procedures on the treatment of in.  about Canadians. I 
am satisfied With the assurance I obtained. 


vi beep you apprised of any further major developments Mated to this matter, appreciate 
CSVs ongoing candidness and cooperation throughout this process. 


CSE officials were provided. an opportunity to reviewand comment on the results of the review, 
for Factual accuracy, prior to finalizing the etteletsed report 


If you have any questions or coMfflettig,, I  be-pleased ttidiscuss them with you at your 
convenience. 


Yours Sincerely, 


z , e • 
eati-Pterre Flou* 


c.c. Associate Minima of National Defence 
Chief, CSE 
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L AUTHORITIES 


The:iv/kw is conducted underftheauthority of the CoMmisSioner as articulated in 
paragraph 273.63(2.)(a) of the Niltio-nal Defence Ad-ODA), and in accordance with 
paragraph .10 of the: 2011 Miniverial Dir!dil7e: Communicatio4s- Sew* 
EstobliArnere. Criii*Olon and tare Afehnelatio, 


IL INTRODUCTION 


The. Communications Security Establishment- (£SE) defines metadata as: "information 
associated with a teleceannumication to identify,:rkseribe, manage or tours that 
teleconununication or any part of it as well as the means by which it was transmitted, but 
excludes any intbmiation or part of infrirmation Which could reveal the. purport of a 
teleconunanitatiOnior the Whole or any part of its content."' 


CSE collects and uses signals intelligence (SIGINT)..metadats under the Authority of 
paragraph. 273.64-(1 )0) (1,f- the ADA> ColkvtioniandOte of SWINT metadata are further 
.guided and constrained by the 2011 kfitesterkarnredive: CiOttittoktilkft* Security 
EstabavhmeUt Collectioprand .q/ Meadow, at: waltas by .CSE,'S operational 


CSE acquires metadata under the authority of paragraph 27.3.64 
WO) of the Nia4.-


CSE collects, uses and shares nictadata for spec ific. purposes in support of its foreign 
intelligence aorniisition mgram, and to help ens= theptotection of electronic 
information and infOrmation inthistructures E31. importancete the-Government of Canada. 
CSEalso uses metadata to .gain a bettor understanding of theglobal information 
infinstmeture, including cyber threat information. CSE acquires metadata from a variety 
of its own collection sources as well as those of its international partners, and may 
reeeive diSclostires of metadata from domestic patters of froin owners of systems of 
importance to the. Governmentof Canada: 


According tan CSE poky, .SW INT way use metadata for the following purposes? 


contact ehainine 


Altntetericil Coinnninicuilnite Security Establishment Collection tvlii Me of Mew/foto, 
NtweinbeT 21, 2011. A copy is attached at Annex C. 
''.CSE policy OPS-1„ PryttAttiag t. s Niika." if rya:  taxi plum* Legal Colttpilattcei :h C:owivet 
f.eCSE: Activities, December 1, 2012,. section 
3: • 


"(tintact chaining refers ro the method developed to enable the inntlysis, from information cictria,ed from 
Mettittaillt rat tittaimistications activitieg tar pattemg tt,1 hoild a profile of commtmications contacts of 


VAriow Vortigri entities of inmost is ielatioa to the foreign intelligence priorities al tho Government. of 
Canada, including the number orcomneta as or tiont these entities, the frequency of these contacts, the 
nutabt..r ct times 4.4>OtaCt$ were attempted or made, the time period over which these oorituts were 
aticripted or IrOdeas xt fl AS *tint activities aimed at mapping the comittenietniems of femign entities and 
their ItetWOrke'  (CM poky 0PS-4, Protecting the Pthnky .qf Conentions and Ennfring Legal Compiiance 
in the Ceiniind qt058 AftwItitz December 1, 20 i2,„ section SA), 
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nOtwoirk 


Witifyffitllowtai .&14: $16404;: .6114. 


f..SE: metcliata f.or infbrztoilion (TT) parptses, to chttivalthe 
1.or dctii.xt 
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• RepOn tO she CBE'` Camtnissioner on CSE &pen to CMS Plattsvl: CSE illandat (a) 
(2008); 


• Aleview tai Rewsmintntinilo NA from the January 200$ Review Report respecting 
-ars Ministerial Directive- on the Collect! of Aletadata - CS E's 


Vetteork-Aitalysis Prioritiration Activities (2009); 


* A Review of C$E's Contact Chaining Activities (201 0); 
and 


• A Review of CSirs (Vice ofrototter-Terraristn ,(201.4).. 


While particular tnetadata activities have been subject to reviews In recent years., a. 
comptcherisie overview o CSE $ tist thetadata in a SIGINToontext has tvOt. oceitmed 
.since 2008, Given the rapid pace of tichnologiCal change, and the need for
collection. and analytic tradeeratto constantikadapt, CSE 's use ofmetadatafor SWINT 
purposes is likely to have. evolVed -66nSiderably in that thfie. As- stiek the COMmissionees. 
office decided to pursue,. a broad review of CSE's use, of meta data i SIOINT context, in 
order to maintain general awareness Of systems and tletiVitieg, examine particidar as, tir 
issues indetail,. .and identify topics for future in depth reviews: 


This review provides an opportunity to once Win exaniirie. CSE's;use of metadata, to 


assess ages to its activities. for compliance with thelaw, and to examine the measures in 
place to protect the privacy of Canadians.. .Due to the broad scope and high 'volume 'of 
hifomations thereview-ofthetadata will be Separated into three teportS. This report tbeuses 
triCSE'syse-of:metadata in a MINT context. A second report will examine issues 
identifi0 in the Cerranissioner's 2-014 report,. entiticAtit .Rtniew'OteWs ,i`/1cc of 


ooties...Terrorism, and will also examine network anaVsis and prioritization activities that 
involve metadalk and contact chaining activities. A 
third report„.expeded in the coming year, will focus on • use ot metadata in an IT 
scuritycnatext It wilt be the first comprehensive examination of CSE 's use of tnetacli-na 
for IT security rattposes. 


The collection and use of menden). by-CSE and its -international partners have also been 
the subject of a treat deal of media coverage and debate over the past two years, 
Questions have been raised about the scope of eta * activities and their impact on the 
privacy of CanadiansAVhile tbisfreview was .plannedprior to media coverage of 
documents leaked. by former National Security AgOtcy (NSA) contractor Edward. 
Snowden, which began in June 2(i-•13 the prevalence of Inetadata-retaktd. issues in public 
discourse further underscores the value of having undertaken a broad review of cgr.* 
-edllectit*. use and sharing of tnetadata, pattieulady in a WWI: contoo. 


2017 01 05 AGCO278 0 nf AZ 
A-2017-00017--04036 







TO? SECRET //SI II CEO 


M. OBJECTIVES 


The objettive3-ofihe-review-Were: to examine CSE's use of Metadata in a SWINT 
context to assess whether CSE: has complied Mth the law and aged 00raiStem with 
najoistetiai direction, whether measures are in place to protect the ptiVacy of Canadians, 
and whether the activities confonn with CSE's own (iperationai policies and proceduns. 
This review also aimed to provide the tt tnnxnis".icai s office whit updated Imowledae 
and toidentify any areas or issues that could .form the basis for future, in-depthreviews of 
apecirionetadata activities in a SWINT context. 


Another objective of this review . was to $$et: a "bird's-eye view" of inetadaia eollection, 
storage, use and sharing at CSE, and to learn how it has evolved since the last in-depth, 
comprehensive review of metadata occurred in .200& 


IV. SCOPE 


The Commissioner's office examined CSE's use of metadata in a SKIT context. This 
includes: 


* The legal authoritiesand guidance govatring the: use of metedeta in a SIGINY 
tonte,14 Wadding. changes between the 2003 and 2011 MIX 


• The Collection, use, and sharing of rnetadata, including access, retention, and 
reporting; 


How CSE protects the privacy of Canadians while using metadata in a MINT 
contexts inciodingz 


ei the volume of information about Canadians that CSE colleots., 
accesses, retains, reports and shares while using metadina in a SKINT 
context, and how this information is treated; and, 


the technologies, databases, and systems used for mctadata activities in a 
SKINT context; and how these tools and other measures may bc used b 
CSI to protect the privacy of Canadians. 


While an examination of CSE's contact chaining activities 
was originally iiIanatki to vat of this raView, it was decided that this 


would be .letter suited to a separate Tepee Much work was done during -the research 
Ouse of this review to follow up on recommendations 'froth past *pens relakd to contact 
Chaining, which will help to inform a future report. However, as certain issues arose 


Solicitor-Client Privilege 
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during this review that implicated the privacy or Canadians in a significant veay, the 
Commissiontesoffieedecided to pursue enquiry into these issues as a priority. 


V. CRITERIA 


The Commissioner's office aasessed whether CSES use of metadata in a MOM context 
complied with the law and protected the privacy of Canadians in the context or the 
Commissioner's standard review criteria. 


A) Legal Requirements 


The Commissioner expects that CSE entiducts its activities in accoidance with the ND A, 
Privacy Act, Criminal Code, Canadian Charigrolliegs cod IsIvedotns, and any other 
relevant kgislation, and in aceoriance with hada- Canada advice. 


.koquirements 


The Commissioner expects that CSE conducts its activities in aecortiancc with nest al. 
direction, following ail requirements and limitations set out in a ministerial authorization 


dimetiVe 


C) Po1icie and Procedure:* 


The-CommisSioner expects that CSE; 


1) has appmpriate policies and procedures that guide the actin hies and providesufficient-
- direction :respecting legal and ritinititeriar t*Ittiretnents, includitv the protection of the 
privac f Canadiatts.„ 


ii) has penonnel who are knowledgeable al to and comply with the policies and 
procedutes; and 


iii in accordance with its policies, has an eiTective policy compliance monitoring 
framework and activities to ens = the integrity of the operational activities is 
maintained on. a routine basis, including appropriately accounting for ittportant 
decisions and information relining to-compliance and the protection of the privacy of 
Canadians. 


VI. METHODOLOGY 


The Commissioner's office reviewed relevant CSE wont, conducted interviews with 
CSE employelcs, and obsermi demonstrations of N'arious lechnoloWel,l, systems and tools 
from analysts in order to assess compliance -Nail legal and ministerial requirements, AS 
well as associaW policies and procedures, The Corkunissionees office Also reviewed 
written :responses provided by C.SEtoluestions-raised. during the course a the review. 
This included the exantirationottlocuments-such as CS pelkles and proceduros:, 
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administrative -tecords, briefing notes-tothethief,- and applicable legal opinions or 
adiee'froth die :Department of Justice Canada. 


The commiSsioner's office examined other issues that arose during the course of the 
review ixtich wew c tl relevant tc 'SE's use of motadata -11o:a SIGINT4tontext 
These issues aremillinal in this Deport 


Atipart of this review,- the Commissioner's office received a great deal of information 
abotittSE"s MONT architecture, and participated M nuriltrOii$ briefings and 
demonstrations from Various groups within SIGINT As et eta is critical to virtually 
all of Mrs SKINT aetiv.ities some fintri or auotlitz conducting an hi-depth revir„4 of 
all aspeets. of SWINT met:tam activities wotild have required an inordinate amount of 
time.and reSoinces4 intd it-wouid have been briptactical to damprehattively.discuss them 
in a tingle repo& 


The approach taken for -this revie*,. .then, 'was to acquire A general understanding :of the 
awhitcentre and the intmaction-betweenits various COMpOrtelltS, while &sensing in on 
those areas of greatest importattot from a privacy porspective. These areas are diseussed 
in-depth below, anti inehatte certainmetadata techniques, programs, • toots and 
repositories, as well as certain groups within CSE dutt use metartata SWINT context, 


.ere appropriate, appropriate, the.Conmaissioner's of  has identified aspectiofCSE's work that 
will likely he of interest to-futinv.neviews A comprehmaive chart ofSIGINT wilection 
systems, rvositories, analysis 'tools, data sharing platforms, and shared :nye Eyes 
systems laavailable in Anne; D. 


VII. RACKGROUPW 


what is metadait? 


In a SICirNT context, 'Inetadata' is defined as: 


Information associated with &telecommunication. to identify, desciihe, manage or route .
that telecommunication-or any part of it as 'well as the means by which it was transatilte& 
but =hides any :information whieh Could reveal the purport of a telecommunieation, or 
the whole or any part of its tontent.'4


A telecommunication refers to a &trete event between two or more persons. a person 
and a machine, or between two machines. Telecommunications :are transmitted on the 


.Information Infrastructure (GM in accordance with internationally agreed apt) 
network protocols. Metadata is present in every layer of network xotocols, can relate to 


corrananteatats, the features of a spocific communication, 'or to thenetwor)t itself' 


* Minister la? Ofrodhze: (*.svotonotiedefoos Setortly rOtablititftent CalecTian ami Use try Meadow, 
Novortint 21, 2011,. 


St' ;Bstr PrNzmuns inorection: Metadata rat a Sfaillit Coven OP,P243), eftatft Ady. .24„ 2013, 
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The following 'constitute :examples of taatatiata, wherra&wciatol with a 
tekni:OMMUZliQai.i0rn 


• 1Wcrno; Prntocol [Ps; ddress0'mm 
• Time up, lirat down 
'& A ppl cad on demi fi oafi 


'Mak ia an identiner,:::mich 
.0.1c teiephnne number an am :add r..>:•:s., .uot netalant. Similar 
otidn,?:ss hoek, or 'budd lists acouircd in the process of conducting, Fr activities, or 
neadired through Other methods, am not .Z:=ZAtatil, 


Any data t at :describes the 


Finally, data tha° relatoy to the SIG NT wurec intorma on such aszollectim 7rogram. 
or the , liMadata the nutzt 


of the MD, 


Two btOd eategorio.p raatiOta.that arg.of *Oulu interest itte. . 


','4umber PNR) ITItiadatav which generally p6raigsto 
telopthutia or fax cornarinnicationu; and 


Nots•eyork qacc: (ON,I) metadato„, geoerally pertoin,a. to email, 


Virrii lc in The: para them otey ht§.v'elle§,..?3.1 A *Arp diAirotiott botween mss wo, catel..-rim 
thi$ distirxliof:1 i continually eroding due to the ilererzsingiy zotnplex nuager 


ItavO cal tho -(341, as well as lha tegratv,d nature of telenlminnlientions 
tbo:y rouain ful, 


aatego .e*., 


hi lo nietadaht400:VoCroval.the content orioratmtriidationS, rieVertheiess has
tential to re Veal gm at d.eal.: of of  abentiadividtaWa, inchsding details about 


e • •• 


AQN:4ding•.k) kiddy 1.4M Int11-3r.  booh ean tr.velv v,kribm: th: GU, 1.?iroi 
k• 0 -21141in nce-Nd,  SF .“co•V•cs%.q.1:1“;''.
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s such, it can Ix 0 
fore* it4e Crh.,;1!" Vakte, and tan correvond 1:o sign (‘..Int privacy 
considerations it many °thus. 


What it Intiadata and for? 


CSE concitr,:ts ilcladata actit,Ities rn the All) on the aollection end Use o 
spetifie$ that metatiata be u.sed for: 


zi) Nemo* Analygs and Prikvitization, Wad for COITtEL.d chaining pumoses; 


ac,--t*fargets orui. target associate seicetnrs, which cart he us4 
At an tirat intkirci:TA foriiign.:ttiewnmungtio dons. 
fOrcian.); 


IL T int= wEivii‘te agrftiiiibicationsfLo„Aiue c0. 0. 4.iid. d*. 
commilnicati6n is Canada) :tric.tty ,'0,:here a duly issued .Minitnttrial 
AUtilOriZ O.11 .4,nd in camphoric; 
Autilortzaion; Aid 


0) Monitorin or ide,ntifyiiat pattetifi : 0 malitious c.ybe,r tlijOVide 
indications and v, arnings actual or i„loresitiai intration dir-eacoaltaimn 
ihtv401431.44.1. iMpf000.13 r: (ov:ung.,icnt of C-anadn (00, 


Network Analv4s and Prieritizadon 


NetwOck the and ori tLatitra activities: ,teek itlattif)i.,artsidlaractetito.. 
telecomin imti on. iinks of mo,:A vallae meet facign iotelligenee okt 
itio4zde the, following, .nvordamd wkia the Ma: 


4.• the idtmUfkation 
fht..1 determination ofthp:". 


4 the de`.: t'.#"#  of the 


While s'ame of the inilmnation rhat CSE acatlims regar<iIing telocommortichtions 
ii.crworks it1 tic:rived from raetatiata, scnie of it is aino acquired from other srairtms, 


ace and oi)en source information, 


Network Ant is and Prioritization activities ana tint &were IDA* ittrion, bni x01 he. 
,pterrtined as part: of the foillow-up review itInes identified in the Commissimer's 2014 
report entitled ql (Vicice ter owner- Tarnow* 
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Coract Chaining 


ConWt cbtini.on bcdtgeribcdin sicater deall ti'in:analysia 
otyinmunicationi; al'. tivitias or .p.M:tern, ;ising metadata, in onier to build a profile pf 


0:)sAe.f..,:t:i entilio. .tb.n.:::ign of 
thains will part of the f011.C.AV-141' 


of is.,;:/... .identititd C,Onith3tisionor's2014 report entidati R ew of (.7'..;71 


kientiMng New Tarpta 


N00,4 tage-vi tnay kx kioltified t'throws,h w vakft,,: ao4iv&al teetalitz nes bev(md conIcet 
chadling, inetuding 


Monitorinor  ....endfy#4,Ent.tnrcs:..ntrominn.kU    :A:ttiOti& 


w$tern.. 
:I1V.SpO.T.1,:zibk. cyber alat 


n. tTitEn.t t.:::.r a:1 Fiiti, ,ts ;fA• hes. While this fbe t.sag:e... xnittadat 
povickd the: it bf.:.y:u....ndi3t nc,....pe :."]'Tort.. 1710Vxvtir:, 
Cominisi',60iii.rm' office 'MD. ('...?,;-mnine it:. in a Sh 


SIGINT and IT Security; .iancia..review f S # ttsc aloWdata :44. . 


HOW:40ett.S.E40livtt aintadatta.


..SIOINIT..prograirt.under,the.atittwilty:cfnamtspiti 
3.600(0 of lho ih.s3.,01-Jance with the. Mf), Vic:?:.. . 'may act:p.zirc whin is;:kritiwit.tia: 


nik" or un,..:::eksAed" niemdata at all SKI/NT eel ':l„,-,, .,s,` aperwres for
tilemnrm.micatic.ins B-e(:3Z.; q.j.:gadaa. With01,31 hfIki on


targeting-eoleetion n.rocea. , it. may include information that to 
Ulecommunicxtions3 eVenTS 01Whidl both ,ag$ aro. ii::1.cated in Canada, According to csri., 
colkclion oi:xunz 0.11.ty un.to..,:cornmunik-s..ath-.),r.i.s links known to 110,-ve ()Iv. md pbessie.aity 
lOcated ol.n$Ide of (.1:Anw,N. 1.11 epp.roaelz ptatly rtchIces the risl of ineidental 


t',:vo-end a>:'i< dien m.e.edatia ever%; llowever, the c;.-:ompextie of 'global routing .aptl. 
*44:0.mmutijoatio31..ia..1i.:astructito:m*,,,,.t A impp.c,.4iNe toil4arantee. thin oniy re,i • 


Solicitor-Client Privilege 


CSE rs';. the Zellwi'"*mlimtati meathite anodarie irdadw.1 m12r 
lEt:fi;x12:18 c.uA hi tA simmi thro..,0 :•,.1..tn?:...ng-;.;:clec.ii;x3 whiz:4 
cware, thuz Rii k;11,,z <J31k! k:mi COnItnalkakin trot-g4,4s, mtd mimed ts) attki4r: 


ClifrKIVAMM (VOW& 
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ended:toil& will .be earebun1mrz 3tmzb mOttAttaiiheld:iiiiatonsolibled 


also ociltiireKtotindoU assothat .M.-with z'-.e.4ttotectit-ictlin w; ft:molt oftoreing. 
antivities.„ This matidata is sicied with the content in Me conwlideted traffic repositO 


71-10 and n oapy of cai motadate is ale°. hold :al According to CSE, 
tne voltano of motadata 


tbs WANT ceiimtion syiitoca does pataolnotodata for distinot tot000moronnoations 
vents, it may rntt  a),11 autolnancall v extrad l motadata contained in a iriven event, 


Sean nieWcic. .§. may b 


Whereismetaitata 'stored? 


3. 4,..ntdatto used by CSE atored hi a variety of databas. at and repositories, 


dire cUy aoncesible by. C SE The most c.e.inharitily anceUed telOaitotiea Meia& 
arid whioh are 


ne.aortbett m greater dead Mow, out many oth,..trs• nIt5t in addition tn. those. A nwnhor 


tools alao nr .;,Mirn.date data Si.orai Cocan.:r.epo4turies.i..in 
drderttyenaNe.a nurtiber9f anal,pie twkaiplek,0304:tra 


Attbrd trin: to the MD the .ntakh4n= tOention . forSIQINT.tni*Am oottectod by 
CSE   CSE r 4:it:testa aild the Minister of National Defence die?. ide
ftasonabie ..ca-01Inda.th$4 :Wager ivw,tipgui.od is wzIr antol to. f 4E111 opetgiOnot 


--• 


C.SIS RFmpome Mar c:11 2h notesztheta'Theo data s may b.t; 
obwrwil 


2017 01 05 AGCO278 It of 
A-2017-00017--04043 







- - TOP SECRET /1 SI it CEO 


requiremetft 


Haw is migiatiata *moue 


Metadattnio".. ater.$snd only by indlvidnah.. ST3INT Plrodbotion 
have an operational requite:rt.:milt to do t.00l to ..malys!ts: 


.:fbr it.wcz-aginc,f Inctx.3..data is .ustr irttr.face ibr. accessing; data 
,..t.t.eid thd faf..:ts u the 


tbst SI.G1NT 


Thata 
wplt of which include:: 


* Coin act Chaining 


How 6 mtAdata sham 


.rmy woci.e.s, accordance with biterntitiotal 
amingements, ptovidtd. any Canadian Identifying informatitm na zed. 
(anottymizod), aceordanoQ with 01(7 t.. SE ithares. minimized pla Inetadam 
atqiiimi a its SIGINT oollecticM pirpgr4rm with. Sex.ond Partk:* 


CS:E t.KA tthatc 1)Ni inetz.idaLa :Furth:Qr to queries Ititnt-  ed 
DN metadat a 


ON I mciadal.a.M 


iVe.ctivitz:Vismantatig.tisttitott Sivitt$10:E.WohliAmmt:Ctiiiit.0„040./1.00t4t:i. 44.fetia420 
2DI 1, 
oPs-? thk. 


0:Kw: , 201 2).„ CH tofot:s to ';:r.f.ortfo.iticot te1:3.y o.wd to itiontif:ti4 
:Otg,ttio:izOdOrt, wrpti*ratiot4 
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What alagrama atv  r*ft to NOM tho privoy of C•soattiaos in CSV$ use of 
meta data? 


Access to metadato .:Libj.t.a.'sz. contro and nettni?'-:"'F  d /lending on the ran,nsitorie 
and tools invol ved. For 4,- f,tia:in toc• 


FltrIletrfre:.06 N41.) pri.Thihlts'ittel*itiog-il..ocoem to Catiad,,,e..s atlie to mettdata 
to N. Cariadins or 17yerson.?: located. in Canada:, anlas a40.0.4. 


nuch way as to render the identAlf4a6.011 Z)10,.::a; The. .N11). 
"sttpu tes: .Ut metad., known to be associated Canadians anywiitre..., or any p2- >90: 


(:. 3a£' m.nst z-,,,nrsresed .in C: SE mix,Yrts. :Finally, the NID also 
ji.nposcs an obligation. on CSE d.estroy metadatia in a SIGIN-I cont;;KI: nolaitt 
han listu tmiess tht MisLii ter ofNationa1 deeidat-04 


tr.ttsonable gm' a -11.mt. s Ionattr reteNion p.friod Pal. w4niaaiekwtaltTciAneratioutd 
minirements.: 


The: resides: ..;:sit.birt CS 
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IRRELEVANT 
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Ppefoot :Chaithing 


Tho:2011.Wiidaa,101)..44114 06*t.:d41:trettio.oli.: 


wrhoi:-.016thod devc1:›Peittn, tt'Inbtg the frrWn:'lnforlrtati.Wdttfi'vtdfimmrttet6ditto., 
acommunications activities patterns t build a profile of conntrunication contacts of 


;WM s.f:satitieS Of inr.$;AS1. Rt -4101) rbe fore.4:m gem& priotities the: 
Government of Canann including. the numbnr of (amines to or from those rn-ititiei•:i, tht,
:trolswancy thcac contach, number Of tiraxs contads were an.cmpted or titadc..,. to,
oat , period co,er which .the.\:0 contrien:; were nneinpred made -a . 40.tiVitiC4 


t.•.d. :tiw.zuvaintuicatians..aibreign .caities...and their neworks.:;" 


ivaey emEdEtzsz.rfog. . 
necordatice tho MD on 


cr,Wiection and IMeiadoia, C.; F,. see,,rch metal= .fer Cric purpose or %9. g:. 
any hliomation intootions of a fi:krvigti.• 
individue. state, argwiiziatiork, tcrrorig aronp or other izuel-A entity ia,S theY relate tO 


...t. t.lteraaaomi. affairs. dofairceor Contact c.haining ine tochr.h .te. that sipINT 
dyuts use to identify and 1).cumerit the communioationsActivitio:pir pattormoi.gati . 
p00010.0).040.t...,iato*goo **ma, 


Mvart of 'the: reworch phasQ., this mtview, the (..' n.Irttissioricrii offitte miqved it-
epth briefing on contact dunning, as .wel as S d5'rfloM23,2ati;00 3,1.$ N.-..)W fitako0 .014<:.e 


variou: CSE 


, :3<qatk!<1 desclipfpcmi>r s‹,o Reo<ns, t Asc,)keeriVe„ Conowtit,ticati 
St.e,r4:v 4.1eire4 2uiz.1.3 
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he Commi ioner's ex;•=i:ae 
ingreater.detail .as 4)..1 haulm reviewa, 
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CSE : `'f' -ovided.til*Cormoisionef.s offie.e, brienna 
,phase of this' lovinw, 


resoarch 


ihts was dono 
In order to update the CO tilms office knowledge and inform future 
vAicws, 


2017 01 05 AGCO278 ra 'I 
A-2017-00017--04053 







TOP SECRET Sill CEO 


4 The. 0.;?,474:11) 
ot iS etir.# 


az1:: s 
tht of on. t.1•! •.: OPS- 


Sec.WilyEgablistawn,f 
A 


• th&r, Ey,z,trittc .T,tot ont- $43:4 
S,nond Pansy riatkir:•Jh 


Z,,WritAyry. tha: S.S:08id Ke,KM3V:be:. 


Vs'ith ?IS 


0*.vc,e.:o 4x:1.1auL', CEUK44,U4s (4: .?!:'.:•5' s MN/4.s in. tht',ir.ii.w.tiM 
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:.Exi.‘1:ril pies of glaipi0::tuU.
and int:itidv. 


Can MI Wer4 deinOngPlAt .tht .C,onimi$sionees office,


It the. analyst Oitooses to, use, the traffic . 'ia: he or She will have 
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AprOtnte priWt. <:ountgonicatiori having ftlreip intatigettee Wit hoz not 
abvaiiy 0.,e411, ;u:saiow;v4.4 414=4, 


A deliberate effort. 'xt.ts mut to build ptivaoy pro ,tions two -sy5ttatyfrota the 
liseaqhning„ rather thati simply integating than in as tho -5,:s-tem evolved. rMl.t., 


a.0 k:atly stage in conatlitafion with S.3.3()C, Among the safeguar& 
built into the faat that the proarain keoN a 1aeord of wlwre: reatilt ato sawd 
Wh(:a wtayals I'Ve•e-i , them, While eilch individual analyst has a .1,esnonsibility to 


notati.?.., store and eventuaily ' e data, this caat.rat m:tx:rd allw, for 
4neh aetivity, It tracks when and \,..,ilete an analyst acces9e:5 Mos% as whi31: 
msults ):a,ve this :i:eoord SPOC h2s the ahui ;;end purge Tequests:to 
aralyszs when intomaation has been stv-ed ti, op operationally heemlary, 
Aueording g:SE, phqte: ft.:.,(41e:sts 'red appl-pximately 


The Comirtittsion,,;-s:'?.k office•cotv...;iden% it poAithte delifOltrMetit 5. at WAS 11;\••()Ned 


Xt.) frOM IlaSQent aUgs-::•;',. and enctrataw... ..-1. this ?make a-s future s:yaterila 
erge. al.ao that: SPC,C !m-ovidea o.versight of Olt' .F. #:x rev,ait 


(*Sure .1:13.zT:1 du.-,:y are only kepl tbr km.g .as necess.axy. pn:tharity 
contimt•-oriented ;and has the potem.ial to implicau,t Commi&-zil.ortee$ 
office. may. exatninc it in more: detail in th:t. future, 


Like has •been &vet o Ittl eont,(6i3titati SPOC from the baultrain2, as 
•ttP, Ofil0' • svv;e..m ov,:nr:00 within CSE 


Fht Commissioneeii. >ee may exah,th:g.,:, these tiovOtsp.nitmts. in. 
more detail in the faum, 
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VIII. FINDINGS 


:findiag (Stujolfrinbco:ming svilh iitiontatiog 4134 elskr,fdltee, balk 
proactively and in .1,e4p043&'.atiA raglie4.4'.of the (.7001,01444010r7s..0. 


prt-yfi.k- rnetadata ac:tiAties .,,itzgence agenc of. a .3-eti.es:Ot7.. 
Attlauthofized di:K-.10ku-os by Ed9,wd Snowden gl-aeed ,.:i`.{# 5:.#n• domands on both ,.;SE and. 
the Commksionts,rs office thr.(7,:ughout this review, While the review was planned prio.V 
the Smw.,:den. discio5::ures after Ow eertaln a.soei-,;i: of CSE.'s metadata 
atiViIieS1 became the subiecx naticmal and international media 31.1.:31ritM CSP. Itad. 


itAsvnd inc:rea.ed fmdia attntion and Ao.,:viA .inibtrnatiOn l'tNi:11 :sts„ s.;=,iell aS. 
frora be Comini:;sioner'5.; office regard:i; g several .f.neeN of" itz5 airettatata 


CSE reeognzo,i the importanet Of ge4->onding to .r.eque: The 
offiee in a 'dmely In addition, C.1:SE: prmiaively d the: 


cornmist,,k3rwCs .ollk.v of incidents that it diseoverred during the review, which.le.d to 
It*lgt..dri.4#0,011*.e.41. 4tipo„.The4 3.i &3


Finding na 2Afrindam colletlion offit offelp4 hos esWved iviti,Iderobtr aince 
the Conunilvsiom'rs last in-depth review of tnennfeld acti4des., tad nadariate 


teonwim. cleateal 10 iilLtapeeti SitaNTH2i&vion. 


M Q0.:Rea:km noatUir :fiaS:.sta.ongth6i1Od,'::petetiontari tau-mtglithe f, -::‹OiatisieiA.oif.
ac Ales, the volume d metaidea eolleztKNi. hzvs ine_mased 


Furtherimm..., ttehnob)gical dOvOlopmilmts. have .atore ltObtXIS 


for exploiting .rnetadata 1.br `;#3:4i :intelligence parpoi.:3a, and nave led to if divo,m,„ set of 
.wcis.toid s): 4w31:8,; $roieto ofwii now iGh 


eet=i0se eets than. it .did: dttring the, time:pittiod:c oyeradby the. 
previom r•eview5 akit.).. ghares nurtadnm md Illote For axml.pte„ 


.70.Q9, in addition to Illa},Zialata, CSE hitS shared DN matnds..ita -with 
Second Pard.e.;8 n daily ba.:::4s tittiAvh an maf,InatiQ., 


be dowribed more &tail Add4onally, a4 dez3eril-red in the haeltzround 
15et.tion, 


.eueortv the.:toetadMa gat Owed: 


As the tollouloh and orttatAata 'by CSII.anditt*Ithiert: eddtitt:i10i: eVo.ilvre4 t 


will be itnixyrtant fur the Conmiksionees ofikc romaita anned to onderatan4 
ban to CSE:s procest,az argi alas pOti.,,IITIA1 (Mt3".4::51,vra b1,g irnrwt 4n. the p0.210E.of 


etpacii4ia.s.Ad co> apliance,. with th".; 


• 


Ofrirera .1-7:.fnrtn800,1ntbok.n Kan of 
Autharie.adoAs. an;:i 


3 (March 


Qt2 A r: t144::0 :C4ir NItliniogC:SEs lat4A.datarepositeoies:Otat are asettiniM.SICI:INT '.ht.. 
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Finding no. 3: The Canadian legal land4cape has changed since the 
Camtniscioner'st3 ce last conducted w in-depth review of CSE's collection 
and fUe is  men:deem 


In an overvieW biding provided to the COthrnissionefs 611104 CSE eitot three 
foundational legal opinions that it relied on for guidance: and advice Solicitor-Client Privilege 


Solicitor-Client Privilege 


The Commissioner's office asked CSE ofEciats 'whether any of the foloidatiortal legal 
opinions had been updated since their original issuance, whether CSEhad sought  or 
:received any legal oiciitiiona telaked to1Solicitor-Client Privilege 


Solicitor-Client Privilege 


CSE continues to rely on the foundational kgai advice that it received from Justke 
Canada in its ori inal form. ltile CSE has not received Auttut ad  oertainina TO 


Solicitor-Client Privilege 
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recent months, there have neenfarther legal developtitenta in Canada that couldbew 
implications forCSE'a met data activities. T.svo recent decisions of the Supreme Court of 
Canada are pa:rtienlarly notable in this regard: decisions in Wakelin afid.Spencesel


lat Wakeling -v. Mt the main issue raised by this appeal wits Whether federal 
legislation authorizing the sharina lewlittly obtained. wiretap information 
between Canadian .and foreign law enibrcement agencies -is conatinsional, Section 
8 of the Canadian charter afRights: and .P4.etionos (Charter) pretects Wiretap 
targets at both the interception. and disclosure stages. A dischlsore 
reasonable under section $ of the Charter it it passes a duce-part test, First, the 
citation= has to be authorized b) .law, :hcitee arried. out in ac dance with the 
procedural and substantive- mluirtments the law provides. ..Second,. the law 
authorizing the disclosure must be a reasnitable Iaw .which is not otterbtead, 
vague or =Constitutional .because of a lack. of accountability mechanism, The 
diSelOSttre must also be carried out in a reasonable manner, and thereibre must 
haveaccountability itrid harispareney .meehanisms. At the third Step, although not 
otinstitutionallyinandated in each case, adherence internationed protocols and 
the use of caveats or information0ttharing apeements may be relevant to assess 
whether the disclosure was carried out in a :reasonable manner. 


* In R.v..-SOitter, the. Supreme Court ruled on a perlrin's- rtaionable.expectation of 
privacy ea ithin theeentext of the use of the Internet. The specific case dealt with 
the police obtaining subscribetinformation amociated. with en It' address from the 
Internet service provider (ISP), without prior judicial authorizatiom The Court 
analyzed., among ether things, whether the police obtaining: the accused's 
subscriber information =telling the II' addreas constituted a search, and whether 
thissearch was _authorized by taw, The Court stated what was particularly 
important in the cortical: of Internet usage is the understanding of privacy 
nanyrnity., The identity of a person linked to their use € f the Internet Must be 


recognimi AS rise to 4 privacy -interest beyond that inhetentle.-the .persves 
subscriber inforinatiOtt. Some degree of anonymity is a. feature of istich.internet 
activity and+ depending on The totality of the circumstances, anonymity may be 
the foundation of a privacy interest that engages constitutional proteetion against 
section 8of the Charter..bi the ea:Se of Stteneer, the police requw to link a given 
IP address- to saWirier information. was in effect a request to fink aspeeific 
person to..speafie activities. 1*s sort -of ri.luest engages the a'nonymity 
aspect of the in*irmational privae.3,i.interest by -attempting to link. the suspect with. 
anonymously undertakes online activities, aetivitics which have been recognited 
fusilier citcomstancoses engaging significant  privacy interests. 


The Conimissionte8 office will continuelomonitor how CSIF, responds to *11*(400 
deve/opments and the privacylmplicatibris thereof, as well as developmeqs in the legal 
landscape :that could impao its collectioN use and disclosure of metadata?•' 


tiVakeling v. t.< lit  Staes il:wrica., i4 St'C 72: 
7.1 V; **ay. 201. SCC 
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nisterial Directive 


Finding no 4: The 2011 Minislerial Directive on Collodion and 11:te of 
"Miaow lack deriV nwartfing the sharing of c'ertain toixt of metOdato with 
Second Ponies, as well 4.1' other aspects afar's ntetadokt activities. 


The-2011 Miitfrierini ..Threctbe an the Collection antitise ofiektotiota updates the 
.original MD .of the voile- name, which utts is,staxl in.2005.. The main difference in the. 
201.1 doPoriOn.i$ that paragravh47(3) and 7(4) palate that Secttrity i*Ftxr. detente 


.persortnel May axes unaltered atetadata to :ME's bulk metadata remitories, for.the 
purpose of helping to prat= infortnatiOn infraftfructutesof importance to the 
POVeittnera of Canada


Beyond this, the Ml) includes several minor linguistiethangigt that add clarity:tO the texts 
Despite these changes, however, the 20l.l MD lacks etatit atding key.-aspeets ctf 
CSE's collection, ask:: and disclosure .oftnetadata in a SIGTNT context" The following ate: 
attbiguities and apparent distreposieies that the Conithis,tionees office'idendfied 
reviewing the MD, While CSL may disagree with some atilt issues raised below, they 
may nevertheless -be considerwl Should CSI  seek au o atexi MD. 


First, the MD does not define what is meant by "bulk..metadata"” and does not 
differentiate between the concept ttf "collecting" metadata and the -concept of '*actrairing 
metadain. It is unclear whether these concepts are synonymous or whether they refer to 
distinct. pruce.sses. 


Furthermore, the MD does not reflect the fact that CSE, s isms DNI metadata With Second 
Parties through's enery.liessx1 system, The original 2005 Metadata 


included paragraph 7() on the _minumzstion of metadata. CSB only 
started sharing DNI motadata ita 2009 *rause it was incapable of minimizing the CII 
cOntained within it prior to that dine.*  The Metadats MD Was revised in 2011. and Still 
contains the same paragraph 7(5), This condition on minimization, which clearly applies 


Solicitor-Client Privilege 


ParaiPPit 7(.3) OttsdStsitecastO unaltered matadatatons Security eyber defferieelanottneL as set ow in 
Pregtaith-7(4),: which states To the extent that inetadara toinaining Can itgOrmarion t$ 
relevant t< the protection efeleetmnie ihkesinstion or information infiastratttitatof irttpOttanoe t0 the 
Govertmest of Canada< this itn3IteMi InetadAto may he disciossA to rt Scattily cykter de....fentx pmormel 
fikr th6 moon of helping to prate .t. information infrastnietores, of irtvoriante to the Government of 
Canada, Any use or retentiot; or this metadataby Secarity eytter defence pf:MNIttel for the ptxrpote4 sits 
out tai PatAVAPit 27344(10) wilt coat en to he handled to aixtvrianee with existing policy and 
proc-edum Mated 1* The nmcetion of the privacy of Csesdiatts!" The tin Ministerial Directive is 
zinacit,cd at Anao C. 


Paragmph 70), Afinkfttriat D Aree*V.; Communicafims Smerily:Emay,fisitmcrit Co/kaiak am/ tSEe 
Maadwa, 13g0mnbest th., 20.11. 
36 Fuld= information regarding the sharing and minimiritlitin..or roil matadata an be found on page 39. 
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totl,;.‘ baring of ENR tnewaw, doc.s not eccumtely reflect CS:Ps current Factice of 
sharing, UM based en queries from Second Noy punters. 


do pc) icy relati thttargeting carugtatileafions fiir'gtikinnte ekd 
shwing of Dr,' atetadata with Second Partios. Fkir example, to ops-I, Acior 
largoing seleetoi: ') 41M 1%)e-01. comintinications, CSE rcgaired to validate those; 
:selectors to ensure that they are directed at fbreign.,'mtities outside of Canada, arld that 
they arc consistent with (3.C. inteltigenee priaritic.tt?' CSE informed the CtnntaisionatIs 


ffice. that it also telied or thik: process to g:aitte the sharing of DN1 mciadata. with Second 
tartie,3, while. these conditiont.i. are outlined in OK rtolicy for targeting purposet.t,. ft-tea:As 
:To an:Magi:B.1,s policy insittraeot for the:sharing of DNI meta4Ata: tmsottotiAgeriaviipro 
Winer*. -.mese conditicg4..are reflected 


;a addition,. pzimgraph 8 of the MD pro id{  that:  rno=ndeta aogairc4 a*: part of OXi'S 
foreign in gence acquisifian pro:moms be used strid y tot 


txttwork anairtit.K and pi-Jo-AO:44w 


1 identifying zIew Largesand selectorN;:tad, 
=whin:47,- or identifying patterns of fareirt riialickiftt* Ober Vide& 


T MD .do  natiteittion r pitNide•*ity it '.
p


 Waled b:,) 
which A:4,y on matadata caliccted by +,:;S h. and its attics, doa not 


tkplieitly or entirely fit into any Of the to  listed abem For example, tinlik = 
network analv5;ti ntioritizatngi 


parnraph 5 of the MD states: '411. the fliffitment of its znatitiate.ris.:*eVont 
lattragutph 213,3 1 )(a) of thc Aithiopla ninv ;Iive.o.ch netadata 
4tquired in the execution of its fore.; gc. intelligence acquisition pir:Igobnz.;4 fOr 
:pl i.t•poso 01 wu.vikiing any intOrtinnian ur intelligence about the capabilities, intentione 


of a :fcloisp statteo prg. nizsgiNs telp.xist fix:4-,Itiv or othor:m.,14:i... ota,Wes, 


This .i;rt stttit,q1 2..6 of Prr)tf.eiktglik0 Ptivokr-ofr.7.?),2444 ,r.s 
2), &ItYlhOW 


Riteti<.!•& 
; 01 1.; )., pp. 4 -43). 


pp
 Se.$4.01.t d$..'.tn.ifslov. ,r. `M .A..finizo6041.1).k#0010,- COmmonfotiow: 


5 20 
:5 Statiqz 201,4, 


itoi.tzs tWre (..sf mcladata thAt trfa-3.? bo:watliod tktgl *3: 
::171tantux whia.,. it i ids.bg •gd, t.g4:binkstgriai i.simeitar ift:thi : re" 
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as they relate to is  affairs, defence or smithy, lineluding any information 
relevant to the protection of electronic information or information infrastruetures of 
importance to the Crevemment or Canada' (emphasis added).4I


As discussed above, in light a. the 
Solicitor-Client Privilege 


Solicitor-Client Privilege 


- -- -- - -- -- - • ,,,,,,,,,,,,,,,,,,,,,,,,, 


ReCOMMendatiOn nOtr . I  C,VE should seek utt updated M4tisterial .Directive Mut 
ilrovides CIEOF gr.fidatice related to the collection, use end distictsure 01:41etudolo.  


IP Profiling Analytics 


Finding ,no. CSE's IP Profiling Analyfics tradet raft which teas Me subject rf 
au unauthorized disclosure, was authorized under 273,64(1)(0) °like MIA, 
and CSE took measures to protect Me privacy of Canadians lit ititalertaAittg this 
activity. 


In January 2014, while this review was being undertaken, the Canadian Won& mg 
OthrporatiOn ran a news story on itS wehsite relating to a elassified CSE slide presentation 
to Five Eyes partners entitled IP Prolling Anaktics and Mission Impacts. The 
presentation, one of Several tutauthraind disclosures emaneting from and  taken from 
NSA systems by Edward Snowdet, was originally created in May 2012. Since the article 
discussed an activity undertaken by cm that involved Cfmaiian Enetadate, the 
Commissioner's Write decided that it would be in the public interest to investigate this 
matter farther as part: of the ongoing review of CSE's use of metadata iri a MINT 
context. 


CSE briefed the Conunissioner's office on the presentation shortly after the story was 
published, and the Cointni&sioner *leased a public statement indicating that he was 
aware of the activities referred to in the story The Corrunissioner'a office then held 
severai Wow-up meetings with -senior CSE officials, including the analyst ‘vho created 
the presentation and the tradeeraft &seemed Within it. CSE explained the activity, 
showed results oldie activity described in the:presentation in great detail, and responded 
to numerous specific questions asked by the COMIllissionces office. 


Mistixterfat COMM2i3tie4iioro Sootrify1,7414121ohment Collection t•oui afe ctfAieuelato. 
rktanber 6, 7o1 
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1.N! IP PPet flnalyti and A17. 1.,m prt-mo.d for a SRANI‘ 
Devolopme (SICiDEV) Cont rence, 


The CSE presonted 
tradeeraftitechnigoe rimt. tored through work 1 ititatialyt did rtOt::.
1072.nnt on aitt information discoveped by apitiying t!nhniquoet• the data used. 
tor the i.e<d:trtjone, bur 


n:g anatyt: ;$ andot tho broad ootk-.gory !‘,4'.twork Analysis:4110 
Prionozation (NAP). NAP is cf.:inducted itrtiler CSE aothorifies grontcd by paragetVit 
23,64( ty.a) of rho (rart (a) of t2SE's mandate) and guidedt.:rry the 2011 Nktadata 


Tilt" tai.itn of N:.,J1 is to ideraify artA ohatnoorize tol000tarinmk::ations 
*.aitto famt Goveatrottit (.3f Camida fortd.en inwillacnce UrifnitieS. PriOrithati011 


CSE shareA 
with thc CornmiRdoner s officz ntiarice tht hod been ptovideti CSF. 
voneetnidg thb.; adivity: This gaktarioo also boon inoorporated into a SICHNI 
Programs. Instruction (S71'1,2-1.4) &wit-mot SK;INT 11(44, daltd 


taoh 20:4, 


Ao re.00., rn(1,:kk,; t.yermn.mg: N.it.,tattatEt 
ted by (:SE th-A ic i, vv,n1v eerek,,,ttv, *.v1-1 F\ 


P`Mi tar v  


The IP ng, WY) APPPQN iinVaCt,',' presentation ill*itios:tratiftraft.
a analynt Older to riropi>lennt r)0k-up i,Arnation Ibund in 


thitaba.:::e:t: that CSE. purelieses. from private es. Arriite gart raily 
a-,.Fifial-.31e., these corninercial database•s noverthelos?, ?,:sql.e. or 
itit‘vdttrto inRiattatii-in. iz3 addition..tri Kipplementirig. eorrimerttial .took-w rif.r:innatt* 


dat.3, tho ;toaty:14.. ), .ont.od liso 141,10.aipmd: 
Makime. S INT ale:ding ‘ii-jeciives. 


ht.cartaivot uted o raetadata sairint all O•nline eAitms tol"te 
Tiod of Nitueh 1 1 no kmger..acc isible, but e..g.irnot that 


arnountod to tiatz fbr o.f cafl hie inch, des both 


laiiiirPrt,wram:kwilsohm. Do.to 45P1.2.44). EiToaive March 


2017 01 05 AGCO278 "I7 
A-2017-00017--04064 







- 32 - TOP SECRET // SI //CEO 


By observing the number of identifiers that show a presence atan 
address, and the length. Of tune of -that presence, the analyst cold deternnto the *notion 
of that IP address. For example, hotels would have rtaany identifiers present: ftrrantizniter 
of days, while altports .watt i havo many identifiers pntsent for -a brief ponied of tune. 
IdentiliemusetIatthese addresses could also be followed forward -in time to disetwer the 
III addmsses of other airports, for example. in this way, C.SE could supplement. IP address 
information aVailable in ecartmetvial look-up databases with intbroration from nom 


Thc tormi yti4.:, on IP profiles is tow generally available to CSC analysts. In order to use the 
analytic in a query, analysts enter a network IP address or -range Of addresses in the 


ool. The search results return profiles, which are visually represented as 
different types of graphs, providing information abut the lira etion of the ill Uilid:MS$* aS 
well as volume of user atttiOty-ovier a period of time„ In addition, it is envisioned that IP 
profiling could also beusedto provide automatic alerts when OE targets connect: to IP 
addresses of Wawa, lintel) as Major airports or. hotels. The epenttionalized analytics do 
not reveal any identitina information. When an analyst inputs an IP address or rouge:, the 


rapht-Whith are returned display aggregate traffic patients without attaching any 
identifying-iafortornion Safeguards ate also to plate to ensure that data cannot be 
"reverse engineered" and users de not receive the background data that Bits into making 
the graphs Finally, analysts can only enter specific characters (e.g. digits and periods 
represeptingtha IP address) into the search field in order to query-the tool, 
Mottling to CSE. very large tralfie volumes ate required to develop reliable pattern. 
:recognition artalyiits. CSE's deflection oftmline event reetadata is dependent upon the 
teleconutunications networks that ate available for metadata extraction. Prior to the 
expansion of csr collection program,. the online event metadata set had 
SAMIC gaps that hindoed the reliability of LP:profiling activities, Expansion of this 
collection program has helped to enlarge CSE's data set in this regard. Because of this, 
and twause of the difficulty Of obtaining sudh voltunes Of data abroad, foreign lc bons 
have not been used as. the "seed" or point of origin for SIUINT development activities in 
the area of IP profiling. 


Minimization of DNR and DM Metadatt 


During the course of this review,CSE informed the CoMiSSioneesoilice of problems it 
discovered in the application of nfinimintion :scripts to both MIR. and.DNI metadata 
shared with Five Eyes partners. These problems allemed a number of collection systems 
and led CS E to suspend, in March/April 2014, the Sharing of both. ONR and 
tnetadata with Second Polies. Snell sharing remains suspended. C$EiSdesiping new 
mininniadou software and reorganizing business practices in 'response to these i8Soes. 


CSE has kept the Commissioner's office informed of developments in this regard and 
centimes to be cooperative on all facets Odds review, Findings telami to these 
minimization issue* are outlined m &dila detail below, 
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1:$6.110d Number ilimomLition Metadata 


Finding no, 6: Daring the . Offne of' the review, (SE discovered tkotM AYR 
matodeta Map? $bneeil with Five Oa panners' was not bait* minimized 
property, atmtrary to the Ministerial Dirediee ond to operational Fahey, 


DNR.tak atdat -0:].kctiort folves 


H owe's) pOor to so tlditi DNR ttletadatz 
egE i.;ss n..:..quirM to lake. measures to protect the: priv8cy : `c': i•


 S1;:iteiritd 


paragraph 2 71•64V)(b) of IN..' NDA, z14(1 i..1 tiatiwr outlined Me Mutadiata. Ma, The 


k....te Antics fcq a cAvy of zka 
1...'sli,-.$.sm14,s 14 04? Wirm DYR data with &cold :Perrit4 &AVM& eaten 
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mihimintotrof Canadian kiemity 0211) metzdatals.me.6.1 
thei,3e meamires, and arguably the rris,)st important orw in the aini.:,tXt Of MOtadat.a,


i. Tf::: MD :5p:',,triIcai:y thal CSE required ti.) Mirfirmze, 


metadata with ai Tmlinirnizatien a,, the nroceis by which ell eoritain044: 
meiado.0 alter.W a way that it xehicielo.d naideniifiable rionto• 


shaning with Seeond riartner . Any meta.d.a.m field:5 that COUki analyzed and. 
Oorniaed with oa.ie'r intorniatiqn to iided. Lan;,..waan pht5iw rrattilx.ta',.) 
tonsideratio;be C.11: 


C!..3EptY.M.dott the Committ i.,:s1 office with a cory df the 200g ROW0.4, .q.11101.0gatf*: 
rocedur.2sfiv which sets on rewairements 


DNR moadaut minirnizittiom in.K.'intio a of Efietdi as r)otentis 


z"111 13N1?. mehiti;.ta tiom S.1GINT 
prorarni.i. Si each progrfin clirmted at tele:eornrot;,nication,s 


K. c0 'ding to. 
C'Sr- the Wields idaltiiksci Ire.*Iirig minimiw.',on do not a.,11 occur 


alt mttados, roads; some field$ aro wady avietv$ pupotated, 
ethem may not btc: 


Probkris with 11NR Minintizatiori 


Lu 2013, diatvemd anomalies the IiN.R inetato.0.004 
Seeond `'3 g":  Iti,,,,e4,4;etitm, of 4.1.1,...w anorna110 led to like:identi4...ieatiEm 


irifomtetim infIrrn-Atiogl abou.;, int*Wr....::symbotit 
.607)&s:r :) N3.1tly ass (?'r an n:-.zdvi. c.3iati. .3<;:illtd<t•K pito3w 


thr? A•tigimtation..0.VNI? Sh210,6V.021..:1 
..., • 2E) 


A c,:ccy.rd 
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tii(flizatkm deficiencies fhtvaricr.ts CST 7(n:hied the Commissionoes• 
wit the. inikAving tabie, the duonok)g,


Noveinbttr 
21h3 


nal y5,7, of sorne. of fhe initinti.;•:-.ation son for I)NR imetadatn determined Thal only two 
Welds identified for minimi.zatioawerc epa.sisUaztly addrtssed by the ser.


AcQotang to CSE, ail minimization :.-4.:ripn for ON,rg. matatiala that were examilyed were 
found to cot ::i. c4 Al of tho s:aipts were minimizing
subnt tactimiata fielth:loistiall> the :,,eiziivaleitt but: not ia.1.1 holds 


A:fitrihiatatiOn et)NR Sltaredwith.SecsmilPfittia—sta fu of Foca 
February 2015). 


A tedInteal amayins used within th4.thbie Ar4S proldell 'OCS: C: an 16 lk,etzrobtv 
20 "woo: 16. 
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That. arempiired :for fullielTecrtive minimizatIon C.:SE aeknowi • d. that it is possible 
thill Other fields tho shared tnetadata could have containt.xl 


Theretbre., it is possible that alth these two fields. were minimized, the 
informatlim eoidd have been avanabk t.M.10.heii , DUO the Islinnia';d: Ve..qe3 Of the. 


.deficiencies, 'SF.: sus DNR witas iate Shari:dz:gni 9t4xided teltboilfzi 
titti4n.i4ation .s.cript 4 


:CSE comptitd a sample of daily I?NR comitrartitatiOn.s everkrxiet3,10Mlitfqtr.:1.t tuldogily 
My .2013 and 2 Oc.442:11.,,e.r 201. 


Thi3 indkatt. that fet thoe.:11: days, a...; loast DNR. .tnotadata recoth 
.apritaining someursathaimized. were iiont 
S'epond Pardo,. 


b) IUsMmeledetatteerdszmounted:teapproxiniatelM%•.oftheil tAtty 
zandora sample: 


CS2 stakehOtclem are not in a poaltinft stste that this sample impresmative.of 
ONR,JpgAgdata formats shared with the Second Parties. 


Since the mtnple was annpiled frcan meta data collected 


!CST maintains„ based on the aanipla.„ .that the amount Oftintnittitnized:CH:.s.bared with. 
'See:vd Pa,,41,ties ov,, relative tothe total -volume O. ̀ matadata shared, \Valle the problems:: 
with mirdrnizatim may have ty4:-..ch iongstaading, CSE is unable to detsmrtirm .how many 
.ty:alema were impaet.f... and for how tong, The Commissioner's office asked if f.::SE couici 
vonduct a &Image assessment to deterttine the extent of the EiNR 
fteficienciox, (,,TSE acknosvie4,,ed. that the deficiencies 
tornplx, it was also noted that au:n:1.1)6/1g to examine every singie record that could hitve. 
.keri affected by these deficiencies would he unmanageable, v,,titild tako months of 144-
ime effort by a ..4:eaat,. 01(1:tvoloponz, vA..luld; still result in significant itti rrnation gapsi 


4:V3 :R.U.4.114 aqled 3..7.0.4443 samplir of data te:as$es-;,i the of thia deficiencies, 


In :3v  wsa repo-m.41r CS vi'aret'ftor (*POW POlity anki:On*triatinkMibiIS: 
tOr itteltision in the Privai.:y Incident File (Pr due to the possilidt, that Sbeop4 


Party employees hasyhayef ittativetwatirkoxpoa0 to. ma:data wnt441.41,s 
uninithind 


tatort:kiiti 
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no, IMF kekedopftwr. ':`;a :$ etTrftsvihilolietket ribilotilathM 
01,p4 werefuntlioning proNW,y jrae DAR knetada. ta shared with arM7',Ey'. 


iii'priver:record-keepign*ya‘v,m .


Aet:ordingk Cgt.t tended bc tett IttitiicatedirifOntit'ilty.
thaing tidephone. cMk ,o1:' f...mm within C:.SB.fbr:-
di$inlssiiag,: these updamts '‘,W15 II.U0StrA. 


MCI (1•Zi basi.s diackizis and manage 
con:Clam-anon and upgrades, as as the . : E'iyirilmt of new sykara, Mezt 


t 
ing: 


ht would feature rotig y un , tr.,,iorri. from. including 
individuals involved in the updait: systrgas, As re::\promith, 
for updating m thin-lir:xi:ion scripts (from Vac sicdyr sytiums TIevelopnmat 


mado it nos,dbic ..F:c$:;pom:libic for. 
scripts to Narn: about updats.,: th,im, was no substNufmt. 


proeoss CSE inanagoment tii verify Yv.'rxthei inthimization scripla that vvore 
4pdated werft, ^i •i.3  CS.L: also lacked a pior,er recrit4,


,!.,i-uch that to minimization sexit-4 wro ni*.made. 
heynia=i„hu $ RANT System4:Developracrats.rov, 


Ccoiding to. CSR :.gzt. to thc:c6Westr.i:ndir.. 
havebccil orobabiy not i:ompreilenive or svrichroniztca wan 


FuilnermoTe, r SE nntexi that the loottinntat***. 
• delatinu whore to appb., minimization :to tilts,. CH -i:elf,niquit rid& in: FAR 
Trietadam date haek to 20.08. iZW (A 00, b'\C* M. 4 mulia.liza1iO4... 


ni.)t pof,:csibie .to determine with cenainry vAlether how' the! scripts have 
,tatang.::d. -over tirno.. . .:ISE EA the dotcrtn.i:Icd thc: 
Aieficienci es .were a result of the hange management proces.Es 


4:'•hwIg;eqa appliW to dk.1ta a$ pa,zeaz through tlit 
,se,' Based on the intbrrnation rev: ewed hy fhe Conamissime.e.s 


tho office agtok with CS.Fs ffia thoro noor erh;:an.ge management 
procs pl&:t. ensuro that MIillialtileatiOn wouid.contioue...tafunetion pro,,vrty as: 
:::witotion...040nu,.::vvorwupdatod 


SICUNT'thoultind.the.flow.of N
a


. matadatt .SecorpiPmil: tryetruroiha.
prOces did .aot include cxarninatiim.'of*,: 


ow,put cyf the iicripis, This effecii'vely molted in the mum n lake positive% 
SW11:413. a;:•L010y wqre:.not 


linderarandi 
ente 


...d e A f..17.).V 


liCSEE, 4 1;z1:-sri...=:y 21:115),  i.sgmpli .21. 


4 F.,..4.3ri.my 2015), parax.itpli 21. 


4 etbrt14.1), 20 ;0 21.. 


klaggata :go* with eof0 of F 


,%6:4*# Shoriqlty0 Sau*Polf0 


Stetaziata:14aredwg4hMwt0Partio$4:400000;41:foca. 
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Records rdating to the aliaialization cif DNR metadata for the period pre ding. the 
discovery* or the minimization anomalies are inadequate. According to CSF24


• There is n capability to provide processing history. on DNR viewdata records: 


• "ha -has no Systematiodeictunentationof the -fields:lbeall-ofthe DNR tiletadatt 
&a/nets being ingested by rheminimizetion seripts; 


• Sorne dOcumentation regardirigniinitnization requirements had nm 
beegtolated .sinee 20(4: and 


a While wine script updates were referenced informally in a source code tracking 
system beginning in 2009, it is ttnelm whether these updates correspond to 
changes in collection systems. Furthermom, ehringes to minimization scripts were 
not documented in formal release notes. 


This :rep gents a failure by CSE to ensure that tr il.shared with Second Parties was being 
aftbrded the privacy proleeliom set out in the Ministerial Dilutive and in operational 
pulley. 


Finding na CSP s system fat maladate was 
decentralized and lacked appropriate cent yd and prioritization. 


Problems and ineunsisteiwies with minimizatiOn econrred as totlecOon systems were 
.,gradually updated- by CSE to .include additional fields of misdate, 
Without-the oweeponding cShIprOceSeing s tems he* updated...P*esthig systems 
were not updated to count for new fields;therefore fields that were now displaced may 
haveeornained altbat was sot properly minivii24. 


Responsibility for updating and verifying that minimization scripts wen 
working properly Sitl**penekri acrosslike orgiutization„ and CSE lacked a central 
authority responsible for testing, updating and verifying that minimization scripts were 
working appropriately. 


. .
CSE is 1,ow focused on correetivemeasures; a more efibetive change management 
proms for new:collection systems; central oveisightof all.DNR -Minimization and 
sharing; improved compliance validation measures; enkereating a common proem for 
updating all seri is. The responsibility for conducting and ow-nee:Mg atinimitaition will 
now rest in the ClS is continuing work to build,new minimization scripts, The 
Commissioners office will continue to monitor developments in order to ensure that 
minimization prt.vesses function properly once sharing With-$ecoo4 PO:tTit3S. .hat: resumed. 


"54 Dsficiencies 3FR tlis krininization of Olfln:ILknadata a <7i t Ci widiSe4.-totd Porn= - Statement gthlas 
(CM, 4 :February. V I) parlimpb 24, 
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9 Network:Intelligence Metadato 


FindIng n:o. 9: aE's system r leforring 1,itelizirde lath &vow/ Pallitet 
was poor,Cy imideogogy4 by .the orgagaipti:on god lacked a proper miaq4.44e.epiln-
proot:t4'4 


N e Intelligence (DN1) metadata is information that pertaitii 
(Intcmet-tin&icf) corrina iention evf,:nts: DNI ia nompicix, and 


itives rm)citssing O telecommunications• 


As vitit DNikracwdata, i3 rovomiblo fo keeping cum the various' 


When shining 
metatata with Se‘iond Patties, the NID .ili.s.)nintiN that imtn(lata to &olden° 


minimization proccas to remove CIL 


,:y f:.00;TRoint-i:! "nu! Peoriog- to Mg .,11INTAfttaeitovilh &owl Panla - , $tcrtimato {Tam 
s 4 1.' t-l.rklary 2 0 15)z paragtvki . 


'i•s'y < :arnNimkn 1:k.me Relating to Art- ing 41, t Mitaiskatt with Skold Parik,v — Stittentwoof Fams 
zr.., 4 k'.1.1.`r3i:iTy :.5.k k '.9. Nirarkkpkk . . 


Alini termi ni.,'k•<1.raw,::&twzrogazkat.1.0r0.:SeC0,00.altaktahment C7a7leclif51 and at Oietatialt; 
.1.)etxgrir<1 1 ii, 2.01i, 
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CSE Ktateti that, became at the nvolved% k do<4..i.t not kekilo. A. 'word 


As statc:d vspoot to both DM DNX: decisioniz, regarding mo-orpdatng 
;itaformally,: and 


not COMMIZZliKiitted.t0 aMS: SpOrlSi fOr rriinimizatida: 
whn mcf.mis e-x..isted R-14atKling the application of minimization. scripts to amt y' 


rollection syt,tum; lin die DM conv...ixt, no such o.ppctu to titr, exi$i'ed fOr DNR. 
metaim, ofeove-t, thc Ltn:comis that. did exist within SIGINT 
Devi4v01841.44::3,1.1E;T 0141.b0.4..a;c:cotrally toegte4, The Cono*,$jongf$:'officii4$0.4,10,24. 


4" PAT C‹)mpliaR4-4? f,mw Riqai my. to Ntarke bN1 lifteted4ta with Smand roma -Stmvment 
S1:], Febrowy 2015$, parkraph 25, 
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Thal dmummitation is 2 mrardi lanimizationis Actolp.*.tigtvItott 
litemfore:rrmy.4:tot..k.411pct.cuocn minixfi?ation:rotinimmer4.4,0


The:uwof of,tttraiized ord-kxpinw tAti tl St)* 


TiDdardZi and relatxt cloctlawaltafgoo proy.not.c. cOrn.ptian:Ce with polkies and 
rniatigerial direction related to rainimi;tation:. could. .i.aiso allow CSE l.£ pt;,..liodictilly 
••s• tcw.k. ot ,--j4oinottioctgwniotiog.t.0 caSart: that 'it is 1,-,,cpt prp-to-datf; 


Recommentlettiew na, 2: (SE Okuda ..14se its if `a  centralized reconti vsiem 
decivilmc and arliOn', :-egardi?m newan it 3d3t s t collection systems, as 


svell as dechiions and actions micen regarding nfthirmiz,nsh- h,


.Finding no„t During Sh '&large= of she mtsiew, Cs. :' ai,senwred *at DM 
being sbared with' FiVe Eyes M' to subject JO proper validation or 
minimization, in accordance whit .'SE 1)044! ana :he MinivtorkdDlivetive. 


CSE nNt metnrinIn < > Th c a Partit, the Metatiata , d 
operational policy requite 5. bat tia: data he subj$„%ned to a minimization nroc...csa to 
bible at   CSE share roetadata ' Second Parties 


:As:Ttoted above, CSE's ENT mininaittatian 5er.-4;:e was supposed to include a proreasOr 
Othail address .111 ini irrt addtc:tia ation, minimization setvitxt .ig 
separate .#&can C SE w Uwe :PM 
0*.t,a4aill with Seconk, r


According to•CS E, the em ail address minimization procen operatitt foliows4 


64 CSF.... 1EEi, ri;:te0gSli:82'd etza; :,.0.: .-: r6.7:Ti,n,,',,c lt) the mblim:'.. k.,.?„1 ).:: oftn.c11410 aro jtvderje z, s eo 
k-:):?CiV7:4`43,V ir.e ix' PIP13.re:k7 c 31. I ' ":11 1.) AR ..'k foodaa Shared Wait ::.:,,,..611,,,,, Azilick —.0 -xiva: 0.7; ,.... 7:441


• 
$


4 Pcbrliwy .D.)15). parv,ra i,i .K


w-- P<Vic:' e.1.-4.).,nph.;:.:..,gv. ..?:tr.v.&., Reli: ' 3.: in -Y/1)Ni liMukda iik .Sewnd Paetia — &Jame:no' ofPt to 
(1.i.f.ti4,:4 .F:tibr,..1u:c. 2015), pi-sragN 


1: 
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On 21 March NH 4., u30.0.ing k,. sharing 
Emetadaul, SICANT Devnkipnient '4. ,1.f 3. inforrand SSIGINT a .togglhus 


& Compliance SPOC) dist ine.mdate being .:.:hamd with Steoltd; 
P'arties gAdi '3r.Vied .Cgtiadian etriad *itictss btt 
:with aiirdmizatioa appiicd a. Cariadiatt IP addrm 3i 1d 


.CSEttgill:cOttplignee:yAtid •,,n process in Diace to confirm tha:the 
serViCe. WaS pMet:.tssiDg ;he u-istgits littu:-...o,,er, this 7..rocess did 


CXdMin.M.i011 of minim iZaL 1' Sen.: C MiI111.1.t'S'. CS 
m w in Aac #L was not. 


.CSE th.e 
minimization proces'sns have beon nppIkd tf$ nmail add.trs, fiQkk, or the 


offict, this represents a failure on part to put in place au ft::;:tct 
compI ance sy5n.-2.1n fOr waSh6t42„ sitaTed inaccordancewith 


and :taiti,..iMiat (ion. 


Whitf:SE: initig141y .'tn&d DN.1. nietgldat :Stiat.i4 dtht to the 
4:14$00‘.,..cry Qlrninintizittiun fnrt.hex CSE to g.o-6.ifingi the 
isslle ;N. problem. .ged with s..;clet:lor vatidztion:'-' According. to (SF,: "In its ini 
:form, zrz, egagi.41, •Hcgivever., 


0 .MP1.:ani:V PdaSi4:tif $11417kg Asktaate*.ith:S6waPanits enus' 
eb:T:4y M I pawl:v.1a 3:1 
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A "Validation mezhanisin for selection criteria 
wovide rmans k ciisurn that the rei•-autuig autornated se'arohesltre: 


Sri(. directed at Canadims or persons (:arada, aticl to erif:•,::€1:re ti).at, they align c5j.th 
:(3overainent C...'am:tdia ,f GC) irltelligence requirements. :Because file selection criteria 
would 1"ka:ve bm) 1144 \:skitho1,41. 


• 
 0:6ieettd.: 


#), a Ittit.tim.iution. 


COrtplele rewmisof ail DNI iteadata:thated with Secor.k.d Parties arg:: not available fot 
rettlevii). II-Kittfae, it is /lot po$.sbkt. ts:) rc.;-..zoactively aszertahrt whethot 
forwarded any selectioncriteria that were directed at Caaadian$ or persons in (.:;ariAda., 
'Ott if has ittly 044:1i.iti:ttimvoss 


CSE 153 Ii_Oble to reque61. ailef.:10t: of non-eortapliantrttot Otte rtvtrft, tot 
tOpticai:;,; :possi te, lidc4tify (t)e ;5hared recogis ili:Kil-e.otivitiv*:


Ntiwithstadinv. the atte've., CSE asset,:ses that thee is a low probabilay thgtt CII 
o. vt,ei d Si:eond for the following leasiona:" 


DN1 meta:data 
based:on 


th. result of g' oon:es 


CSF: respottk* Tal 91:1. b'n;41: AdVit0, E.40:01Reiite,4:36knikry 2MS., 
C:,,,A012;:pycx RelatiKz .;', -10EigialoWritStiv..oRd I' ardes - tosvnag r** 


(csE, 4 Fii:broars iogrOph 40, 
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A.s Ivithany s cbtl ecti •,,isk of in::.idental: lia:t ion Olf 
ell when Cattadian.$ are in eon tad: with. ore. `x intelligence interest to.:. 
the 'iss.".e F.S.yes, howe.wer th:CM AM. icks nnd for the handling of 
linft.vrnation...i.G:nlit4Oefteimpiact ott.tbe pivacrof.thp,51:,,, 


L rec.° zed the .DNI znetad atu sharing issue <a,s privacy incident arid wonted it in 


Hiding: ft& II; CSE pfflariktly Amended. the ..vhaithrlf both .El:ArRnild..11741/ 
.!.wtodatalg-4(11 Second Parkes svder :,'opfoMc:t the privacy qf Cna#41404..Wilik. 
4644404g solation 41e. problems* oncoaniercei in this area:. 


At.Th6..tinv: of Wri ref.,:ork, # sharistg of-M1)NR rnetadata with Su.c.$.nd POO.* 
retnairimiqvride., dot* haring Tim 


."wrviee will remain diiiabled until corrective .measures am in pine0„:. 
P6or affeacd data being :K:nior management will review 


propowd improvements to the standardization of data formats,. dad fication. 
of and roponibiiities atnmg CSE and :ndlan(a':f.n.g:..nt Of :,:::Q.M.4pliape. 
1;cquirenwnt5 arKi. validation activities:. Internal tomatanons With S: .3 E5eltior 
...managercent,. OCiPt„!,. .CCi mlsi with 051:,. .$...Ittai :apoices Onpitig!. 


•:CS13.!rtattditit Office:of MQ CSE CommitiAttet-mdllie.oftte of th - Minkter 
:k,ia,thanal Defence of the. .is iii?.? in 2914, The CSE 
Natio.tiaA Dolence tiW i.$!SIR: during a sne,::Ling on 18 Zsovenaber 20 I 4: CSE nc.,titigd 
.Seccind i?arty patmers that. metgidata flows haw :tia.h"(i. duo to 
Tbo Co nun ofti .Wvra .rtxvtipg: wiM:c.SE 


CSE is conddering actiorts mquitul t to fy this mblau, which may include: 


proecdarz5 sharing of DNIimeradata, 
queriesi and validation:4 tainimization 


soriptAi 4.tud 


b) imprco; emtnts. vomptiont4 lad kiation actit4ies particularly ggrilnA vgan.la 
tlua izre $ia ZrAmunnated,


addmit recoghizottretd-for boitercomplianee vzratiny toiloctina:
wbtangnop. ntg.tskk CS .E.:, a clecision was taken to apNint Rntle SIC,31NT 


gxec wives as- f<::,ompliance ' ' that proper compfiwtec 
.40$ and pookkoti9fAs:Ai.e appliedto i3l3'::tn.044on 


2017 01 05 AGCO278 1 nf 
A-2017-00017--04078 







- 46 Top. SECRET /I St CEO 


stored in C§E systems. Over the medium to longer tam, this will be complemented by, 


other improvements, sneb as.deyeiopment of Systems with huiltin compliance-features. 


045 .Noyember 2014 a MINT Programs Instruction ($P1-7, 1 4: Process for MINT 
Metadati Minimization) was issued by Director GeneraLPrograms to formalize the end, 
to-end DNR metadata minimization. ptocess within SIMI, Ruthermore, SWINT 
continues to develop and iMplement procedureS and guidelines to define data format 
standards, clarify- roles and responsibilities,. and enhance compliance require ents and 
validation activities. 


The Commissioner's office will continue to monitor developments in CS `S ongoing 
response to this issue, 


fluting no. 12: CSE's failure to minimize DAV? and DM meadow, and its 
failure to validate identiftery prior to sharing DM tnetadato with international 
partners, rase legal qttestions that flood to be explored io further desalt. 


CSE couId not precisely define the scope of the privacy imprint of  -failtut to minimize 
),NR., nor tould it undertake a conwrehensive damage assessment, due to the 


complexity involved in such a task. However,. based or figures providtnt by CSE 
following the sampling of one of its collection systems* the f5NR incident may involve a 
Significant amount of "Ili: even. f CSE unable to determine. the p ie extent. 


The inadvertent sharing of MO: and DNI metadnta containing naminimizexi CII 
constitutes a breach of CSE operational policy and of the minitninanion nondition in the. 
Metadata MD. Furthermorn, CSE's -failure to validate identifiers prior to sharing DNI 
metadata. with its international partners also constitutes a breach of CSE operational 
policy, 'Roth of these had an impact on the .privacy of Canadians. 'his impact may have 
been mitigated in part through safeguards provided by the remaining privany protection 
11100SUrt;`,$ _app14.-.4 by CSE and its pnrtnersnCSE acknowledps. that it failed to comply 
with ministerial direction and operational policy„ 


In light of these two incidents, questions have arisen -With respect to CSES compliance 
with the law, which need to be examined in ftirther detail. '.nte-Commissioner's office has 
me with senior CSE managers, as well w with legal counsel froM:CSE7s Directorate of 
Legal Services tit* (Justice Canadali in order to understand eSE*slegalittterpretation of 
these incidents, Discussions in this regard art wiping. The Commissioner'soffice:will.
c.xnnittut its investigation of thit issue .and the Commissione4anniandated then/Din. 


subsequently make 4detelmination with respect to CSIrs compliancewith the law, 


IX. CONCLUSION 


The. purpose of this review was to examine -CSR's use of metadata inn:3101NT context to 
assess whether C.SE complitx1 with the law and acted consistent widintinisterial 
dilution, whether measures were in place to protect the privacy of Canadians, and 
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whether the activities tonfortned with CSEts oken opaational policies and procedures. 
This review also aimed to provide the Cornminioner's office with updated knowledge 
and to identify areas or issues that could ham the basis for &tures in-depth tr views of 
specific. metadata activities in a MINT context. CSE as forthcoming with information 
find assistaa ce. both prottethtly arid in revponse to vecific requests of the 
Commissioner's office. 


Metadata collection and analysis have -evolved eonsiderably sinetethe Commissioner's 
last inelepth review of tnetadata activities. and metadata rernaies critical to all aspects of 
CSE's SWINT .miSsion.Not surprisingly, the.Canadiarelegal hindscape has eitanged 
since the Commissioner's office last conducted an in,depth review of CS `s collection 
and utie anuladata, Also, the .201.1 metadata.Ministeried.Directive lacks clarity regarding 
the shariegof certain types of inetadate with .Second Part as well as other aspects of 
(SE's metadata acti‘sities. It is recom meeded that CSE seek an updated Ministerial 
Directive that provides clear guidance related to the Colleetioit use and diseloseree 
metaeta. 


-While this review was being conducted,. CSrfelP Profiling Metrics tradecraftwas. the 
Bubb ::t of an. unauthorized pubtie disclosure. OE's aetiyitiesin this regard wae 
authorized under 273.64 i )(a) of the DA and that CSE took.measureseo Protect the 
privsey of-Canadians lit undertaking them. 


As the review was being UndertakettCSE--disOvered on its own that 
Number Recognition (DNR) metadata being shared with five Eyes partners was not 
being mittiMized properlyecOntray t the Ministerial Directive and to operational policy. 
CSE lackedapermeans a verifying, whether minimization scripts were tUnctioning 
properly fix DNR,tteNa- :data:shared with 'Five Eyes parsers. In addition, CSE's 
system for ininimiling=DNR metadata was deetturalized end lacked appropriate 
eientrol and.prioritization. FurthemtOre CSE's system for sharing Digital Network 
latelligew.-(DNI) Mondale. with Second Parties- Was poorly Understecid by the 
organization. For both DNI and DNR.inetadata, csa liteked a proper mord-keeping 
process. As a result it is teeontinendtxl that CSE use its existing centralized records 
system to record decisions and actions taken regarding new and updated eviketion 
systems. A% Wen as decisions and actions taken regarding minimization. 


During the emelt of thezeview, CS( i also discoveted that DNI being shared with the 
Five Eyes was not subject ea propereedidation ornaiMrthzation, in -Accordance with CSE 
policy and the metadat&Mitaisterial Direetive iri response to  that it disco-me-4, 
CSE took cormetive actions and proactively suspended- the sharing of both DNR and DNi 
metadata with Second Parties hi order to protect the privacy' of Canadians while 
developing a solution DO the pr Oblems it encounter nthis.areet 


CSE*.s failure to Minimize DhlKatalDNI. metadata, and its failure tovalidate identifiers 
prior to sharing DNI. minatiata with international partners, raise legal questions that need 
to be explored in further detail. The Commissioner,. As mandated by the ArD.4, will 
subsequently make a determination with respect tit CSE''s compliance with-the 


2017 01 05 AGCO278 Fl nf AZ 
A-2017-00017--04080 







TOP SECRET // SI //CEO 


The commi,i,Aoneel.offite. win tt•-,:o orAire W...wk on tINO other 1:0p•OrtS thl*.q deal with 
tSn' 5 use of me:T.:data: the second report, will ex,unine is.3ues identified in tt 20:i 4 report4, 
tmitied A Reviero., ice of ailtd ilLso exam:nu:: r:,. .%;,vcErk 
lA, ai y and pziori V V.fhiCh tadata, WWI CantIet. h.ai rling 
ectivities A third report, expected in, thv corning. 
year.*.will focus on. CS. 0$ (Se trttodaffi in mi. Irsct.-ttrityVOntc,O., 
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ANNEX A —Find ines and Recommendations 


Finding no. Is C7SE: was farthcoming:with- information and assistance, both proactively 
and ita response to specific review of the Comtnissionerl office 


Finding no. 2: Metadata collection andanabisis have evolved considerably since the 
Commissioner 's last-in-depth review Of me: Willa activities, and metadataretnahm 
critical to till ape.c:ts of (NE's- &GMT Mission, 


Finding no, $: The Canadian legal landseajm ha changed since the Commissioner's 
office last conducted an in.depth review QICSE's collection and toe of metadato, 


.Finding no. 4: The 2011 Ministerial ,U r°  on Colitwitonand:Use 01444eladatalacks 
clarity regarding the .sharing of certain types of mttadata with:Second .N0-ilex, as *Was 
other aspects of CM metatiata act:Wile t. 


Recommendation no< I :.ese, Oantis seek an as stabe4 Directive that provides 
dear guidance edited to the collection, use and disclosure of =taloa. 


Finding no. 5:: CS 's 171 ProfilingAtialyties insdecraft, 'which- was the stthleet.qt an 
unauthorized eti-stdostire, wat:authorlieduinkr 273.6411)(a) of the '"DA, and MIS tafut 
measures to protect the pelVacy-of Canadians in undertaking this activio. 


finding no. 6: Daring the course as t e reView, CV discovered that MDNR.Metadato 
being shared with Five EAt.partners,was not being minimized properly contrary to the 
Ministerial Pittetive and W operational poll* 


Finding tw 1: CM lacked a ,t=r means ofvert&ing whether- minimization scripts 
wre.fiataiviiinEpri'optilyfOrMDNR:Steirdnia: shared with-Five .Eyes partners, said 
lacked a proper record-keeping process, 


Finding no. 8: CIE s systemfar minimizing 
lacked irpropriate control and prioriftation. 


DNR inciadata was decentralized and 


Finding Ha 9: CSE symern for sharing DV metadata with Second Parties wa.s poorly 
understood by the organization and lacked a proper record-keeping micess< 


Ibuxonineadation no. 2:: should use its eXiStilli; centralinti wools system to record 
deeisiras and actions taken zeg<aaiing and updated collection sraems, asAN k',11 as 
decisions and actions taken Taganiin mitiraization.  


irmding no. 10: During the course of the review, ME discovered that DM being shared 
with Five Eyes was no: sub/ eel to proper validation or minimization, in accordance with 


„ policy and the Ministerial Directive. 
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Finding WA CSE p•oactively suspended the sharing of both DM and Ng ntetadata 
with S'econd Parties in order to protect the pisitwcy qirtzttriclkou while developing a 
...Tolittion to the problems It encountered In this' area 


?ha* Ito. 22: Ca's Ohre to minimize UV, and' ID  V metodaut wid its failure to 
validate iektntifiers prior to Awing tnetadata with international partners. rake legal 
quesii Ow need lo be evplored in firther deter . 
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A 'NEX 13 Interviewees 


The fotiewi OmOleye0 previtied WU:I-tat:mot aeilitatej the role* 


Di z•,:clor GenerA, SWINT .ftgrato 
Dire..ctor 


Progmun Requirements 
Direetiu-, 
Team Leader, Strategic 
SWIM R.ew arczh Ann 4L, 


141tutger, 53.0 INT rr,let • ra Ate: /1. WIU C p 
Azalyst, SIG Prognuns Overaight and C.:,:yranliance. 


S K.; [NT f*.I.exom$ Ov,rsight C.::0LopLange. 


piteetor General, :Pd,tiey sinl Coaimanications 
zvei:or, D ;:.;cto?3 are:, Policy and 


Peptity Dieewt, ;.',OKI R0.10W. 


10.anager, Exte.mal Review 
Senior R„evie Advisor, Extet*:-At 
Senior Review Advi6i.or. Ex tern a Review 
Iktvipw Ex€oma 


U.61- .0filee:tit. er-Terrarim 


Pmject ;Villager, 
SiCiDEV 
Team ender, 


'Team:Leader, 


Actiq .Dirwor, SIGTNT Sygems Deveiopinem. 
Manager,. P3-migeol Atiatpis, 


Execative Director arid General Cuunsel, CSE ULM.) 
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ANNEX 


List, of Tettnicalp-rouvros Lged lo 1.)Ne inble on P 


2017 01 05 ao nf aq AGCO278 A-2017-00017--04089 







ANNEX F 


TOP SECRET II Si CEO 


2017 01 05 AGCO278 nf 
A-2017-00017--04090 








TOP SECRET/ISMEO 


I 0, ZriZttivitsattr:11m mnt 
des


 


nr o n


e de
ti $ 1! n ic r riOn 


OPERATIONAL POLICY 


OPERATIONAL POLICY 


0P 446 


Policy on Metadata Analysis for Foreign Intelligence Purposes 


Effective Date: 


January 7th 2016 


2017 01 05 AGCO279 1 nf 1 
A-2017-00017--04091 







TOP Sa''',RETS/SUSCEO 


MAHAL PE. 


1. Introduction 


1.1. Objectives The objectives of this policy are to provide the governing principles for metadata 
analysis activities conducted under Part (a) of CSE's mandate. 


1.2. Context Metadata is defined in the Ministerial Directive on the Collection and Use of 
Metadata (Metadata MD) as "information associated with a telecommunication to 
identify, describe, manage or route that telecommunication or any part of it as well 
as the means by which it was transmitted, but excludes any information which could 
reveal the purport of a telecommunication, or the whole or any part of its content." 


Metadata analysis is authorized under CSE's foreign intelligence (FI) mandate and 
is used to: 


• Enable the discovery of foreign targets and produce foreign intelligence (FI) 
in support of Government of Canada intelligence priorities; 


• Conduct network analysis; and 


• Facilitate cyber threat detection. 


1.3. Authority CSE's authority to conduct metadata analysis comes from its mandate in the NDA 
to Conduct to acquire and use information from the global information infrastructure (GII) for the 
Metadata purpose of providing Fl. Metadata analysis activities undertaken by CSE under Part 
Analysis (a) of the mandate are carried out: 


• Under the authority of paragraph 273.64(1)(a) of the National Defence Act 
(NDA); 


• Subject to the restrictions set out in subsection 273.64(2) of the NDA; and 


• In accordance with all relevant Ministerial Directives (MDs), including but not 
limited to the: 


o MD on the Use and Collection of Metadata; 


o MD on the Privacy of Canadians; 


o Accountability Framework; and 


o MD on Intelligence Priorities. 


1.4. Application 


ORNENI 
26460224 


This policy applies to CSE personnel and other parties (including secondees, 
integrees, contractors, students and CFIOG personnel) conducting activities under 
Part (a) of CSE's mandate. 


2017 01 05 AGCO279 o.cii; 
A-2017-00017--04092 







TOP Sa''',RETS/SUSCEO 


PHATIONAL POl 


2. Policy 


2.1. Preamble The diversity of CSE's metadata analysis activities is such that the specific 
considerations of each cannot be covered in this policy. Any metadata analysis 
activities conducted under Part (a) that have not been explicitly outlined in this policy 
must conform to Canadian law and the principles outlined herein. 


The subsequent chapters of this policy address the following metadata analysis 
activities: 


• Chapter 3: Metadata Analysis for Foreign Intelligence Purposes 


• Chapter 4: Network Analysis and Prioritization 


• Chapter 5: Metadata Analysis 


2.2. Principles The following principles guide this policy: 


• Any metadata analysis activities (or proposed activities) that may constitute 
an elevated risk to the privacy of Canadians must be approved by 
management and consulted with the relevant policy teams, as appropriate, 
and must be subject to measures to protect the privacy of Canadians or 
persons in Canada in the use and retention of the information. 


• Metadata analysis must not be directed at Canadians or at persons in 
Canada. In the absence of indications that an identifier is used by a 
Canadian, it can be used for metadata analysis; 


• Identifiers used by a Canadian anywhere or a person located in Canada 
cannot serve as the focus of an Fl activity using metadata that CSE has 
acquired for foreign intelligence purposes; 


• Identifiers used by a Canadian or person in Canada must be protected from 
inadvertent targeting (e.g., be entered as a Protected Entity in the target 
knowledge database), and no activities may be directed at the identifier 
while it is being used by a Canadian or person in Canada; 


• Network analysis is subject 
to additional oversight to ensure adequate privacy protection measures are 
in place; and 


• Metadata analysis 


CE111110 DREIWENI 
26460224 


the proper approvals are obtained. 
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MAHAL PE. 
3. Metadata Analysis for Foreign Intelligence Purposes 


3.1. Preamble 


3.2. Conditions for 
Metadata 
Ana/ ysis 


ORNENI 
26460224 


This chapter outlines the process for conducting metadata analysis for the purpose 
of foreign intelligence, including target development and threat discovery. 


In cases where the nationality or location of the user of an identifier is difficult or not 
possible to determine because the person is using a non-specific identifier (e.g., a 
".com" web email address), and in the absence of information to suggest that the 
identifier is used by a Canadian or person in Canada, the identifier can be 
assumed to be under foreign control. If there is information that the user of an 
identifier is Canadian or person in Canada, the identifier must be protected from 
any further activities. 


The following table summarizes the conditions under which person-person 
communications can be analyzed for Fl purposes. 


:s: 


Type User 1 User2 


..,...,.. s 


Analysis 
Permitted? 


Person-Person Foreign Foreign Yes 


Person-Person Foreign Canadian Yes (of foreign
user only) 


Person-Person Canadian Canadian No 


Person-Many Foreign Many Yes 


Person-Many Canadian Many No 


Some identifiers, however, must be presumed to be used by a Canadian (e.g., 
email addresses ending with .ca or phone numbers beginning with a Canadian 
area code; hereafter "Canadian" identifiers) unless there are reasonable grounds 
to believe that the identifiers are being used by a foreign entity located outside 
Canada. 
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Al POLICY 
3.3. Identifiers that Prior to conducting metadata analysis using identifiers that appear Canadian, 


Appear analysts must have reasonable grounds to believe that the users are not Canadian 
Canadian or persons in Canada. Once a foreign use of an identifier is established (to the 


extent possible), metadata analysis using the identifier is permissible, provided 
analysts receive permission to conduct metadata analysis on these identifiers from 
their supervisors. Analysts must detail the nature of the corroborating information 
used to establish foreign control of the identifier. 


Reasonable grounds to believe that an identifier that appears Canadian is under 
foreign control can include (but is not limited to): 


• 


• Intelligence from HUMINT sources; 


• Citizenship checks; 


• 


• Open source information; 


• 


• Any combination of the above. 


Supervisors are responsible for maintaining a copy of the documentation detailing 
their rationale for approval or refusal of a request to analyze an identifier that 
appears Canadian but is reasonably expected to be used by a foreign person 
outside Canada. This documentation must be maintained for a minimum of 


or audit and review purposes. 


2017 01 05 AGCO279 /lc I 


A-2017-00017--04095 







TOP Sa''',RETS/SUSCEO 


MAHAL PE. 
3.4. identifiers 


3.5. Mufti-User To help mitigate risks to the privacy of Canadians, consult Corporate and 
identifiers Operational Policy for advice on how to handle multi-user identifiers where a 


Canadian may be a potential user, such as shared handsets or IP addresses of 
foreign internet cafés frequented by Canadians. 


3.6. Advice end Corporate and Operational Policy will provide guidance on how to best deal with 
Responsibility identifiers where there is an increased potential risk to the privacy of Canadians. 


Corporate and Operational Policy will provide guidance as an advisor, not an 
approval authority. 


The responsibility for metadata analysis activities lies with the decision maker 
electing to undertake the analysis, as per the approval authorities outlined in 
Chapter 6. 


3.7. Contact Contact chaining is the process of analyzing an identifier to determine the nature of 
Chaining the user's communications (e.g., contacts, duration and time of communications 


events), 


Analysts must not deliberately direct their activities at Canadians (or persons in 
Canada) under any circumstances. 


ORNENI 
26460224 
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Al POLICY 
3.8. Analysts are permitted to -identifiers of foreign entities located outside 


Identifiers Canada for targeting and analytical purposes 


3.9. Target Other types of metadata analysis aimed at facilitating target discovery or SIGINT 
Discovery and development are permitted, provided that the analysis is not directed at Canadians 
Development or persons in Canada. Metadata analysis activities for target discovery and 


development may include, but are not limited to: 


3.10. End Product 
Reports 


End product reports based on metadata analysis must focus on the foreign subjects 
of the analysis. 


Any identifiers used by a Canadian or person in Canada that are to be included in 
an end product report must be suppressed in accordance with OPS-1-7, 
Operational Procedures for Naming in SIGINT Reports. 
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Al POLICY 


4. Network Analysis and Prioritization 


4.1.0verview Network analysis and prioritization pertains to developing methods for 
understanding the Gil in order to identify communication links of interest to meet 
Government of Canada (GC) Fl priorities. Understanding networks enables CSE to 


dentify and target entities of Fl importance to the 
GC. 


From a network analysis perspective, the Gil consists of events and infrastructure. 


Analysis is to be conducted in accordance 
with OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance 
in the Conduct of CSE Activities. 
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4.3 


ORNENI 
26460224 
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Analysis must be conducted 
in a manner that is not directed at Canadians or persons in Canada and must be in 
accordance with OPS-1: Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSE Activities. 
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4.4. Oversight 
and 
Approval 


ORNENI 
26460224 
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Prior to conducting network analysis of a involving Canadian 
networks, analysts must provide a rationale to their managers detailing: 


• The purpose of the analysis; 


• Rationale for why the analysis must include the Canadian network; 


• The anticipated benefit of the analysis; 


• The assessed risk to the privacy of Canadians; and 


• What measures will be taken to mitigate the risk of violating the privacy of 
Canadian users (e.g., anonymizing identifiers). 


Operational managers are responsible for maintaining a copy of the 
documentation detailing their rationales, approvals, or refusals for a minimum of 


for audit and review purposes. 


Page 10 of 15 


... 
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MAHAL PE. 
5. Metadata Analysis 


5.1. Context 


5.2. Approval The following table summarizes the conditions under which 
Process for identifiers can be analyzed. 


kientifier 
Pre-Approvi Approv:M 


Requimd Authority Requirements 


5.3.Validity and 
Re-approval 


ORNENI 
26460224 Page 11 of 15 


... 
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5.4. Analysis 


Toe S EC RETISSUIC Ea 


5.5. Use and Reporting derived from metadata analysis 
Dissemination permitted, provided that: 


• The report does 


identifier is 


identifier; and 


• The report dissemination is limited (see CSOI-4-1, SIGINT Reporting). 


Analysts and operational managers should take into account the nature of the 
material they are sharing when releasing a report based on the results of analysis 
of a identifier. 


5.6. Report The Director General Intelligence (DGI) is the approval authority for releasing 
Release reports based on the results of metadata analysis 
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MAHAL PE. 
6. Approval Authorities 


6.1, Accountability The following table outlines accountabilities for conducting metadata analysis of 
for Activities identifiers used by Canadians, persons in Canada, 


ORNENI 
26460224 


71% 


ride Respormibiiity 


Deputy Chief, Policy and 
Communications 


Director General Intelligence 


Director, Operational Area 


Operational Manager 


Approves exceptional requests to this policy 


• Retains records of rationales, approvals, re-approvals 
and refusals for a minimum of 


. Retains records of rationales, annrnvals re-approvals 
and refusals fora minimum of 


• Retains records of rationales, approvals and refusals for 
a minimum of 


Operational Supervisor 


Makes the decision on analysis of: 


• Identifiers that appear Canadian but are under foreign 
control (including email addresses hosted by Canadian 
domains under forei n control, 


Retains records of rationales, approvals and refusals for a 
minimum of-


Page 13 of 15 


... 


2017 01 05 AGCO279 .1F 
A-2017-00017--04103 







TOP Sa''',RETS/SUSCEO 


MAHAL PE. 
7 Additional information 


7.1, Policy 
Approval 


This policy was approved by the Policy Committee on (date). 


Minor amendments may be approved by Director, Disclosure, Policy, and Review. 


7.2. Exceptions to The Deputy Chief, Policy and Communications (DC PolCom) may approve 
OPS-1-16 exceptions to this policy. 


Requests for exceptional authorizations must be submitted to Corporate and 
Operational Policy and will present rationales outlining: 


• The reason for the exception (i.e., why the request falls outside the scope of 
this policy); 


• The operational need that justifies the exception; and 


• The impact of the request on the privacy interests of the Canadian or person 
in Canada. 


Approvals are granted at the discretion of DC PolCom if and when satisfied that the 
request meets the above criteria. 


7.3. Amendment Situations may arise where amendments to this policy are required due to changing 
Process or unforeseen events. Amendments will be made in accordance with ORG-1 and 


ORG-1-1. They will be communicated to staff and posted on the Corporate and 
Operational Policy website. 


7.4. Review All CSE activities, including policies and procedures, are subject to management 
Process monitoring, internal and external audit and review by various government review 


bodies, including the CSE Commissioner and the Privacy Commissioner. 


7.5.Consequences The Chief is responsible for taking corrective measures with those CSE personnel 
of Non- found to be in violation of this policy. Corrective measures can range from training, 
Compliance to the suspension or removal of delegated authority, to taking disciplinary action, or 


any combination of these measures. 


ORNENI 
26460224 


71% 


Page 14 of 15 
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7.6. References 
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• Canadian Charter of Rights and Freedoms 


• National Defence Act 


• Privacy Act 


• Criminal Code 


• Ministerial Directive on the Privacy of Canadians 


• Ministerial Directive on the Collection and Use of Metadata 


• Ministerial Directive on CSE's Accountability Framework 


• Ministerial Directive on Intelligence Priorities 


• CSE Ethics Charter 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities 


• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 


• SPI-2-14, SIGINT Data 


7.7.Questions Questions regarding this policy should be addressed to Corporate and Operational 
Policy (2po:icyadv:ce@cse-cstQc,ca).


ORNENI 
26460224 Page 15 of 15 
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Communications Security 
Estoblishment.Cornmissioner 


The Hi)nounsWe can - Pierre Ploufte, CD. 


The Honourable Jason Kenney, P.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, ON K I A 0K2 


Commissake du Centre do la 
sapurite deerteliicomMunications 


L'horicrab-le Jean - Pierre Plotifle-, CD. 


TOP SECRET /1 St if CEO 


October 5, 2015 


The Honourable Peter MacKay, P.C., M.P. 
Minister of Justice and Attorney General of Canada 
284 Wellington St. 
Ottawa, ON K IA OH8 


Deer Minister and Attorney General: 


As the Communications Security Establishment ComMissioner, I have a duty 
under paragraph 273,63(2)(c) of the National Defence Ad (ND.) to infant the 
Minister of National Defence and the Attorney General of Canada of any activity. 


Of the Communications Security Establishment (CSE) that I believe may not be in 
compliance with the law. Pursuant to this duty, 1 am writing to you with regard to 
a recent review of CSE's use of metadata in a Signals intelligence context,: during 
which CSE informed my office of certain activities that I believe du .not comply 
with the law. 


CSE collects, uses and discloses metadata3 under the authority of 
paragraph 273.64(I)(a) of the. NDA, as affirmed by paragraph (3) of the Ministerial 


41111a c. N-S. 
metadata isaisOreferred to as inetadata, collected or shared without having gone through a 


utrgettig-sty ection. process. Which ensures that at least one end Of the associatecl communication is foreign and is 
related to atbreign intelligenceptiority of the Government  of Canada. 
3 "Metadata ineanS:infortnation associated with a telecommunicationto identify, describe, manage. or route that 
telecommunication or any-part of it as well as the means by which it teas transmitted, hut excludes. any information 
or pert of information whiCh could reveal the purport of a telecommunication, or.the whole or any part of its 


Box/C,P. 1%14, Station 13'/5uacursale 
Ottawa, Canada 


KIP 5Ft6 
T: 6' 13-992-W4$ F: 61;i4)92-409;5 
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Directive: Communications Security Establishment Collection and Use of 
Metadata, 21 November 2011 (Metadata MD). The collection, use and disclosure 
of metadata are meant to be carried out within the parameters set by the MD. 


in accordance with the NDA, CSR's activities carried out under its foreign 
intelligence mandate (paragraph 273.64(1)(a)) shall not be directed at Canadians or 
any person in Canada and shall be subject to measures to protect the privacy of 
Canadians (para. 273.64(2)(a) and (h)). Section 273.66 places limits on CSE,'s 
activities, in that CSE may only undertake activities that are within its mandate, 
consistent with ministerial direction and authorization. The Metadata MD provides 
directions to CSE concerning the privacy protection measures that the Minister 
re wires CSE to implement for the handling of metadata. Minimization 
of metadata is one of these privacy protection measures. 


Minimization is the rocess by which Canadian 'identity Information (C104
contained in metadata is altered in such .a way that it is rendered 
unidentifiable prior to sharing with Second Party partnerss. Specifically, section 
7(5) of the Metadata MD states that: 


Canada's allies shall not he granted access to metadata known to be 
associated with Canadians located anywhere or persons located in 
Canada i metadata) unless it is altered prior to granting access in 
such a way as to render impossible the identification of the persons to 
whom the metadata relates. 


Additionally, long-standing agreements exist for CSE's foreign signals intelligence 
information sharing with Second. Party partners, and include a commitment by the 
partners to respect the privacy of each other's citizens. 


CSE,cooperates very closely with its Five .Eyes. international partners, and is party 
to an agreement in which each. partner,:inciudiag.CSE, 


telephony (also known. as Dialed Number Recorder, or .DNR.) 


content." (alinisterial Directive:. Comnoinicatians. Security fstizblishinent Collection and else 41fe Afelqdata,.2 I 
November 2011); 


Identity information means information about an identifiable- individual, such as any number, s;yrubsal or other data 
unique' • assigned to ail individual. in a %GNI context, this usually includes phone matibers, emit addresses, 
names, and IP addresses, among others. 
1;.tS's ',Second-Party-  partners are: the National Security Agency:tit:inked States); the'Clovemmeni. 
Communications Headquarters (United Kingdom). the Australian Signals Directorate {Australia} and the 
Government Communications Security Bureau (New Zealand),- also known:collectively-ivith CSE as the live Eyes 
:partners.. 
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met2data 


' aS shared eph rnetadata n thos manner 


were up-to-date arid functioning pr 
own„ CSE suspended sharina 
partners on IMareh 14.. 2014, 


En June 2014, CSE ',oluritarily lorined . office tha it: discovered ti had not, 


been properly minimi-;;inL, ceilain CH contained in !Wine of the telephony metadata. 


shared with its Five Eyes partners. CSE informed my office that it liad failed to 


ensure t Nuipment and systems„ designed to automatically mini.;--n- ize this data, 
As 2 result ,,`t this discovery', anti.on 


telephony nietadata: withits-1 ve Eyes. 


tne- same .time.:0317. informed niv office that it had also discovered comphanc.c 
issues related to the sharin12.; of Digital Network Intelligence (I)N1.) metadata with 


s partnirs. DNI. metadal-P -)ert-in- to tax
 teinet-kas'-.1 -ommartications. , - 


Fiel
it .rY 


ds that are considered to constitute -11. include email address and. Internet 
Protocol (IP address information.. 


DN.1 me.ta(.ata 
CSE is 


required to validate the ideilahm submitted to ensure that they do not pertain ta 
1.7.2.n;,-tdians or persons in Canada. USE tailed to validate the identifiers prior to 
returning DM. .metadata c(mtaining unmillimized Iii addreSSCS, fl'ionle yvh.1.0.1may.
have pertained to Canadians. USE believes that its systems have :failed. to 
minimize IP addmses in ibis manner since the inception of automated DNI 
sharing in 2009. As a r.esuital this .discovery,..CSEsuspended mctadata.:. 
sh4ing...Q.n 2014. 


The automated sharing 'both DNR and DNi metadata with ive- s partners 
remains suspended. CSE has indicated that it will remain so until the "e' USE is 
salls.Iied that proper stems are in place to ensure .1.1-121 all shared al properly 
minitnized , in accordance with the Metaciata C.SE also infortned the 'Minister 
of National. Defence about these matters. 


Wh problems wit minimization have. been longstar CSE could not, 
precis- define the scope o•Uthe privacy impact, nor could it undertake to 


comprehensive damage assessment, due to the complexity involved in such a task. 
CSE has provided my office with br:- >, notes thAt originally sent to tbrtuor 
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CSE Chief John Forster in April 2014 outlining the issues, and my officials began 
investigating this as part of a review of CSE's use of metadata in a signals 
intelligence context that was already underway at the time. This included a review 
of written documentation, interviews with CSE staff, and discussions with senior 
CSE officials and Justice Canada's Director of Legal Services a CSE. I have also 
received the advice of both my in-house and external independent legal counsel on 
this matter. My officials and I have had several meetings with. CSE to discuss this 
issue, and CSE has cooperated fully with my office in providing in-depth written 
accounts of the minimization deficiencies, as well as the current status of 
corrective efforts. 


In undertaking activities under any part of its mandate, outlined above, CSE Must 
comply With the laws of Canada, including the .NDA, the Privacy Ace, the 
Criminal codg:o Conc441:71 and the Canadian :Charter o/ Rights and Freedoms': In 
addition,:CSE must comply with Ministerial Directives issued by the Minister of 
National Defence, as Well as With its Ov n. internal operational policies and 
procedures.. 


By failing to minimizeCII contained in metadataderior to sharing it with. Second 
Parties, believe CSE did AO{ comply with sections` 273 :64 and 273.66 of the,NDel 
and section 8 of the Privacy Act and failed to act with dtie diligence8. 


Paragraph 273,64(2)(b) of the NDA requires CSE'sforeign signals intelligence 
activities to be subject to measures to protect theprivacy of Canadians in the use 
and retention of intercepted information, While this paragraph does not reference 
the need for measures te::protect the privacy of Canadians in the disclosure of 
intercepted information, I believe: a court` would. . read that provision as imposing 
such an Obligation on CSE'senandate, including the disclosure Of intereepted 
information in the eourse,of providing foreign intelligence. Parliament did not 
dictate the measures that the Minister and CSE were to adopt to protect the priVacy 


of Canadians. However, once CSE and the Minister have acted to adopt certain, 
privacy standards, such as those set out in the Metadata, MD, those standards 
become the norm against which the activities of CSE are to be measured, CSE 
must comply with these standards by virtue of sections 273.64(2)(b) and 27166 of 
the NDA. 


° R.S.C., 1985; 
1985,.c. C46. 


8 Du is defined in .Black's Law Dictionary; 86 ed. as "Mite diligence reasonably` expected from. and 
ordinarily-exerciwd by a person who seeks to satisfy a legal requirerneaty-to discharge an obligation." 


4 
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Although CSE had other measures in place to protect the privacy of Canadians, 
which may constitute a mitigating factor in this situation, the fact remains that the 
most important measures to protect the privacy of Canadians are set out in the 
Metadata. MD, and are not limited to restrictions that may be contained in 
agreements with Second Parties or other privacy measures that may be in place, It 
is my view that the failure to comply with the minimization requirement found in. 
the Metadata MD constituted a failure to have in place "measures to protect the 
privacy of Canadians" as required by paragraph 273.64(2)(b) of the NDA. I also 
believe that the failure to validate DNI identifiers submitted by Second Parties, and 
the subsequent provision by CSE of un-minimized IP addresses to the Second 
Parties constituted non-compliance with paragraph. 273.64(2)(b) of the NM. 


Furthermore, by failing to minimize metadata containing CII before sharing it with 
the Second Parties, I believe CSE atipd outside the parameterS of its mandate as set 
out in s. 273,66 of the .NDA; Although ss, 27342(4) of the Nal stipulates: that 
ministerial directions: are not statutory instruments within the meaning of the 
Statutory laistrisariegta ale?, and would therefore not have force of law, st 273.66 
obliges CSE to undertake activities that are within: its mandate and consistent with 
nainisteriEd direction. In short, even if a ministerial directive does nest have the force 
of law by itselt the iiinitations on CH's Mandate are establifihed by the law, as 
expressed in s. 273.66 of the. NDA. The minimization requirement found in the 
Metadata. MD poovides protection for the privacy of Canadians when metadata is 
to be shared with CSE's allies; The protection of the privacy of Canadians in the 
retention, use and disClOsure of metadata containing CII is at he heart of the. 
Metadata MD. Minimization is vital to preventing the cliSelostale of such thetadata 
to:the Second Parties, AS a result of the foregoing, I beiieVe CSE did not act 
"consistent with ministerial direction" as prescribedlby s. 27166 ofthe NDA, i.e. 
prescribed by law. 


Finally, there are provisions of the Privacy Act which govern CSE's collection, 
use, retention and disclosure of personal information. CSE's mandate is to provide 
foreign intelligence in accordance with Government of Canada intelligence 
priorities. This has been interpreted to include the sharing of metadata with CSE's 
Second. Party partners. Therefore, paragraphs 8(2)(a) and (b) of the Privacy Ad 


would also pennit such sharing. However, any disclosure must meet the 
requirements of the ADA, The disclosure must be subject to "measures to protect 
the privacy of Canadians" and must be in accordance with any restrictions set out 
in ministerial directives. If it is not, the sharing would not be authorized by the 


9 R.S.C., 198.5,08-22. 
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NDA as required by paragraph 8(2)(b) of the Privacy Act because it would not be 
done "for any purpose in accordance with any Act of Parliament or any regulation 
made thereunder that authorizes its disclosure." Nor would it be "for the purpose 
for which the information was obtained or compiled by the institution or for a use 
consistent with that purpose", as required by paragraph 8(2)(a) of the Privacy Act. 
Accordingly, I believe that CSE's disclosure of un-minimized CII to Second 
Parties did not comply with the Privacy Act 


CSE's Department of Legal Services 
Solicitor-Client Privilege


Solicitor-Client Privilege 


CSE acknowledges that it failed to comply with the Metadata MD, 
'Solicitor-Client Privilege 


Solicitor-Client Priv 


The legal landscape concerning metadata in Canada, as well as in the' international 
context, is evolving. For example, Canada's Protecting Canadians from Online. 
Crime Act (Bill C-13) came into force in March 2015. Amendments to the 
Criminal Code brought by this Bill create a new type of warrant in order for law 
enforcement agencies to obtain transmission data (i.e. metadata) by means of a 
transmission data recorder if there are reasonable grounds to suspect that an 
offence has been or will be committed. Also, the Supreme Court of Canada found 
in R.. v. 4)encerl° that anonymity may be the foundation of a privacy interest that 
engages constitutional protection against unreasonable search and seizure. Finally, 
there is also international awareness of these issues.. in June 2015. the independent 
Reviewer of Terrorism Legislation in the U.K, David Anderson Q.C., published 
his Report of the Investigatory Powers Review, entitled "A Question of Trust." 
Key recommendations dealt with the collection by security and intelligence 
agencies of communications data (i.e. metadata) in bulk as well as authorizations 
to collect communications data in bulk. 


i° 2014 BCC 41. 
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Considering the above, I am recommending to the Minister of National Defence 
that the National Defence Act be amended in order to clarify CSE's authority to 
collect, use, retain, share and disclose metadata. 


CSE has been candid, forthcoming and cooperative throughout this process. I am 
pleased that CSE took proactive measures to limit non-compliance, by suspending 
the sharing of metadata with its Second Party partners, and, that it is committed to 
ensurin that minimization processes function properly prior to the resumption of 
sharing metadata. 


My office continues to consider this matter as a high priority. I will keep both of 
you apprised of any further major developments related to this matter. I remain 
available to discuss this issue further at your convenience. 


As a final note, in a broader context of MINT information sharing with allies; 
reported in my latest public annual report", in January 2015 1 met With the 
inspector General of the United States National Security Agency (NSA) to 
personally seek assurances beyond those CSE cart provide to me, that the:NSA 
respect the agreements to protect the privacy of Canadians. I am satisfied with: the 
assurance I obtained. 


Yours sincerely, 


4%.


sik;a:;• ;•- ,?*-"•: e • 


Jean-Pierre Motif& 


c.c. The Honourable Julian Fantino, Associate Minister of National Defence 
Ms. Greta Bossenmaier, Chief, CSE 


` I I submilted my public annual report to the MinisterofNational Defentelnitine 2015. It has yet to be tabled in 
Parliament. 
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securite des tel4c.nmmunicationS 


The Honourable Jean - Pierre Plouffe, C.D. L'honorabte Jean - Pierre Plouffe, C.D. 
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Our file 11 2200-102 


March 23, 2016 


The Honourable llarjit S. Sajjan, PC, OMM, MSM. CD, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, ON K1A OK2 


Dear Minister: 


The purpose of this letter is to provide you with the results of the second part of my 
review of Communications Security Establishment (CSE) use of metadata in a foreign 
signals intelligence (SIGINT) context. This review was undertaken under my general 
authority as articulated in Part V.I. paragraph 273.63(2)(a) of the National Defence Act 
(NDA) and in accordance with paragraph 10 of the 2011 Ministerial Directive on the 
Collection and Use of Metadata (Metadata MD). 


This report builds on the 2015 Review torCSE's Use of Metadaict in a Signals Intelligence 
Context (Part 1), which provided detailed background information on CSE collection, use 
and sharing of SIGINT metadata generally, and examined particular SIGINT metadata 
activities. This report examines additional SIGINT metadata activities not addressed in 
the 2015 report, including follow-up on past findings of Commissioners. A third report. 
to be completed in 2016, will examine CSE's use of metadata in an information 
technology security context 


The objectives of the review were to examine specific CSE SIGINT metadata activities. 
to assess whether the activities complied with the law, ministerial direction, and CSE 
operational policies and procedures, whether measures are in place to protect the privacy 
of Canadians, and to identify any areas for future in-depth review. 


I examined three activities: (1) contact chaining activities 
(2) follow-up on issues identified in my February 2014 report on the CSE 


Office of Counter-Terrorism (OCT) and in my March 2015 report on the 2014 
Privacy Incident File (PIF) relating to the discovery of the targeting of a Canadian 
selector by a second party partner; and, (3) network analysis and prioritization. 


P.O. Box/C.P. 1984, Station 'Ir/Succursale ,43. 
Ottawa, Canada 


K1 P 5R5 
T: 613-992-3044 F: 613-992-4096 
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I found that, during the period under review, contact chain 
were authorized and generally conducted in a manner consistent with CSE 


operational policy. However, a small number of activities raised questions about CSE 
authorities, and CSE documentation and record-keeping practices were inconsistent. 
While 1 am not fully satisfied with CSE's approach, nor with the documentation and 
record-keeping practices for all of the activities examined, I found no instances of non-
compliance with the law or with ministerial direction. I did not make any 
recommendations to address the issues and irregularities identified in this report because. 
subsequent to the cried under review. CSE suspended indefinitely contact chaining 
activities it is positive that CSE tracked and 
responded to case law developments that had implications for these metadata activities. 


Prior to its decision to suspend these activities, CSE did not meet its commitments to 
address my recommendation to amend OPS-1-I 0 to reflect current practices and enhance 
record keeping. This can he explained by the short period of time between my OCT 
report and the suspension of the activities. 


While CSE has updated policy uidance on metadata anal sis for foreign intelligence 
purposes, policy on "chaining remains vague and should 
be clarified. 


CSF, has made progress to address past recommendations to implement a process for 
the handling of instances involving the inadvertent targeting of a Canadian by a 
Second Party. I accept CSE's rationale for its response to the issues identified in previous 
reviews of OCT and PIE that this report followed upon. I believe it to be important that 
policy advice on this issue be provided to operational employees as soon as possible. 


No questions were raised from my review of the authorities or policies governing 
CSE network analysis and prioritization metadata activities or of the conduct of 
those activities. 


This review contains no recommendations. 


CSE officials were provided an opportunity to review and comment on the results of the 
review. for factual accuracy, prior to finalizing this report. 
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If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


tAean-Pierre Ploutre 


c.c. Ms. Greta, Bossenmaier, Chief, (.SE 


Enclosure 
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I. AUTHORITIES 


The review was conducted under the authority of the Communications Security 
Establishment Commissioner as articulated in paragraph 273.63(2)(a) of the 
National Defence Act (NDA), and in accordance with paragraph 10 of the 
2011 Ministerial Directive: Comnnmications Security Establishment Collection and Use 
o Metadata (Metadata MD). 


II. INTRODUCTION 


The Communications Security Establishment (CSE) defines metadata as: "information 
associated with a telecommunication to identify, describe, manage or route that 
telecommunication or any part of it as well as the means by which it was transmitted, but 
excludes any information or part of information which could reveal the purport of a 
telecommunication, or the whole or any part of its content."' 


CSE collects, uses and shares foreign signals intelligence (SIGINT) metadata from the 
global information infrastructure under the authority of paragraph 273.64(1)(a) of the 
NDA. SIGINT metadata activities are further guided and constrained by the 
Metadata MD,2 as well as by CSE's operational policies.3


CSE collects, uses and shares SIGINT metadata for specific purposes in support of its 
foreign intelligence acquisition program, including to gain a better understanding of the 
global information infrastructure. CSE acquires SIGINT metadata from a variety of its 
own collection sources as well as those of its international partners, and sometimes 
receives disclosures of metadata from domestic partners. 


Ministerial Direc►ive: Communications Security Establishment Collection and Use iof Metaddra, 
November 21, 2011, section 2(a). 
2 The November 21, 2011, MD to the Chief, CSE sets out the Minister of National Defence's expectations 
respecting CSE collection, use and sharing of metadata in the conduct of foreign► intelligence activities. 
Included in the ME) is a statement that activities undertaken pursuant to the MD are subject to review by the 
CSE Commissioner. 


Currently, CSE policy OPS-1-16, Policy on Metadata Analysis Ibr Foreign Intelligence Purposes, 
January 7, 2016. 
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According to CSE policy, SIGINT may use metadata for the following purposes:4


• contact chaining;5


• network analysis and prioritization;6


• identifying new targets and selectors; and 


• monitoring Or identifying patterns of foreign malicious cyber activities. 


Rationale for conducting this review 


The collection, use and sharing of metadata are important activities for CSE. To ensure 
compliance with legal, rn;nsterial and policy requirements, specific controls 71aced on 


;;Iclut lint the Memdata MD. Non-con; Ounce while conducting Uiese 
activities could have a significant impact on the privacy of Canadians. 


Reviews by the Commissioner's office of CSE foreign intelligence activities generally 
include exainination of CSE metadata activities and, sine(' 2006. a number of reviews have 
focused in large part on CSE's collection, use and of SWINT metadata. 


This report builds on the 2015 Review of CSF 's Use r)f Aitqadata in a Signals .,nee 
Context (Part 1) (our file: It 2200-86), 0..iliclipru dci,a,kied 11.0uad infori-L;Lti.,[1 on 
CSE collection, use and sharing of SIGINT metadata genLtally, and examined particular 
SIGINT metadata activities. It examines additional SIGIN'i nietadata activities not 
a&rssed in the 2015 report, including follow-up on past isildirngs of Commissioners. 
A third report, to be completed in 2016, will examine CSE's use of metadata in an 
information technology (IT) security context. 


4 CSE policy OPS-1, Protecting the Privacy gfe(113(1thaf7,5 and Ensuring legal Compliance in the Conduct 
of CSE i.: • Decer,Iaer 1, 2012, section 3.6. 


. :I _Lining refers to the method developed to enable the analysis, from information derived from 
met )(W;, . communications activities or patterns to a profile of com-1)01!catious cor..:acts of various 


i.•% of interest in relation to the foreign intelligence priorities of Government of Canada, 
int ;:.1,1:i14 contacts to or fro:'i the ,;e envies, the frequency of these contacts, the number of 
tin are attempted or made, the tinie rcriod over which these contacts were attempted or made, 
as ',veil as othcr acti‘ ides aimed at mapping the communications of foreign entities and their networks." 


:)i , 8.4) 
"tN.L•ty. ilriJ. sis and prioritization refers to the method developed to understand the global information 


from in order identify :Ind determine 


teit,_!omtritiiiiciii oil, l ink, 1,, .:?-ror:,z -it of C.tnElca int,..:111acn or]ties. This 
involves thk: Nem ir.cal'on or the 


dctetnnitation of ih the Licu.riniriatioli • f the 


(//•ii(L at section 8. 16) 
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III. OBJECTIVES 


The objectives of the review were to examine specific CSE SIGINT metadata activities, 
to assess whether the activities complied with the law, ministerial direction and CSE 
operational policies and procedures, to assess whether measures arc in place to protect the 
privacy of Canadians, and to identify any areas for future in-depth review. 


IV. SCOPE 


The Commissioner's office examined specific CSE SIGINT metadata activities, namely: 


1. contact chaining activitie 


2. issues identified in the Commissioner's reports on CSE's Office of Counter-
Terrorism (OCT) (February 2014) and in the 2014 CSE Privacy Incidents File 
(March 2015) relating. to the discovery of the targeting of a Canadian selector by a 
second party partner: and 


3. network analysis and prioritization. 


V. CRITERIA 


The Commissioner's office assessed whether CSE's use of metadata in a SIGINT context 
complied with the law and protected the privacy of Canadians in the context of the 
Commissioner's standard review criteria. 


A) Legal Requirements 


The Commissioner expects CSE to conduct its activities in accordance with the NDA, the 
Canadian Charter of Rights and Freedoms, the Privacy Act, the Criminal Code and any 
other relevant legislation. The Commissioner examined Department of Justice Canada 
legal advice received by CSE in order to inform his assessment of whether CSE 
conducted its activities in compliance with the law.8


The Second Parties are CSE's four SIGINT partners: the United States' National Security Agency. the 
United Kingdom's Government Communications Headquarters. the Australian Signals Directorate. and the 
New Zealand Government Communications Security Bureau. Collectively with CSE, they are referred to as' 
the Five Eyes. 
s If legal advice given to CSE is shared with the Commissioner's office, this is done on the understanding 
that the sharing by CSE of information that is subject to solicitor-client privilege does not constitute a 
waiver by CSE of its privilege. 
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B) Ministerial Requirements 


The Commissioner expects CSE to conduct its activities in accordance with ministerial 
direction, following all requirements and limitations set out in a ministerial authorization 
or directive. 


C) Policies and Procedures 


The Commissioner expects CSE: 


i) to establish appropriate policies and procedures to guide its activities and to provide 
sufficient direction on legal and ministerial requirements, including the protection of 
the privacy of Canadians; 


ii) to ensure its employees are knowledgeable about and comply with the policies and 
procedures; and 


iii) to maintain the integrity of the operational activities by applying an effective policy 
compliance monitoring framework to its activities, including appropriately accounting 
for important decisions and information relating to compliance and the protection of 
the privacy of Canadians. 


VI. METHODOLOGY 


The Commissioner's office reviewed relevant CSE records, conducted interviews with 
CSE employees, and received briefings on specific CSE activities in order to assess 
compliance with legal and ministerial requirements, as well as associated policies and 
procedures. The Commissioner's office also reviewed written responses provided by CSE 
to questions raised during the course of the review. This included the examination of 
documents such as CSE policies and procedures, administrative records, and legal advice 
from the Department of Justice Canada. 


VII. BACKGROUND 


In the summer of 2013, the Commissioner's office started a comprehensive review of 
CSE's use of metadata in the context of both its SIGENT and its IT security activities. 
This review was planned prior to the unauthorized disclosures of classified information 
initiated by former U.S. National Security Agency (NSA) contractor Edward Snowden. 
Subsequent to the disclosures, the high public profile of metadata activities underscored 
the utility of such a review. 


Darin the course of the review. it became clear that, to be timely, the volume and depth 
of information to be examined and assessed required the Commissioner's office to 
prepare more than one report. Initially, we decided to prepare two reports on CSE 
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SIGINT and IT security metadata activities, resrectively. However. after beinf_, informed 
by CSE that it did not properly 'minimize Ca:la,iLu1 identify information cont., iae,I in 
eerla'n metadatu prior to it t)eing lutred Al-. second part) partners, we de,. la ICher 
divide, the S component into two reports. The Commissioner's ih'nis, 11. r, • 


U.s. • of Aleia.J , ti in a Signals Intelligent,' Context (Part I) — provided to ihk'  Ln. of 
in March 2015 and 6111r.marized in the Commissioner's :0 5 


public ann lid report — examined CSE SIGINT architecture relating to metadata and 
minimization deficiencies in shared metadata. It contains detailed background 
intOrination, including on: what is tr 'tadatzt... how Csr. uses it in a MINT context; how 


onliects nieuic.i...tia; where it is e.t.a- d; how it iik.:z‘-;ssed; how it i. shared; rehi .ed 
tools, sysi:mis and databases; and incasures in place to protect the privAcy of Canadians. 


Much of tiis background is applicable to the activities described below, but will not be 
repeated in whole in this report. 


This second report on CSE SIGINT metadata activities addresses elements that were set 
aside during the first review in order to fully explore the incidents relating to metadata 
minimization. 


Contact Chaining 


CSE operational policy OPS-1 provides that, in accordance with the Metadata MD, CSE 
may search metaeata for the purpose of pnividir in.frrrnation or intelligence about 
the capabilities, .,iitentions or activities of a foreiga individual.. organization, 
terrorist group or other such entity as they relate to international i. ffairs, defence or 
security. Contact chaining is one teelmique that a SIGINT analyst may use to identify nd 
document the communications actin tics or patterns of an entity of potential foreign 
intellig,enee interest. 


till (!oli at contact chaining act iv primarily through a too: 


in which 
undertaking the activity. 


.11


Co!)-lat_s! cha!ii  eon& 
iy st does not need to seek approval prig: 
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During : ' sunder re \ policy. OPS-1-10, Procedures data 
(June 25, 2010), prni.tit ....s0 cirert ion on the 


s, .t ,tduct etadata arta F 1 — in pursuit of f:.)rei intelliger_ce 
cc>rcii OP°•:.-1-1 ), analysts could seek approval for 


a hair. it': there were reasonable grounds to 
liNit the analysis \\ -t.-ailt. i itjot -.11.t(.01-1 intellitietice t-octut the cap. 


in-L_€ _{0r., or actions of foreigii at: the expected foreign iniciiigen.ce would cc rrttspond 
to a Government of Canada intelligetice requirement; and other avenues of foreign 
intelligence target development hadb,.-en considered. Authorization required a form to be 
approved by five different super\ti tors and managers responsible for operations, policy 
anti overst!,i.lit, and cuinhlatihs, in sign-,ti" . by the Director General, Intelligence 
(,DUI). . he form to include: tk: intelli rctli priority the analysis -is expected 
to satis and a detailed rationale outlining 
why the had reasonLble ground! to 1:147.1ic-, the activity would lead to 


nce.With -9pproval, an analyst could V.1., 1 id suetl ctntact chains for up to 
hmt had he is {..oiculkd at {!11::,. tile date cif' -trovd. 


CPS-1- c rriihicd ,ad,ifasecoii


010 :fact 
provides detailed 'background information on this 


Solicitor-Client Privilege 


" sos directly led to arother 


2017 01 05 AGCO294 11 m ')•1 
A-2017-00017--04126 







TOP SECRET // SI // CEO 


Network Analysis and Prioritization 


The c.:ticlucts network analysis and prioritization 
acti-, • i fy a. ci eh .1'..:lecommunication links of most to meet 
Government of Canada frweilli intelligence priorities. '° Network analysis and 
pric tization actiNit ovemed by OPS-1 and the Metadata MD, including 
associated requirenicr,',„s to protect the privacy of Canadians. 


ctivities 


1{1 The 2.0,J9 Review of Recommendation No. I from the January 20.0\ Prview 
Mc:. • 1:a•f f 


Priu.i .:14.: ; ivities provides 
Cfeta, i oh 11 : 5C 1'.ct:VI:10S. 


Isn cc::_.: cs t-7:1(.11\: dul „. 
1 his tv,ults in 


r;.)1 ,1 ' 


cs. 
drviirksh 2ci 1 ,1 1. pro vide; c‘ indance oil : rincs 


-aria as !HI twirration 
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VIII. FINDINGS 


1. Contact Chair& 


Finding no. 1: Contact Chainit, 


During period under review, contact chain 
authorized and gem:rallv cor.citict ,..•d in a inatirkT tent ,,vith 


.policy; however, a :inia!I number of activities raised questions 
abe CSE authorities, and CSE documentation and record-keeping practices 
were inconsistent. 


The Con- net' :office examined all of the.contact chains 
that were conducted from November 1. 20 I 2. to .tic tor,: 2013. 


The activities pertained to a number of different !;reign intelligence target sets and were 
carried out by analysts from several different operational areas under CSE's DGI. 


Conn =Isioner's office found that the contact chains 
ere authorized and generally conducted in a manner consistem 


It is positive that forms and other records demonstrated that CSE managers within the 
Directorate Genera i of Policy and Communicall 'i (DOPC) exercised a robiil,!. 


procL i, for rec. . : .or contact chaining act t .2S 


IP! rujected a number of requests 
r things. (. might be perceived to be directing an 


activity at a Canadian. In other cases, DGPC required a stronger rationale to be provided 
prior to approval. 


However, the Commissioner's office questioned CSE authorities relating to two of the 
activities conducted during the period under review. 


in the whether the 
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pursuant to 
ander paritt,ff:iph 273.64 "1 )(a) of .t ol I s ma AO or 


•.:ph 273 X'. " 1 of the NDA. (part (c) of ree, 
conta!ny., both ps 
the san i WOrk. 


One record tv.o dis.- .o$ure under part (a) of CSE's mandate re..I.a t 
`'foreign intelligence,IRRELEVANT 


IRRELEVANT 


The Commissioner's office also observed two other irregularities that occurred in exigent 
circumstances. 


In the first case. CSp urndertook a contact chain 


When ommissioner'• ;1; eo 
tinder part (c C'SE's mand indicated tn 


Oat 


A.ceordim2. to CSE 'this Into,, nit101! Vati notused by C. St.!: 
e individual lull:sell- and "if this no., such an urgent


ed the message 
•• 1 -


12 A number of reports of the f.'s , 1-.m i:”ioner have directly addressed CSE authorities under parts (a) and (c) 
of its r. ...-alate ant: ,..J,nr.a(.1 c ha: iii1;2. Nu/ (RCM; 


.1 tri;: Ione ' ?Nil: t4,:,


AletUdal a, 1 it if 2005 (Januar: 1..Ji f t: I 


(January 200E). and A Review oaf 
(December 2010). Subsequent  to iCE LELICSt -1 2007. a forniel ( SF 
suspended all conta.:-. }Cic, h'4. : 2 10 S. CSE 
reswned ittese at.a s chapIL., the eta luct i: 1 the aclivitit!• . n.adli , :he 


.a. %L` pri! 11hilniM 


rt.st" 


IRRELEVANT 
IRRELEVANT 


e-mail from CSE External view. 
" The tn I I isioner's February 2014 Review of the Activities of the (Vice of Counter-Terrorism identified 


,1,!14:i..!ticy is described in detail in the Commissioner's February, 2014 OCT report. 
IS 1 . 1 


r : , cress to follow to meet inforul!!1 'on needs - . ! -• , r!bcd in detail in the Commissioner's 
Feb ;-: 2014 (1 the Activities of the of Counter,-Teriwrisin. 
17 May 22, 2015, e-mail from CSE External Review. 
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In another case, an a ht per, „i(..11 0 query 


the 
key for such a query. . •st soup! ,4t :n- • the SWINT 


Programs Oversight and Compliance section (now - and Review), 
which recommended following the approval and tracking process in OPS-I -10. 


In addition, the Commissioner's office found ti! it 
practices relating to contact chaining activities 
were inconsistent. 


and !-ccortj-kee 


Several files contained no record of the results of the activities, contrary to O.PS-1.-I 0. 
When asked about this, CSE responded that, in some cases, no results were obtained. 
In such cases, however, CSE policy requires analysts to record a "nil" response in the file. 


While the Commissioner's office is not fully satisfied with CSE's approach, and 
documentation and record-kecninp nn.letices for all of the contact chaining activities 


examined, we four• . no instances of non-compliance 
lays• e!' v: ,,ireclion. The Comrfis - oner's office is nct mak irg any 


recommendations to address the issues and irregulaiH tie:-; identified in this rcport because, 
suhse..luen , the pc-I ,,xlunge ,•, s aspcnded indefinitely its contact chaining 
acti., 1 it 1•10!.itiN: that CF, I7 tracked and 
respooLled to case de', that [ -:dd implications for these metadata activities. 


Prior to its decision to suspend the activities, CSE did not meet its commitments to 
address the Commissioner's recommendation to amend OPS-I -10 to reflect current 
practices and enluniee record keeping." This can be explained by the short period of time 
between the Commissioner's OCT report and the suspension of the activities. CSE also 
did not finish irre:Iernenting all of the recommencii i.ions of its Directornie of Audit, 
Evaluation and Ethics audit of contact chaining (July 2011). 


Finding no. 2: Contact Chainir 


lc 2011. 


co nniianc


:;Auet t to the indefinite suspension of contact chaining activities 
formal policy guidance regrndir. "chainiiw 


rein ins vague and should be clarified. 


(.1fAudit, Evaluation and Ethics' olld it of ce tAct 
oted -11,a -instructions on nin


v urticulna. i a policy a 11 orcier ,,Tsure li.0ics, 
e..:ommended that CSE clarify thc pot on "choral! 


on.nissioner's .)14 Review of the Activities qf the Cylice pi Caw e: r. 
`Ilrectorate of Audit, Evaluati...,n and Ethics, Audit of Contact Chainfrg 


Jul-, 1 . page 9. paragraph 3,2.1. 
2() ibid. at 15. 
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Although CSE accepted the recomtrenii--. i from the audit, ir. ' ----1 OPS-1-10 when 
it - , opped contact chaining activili - (SE worked 
on anew pol icy document, OPS-1- . pro ,,ik. c tr .)clated guidanc , i rits. CPS-1-16 
was prom iip,ii.ed in January 2016. Therefore, during the period under review. there was 
insufficient policy guidance regarding - chaining Formal 
guidance is now available, but would benefit fro; i -tirthcr clan cation. 


In response to a question about what impact the 
activitlos other than contact chaining 


During the :leriod under review, CSE practices relating to "chaining 
,.v ere varied and guidance was informal and provisional. 


21 had on 
acted: 


CSE provided the Commissioner's office with internal CSE correspondence regarding 
this practice. lin one inL,•nager oti.fed his team to cease all manual. 
cort7.7. chair .Another e-mail bet 


am Rind distinctit-?as DC an analyst manual! v 
and a machine automatically doing so..24


With the cancellation of contact chaining 
policy guidance on whether and ‘vhcil "chaining 


rdnains permissible. Section 3.7 of operational policy 013S-1-
! laces err-, the prohibition against vitiating chaining activities 


on the principle that ahaivsts are not to construct an automated to
Aich. a ‘k .7' as rca 


rn prohibit an eomact tradccrtft from chai 


,. that it pro', .de training or and the The. new 
policy. It also noted that, like with other policies, interpretation a',-,sistance is readily 
available to analysts through consultation with internal policy compliance groups. 


Subsequent to discussion with rnissi er's ins of the view that 
policy guidance regarding :i ini vague and should 
be clarified. OPS-1-16 r'crtofh limn addition,' Lill \.\1- ,:it is and isn't 
permissible; including details contained in the written explanations provided to the 


2:pra, p.6. 
a.t. 22, 2015, e-mail from CSE External Review in response to RH 10.2 


23 ALITASt 1, 2014, e-mail from Manager, CT C.v.:rations to staff. 
• 1-1, -Y014, e-mail from Director, SIGINT Program Requirements to Director, 


I 
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Commissioner's office in the conduct of this review'' would strengthen OPS-1-16. The 
Commissioner's office will examine the conduct of these activities involving Canadians 
as part of future activity-based reviews. 


2. Issues related to the discovery of the targeting of a Canadian selector by a 
second party partner 


Finding no. 3: Targeting of a Canadian Selector by a Second Party Partner 


CSE is making progress to address past recommendations of the Commissioner 
and to implement a process for the handling of instances of inadvertent targeting 
of a Canadian by a Second Party. 


During the research hase of the OCT review, the Commissioner's office observed a 
screenshot in th database indicating that a Canadian telephone number was 
being targeted 26 Follow-up investigation revealed that CSE had no specific 
policy in place for an analyst to follow i f the analyst discovers that a Canadian is being 
targeted by a Second Party. The Commissioner recommended that CSE should 
promulgate guidance to codify its practices to address such cases, including notification 
to the Second Party to desist from such targeting and keeping a record of such cases. The 
Commissioner indicated that he would monitor developments. Similarly, in his 
March 2014 review of CSE's Privacy Incident File (PIF) for calendar year 2013, the 
Commissioner recommended that: 


Because of the enhanced potential of the violation of the privacy of a Canadian if 
a Second Party targets that Canadian... CSE [should] request second party 
partners to confirm de-targeting of Canadians, and indicate in the PIF whether the 
Second Party has confirmed that it stopped targeting that Canadian. This measure 
will enhance the protection of the privacy of Canadians and support you as 
Minister of National Defence in your accountability for CSE. 


CSE is making progress to address these recommendations. 


In May 2014, CSE issued SPI-6-14, Responding to Inadvertent Targeting Incidents, a 
SIGINT Program Instruction. According to CSE, while it is focused on incidents of 
inadvertent targeting by CSE, the same principles generally apply to cases involvirg. 
inadvertent targeting of a Canadian by a Second Party.21 SPI-6-14 requires CSE 


to investigate whether a second party partner has targeted a Canadian 
selector originally discovered to have been inadvertently targeted by CSE, and to ask the 
partner(s) to stop targeting the selector, if required. CSE indicated that it has no plans to 


25 February 12, 2016, e-mail from CSE External Review entitled "Review of CSE's Use of Metadata in 
MINT Context (Part 2)— preliminary comments on draft report dated 4 February 2016." 


Although the Second Parties pledge not to direct activities at each other's citizens, they are sovereign 
nations and may derogate from their agreements, if it is judged necessary for their respective national 
interests. 
27 July 22, 2015, e-mail from CSE External Review in response to RF1 14.2. 
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revise operational policy to specifically address this subject. It will. however, 
communicate policy advice to operational staff through training, and may provide further 
direct guidance to employees, as needed. The Commissioner's Office believes it to be 
important that this policy advice be provided to operational staff as soon as possible. 
Also, in May 2015, CSE's Director of Disclosure, Policy and Review sent letters to 
liaison officers from each of the second party partner agencies, informing them of CSE's 
new approach to cases involving inadvertent targeting of a Canadian by a Second Party. 
The letters outlined CSE's existing practice of requesting de-targeting of Canadians or 
persons in Canada when inadvertent targeting is discovered. and stated that CSE would 
begin to also request confirmation by the Second Parties that, subsequent to a request, 
they had in fact ceased any inadvertent targeting.'-8


The Commissioner's office conducted a further investigation of the specific case 
discovered during the OCT review involving the targeting of a Canadian person 


Contrary to the Commissioner's recommendation, in this case. CSE did not advise 
its second party partners to desist from targeting the Canadian. CSE indicated it had not 
done so because of the amount of time that had elapsed and that the risk to the privacy of 
the Canadian may be greater if it was to draw attention to the matter.24 The 
Commissioner's office accepts this rationale in this particular situation. 


In response to a request by the Commissioner's office, CSE• determined that the Canadian 
was referenced in reports produced between December 2010 and July 2013, 


reports produced between 2010 and 2012, report from 2011, and 
report from 2012. Following an internal investigation, CSE retroactively included 


this detail in its PIE for calendar year 2014. 


One of the PIE entries related to these incidents explains that the foreign cell phone 
number of this Canadian was inadvertently targeted by CSE from October 22 to 
November 3. 2010. When CSE discovered that the cell phone was being used by a 
Canadian., the same OCT analyst who originally had targeted the number then de-targeted 
it, and made a note not to target that number. CSE assessed that it is 
unlikely that any of the second party reports relating to the Canadian were based on 
communications of the Canadian intercepted by CSE, since the reports appear to be based 
on communications intercepted outside the brief period of time when CSE was 


IRRELEVANT 


is the cover name for CSE's target knowledge database ft contains information from 
a variety of sources populated by 001 analysts respecting forei ,n entities of foreign intelligence interest 
to the Government of Canada and associated selectors links CSE's target knowledge with 
selectors. In addition to containing a target knowled e database, provides a targeting tool. 
that DGI analysts use to submit selectors or vat ation and targeting. 


permits 001 analysts to monitor the status of any selector for which they are responsible 
(targeted or not). 
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ri ing the Canadian. The Commissioner's office reviewed 91 Er:: ports 
and 's assessment. In addition, the Canadian's identity 'vas 
supressed i, ales die reports in a manner consistent with CSE and second party pulieies. 


3. Network Analysis and Prioritization 


Finding no. 4: Network Analysis and Prioritization 


Netv ciric analysis and prioritization activities remain critical to the execution of 
CSE' s. lOreign signal., intelligence mandate. 


Last year's first report on CSE's use of metadata in a SIGINT context outlined in detail 
the Commissioner's investigation into a particular set of activities that fall wil il;n network 
analysis and prioritization. The Coulimssioner concluded that these IP pro and 
behavioural analytics activities were conducted in compliance with the law. 


I 


In the 
CST:' s 
gP.ps CSL' 
The is t 


LirLS 


1S cd 


t -!irnissioner's office further examined the activities of 
:,,ection of CSE collaborates with the DOI to analyze 


rrom - 


which coordinat ibl1ow 011 


The Commissioner's office was satisfied with the information provided by CSE. We have 
no questions aboat the authorities or poiicic.,. povcrning network aaalysis and 
prioritization activities described in the background section of this report. 


IX. CONCLUSION 


This report builds on the 2015 Review of CSE Iv Use of Aletadata in a Signals intelligence 
Cot1iCV (Part 1), which provided detailed background information on CSE collection, use 
and sharing of STCHNT metadata generally, and examined particular SIGINT mendata 
activities. This report examines additional MINT m.etadata activities not addre!,.sed in the 


In 20:16 .20.17, the Col S plan' t to and •e. ti. 
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2015 report, including follow-up on past findings of Commissioners. A third report. to be 
completed in 2016, will examine CSE's use of metadata in an. IT security context. 


The objectives of the review were to examine specific CSE SIGINT metadata activities, 
to assess whether the activities complied \vit.. ; 'Ile law, ministeyial direction, and CSE 
operational policies and procedure,. \ \11..Thcr. ; -;e. .;ares are i s place to protect the privacy 
of (,:' ;.iadians, and to identify any ii cat fur Ito ore in-depth review. 


The Commissioner's office examined three activities, namely: 


1. contact chaining activities 


2. issues identified in the Commissioner's reports on CSE' s OCT (February 2014) 
and in tl,. 2014 Ci31. .PIF (March 2015) re7ming to the discovery of the targeting 
of a Canadian selector by a second party partner; and 


3. network analysis and prioritization. 


The Con.s.€ni ,:'. n _ _ s sk..ittnti that, during the period under review, contact chains 
isaithorized and generally conducted in a 


= Iii , ! iit ;CST'. operationJ policy. llov,ever, a small number of activities 
ons about CSE authorities, and CSE doeumentation and record-keeping 


practice: were inconsistent. While the Commissioner's office is not hilly satisfied with 
CSK approach, nor wit;: the docinitenialich practices for all of the 
cola; let chaining activities CN zimined, we found no 
instLi i.ces of non-ccir„pii;.: icc with the law or initi teri,-ti direction. The 
Commissioner's office (loes not make any recommendations to address the issues and 
irregularities idea , 1;.. this report because, stibsei_luent view, 


ely contact chaining .:na ies 
h is e that ('N;- tracked and responded to case law 'le \.clopmerits that 


.:Lions for III metadata activities. 


itlent to the it finite suspension of contact chainid activities 
poicy guidance regarding "ehainti 


1.1e and :;:iould be clarified. 


The Commissioner's office found that CSE is making progress to address past 
recommendations of the Commissioner and to implement a process for the !candling of 
instance- of inadvertent targeting of a Canadian by a Second Party. The Commissioner's 
off cc accepts CSE's rationale for its response to the issues identified in previous reviews 
of C.71: OCT and PIF that this report followed up on. The Co; a al iii oner's Office 
belic ;es it to be important that policy advice on this issue be provided to operational staff 
as soon as possible. 


The Commissioner's office has no questions about the authorities or policies governing 
CSE's net‘anrk analysis and prioritization metadata activities or about the conduct of 
those activities. 
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This review contains no recommendations. 


Annex A is a list of findings. Annex B is a list of interviewees. 


Jean:Pierre Ploug , Commissioner 
4./ 
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ANNEX Findings, 


Finding no. 1: Contact Chaining 


During the period under review, contact chail—; ere 
tj.iorized and geLcrally conducted in a mariner consistent CSE rloicy; 


ho:,Ircv,;:, a small number of activities raised questioas CSE authorities, and CSE 
documentation and record-keeping practices were inconsistent. 


Finding no. 2: Contact Chaining 


'went tc the indefinite suspension of contact chaini 
policy guidance regarding "chainin 


.- ague and should be clarified. 


Finding no. 3: Targeting of a Canadian Selector by a Second Party Partner 


CSE is making progress to address past recommendations of the Commissioner and to 
implement a process for the handling of instances of inadvertent targeting of a Canadian 
by a Second Party. 


Finding no. 4: Network Analysis and Prioritization 


Network analysis and prioritization activities remain critical to the execution of CSh's 
foreign signals intelligence mandate. 
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ANNEX B — interviewees 


The following CSE employees provided information or facilitated the review: 


Manager, External Review 
Senior Review Advisor, External Review 


Access Analyst, Office of Counter-Terrorism 


Team Leader 
Analy 


Managel., 


I 
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