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• Chief to make introductory remarks 
• The objective of this briefing is to provide you with an overview of: 


• Who we are, 
• What we do and why, 
• How we do it, and 
• How we protect the privacy of Canadians in our activities. 
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The Privacy and Interest Protection Team (D2A) will assume the duties associated with "Privacy Protection", e.g.: 
Management of PIF and MPER 
Managing exceptions to standard guidelines (e.g. naming, targeting) 
Canadian status (citizenship and Permanent Residence) verifications 


Policy Management team (D2B) will assume responsibilities of a policy interpretation, guidance, awareness and 
concurrence nature e.g.: 
Responding to questions requesting clarification on policy interpretations, etc. 
Develop training and awareness programs on CSEC ORG and OPS policies (including annual OPS-1 Quiz) 
IRRELEVANT 
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What We Do 


D2A: Privacy and Interests 
Protection Team 


... is responsible for ensuring that CSE 
protects the privacy of Canadians and Rue 
Eyes entities in its activities, as well as CSE 
reporting and equities 


This means that 02A: 
• Liaises with Five Eyes policy and privacy 


protection centres 
Manages exceptions to standard practice 
for naming and targeting 
Verifies Canadian citizenship and PR status 
Manages the Privacy Incidents File 


• Conducts Mistreatment. Risk Assessments 
• Manages the CII release process 


Coordinates action-on and sanitizatlon 
requests 


CERRID 9457545 


D2B: Policy Management 


... is responsible for drafting and interpreting 
CSE-wide policies and ensuring policy 
compliance 


This means that D2B: 
• Reviews and updates operational and 


organization policies 
Responds to questions on how to apply 
CSE's policies 


" IRRELEVANT 
• Delivers training on OPS and ORG policies 
• Conducts sensi-checks for Five Eyes 


partners 


The Privacy and Interest Protection Team (D2A) will assume the duties associated with "Privacy Protection", e.g.: 
Management of PIF and MPER 
Managing exceptions to standard guidelines (e.g. naming, targeting) 
Canadian status (citizenship and Permanent Residence) verifications 


Policy Management team (D2B) will assume responsibilities of a policy interpretation, guidance, awareness and 
concurrence nature e.g.: 
Responding to questions requesting clarification on policy interpretations, etc. 
Develop training and awareness programs on CSEC ORG and OPS policies (including annual OPS-1 Quiz) 
IRRELEVANT 
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PM and Cabinet: -c- - i et Direction 


Government Priorities - Goverr me it i ei.itigence Prior ilia, 


• Ministerial Directives Minister • Ministerial Authorizations 


ional Policies 


Chief, CSE .- Operational Approvals 


.': .i 'Meal Pr%xerintes 
i ,-, -r, i .1 • kiss-based approvals and management monitoring 


• 1. it ,f, aviiiriln,:si and privacy; internal audit anti review 
• In-house legal advice from Department of Justice lawyers 
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Parliament: Legis ation 
•CSE operates within all Canadian laws, including the Charter of Rights and Freedoms, the National Defence Act, 
the Criminal Code, and the Privacy Act. 
•The NDA defines foreign intelligence as information about the capabilities of a foreign individual, state, 
organization or terrorist group, related to international affairs, defence or security, and provides the broad 
parameters of what CSE is allowed to do, including important limits on CSE's activities. 


• Notably, CSE's activities cannot be directed at Canadians and CSE must have measures in place to 
protect the privacy of Canadians in its activities. 


•The Privacy Act also applies to how we collect, use, retain and disclose personal information. 
•In addition, executive-level oversight provides essential constraints and restraints on CSE's activities. 
•Each level of the triangle is a further, and appropriate, constraint on the organization in order to ensure that 
our activities are appropriately focused and in compliance with the law. 


PM & Cabinet: Government Priorities 
•At the strategic level, the Prime Minister and the Cabinet identify the Government's intelligence priorities. 
•Under the NDA, we are only authorized to collect foreign intelligence in accordance with what the identifies as 
its Fl priorities. 


Minister 
*These intelligence priorities are communicated to CSE by the Minister of National Defence through a 
Ministerial Directive. 
•The Minister provides Chief, CSE with written instructions on how he is to carry out his duties and functions 
and those of CSE through Ministerial Directives. These can range from operational and legal issues to 
administrative matters and often include annual reporting requirements. The MD on the Privacy of Canadians 
provides general direction on how CSE must protect the privacy of Canadians when fulfilling its duties. 


• CSE is currently reviewing this MD to ensure it is sufficiently robust. 
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•In addition, Ministerial Authorizations are required to authorize activities where there is a 
risk of intercepting private communications —that is communications that either originate or 
terminate in Canada and where the originator has a reasonable expectation of privacy. 


•Under its foreign intelligence mandate, CSE collects communications as they are 
transmitted on the global information infrastructure. 
•While CSE's activities are targeted at foreign entities outside Canada, it is unavoidable that 
CSE will incidentally intercept private communications and the communications of Canadians 
outside Canada. To understand why this occurs, it is necessary to understand how 
communications are transmitted. 


•While, CSE can minimize the likelihood of incidentally intercepting a private communication, 
the risk cannot be eliminated. 
•For example, even if CSE only views the traffic of foreign targets, there is still a possibility 
that a foreign target may be in communication with a Canadian or person in Canada. 


•Parliament recognized the risk of incidentally intercepting private communications and 
established the Ministerial Authorizations regime within the NDA to manage this risk. 


•Ministerial Authorizations provide the authority framework necessary to allow CSE to fulfill 
its mission in an efficient, effective and lawful manner. 
•MAs do not convey any new authorities beyond the law. 
•When an incidental intercept occurs and is recognized, an analyst will determine whether a 
piece of traffic has foreign intelligence value. If it doesn't the traffic will be deleted from 
CSE's repositories. 


•Prior to issuing a Ministerial Authorization the Minister must be satisfied that specific 
conditions have been met, including measures to protect the privacy of Canadians. For 
activities in support of CSE's foreign intelligence mandate, the Minister must be satisfied 
that: 


• The interception will be directed at foreign entities outside Canada; 
• The information to be obtained could not reasonably be obtained by other means; 
• The expected foreign intelligence value of the interception justifies it; and 
• Satisfactory measures are in place to protect the privacy of Canadians and ensure 


that intercepted private communications will only be used or retained if they are 
essential to international affairs, defence, or security. 


•Ministerial Authorizations for activities conducted under CSE's IT Security mandate have 
distinct conditions to be met, though they include similar measures to protect the privacy of 
Canadians. 


Chief & Management Control 
•The Chief then communicates the Minister's expectations and articulates how CSE is to put 
them into practice through operational policies and instructions, management oversight, and 
the approvals required for operations. 
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•Ongoing training on lawfulness and privacy ensures that CSE personnel are aware of how 
they are to respect privacy in their daily activities. 
•At the pointy end of the triangle are the activities that CSE carries out on a daily basis. 
These are reviewed by the CSE Commissioner for compliance with the law, ministerial 
expectations and CSE policies and procedures. 
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Priorities 
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Measures to 
Protect the 
Privacy of 
Canadians 


• To summarize, this is the scope for CSE activities. 


Not Directed 
at Canadians 
or persons in 


Canada 


Canada 5 


• All CSE activities must comply with relevant Canadian laws, including: 
• The Charter of Rights and Freedoms, which protects Canadians and persons in Canada from 


unreasonable search and seizure; 
• The National Defence Act, which outlines clear limitations on CSE activities; 
• The Criminal Code, which prohibits the interception of private communications; and 
• The Privacy Act, which outlines how CSE is to manage use privacy-sensitive information that it has 


lawfully acquired. 


• Ministerial Authorizations and Direction outline robust requirements for how CSE may retain and use any 
private communications that it incidentally intercepts during its lawfully-mandated activities. 


• CSE's foreign intelligence  activities must support a GC intelligence priority, as determined by Cabinet. 
• CSE must have reason to suspect that its activities will lead to foreign intelligence, as defined in the 


NDA, before it can target the communications of a foreign entity. 
• CSE's foreign intelligence activities may not be direct at Canadians anywhere or any person in 


Canada. 
• As per the NDA, a "Canadian" means a Canadian citizen, a permanent resident or a 


corporation incorporated in Canada, though organizations are afforded the same 
protections. Dual citizens are treated as Canadians and may not be targeted. 


• CSE has measures in place to protect the privacy of Canadians in the use, retention, disclosure and 
storage of any privacy-sensitive information that it acquires. I will discuss these measures later in 
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the presentation. 
• Only analysts that are trained and tested have access to the targeting database, 


which contains the privacy-sensitive information about foreign targets. 
• Finally, even when a communication has "foreign intelligence" value, CSE only 


reports on it if it relates to a Government of Canada intelligence priority, as 
determined by Cabinet. 


• CSE's IT security activities are similarly restricted. 
• CSE is mandated protects electronic information and information infrastructures 


of importance to the Government. 
• CSE must have the consent of the system owner and may only conduct activities 


where there is a risk of intercepting a private communication on GC systems. 
• CSE has robust measures in place to protect the privacy of Canadians in its use and 


retention of privacy-sensitive information. 


IRRELEVANT 


• CSE's operational policies provide guidance on how analysts are to ensure lawfulness and 
protect the privacy of Canadians in the course of the duties. 


• CSE's policies cover all aspects of operations — including targeting, collection, analysis, 
report writing, and information sharing. 
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CSE's Operational Policy Suite 


OPS-1 Series: Privacy and Lawfulness 


OPS-2 Series: Information Sharing 


OPS-3 Series: Sensitive or ECI Programs 


OPS-4 Series:IRRELEVANT 


TOP SECRET/Ai 


OPS-6 Series:IRRELEVANT Draft) 


http://wwwIcse-cst.gc.ca/resource/csec-operational-oolicies 


OPS Policy Suite is currently under review 


OPS 1 


Canada 


OPS-1, Protecting the Privacy of Canadians & Ensuring Legal Compliance in the Conduct of 
CSEC Activities 


OPS-1-1, Procedures for the Release of Suppressed Information from SIGINT Reports 


OPS-1-6, Operational Procedures for Naming and Releasing Identities in Cyber Defence 
Reports 


OPS-1-7, Operational procedures for Naming in SIGINT Reports 


OPS-1-8, Active Monitoring of Operations to Ensure Legal Compliance and the Protection of 
the Privacy of Canadians 


OPS-1-10, Operational Procedures for Metadata Analysis 


OPS-1-11, Retention Schedules for SIGINT Data 


OPS-1-13, Operational Procedures Related to Canadian Collection Activities 


OPS-1-14, Operational Procedures for Cyber Defence Operations Conducted Under 
Ministerial Authorization 


OPS-1-15, Operational Procedures for Cyber Defence Activities Using System Owner Data 
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OPS 2 


OPS-2-3, Sensicheck Procedures 


OPS 3 


OPS-3-1, Procedures for 


OPS-3-4 - Procedures for [an ECI Program] 


OPS-3-6 - Procedures for [a CEO activity] 


OPS 4 
IRRELEVANT 


OPS 5 


OPS-5-3, Write-to-Release (WTR) Procedures 


OPS-5-9, End-Product Sanitzation/Action-on Procedures 


Activities 


• Operational policies provide guidance on how to put the Minister's expectations into 
practice 


• They provide procedural principles and practices that CSEC must apply to mandated 
activities to ensure that our activities comply with legal requirements, ministerial 
requirements and management direction 


• They are organized thematically into series. 


• For example, all the Ops 1 series provides specific guidance on how CSEC needs to protect 
privacy and ensure lawfulness. Key policies in this series are: 


OPS 1: establishes baseline measures to protect the privacy of Canadians in the use 
and retention of information intercepted by CSEC 


OPS-1-1: describes measures that 


OPS-1-8: describes CSEC's policy compliance monitoring program, which 
demonstrates the legal compliance of CSEC's mission operations that might impact 
lawfulness/privacy. The policiy describes what must be monitored and assigns 
responsibility for management and oversight. 
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Protecting Privacy____ 
A privacy incident occurs when the privacy of a Canadian is put at 
risk in a manner that runs counter to CSE's operational policies 


For example, a privacy incident occurs when ... 


• An analyst unknowingly targets a Canadian or person it 
Canada 


• Inadvertently includes CII in a report 


Ar analyst releases CII to a GC partner 


• Improper access controls are applied to databases containing 
private communications or CII 


All privacy incidents must be reported to SPOC 


SPOC will notify D2A to include the incident in 
the Privacy Incidents File (PIF) 


CEF4310 9497549 
Canada 
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The NDA: 


prohibits CSE from directing its activities at Canadians or persons in Canada; and 


requires that CSE's activities are subject to measures to protect the privacy of Canadians 


• All CSE activities contain robust measures to protect the privacy of Canadians. These measures are built into 
each stage. 


• Stage 1: In terms of the "Oakes Test," CSE can demonstrate the necessity, proportionality, effectiveness and 
minimal intrusiveness of its activities. 


• Necessity: The Government of Canada requires foreign intelligence about the capabilities, activities, 
and intentions of foreign entities, including states and terrorist groups, as they relate to international 
affairs, defence or security. The NDA mandates CSE to provide the Government with this intelligence. 


• CSE's only source of foreign intelligence is the global information infrastructure. 
• CSE acquires only the information it needs to produce foreign intelligence or to protect GC 


systems or information infrastructures of importance to the Government. 
• To ensure that CSE is acquiring information in the least intrusive way possible, CSE collects 


metadata. Metadata is information used to identify, describe, manage, or route a 
telecommunication. It is not a private communication but it can have a privacy interest. 


• CSE uses the metadata it collects to better understand how communications are transmitted 
on the global information infrastructure and to identify new foreign intelligence targets. 


• Proportionality: CSE must direct its activities at foreign entities outside Canada. Any intercept of a 
private communication or a communication of a Canadian outside Canada is incidental to CSE's 
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activities. 
• Metadata enables CSE to select those communications it is authorized to 


acquire — i.e. communications of foreign intelligence value that relate to 
Government intelligence priority or those that will better enable CSE to 
protect GC networks and systems. 


• Metadata helps CSE reduce the likelihood of acquiring communications it 
is prohibited from acquiring. (i.e. two-end Canadian) 


• Effectiveness: CSE's produces actionable and strategic intelligence for the 
Government of Canada. CSE's intelligence advances the Government's foreign 
policy interests and protects Canadians — both at home and abroad. 


• Minimal Intrusiveness: Finally, there must satisfactory measures in place to 
protect the privacy of Canadians and to ensure that private communications will 
only be used or retained if they are essential to international affairs, defence, or 
security. 


• CSE's MA regime requires that it "make the case" to the Minister that these conditions are 
met before it is authorized to undertake any activities that risk the incidental intercept of 
a private communication. 


• Specifically, for SIGINT MAs, CSE must demonstrate that: 
• Its activities will be directed at foreign entities located outside Canada 


(Proportionality); 
• The information to be obtained could not reasonably be obtained by other 


means (Necessity); 
• The expected foreign intelligence value of the information that would be 


derived from the interception justifies it (Effectiveness); and 
• Satisfactory measures are in place to protect the privacy of Canadians and 


to ensure that private communications will only be used or retained if they 
are essential to international affairs, defence or security (Minimal 
Intrusiveness). 


• Similar conditions are in place for IT Security activities. 


• Stage 2: CSE has measures in place to properly protect any privacy-sensitive information 
it acquires. 


• Accountability: CSE must conduct its activities in accordance with the expectations 
set out by the Minister in the MD on Privacy. 


• CSE has a Chief Privacy Officer to provide oversight and accountability for 
how CSE protects the privacy of Canadians. 


• CSE's operational policy suite defines roles and responsibilities, including 
those related to privacy. 


• All privacy incidents must be reported to the Privacy and Interests 
Protection team, who maintains a central repository of all incidents. 


• Limiting Collection: CSE limits its collection of privacy-sensitive information by 
directing its activities at foreign entities outside Canada in accordance with the 
Government of Canada's intelligence priorities. For IT Security activities, CSE 
limits collection to GC systems and networks in order to acquire information that 
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would be harmful to networks of importance to the Government. 


• Limiting Use, Disclosure and Retention: Communications with a recognized 
Canadian angle — including incidentally intercepted private communications, 
communications of Canadians outside Canada, and communications containing 
information about Canadians — are deleted from CSE's traffic repositories unless 
analysts determine that their retention is necessary for CSE to successfully 
implement its mandate. 


• For SIGINT activities a communication may only be retained if it contains 
foreign intelligence, is essential to protect lives, or contains information 
about serious criminal activity related to the security of Canada. 


• For IT Security activities, information may only be retained if it is necessary 
to protect GC systems or networks. 


• The inclusion of personal information in CSE's foreign intelligence and cyber 
defence reports is carefully managed. CSE only discloses information that is 
necessary. 


• Information about Canadians may only be included in CSE's intelligence reports if 
it is required to understand or exploit the foreign intelligence. 


• By default, any information in a CSE report that could identify a Canadian is 
suppressed and replaced by a generic reference, such as "a named Canadian." 
Limited exceptions to this rule include situations where there is an identified 
threat to life. 


• These cases still require approval from the Chief Privacy Officer. 
• Reports with a Canadian angle must be approved by a Senior Manager at the 


Director General level or above. 


• SIGINT and IT Security reporting standards require that suppressed identity 
information is stored in an accredited suppressed information repositories. 


• Access to this repository is limited to designated personnel. Suppressed 
privacy-sensitive information obtained from allied reporting is also 
retained in these repositories. 


• Stage 3: Running the Programme 
• Accessible Policies and Practices: CSE's process for sharing foreign intelligence 


and cyber defence information is carefully managed by Operational policies, 
operational instructions and organizational policies. 


• These documents provide guidance to CSE personnel on how they are to protect 
privacy in their daily activities. These are available to staff on our internal website. 
The Corporate and Operational policy team review and update these policies as 
required. 


• Ongoing Privacy Training: CSE offers robust privacy training to all personnel and 
staff are required to re-validate their awareness of CSE's legal and policy 
requirements to protect privacy annually. 


• Senior-level Accountability: All CSE activities are subject to internal and external 
audits and reviews, including active monitoring, audit and evaluation, CSE 
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Commissioner. 
• The Minister is accountable to Parliament and Cabinet for CSE's activities. 
• The Chief CSE is accountable to the Minister of National Defence and must 


report on an annual basis how many private communications CSE 
intercepted, as well as how many of these were retained and how many 
were destroyed. 


• CSE also maintains an internal audit office to review CSE activities. 


• Stage 4: Calibrating the System 
• We're working to find the right balance between increasing transparency, 


protecting national security, and managing the personal information CSE acquires. 


IRRELEVANT 


• All CSE activities are subject to internal and external audits and reviews, including active 
monitoring, audit and evaluation, CSE Commissioner. 
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4 44 Targeting: Canadian citizenship and PR Status verification 


drj!! Reporting: Contextual identifications; CII disclosure; PI F 


Protecting CSE Equities: Sanitizations and Actions-on 


Sharing: Mistreatment Risk Assessments 


Relationships: Liaison with Five Eyes 
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Canada , 
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Contact Us 


D2A: Sanitizations, Naming Guidelines, Release of CII, etc: 


@cse-cst.gc.ca 


D2B Policy Advice: 


@cse-cst.gc.ca 


CiERSID 9497549 
Canada 9 


• The CSE Commissioner is independent from CSE. He operates at arms-length from the government and 
receives his own appropriation from Parliament. 


• The Commissioner must be a retired senior judge. To date, Commissioners have been former senior judges 
from the Appeals Court (Quebec and Federal Court) or the Supreme Court. The present Commissioner, the 
Hounourable Jean-Pierre Plouffe, is a supernumeraryJudge in the Superior Court of Quebec as well as a 
Judge in the Court Martial Appeals Court of Canada. 


• The Commissioner's role is to: 
• Review CSE's activities for compliance with the law, Ministerial Authorizations and Directives, and its 


internal policies, including how CSE meets its obligations to protect the privacy of Canadians; and 
• Receive, investigate and respond to complaints about CSE. 


• In executing his duties, the Commissioner has all the powers of a Commissioner under the Inquiries Act, 
including the power to subpoena. This allows him to: 


• Examine CSE's hard copy and electronic information records, policies and procedures, and any legal 
advice received from the Department of Justice; 


• Request briefings and demonstrations of specific activities; 
• Interview CSE managers and employees; 
• Observe CSE operators and analysts first hand; and 
• Test information obtained against the contents of CSE's systems and databases. 


• The Commissioner reports directly to the Minister of National Defence. 
• He is required by law to inform the Minister of National Defence and the Attorney General of any CSE 
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behaviour that may not be in compliance with the law. 
• Produces classified reports for the Minister (typically 3-7 classified reports each year). 
• Tables an unclassified report in Parliament. 


• Since the creation of the Office of the Commissioner in 1996, there have been 74 
completed reports containing 138 recommendations. 


• The Commissioner makes a recommendation when he feels business practices should be 
improved or when a change will improve CSE's ability to demonstrate lawfulness or the 
protection of the privacy of a Canadian. 


• CSE gives these recommendations serious consideration. 
• Since 1997, 92% of the Commissioner's recommendations have been accepted. 
• All of the recommendations related to privacy and lawfulness have been implemented, 


with the exception of recommendations from the most recent report which is underway. 


• IF PRESSED ON REJECTED RECOMMENDATIONS: 
• In an instance where CSE initially rejects a recommendation, the Commissioner reviews 


the reasons provided by CSE, then assesses whether to accept these reasons or to pursue 
the issue further. This process can lead to CSE eventually accepting the recommendation. 


• For the 8% of recommendations that CSE rejected, there is no set reason or reasons why 
CSE would not accept a recommendation as each recommendation is assessed 
individually. 


• As the Commissioner's reviews are historical in nature, some of the recommendations will 
be related to issues already addressed by CSE and the recommendation is rejected as 
appropriate safeguards are already in place and the recommendation is no longer valid. 


• In other cases it could be assessed that the workload required to adopt a 
recommendation would be counterproductive and place an unacceptable strain on an 
operational area. 


• Some of the recommendations made by the Commissioner's office would have an impact 
on, or are more appropriate for, CSE's domestic or international partners and it is not 
feasible for CSE to address them as the equity involved belongs to somebody else. 


• Additional Information: 
• Examples of OCSE reviews: These are only a selection of OCSE reviews on these topics. 


There have been many others (and all classified reviews have dealt with Canadian identity 
information one way or another). 


• The key point here is that there have been multiple and repeated independent reviews 
over the years with consistently positive results: 


• Metadata Reviews: 2010 on Contact Chaining, 2009 on Follow-up to Metadata Review, 
2008 on Support to CSIS Review, 2008 Metadata Review, 2006 Support to RCMP Review 
(Phase II); 


• Protection of Canadian Identity Information Reviews: 2013 on Second Party Sharing, 
2008-2012 on Disclosure of Identities, 2011 & 2012 on Privacy Incidents File, 2009 on 
Privacy and Technology, 2007 on Client Relations Officers and Operational Policy; and 


• Information Sharing Practices Reviews: 2013 on Second Party Sharing, 2008-2012 on 
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Disclosure of Identities, 2008 Support to CSIS, 2007 Client Relations Officers and 
Operational Policy, 2006 Support to RCMP Review (Phase II). 
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calve NY macaw 
CLASSIFICATION 


Context 
• Pressures 


o SIGINT: Increasing operational pace and complexity of activities 


o SPOC: Expanding diverse policy advice and guidance required to support 
these activities 


o Constraints: legislation and ministerial direction 


o Increased level of public interest 


• Opportunities 


o MOSAiC 


o Transformational Leadership 


o Collaboration with CSIS 


CERRID 1.0053418 
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CaWO NY Man. 


CLASSIFICATION 


Goal 


• A well-documented, retrievable project plan 


o clearly linking the project to authorities and requirements 


o indicating management concurrence and control 


o describing implementation and execution 


o outlining privacy protection measures 


• Answers the questions: 


o Why 


o What 


o Who 


o When 


o How 


CERRID 1.0053418 
Canad'd 
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CaWO NY Man. 


CLASSIFICATION 


Benefits to you 


• Increased project clarity 


• Improved accountability when (not if) there is an internal/external review or 
compliance audit 


• Potential for time and money savings 


• Decreased chance of delays or stumbling blocks on subsequent project phases 


• Compliance 


o lower the risk of unintentional non-compliance 


o increase demonstration of positive compliance 


4 
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CLASSIFICATION 


Operational Context 
• All activities must be lawful 


o Parts a, b and c of the Mandate 


o Shall not be directed at Canadians anywhere or any person in Canada, and 


o Shall be subject to privacy protection measures 


• CSE can only do what it can do 


o "The Communications Security Establishment may only undertake activities 
that are within its mandate, consistent with ministerial direction and, if an 
authorization is required under 273.65, consistent with the authorization." 
NDA sec 273.64 


• Must follow all ministerial directives and authorizations 


• Must follow our own policies and procedures 


Why? 


CERRID 1.0053418 
Canard 


SIGINT is a system...dynamic and always in flux...thinking about SIGINT as a 
system is not just about the different parts, it's about how those parts interact. 


Every step is related to another. Subject matter experts need to be concerned not 
only about their particular area of expertise but in how that relates to other parts of 
the SIGINT system. 


Every activity is subject to review — from the idea, through its development, 
implementation, execution and winding up with an evaluation or a review. 


Principles for Conducting CSE Activities 


SECRET 


Cerrid # 1316 70 


Lawfulness/Privacy: 


Activities are in accordance with the law e.g. NDA, Privacy Act, Charter, Criminal 


Code, international law/conventions 


Activities are within CSE's mandate 


o Fl in accordance with GC Requirements, or 
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o Helping to protect systems of importance to the GC 


Authority 


Activities consistent with MDs, MAs 


Satisfactory measures are in place to protect the privacy of Canadians 


Activities are not directed at Canadians/persons in Canada 


Only relevant/essential information is used or retained 


Core values of the Public Service are recognized 


o Sharing information related to criminality 


o Protecting Human Rights 


o Placing greater importance on Solicitor-Client Privilege than private 


communications 


- Public interest 


- We have to demonstrate the above 
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calve NY macaw 
CLASSIFICATION 


Internal and External Review 
• Internal Audit and Evaluation, DAEE 


o New Audit Committee 


• External Review - Not just the CSE Commissioner 


o Others: 


• Information Commissioner 


• Privacy Commissioner 


• Auditor General 


• Official Languages Commissioner 


• Canadian Human Rights Commissioner 


• Public inquiries 


uh 


6 
CERRID 10053,118 


Canad'd 


6 


2015 12 22 AGCO227 7 rvf 
A-2017-00017--02931 







CaWO NY Man. 


CLASSIFICATION 


SPOCIs Top 10: No. 1 Purpose 


• What is the purpose/problem/intention/gap of the proposal? 


• Why undertake the project? 


• Seek clarity and focus in problem definition 


7 
CERRID 1.0053418 


Canad'd 


Be clear and specific about what you're proposing to do — What is your intention? 


Work through the fog/clouds of information so that you're really clear about your purpose so that the 
project is of reasonable scope. 


For example, 


I'd like to set up an analytical database — to do what? For whom? With what data? Data from where? 
Using what tools? Will you share results? With whom? Through a report? How will you store the data? 
How will it be annotated? When will you purge it, and how? How long will you retain it? Does it 
touch on Canada or Canadians in any way? What will the client do with the info you provide? 


However you write it up — use plain language. Write clearly so that someone outside of SIGINT could 
understand. Keep it simple. 


Simple does not mean simplistic. It does mean clear, direct and unambiguous. 
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CaWO NY Man. 


CLASSIFICATION 


SPOC's Top 10: No. 2 Authorities 


• Demonstrate a direct link to: 


o legislation — which part of CSE's mandate? 


o MAs 


o MDs —at a minimum Privacy and Accountability 


o Policy 


o Procedures 


o GCRs 


• Why? 


o Clear link to mandate informs how to proceed and satisfies need to know 
which part of mandate applies 


o Outlines a solid foundation, based in legal and policy framework, in case of 
future review 


CERRID 1.0053418 
Canada 


The CSE Commissioner has, in the past, expressed concern about knowing under 
which part of the mandate CSE is carrying out its activities. 


Solicitor-Client Privilege 


When we know under which part of the mandate we're working, we know which 
policies and part of policies apply. 


If an MA does not apply — that is, if there is no interception or interaction with a 
private communication - specify that and explain why. 


Identifying the relevant GCRs aligns the SIGINT activity with a Government of 
Canada identified intelligence priority. 
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calve NY macaw 
CLASSIFICATION 


SPOC's Top 10: No. 3 Canada 
 1,• 


• By law CSE is prohibited from directing its activities at Canadians or any person in 
Canada 


• If your proposal in any way, shape or form touches on Canadian persons or data, or 
any person in Canada, you must talk to SPOC 


• Primary focus of CSE Commissioner review 
• Privacy protection measures 


Geography matters 


9 
CERRID 1.0053418 


Canada 


Having any kind of Canadian angle to your project makes it more attractive for 
review by the Commissioner. 


The Commissioner's primary role is to ensure that CSE's activities are not directed 
at Canadians or at any person in Canada. 


That's what policies and instructions lay out - For example: 


Targeting —CSOI-4-4 


CC— OPS-1-10 


Reporting — all in line with OPS-1 and OPS-1-7 and CSOI-4-1 


Retention — all in line with OPS-1-11 
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CaWO NY Man. 


CLASSIFICATION 


SPOC's Top 10: No. 4 SIGINT 2015 


• SPOC can only speak to policy and compliance considerations but... 


• Important to link to strategic goals, Strategic 8 


Know where you wont to go 


CERRID 1.005.1418 
10 Canadli 


Prioritization has been figured out... Strategic direction has been set by senior 
management in 


SIGINT 2015: 


Data Acquisition 


Analytical Tradecraft 


Automation 
Cabinet Cc 


Partnerships 
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CLASSIFICATION 


SPOC's Top 10: No. 5 Management & 
control 
• To what degree is senior management aware and supportive? 


• What is the governance framework? 


• How will supervisors monitor activities? 


11 
CERRID 1.0053418 


Canad'd 


This links back to the NDA in sec 273.62(2) "The Chief...has the management and 
control of the Establishment and all matters relating to it." and to the priorities set 
in SIGINT 2015. 


Accountability is the obligation to answer for the exercise of responsibilities within 
the delegated authorities conferred. It's so important that the Minister has issued a 
Directive on it. 


Accountability is a fundamental principle and given CSE's new status as a stand-
alone agency within the Defence Portfolio (PinG), it's important that all new 
projects are developed with accountability in mind because any activity or project 
can come under intense scrutiny. 


Purpose is not to stifle innovation or collaboration or agility, but rather to ensure 
that sr mgmt can be accountable for activities in their areas of responsibility and in 
line with priorities. 
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CaWO NY Man. 


CLASSIFICATION 


SPOC's Top 10 No. 6 Consultation 


• SPOC (of course!) 


• Within SIGINT 


• ITS 


• DGPC 


• CIO 


• CFIOG and CAF 


• OGDs 


Nothing happens in a vacuum... 


CERRID 1.0053418 
12 Canad'd 


Problems/gaps/opportunities — these kinds of things are always multi-dimensional. 
Your specific problem may have arisen from a decision in another part of SIGINT 
and the solution to your problem may impact on another group in SIGINT. Each 
activity has interdependencies within SIGINT 


So we encourage you to situate your issue within a larger context. 


Who have you already talked to help develop the project? Who else can you talk 
to? Who else must you talk to? 


For example, DGPC/D2/SPOC for privacy considerations 


Chances are there are lots of people who'd like to help you get your bright idea off 
the ground. 


Also a fundamental principle of MOSAiC — collaboration — a successful SIGINT 
project is the result of many interactions 
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CaWO NY Man. 


CLASSIFICATION 


SPOC's Top 10 No. 7 Documentation 


• Your BFF — proof! a proactive defence! 


• Ensure good IM practices 


• Questions to consider: 


o how will you track data usage (logs), approvals, outputs, AARs? 


o describe storage in a C5E authorized information repository. 


o what are the checks & balances? 


o have you built-in compliance principles and audit/internal/external review 
considerations? 


P,Prc,t,re CSE E-Aorcice, c pcwerc, hm u are 
c;d2.4,Jot...-2 rOrT.DrCic of is activ+t . 


Prioupb. Cf,L inur h uh,,2 to (' -cmo, strc:tL. 


CERRID 


Answer all the standard questions —


Who — accountability and responsibility 


What — get at the facts and information 


Where — where is the data from? Are private communications implicated? 


Why — seeks to understand reasons and the rationale — foundation in mandate and policy 


When — timing and sequences 


How - process 


Could — explore the subject 


13 Canad'd 


Records can include: Emails, CERRID does, Logs and audit trails, Sr mgmt approval, Project charters 


It's not enough for CSE to say that it complies with the law and our own policies — we have to be able to prove it. So, it's important to 
have the facts laid out. The more facts that are clearly documented, the less room there is later on for faulty interpretation. In the not 
so distant past, CSE senior management identified corporate record keeping as a risk. And, DGAEF has done an audit touching upon 
the importance of keeping corporate records in order to meet our obligations as a government department — e.g. ATIP and Privacy Act 
requests. Even more recently, the Commissioner pointed to it in his Annual Report. 


When a document trail is available, it's easy for anyone — including a reviewer — to understand what the problem was, what was done, 
how it was done, why it was done, when and by whom. Keeping records is not useless or a pointless exercise, because... 


When records aren't available, all the best intentions in the world won't make a difference as there will be no proof. 


As the Commissioner said in his 2011-2012 Annual Report: 


... the creation and retention of records is one of the main means by which CSEC can account for its activities and provide assurance 
that its activities comply with legal, ministerial and policy requirements. 
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And as he said in 2007-2008: 


"Future reviews will continue to seek documentation that demonstrates compliance with authorities, provides a record of all 
activities conducted and confirms that supervisors are monitoring the performance of their staff" 


It's all laid out in OPS-1, Section 6: 


CSE is better placed to demonstrate evidence of its legal and policy compliance when it is able to retrieve and make available 
records that: 


• demonstrate compliance with authorities and any associated conditions or constraints (for example, legal, MD, MA, 
policy, etc.) that could have lawfulness or privacy implications 


• record management decisions and rationales, especially those related to operational, legal, and policy issues 


• provide a record of management decisions 


• confirm that supervisors and managers are monitoring compliance with conditions established in authority documents, 
and 


• demonstrate CSEC's identification of any non-compliance issues and associated corrective actions (for example, Privacy 
Incidents File). 


Retrieved from 


Your documentation can show your theory, assumptions and line of reasoning — your judgement and expertise in arriving at a 
method or conclusion — that is invaluable for future endeavours and for evaluation and review processes. 


But in order for the records to be helpful, you have to be able to find and retrieve them so follow CSE's IM principles and 
practices — consult the CIO toolkit 
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calve NY macaw 
CLASSIFICATION 


SPOC's Top 10: No. 8 Implementation 


• How and when will the activity/initiative move from theory/development to 
operations/practice? 


• What steps will it take? 


c.) Proof of concept? 


o Test basis/stand-alone or live? 


o Sources? 


o Proposed end-state? 


• Report/analytical tool 


Principle: work smarter not harder 


CERRID 1.0053418 
14 Canad'd 


One thing that we have to have is clear information about WHEN it has moved from 
theory/dev to ops/practice 


This was a huge issue with a certain database/tool that I think we need to better 
manage. It is nice to lay out all of the states and steps but we need to know 
specifically when a project has shifted state. In line with this we also need to ensure 
that whatever scale is used to determine a change in state does not introduce 
contradictory information into the system. In the case of a certain database/tool 
under the IM/IT way of looking at things it was clearly still in development as it has 
not "passed on" to a steady state management or "production" state. This although 
from a SIGINT (and compliance) POV it had clearly moved from a "development" 
state to use within "production" as it had numerous users and was being used as the 
basis of reporting. These two different definitions for the same "states" caused 
nothing but problems in the past. 
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CaWO NY Man. 


CLASSIFICATION 


SPOCIs Top 10 No. 9: Data 


• Describe the data 


o Metadata? Content? Is the source of the data existing (aggregate or single) or 
new (targeting angle)? Test data? 


c..) Who has access to the data? Viewed by? Recognized? 


o Will the data be shared — if so, how? 


o How long will it be retained? And where and how? 


o How/when will it be purged/destroyed? 


CERRID 1.0053418 
15 Canada! 


What do we mean by metadata? The MD definition, that is "information associated 
with a telecommunication to identify, describe, manage or route that 
telecommunication or any part of it as well as the means by which it was 
transmitted, but excludes any information or part of information which could reveal 
the purport of a telecommunication, or the whole or any part of its content." 


That does not include enrichment. 


Big SPOC concerns: 


Classification 


Retention 


Sharing 


Annotating 


Reporting 


Purging/Destroying 


Privacy 


Possibility of over-collect 


Equities 
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Also: 


Purging 


Retention 


Annotation 


Access 


Syncing with the System of Record 


Fused Data Results 


Data Storage 


Data used in Reports 


Data used by an automated system 


Data viewed by 


Retention of logs for view by/used by 


New — Stewardship agreements — see Stewardship Agreements (ppt to SMF 5 Dec 2012) 
CERRID 1104975 


SPOC continues to work on more detailed checklists on data (see SPOC's work on rules sets, 
etc) 
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CaUm NY Man. 
CLASSIFICATION 


SPOC's Top 10: No. 10: Success? 


• How will you know? 


• How can your project inform another? 


• Lessons Learned 


"I have not failed I've just found 10,000 ways 
that won work " 


Thomas Edison 


16 
CERRID 1.0053418 


Canada'. 


How will you celebrate? Not so much a policy or compliance consideration but 
SPOC appreciates a good party as much as anyone else. 
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calve NY macaw 
CLASSIFICATION 


SPOC's Top 10 


1. Purpose 6. Consultation 


2. Authorities 7. Documentation 


3. Canada/Privacy 8. Implementation 


4. SIGINT 2015 9. Data 


5. Mgmt & Control 10. Success 


Practise Safe SIGINT! 


pcse-cst.gc.ca 


CE RR ID 1.005341% 
17 Canad'd 
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SECRET 


Overview of Topics 
1. Introduction 


2. Legislative and Policy Framework 


3. IPOC Relationships 


4. ITS Operational Instructions (ITSOIs) 


S. Service and Tool Deployment 


6. Details about the upcoming ITS Policy Quiz 


7. Finding Documents 


8. Question Period 


9. Conclusion 
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SECRET 


The IPOC Team 
• — Director, PMO 


- Manager, IPOC 


Supervisor, Policy 


on Web 2.0 


• 


• 


— A/Supervisor, Compliance 


— Policy Advisor 


6E1' IN 'TOUCH WITH US! 
pr tr or 4 


re1,111, )-1, t I t 


— Policy Advisor 
• — Policy Advisor {: , 
• 


• 


-Junior Policy Advisor 


— Business Analyst 


rimn [ I,


(pleac cc your supervisor) 


Junior Business Analyst 
• - Co-op Student 


3 


2015 12 22 AGCO228 
A-2017-00017--02947 







SECRET 


Session Objective 


To improve the Cyber Defence team's 
understanding of their legal and policy 


obligations with respect to working under part 
(b) of CSEC's mandate. 
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Cyber Defence: Relevant Legislation and Policies 


National 
Defence Act 


Privacy Act 


Ministerial 
Authorization 


IMO 1-3/ 


Financial r Criminal Code of 
Administration Canada 


Act 


Ministerial 
Directives 


GC Policies 


..artaaa 
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SECRET 


IPOC's Relationships 


SPOC 
(SIGINT) 


02.3 
(Policy 


Management)


1 
• —A 


D3 
(External 
Review 


02A 
(Operational 


Policy) 


IPOC 


PMO 


D1A 
(Disclosures) 


D1B 
(ATIP Office) 


ir  Cyber Defence 
Branch 


(CDO/CTEC) 
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SECRET 


OPS-1 
Protecting the Privacy of Canadians & Ensuring Legal Compliance in the Conduct of CS EC Activities 


Establishes baseline measures to protect the privacy of Canadians in the use and 
retention of information intercepted by CSEC. 


• Requires that Cyber Defence employees with access to data understand all relevant policies 


• CSEC's Authority to Intercept Communications (private and otherwise) 


• Privacy Incident Reporting 


• Suppression Instructions (CII) 


• Essentiality for used and retained private communications 


• Not directing activities at Canadians 


• Ensures Legal compliance 
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SECRET 


OPS-1-14 
Operational Procedures for Cyber Defence Operations Conducted Under Ministerial Authorization 


These Operational Procedures govern CSEC cyber defence operations/activities under 
the authority of the NDA and Ministerial Authorization. They provide mandatory 
measures to protect the privacy of Canadians in cyber defence operations. 


• Sharing and handling of information 


• Preparing for cyber defence operations 


• Retention and disposition schedules 


• Data collected that may contain Private Communications 


• Information on sharing Private Communications for CSE's mandate part (b) activities 


• Outlines sharing with SIGINT 
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SECRET 


OPS-1-15 
Operational Procedures for Cyber Defence Activities Using System Owner Data 


ITS cyber defence activities using data provided by system owners (DPSO activities). The 
client does the intercepting here so no MA  is required. However privacy of Canadians is 
still a top priority. 


System Owners may intercept and share private communications for the purpose of 
protecting their computer system or network (covered by the Criminal Code and 
Financial Admin. Act) 


• Preparing for DPSO activities 


• Handling and sharing raw (unreported) system owner data 


• Writing and releasing CSEC cyber defence reports 


• Applying retention schedules 
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SECRET 


ITS01-1-1 
Data Querying and Signatures in Cyber Defence Activities 


• Automated vs. Manual Querying 


• Querying with 
Selectors 


• Running Signatures 
— Type 1 


— Type 2 


• Use of Signatures — CKBs) 
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SECRET 


ITSOI-1-2 
Data Handling in Cyber Defence Activities 


• Categories of Data 
— Data 
— Raw data 


— Metadata 


• Labelling and Data Markings 


• Data Retention Schedules and Deletion Requirements 


• Private Communications 
— Interpretation, Essentiality 


— Changes to data markings (PC Count) 


1 


Categories of Data 


Data 


11 


under Part b, content and associated metadata) 


Raw data (not used and retained) 


Metadata (info associated with a telecommunication to ID, describe or 
route...) 


• Labelling and Data Markings (Important to label, determine data source, time 
stamp for how to treat the data for retention, category of data...) 


• Data Retention Schedules and Deletion Requirements (Must adhere to 
retention and deletion conditions based on data category) 


• Private Communications 


Interpretation, Essentiality (justification is provided) 


Changes to data markings (PC Count) — Please tell IPOC 


- IPOC submits quarterly reports on PC count and reports annually to the 
Minister of National Defence — changes can impact the count 


- We have an automated script to detect some changes but policy 
dictates that you MUST inform IPOC 
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SECRET 


ITS01-1-3 
Accessing and Sharing Cyber Defence Data 


Access to Raw Data 
— Authorized to conduct or support cyber defence activities 


• DGCD authorization 


• ITS Policy Quiz 


• Triaging 


• Sharing Data 
• Who can you share with? 


• What can you share? 


Sharing and CKB's 


1 
• —A 


Triaging 
Ensure that any shared data is tracked 


SIGINT has to delete it when finished (no Part a use!) 


Designed to help ITS prioritize activities 
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SECRET 


ITS01-1-4 
Report Management in Cyber Defence Activities 


The key take away from this ITS01 are that reports are: 
— Authored by cyber defence team members 


— Meant for distribution beyond CSE for Mandate 8 purposes 


— Authorized 


• Report Formats 


• Suppression in Reports 


• Report Release Authorities 
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SECRET 


Owen 
ike.nv,,,Jrnita,roonerie 


Report Release Authorities 


All room, 


Iliports containing 
• on CR (Q  CII dlewol 


under paragraph 4.! of 
(WS-1 


• no prnrate 
counnuotcatiotts 


• private i.vmmunications 
previously approved b7 
DC ITS in other eyter 
&knee mewls 


RepetLs tontaining 
suppreised CU but no 
private conenutticatiOne 
Repents containing private 
ecinununicatiorn
Open Intone 


nst tenon 
which the in  was 
retained (with no nether 
release) 
To any tvcipient. including 
or beyond the institution 
here. whitth the information 
was obtained 


or 
Supervisor Manager 


(or higher, 


To any recipient be yond the 
institution front which the 
inkanuitice wro obtained 


lb any recipient 


DiCi CDS 


Director 
General 
tin 


DC ITS 


Operational 
Manager 
tinny be 
delegated no 
saperritot) 


!elle n111111131 
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SECRET 


AAP' 
Service and Tool Deployment 


MA Requirements 


*Assumes Request, CSE Approvat,11/1, and notification are in place first. 


For service and tool deployments under MA, there are several policy requirements 
that must be met: 


1) The purpose of IPOC's policy compliance verification is to assess any potential 
privacy of Canadian impacts. IPOC has a cyber defence activities service and 
tool privacy verification form that we require filled out for any new deployments 
of tools or capabilities. 


2) Concept of Ops, we'll get to that in a minutes, but it must be provided to the 
client 


3) Client consent, we need this documented. The client consent can be built into 
the original MOU, or it could be a new document. Either way, this must be 
saved. 


Note — IPOC is not responsible for maintaining the client files and ensure all the 
required documents are saved properly, that is on the business side. IPOC can 
help you determine what documents you need to save and what you are missing, 
but we don't manage the client files. We have created some working aids that are 
available to assist you in making sure you have all meet all the policy requirements, 
so the sooner you contact IPOC the better. 


For policy, a Concept of Operations must contain three things: 
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1) A description of the tool or service 


2) Its proposed use on the client system/network 


3) Any potential risks it poses to the client system/network 


The form it takes is irrelevant, as long as those three pieces of information are 
provided to the client and documented. In fact, it could be done in 3 separate 
documents as well. 
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IRRELEVANT 
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IRRELEVANT 
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SECRET 


40111" 
Analytic Tools within CDB 


• Not considered a standard tool deployment 


• If new, requires policy compliance verification 


Contact IPOC 


17 


Policy verification required to determine whether there is a privacy impact (personal 
information, raw data storage etc), and how to address it. 
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SECRET 


Contact IPOC 


See us as soon as possible 


(Please cc your supervisor) 


Checklists 


Reference charts 


lb 


In closing, I just want to emphasize that the earlier you contact us the better. Even 
if you don't' have the exact details or requirements it doesn't matter. The sooner we 
can get the information, the sooner we can give advice. Policy does not want to 
hold you back from doing your job, s help us help you. 


We have checklists and references that can guide to you make sure you hit all the 
policy requirements. As well, we can outline what are policy requirements and what 
are business decisions. This will help you find out who you need to talk to for each 
requirement. 
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SECRET 


rtaTmirthwrs tacuri, 


New ITS Policy Quiz 
What policies are covered on the quiz? 


— OPS-1, OPS-1-14, OPS-1-15 


— ITS01-1-1, ITS01-1-2, ITS01-1-3, ITS01-1-4 (NEW) 


When is the quiz? 
— The quiz will take place in early April 2014 


What will happen if I do not take the quiz before the 
deadline? 
— Your access to the raw cyber defence data will be revoked 


11111111111111111111 


Canada 
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SECRET 


I*1 


Finding Documents 
Web 2.0 — Type 


- Operational Instructions 


- Linked to OPS Policies(OPS 1, OPS 1 14, OPS 1 15, OPS 1 6 and 
OPS-1-8) 


into the URL field 


— Search for "IPOC" under "Places" 


- ITSOIs are listed in the "Categories" 


Missing in Action 


- ITSOI-1-5 (tool deployment) — Coming soon (.-,) 
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SECRET 


Reference Sheet - Defence Policy Awareness Curriculum -May, 2014 


CYBER DEFENCE BRANCH TOOL FRAMEWORK AND SERVICE DEPLOYMENT APPROVAL PROCESS WORKING AID 


CSE LEGAL AND POLICY ACCOUNTABILITY 


WHEN: CYBER DEFENCE BRANCH IPOC DC ITS 


e 1) TA Cyber Defence Branch develops a newservice (e.g. or I 
framework (e.g 


Must contact IPOC for policy verification to determine if there is a privacy impact 
A Service & Tool Policy Verification Form (STPV) will be signed by CDO & IPOC ensuring 


that intercepted private communications will be properly accounted for and the data 
selection process is auditable 
• If the tool framweork or service complies with policy, mac recommends DCITS 
approval 


• Must approve deployments of all new cyber defence services and tool frameworks 


(whether or not they impact privacy). IPOC will provide deployment updates to DCITS in the 
quarterly compliance monitoring reports 


2) A toolset is implemented bran existing tool fremework or service (e.g. 
- Must contact IPOC to determine If the implemented changes could Involve private 
communications, or Cli 


• If the Implemented changes could Involve private communications or CII, an updated 
STPV will be signed by COO & IPOC 


If the implemented changes could impact privacy, IPOC recommends DCITS approval 


•  Must approve all toolsets for existing services or tool frameworks that impact privacy. 
IPOC will provide tool deployment updates to DCITS in the quarterly compliance monitoring 
reports 


3) n r•ev aa.i u .rnils 
..g


taab a i lm n wi in an existing approved 
thoh. 


L: 
No further action required No policy oversight required • No approval required


4) System modifications or upgrades that have no privacy impact are implemented leap 
script modifications for maintenance, or to improve efficiency) 


No further action required No policy oversight required • No approval required 


5) A norrINA tool framework or serviCe deployed under [SEC authority 


Must ensure documented request is received 


Must ensure there is no foreseeable risk of PC intercept. (•tigust contact 'FOC if any 
implemented changes could involve private communications, or Cli) 
- If the request is from a Client other than non-GC critical infrastructure, must provide a 
j 1=tification of why the entity's infrastructure is of importance to GC 


• No policy oversight required unless a request from a Client other than non-GC critical 
infrastructure is received 


• No approval required unless a request from a Client other than non-GC critical 
infrastructure is received 


CLIENT RISK ACCOUNTABILITY 


WHEN: CYBER DEFENCE BRANCH IPOC DC ITS 


I) A tool framework or service is being deployed at a now dient (e.g. at Dam 


Must ensure documented request is reci•ivecl 


Must ensure it meets policy and legal requirements (a valid STPV is in place), and is 
within the client's accepted risk level 
• If the tool or service is policy compliant and is within the clients accepted risk level, 
CDB recommends DCITS approval 


• For activities conducted under Mk IPOC will verify that the Minister has been notified 
prior to deploying a tool framework or service 


• Must approve deployments of all new cyber defence services and tool frameworks to 
ensure they are within the client's accepted risk level 


2)A toolset is implemented for an existing tool framework or service je.g.. • Must assess if it is within the client's accepted risk level. If the change impacts the 
accepted risk level, consult DCITS. 


• No policy oversight required 
• Must ensure the client approves al l changes to existing services or tool frameworks 
that are not within the client's pre-defined risk level 


3} A new tool or new version of a tool is implemented within an eldstlne approved 
toolset (e.g. 


- No further action required • No policy oversight required • No approval required 


4) System modifications or upgrades that have no risk level Impact are implemented 
(e.g. script modifications for maintenance, or to improve efficiency) 


No further action required No policy oversight required • No approval required 


5) Atoll framework or service shared with non-GC clients under the client's authority 


- Must highlight to client any potential risks and explain steps to follow if they require 
additional assistance from [SEC 
• If the request is from a Client other than non-GC critical infrastructure, must provide a 
justification of why the entity's infrastructure is of importance to GC 


No policy oversight required 
• No approval required unless a request from a Client other than non-GC cynical 
infrastructure is received 


• Tool Framework: A core hardware or software module developed in order to co duct cyher defence operations (e,g.= 
• Degree of Defence: Enhancements to an existing tool framework that leverages ew technologies, or involves a new capability. (e.g. 
• Service: Activities undertaken in support of Mandate B. Services may deploy a tool framework to achieve an objective. (e.g. Dynamic Defence) 
• Tools. A set of software modules implemented within a tool framework to perform specific functions. (c.g. system enumeration plugins) 
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(SIGINT) Basic Policy Awareness Curriculum 


SIGINT Policy and Data Handling: 
Don't be the Weakest Link! 


1 October 2014 
SIGINT Oversight and Compliance 


naal 
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What's on the Agenda? 


• Who's Who? SPOC vs D2 


• Incidents: Defined and How to Handle Them 


• Privacy: What that Really Means to You 


• Highlights of some of SPOC's Instruments and How 
They Affect You 


• Data Retention and Ste ardship Agreements 


nadi 


So today, we're going to review some of the stakeholders when it comes to policy 
here at CSEC. At the best of times when I first started here at CSEC, I had a hard 
time figuring out who did what and who I should talk to about an issue I had. 


At the end of this session, I hope that you all will have a better understanding of 
some of the different policy areas and their key policies, which team to contact 
when you have an issue and how to be accountable when incidents happen. 


About me: who I am, how long I've been in SPOC and what I do there. 
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Course Objectives 


At the end of this course, you will have a better 
understanding of: 


• the different policy instruments in SlGINT that affect 
you and your job 


• what privacy incidents are, how to identify them and 
how to handle them 


• proper data retention and stewardship agreements 


natii 
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Who's who in the Policy Zoo 


• There are many policy offices at CSEC but here are the 
ones SIGINT have relationships with: 


• Corporate and Operational Policy (D group): Featuring D1, D2 and 
D3 


• Strategic Policy (B group) 


• ITS Policy Oversight and Compliance (IPOC) 


• And an honourary mention: Audit, Evaluation and Ethics (DAEE) 
Directorate of Legal Services (DLS) 


naal 


There are a lot of policy offices here at CSEC and to be honest you won't really 
have to interact with them. There are some key office that we work closely with that 
do affect how you are able to work: 


Let's start with D group. There are 3 areas to D group: 


• Disclosure Management (aka D1) is responsible 
for coordinating activities related to managing 
public disclosure of CSEC information either as 
evidence in legal proceedings and Inquiries or as 
requests made under the Access to Information 
Act and Privacy Act. D1 consists of two offices, 
Legal Disclosures (D1A) and ATIP Unit (D1B). 


• Corporate and Operational Policy (aka D2) is 
responsible for the sanitization and release of 
suppressed identities and for ensuring CSEC's 
lawfulness and the protection of the privacy of 
Canadians 


• External Review (aka D3) is responsible for 
CSEC's relationship with external review bodies, 
in particular, the Office of the CSE 
Commissioner (aka OCSEC). Once a year, the 
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Commissioner submits a public report on his activities and 
findings to the Minister of National Defence. 


Next, Strategic Policy (aka B group). They aren't an area that you would interact directly with 
but they definitely affect how you are able to do your work. The important thing to remember 
about them is that they help coordinate our applications for ministerial directives and 
ministerial authorizations and produce the annual reports for the minister. These are what 
allow you to do the work you do everyday. 


IPOC provides ITS cyber defence policy advice and guidance, facilitates reviews for ITS 
cyber defence operations, conducts ITS cyber defence compliance monitoring activities, and 
is heavily involved with policy development. They work closely with SPOC with regards to 
many items, including moving our joint Cyber Mission. 


Again, you likely won't have any interactions with DAEE but they are important because 
they independently provide assurances on the soundness of CSEC's risk management strategy 
and practices, identify problems and provide recommendations for appropriate and available 
remedial action. SPOC works with DAEE in the sense that we received the report and 
coordination the application of the recommendations. 


DLS get a special mention as well. They provide legal services and advice covering the full 
range of legal issues touching the mandate of CSE, its policies and operations. They only 
accept requests from director and above so if you have any questions or concerns, bring it to 
SPOC and we'll raise it with them. 
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We all publish... stuff 
• What policy instruments do they publish? 
• SPOC (Go SPOC on Web 2.0) 


• CSOls (Canadian SIGINT Operational Instructions) 
• SPIs (SIGINT Programs Instructions)/Guidance 


• 02 
• OPS procedures 


• IPOC 


• ITSOIs (ITS Operational Instructions) 
• ISPIs (ITS Simplified Program Instructions)/Guidance 


• Cyber Mission 
• JOI (Joint Operating Instructions) - Joint Cyber guidance (from SIGINT 


& ITS) 


naal 


All policy areas have policy instruments. The one you will likely bee using most 
often are from the following areas. Can you guess which policy instruments each 
area publishes? There are treats involved... 


All publications can be found on SPOC's website and a lot of times you can find 
the instrument by just entering the title in the search box from the main page. Or 
just to the group's page. 
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ELI `;7,7 


NATIONAL DEFENCE ACT 


Criminal 
Code Ministerial Ministerial 


Authorizations Directives 


Operational Policies 


CSOls ITSOIs 


Cyber Instructions (Joint) 


4!( 


Minister of National Defence 
Strolegk Policy (B group) 


Corporate and Operational 
Policy (D group) 


SPOC / IPOC 


Gti ia.d4 
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Quick Policy Instrument Quiz! 


1. Who produces SPIs? 


2. Who produces ITSOls? 


3. Who produces ©PS procedures? 


4. Bonus question: Who is the lead singer of The Rolling 
Stones? 


naal 


No really, it's quick! 
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Let's Dig In: 
SIGINT Programs Oversight & Compliance 
• A refresher from SIGINT 101: What does SPOC do? 


— Verifies SIGINT's activities are conducted in compliance with CSEC's 
legal and policy framework 


— Performs internal oversight for SIGINT (compliance validation 
monitoring procedures) 


— Provides specific guidance to SIGINT personnel on how to conduct 
their work on a day-to-day basis. 


— Liaises external and internal audits and reviews 
— Provides guidance on projects proposals and tool development 


nadi 


1. As stated, SPOC works with SIGINT to ensure activities are compliant. This 
comes in the form of giving guidance, putting out documentations, working with 
other areas, helping them comply with policy 


2. CMT Team 


3. Under the authority of DC SIGINT. 


4. From OCSEC and DAEE; oversees the 
implementation of recommendations resulting from 
these reviews 


5. (e.g., Access to Information requests, government inquiries, criminal prosecutions 
and civil litigation suits). 
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What's the difference? 


Contact SPOC 
(SIGINT Done Inside) 


• All SIGINT policy 
requests & Questions 


• Clarification of 
operational policies 


• Responsible for Liaising 
with D2 as required 


• Privacy Incidents 
= Questions related to Raw 


SIGINT 


Contact D2A 
(SIGINT leaving SIGINT Channels) 


• Sanitization of EPRs 
• 'dent requests 
• Contextual ldents 


requests 
Report Release 


requests from partner 
agencies 


• Report Cancellations 


natii 


• Both SPOC and D2 have 2 very distinct functions. 


• SPOC is responsible for All SIGINT policy requests, Clarification of a SIGINT 
Policy, Responsible for Liaising with D2 as required. 


• D2 is responsible for all operational policies, procedures, and guidelines for legal 
compliance protecting the privacy of Canadians, and for activities directly 
related to CSEC's mandate. On top of that, they are also responsible for (read the 
list) 
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Compliance Management Team 
Compliance Validation 


• Validating SIGINT's 
compliance activities 


• Providing annual and bi-
annual reports on 
SIGINT's compliance to 
senior management 


• Advising on projects and 
elements of SIGINT with 
privacy of Canadians and 
compliance focus 


Other Activities... 


• Development & Life-cycle 
Management of Policy 
Instruments 


• Inadvertent Targeting, 
Naming and Collection 
Incidents Management 


• Annual MA reports to 
Minister 


• Supporting OCSEC 
reviews & ATIP requests 


Cana6i 
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The 4 Ws... and then some of the SIGINT 
Production Chain (CS01-1-2) 


1. Who: CSEC employees/contractors, Second Parties, 
CF and CFIOG who operate under DC SIGINT's 
authority 


2. What: S to the P to the C... 
— This refers solely to the production and use of SIGINT 
— Includes: 


• SIGINT enabled activities 
• SIIGINT production activities 


SIGINT Oversight 


naal 


What does SIGINT production chain mean? Basically it refers to the production and 
use of SIGINT... so what you do for a living pretty much. 


What does it include? Well, it includes: 
SIGINT enabling activities such as technologies or techniques that either facilitate 
or enable SIGINT target of FI 


SIGINT production activities such as tradecraft (as well as activities) that use 
information from the GII to generate FI; so SD analysis, reporting, and evaluating 
intel value 


SIGINT oversight activities such as processes we've designed to assess and ensure 
the proper handling of SIGINT data; so monitoring for compliance with legislation, 
MDs and policy instruments; creating policy instruments and audit and review 
processes. 


CSEC activities associated with the protection of networks of importance to the GC; 
this is ITS' part as certain areas are part of the specifically the cyber defence 
mission. 


of foreign threat actors. This is the current situation but things 
may change in the future. 


What part 2? Well as mentioned, it refers to SIGINT data. This includes Raw 
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SIGINT data; an example of that would be comms content or metadata that has not been 
assess for FI or altered to protect the privacy of Canadians and Evaluated and/or Altered 
SIGINT data; an example of that would be data that has been evaluated for FI. An example 
of altered data would be data that has been minimized or suppressed (which would protect the 
privacy of Canadians) or sanitized which protects the source of information. 


Important point here: RAW SIGINT must stay within the SIGINT Production Chain... what 
does that mean? What Snowden did was literally taking RAW SIGINT OUT OF THE 
SIGINT PRODUCTION CHAIN!! In case you didn't realize it, that's a big no-no. 
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The SIGINT Production Chain (con't) 
3. What part 2: SIGINT Data... what does that include? 


• Raw data 
▪ Evaluated data 
* Altered data 


4. Where: Gotta be secure! 


If you're NOT part of the SPC; NO access to SIGINT data 
for you! 


Other requirements? Legal Briefing! OPS-1 Quiz! 


Questions about SPC? CSOI-1-2! 


natii 


Who's part of SPC and therefore has access to SIGINT data? Well, that's a 2 part 
affair. Just because you work at CSEC or are part of the CF does not mean you 
automatically have access to raw SIGNT. You must also be working under the 
authority of DC SIGINT. This means if you are working ini group and you 
successfully compete for a job in Finance, when you move to your new job, you will 
no longer be part of the SPC and therefore will not have access to raw SIGINT. As 
with everything, you must also hold a SIGINT Information ACCESS (SIA) 
Indoctrination. 


Where? I guess it's stating the obvious but SIGINT data can only be used in a secure 
accredited area that has been cleared for TOP SECRET. 


If you are not part of the SPC, you should not have access to SIGINT data. This 
means if you go on assignment to another area, you and your supervisor must 
take the necessary steps which include, suspending/closing accounts to 


notify SSD so that your SIGINT accounts turned off/suspended for the 
duration of you absence or shut down completely i f you've left SIGINT 
permanently. 


Are there exceptions? Sure! OK, not exactly. There are exceptions for 
but those exceptions are granted through SPOC management. 
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Break time! 


back in 15 


natii 
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Privacy: Your Role 


• What does CSEC mean by privacy and how do we 
protect it? 


• There's an ©PS for that... OPS-1! 


• Oh geez, that's a Canadian! What now? 
• What is a privacy incident? 
• The Privacy Incident File, aka The PIF: Why it's important 


naal 


• Explain the gist of OPS-1: the protection of the privacy of Canadians. 


• So what is considered a privacy incident? Well, according OPS-1: 


• If you have inadvertently targeted a Canadian or person in Canada: that's 
a privacy incident. 


• If you inadvertently use a Canadian selector 
privacy incident. 


that's a 


• So what happens when there's an incident? Well, first and foremost, let me assure 
you that we know that mistakes can and do happen. SPOC and OCSEC realize 
that in this line of work, sometimes a target is not always clear cut. Sometimes a 
target is incredibly evasive with who they really are. What is important to 
OCSEC, our oversight body, D2 and SPOC is that swift and corrective actions 
and measures are taken. SPOC has tried to make reporting privacy incidents 
easier for you by providing web forms for you to fill out. We ask that you fill out 
the web form as completely and as detailed as possible. [one liners and such are 
not helpful and pretty much guarantee a phone call from us] The Compliance 
Management Team within SPOC will confirm all the information and then send 
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the incident and details to D2. D2 in turn will add the incident to the Privacy Incident File, 
fondly referred to as the PIF. 


• What is the PIF? Well, it's a annual report that is created by D2 for the OCSEC 
commissioner to review. The OCSEC Commissioner reviews this file in order to confirm 
that when a privacy incident occurred, CSEC promptly reported and dealt the situation, 
therefore insuring that we have done everything we can to protect the privacy of Canada. 
For this reason alone, we ask you all to report privacy incidents as soon as you recognize 
them. 
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Inadvertent Targeting Web Form 


naal 


This is an example of what the web form looks like. Let's go over some of the fields 
so that you give us all the info... and we don't have to pester you about information 
you haven't included. 
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Quick " How'ma doin'?" Quiz 


• Question: What does SPC stand for? 
• SIGINT Production Chain 


• True or False: The SPC includes specific collection equipment. 
• False 


• True or False: I'm (as part of SPOC) part of the SPC. 
• True 


• Question: Can you give me an example of a privacy incident? 
• Inadvertently target a Canadian selector and or and/or name a 


Canadian in a End product report. 
• Inadvertently use a Canadian selector 
• Inadvertently collect unselected content via CSEC equipment 


Cri i id(1,1 
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A Little Privacy, Please: CPRI and How 
to Protect It 


• What's CPRI? Canadian Privacy-related Information 
• Refers to private communications, communications of a Canadian 


abroad or information about Canadians or Canadian Identity 
Information (CII) 


• Gil = Really complex... 
• it is inevitable that CSE analysts will come across CPRI while 


conducting SIGINT activities 


• CPRI can be retained for three reasons 
• For Fl, background info and to prevent inadvertent targeting 


• STRICT measures in place to protect privacy and are 
outlined in several operational policy documents! 


naal 


Well it stands for Canadian privacy-related information and that includes raw 
SIGINT, reporting and other information. In your line of work, most of you are 
bound to run into CPRI so SPOC developed a CSOI to help you protect that 
information: CSOI-4-3 Protecting the Privacy of Canadians in the Use and 
Retention of Material for SIGINT. 


CPRI which includes raw traffic (CTR) can only be 
retained for three reasons: Foreign intelligence value in the 
production of an End Product Report; background 
information to enable analysts to further develop foreign 
intelligence targets; and to prevent inadvertent targeting. 


Additionally, there are a number of OPS documents to guide you: OPS-1 (of 
course!): Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of CSEC Activities; OPS-1-1: Procedures of the Release of Suppressed 
Information from SIGINT Reports; OPS-1-7: SIGINT Naming Procedures; OPS-1-
10: Operational procedures for Metadata Analysis 


and OPS-1-11: Retention Schedules for SIGINT Data. 
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A Little More Privacy, Please: CPRI and 
How to Protect It 


• Severing of Data 
• Need-to-Know, Ya Know? 
• "Clean Desk" Approach 
• Avoid Making Copies 
• Restrict Access 
• EPR Sign-off 
• Retention and Storage of EPRs 


• But wait, there's more... CSOI-4-3! 


nadi 


This sounds pretty obvious, but it must be stated: Information that does not meet 
one of the three criteria for retention mentioned earlier needs to be removed from 
reporting and/or associated material. 


Report drafts and associated material must only be reviewed and edited by 
individuals with a need-to-know. 


A "clean desk" approach has to be adopted when dealing with a report in progress 
and its associated material. This means that when you are away from your desk you 
need to store your report and any associated material in a holding folder out of sight 
— either in a drawer or in the overhead storage of your workstation (which we won't 
have at the LTA, so just remember drawers). 


As a general rule, traffic items should not be copied. The exception is when there is 
a requirement to attach traffic and collateral material to the EPR. But... hardcopy 
material that's' no longer needed after the release of the report and which was not 
actually used in an EPR must be shredded in an approved shredder. 


Traffic items may only be shared via email within immediate teams and when 
absolutely necessary, and in these instances CPRI should not be included unless it is 
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deemed absolutely essential. When this is the case, emails must be set up in such a way that 
they are easily identifiable as containing CPRI (i.e. in the subject line). You'll do this to 
ensure that they are deleted when no longer required or when the retention period expires. By 
the way, these emails may only be sent to those within the report release chain, D2 and 
SPOC. 


The sign-off sheet, EPR and associated material must be hand delivered to the various signing 
authorities within SIGINT in a special "Privacy Information" holding folder. Also, these have 
to be in blue pouches when carried from one building to another (which is one more thing we 
wont have to worry about when we move to the LTA). 


EPRs and their associated material must be stored in an approved security container in your 
operational area and the container must have restricted access. EPRs and associated material 
— including the completed sign-off sheet - must be retained since they constitute 
what we refer to as the official record. When the approved security container has been filled 
to its capacity and your team requires additional space, older EPRs have to be sent to 
Information Holding Services (or IHS) for storage. And in cases where, for whatever reason, 
a team is disbanded, all files subject to retention must be shipped to IHS (there are 
standard archiving procedures in place...). Also, when preparing to send material to IHS, 
boxes containing CPRI material must be visibly labeled "Contains Canadian Privacy-related 
Information" and "Canadian Eyes Only". 


Don't get too excited, but there's still more to know: how to handle CPRI not used in the 
production of EPRs and how Level IV Managers complete mandatory reviews of all holdings. 
For these, you can consult CSOI-4-3. 


18 


2017 01 05 AGCO230 77 rvf CI 
A-2017-00017--02990 







TOP SECRETUSI 
Cov .1m-1c*, In 


Break Time! 


Back in 10 


natii 
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You Just Keep Me Hangin' On: Data 
Retention & Stewardship Agreements 


• Bonus points: who made that song famous? 


• Data retention! Again, there's an OPS for that! OPS-1-
11 


• The Traffic Fairy and Never-Ending Repository don't 
exist! 


natii 


I bet one of my office mates that no one will know the answer to this. Full size 
chocolate bar to you if you can guess who made that song famous. 


Data retention. It's an important topic and there's an OPS for it too. Like the 
misconception of the traffic fairy, the never ending repository does not exist either. 
Our system of record which in this case is the CTR has retention schedules that they 
must abide by. 
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Data Retention & Stewardship 
Agreements (con't) 


Myth-busting time! 


1.It's no big deal to save a traffic item... or a few hundred 
to my desktop! 
False 
2.Huh. I just found my first ever working-aid for a target 
CSEC doesn't even cover any more from 2007!! Meh, I'm 
keeping it for posterity! 
False 


naal 


So anything you keep can be: 


ATIP 


EDRM (evidentiary disclosure risk management) 


Need-to-Know — won't apply 


Operational requirements — make sure it really is so that 


CERRID (or wiki) — if it's important, save it in a corporate repository. 
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Data Stewardship - General 


• Traffic (content) and Metadata 
— Criminal code implications 


— Ministerial Authorizations updated annually or we'd be out of 
business! 


— OCSEC are not CSE 
• Review of CSEC's Activities 
• Thorough in their reviews 
• Can look at everything 


— Several policies in place to ensure proper handling & retention 
• The "corporate" SIGINT repositories have these rules built into 


them 
• Saving traffic or metadata off to your own folder = you are 


responsible for ensuring data continues to meet current policy 
requirements.


natii 


Privilege to have access to this information 


Careful oversight by OCSEC 


Not CSEC 


Are very meticulous can see anything 


MND yearly authorization allows us to collect and hold the SIGINT data we have, need to renew 
every year and account for what we did the previous year, stats, all PC used and not used counted, all 
traffic counted all reports counted, etc 


Must have strict controls on who sees it and how it is handled 


Particularly concerned with communications where one end is in Canada or is a Canadian 


— contrary to Criminal code if not for the MA signed by the MND 


The SIGINT corporate repositories have the controls in place that deliver metrics, delete files when 
they are up for deletion according to policy, can answer purge requests. They have all the checks 
and balances in place so that when OCSEC comes asking questions we can answer them. We can 
apply policy changes — ie AM marking, deleting incidental collect etc. 


However, if analysts save traffic off onto their own we can't see it from a corporate perspective. The 
analyst will be responsible to be aware of the many policy rules that apply to the data they are 
holding onto and ensure they treat it the way it needs to be handled. If OCSEC conducts a review 
and fmds these records it will be the analyst who will need to answer the questions. 
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Data Stewardship — Your role 


• Leave the raw data (traffic and metadata) in the database 
— Use for analytics when possible 


• If you absolutely need to temporarily save a copy 
— Organize it so that it's easy to retrieve/find 
— Never keep it longer than the original is held in CTR 
— Ensure it is protected/retained in accordance with OPS 1, OPS 1-11, 


and CSOI 4-3 
— Be prepared to have OCSEC review your holdings 


• Retention of raw traffic and metadata evaluated data 
— Data summaries and working aids may be retained as long as 


operationally rewired 


natii 


What steps should you take to ensure you are policy compliant with your data. 


Leave data and traffic in the databases whenever possible. 


If you need to keep, only keep it temporarily until your finished with it, keep a 
folder where you keep traffic and regularly clean it out. 


We are talking about raw traffic and metadata. If you've created a spreadsheet or 
working aid or have assessed the data and created working charts documents you 
may retain those as long as operationally required. It's just the raw SIGINT we are 
most concerned with. Also raw metadata must be deleted after 
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Wrapping Up 


What are your take-aways from today? 


natii 


What did you learn today? No, seriously, what did you learn today that you didn't 
know or maybe didn't totally get about 3 hours ago? I'll go first. I learned that you 
guys are really know so much, even though I bet you didn't think so. 0 
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Questions? 


Contact us: 5cse-cst.gc.ca 


naal 
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nASBINGTOM, D. Co 


29 Julie 1949 


C 


Mr. G. G. Crean 
Chairman 
Communications Reeearah ammittee 
Ottawa, Canada 


Dear 11r. Crean: 


Your letter of 27 May 1949 was received and oreeented 
to USCIB at its regular meeting on 17 Jane 1949 


I am pleased to adViee you of the aooeptanoe, by 
USOTB, of the nroposala set forth in your letter. 


For the members :of our Boards I wish to: express the 
highest hope that the agreed arrangements will prove 
satisfactory and mutually beneficial to our future
efforts in this field. 


FOR THE UNITED STATES COMMUNICATIONS INTELLIGENCE BOARD: 


/s/ C. P. Cabell 
C. P. CAB= 
'Major General, USAF 
Chairman 
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Ottawa, Ont_orio 


27 Uuy 1949 


Liajor Golu'ir:Al Q. T. 
Chairman, 
United $.t;,tus Communication intelli3vace Board, 
:iash.latzteit, D. C. 


Dear General. Cabell: 


During the pest slghteen months a number of informal di-s-
cussiaus have taken elaaa bcrLween VarthUs members of the United 
States ordmunisation Soard WSCIB), end m=hers of 
the ClinP.. ion Comm.nnications aeseerch Grmmittee U:RC) concernihr4 
the ;It'd...I.-eat relstions sf tht twa bodies on Signal., 
matters. It has, I ti.ink, been the P;anural view of United 
':7,tetes officials thnt our mutual erreagements should be clarified. 


2. "Te have aceordLogly given ooreful consideration to the mnt-
teV, and we sp,Rest that our arranr,.ements shoula be- set out in 
an exehan7e of lett:ern bet7men. you, as Chairmen of UIIIS, an.:! 
myself as CheirmvIn of trn_ anadion C70. I fool that the Punr-
antee as to security catn 'be equally well met in the same way. 


3. I am therefore writing to you setting out the OrepoSals 
whieh we feel could lead to satisfactory arrangemonts for both 
the United States and Canadian Communication. Intelligence 
athoritios. 


4. The following arranizements are proposed by the Communin 
tioris Research Co..mmittee of Canada representing all Canadian 
Communicatica Intelligence authorities which new function ar 
may function in the future, if you agree with these arranpa-
meats, your agreement would similarly be on behalf of the 
United States Communleation Intelligence Board representin 
all U.S. C.eaqualantion intellience authorities which now 
2`unet4On or may funotie,n in future. 


5. Scope of these arrnnTzments 


These nrrah:2-,errents will govern the relations of the shove 
neutione0, nuttioritidd to to -C:emmuniCation Intelligence 
which will be undertood to comprise the unevaluated product, 
and. all proces.ses in the ctlleetion, production and 
dissemination of information, derived from the communications 
of noutries other than the T,1'Sk, the British Eripire slid the 
-9ritisn Commonwealth at' Nations. It is realized that colla-
teral material is etun required. for technical purposes in the 
production, and the proposed szronge/lehts for exchange of such 
materiel are dealt- with separately ILL thla letter. 


5. '4`tent of ExeLsnge'Of  information. Related. to, 
CommunieatienTatelligsace 


-The two ComMunication InteIlit7:enCo authorties will. ex, 
change infsraPtdon on the bases indicoted, providel such re-
lea-Se Is not considered. by the producing. authority to be 


to its national interest: 


NSA 15 CONTL No.  53 0111U 
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Translationg, gists cud summaris will be exell,leff. d. 


on the specific_ request of each authority, or when 
determinJul by the „producing authority to be of interest 
to the other:-


-Thea- nae.AIshry to meet. the technical requirements 
Of the Camint Centres for the -accomplishment oz the 
tasks which the7 are undertaking. 
(ii) To meet the intelliFence requirements of the 
agencies represented by each authority. 


(b) Decrypts will be exchanged as- required for technical 
aids. 


(c) Intercepted traffic will be exchanged on the basis p17 
Cmint activities or requirements undertaken by the 
respective. Condit Centres, 


(d.) Cryctenalysis 


(I) All information regarding methods, machine aids, 
techniques and processes pertinent to the tasks under-
taken by either Centre will he supplied. to that Centre 
by the other, 


(ii) Iaformtlon regarding methods, machine side, teon-
nicues and nrcoesses not specifically applicable to 
tasks undertaken by either Contra may be exchanged when 
such exchange ;s .considered by both Centres to be in 
their mutual interest. 


(e) Traffic Analysis. and inforation en oractieea. pro-
cedure -nd et'uirra”nt  of  -emmueibe'-don services 


The full exchange of such information is required by 
Centres controlling intercept facilities is order to 
ensure the maximum efficiency and elasticity in the 
event of en emergency. Al! information. necessary for-
making rapid changes in intercept assignments and its 
corollary Traffic Analysis will therefore be exchanged. 


Pertie,- csaa-ed on CoMmul92.11211IELIU44n94


;both authorities should- regard these arrangements as pra, 
eluding actions with third parties on any- subject pertaining to. 
Corsisunication intelligonce except on the following uriderstandinv 


(a) Third parties are understood_ to mean all individuals 
Or autimriies Other than those of the. united States. 
and Canaiia, For the purpose of these Orraagements the 
Landon Sigiot Board will not be regarded ao e third 
pepty, although it not c party to them. 


It will be contrary to these arrangsmente to reveal 
their existence to any third party. 


).gteh authority will seek the agreeMent of the other to 
any. ection with third parties, and will take no such 
actioa until its advisability has been agreed upon by 
the two authorities, The agreement of the other having: 
been obtained, it will be left to the party concerned 
to carry out the agreed action in the most appropriate 
way, without obligation to disclose preoisety„t4e rs„ 
channels through wnich. acti on i:mpall:e0DNTL 1,i,„ U.1.1.,! 1,o 
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6. Chennelebetwecn United and Cgl..scian  Agencies 


(a) USCl-B will naha ne arrangements in the sphere of 
Communication. Intelligence with any Canadian agency 


except through_ Dr with. We prior appr-Orval of Cana-


dian CRC, 


(0) The CRC will make no arrangements in the sphere of 
Cemmunication Intelligeses with any U.S. agEtSqy ex-
cept throUgh or prior approval of 1.310IS, 


9P Other Communication inteillgunca p,rrangsmants 


Each authority making these arrangements. will undertake to 


inform the other of the nature and scope of any °that- arrange-
ments in the sphere. of CommuniPation Intelligence existing be-
tween such authority and aig.lnt authoritics in the united King-
dom or the sigint authorities of other neeberu of the r5ritish 
Commsnwealth of ?atlone .and/or other third parties at the time 
these arrDnaements are aecepta .4. 'Rath authorities will keep 
each other informed before completing nay Deanges in any 
arrangements they may l'ION:1 WeiLondtn SiEjat 


10, collateral 


The term ',ct llateral. mstarial'' is defined as any material 
obtained from nourcen other than Communication Intelligence ex-
ploitation and which iJ applicable for technical purposes to 
Communication Intelligence operations, Any request for such 
material will specify the teohalcol unreose for which it is to 
be used. Either authority Kay withhold collateral moterial when, 


(a) it considers that exchange would be prejudicial to the 
notional interest, Cr 


(0) the Mniatry, Department, Agency, Office or person 
which originally mobs the collateral materiel avail-
able, or which bears the responsibility for its con-
trol, has placed a "flaitation an its circulation. 


11, Dissemination nil. Security 


ComordniCation Intelligence and technical matters connected 
therewith, which. are SECRET or above, will be disseminated in 
accordance with, security policy to be mutually agreed upon end 
kept under review by USCIB and On. within the terns of this 
policy, dissewinetton by either party will be Made to U.S. 
recipients only as approved by USCIB„and to Canadian recloients 
only as .apprWied by On, Collateral material which le exchanged 
will be neither used by aox f s el:istenee rovealefi to others 
than the personnel of the Ottawa COMIUT Centre and the Areshing-
ton COMINT Centres without the specific consent in each case of 
the party- Supplying the collazern1 material. 


12, TJSCIB and CRC Undertake not to reveal the existence of :any 
of these arrangements, even in the most general terms, to anyone 
who is not indoctrinated- in accordance with the agreed security 
policy, and then only to those who, by virtue of their official 
duties, require such knowledge. 


Ill I I 
NSA - 
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13. i_issamication and '3ecurity Commercial 


IT=IB and -IY:RC will ensure that without prior notification 
and eonaent or the other authority in each instance, no dissemi-
nation of inrormetion deriiod from Communication latelligence 
So4rOes. will be mode to any individual or agency, governmental 
or otherwise, that will e,xplodt it for commercial purposes, 


14, Previous- Communication Datelligenas Arrangements 


These arrangements supersede the existing arrangements 
between Canadian and 15.3. authorities in the Communication 


Alteration  ancl Terminatioa of these Arrunr;cments 


These armogeMOnts May be. alters4 Completely Or in part at 
any time by mutual consent, It is unierstoc4, however, that 
these arrangements may be terminated completcly .1.1-1y time on.
reasonable notice by either authority, should national interehtd 
require such action. 


16. if these arrangements are satisfantory, I suOgeat that imple-
mentation shauld take place wl.en you rinse notified me as chei.rman 
of CRC that they ere acceptable to your Board, Implementation 
can then be arranged by the Communication Intelligence authorities 
responsible to U$C13 and CRC reSpectively. 


17, in Order tp im21emeAt these arrangements as effectively as. 
possible, each authority may- establish liaison officers at the 
QOMITIT Centres .of. the other authority with suah freedom of 
eetion. as is agreeable to the host autAority. 


18. I shall look forward to receiving notification from you 
that the arrangements set out in this letter are satisfactory 
to your Board. 


Yours siteerely, 


/5/ G. G. Crean 
Chairman, 
Communications ReSearch 
Committee 


53 01:1,1 
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Key Definitions 


Threat: Any potential event or act, deliberate, accidental or natural 
hazard that could cause injury to employees or assets, and thereby 
affect service delivery adversely. 


1+1 


Compromise: The unauthorized access to, 
disclosure, destruction, removal, modification, use 
or interruption of assets or information. 


Vulnerability: An inadequacy related to security 
that could increase susceptibility to compromise 
or injury. 


let 


Definitions from the PGS. 
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Cyber Snapshot - The Good 


2.4 billion global Internet Users (2013 estimate) 
• 194 billion e-mails daily 


• 555 billion websites 
• 1.1 billion Facebook accounts 


Over $1. trillion in global online retail sales In 2013 


$20.6 billion online retail sales In Canada in 2013 (estimated $33 billion by 2018) 


85% of Canadians online 


86% of online Canadians have a Facebook profile 


57% of Canadians have downloaded a mobile application 


Over 200 GC services online 


76% of Canadians filed their income taxes online in 2013—up from 64% in 2011 


Canada 


Sources: 


• Chief's GTEC speech 


• Internet World Stats-Usage and Population Statisitcs 


• The Ipsos Canadian inter@ctive Reid Report 2012 


• Forrester Research 


• CRA Annual Report to Parliament 2012-2013 


Storyline: Cyber around the globe 


Past 10 years — exponential evolution of the internet 


In 2010 —1.7 Billion internet users — est. by 2015 +10 billion 


2/3 of cdns bank and file taxes on line 


CII — oil&gas, power, water, public transportation, air traffic control 


Industry— instant mass marketing 


Not yet exhausted potential opportunities of internet use 
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IMAP Retail industry Global Report 2009 (Clearwater Corporate Financing LLP) 


Global retail sales $14 B in 2009 — 14.5 % growth over 2008 


Online sales 2009 — $349 B — for top retailers on lines = 6.6% of all sales 


- 130 B in US 


2014 on line sales forecast — 779 Billion by 2014 
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Cyber Snapshot - The Bad 


100+ nations have the capability to conduct cyber operations 


92% of Canadians under age 35 have been targeted by phishing 
scams 


Over 10 million malicious Android apps 


Corporations affected by advanced cyber attacks every 1.5 
seconds in 2013 


One Android Trojan virus has infected at least 350,000 mobile 
devices 


1 out of every 200 e-mails contains maiware 


63% have experienced a virus on their PC at home 


39%Of financial services companies were hit by cyb'erCrime 
-attacks in 2013 


C;ti lad; 


Storyline: Cyber around the globe 


Past 10 years — exponential evolution of the internet 


In 2010 —1.7 Billion internet users — est. by 2015 +10 billion 


2/3 of cdns bank and file taxes on line 


CII — oil&gas, power, water, public transportation, air traffic control 


Industry— instant mass marketing 


Not yet exhausted potential opportunities of internet use 


IMAP Retail industry Global Report 2009 (Clearwater Corporate Financing LLP) 


Global retail sales $14 B in 2009 — 14.5 % growth over 2008 


Online sales 2009 — $349 B — for top retailers on lines = 6.6% of all sales 


- 130 B in US 


2014 on line sales forecast — 779 Billion by 2014 


Sources (respectively): John Forster, Canadian Press, Kaspersky Lab, SC Magazine, 
Infosecurity Magazine, 2012 Fact Guide Internet World Stats, IT Pro) 
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Cyber Snapshot - The GC 


An average day on Secure Channel Network (SCNet) 


- 700 million connection events per day 


.4 5,800 connection events per second 
-# From 3.8 million unique systems globally 


233 distinct countries, districts & territories 


-4- User population: 377,000 


GC systems are probed relentlessly 
• i In 5 inbound network connection attempts are probes 


looking for vulnerabilities to exploit 
*illk 100 million probes per day 
+▪  45,000 probes per minute 


1+1 


Storyline: What this means for the GC 


20 TB data daily 


2 million emails 


Incidents — anomalous —1 m 


- signature based — 2000 — 


Canad4 
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Who is out there 
SECRET /CEO 


I NIFORMATION THEFT- ESPIONAGE & CRIMINAL. 
ACTIVITY: 
• More than 100 countries have the capability to collect 


information from computer network exploitation 
On-line crime- $1148 in 2012 


DISRUPTION: 


• ANONYMOUS 0005 against GC 
• US banks and Iranian DDOS 


DESTRUCTION: 
Iran is believed to be the source of Ararnco, a Saudi 
Arabian oil company, whose glOOM presence of 30,000 
computers were erased. 


Storyline: Intents and evolution 


ADD: Insider threat (Snowden) 


STikTE SPONsDRED ACTON 


INSIDER THREAT 


CRIMINALS 


TEFIRCRISTS 


HACKTIVISTS 


What are some examples of each. Lets start with the obvious Deliberate. 


Deliberate Events 
• Social engineering 
• Eavesdropping 
• Phishing 
• Theft 
• Denial of Service (DoS) 
• Sabotage/Defacement 
• SPAM 


Accidental Events 
• Human error 
• Technical flaws or failures 


6 


2015 12 22 AGCO232 7 n 
A-2017-00017--03107 







• Industrial accidents 
• Fires, spills, etc 
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2014 GC Threat Activity 


2014 State Sponsored Activity 2014 State Sponsored Breakdown 


Slide used by Chief for — updated with current 
stats (January —June 2014); quarter 3 stats currently unavailable. 


State Sponsored 
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Note — also detected limited state sponsored activity in 
01 
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SECRET//CEO 


2013 State Sponsored Actor Activity 
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Open Source Threat Activity (Maiware) 
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SECRET//CEO 
The threat actor has evolved 


1+1 
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Understanding the exploitation cycle 


„ 2; 0111111ei.,-
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SECRET /CEO 


Scenario 


Intent Threat actor is trying to gain a competitive edge on a contract being 
issued by the Department of Administrative Affairs Canada (AAC). 


Previous attempts to access the department's network have failed. 
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Step It all begins with GEDS 


Peter Srritth 


f...-1,44.4aw 


Canada ca 


Canad4 
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Step What's on the Internet? 


cooking. 


CanadA 
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Step III: Social engineering 
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Step IV: Time to go phishing 
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Step V: Watch that "seed" grow 


ormovow ou.sonw : ; 
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Redirector 


SECRET//CEO 


In the background 


Compromised or 
Malicious Web Server 


Peters Computer Exploit Server Maim! re Server 


*WON ***** SIMINONS,••••••••••••••• 
....•••••••••••••••INOMMO.WOMINO 
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Step VI: Infect the network 


PETER 


USER 


FILE 
SERVER 


1
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SECRET//CEO 


Threat actor now has control 


9uni /1 n _Pnii 


1+1 


• Screen captures 


• Creating accounts and accessing all information within accounts (i.e. Outlook 
information) 


• Obtaining complete departmental account names and passwords 


• Creating network map to guide compromises 


• Uploading tools to compromise other PC/Severs in the Network 


• Identifying databases and their versions 


• Listing running processes and process information 


• Stopping software from running (i.e. antivirus) 


• Replacing valid software malicious one 


• Covertly transfer files out to a specific server 


• Delete information & takedown network 


• Launch attacks to other networks 


• Cost of mitigation = extremely high 
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SECRET//CEO 


Rewind: Mitigation strategy 


,;„,,3;,, User Awareness 


91% of ougeted attidasdecohessireauphistling emai i5 - 
mominfasiciegokoWarioe.son . 


net annum* 
blocked by any security s - Tram/brim New F II Recipes 
&woofed Save 0% today! 


Oz-• (is Organizations are s 
intrusions per week - 
,,),PerairoeStarte KIS 


up to 102 sr 


btlte3°ewst eM 


')U
74"., of attacks againb. t Fcc 


L--
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SECRET//CEO 


Rewind: Mitigation strategy 


Peter was reds mg a minefaNeversion ot I FF FFis 
{i.e. Java). Many espioits.Wereayailablefm F. er-; p 
version. One was used tnvilawmalwete to H. ' 
downloaded onto his system. • • 


Timely updates of Pia Partiav p 
MS Office,ActiveX objects 
allows patching of miners 
and the time the system c 


98% of GC compromise 
disclosed by vendor. 
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SECRET//CEO 


Rewind: Mitigation strategy 


Application Wlifteitstirig 


Pet. Igor malt a; as APO" to he i 
*knowledge. 


W relisting of certain applicationf 
mai rhous of unapproved program, lien 11 
PC. _ 


11 


SAC *stunning& r tsystem. New, 
seewitnatehes WEN not or I. therefore onalwore was 
execogWren Peters PC and onolsee without* 


asses 


IMplementation of timelypatch maintenance of OS II 
dr exposure and the t ,re the system is vulnerable. 


24 


2015 12 22 AGCO232 07 -zn 
A-2017-00017--03127 







SECRET//CEO 


Rewind: Mitigation strategy 


Minimize Administrative 
Privileges 


/1240. Peter had ?tratrradvileges. Malwareha(coee 
to the entir ra, hen bele g limited by I 
restdetecV cc 


directories, 


*b.r..,annebtnnt),..,111, 11 ,n. 


0111Pri, ilqed .1, 1 


we


 arark 


n[ Ft; no.lessto 


I. - 1 P-441011S-Itil Inter 
1, 1 11 ] d Sea SW arate• 


and web 


S vER 
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SECRET//CEO 


Key takeaways for everyone 


:u+:11). F'mryone is a target. 


' The threat is constantly evolving. 


Challenge threat actors, apply simple security 
best practices (patching, administrative 
privileges, etc.) 


The cost of a single cyber intrusion continues 
for years. 


1+1 
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SERVING CANADIAN ,
SCSVItr DE8 C....NADU: IN!,


1.1 


Solicitor-Client Privilege 


CSE's Legal Framework 
and 


Security of Information Act 


Department of Justice, 
CSE Legal Services 


Clriacel 
NEON 


I 
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Solicitor-Client Privilege 


NEXT SLIDE: DLS 
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Directorate of Legal Services (DLS) 


• Since 1986. CSE has had in-house legal counsel who arc 
Department ofJustice (DOJ) lawyers 


• Mission of DOJ: 


— to provide client departments with legal advice; and 


— to ensure that government is administered in accordance 
with the law and the Constitution 


Solicitor-Client Privilege 
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NEXT SLIDE: I. What do you need to know? 
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SCRViNC. CANADIANS 
SCR Yltf. DES CAN-AIM:NS 


I. What do you kneed tQ know, 
• CSE must comply with the law 


• CSE always seeks to protect the privacy of 
Canadians 


• The National Defence Act (NDA) sets out 
the powers of CSE (Part V.1) 


• CSE has 3 mandates (A: Fl; B: IT security; 
and C: Assistance) and can only undertake 
activities that fall within them 


1.1 
N11.01.01% 0.  AEON, 


Solicitor-Client Privilege 


Caniurl 
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Solicitor-Client Privilege 


NEXT SLIDE: H. What do you need to know`' 
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SCRYINC. CANADIANS 
SERYItt DES CAN-AIM:NS 
- , 


II. What do you kn.eed tQ know. 


• There are mandate restrictions 


• CSE activities must be consistent with the 
directions of the Minister of Defence as set 
out in Ministerial Directives (MDs) and 
Ministerial Authorizations (MAs) 
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Solicitor-Client Privilege 


NEXT SLIDE: Keep Three Legal Pillars in Mind 
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SERVING CANADIANS 
.0 SE .ICE DES CANADIENS 


Keep Three Legal Pillars in Mind 


• Rule of Law 


• The Charter 


• Privacy Act 


168 Z1Z"'" 


Solicitor-Client Privilege 
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Solicitor-Client Privilege 


NEXT SLIDE: The Rule of Law 
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SERVING CANADIANS 


All "St. ICE DES CANADtENS 


The Rule of Law 


• All persons, entities, and institutions within 
a state, whether those persons be private or 
public, should be bound by and entitled to 
the benefits of laws that are publicly 
promulgated, equally enforced, 
independently adjudicated, and consistent 
with international human rights norms and 
standards 


1.1 
0. AEOPI 


(-ear. 
I.S.M160 6 CUtc 


Solicitor-Client Prvilege 


NEXT SLIDE: The Canadian Charter of Rights and Freedoms 
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SCRVINC. CANADIANS 


AU SERYI<C DES CANADtrNS 


Canadian Charter of Rights and Fr•ecedorns 


• Whereas Canada is founded upon principles that 
recognize the supremacy of God and the rule of law-


• Section 8 of the Charter is of particular interest for 
CSE: 


Everyone has the right to be secure 
against unreasonable search or seizure. 


• Hunter v. Southam Inc. 


Solicitor-Client Privilege 
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Solicitor-Client Privilege 
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Solicitor-Client Privilege 


NEXT SLIDE : Privacy Act 
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SERVING CANADIANS 


AL At ,ICE DES CANADtENS 


Privacy..Act 


• Imposes obligations on federal government 
departments and agencies to respect 
privacy rights 


1.1 
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Solicitor-Client Privilege 


NEXT SLIDE: CSE's Authorities 
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SERI ING CASIDIANS 
St SERS let DES EA:SADIE:1S 


CSE's Authorities 


National Defence Act (NDA), Part V.1 


— CSE's Mandate and Mandate Restrictions 


— Ministerial Directives 


— Ministerial Authorizations 


In Owe.* WWI,/ 


Solicitor-Client Privilege 
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NEXT SLIDE: Take a Closer Look at the Legislation! 
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SCR .ViNC. CANADIANS 
At SCR Yltf. DES CAN-AIM:NS 


Take a Closer Look at the Legislation! 


www.canlii.org 


www.laws.justice.gc.ca 


Part V.1 of the NDA - Communications 
Security Establishment 


Part VI of the Criminal Code - Invasion of 
Pri acy 
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NEXT SLIDE: CSE's Mandate — section 273.64 NDA 


10 


June 24, 2015 a rar,n11.1 
A-2017-00017--03149 







CSE's Mandate — section 273.64 NDA 


Threefold mandate of CSE: 


a) to acquire and provide foreign intelligence (SIGIN1); 


b) to provide advice, guidance and services to help to 
ensure the protection of electronic information and 
information infrastructures of importance to the 
government of Canada (ITS): 


e) to provide technical and operational assistance to 
federal law enforcement and security agencies in the 
performance of their lawful duties (Assistance). 


tztwoo.4... 11 Cana


Solicitor-Client Privilege 


NEXT SLIDE: CSE Mandate Restrictions 
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SERA'S 1. C A Pi ADIANS 
SER,A1Lf DES E A NiplIENS 


CSE Mandate Restrictions


General (s. 273.66) 
- CSE may only undertake activities within its mandate, consistent with 


ministerial direction and consistent with ministerial authorization if 
required 


A and B Mandates - SIGINT and IT Security (ss. 273.64(2)) 
- shall not be directed at Canadians or persons in Canada; and 
- subject to measures to protect the privacy of Canadians in the use and 


retention of intercepted information 


C Mandate - Assistance (ss. 273.64(3)) 
- subject to any limitations imposed by law on the agency to whom CSE 


is providing assistance 


111.11 12 CanarD1 


Solicitor-Client Privilege 


NEXT SLIDE: Ministerial Directives 
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SERVING CANADIANS 
At SERVICE. DES CANAIMENS 


Ministerial Directives 


• June 2001 — Examples of Some Ministerial Directives (MDs) 
• MD on Accountability Framework (Unclassified) 
• MD on Privacy of Canadians (Unclassified) 


• NDA now provides that the Minister may issue written 
directions to the Chief respecting the carrying out of the 
Chiefs duties and functions (ss. 27162(3)) 


• MDs have also been issued relating to sensitive operations. 
relationships and other matters 


1 4 1 Z •174°"" 13 
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NEXT SLIDE: Ministerial Authorizations 
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SERIING CASIDIANS 
St SERSECE DES CANSDIENS 


Ministerial Authorizations (MAs) 


• Minister may authorize in writing► the interception of private 
communications in relation to an activity or a class of 
activities (ss. 27345(1) and (3)) 


— Part VI of die Criminal Code does not apply to an interception 
of a communication under the authority of an MA (s. 273.69) 


- GoC cannot be sued in respect of the use, disclosure or 
disclosure of the existence of a communication intercepted 
under the authority of an MA (s. 273.7) 


1.1 *owe.* WWI,/ 
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Solicitor-Client Privilege 
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NEXT SLIDE: MINLSTERIALAUTHORIZATIONS (Validity, Conditions, Support) 


14 


June 24, 2015 A-2017-00017-03156 
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Ministerial Authorizations  


Validity 


• Up to one year. as specified in the MA, may be renewed 


(s. 273.68(1)) 


• Minister may vary or cancel at any time (s. 273.68(2)) 


Conditions 


• MA may contain any conditions that the Minister considers 
advisable to protect the privacy of Canadians (s. 273.65(5)) 


Support 


• Minister may issue written directions to the Canadian Forces to 
support CSE in carrying out activities under an MA 


(s. 273.65(6)) 


15 Caniuri 


Solicitor-Client Privilege 


NEXT SLIDE: Internal Accountability and External Review 
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SERVING CANADIANS 
At SERVICE. DES CANAIMENS 


Internal Accountability and External Review 


INTERNAL ACCOUNTABILITY: 
• Audit and Evaluation 


— Periodic review — operational and administrative 
— Provides assurance that appropriate controls are in place to 


ensure compliance with law and policy 
• Directorate of Legal Services 


EXTERNAL REVIEW: 
• Independent Review by CSE Commissioner 


- Reviews CSE activities to ensure compliance with the law 


• Other External Review 
— E.g., Auditor General, Privacy and Information Commissioners 
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NEXT SLIDE: SECURITY OF INFORMATION ACT (Title Slide) 
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Security of Ir forma io Act 


1+1 


Splicitor•Clien/ Privileau 


NEXT SI, E: R. v. Delisle 
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NEXT SLIDE: Delisle Recap; video interlude (4 minutes, 35 seconds) 
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D lisle Reca  


Solicitor Client Privilege 


NEXT SLIDE: R. v. Delirie : Relevant 1'ro►isions 
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SERVING CANADIANS 
Al SE ICE DES CANAWENS 


R. v. Delisle: Relevant Provisions 


www.canlii.org 


www.laws.justice.gc.ca 


SODA, s. 16 — Communications with foreign 
entities or terrorist groups 


Criminal Code, s. 122 — Breach of trust by 
public officer 
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Solicitor-Client Privilege 


NEXT SLIDE: What do you need to know? 
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CA N DIA. NS. 
DIS CANADICHIL 


What do you need to know? 


• CSE employees frequently deal with 
Safeguarded Information (SI) and 
Special Operation Information (SOI) 


• Unauthorized disclosure of SI or SOI 
may result in criminal liability 


21 Caniurl 
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• NEXT SLIDE: Government Information 
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SERNINC. CANADIANS 


SERYItt DES CANAIMENS 


Government Information 


Government 


Information 
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Safeguarded 


Information 
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Government 
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NEXT SLIDE: Why do you need to know? 
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SERVING CANADIANS 


Al "3E. ICE DES CANADtENS 


Why do you need to know? 


Serious consequences for: 


• CSE 


• the Government of Canada; and/or 


you 


may result from the unauthorized disclosure of 


safeguarded or special operational information. 
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NEXT SLIDE: Safeguarded Information 
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Safeguarded Information 


What is Safeguarded Information? 


• Information that the Government of Canada or a 
province is taking measures to safeguard 
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NEXT SLIDE: Safeguarded Information (Related Offences) 
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Safeguarded Information 


Related Offences 


• Unauthorized communication of safeguarded 
information to a foreign entity or terrorist group by 
any person (section 16) 


• Unauthorized communication of safeguarded 
information to a foreign entity or terrorist group by a 
person holding a security clearance (section 18) 


1.1 
,V441.414t 0.  AEOPI 
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NEXT SLIDE: Special Operational Information (What is SOI? and Examples of SOI) 
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SCRYINC. CANADIANS 
SERVICE DES CAN- AIM:NS 


: .„.. 


Special gperational Information
What is SOI? 


Safeguarded information that reveals, or from which one 
can infer, certain classes of information as set out in the 
Act 


Examples of SOI 
• Sources 
• Targets 
• Means to covertly collect. analyze and exploit 


information or intelligence 
• Identity of persons engaged in covert operations 
• Encryption used by GoC and its vulnerabilities 
• Similar information as above about or received from a 


foreign entity.orterrorist group
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NEXT SLIDE: Special Operational Information (Related Offences) 
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SERVING CANADIANS 


Al "St. ICE DES CANADtENS 


Special Operational Information 


What are the related offences? 


• Unauthorized communication of actual SOI to a foreign 
entity or terrorist group by any person 


• Unauthorized communication of purported SOI by a 
Person Permanently Bound to Secrecy (PPBS) 


• Unauthorized communication of actual SOI by a PPBS 


Note: You may be charged with any or all of the offences. 
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NEXT SLIDE: Persons Permanently Bound to Secrecy 
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Persons Permanently Bound to Secrecy 


By operation of law 


• All current and former employees of CSE are 
PPBS 


By personal designation 


• Selected secondees, contractors, etc. 
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NEXT SLIDE: Edward Snowden 
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Edward Snowden 


The whistleblower 
I an allow the US 


government to 
destroy privacy 


and basic liberties 


Solicitor••Chent Pr vile, 


NEX I SLIDE: Ilong Kong Interview 
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NEXT SLIDE: Procedure for Public Interest Defence 
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Procedure for Public Interest Defence 


CSE Internal Disclosure Mechanism 


Deputy Head or Deputy Attorney General 


CSE Commissioner 


11-
PPBS considers whether to publicly disclose 


Solicitor-Client Privilege 
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NEXT SLIDE: Questions 
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Office of the 
Communications Security 


Establishment Commissioner 
CANADA 


Associate Chief 
Communications Security Establishment 
Confederation Heights 
719 Heron Road 
Ottawa, Ontario 
K1G 3Z4 


Dear 


Bureau du 
Commissaire du Centre de la 
securite des telecommunications 


TOP SECRET/COMINT/CEO 
(with attachment) 
10 January 2008 


As I mentioned to you at our meeting before Christmas, OCSEC has drafted a discussion 
paper on CSE's use of its (a) and (c) mandates which Commissioner Gonthier reviewed 
this week. A copy of the paper is attached. In addition, an electronic co has been 
forwarded to the Director of Corporate and Operational Policy, 


Once you have had an opportunity to consider the content, I suggest that we arrange for a 
meeting with our respective interested parties to discuss the matter. 


In the meantime, if you have any questions, please call me. 


Yours sincerely, 


oanne Weeks 
Executive Director 


P.O. Box/C.P. 1984, Station "B"/ Succursale ..B. 
Ottawa, Canada 


KIP 5R5 
(613) 992-3044 Fax (613) 992-4096 


info@ocsec-bccst.gc.ca 
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TOP SECRET/COMINT/CEO 


Discussion Paper Concerning CSE's Use of its (a) and (c) Mandates 


Issue 


OCSEC's draft reports concerning metadata and assistance to RCMP and to CSIS raise 
questions respecting whether CSE's authority to undertake contact chains at the request 
of CSIS/federal law enforcement agencies (LEAs) to identify links in support of an 
ongoing investigation in Canada should be authorized under par. 273.64(1)(a) [(a) 
mandate] or par. 273.64(1)(c) of the NDA [(c) mandate]. 


In response to OCSEC's questions, CSE indicated that "the default position is always 
mandate (a)"I. CSE expressed the opinion that since the resultant information meets the 
criteria for foreign intelligence (FI) and is provided as such to the other [requesting] 
agencies, there is no need to consider whether it is a mandate (c) activity. CSE advised 
that the (c) mandate may not apply as it requires the use of the requesting agencies' 
authorities, and the agencies do not have the appropriate mandate [to collect FI 
themselves], as the agencies' warrants/authorizations may not apply extraterritorially2. 
As a result, CSE believes that should it use its (c) mandate to provide 
information/intelligence to CSIS/LEAs, CSE would be unable to use the information 
provided for its own FI purposes under its (a) mandate (because of the limitations 
imposed by ss. 273.64(3) of the NDA). The use of the (a) mandate implies maintaining 
control over the information collected from chaining the identifiers provided by 
CSIS/LEAs. This control must be at least equal to that of the agency that provided the 
lead information, which entails accepting the responsibility to handle all the information 
(original lead information as well as the resultant information) appropriately and ensuring 
that measures to protect privacy are in place. 


IRRELEVANT 


1 We understand that the phrase "the default position is always mandate (a)" is intended to mean that CSE 
always resorts to using the (a) mandate, and will only resort to the (c) mandate if the proposed activities can 
not be justified under the (a) mandate. The phrase could be interpreted to mean the opposite: that should 
the (c) mandate not be applicable, CSE would revert to using the (a) mandate (as a default). 
2 CSE "Comments on OCSEC 2nd Draft Review Report of the Ministerial Directive on the Collection and 
Use of Metadata", sent by e-mail to OCSEC Director of Operations on December 6, 2007. 
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CSE's (a) and (c) mandates - "Merged Authorities" 


Question: Are CSE's (a) and (c) mandates truly independent (as suggested by CSE)? 


In discussions, CSE has indicated that it uses its (c) mandate for three purposes: 


1. to provide technical assistance to CSIS/LEAs; 
2. to assist CSIS under s.16 of the CSIS Act; and 
3. to assist CSIS/LEAs by intercepting the communications of a 


Canadian/person in Canada that is subject to a CSIS warrant (s.12 of the CSIS 
Act) or an LEA's authorization (under Part VI of the Criminal Code). 


However, in OCSEC's opinion, this is a narrow interpretation of CSE's (c) mandate, as 
the (c) mandate also permits CSIS/LEAs to request that CSE use its (a) mandate for 
CSIS/LEAs' benefit, such as to provide FI relating to a Canadian identifier, which is in 
addition to the three purposes described above. 


It can be argued that the purpose of CSE's (c) mandate is to provide an opportunity 
whereby CSE's and CSIS/LEAs' authorities can complement and support each other. In 
doing so, CSE's (a) and (c) mandates also complement each other. Such an interpretation 
would give full scope to the powers conferred on CSE by the NDA as a consequence of 
the (c) mandate. 


Therefore, the (a) and (c) mandates should not be considered independent of each other; 
the (c) mandate supplements but does not contradict the (a) mandate. The (c) mandate 
affords CSE and the requesting agency an opportunity to optimize their respective lawful 
capabilities in an appropriate manner. In effect, by merging CSE's and CSIS/LEAs' 
authorities under CSE's (c) mandate, each authority becomes qualified by the other. 


In addition, CSE's use of its (a) mandate (rather than its (c) mandate) appears 
inconsistent with CSIS/LEAs' purpose in providing information to CSE: 


• it fails to recognize how CSIS/LEAs expect the information to be treated. 
Is CSE affording CSIS/LEAs the level of confidentiality owed to ongoing 
security intelligence/criminal investigations, e.g., to protect the agencies' 
sources? CSE may distribute to all clients and Second Party partners an EPR 
relating to or containing the information (although minimized) provided by 
the agencies; 


• it fails to recognize CSIS/LEAs' expectations res ectin the resultant 
re ortin 1 of information/intelli once, if an , 
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Are CSIS/LEAs being put in a position of having to choose whether it is more important 
to attempt to obtain FI in support of their investigations or to potentially jeopardize their 
sources? 


FI and CSIS 


CSE has also expressed the opinion that it may not be permitted to pass FI to CSIS 
because the agencies' warrants/authorizations may not apply extraterritorially. This view 
fails to take into account CSIS's s.12 mandate under the CSIS Act to collect, analyse and 
retain "information and intelligence that may on reasonable grounds be suspected of 
constituting a threat to the security of Canada". Section 12 of the Act imposes no 
geographic limitations on CSIS's activities. The phrase "in Canada" is not used in s.12; 
rather, the legislation uses the words "relating to" Canada. The effect of these words is 
that activities outside Canada arc permitted. 


CSE is applying its own interpretation to the mandate of CSIS. Whereas s.16 makes 
reference to "in Canada" (which is why it acquires foreign intelligence in Canada from 
CSE), s.12 imposes no such limitation. What is Fl for CSE can very legitimately be 
security intelligence under s.12 for CSIS. 


CSE seems to be under the impression that all lawful security intelligence investigations 
under s.12 require a warrant. This is not so. There are two levels of lawful investigation 
based on the level of intrusiveness that CSIS may use prior to obtaining or having to seek 
a warrant. 


In addition, it is unclear why CSE believes that should it use its (c) mandate to provide 
information/intelligence to CSIS/LEAs, CSE would be unable to use the information 
provided for its own Ft purposes under its (a) mandate, since CSE is currently doing so 
under s.16 of the CSIS Act (with the Memorandum of Understanding). 
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March 11, 2008 
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des teldcommunications Canada Canadian Eyes Only 
C.P. 9703 
To:minus 
Maas. Canada 
K13 3Z4 


Ms. Joanne Weeks 
Executive Director 
Office of the Communications Security Establishment Commissioner 
90 Sparks Street, Suite 730 
Ottawa, Ontario 
P.O. Box 1984, Station "B" 
IC1P 5R5 


Dear M 


OCSEC Discussion Paver Concerning CSEC's 
Use of Parts (a) and (c) of its Mandate 


Your File Vol.? stiferexce 


°wills Notre riftrenee 


DGPC/09-08 


On behalf of the Communications Security Establishment Canada (CSEC), I would 
like to thank you for forwarding your office's discussion paper for our consideration 
and comment. I welcome the opportunity to state CSEC's position on the points that 
the paper raises. 


CSEC notes that while the paper uses contact chaining as a starting point, it deals 
with the interpretation of parts (a) and (c) of CSEC's mandate in the broader context. 
In particular, the paper suggests that parts (a) and (c) are not independent authorities, 
as CSEC maintains, but "complementary", if not "merged". The paper also suggests 
that CSEC's interpretation of part (c) of its mandate hinders CSEC's assistance to 
CSIS and Law Enforcement Agencies (LEAs). CSEC hopes that its comments below 
will clarify CSEC's position and the underlying reasoning. 


CSEC remains firmly of the view that parts (a) and (c) of its mandate are indeed 
separate, given: 


• the legislated definition of "foreign intelligence" in the National Defence Act 
(NDA) 


• the rationale for the inclusion of part (c) of the mandate in subsection 
273.64(1) of the NDA, and 


• Department of Justice (DoJ) legal advice. 


Canada 1 TOP SECRET/COMINT/ 
Canadian Eyes Only 
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Paragraph 273.64(1)(a) of the NDA mandates CSEC to provide "foreign intelligence 
in accordance with Government of Canada intelligence priorities", and subsection 
273.61 of the Act defines "foreign intelligence" as "information or intelligence about 
the capabilities, intentions, or activities of a foreign individual, state, organization or 
terrorist group, as they relate to international affairs, defence, or security". Consistent 
with this, the National SIGINT Priorities List (NSPL) includes threats to the security 
of Canada as a Government of Canada (GC) foreign intelligence requirement. 
Security-related CSEC reporting based on the NSPL is of interest to a range of GC 
clients, including, but not restricted to, CSIS, given its mandate to investigate threats 
to the security of Canada. 


In light of the above, CSEC wishes to address the paper's central assumption that the 
provision of foreign intelligence to CSIS and LEAs is linked with, if not reliant on, 
part (c) of its mandate. In fact, CSEC does not need part (c) of its mandate to provide 
foreign intelligence to CSIS and LEAs as part (a) already provides CSEC with ample 
authority to do so. CSEC can, and does — under • art a — • rovide forei 
intelligence to CSIS with re •ect to terrorism, 


on 
the condition that the information or intelligence produced is about the capabilities, 
intentions, and activities of foreign entities as they relate to international affairs, 
defence, or security. 


A point related to this is the rationale for the creation of part (c) of CSEC's mandate. 
Part (c) was not created to address a perceived gap in CSEC's ability to fulfill its 
foreign intelligence mandate, but rather to provide a basis in legislation for a category 
of support which recognized that CSEC's unique capabilities and expertise could 
assist CSIS and LEAs in ways other than the provision offoreign intelligence (the 
drafters of the legislation clearly envisaged two separate functions, otherwise they 
would not have created distinct parts to the mandate). This separate category of 
support consists of collection, processing, and other technical (e.g., decryption 


or operational (e.g.,  IRRELEVANT 
IRRELEVANT support to CSIS and LEAs' operations. The 
need to formalize this type of support in the NDA was primarily due to the 
burgeoning challenges posed by rapidly evolving and increasingly complex 
communications technologies that CSIS and LEAs were 
encountering in the course of their investigations, and as an alternative to replicating 
the same capabilities across all agencies at great cost. Part (c) of the mandate, 
therefore, concerns the provision of "services" rather than the provision of 
"information" (i.e., foreign intelligence as defined in the NDA). Although these 
technical or operational services may rely on capabilities and expertise developed 
under part (a) of CSEC's mandate, their provision to CSIS and LEAs is not in 
furtherance of CSEC's foreign intelligence mandate; rather, they are provided in 
those cases as a means to support the fulfillment of the requesting agency's lawful 
mandate and are subject to any limitations imposed by law on that agency. 
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It is important to note that capabilities and expertise derived from part (b) of CSEC's 
mandate (IT Security) can also be used to assist CSIS and LEAs under part (c). 
Therefore, part (c) of the mandate should not be viewed as synonymous with tools or 
capabilities derived from, or carried out solely by, SIGINT. When CSEC's IT 
Security operational areas provide assistance under part (c), "SIGINT-derived" 
assistance would be unlikely to come into play. 


I should additionally note that the Department of Justice (DoJ) has also looked at the 
mandate issue. Solicitor-Client Privilege 


Solicitor-Client Privilege 


In line with this, CSEC will continue to conduct its activities in a manner consistent 
with the legal advice provided by the DoJ Solicitor-Client Privilege 


Solicitor-Client Privileg


I would now like to respond to a number of the paper's comments about the nature of 
CSEC support to CSIS and LEAs: 


• CSEC strongly believes that the statement (page 1, paragraph 3) that it is 
reluctant "to recognize and directly address legitimate requests for assistance 
from CSIS/LEAs under [part (c) of CSEC's] mandate" is unfounded. This 
implies that CSEC treats requests from CSIS/LEAs without due consideration. 
On the contrary, CSEC reviews each request thoroughly and in keeping with 
established procedures that are familiar to both CSEC and CSIS/LEAs. 
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• The paper asserts (page 2, two bullets at page bottom) that CSEC's use of part 
(a) of its mandate fails to recognize CSIS/LEA expectations of source 
protection and limited end product distribution when these agencies provide 
information to CSEC. We wish to state categorically that these claims do not 
reflect the manner in which CSEC conducts its operational relations with 
CSIS/LEAs. CSEC consults the providing agency to discuss sensitivities and 
distribution of end products, and does not act in a way that places CSIS/LEA 
sources at risk. In short, there is no "trade-off' between CSEC's provision of 
foreign intelligence and protection of CSIS/LEA sources. CSEC therefore 
finds that the question at the top of page 3 ("Are CSIS/LEAs being put in a 
position of having to choose whether it is more important to attempt to obtain 
FI in support of their investigations or to potentially jeopardize their sources") 
to be without foundation. 


• The second bullet at the bottom of page 2 also intimates shortcomings in 
CSEC dissemination of foreign intelligence to CSIS and LEAs, specifically, 
that SIGINT clients at these agencies must search through end-product 
reporting that is available to other clients to find information that is of interest 
to them. However, this bullet is based on a misunderstanding of SIGINT 
dissemination. SIGINT is disseminated on a "need-to-know" basis in 
accordance with client requirements (i.e., clients do not receive all SIGINT 
end-product, but only that which matches their specific needs). Therefore, 
clients at CSIS and LEAs, like other clients, should not have to "wade 
through" SIGINT reporting they do not find relevant. Furthermore, CSEC 
alerts clients (at CSIS and elsewhere) to SIGINT reports that are of high-
interest to them, especially those of a time sensitive nature, as soon as such 
reports are issued. CSEC relies on various dissemination vehicles (e.g., Client 
Relations Officers, etc) to deliver SIGINT directly to clients. 


• The paper's statement that "CSE seems to be under the impression that all 
lawful intelligence investigations require a warrant" is not correct. In point of 
fact, CSEC is well aware that CSIS Act section 12 investigations commence 
with powers that do not require warrants. However, when providing support 
under part (c) of its mandate, CSEC cannot exceed the section 12 (CSIS Act) 
authorities under which the Service operates. Clarity from the DoJ on the 
Blanchard Decision, and/or changes to legislation, are required to settle the 
issue of extraterritoriality (note, however, that extraterritoriality is not at issue 
when CSEC provides foreign intelligence to CSIS under part (a) of CSEC's 
mandate). 
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• The final paragraph of the discussion paper does not accurately reflect 
CSEC's position. As noted above, CSEC does not need part (c) of its mandate 
to provide foreign intelligence to CSIS and LEAs. Secondly, CSEC is not 
automatically allowed to use the information obtained from a client under part 
(c) of its mandate for purposes under part (a) of its mandate. Such 
information must be lawfully disclosed to CSEC on a case-by-case basis for 
CSEC to be able to use the information under part (a). For example, in order 
to retain and use metadata IRRELEVANT 


IRRELEVANT  in support of activities under part (a) of CSEC's 
mandate, CSEC must obtain explicit approval from CSIS. 


• With respect to specifically, CSEC initiates 
with a identifier solely for the purpose of obtaining foreign 
intelligence related to foreign entities abroad (i.e., under part (a) of its 
mandate). CSIS-supplied identifiers in these cases are essentially no different 
than information provided by other clients 


that help CSEC develop foreign intelligence targets abroad — that is, in 
furtherance of the execution of part (a) of the mandate. Although CSIS and 
LEA-supplied information may focus on Canadians, the analysis related to the 
potential for foreign intelligence is derived primarily from SIGINT reporting 
and research on foreign targets and groups located outside Canada. In certain 
cases, following development activities, if no other avenue exists and there is 
a justified expectation that foreign intelligence will result, CSEC may 
generate its own internal request to initiate a 
selector. Relatively few requests have actually been authorized. 


Finally, CSEC wishes to address the paper's claim (page 1, paragraph 3) about 
CSEC's legal compliance with the NDA: 


"CSE's reluctance to recognize and directly address legitimate requests for 
assistance from CSIS/LEAs under CSE's (c) mandate could be considered a 
failure to fulfill CSE's (c) mandate and therefore could constitute non-
compliance with the NDA [emphasis added]." 


CSEC takes most seriously any suggestion that it does not comply with the law. 
Solicitor-Client Privilege 
Solicitor-Client Privilege CSEC responds to requests for assistance under 
part (c) of its mandate (as indeed to any request under its other mandated activities) in 
accordance with appropriate legal and policy authorities, as well as its resource 
capacity and priorities (both of which can have considerable bearing on CSEC's 
ability to meet a given requirement). A decision not to respond to a levied 
requirement owing to resource limitations and competing priorities is an operational 
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issue and does not constitute non-compliance or unlawfulness. In this respect, CSEC 
is no different than any other government organization. For example, although CSIS 
is mandated to investigate threats to the security of Canada and the RCMP investigate 
criminal activity, they also must prioritize their activities and allocate resources as 
feasible. 


I trust that the above information clarifies CSEC's position and the underlying 
reasoning. 


A/Director General, Policy and Communications 


cc: David Akman, Director, Legal Services 
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September 2011 


Minister: 


I am very pleased to submit to you the CSEC Annual Report for fiscal year 2010-2011. This eleventh 
Annual Report discusses CSEC's priorities and challenges over the past year, highlights our key 
accomplishments and addresses a number of special reporting requirements. It also focuses on some of 
our future intentions and efforts to remain relevant in an ever changing technological environment. 


In 2010-2011, CSEC continued to mature as an organization uniquely positioned to lead Government 
of Canada (GC) efforts to address cyber security threats. We are also at the forefront of the Five-Eyes 
partnership in the development of many key capabilities, such as our highly productive 


program. In addition to our ongoing commitment to address GC Intelligence Priorities, CSEC 
is also providing critical support to Canada's security and intelligence community on emerging issues, 
including in support of Canadian Forces operations as well as GC 
efforts to comba 


Internally, CSEC is placing significant emphasis on enhancing our accountability and reporting regimes 
to reflect our growth and increasing prominence. In 2010-2011., CSEC participated in the Management 
Accountability Framework exercise for the first time and will continue to pursue similar initiatives to 
mature our corporate management framework. 


With the contract for the Long-Term Accommodations awarded, CSEC is turning its attention to 
evolving and building for the future. CSEC 2015, a statement of our strategic vision, outlines how we 
will maximize the collaborative opportunities of our new space to meet our organizational challenges. 
Equipping CSEC for the future will require investment across the organization. One of the keys to our 
success will be the effective use of automation to manage and maximize the benefits of the tremendous 
volume of information generated by our enhanced c ber threat monitoring 


We will also continue to levera Ye our Second Party partners 
including Through these and other tactics, CSEC will be best 


positioned to continue mission-critical functions and respond to emerging issues of concern to the GC and 
our allies, such as Cabinet Confidence protection. 


Our greatest asset in addressing the challenges of today and preparing to tackle the issues of tomorrow is 
our exceptionally talented and dedicated workforce — Team CSEC. As Chief, I am committed to building 
on our potential by cultivating an organizational culture of transformational leadership and collaboration 
that recognizes the significant contribution of our employees to safeguard Canada's security. 


incerely. 


Join Adams 
Chief 


c.c. Stephen Rigby, National Security Advisor to the Prime Minister 
Robert Fonberg, Deputy Minister, National Defence 
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LIST OF 2010-2011 HIGHLIGHTS 
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CSEC Contribution to GC Efforts to Cabinet Confidence 
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Implementing Canada's Cyber Security Strategy (CCSS) 


Newly Deployed Sensors Lead to Cyber Incident Discovery 


IRRELEVANT 


Advancing Allied Research Collaboration 


IRRELEVANT 


The Cohort Foundational Learning Experience at CSEC  


CSEC Strengthens its Accountability and Reporting Regime 


iv ANNUAL REPORTTO THE MINISTER OF NATIONAL DEFENCE, 2010-2011 


2017 01 05 AGCO236 A ,f AR 
A-2017-00017--03203 







TOP SECRET//COMINT//CANADIAN EYES ONLY 


In our strategic effort to keep pace with an 


ever-changing threat and technology 


environment, GEC continues to monitor 


domestic and global trends in security and 


intelligence and maintain a reputation for 


rapidly adapting our approaches to most 


effectively respond to changing needs. 


However, in the context of resource constraints, 


the challenge continues to be addressing tong-


standing priorities such a: 


while remaining responsive to emerging 


priorities shaped by recent events. 


Cabinet Confidence 


DOMESTIC ENVIRONMENT 


Within the Government of Canada (GC), priorities for foreign 
intellinence colle-tinn have remained quite stable. Addressing 
cabinet Confi dencl continues to be the number r 


In fiscal year (FY) 2010-2011, support for the Canadian combat 
mission in Afghanistan remained a key priority moving towards 
the planned end of the combat mission in 2011. Following the 
November 2010 announcement of a contit is 


ANNUAL REPORT TO THE MINISTER OF NATIONAL DEFENCE, 2010-2011 


2017 01 05 AGCO236 7 ,f AR 
A-2017-00017--03204 







TOP SECRET//COMINT//CANADIAN EYES ONLY 


7.010-2011 have increased the focus of GC efforts 
emerging priorities. With the release of Canada's 


Cyber Security Strategy in October 2010, significant attention was 
focussed on the need to address 
our perspective on those'
in early 2011 of signific 
activir 
pose( 


cyber threats to Canada. However, 
been enhanced by the discovery 


s te-sponsored cyber intrusion 
mange


Live and 
deter Furth 


Canada's S&I community itself has also come under scrutiny. 
The final report of the Commission of Inquiry into the Investigatior 
of the Bombing of Air India Flight 182 was released in June 2010 
and followed by a Government Response and Action Plan in 
December. A key focus of the Commission was the importance of 
improved coordination and information sharing among partners 
in the S&I community. These views have also been echoed in a 
recent Senate committee report. While no specific action on these 
recommendations has been taken to date, the implications for (SE% 
could be significant. 


`nought to a clo.7r. 
iinning v. 


vhen Canes 


GLOBAL ENVIRONMENT 


A striking theme of the international security and intelligence 
environment in 2010-2011 is the recognition of the global nature 
of threats and vulnerabilities. In addressing these threats, CSEC 
continues to work with its international partners in the Five-Eyes 
cryptologic alliance, the US National Security Agency (NSA), 
the UK Government Communications Headquarters (GCHQ), the 
Australian Defence Signals Directorate (DSD) and the New Zealand 
Government Communications Security Bureau (GCSB). 


Unkind Wd5 disci nut aidne in WiLUVer Illy 11141JUI cyber inounits in 
2010-2011. Countries like France and Australia as well as security 
firms RSA and Cornodo have hit the front pages with the detection 
of sophisticated cyber intrusions targeting government and 
internet security related information. Cyber security has also been a 
significant focus of government attention in 2010-2011, including 
the full launch of the US Cyber Command approach to synchronized 
cyber defence based at NSA. In the UK, cyber threats have been 
listed among the top four priority risks in the British National 
Security . Stirtegy. An added dimension has been the prevalence 
of cyber activism, including the efforts to both promulgate and 
cripple the Wikileaks website and the reprisals taken by the hacking 
group Anonymous against companies perceived as anti-Wikileaks. 
Anonymous also disabled government websites in Tunisia and Egypt 
In support of democratic protests in those countries. Undoubtedly, 
the cyber threat environment is evolving at a pace that poses a 
significant challenge, not only to Canada but also to our Allies. 
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The GEC Signals Intelligence (SIGINT) program 


continued to make important contributions 


Canada's national security in FY 2010-2011 


through its efforts to support GClntelligence 


Priorities. These contributions enhanced the 


protection of Canadian lives and interests 


throughout the world. 


REPORTING ON INTELLIGENCE PRIORITIES 


0 The successful conduct of SIGINT operations requires specific, 
focused objectives and requirements as well as the ability to 
prioritize targets of the highest possible importance to Canada. 
Through a major annual update and quarterly review process, CSEC 
produces a National SIGINT Priorities List (NSPL) based on direction 
from the Minister of National Defence on Cabinet-approved GC 
Intelligence Priorities as well as input from key departments and 
agencies. This year's NSPI rnntinues to refIP-t GC Intelligence 
Prir, Fr .1:1s foci 'Cabinet Confidence 


Cabinet Confidence 


This report notes a number of CSEC achievement,,„


fiscal year in addressing these priorities, includi 
Looking ahead to FY 2011-2012, SIGINT will cor. 
a wide range of targets with emphasis on the issues of highest 
importance as determined by Cabinet. In the face of standing 
requirements and other emerging intelligence needs, the CSEC 
SIGINT program remains committed to addressing GC Intelligence 
Priorities through its internal reallocation and prioritization exercises. 
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Cabinet Confidence 


CSEC provides ?-tionable signals intelligence' for detecting and 
preventingpa b i rihreats against North America, as well as 
against Canadian and allied interests abroad. Key clients are the 
Canadian Security Intelligence Service (CSIS), the Department of 
National Defence (DND), and the Department of Foreign Affairs 
and International Trade (DFAIT), along with allied military and 
intelligence services. 


With a focus on the protection of Canadians at home and abroad, 
targets representing a "threat to life"are, in fact, the single highes 
priority assodated with SIGINT analytic activity and targeting. In 
2010-2011, (SEC identified and intercepted communications of 
various groups and individuals involved in 
and allied interests, particularly in relatior 
high-profile kidnappings. CSEC reporting 
the lives of Canadian and allied nationals1Cabinet Confiden 


Cabinet Confidence 


IRRELEVANT 


Cabinet Confidence 


(SEC rontimir.7 --wide intelligence support for 
Cabinet Confidence 


Cabinet Confic 


Cabinet Confidence 


Reports graded "Actionable intelligence have either: a) identified a threat to Canadian and/or allied interests; or b) resulted in significant action being taken by the a; 
or c) significantly influenced (it, (For allied government decisions, 
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Cabinet Confidence 


Cabinet Confidence 


in 2010-2011, CSEC provided actionable intelligence .c^' "th r_r


d allied govr--- I  dients on activity linked tri:Csabinet Conf 
Cabinet Confidence 


Cabinet Confidence 


the 


—pported 
SIGINT 


,..ng identified 
I. (A, DND, Health Canada, DFAIT 


and others. As reflected in Canada's 
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Cabinet Confidence 


LSE( works closely with C515 and its Five-Eyes partners to identify 
and monitor threatslCabinet Confidence 
cir"T insight alsi 'Cabinet Confidence 


CabinEAs part oi rSEC 
reporting often res• E tortunities 
and identification of tr ,J10-2011, 
close collaborati `n the 
disruption of st 


a specific aspect u, 


Cabinet Confidence 


(SEC cond. -161NT development efforts and reporting to support 
the r'''Cabi net Confi!In particular, CSEC assists in providing 
Cabinet Confidence 


Cabinet Confide 


"‘;‘:( also 1., 


Jration with Five-E: 
—standing of 


Cabinet Confide! 


OK pi InAhip signals intelligence on 
andP abinet Confiderito key clients such as CrisA, DND,CSIS 
and RCMP. CSEC's focus is the provision of intelligence to protect 
Canaria and its pinac frnr-Cabinet Confident and from 


Cabinet Con 


Cabinet Confidence 
Cabinet Confick 


In 2u Oil uEC successruuy laernmea ana interceptea me 


CSEC CONTRIBUTION TO GC EFFORTS 
TOCabinet Confidence 


CSEC has made a significant contribution to GC Wars 


In addition, (SEC 
reporting has made significant contributions to our understanding 
of 


Cabinet Confidence 


CSEC addressestabi net Confidence 


nerrra!Iy" 
!guirements 


abinet Confidence 
Cabinet Confidence 


Cabinet Confidence  as well 
a coverage of breaking issues and =:r es. In 


ents for foreigr, -elated 


ANNUAL REPORTTO THE MINISTER OF NATIONAL DEFENCE, 2010-2011 


2017 01 05 AGCO236 1') ,f A 
A-2017-00017--03209 







TOP SECRET//COMINT//CANADIAN EYES ONLY 


!r 1"10-2e1 1, nrovided significant intelligence support o 
Cabinet Confidence 


Cabinet 


(SEC significantly enhanced collection 


IRRELEVANT 


'IRRELEVANT 


IRRELEVANT 


I RR I 


IRRELEVANT 


SIGNALS INTELLIGENCE CHALLENGES 


Collaboration 
As Five-tye 
of cooperat 
and legal di, 


r, "iborative effor 


ix) increase their level 
■ ._oming clear that policy 


"tries can negatively 
IRRELEVANT 


IRRELEVANT 


IRRELEVANT Efforts to collaborate in the cyber domain 
die also complicated as this area has yet to be clearly defined from 
legal and policy standpoints. Among the Five-Eyes there are varying 


A SIGINT report is tated"Exceptionar when a) it is shown or briefed to a Canadianiallied Cabinet Minister-equivalent or a e, Wit provides unique insight on issues of importance to the 
client, or c) it strongly corroborates other information of importance to the client. 
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approaches to the cyber security mission and the complexity of 
assuring multinational collaboration is compounded by the number 
of potential GC players in the cyber security domain, and the need 
to ensure clear lines of authority and responsibility to enable 


in this highly technical field. While it is a significant 
challenge to resolve fundamental national differences in policy and 
law at a rapid operational tempo, CSEC is working in various fora to 
address these issues. 


Emerging Priorities and Building for the Future 
IRRELEVANT 


IRRELEVANT 
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The C5EC IT Security program aims to protect 


electronic information and information 


infrastructures of importance to the GC, as 


mandated by the NDA. This program is the lead 


technical authority for IT security for the GC and 


is divided into two branches: the Cyber Defence 


Branch, focussed on cyber threats; and the Cyber 


Protection Branch, which provides product 


architectural and engineering guidance and 


services for the protection of GC information systems.


CYBER DEFENCE 


The (SEC Cyber Defence Branch undertakes efforts to help protect 
the GC from sophisticated cyber threats. Operations are conducted 
to detect, analyze, evaluate, mitigate, and defend against incidents 
that are occurring on Government systems of importance. The 
following sections outline in greater detail (SEC's accomplishments 
over the past year in strengthening the security posture of the 
Government by preventing cyber intrusions, including those conducted 
by the most sophisticated threats to Canada's national security. 


In 2010-2011, the Cyber Defence Branch became fully operational 
after a year of transition that saw the establishment of new 
reporting lines, the development of direct and sustained 
relationships with key departments, the deployment of a highly 
developed sensor capability on Public Works and Government 
Services Canada's (PWGSC) Secure Channel Net (SCNet), and the 
strengthening of relationships within the S&I community. 
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IMPLEMENTING CANADA'S CYBER 
SECURITY STRATEGY (CCSS) 


The CCSS recognizes CSEC's unique capabilities and leadership role 
in combating cyber threats to GC networks. CS EC directed first year 
CCSS funding to invest in systems that will provide CSEC's Cyber 
Threat Evaluation Centre and 'areas with 
increased access to threat data. These systems will provide an 
enhanced perspective of the cyber threats affecting Government of 
Canada systems and lay the foundation upon which an increased 
analyst complement will search out new threats and threat actors. 


The Cyber Threat Evaluation Centre 
GEC's Cyber Threat Evaluation Centre (CTEC) was created in 2009 
to ensure greater coordination and synchronization between the 
CSEC IT Security and SIGINT programs and to act as the entry point 
into CSEC for Government in all matters related to cyber defence. It 
provides cyber threat detection and cyber situational awareness at 
a variety of classification levels to a diverse set of stakeholders that 
range from senior Government executives through to IT security 
professionals, as well as to CSEC's domestic and allied partners. This 
information provides decision makers and IT security professionals 
with the ability to more effectively defend against cyber threats 
specific to the GC, and to anticipate future cyber threats. 


In the past year, CTEC increased the set of reporting products 
and services that convey important cyber threat information to 
these stakeholders: 


A core monthly report that provides a baseline of 
threat knowledge at the SECRET level for distribution 
to Chief Information Officers and IT security personnel. 
These details include the scope of the threat (number 


', formation about threat actors (what 
employing which technical exploitation 


.id the severity of the threat (based on 
how many systems have been compromised). 


Products that provide a unique perspectiv-
'-adecraft and targeting by i 
,er threat actors. 


reports and mitigation advice for broad 
distribution across government. CTEC has worked to 
establish these low-classification reports that are based 
on highly sensitive information to allow the broadest 
possible distribution. 


Sensor Deployment 
d d 


NEWLY DEPLOYED SENSORS LEAD 
TO CYBER INCIDENT DISCOVERY 


Enhanced (SF( monitoring through the deployment of tile 


In a large scale effort CSEC 
engaged with partners in the federal IT security community and 
provided immediate mitigation advice implemented by affected 
departments to address the threat. 


CYBER PROTECTION 


IRRELEVANT 


10 ANNUAL REPORTTO THE MINISTER OF NATIONAL DEFENCE, 2010-2011 


2017 01 05 AGCO236 I ,,F AR 
A-2017-00017--03213 







TOP SECRETHCOMINTIICANADIAN EYES ONLY 


IRRELEVANT IRRELEVANT 
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IRRELEVANT 


IT SECURITY CHALLENGES 


Evolving Cyber Threat and Technology Environment 
Cyber threats are constantly evolving, both in frequency of 
occurrence and sophistication. As CSEC capitalizes on recent 
investments to advance our capabilities and capacities to combat 
the growing cyber threat, the more threats are discovered. 
Canada is not alone in facing this challenge — a global reality that 
both government and non-government systems are constantly 
at risk with no quick solution. CSEC has identified a need for 
supplementary investment to expand coverage to detect these 
threats through additional sensor development and deployment 
as well as other enhanced analytic and defence capabilities. In 
other internal efforts to keep pace, the CSEC IT Security program 
is also placing an emphasis on prioritization of clients needs and 
developing automated cyber defence tools to allow for quick 
response and mitigation. 


CSEC also needs to keep pace with the rapid evolution of 
technologies such as cloud computing and wireless devices and 
networks. As these new technologies emerge, clients become eager 
to incorporate them into their day-to-day business in order to 
work more efficiently. CSEC continues to engage with GC clients to 
emphasize the importance of thorough product examination prior 
to deployment in order to provide the appropriate security guidance 
necessary to protect GC information and information systems at 
both the classified and unclassified levels. The ability to recruit 
and retain highly-qualified technical personnel will be crucial to 
addressing this and other challenges. 


IRRELEVANT 
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JOINT RESEARCH OFFICE (JRO) 


CSEC has established the JR0 to ensure CSEC's research and 
experimental development program addresses the immediate 
science and technology issues critical to meeting both the CSEC SIGINT 
and IT Security mandates. The key objectives of the JRO are to: 


Ensure critical research requirements are addressed; 


Leverage research representation and relationships; 


Enhance predictive analysis to a ntidpate the hard 
problems of the future; 


Establish a responsive research and technology 
transfer process; 


Foster out-of-program research work to accelerate 
workplace innovation; and 


Effectively and economically manage the research program. 


These activities permit (SEC to pursue enhanced collaboration on 
science and technology issues with external partners based on a 
thorough understanding of research activities, gaps, priorities 
and opportunities. 


In FY 2010- 2011 the JRO identified, prioritized and promulgated 
GEC research requirements for enhanced coordination internally 
and with key domestic and allied partners. Increased engagement 
with Defence Research & Development Canada MIX) was also 
pursued to identify relevant research activities for coordination, 


ADVANCING ALLIED RESEARCH COLLABORATION 


CSEC is emerging as a leader in the area of research collaboration 
within the Five-Eyes alliance. In October 2010, CSEC coordinated 
and hosted the first Five-Eyes Research Chiefs meeting to 
held in many years. CSEC benefited from additional perspectives 
on research challenges from allied partners. In follow-up, each 
partner agency is identifying areas of strength and weakness to 
best coordinate our respective research programs. The event was 
the first official activity hosted in the r Cryptologir F,,,search 
Institute fad I iffy. 


CRYPTOLOGIC RESEARCH INSTITUTE (CRI) 


In order to tackle the hardest methodological problems on the 
technical horizon, the newly-renovated CRI Facility in Ottawa 
opened its doors to the first of its cryptologic researchers in 
November 2010. CSEC is working with leading IT providers to 
complete the technology integration in the collaborative spaces. 
The program continues to be coordinated through the JRO and 
in support of the objectives in the (SEC Strategic Plan. 
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The four primary responsibilities of the CRI are to: 


Address the most important scientific challenges 
facing CSEC; 


Attract and engage Canada's top researchers to work in 
support of CSEC; 


Obtain the highest possible return on Canada's research 
partnerships within the allied Cryptologic Research 
Community; and 


Create and maintain a world leading cryptologic research 
knowledge center to enable effectual knowledge 
discovery and transfer. 


A vital part of the new CRI facility is its Advanced Collaborative 
Environment (ACE). The ACE will be one of the world's most 
sophisticated collaborative spaces, providing researchers with 
the ability to conduct video conferences and advanced computer 
interactions at the highest classification level. These capabilities 
will significantly increase the ability of researchers across the 
cryptologic intelligence community to collaborate on the hardest 
mathematical problem sets. 


Over the past fiscal year there has been a significant increase in 
the number of top Canadian and leading international academic 
researchers engaged to work for the CRI. The CRI is also facilitating 
the ability of its researchers to access resources in the National 
Capital Region through the establishment of a Memorandum 
of Understanding (MOU) with Carleton University providing CRI 
members with access to university facilities. In October 2010, the 
CRI also hosted a Knowledge Discovery workshop in partnership 
with Carleton University aimed at identifying key"open problems' 
that face the S&I community. 


OTHER COLLABORATION 


Analytical Collaboration 
Over to i0-2011, OK's IT Security and SIGINT program-


d an integrated approF 


The Joint Career Framework 
IRRELEVANT 


Tools and Expertise 
(SEC's SIGIN 1 arm IT Security programs are also sharing relevant 
staff expertise and tools that support CSEC cyber defence 
activities 


compromises and • 
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POLICY, COMMUNICATIONS 
AND PARTNERSHIPS 


LAWFUL REVIEW 


As with other federal agencies, CSEC is subject to review by the 
Privacy Commissioner, the Auditor General, the Information 
Commissioner and Commissions of Inquiry. The CSE Commissioner 
is CSEC's primary review official, whose role it is to ensure the 
lawfulness of CRC activities and to investigate and respond to 
complaints, if required. In addition to the CSE Commissioner, 
CSEC is also subject to review as a federal agency. 


In FY 2010- 2011, CSEC provided information to the Office of the 
CSE Commissioner (OCSEC) in response to eleven reviews, six of 
which were completed: 


Computer Network Defence; 


Active Network Security Testing; 


Disclosure of Information about Canadians to GC Clients; 


Contact Chaining; 


SIGINT Ministerial Authorizations; and 


Targeting and Selector Management. 


Ongoing reviews pertain to: 


Information Sharing with Second Parties; 


Retention and Disposal of Information Obtained under 
Ministerial Authorization; 


IRRELEVANT 


A review of the CSEC Privacy Inciden 


©3 _ -c related 


Fi 


Furthermore, OCSEC has requested that CSEC provide any new 
identified records related to the current civil litigation by Messrs. 
Almalki, El-Maati, and Nureddin that may not have been examined 
during the Commissioner's previous review. 


Intelli i ence as Evidence 
IRRELEVANT 
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IRRELEVANT 
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COMMUNICATIONS 


IRRELEVANT 
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IRRELEVANT 


International Partners 
Over Luc licuL year, collaboration with the traditional Five-Eyes 
partners has remained at the forefront of (SEC's priorities as the 
65-year-old alliance continues to manifest unparalleled integration 
and efficiency in achieving Canada's national security and foreign 
policy interests. Also, the demonstrated value to Canada's national 
security interests has prompted r-r 


relationshi 


CS« engages with its Allies in both technical and operational 
collaboration. CSEC is working with its Five-Eyes partners to further 
technical integration of our respective systems and to optimize 
interoperability. As part of this effort, CSEC actively pursues the 


reuse and sharing of technology between „very 


key player among the Five-Eyes, g expertise In key 
capabilities and reporting lines ( lumber of highlights 
from the 2010-2011 reporting r. .score the contribution 
of CSEC to the allied community, in return for which Canada derives 


1, efit. in tclinc of nvr articn ?el eha.rn rpcn34rfac. 
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In the face of a growing cyber threat, the Five-Eyes community 
continued to evolve and expar


In LU I CI—LU I I, (SLCS WIldIMICILIU11 WWI 10 nve-cyr pd11.11tiS 


on IT security was significaiT. 


POLICY, COMMUNICATIONS AND 
PARTNERSHIPS CHALLENGES 


IRRELEVANT 


IRRELEVANT 


ANNUAL REPORT TO THE MINISTER OF NATIONAL DEFENCE, 2010-2011 19 


2017 01 05 AGCO236 7F.,fA2 
A-2017-00017--03222 







TOP SECRETHCOMINTHCANADIAN EYES ONLY 


20 ANNUAL REPORTTO THE MINISTER OF NATIONAL DEFENCE, 2010-2011 


2017 01 05 AGCO236 OA ,f A 2 
A-2017-00017--03223 







TOP SECRET//COMINT//CANADIAN EYES ONLY 


IRRELEVANT 
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IRRELEVANT 
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R RELEVANT 


ANNUAL REPORTTO THE MINISTER OF NATIONAL DEFENCE, 2010-2011 23 


2017 01 05 AGCO236 00 ,f A 2 
A-2017-00017--03226 







TOP SECRETHCOMINTHCANADIAN EYES ONLY 


CSEC 2015 STRATEGIC PRIORITIES 


1. Strengthen "Team CSEC"and prepare fa 
IRRELEVANT 


2. Adopt innovation and agile business solutions 


3. Expand oui 


4. Improve analytic tradecraft 


5. Automate manual processes 


6. Synchronize the cryptologic enterprise for the cyber security mission 


7. Enabl( IRRELEVANT for threat mitigation 
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IRRELEVANT 
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AUDIT, EVALUATION AND ETHICS 


IRRELEVANT 


IRRELEVANT 
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IRRELEVANT 
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CSEC is proud to report on the many successes of the past fiscal 
year including: 


Critical SIGINT contributions to disrupting terrorist 
networks both at home and abroad; 


Effective detection and mitigation of the most significant 
series of cyber intrusions on GC networks that has been 
detected to date; 


Development of tools and engagement strategies 
to both prevent and detect future intrusions; 


Innovative collaboration with domestic and allied 
partners in response to the changing threat and 
technology landscape; and 


IRRELEVANT 


Across the organization, (SEC is focussed on developing the cutting-edge 
capabilities and capacities that will enable the or 
its leadership role in key areas (e.g. cyber secu 


chance 
well 


as provide ongoing critical support to GC client. , tner 
of a shifting global security and threat landscape I RR E 


IRRELEVANT 


From the perspective of both its foreign 
missions, CSEC also continues to experie 
in the volumes of valuable SIGINT traffic a. 
processed on a daily basis. (SEC is committed to responding to this 
and other challenges noted throughout this report through the 
effective use of innovative tradecraft, tools and automation that 
will also allow us to continue to do more with available resources. 
Enharr and across a broad range of 
dome 
be a key 


been and will continue to 
complishments in this area 


serve to cement GEC's domestic and international reputation as an 
agile, innovative and valuable partner. 


Looking forward, CSEC has released a new strategic vision, 
CSEC 201 5, focussed on the seven priorities that are key to 
meeting operational challenges while maximizing the potential 
for collaboration and innovation provided by GEC's new 
accommodations. Future annual reports on CSEC priorities, activities 
and challenges will serve to highlight our progress towards this 
vision in our ongoing efforts to safeguard Canada's security through 
information superiority. 
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ANNEX A: LIST OF CURRENT CSEC MINISTERIAL AUTHORIZATIONS AND DIRECTIVES 


MINISTERIAL AUTHORIZATIONS (MAs)3


Signals Intelligence MAs 
tvi 
(s 


MA 


(sir. 


MA Support to Canadian Forces Operations in 
Afghanistan (since December 2006) 


ice January 2002) 


2(Y}11 


Information Technology Security MAs 
MA Protection or government of Canada Computer 
Systems and Networks Active Network Security Testing 
(since April 2002) 


• MA Protection of Government of Canada Computer 
Systems and Networks - Cyber Defence Operations (since 
January 2004) 


MINISTERIAL DIRECTIVES (MDs)4


MD Accountability Framework (June 2001) 


• MD Privacy of Canadians (June 2001) 


IRRELEVANT
IRRELEVANT 


erations 


Program March 2004) 


—.wake (SIGINT) Operational 
Model (May 2004) 


• MD Collection and Use of Metadata (March 2005) 


• IT IRRELEVANT 


ugust 2006) 


IRRELEVANT 


IRRELEVANT 


• MD Intelligence Priorities (updated annually) 


MAs have a designated duration of one year; however approval may be sought annually for MAs addressing an activity or dass of activities required on a continuing s' his list reflects 
current titles for each activity or doss of activities. 


(SEC also has three ECI MDs dealing with highly sensitive SIGINT initiatives. 
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ANNEX B: SPECIAL REPORTS 


In addition to areas covered under the 2001 Ministerial Directive on OKI Accountability Framework (pertormance, strategic priorities, 
program initiatives, and important policy, legal and management issues►, C5EC is also required to report on other specific issues. This Annex 
features special reports required either by Ministerial Directive or in response to recommendations by the Office of the CSE Commissioner. 


NUMBER: 1 
SPECIAL REPORT: ISOM and the Mission in Afghanistan 


OBLIGATION: 2004 Integrated SIGINT Operational Model Ministerial Directive 
SPECIAL HANDLING: TOP SECRETHCOMINTHCE0 


NUMBER• 2 
SPECIAL REPOR ° ■ 


OBLIGATION. 
SPECIAL HANDLING: TOi 


_rations Ministerial Directive 


NUMBER• 
SPECIAL REPOR 


OBLIGATION. 
SPECIAL HANDLING: TOP 


NUMBER: 
SPECIAL REPORT: 


OBLIGATION: 
SPECIAL HANDLING: 


" rfisterial Directive 


IRRELEVANT 


TOP SECRET/KOMINTHCE0 


NUMBER: 
SPECIAL REPORT: 


OBLIGATION: 
SPECIAL HANDLING: 


5 
Privacy of Canadians 
Voluntary - Response to CSE Commissioner Recommendations 
TOP SECRET/KOMINTHCE0 


NUMBER. 6 
SPECIAL REPOR 


OBLIGATION: 
SPECIAL HANDLING: TIN 


NUMBER: - 
SPECIAL REPORT: 


OBLIGATION: 
SPECIAL HANDLING: SECRET 


IRRELEVANT 
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1. SPECIAL REPORT: INTEGRATED SIGINT OPERATIONAL MODEL (ISOM) 
AND THE MISSION IN AFGHANISTAN 


As reported last year, a five-year Review was conducted in 2009-2010 to confirm that CSEC and DND/CF efforts were meeting the intent 
of the ISOM Ministerial Directive (MD) for a comprehensive accountability framework for Canadian SIGINT. In 2010-2011, the results from 
the Review and subsequent direction from the ISOM Steering Committee have resulted in an Integration Action Plan (IAP) that will afford 
greater efficiencies and effectiveness within the Canadian SIGINT enterprise. 


The ISOM IAP and GEC's internal business planning regime are working towards an enduring and fully integrated partnership by 2015. One of the 
primary enablers of the partnership is establishing an integrated SIGINT requirements list for the GC and the CF. A single National SIGINT Priorities 
list (NSPL) is a major step in integrating the full spectrum of Canadian SIGINT collection and reporting efforts and will eliminate duplication of effort 


RRELEVANT 


Ma r 'xisting CF mandate in southern Afghanistan through the end of the combat missi 
the next generation ISOM over the next y. 


:SEC and 
.1 requirement same ti 
I continue to address GC requirements while enhancing the Canadian c( 


Througn 
tom plem 
ISOM and is an ak... 


2. SPECIAL REPORT: 


'gram, (SEC has P' 


.sties. The resulting 
by alliari nartnerS. 
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3. SPECIAL REPORT: 


4. SPECIAL REPORT: 


IRRELEVANT 


IRRELEVANT 
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5. SPECIAL REPORT: PRIVACY OF CANADIANS 


Under the NDA, CSEC is explicitly prohibited from directing foreign intelligence or IT security activities at Canadians or any person in Canada. 
Protecting the privacy of Canadians is an issue of paramount importance to (SEC. 


In 2010-.2011, CSEC continued to strengthen the policy framework relating to privacy issues. CSEC secured approval and promulgation 
of several new or amended policy instruments that reinforce (SEC's ability to consistently apply, and demonstrate compliance with, the 
operational policy framework. These include: 


OPS-1, Protecting the Privacy of Canadians and Ensuring IP^ 1̂ r^—^1,--ro 


OPS-1-10, Operational Procedures for Metadata Analp,


OPS-1-12, Procedures for "1-.N."‘ r""."+” ""‘' 


OPS-1-13, Procedures 


OPS-3-1, Procedures a uuons. 


,,,b!lef(SEC Activities; 


ord Joint CSEC-CF Activities; and 


Occasionally, CSEC arid its Allies incidentally acquire information about their own nationals. To protect the individual's privacy, this 
information is suppressed in intelligence reports. However, CSEC may release the names of other identifying features of Canadian entities 
to Government departments or international Allies, but only under strict conditions, namely that the requesting entity have a specific 
operational requirement for the information. 


A review conducted by the Office of the (SEC Commissioner examined CSEC's releases of Canadian identities to GC clients over the period of 
April to September 2010. Results were positive for CSEC, with the Commissioner noting that such activities were conducted lawfully. 


In 2010-2011, (SEC rein!' ,dian identity information stem 
intelligence reports.This he number of identities releas. itt) a 
number or 'eleas 1s in years past, the majority 6. I mation was reit_ radian 
Identities, . In ado,— .dea3 • iladian identities to its Five-Eyes partners. 


.1 


the Director General of Intelligence to release Ji Policy Advisor was not available within 
one half-hour. This provision was used only twice, but it was considered to be useful in meeting operational requirement on a timely basis 
and will likely be considered again in the future. 
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7. SPECIAL REPORT: INTERNAL SECURITY AND POLYGRAPH TESTING 


IRRELEVANT 
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Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 
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September 2012 


Minister, 


I am very pleased to submit to you the CSEC Annual Report for fiscal year 2011-2012. This was a significant year 
on a number of fronts. At the beginning of 2012, I took on the role of Chief, CSEC from my respected predecessor 
John Adams; additionally, CSEC was given a new place in government in 2011-2012 as a stand-alone department 
within the National Defence portfolio. The Orders-in-Council issued on November 16, 2011 established CSEC's 
new status and provided new delegations of authority to the organization. This was a historic milestone for CSEC, 
and we look forward to continuing to support the Government of Canada. 


This annual report details CSEC's priorities and challenges over the past year, highlights our key accomplishments 
and addresses a number of special reporting requirements. It also outlines some of our intentions and planned 
efforts as we move forward in an ever-evolving technological environment. 


Over the past year, CSEC has continued to develop and implement new capabilities to support the Government of 
Canada's security and intelligence priorities and address c ber security threats. CSEC's role in Afghanistan 
as Canada's combat operations ended in 2011 The organization focused 
its activities to support the government's intelligence priorities to Cabinet Confidence 


Cabinet Confidence CSEC's unprecedented collaboration with partners, including 
Fri expand information sharing and capabilities. CSEC's Tutte 
Institute for Mathematics and Computing, the only classified research institute of its kind in Canada, officially 
opened in September 2011, and we broke ground on CSEC's Long-term Accommodations project. 


1 am committed to seeing CSEC continue to successfully support the government's intelligence priorities and 
protect government information systems. In the coming year, our priorities include: 


• expanding CSEC's operations to deliver timely and 
high-quality foreign intelligence to meet Government of Canada priorities; 


• providing quick, flexible response capacity to meet the Government of Canada's intelligence needs in 
responding to emerging global incidents; 


• implementing CSEC's responsibilities under the Government's Cyber Security Strategy and protecting 
Government of Canada's networks from threats; 


• strengthening secure handling of TOP SECRET information through improvements to government systems; 
• developing a legislative proposal for your consideration to confirm CSEC as a stand-alone agency, address previous 


concerns of successive CSE Commissioners and provide CSEC with the tools it needs to succeed in future; 
• enhancing accountability and sound management systems to support CSEC as a stand-alone agency; and 
• implementing the Deficit Reduction Action Plan as approved by the Government of Canada. 


CSEC made important contributions to the government's security and intelligence priorities in 2011-2012. 
We look forward to continuing to help protect the security of Canada and Canadians in the year ahead. 


Sincerely, 


John Forster 
Chief 
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LIST OF 2011-2012 HIGHLIGHTS 


Following the 
arrests within implicated terrorist network 


CSEC strengthened-


CSEC provided foreign intelligenc 


In response to 


CSEC provided 


CSEC provided 


4 


5 


5 


..... ............. 


6 


6 


7 


. ............ •• 


10 


11 


. - • • e e • • • . 


14 


18 


• 


........ 


22 


,., ,eee-.-ev eat .- ev e•, .- ...... ... 


(SEC's Cyber Threat Evaluation Centre broadened its role to become the central entity to which all cyber 
threat incidents identified in Government of Canada departments are reported 


A specialized response team was established to provide IT support to Canadian government departments 
following cyber security incidents 


-ev e-.-eve-.-eve-., ,eee-.-ev e-.- ev e-.-eve-.-eve-., ,eee-.-ev eat .- ev eat .- ..... . ... 


The Tutte Institute for Mathematics and Computing officially opened its doors as CSEC's classified research 
institute, the first of its kind in Canada 


IRRELEVANT 
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Significant events in 2011-2012 served to focus global and 
domestic attention on a number of key priorities. The capture 
and death of Osama bin Laden, the end of the Canadian combat 


'obal cyber threat, and 
• r- a few examples of the 
.s that evolved this past year. 


To effeaively operate in this dynamic environment, (SEC continued 
to work dosely with its international partners, the Five Eyes.This 
cryptologic alliance consists of the LIS National Security Agency 
(NSA), the UK Government Communications Headquarters (GCHQ), 
the Australian Defence Signals Directorate (DSD) and the New 
Zealand Government Communications Security Bureau (GCSB). 


Foreign state-sponsored cyber intrusions took place on multiple GC 
departments this past year, raising concerns about cyber security. 
(SEC worked with many of the affected departments to enhance 
their networks' security to help prevent future incidents. These 
factors contributed to the GCs approval of increased cyber funding 


receiving 


.eeting the 
objective of'Securing Government Systems' outlined in Canada's 
Cyber Security Strategy (CCSS). 


The January 2012 arrest of a Canadian Naval officer on charges 
of spying linked to Russia drew consi 


•.,!•;;(} 


Afghanistan evolved this;:: 
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REPORTING ON INTELLIGENCE PRIORITIES 


(SEC's SIGINT program maue important contributions 


to Canada's national security that enhanced the protection 


of Canadian lives and interests throughout the world. 


SIGINT focuses its actions against the GC intelligence priorities. 
These priorities are as follows: 
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Cabinet Confidence 


SIC„„ -He signal intelligence' I 
Cabinet Confidence 


Cabinet 


Cabinet Confidence 


d DFAiT, 


' '+s intelligence collection 
:iddition to various at, 


Specific SIGINT reports graded -Actionable intelligence have either 


a) identified a threat to Canadian and/or allied interests, or 
b) resulted in significant action being taken by the GC or 
c) significantly influenced GC, CF or allied government decisions, 


Cabinet Confidence 


Cabinet Confidence 


'Cabinet Confiden 
Cabinet Confidence 


Cabinet Confidence 
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support 


Cabinet Confidence 


to GCc1ie 


In 2011-2012, SIGINT continued to suprn 


".1 
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Cabinet Confidence 


Cabinet Cor 


Cabinet Confidence 


abinet Confidence 


SIGINT continued this past year to successfully identify and 


increase success in countering these activities. 


IRRELEVANT 


area and 
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SIGINT PARTNERSHIPS 


IRRELEVANT 


CSEC is committed to developing relationships within the Canadian 
S&I corn, '.vel engagement 
with OF e'Annex A: Special 
Reports'). midst of creating 
a framework MOU v n a goal of moving forward 
with this partnership 


Over the past year, collaboration with the Five Eyes partners has 
remained high on the list of CSEC's priorities. (SEC,. 


NSA, GCHQ DSD and GCSB continues to yield r 
efficiency in achieving Canada's national secur 


interests. The demonstrated value to Canal 
tritPrests has Prompted (SEC to develoriR RE LEVANT 


IRRELEVANT 


In 2011-2012, CSEC
bei 


-
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INFORMATION TECHNOLOGY SECURITY 
(IT SECURITY) 
CSEC's IT Security program provides advice, guidance and services to help ensure the protection 


of electronic information and of information infrastructures of importance to the Government 


of Canada, as mandated by the National Defence Act. This program is divided into two branches: 


the Cyber Defence Branch, focused on cyber threats; and the Cyber Protection Branch, dedicated 


to providing guidance and services for the protection of GC information systems. 
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CYBER DEFENCE 


The Cyber Defence Branch protects against sophisticated cyber 
threats. In 2011-2012, the Cyber Defence Branch continued its 
operations to detect, analyze, evaluate, mitigate, and defend 
against incidents that are occurring on GC networks. New 
techniques and tools to detect both known and previously 
unknown compromises were dew' 
possible, automated. CSEC monit 
intrusions - representing 
day, which is the equivalcn 


U 


lloyed and, wherever 
-tments for cyber 


'tes of data per 
jes of text. 


Cyber Defence provides mitigation and 
well as products and services based o 
schedule which considers the nature a'.. 
incident, the threat actor, and the GC sector affected. This is 
particularly important given the persistent and evolving nature of 
cyber threats to the GC. 


Following the release of Canada's Cyber Security Strategy (CCSS) in 
October 2010, CSEC began receiving funding which was directed 
to develop cybi 
Centre (CTEC) e on 
access to cyber 


'ber Threat Evaluation 
as with increased 


_.Are currently functional 
and provide an enhanced perspective of the cyber threat affecting 
Government of Canada systems, and lay the foundation upon which 
an increased analyst complement will search out new threats and 
threat actors. Some of the systems automate analyst workflow to 
liberate resources to detect and defend against new threats. 


NEW ROLE FOR THE CYBER THREAT 
EVALUATION CENTRE (CTEC) 
CTEC was created in 2009 to promote greater syrichrc mzation 
between IT Security and SIGINT, a partnership that is vital to 
effectively curb cyber [tire as wel l as to act as the entry 
point into CSEC for the Adding to this role, (TEC took on 
the function of Government of Canada Cyber Threat Evaluation 
Center (GC CTEC) in June 2011 under a Memorandum of 
Understanding with Public Safety Canada (PS). All cyber 
threat incidents identified at GC departments are now reported 
to GC CTEC. The picture this collated information creates 
forms the basis of increased cyber situational awareness and 
threat detection. 


Improved Reporting Products 
In 2011-2012, Ci tt. expanaed its catalogue of products and 
services that convey important cyber threat information to 
stakeholders at various levels. The catalogue includes core monthly 
and yearly summary reports at the SECRET level that inform Chief 
Information Officers, Departmental Security Officers and IT security 
personnel of baseline threat knowledge: individual departmental 
reports which detail incidents that may have occurred on their 
network., and an it •if the cyber threat 


CYBER PROTECTION 


IRRELEVANT 
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IRRELEVANT 


IT SECURITY PARTNERSHIPS 


ir, CSEC continued to develop their partnership with 
IRRELEVANT 
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SIGINT AND IT SECURITY 
COLLABORATION 
In order for CSEC to meet its mandate, collaboration is vital. 


Over the past year, SIGINT and IT Security have continued 


to work together to increase efficiencies and develop 


partnerships to enable CSEC to continue to meet its mandate. 


AGCO237 10 nf AA 
A-2017-00017-03264 







TOP SECRET//SI//CANADIAN EYES ONLY 


JOINT RESEARCH OFFICE (IRO) 


(SEC established the JRO to ensure CSEC's research and 
experimental development program addresses science and 
technology issues critical to meeting its operational mandates. 


The key activities of the JRO are to: 


ensure clear research requirements are addressed; 
leverage research representation and relationships; 
enhance predictive analysis to antidpate the hard 
problems of the future; 
establish a responsive research and technology transfer 
process; and 
foster out-of-program research work to accelerate 
innovation in the work place. 


These activities permit (SEC to enhance and expand collaboration 
on science and technology issues wit iada 
and its partners in the allied commu 
academia and other research organise.


a in unclassified facility to leverage 
t. id leading-edge technology to address 
certain mission critical challenges. As well, the office conducted an 
in-depth review of ()ter defence-related research challenges to 
advance capabilities that can meet these challenges. 


14 


TUTTE INSTITUTE FOR MATHEMATICS AND 
COMPUTING (TIMC) OFFICIALLY OPENS 


The TIME, formerly the Cryptologic Research Institu e (.1 I , 
officially opened in September 2011. the only one of its kind 
in Canada, this classified mathematical and computational 
research facility works alongside and receives longer term 
research priorities from the JRO. 


One ofthe most striking features ofthe institute is its Advai iced 
Collaborative Environment (ACE). The ACE is one of the world's 
most sophisticated collaborative spaces, providing researchers 
with the ability to conduct advanced computer interactions at 
the highest classification level (TOP SECRETi/SI/i [Cl). These 
capabilities enable researchers across the allied cryptologic 
community to collaborate on the hardest mathematical and 
computing problem :,ets. 


In 2011-2012, the TIME engaged some of Canada's top 
academics and leveraged Canada's research partnerships 
within the allied cryptologic research community. The institute 
hosted two successful workshops, with attendees from 
international partner institutes. Through this collaboration, 
TIMC will continue to explore highly secure but publicly 
available cryptography, and to overcome existing computing 
challenges. 


CYBER DEFENCE 


Analytic Collaboration on the Cyber Defence Mission 
In 2011-2012,11 ), died to integrate 
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SIGNALS INTELLIGENCE 
AND IT SECURITY CHALLENGES 


The "Big Dig" 


Cyber Security Funding 
In April 2012, the GC approved $153M over four years with an 
additional $42M ongoing of new funding for CSEC,TBS, SSC 
and PS to improve the security of federal cyber systems. These 
new resources will reinforce ongoing cyber defence efforts in 
SIGINT and IT Security and enhance CSEC's support capabilities to 
domestic partner departments and agencies. This funding supports 
Pillar 1 of Canada's Cyber Security Strategy: ̀ Securing Government 


i aiding 


OTHER COLLABORATION 


Joint Career Frameworks 
IRRELEVANT 


RRELEVANT 
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IRRELEVANT 
REVIEW FOR LAWFULNESS 


The Office of the CSE Commissioner (OCSEC) is an independent 
review body whose role it is to verify the lawfulness of CSEC's 


operational activities through dassified reviews and to investigate 
and respond to external complaints about (SEC, if required. As 
with other federal agencies, CSEC is also subject to external review 
and audit by independent organizations induding the Privacy 
Commissioner, the Auditor General, the Information Commissioner 
and Commissions of Inquiry. 


This past year, CSEC provided information to OCSEC to support 
ten reviews, six of which were completed during the 2011-2012 
timefra me. OCSEC also requested that CSEC provide additional 
records related to the current civil litigation by Messrs. Alma lki, 
El-Maati, and Nureddin that may not have been examined during 
the Commissioner's previous review. 


Intelligence as Evidence 
IRRELEVANT 
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In response to past recommendations of the CSE Commissioner to 
address Ministerial Directives (MDs) that pre-date the legislative 
establishment of CSEC in the National Defence Act, (SEC updated 


IRRELEVANT 


andiCollection and Use of Metadata'Ministerial Directives. A new 
additional Ministerial Directive was issued to implementthe 
Cabinet-approved Framework for Addressing Risks in Sharing 
Information with Foreign Entities, which outlines the decision-
making process to be used in instances where the sharing of 
information may present a substantial risk of mistreatment. 


Following implementation of a new synchronized process to 
harmonize the expiry of Ministerial Authorizations (MAs), work 
has continued to improve coordination of the (SEC Ministerial 
Authorization regime. Attention has shifted this year to 
harmonizing a number of MAs. 


IRRELEVANT 


On a related note, during the past year, CSEC received a greater 
number of Access to Information requests. When compared to the 
previous fiscal year, consultations requests increased by 62% and 
Access to Information requests by 28%. 


IRRELEVANT 
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LIST OF CURRENT CSEC MINISTERIAL AUTHORIZATIONS AND DIRECTIVES 


Ministerial Authorizations (MAs)2
Signals 


MAI 
MAI 


sine 


(s 
anuary 2002) 


(s, 
MA Support to Canadian Forces Operations in 
Afghanistan (since Dec 
MA Interception Active. (July 2011) 


Information Technology Security MAs 
• MA Protection of Government of Canada Computer 


Systems and Networks - Active Network Security 
Testing (since April 2002) 
MA Protection of Government of Canada Computer 
Systems and Networks - Cyber Defence Operations 
(since January 2004) 


MAs have a designated duration of one year; however approval may be sought 
annually for MAs addressing an activity or class of activities required on a continuing 
basis. Th i5 list reflects current titles for each activity or class of activities. 


Ministerial Directives (MDs)3
MD Accountability Framework (June 2001) 


• MD P'-' nf ranldians (June 2001) 
M' IRRELEVANT 


IRRELE 


aerations 


(gram (March 2004) 
ML iSIGINT) Operational 
Model (May 2004) 
MD Cu" and Use of Metadata (November 2011) 
Mr. IRRELEVANT;;;.;; -05) 


MD .Igust 2006) 
IRRELEVANT 


IRRELEVANT 
(uctober 2009) 
MD Intelligence Priorities (updated annually) 
MD Risks in Foreign Information Sharing (November 2011) 


CSEC also has six ECI MDs dealing with highly se e SIGINI initiatives. 
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IRRELEVANT 


22 ANNUAL REPORT TO THE MINISTER OF NATIONAL DEFENCE, 2011-2012 


2017 01 05 AGCO237 12 ,,f AA 
A-2017-00017--03273 







TOP SECRET//SI//CANADIAN EYES ONLY 


IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 
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CONCLUSION 
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CSEC highlights from 2011-2012 include: 


The official opening of the TIMC classified research institute; 
The establishment of CSEC as a stand-alone department within the National Defence portfolio; and 
Continued collaboration with domestic and international partners in response to the evolving threat environment. 


IRRELEVANT 


bilities to 
sensitive information and demonstrate to the international community the GC support for priorities such aslCa bi n et Co 


rcPr will continuo t^ address a range of targets in support of stated GC Intelligence Priorities, particularly the priorities oliCabinet Co 
Cabinet Confidence   1CSEC will report against these priorities and its ongoing efforts 


to safeguard Canada's security through information security in next year's annual report. 
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ANNEX A: SPECIAL REPORTS (NON-ECI ONLY) 


In addition to areas covered under the 2001 Ministerial Directive on OKI Accountability Framework {performance, strategic priorities, 
program initiatives, and important policy, legal and management issues►, C5EC is also required to report on other specific issues. This Annex 
features special reports required either by Ministerial Directive or in response to recommendations by the Office of the CSE Commissioner. 


Special Report ISOM and the Mission in Afghanistan 
Obligation 2004 Integrated SIGINT Operational Model Ministerial Directive 


Special Repor 
Obligation 


Special Repor 


Obligation ...11 Directive 


rations Ministerial Directive 


Special Rep(
Obligatit. 


I 


Special Repor 
Obligation 


Special Report 
Obligation 
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Ministerial Directive 


Special Report Privacy of Canadians 
Obligation Voluntary- Response to OCSEC recommendation 


Special Report 
Obligation 
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SPECIAL REPORT: INTEGRATED SIGINT 
OPERATIONAL MODEL (ISOM) AND THE 
MISSION IN AFGHANISTAN 


A five-year review was conducted in 2009-2010 to evaluate 
whether CSEC and DND/CF efforts were adhering to a 
comprehensive accountability framework for Canadian SIGINT, 
as set out by the ISOM Ministerial Directive (MD). The results from 
the review, and subsequent direction from the ISOM Steering 
Committee (SC), led to the development of the Integration Action 
Plan (IAP) which aims to increase the efficiency of the Canadian 
SIGINT enterprise. 


The ISOM IAP and CSEC's internal business planning regime are 
focused on establishing an enduring partnership by 2015. One 
of the primary enablers to this partnership was completed in 
2011-2012 with the establishment of an integrated National 
SIGINT Priorities List (NSPL) that reflects the standing and ad hoc 
SIGINT requirements for the GC and the CE The NSPL is a major step 
in integrating the full spectrum of Canadian SIGINT collection and 
11.^^.4in th!lc pleminniinn A inlientinn pinel inernmeinn 
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30 


spirit of ISOM as progress 
is made towards the"single seamless Canadian cryptologic 
enterprise"envisaged for 2015, 
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SPECIAL REPORT: PRIVACY OF CANADIANS 


As outlined in the National Defence Act, CSEC is prohibited from 
directing foreign intelligence or IT security activities at Canadians 
or any person in Canada. Protecting the privacy of Canadians is an 
issue of paramount importance to CSEC. 


In 2011-2012, (SEC continued to strengthen the policy framework 
relating to privacy issues. CSEC secured approval and promulgation 
of several new or amended policy instruments that reinforce CSEC's 
ability to consistently apply, and demonstrate compliance with, 
the operational policy framework. These include: 


OPS-1, Protecting the Privacy of Canadians and Ensuring 
Legal Compliance in the Conduct of GEC Activities; 
OPS-1-7, Operational Procedures for Naming in 
SKINT Reports; 
OPS-1-15, Operational Procedures for Cyber Defence 
Activities Using System Owner Data; and 
OPS-1-14, Operational Procedures for Cyber Defence 
Operations Conducted Under Ministerial Authorization 


Occasionally, (SEC and its Allies incidentally acquire information 
about their own nationals. To protect the individual's privacy, this 
information is suppressed in intelligence reports. However, CSEC 
may release the names of other identifying features of Canadian 
entities to Government departments or international Allies, but 
only under strict conditions, namely that the requesting entity 
have lawful authority to receive the information. 


A review conducted by the Office of the CSEC Commissioner 
examined Operational Policy's releases of Canadian identities to 
Government of Canada clients over the period of January to June 
2011. Results were positive for CSEC, with the Commissioner 
noting that such activities were conducted lawfully. 


In 2011-2012, (SE( rein 
information stemming fr 
intelligence repo. 
identities release I01
in the number ot _as( 


.es of Canadian identity 
allied foreign 


in 
1, the majority of tP ..as released to Cm 


radian identities, In addition, CSEC releas, 
Cc...--milidentities to its Fivc Lyta partners. 


(SEC's interaction with the RCMP's Special Information Handling 
Unit (SIHU) and with the RCMP-hosted multi-departmental 
National Jr.,in int ' • 


of Canadian identity information to other countries was subject 
to the GC Framework for Addressing Risks in Sharing Information 
with Foreign Entities. (SEC, in consultation with its Directorate of 
Legal Services (DLS), worked closely to develop and implement a 
comprehensive protocol to ensure that all such releases align with 


'nd (SEC's associated Ministerial Directive. Over 
,.:ssments were conducted by Operational Policy 
decision-making. Operational Policy is revising 


OPS-2-1, End-Product Sanitization/Aaion-on Procedures, to 
reflect the Framework and MD. 
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Solicitor-Client Privilege 


Solicitor-Clier 


34 ANNUAL REPORTTO THE MINISTER OF NATIONAL DEFENCE, 2011-2012 


2017 01 05 AGCO237 nn ,f AA 
A-2017-00017--03285 







TOP SECRETHSIMANADIAN EYES ONLY 


SPECIAL REPORT: INTERNAL SECURITY 
AND POLYGRAPH TESTING 
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Purpose of this presentation 
• To remind that obligations for privacy protection don't 


just apply to reports and raw data: 
— Presentations, documents, examples, demos, etc. 


• To provide principles, tips and guidance for how to 
effectively communicate while protecting privacy 


• To advise on other important considerations when 
writing in a CSE context: 


— ATIP, Legal Disclosures, etc. 


• To illustrate the above with concrete examples 


Canada 
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There are just a few Authorities... 
• Canadian Charter of Rights and Freedoms 
• Legislation: National Defence Act, Criminal Code, Security of Information 


Act, Privacy Act, Access to Information Act, Canada Evidence Act, Privacy 
Act, Library and Archives of Canada Act, CS/S Act, Financial 
Administration Act 


• All Ministerial Instruments: MAs and MDs, including Intelligence Priorities, 
Accountability and Privacy 


• Policy Instruments: 
— OPS-1, OPS-1-1, OPS-1-7, OPS-1-9, OPS-1-10, OPS-1-11, OPS-1-


13, OPS-3-1, OPS-4-1, OPS-4-3, OPS-5-3, proposed OPS-6 
— CSOI-1 Requirements/Priorities, CSOI-2 Event and Crisis Response 


Procedures, CSOI-3 Access & Facilitation, CSOI-4 Analysis & 
Production, CSOI-5 Security/Control of SIGINT Information, CSOI-6 
Liaison & Cooperation, CSOI-7 Canadian Forces 


— SPIs: SIGINT Program Instructions 
• Guidance from DLS and legal opinions 
• Management Direction 


1111111 11111PR 
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And a few other factors to consider.. 
Part 1 


• Access to Information requests: 
As of last week: 100 ongoing requests, 70 ATI requests. 15 ATI consultation requests, 9 privacy 
requests and 6 active parliamentary inquiries 


— "A list of the number of times calls made from or to phone numbers with the area code 867 
was monitored, and the dates and times these occurrences took place, dating back to 
January 1, 201t" 


— "Request electronic copies of all documents. including emails, meeting minutes and 
briefing noted which relate to monitoring of environmental organizations by the 
Communications security Establishment Canada. Time period Jan. 1, 2013 to present 
(December 18, 2013)" 


- "I am requesting all records that related to the directives and orders to have project 
Olympia target the Brazilian Ministry of Mines and Energy." 


• Privacy Act requests 
"Requesting records including but not limited to emails, reports (including drafts), briefing 
notes, memos, sticky notes, media tracking and any other records mentioning or referring 
to myself, between June 1 and October, 2011." Note that ATIP has spoken to requester 
and clarified that the requester wants any information 'about CSEC spying on her'. 


• Information Commissioner 
• Privacy Commissioner 


Canada 
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And a few other factors to consider... 
Part 2 


11111111111immuoillid111111


• Media attention 
— "CSEC's collection of metadata show ability to `track everyone" CBC 
— "Spy agency's work with CSIS, RCMP fuels fears of privacy breaches" Globe & Mail 


• Visibility 
- Place in Government 
— "New Facility" or a "Taj Mahal" 
- Unauthorized disclosures 


• External Review 
— CSE Commissioner: "...a small number of records suggested the possibility that some 


activities may have been directed at Canadians, contrary to the law. A number of CSEC 
records relating to these activities were unclear or incomplete. After in-depth and lengthy 
review, I was unable to reach a definitive conclusion about compliance or non-compliance 
with the law." 


• Disclosures 
— Legal and/or administrative proceedings e.g. BCCLA lawsuit, 


Canada 
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The Bottom Line 


What you write and 


how you write it has a lasting impact 


(and your classification won't save you). 
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Privacy Principles 


• Privacy 
- is everyone's responsibility 
— applies to all persons, not just Canadians and 5-Eyes 


• (Obviously target information sharing is okay when necessary) 


— applies to all documents and records, not just EPRs 
• Includes emails, tradecraft, tools, projects...anything and 


everything 
In December 2013, the United Nations General Assembly adopted a consensus resolution on 
"The right to privacy in the digital age". This resolution underscores that the right to privacy is a 
human right, whether offline or online. While CSE treats Canadians differently from foreign 
persons, CSE recognizes that the issue of privacy in the digital age is an issue that crosses 
national borders. CSE applies strict/rigorous criteria in all its activities, and only acquires 
information in response to foreign intelligence priorities of the GC. CSE extensively documents 
the rationale for collection, applies sophisticated methods to select only relevant material, and 
abides by strict measures to protect the privacy of Canadians, and that of individuals who are 
not of foreign intelligence interest, whatever their nationality or location. 


Canadg 
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A few "tricky" words and phrases 


• OCSEC observation on clarity of language: 
— "the language contained within the records is inconsistent and 


sometimes imprecise...contradictory and ambiguous language" 
• Never 


• Related to/relating to 
• Associated with 


• Conclusion: 
— all writing needs to be accurate and appropriate 
— consider the impact of each word in a worst case scenario, e.g. 


unauthorized disclosure 
— respect the privacy of the individuals concerned 
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Best Practices 


• No CII. 
• Apply the "media test" 


— Perception quickly becomes reality 
— CSE cannot defend, provide background or context, or explain 


any capability without violating the Security of Information Act 
• Use group aliases not personal identifiers in presentations 
• Classify documents "CSE Official Use Only", not just Unclassified 
• Embed a Draft watermark or header until document is approved 
• Use fictitious names and countries in case studies 
• Portion mark documents if appropriate 


All CSE records are subject to Access to Information and 
Privacy Act requests 


Canada 
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Fictitious Writing Samples: 


Case Studies 
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FICTITIOUS EXAMPLE 


Case Study: IP Profiling Activity 


• Goal: Understand network context better 
• Relevance: Target appears on IP address 
• IP lookup for 


(Quebec province) 


tap 


— City: Montreal 
— Country: Canada, 
— Operator: Bell Canada, Sympatico 


• Questions for consideration: 
— Do other targets have their on this IP? 
— Can we do anything against this 
— What target discovery methods could be applied to the analysis 


of this IP? 
Canada 
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FICTITIOUS EXAMPLE 


Case Study: IP Profiling Activity 


tap 


• Goal: Understand network context better, to determine 
foreign communications data pathways on the GII. 


• Target communications were routed through Canadian 
IP 


— IP is an between 
in 


— Two-end foreign, and both ends are of Fl interest 
— IP profiling analysis could enable better access to 


communications 


• Questions for consideration: 
— Are other targets appearing on this IP? 
— Will examining this IP's traffic enable access to more Fl? 
— What target discovery methods could be applied to the analysis 


of this IP? Canadg 
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FICTITIOUS EXAMPLE 


Case Study: OPERATION 
Introductory Statement: 
• The purpose of this file is to monitor and re ort on the ca abilities, activities and 


intentions of individuals involved i 


tap 


Current hypothesis: 
• 


• Additionally, HUMINT reporting from multiple sources reporting indicate that both 


the potential threat to Canada and Canadians is of 
great concern. Canada 
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FICTITIOUS EXAMPLE 


Case Study: OPERATION 


Introductory Statement: 
• The •ur•ose of this file is to monitor and resort on 


The 
interests. 


Current hypothesis: 
• Entities and individuals associated with this operation are in 


may represent a threat to Canadian interests. 


poses a probable threat to the security of Canadian 


Canada. 
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Case Study: E-mail exchange with CSIS 
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Case Study: E-mail exchange with CSIS 
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Case Study: E-mail exchange with NSA 


100 
Canada 
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Case Study: E-mail exchange with NSA 
He Counteriart 
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Write with privacy 
in mind 


and 
practice good IM! 
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Communications Security 
Establishment Commissioner 


The Honourable Robert Decary. D.C. 


The Honourable Peter MacKay, P.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
K1AOK2 


Dear Mr. MacKay: 


Commissaire du Centre de la 
seourite des telecommunications 


1_11onorabto Robert Denary. c.r-


TOP SECRET // // CEO 


Our File # 2200-77 


March 28,2013 


The purpose of this letter is to provide you with the results of my annual 
combined review of foreign signals intelligence (SIGINT) ministerial authorizations 
(MAs). This review covered two fiscal years: the five SIGINT MAs in effect from 
December 1, 2010, to November 30, 2011, as well as the six SIGINT MAs in effect from 
December 1, 2011, to November 30, 2012. 


The purpose of this review was to: ensure that the MAs were authorized; identify any 
significant changes to the MA documents themselves and to CSEC activities or class of 
activities described in the MAs; assess the impact, if any, of the changes on the risk to 
non-compliance and on the risk to privacy, and, as a result, identify any subjects requiring 
follow-up review; and examine a sample of the resulting private communications (PCs) 
unintentionally intercepted for compliance with the law. 


I found that the 2010-2011 and the 2011-2012 SIGINT MAs were authorized. 


I found no significant changes to the scope or operation of the activities to require 
a follow-up in-depth review of specific activities. Changes made by CSEC in 2010-2011 
and in 2011-2012 to its operational policies clarified authorities and practices and 
enhanced the protection of the privacy of Canadians. 


P.0, BoxiC P 1984, Station "EriSuccursate 
Ottawa, Canada 
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In both 2010-2011 and 2011-2012, CSEC retained only those PCs essential to 
international affairs, defence or security. Again this year, the proportion of recognized 
PCs unintentionally intercepted by CSEC remained very small. CSEC destroys most 
recognized PCs unintentionally intercepted. In addition, it is a positive development that 
a new tool is being developed that will assist CSEC analysts in identifying intercepted 
communications that might be PCs. I will examine the impact of this new tool on privacy 
protection in a future review. 


It is also a positive development that, while not a requirement in the MM, CSEC 
has recognized the importance of reporting to you metrics on the number of 
communications intercepted by CSEC for and sent to its second party partners in the U.S., 
U.K.; Australia and New Zealand. There are technical challenges to this but CSEC is 
working on a solution to provide the information. I will monitor developments. 


Although not a requirement of the MA, it is also 
a positive development that, as a measure to protect the privacy of Canadians and for 
accountability  purposes, CSEC will enhance its reporting to you by providing 
information on . This satisfies  the outstanding recommendation from my 
February 2011 report on this subject. 


This review contains no recommendations. CSEC officials were provided an 
opportunity to review and comment on the results of the review, for factual accuracy, 
prior to finalizing this letter. 


If you have any questions or comments, I will be pleased to discuss them with you 
at your convenience. 


Yours sincerely, 


Robert Decary 


c.c. Mr. John Forster., Chief, CSEC 
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AUTHORITIES 


This review was conducted under the authority of the Communications Security 
Establishment Commissioner (the Commissioner) as articulated in Part V.1, paragraph 
273.63(2)(a) and subsection 273.65(8) of the National Defence Act (NBA), and in 
conformance with paragraph seven of the 2010-2011 and 2011-2012 ministerial 
authorizations (MAs) authorizing the interception of private communications (PCs) —
as defined in section 183 of the Criminal Code — under a foreign signals intelligence 
(SIGINT) collection activity known as interception) as well as 
paragraph six of the 2010-2011 and 2011-2012 MAs authorizing the interception of PCs 
under SIGINT collection activities or class of activities known as Afghan MA 


IL INTRODUCTION 


The Communications Security Establishment Canada (CSEC) conducts under ministerial 
authorit six distinct SIGINT collection activities: Afghan MA; 


Under subsection 273.68(1) of the NDA, 
MAs cannot be in effect for a period of more than one year. 


Rationale for conducting this review 


Subsection 273.65(1) of the NDA permits the Minister of National Defence (Minister) to 
authorize CSEC in writing — for the sole purpose of obtaining foreign intelligence (Fl), 
and once he is satisfied that specific conditions set out in subsection 273.65(2) of the NBA 
have been met — to intercept PCs in relation to an activity or class of activities specified in 
the IvlAs. The MAs set out a formal framework to deal with PCs unintentionally intercepted 
through SIGINT activities. 


Subsection 273.65(8) of the NBA requires the Commissioner to review CSEC activities 
carried out under MAs "to ensure that they are authorized and report annually to the 
Minister on the review". This annual review is one way the Commissioner fulfils this part 
of his mandate, in addition to horizontal reviews of activities common to all of the 
collection methods, as well as comprehensive reviews of individual MA activities. 


According to paragraph 273.65(2)(d) of the NBA, CSEC may use and retain only those PCs 
that are essential to international affairs, defence or security. In this annual review, the 
Commissioner's office examined a sample, selected by the Commissioner's office of PCs 
intercepted and recognized by CSEC to assess whether those PCs met this essentiality test. 


On November 21, 2011, the Minister of National Defence approved the first MA for Interception Activities 
for the period of December 1, 2011, to November 30, 2012. 
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111. OBJECTIVES 


The purpose of this combined review of the six SIGINT MAs was to: 


1. ensure the MAs were authorized: 


2. identify any significant changes — for the years under review — to the MA documents 
themselves and to CSEC activities described in the MAs; 


3. assess the impact, if any, of the changes on the risk to non-compliance and on the risk 
to privacy and, as a result, identify any subjects requiring follow-up review; and 


4. examine a sample of the resulting PCs unintentionally intercepted for compliance with 
the law. 


This review provided an opportunity to compare and contrast the activities under each of the 
SIGINT MAs and to identify any significant changes for each activity and for the SIGINT 
collection program as a whole, annually and from year to year. 


IV. SCOPE 


This review covered two fiscal years: the five SIGINT MAs in effect from 
December 1, 2010, to November 30, 2011, as well as the six MINT MAs in effect from 
December 1, 2011. to November 30, 2012. 


Five principal elements relating to each of the SIGINT MAs were examined for any 
significant changes to the SIGINT collection activities and to PCs unintentionally 
intercepted: 


1. the requests made to the Minister for the MAs; 


2. the authorities and requirements in the MAs; 


3. any significant changes to the operation of the associated activities, e.g., changes to 
the scope of the activities, to ministerial direction or requirements, to CSEC policies 
or procedures, to the technology used, or to the compliance validation framework 
for the activities; 


4. volumes of intercepted communications and the number of PCs unintentionally 
intercepted under the MAs; and 


5. a sample of retained PCs to assess whether those communications were retained by 
CSEC in compliance with the law. 


Any changes were assessed for the impact on the risk to non-compliance and on the risk to 
privacy. 
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V. CRITERIA 


CSEC's activities were assessed for compliance with the law and for the extent to which the 
activities protected the privacy of Canadians within the approach described in the Objectives 
and Scope sections of this report. 


The assessment of any significant changes to the SIGINT collection activities and the impact 
of these changes on the risk to non-compliance and on the risk to privacy was made in the 
context of the Commissioner's standard review criteria, that is, the Commissioner expects 
CSEC to: 


conduct its activities in accordance with legal and ministerial requirements; 


have appropriate policies and procedures; 


have personnel who are aware of, and comply with, the policies and procedures; and 


in accordance with its policies, have an effective compliance validation framework and 
activities to ensure the integrity of the operational activities is maintained on a routine 
basis, including appropriately accounting for important decisions and information 
relating to compliance and the protection of the privacy of Canadians. 


VI. METHODOLOGY 


The Commissioner's office reviewed CSEC records, conducted an interview with a key 
CSEC employee and reviewed written responses provided by CSEC to specific questions. 
This allowed the Commissioner's office to identify any significant changes relating to the 
MAs and associated activities from what was in place at the time of the last comprehensive 
review of particular activities, as well as from last year's combined review. This included 
examination of the documents listed in the Scope section of this report. 


The Commissioner's office also examined key metrics relating to interception and to the 
privacy of Canadians. 


A sample of PCs used for CSEC end product reports, as well as retained PCs that had not 
been used in CSEC reports, were reviewed for essentiality to international affairs. defence 
or security. 
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VII. BACKGROUND 


Paragraph 273.64(1)(a) of the NDA authorizes CSEC to acquire and use Fl in accordance 
with Government of Canada (GC) intelligence priorities. 


These activities shall: 


not be directed at Canadians or any person in Canada [paragraph 273.64(2)(a) of 
the .NDA1-, and 


be subject to measures to protect the privacy of Canadians in the use and retention 
of intercepted information [paragraph 273.64(2)(b) of the NDA]. 


The NDA requires that an intercepted PC shall be used or retained only if it is essential to 
international affairs, defence or security. 


The Minister; under subsection 273.65(5) of the NDA, may include in an M.A.any 
conditions that he considers advisable to protect the privacy of Canadians. While this 
review encompasses six unique siorNT collection activities, in general, each MA contains 
similar ministerial requirements and obligations: 


1. CSEC is to conduct SIGINT collection activities in strict compliance with the 
ministerial directives (NIDs) respecting: 


Accountability Fr4onework;2


Privacy of Canadians;3 and 


Collection and Use of Aletadata;4• 


the Afghan, activities are to be conducted in strict 
compliance with program-specific MDs;6


2 For the period under review, the MD issued June 19, 2001, was in effect; on November 20, 2012, the Minister 
approved a new MD on Accountability Framework that will be the subject of future reviews. 
3 For the period under review, the MD issued June 19. 2001, was in effect; on November 20, 2012, the 
Minister approved a new MD on Privacy of Canadians that will be the subject of future reviews. 
4 For the period under review, the MD on Collection and Use of Metadata issued March 9. 2005, was in 
effect for the 2010-2011 MAs and the MD issued November 21. 2011. was in effect for the 2011-2012 MAs. 
' These requirements do not apply to= activ ities. 
4 For the Afghan MA, The MD on Integrated SIGINT Operational Mork! issued May 20, 2004; for= for 
the period under review, the MD on fJ erations issued January 14, 2002, was 
in effect (on November 20, 2012, the Minister approved a new MD on that will be the 
subject of future reviews): for for the period under review, the MD on Program 
issued March 15, 2004, was in effect (on November 20, 2012, the Minister approved a new MO on 


Program that will be the subject of future reviews), as well as 
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3. CSEC is to annotate for destruction a recognized intercepted solicitor-client 
communication unless it contains FL and its retention or use would be in conformity 
with the laws of Canada; 


4. CSEC is to establish and maintain an automated directory of selectors which. CSEC 
believes relate to foreign entities located outside Canada;' 


5. CSEC is to report to the Minister, at the expiration of the MA or upon request, 
certain information respecting intercepted PCs and solicitor-client communications 
and the number and value of intelligence reports produced from information derived 
from these PCs; 


6. CSEC is to report to the Minister any serious issue that arises in the implementation 
of the MA, such as a substantial decrease in the value of the F1 or a sustained major 
increase in the interception of PCs or solicitor-client communications; 


7. CSEC is to support and assist the CSE Commissioner in the conduct of reviews; and 


8. the activities shall be subject, as a minimum, to measures to protect the privacy of 
Canadians, contained in CSEC's operational policies, notably: 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of CSECC:1 Activities:8 and 


▪ specific policies and operational instructions relating to each of the six SIG1NT 
collection activities. 


The most recent comprehensive reviews of the MINT collection activities were 
conducted in January 2010 for the Af an MA, February 2009 for January 2009 for 


and June 2008 for A comprehensive review a is 
underway; the last review of was completed in March 2008. 


This requirement does not apply to  activities. 
a For the period under review, the UPS-1 policy issued December 1, 2010, was in effect for the 2010-2011 
MM arid the OPS-1 issued November 1, 2011, was in effect for the 2011-2012 MAs. 
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VIII. FINDINGS 


1. Changes to the SIGINT collection activities or class of activities 


1) Ministerial authorizations 


Finding no. I: Ministerial Authorizations 


The 2010-2011 and the 2011-2012 signals intelligence ministerial authorizations 
were authorized. 


Finding no, 2: Ministerial Authorizations and Associated Request Memoranda 


The 2010-2011 and the 2011-2012 signals intelligence ministerial authorizations 
and associated request memoranda to the Minister of National Defence did not 
contain any significant changes. 


For both years under review, the individual request memoranda to the Minister provided 
information and supporting reasoning that satisfied the four conditions for authorization 
required by subsection 273.65(2) of the NDA. With few minor exceptions, the rationales 
and explanations in the documents were consistent and contained only minor differences 
relating to activity-specific content, 


Also for both years under review, the Commissioner's office examined each SIGINT MA 
and associated request memoranda for any substantial changes, additions or deletions. The 
changes to the documents were for the most part administrative or stylistic in nature, or 
related to the enhancement of existing activities, and did not indicate significant changes to 
the activities themselves, notably: 


In 2010-2011, CSEC changed the timing for MA requests. All approved MAs now start 
on December 1 and expire on November 30; 


The title of the 2011-2012 Afghan MA was changed from "Interception Activities 
Conducted in Support of Canadian Forces Operations in Afghanistan" to "Interception 
Activities Conducted in Support of the Government of Canada Mission in 
Afghanistan", which is a reflection of the changed nature of GC operations in 
Afghanistan, i.e., from a focus on military operations to broader GC activities; 


• Several of the request memoranda identified changes to the collection systems such 
as the use of new technologies and 


• The request memoranda contained new references to the annual MDs on 
Communications Security Establishment: Government of Canada Intelligence 
Priorities (in this case, for fiscal years 2010-2011 and 2011-2012)Y 


CSEC's foreign signals intelligence collection activities must be in accordance with the CC's intelligence 
priorities, which are set by the Cabinet yearly and issued to CSEC in an annual ministerial directive. These 
priorities are disseminated and implemented by CSEC by the use of the National SIGINT Priorities List (NSPL). 
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In addition, in 2011-2012, the Minister approved a new MA on "CSE [C j Interception 
Activitiw Once established, this would target foreign entities of F1 
interest in particular intelligence on the 


The contents of the MA and associated request memorandum were consistent 
with the other MAs and did not raise any questions. 


Under the MAs. CSEC must report to the Minister when any serious issue arises in the 
implementation of the MAs. CSEC indicated that there were no serious issues that arose in 
the implementation of any of the 2010-2011 MAs that necessitated extraordinary reporting 
to the Minister. i°


ii) Policies and procedures 


Finding no. 3: Policies and Procedures 


Changes made by CSEC to its operational policies clarified authorities and practices 
and enhanced the protection of the privacy of Canadians. 


The principal operational policies (OPS) cited in the individual MAs relating to CSEC's 
SIGINT collection activities are: 


• OPS-T, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSEC Activities; 


OPS-1-13, Procedures for Canadian 
and Joint CSEC-CF Activities; and 


• OPS-3-1, Procedures .for Activities. 


The NSPL encompasses broad categories such as 


The NSPL categories 
must be necessarily flexible to accommodate unforeseen developments, but within the scope of the GC 
intelligence priorities. The intelligence priorities are usually issued during the summer months and the NSPL is 
developed afterwards. According to CSEC, while the timing for the MA and NSPL cycles does not coincide, as 
noted, the NSPL categories are broad enough to avoid any conflict or hindrance. 
lc' E-mail from Senior Policy and Review Advisor, External Review and Policy Management, 
February 21, 2013. The 2011-2012 reporting to the Minister was not finalized at the time of completion of 
this review, 
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OPS-1 


Two amendments to CSEC's cornerstone policy on compliance and privacy protection 
were issued during the period under review. The following summarizes the notable 
changes. 


Amendment 9 to OPS-1 (effective December 1, 2010) 


• Clarified that metadata may be searched for the purpose of providing F1, including 
any information related to the protection of electronic information or information 
infrastructures of importance to the GC that may be used for purposes of part (b) of 
CSEC's mandate. 


IRRELEVANT 


Amendment 10 to OPS-I (effective December 1. 2011) 


• Respecting limits on targeting, the words "to acquire content" were added to 
differentiate between content and metadata collection. 
Metadata collection is by nature "bulk" and not 


CSEC's SIGINT Programs Oversight and Compliance (SPOC) group will now 
notify CSEC Operational Policy (D2) of any inadvertent naming of Canadians or 
people in Canada. 


• SPOC is now required to track all instances when an intercepted communication 
has been annotated for deletion because: 


a) both originator and recipient are Canadian; 


b) both originator and recipient are located in Canada-, or, 


c) one communicant is in Canada and the other is a Canadian abroad. 


Further clarified that SIGINT employees may search and share metadata with 
CSEC Information Technology (IT) Security employees.11


"The 201I update to the 2005 MD on Callealon and Lire afMIetadata also authorized MINT w provide 
IT Security employees with unsuppressed foreign metadata for cyber defence purposes. Previously, SIG1NT 
was required to follow regular identity release procedures to share unsuppressed metadata with IT Security. 
According to CSEC, this process was becoming increasingly problematic in the evolving cyber threat 
environment and resolving this issue was critical to ensuring effective cyber defence support to CSEC's 
clients. The Commissioner's office plans to conduct a comprehensive review of CSEC's metadata activities, 
including the new MD and authorities. The Commissioner's last review on metadata was completed in 2008. 
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Clarified the differences between the concepts of "relevance" and "essentiality" in 
the context of Canadian identity information (CII). 


• Clarified that CSEC IT Security can share with CSEC SIGINT data obtained from 
cyber defence activities. The Commissioner's office plans to examine in a future 
review changes in authorities and practices respecting CSEC IT Security and CSEC 
SIGINT cooperation and information sharing. 


Clarified the process for handling a privacy incident identified by CSEC. The 
employee and supervisor involved in the incident must consult with IT Security's 
Policy, Oversight, and Compliance group (IPOC) or SPOC, as appropriate. and 
IPOC and SPOC must consult with CSEC's Operational Policy group, to discuss 
what steps should be taken. IPOC or SPOC must provide the Manager, Corporate 
and. Operational Policy, who maintains the central file of privacy incidents, a 
summary of the incident and actions taken. 


• Removed the definition of the term "intercept" because the existing definition was 
incomplete and did not reflect the wording in Cabinet Confidence 


Amendment 2 to OPS-1-13 (effective December 1, 2010) 


• Respecting targeting, clarified that: "...a selector can only be used to intercept a 
communication where CSEC is satisfied that it is foreign and relates to the external 
component of the communication (emphasis added). Previously, the policy 
required CSEC to "believe" a selector is foreign and relates to the external 
component of the communication. This change mirrors the wording of paragraph 
273.65(2)(a) the ArDA, "[tjhe Minister may only issue an authorization... if 
satisfied that (a) the interception will be directed a foreign entities Located outside 
Canada" and reflects current targeting processes used by CSEC. 


• Clarified the process of cyber threat detection, specifically that "collection systems 
The previous wording, i.e., 


`collection systems implied a chronology to the process which was not 
accurate, 


OPS 3-1 


CSEC made no amendments to OPS 3-1 during the period under review. 


iii) Technology 


Finding no. 4: Technology 


In both 2010-2011 and 2011-2012, CSEC did not make any significant changes to 
the technology used for its signals intelligence collection activities. 


In 2010-2011 and in 2011-2012, CSEC implemented changes 
under the Afghan MA, and that resulted in collection 
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for certain kinds of communications and an ability to collect 
of communications. CSEC also made eneral enhancements and implemented "bug fixes" 
to the technology used for collection. 


Also in 2011-2012, consistent with Canada's evolving role in Afghanistan, 


the 
support o 


MA CSEC continued development and preparation of 
This included changes to the 


activities. CSEC also updated the 
capacity. 


Under 
in 


provide 


iv) Metrics relating to interception and to the privacy of Canadians 


For each of the six SIGINT collection activities, the Commissioner's office requested that 
CSEC provide the following key information relating to interception and to the privacy of 
Canadians, to permit comparison of the activities and to identify any significant changes or 
trends over time: t2 


1. the total number of communications intercepted by CSEC; 


2. the number of intercepted communications viewed by CSEC's FL analysts; 


3. the number of communications recognized as PCs: and 


4. the number of recognized PCs retained by CSEC. 


Finding no. 5: Metrics Relating to Interception and to the Privacy of Canadians 


Overall, in 2010-2011, the volume of communications intercepted by CSEC's 
MINT collection activities while the proportion of recognized private 
communications unintentionally intercepted by CSEC remained very small. 


CERRW x 590396, version 3, March 2012. Neither CSEC's annual report to the Minister on metrics for 
2011-2092 nor metrics relating to theIMMA were available at the time of completion of this review. 
The comparisons, changes and trends referred to in this report are based on CSEC's reports to the Minister for 
the 2008-2009, 2009-2010 and 2010-2011 MAs, The Commissioner's office's working file contains detailed 
tables and graphs illustrating the changes in metrics over time. 
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The Commissioner's office observed the following respecting the metrics relating to 
interception and to the privacy of Canadians: 


■ The total number of intercepted communications collected under the-
MA in 2010-2011 (from in 2009-2010 to 


in 2010-201 1). The total number of intercepted communications 
collected under the Afghan MA 


in 2009-2010, to 
communications collected under the 


in 2009-2010 (from 


(from in 2008-2009 to 
in 2010-2011), The total number of intercepted 


MA also with a 
in 2008-2009 to in 


2009-2010). The total number of intercepted communications collected under the 
MA in 2009-2010 (from in 2008-2009, to 


in 2009-2010, to in 2010-2011). is the only collection activity to 
experience in the total number of intercepted communications 
(from in 2008-2009. to in 2009-2010, to in 
2010-2011). 


• collection results in the of recognized PCs unintentionally 
intercepted (in 2010-2011, PCs). 


• The overall number of PCs unintentionally intercepted under the-
MA over the last three ears; however, the number of 


PCs retained has been 
(from in 2008-2009, to Min 2009-2010, to. in 2010-2011). 


CSEC destroys most recognized PCs unintentionallLntercepted (in 2010-2011, 
PCs). In 2011-2012, CSEC retained recognized PCs. Of these,. 


were used in reporting andEwere retained for future use. 


• The only recognized solicitor-client communications unintentionally intercepted by 
CSEC in 2010-2011 were under the Afghan MA. All of these were destroyed. 


Again this year, the Commissioner's office also sought metrics respecting the number of 
communications intercepted by CSEC for and sent to its second party partners-13 Such 
information was not available at this time because CSEC's systems do not automatically 
count that information. However, it is a positive development that, while not a requirement 
in the MAs, CSEC has recognized the importance of reporting to the Minister such metrics 
and CSEC is working on a technical solution to provide that information. According to 
CSEC, the solution requires significant technical work, and as a result, it is difficult for 
CSEC to estimate when this work may be completed." The Commissioner's office 
continues to examine this and other questions as part of an ongoing review of CSEC's 
SIGINT information sharing activities with its second party partners. In particular, the 
office is examining questions about the number of PCs and the volume of CU that CSEC 
shares with and receives from the Second Parties. 


13 CSEC's second party partners are: the U.S. National Security Agency, the U.K. Government 
Communications Headquarters, the Australian Defence Signals Directorate, and the New Zealand 
Government Communications Security Bureau. 
14 E-mail from Senior Policy and Review Advisor, External Review and Policy Management, March 8,2013. 
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2. Essentiality of retained private communications 


Finding no. 6: Essentiality of Retained Private Communications 


Based upon the information reviewed and the interviews conducted, in both 
2010-2011 and 2011-2012, CSEC retained only those private communications 
essential to international affairs, defence or security. 


If a CSEC analyst whose function is directly related to the production of F1 reports 
recognizes that an intercepted communication is a PC — including a solicitor-client 
communication or a communication of a Canadian located outside Canada — or contains 
CII, then the analyst must, upon recognition. annotate the communication. Such 
communications that are not essential to international affairs, defence or security must be 
annotated for deletion. 


It is a specific objective of these annual reviews to examine a sample of PCs 
unintentionally intercepted and recognized by CSEC to assess whether those PCs were 
used in CSEC end-product reports or retained in compliance with the law, i.e.. the PCs 
contained F1 essential to international affairs, defence or security, as required by paragraph 
273.65(2)(d) of the NDA. 


The Commissioner's office reviewed allMend-product reports authored by CSEC in 
2010-2011 and 2011-2012 that were based on PCs.1' 


To avoid a significant impact on CSEC operations and translators, the Commissioner's 
office examined only those PCs unintentionally intercepted and retained in 2010-2011 and 
2011-2012 not used in reports and that originated in either English or French. The 
Commissioner's office examined 100% (all ) of the PCs retained in 2010-2011 as well 
as approximately 25% of the PCs retained in 2011-2012 that had not been 
used in CSEC reports." The PCs examined related to different SIGINT collection 


15 Namel 


A0000563_16-003341 


2017 01 05 AGCO239 I 01 
A-2017-00017--03325 







- 13 - TOP SECRET II Si // CEO 


activities, dates, CSEC FI analysts, and tri-graphs.I7 These PCs also related to different 
subjects, including: 


The Commissioner's office had no questions about CSEC's decision to use the PCs in the 
end-product reports examined or about CSEC's decision to retain the PCs examined that 
were not used in reports; the Commissioner's office accepted that all of the PCs examined 
contained Fl essential to international affairs, defence or security. 


CSEC indicated that it did not receive specific legal advice from Justice Canada counsel in 
relation to any individual PCs unintentionally intercepted and recognized by CSEC in 
2010-2011 or 2011-2012. 


In addition, it is a positive development that CSEC is testing a new tool that will assist 
CSEC analysts in identifying intercepted communications that might be PCs. CSEC is 
hopeful that the tool will positively aid analysts in the annotation process and reduce the 
potential for human error. At this time, CSEC is uncertain respecting when the tool will be 
implemented. 


5. CSEC's activities in response to previous recommendations of the Commissioner 


and PCs 


Recommendation no. 2 of the Commissioner's annual combined Review of CSEC s Activities 
Under Foreign Intelligence Ministerial Authorizations of February 25, 2011, was: 


CSEC should report to the Minister the number of 
in a manner similar to what CSEC does for 


recognized private communications intercepted under the other MINT collection 
programs. 


CSEC did not initially accept this recommendation, and on July 5, 2011, the Minister 
responded to the Commissioner indicating that "pending any change in Department of 
Justice legal advice on this matter", he "will rely on CSEC to follow its current guidance." 


" A tri-graph is a three letter code representing the assessed nationality and function of a targeted entity. 
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On August 25, 2011, the Commissioner responded to the Minister indicating that in his 
view: 


Solicitor-Client Privilege respecting this subject. 
Knowing the number of communications CSEC views or listens to 
that are one-end Canadian communications — in a similar way that it reports the 
interception of private communications — is one measure to protect the privacy of 
Canadians, in accordance with paragraph 273.641(2)0) of the NDA, and for 
accountability purposes. Solicitor-Client Privilege ...I continue to 
believe that CSEC should implement recommendation no. 2 of my report of 
February 25, 2011, 


CSEC subsequently indicated that this recommendation was under review and on 
May 16, 2012, the Minister responded: 


I have reflected on your additional comments with respect to Recommendation 2, 
and CSEC's assessment that does not constitute a private 
communication and therefore does not trigger a legal reporting requirement. I am 
satisfied that CSEC has,Solicitor-Client Privilege 


Solicitor-Client Privilege 
As CSEC's privacy protection measures apply equally to and to 
intercepted communications, I am assured that should contain
information about Canadians, CSEC has measures in place to protect the privacy of 
Canadians. 


Nonetheless, to support me with additional contextual information, CSEC intends to 
begin compiling the number of recognized one-end Canadian 
foreign target located outside of Canada acquired through the 
program, that are retained by CSEC on the basis that they are essential to 
international affairs, defence or security. The Chief intends to provide the available 
data for the current fiscal year in C SEC's Annual Report to the Minister of National 
Defence, with full-year data to follow in future Annual Reports. 


This response satisfies the Commissioner's recommendation. It is a positive development 
that, as a measure to protect the privacy of Canadians and for accountability purposes, 
CSEC will enhance its reporting to the Minister by providing information on 
The Commissioner's office will examine this reporting as part of future combined annual 
reviews of SIGINT MAs and in-depth reviews of activities. 
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IL CONCLUSION 


This combined review of SIGINT MAs encom Sassed the 2010-2011 and 2011-2012 
Afghan, MAs, as well as the 
2011-2012 MA. 


The purpose of this review was to: ensure that the MAs were authorized; identify any 
significant changes to the MA documents themselves and to CSEC activities described in the 
MAT, assess the impact, if any, of the changes on the risk to non-compliance and on the risk to 
privacy, and, as a result, identify any subjects requiring follow-up review; and examine a 
sample of the resulting PCs unintentionally intercepted for compliance with the law. 


It is assessed that the 2010-2011 and the 2011-2012 SIGINT MAs were authorized. 


Based upon the information reviewed and the interviews conducted, in both 2010-2011 and 
2011-2012, CSEC retained only those PCs essential to international affairs, defence or 
security. In addition, it is a positive development that ongoing development work at CSEC 
is aiming to improve the annotation process for PCs through automation. 


No significant changes were found to require a follow-up in-depth review of specific 
SIGINT MA activities. The 2010-2011 and the 2011-2012 SIGINT MAs and associated 
request memoranda to the Minister did not contain any significant changes. Changes made 
by CSEC 2010-2011 and in 2011-2012 to its operational policies clarified authorities 
and practices and enhanced the protection of the privacy of Canadians. In both 2010-2011 
and 2011-2012, CSEC did not make any significant changes to the technology used for its 
SIGINT collection activities. 


Overall, in 2010-2011, the volume of communications intercepted by CSEC's SIGINT 
collection activities while the proportion of recognized PCs unintentionally 
intercepted by CSEC remained very small. CSEC destroys most recognized PCs 
unintentionally intercepted. 


It is a positive development that, while not a requirement in the MAs. CSEC has identified 
as a requirement the need for metrics respecting the number of communications intercepted 
by CSEC for and sent to its second party partners and it is working on a solution to provide 
this information. 


Although not a requirement of the_MA, it is also a positive development that, as a 
measure to protect the privacy of Canadians and for accountability purposes, CSEC will 
enhance its reporting to the Minister by providing information on The 
Commissioner's office will examine this reporting as part of future com me annual 
reviews of SIGINT MAs and in-depth reviews of  activities. 


This review contains no recommendations. A list of findings is enclosed at Annex A. 


Robert D6cary, Commissioner 
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ANNEX A — Findings 


Finding no. 1: Ministerial Authorizations 


The 2010-2011 and the 2011-2012 signals intelligence ministerial authorizations were 
authorized. 


Finding no. 2; Ministerial Authorizations and Associated Request Memoranda 


The 2010-2011 and the 2011-2012 signals intelligence ministerial authorizations and the 
associated request memoranda to the Minister of National Defence did not contain any 
significant changes requiring. 


Finding no. 3: Policies and Procedures 


Changes made by CSEC to its operational policies clarified authorities and practices and 
enhanced the protection of the privacy of Canadians. 


Finding no. 4: Technology 


In both 2010-2011 and 2011-2012, CSEC did not make any significant changes to the 
technology used for its signals intelligence collection activities. 


Finding no. 5: Metrics Relating to Interception and to the Privacy of Canadians 


Overall, in 2010-2011, the volume of communications intercepted by CSEC' s SIGINT 
collection activities while the proportion of recognized private communications 
unintentionally intercepted by CSEC remained very small. 


Finding no. 6: Essentiality of Retained Private Communications 


Based upon the information reviewed and the interviews conducted, in both 2010-2011 and 
2011-2012, CSEC retained only those private communications essential to international 
affairs, defence or security. 
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ANNEX 13 — Interviewee 


Senior Mission Management Officer, SIGTNT Programs Oversight and Compliance 
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Meet the gang 


Communications 
Security Establishment 
(Canada) 


Government 
Communications HQ 
(UK) 


1.1 let 


National Security Agency 
(USA) 


Government Communications 
Security Bureau 
(NZ) 


Australian Signals 
Directorate 
(Australia) 


The 5-eyes relationship is the envy of the international security and intelligence 
community. 


It deals with both SIGINT and Information Technology Security 


-We share practically everything 


-- because our business is so unique, often we have nowhere else to go to learn new 
skills, capabilities and practices. 


Canada is one of five countries that have formed an alliance known as the quinquepartite 
agreement to cooperate in the collection and processing of Foreign Intelligence (FI) among 
the cryptologic agencies 


The 5-Eyes share in a multilateral environment, however, each organisation has an exclusive 
bilateral relationship with each of the other « Eyes ». 


CSE and Second Party Agencies each have their own collections and a large majority of the 
traffic collected is shared between the agencies. As part of the quinquepartite 
agreement, the SIGINT agencies do not target each other's citizens or organizations. 
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We've been partnering for a long time 


Canada and UK collaborate to initiate our first intercept operation in 


British Columbia (1925) 


1.1 Alt 


UK and US cryptologic exchange (1940) 


Canada and US cryptologic exchange (1942) 


UKUSA (1946): UK and US agreement 


CANUSA (1949): Canada and US agreement 


First Canadian Liaison posted to GCHQ (1949) 


Canada produces NATO cryptographic material (1955) 


Canada's SIGINT ties with the UK pre-date our 60 year UK-USA agreement 


In 1925, Canada collaborated with the UK to initiate our first intercept 
operation in British Columbia 


•Canada's signals intelligence organization began in 1941 and contributed important 
information to the Allied effort. Targets were French communications in Nazi-
occupied Vichy, and German agent traffic in the western hemisphere. Canadian 
SIGINTers supported the work at Bletchley Park in the UK and processed Japanese 
communications. First Division of Effort (DOE). 


•During the war years, there was no centrally organized COMSEC effort. Each 
Service and External Affairs maintained their own acceptable levels of 
Communications Security 
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Importance of Sharing 


A part of our ability to access intelligence derives from our intelligence alliances and relationships. 
For many years Canada has exchanged information with key allies.... These relations are 


enormously beneficial to our country. Canada alone could not replicate the benefits gained 
through these international arrangements. But we are also a significant contributor of 


intelligence. These contributions are recognized and appreciated by our allies. 


Securing an Open Society: Canada's National Security Policy, 2004 (p. 17) 


Ce,11,4 ,
tles,t4,: 
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How we collaborate 


In* Across the Board - SIGINT, IT Security, Corporate Services, DGPC, CIO... 


+ Operational and Strategic level co-operation 


" 01" Crisis collaboration 


Reach into each others' respective Security and Intelligence Communities 


blob,* Hot topics: 
Counter-terrorism, 


Heads of Agencies annual meeting 


Every level has their counterpart 


Sharing on corporate issues as well, i.e. HR, diversity, policies 


GCHQ on moving to new accommodation 


Current hot issues include , counter-terrorism.. 
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Collaboration - not always easy (but worth the effort) 


1.1 


/tga0 P Different time zones, cultures and languages 


tu411- Different policy and legal environments 


+ Different sizes of workforces and budgets 


fa+ Technology platforms and infrastructure 


Cost of travel 


Personal relationships important! 


a. Alt 


-- good personal relationships make better business relationships 


is crucial 


-- sometimes can't travel due to budgets 


-- other countries might have more flexibility with hospitality rules for conferences 
than we do 
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Liaison Offices 


=OP CANSLO = Canadian Special Liaison Officer 


CSE's representative to the foreign partner 


Responsible for Canadian contingent abroad, including CSE and CFIOG 
integrees, and all Canadian visits to the partner agency 


Keeps CSE informed of events, plans, policies, trends 


BRLO = British Liaison Officer 


SUSLO = Special US Liaison Officer 


=OP AUSLO = Australian Liaison Officer 


ut+. NZLO = New Zealand Liaison Officer 


CSEC has CANSLO offices at NSA, GCHQ and ASD. 


Integrees are staff exchanged with our partners 


Postings are usually 3 years with extensions to 4 possible 
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NSA - Fort Meade, Maryland 


20,000 civilians 
15,000 military staff 


And this is only for NSA — Washington!!! There are 4 other Regional Cryptologic 
Centres: Denver (NSA-C for Colorado, NSA-G for Georgia, NSA-H for Hawaii and 
NSA-T for Texas). 


NSA has liaison staff all over the world. 


With the creation of Cyber Command, a sub command to Strategic Command, and 
the nomination of the Director NSA as the Commander, 
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Liaison Offices - US 


Special United States Liaison Office Ottawa (SUSLOO) 


SUSLOO Office 


Email: P.cse-cstgc.ca 


Canadian Special Liaison Office Washington (CANSLO/W) 


Office staff - CANSLO, 4 Deputies, 2 office assistants, 
communications officer 
Integrees 


1+1 
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Moved into new HQ in 2004 — amalgamated 2 sites 
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Liaison Offices - UK 


British Liaison Office (BRLO) 


BRLO Office 


Emai Pese-cst.gc.ca 


Canadian Special Liaison Office London (CANSLO/L) 


Email: @cse-cst.gc.ca 
Office staff - CANSLO/L, Deputy CANSLO/L, administrative officer 


integrees 
integrees 


1+1 


integrees 


&kV: , 
.18Ik 
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ASD - Canberra, Australia; GCSB - Wellington, NZ 


4. ASD 


+ 1150 Civilians 
► 350 military staff 


(Australian Defence Force) 


GCSB 


1N4&. 350 Employees 


1+1 


The GCSB consists of its Headquarters, two communications intercept sites 
(Tangimoana and Waihopai) and three overseas liaison offices. 


The total number of staff employed by the Bureau is in the order of 350, of whom 
about 24% are women. The average age of all employees, approximately 25% of 
whom have previous military service, is around 45 years of age. " 
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Liaison Offices - Australia & NZ 


Australian Liaison Office (AUSLO) 


AUSLO Office: 
Email: acse-cst gc ca 


1+1 let 


integrees 


integrees 
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CANSLO/G-W- Canadian Special Liaison Office Canberra 


# First CSE liaison office in Australia 
opened in 2009 at ASD in Canberra 


*4110' Also CSE's representative to GCSB in 
New Zealand. 


1+1 a. Alt 


Email: @cse-cst.gc.ca 
Office staff - CANSLO/C-W, EA 
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The 
Partnership 
in Action 
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Why do we work together? 


1+1 a. Alt 
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What is our biggest challenge? 


to*. Heads of 5-eyes agencies committed to helping each other o 
defend our national and mutual interests in cyberspace. 


01) . Collaborate to detect, identify and mitigate foreign 
electronic intrusions to enhance security and help 
protect the economic well-being of our nations. 


mo• Develop an integrated cryptologic 
enterprise to enable real-time exchange of 
information on growing and constantly 
changing cyber threats. 


Why is this important? Recognized that we need to move beyond national interests 
the threat is too pervasive and strong to go it alone. 
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What benefits do the partners have from working with CSE? 


Agility 


Size 


Innovation/Creativity 


Unique skills 


Insight 


.40. Access 


1+1 Alt 
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How does CSE benefit from working with the partners? 


1.1 a. Alt 


Access to data 


Advanced technology 


Reporting 


Crypto products 


Research and development 


20 
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Ta ke-aways 


tit 


The 5-Eyes alliance is critical to CSE's a 
both its foreign intelligence and informs.


it has evolved since WWII Into: 
relationship in the internation: 


Very little we DON'T share. 


Canada benefits tremendously. 


let 


►t is precious 
Treat it with 


care! 
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The Honourable Jean - Pierre Plouffe, C.D. 


CSE / CST 
Chiefs Office / Bureau du chef 


APR 0 3 2014 
CRa, 9 /044 J3 3 


Et-ec 144 - 
File/Dossier 


The Honourable Robert Nicholson, P.C., Q.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, ON KlA OK2 


Dear Minister: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Jean - Pierre Plouffe, C.D. 


TOP SECRET // SI // CEO 


Our file # 2200-84 


March 31,2014 


The purpose of this letter is to provide you with the results of my annual combined 
review of the Communications Security Establishment's (CSEC) foreign signals 
intelligence (SIGINT) ministerial authorizations (MAs) and intercepted private 
communications (PCs) for the period of December 1, 2012, to November 30, 2013. This 
review was undertaken under my general authority as articulated in Part V.1, paragraph 
273.63(2)(a) of the National Defence Act (ATDA), as well as under my specific authority 
found in subsection 273.65(8) of the NDA. Subsection 273.65(8) of the NDA requires me 
to review CSEC activities carried out under MAs "to ensure they are authorized and 
report annually to the Minister on the review". This annual review is one way that I fulfill 
this part of my mandate. 


The purpose of this review was to: ensure that the activities conducted under the MAs 
were authorized; identify any significant changes — for the year under review, compared 
with previous years — to the MA documents themselves and to CSEC activities or class 
of activities described in the MAs; assess the impact, if any, of the changes on the risk to 
non-compliance and on the risk to privacy, and, as a result, identify any subjects 
requiring follow-up review; and examine the PCs unintentionally intercepted by CSEC 
for compliance with the law. 


In past years, my office examined samples of intercepted PCs as part of this annual 
review. This year, for the first time, my office examined all of the PCs that CSEC used in 
End Product Reports or retained at the end of the MA period for use in future reporting, 
for compliance with the law and for protection of the privacy of Canadians. This led me 
to a number of findings and recommendations. 
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Ottawa, Canada 
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I found that the 2012-2013 SIGINT MAs met the conditions for authorization set out in 
the NDA. The format of the 2012-2013 SIGINT MAs and associated request memoranda 
was significantly different than that used in 2011-2012. These changes were positive and 
resulted in documents that are more properly aligned with the purpose of the MAs — to 
shield CSF,C from potential liability under Part VI of the Criminal Code in the event that 
CSEC unintentionally intercepts PCs as part of SIGINT collection — and that are clear 
and comprehensive. In addition, CSEC made changes to some technology used for some 
of its SIGINT collection activities, the impact of which may be examined in subsequent 
in-depth reviews by my office. 


With one exception, revised versions of CSEC operational policies did not contain major 
amendments that would have significantly changed the conduct of activities under MA 
authorities. However, to ensure proper accountability for sensitive activities, 
I recommend that CSEC promulgate detailed guidance, as soon as possible, re arding 
the additional approvals required for certain activities relating to the 
program and to CSEC operations 


It is a positive development that, while CSEC made significant changes to how it counts 
"collected communications" that it reports to the Minister for its SIGINT collection 
activities, CSEC continues to use the same method as in previous years to count and report 
recognized PCs, which will enable a more accurate comparison between the overall number 
of collected communications and the number of intercepted PCs. 


Overall, in 2012-2013, the volume of communications collected through CSEC's 
SIGINT activities while the number of recognized PCs unintentionally 
intercepted by CSEC remained very small. All End Product Reports based on PCs 
contained foreign intelligence relating to international affairs, defence or security. Based 
on the information reviewed and the interviews conducted, in 2012-2013, all PCs that 
were recognized by CSEC were intercepted unintentionally, and all but one of those used 
or retained were essential to international affairs, defence or security, as required by the 
NDA. In one case, an analyst recognized and appropriately flagged that a communication 
was a PC; however, that communication did not pertain to the analyst's target set, and, 
contrary to policy, the analyst incorrectly marked it for retention even though the analyst 
did not assess whether the communication was essential. 


Contrary to policy, one analyst viewed and recognized 18 PCs during the period under 
review, but did not annotate them until several weeks later. As a result of this example, as 
well as others, I recommend that CSEC analysts immediately annotate recognized PCs 
for essentiality to international affairs, defence or security, as required by the NDA, or, if 
not essential, for deletion. 
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A number of analysts retained PCs that had once been, but were no longer, essential to 
international affairs, defence or security; despite regular written reminders to review and 
mark for deletion any PCs that were no longer essential, these PCs were retained — in 
some cases, for several months — until just before the expiration of the MAs and prior to 
associated reporting to the Minister. As a result, I recommend that CSEC analysts 
regularly assess, at a minimum quarterly, whether the ongoing retention of a recognized 
PC not yet used in an End Product Report is strictly necessary and remains essential to 
international affairs, defence or security or whether that PC should be deleted. 
I also recommend that CSEC make available to you more comprehensive information 
regarding the number of collected communications and intercepted PCs that it acquires 
and retains throughout an MA period, in order to enhance accountability. 


As a result of one example in which an analyst retained PCs pending further advice, 
I recommend that CSEC promulgate guidance regarding the protection of privacy and 
the handling of intercepted communications of a targeted foreign entity located outside 
Canada that include of a Canadian or person in Canada as part of those 
intercepted communications. 


Finally, I found that CSEC made further progress in implementing a recommendation 
from the 2010-2011 Review of Foreign Signals Intelligence Ministerial Authorizations 
and Intercepted Private Communications, regarding reporting to the Minister on the 
number of one-end Canadian communications acquired through 


activities in a manner similar to what CSEC does for 
recognized PCs intercepted under the other SIGINT collection programs. 


CSEC officials were provided an opportunity to review and comment on the results of the 
review, for factual accuracy, prior to finalizing the enclosed report. 


If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


Jean-Pierre Plouffe 


c.c. Mr. John Forster, Chief, CSEC 


Enclosure 
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AUTHORITIES 


This review was conducted under the authority of the Communications Security 
Establishment Commissioner (the Commissioner) as articulated in Part V.1, 
paragraph 273.63(2)(a) and subsection 273.65(8) of the National Defence Act (NDA), and 
in conformance with paragraph six of the 2012-2013 ministerial authorizations (MAs) 
authorizing the interception of private communications (PCs) — as defined in section 183 
of the Criminal Code' — under foreign signals intelligence (SIGINT) collection activities 
known as and collection,3 as 
well as paragraph seven of the 2012-2013 MA authorizing the interception of PCs under 
SIGINT collection activity known as collection.4


II. INTRODUCTION 


In the previous MA period (2011-2012), the Communications Security Establishment 
Canada (CSEC) conducted its SIGINT collection activities under six MAs: 


interception activitie
interception activities  —I  interception activities 


done in support of the Government of Canada (GC) mission in Afghanistan; and 
interception (as it was termed for that period). 


CSEC restructured the SIGINT MAs for the 2012-2013 period to make clear that they 
applied to classes of activities rather than to specific collection programs. Since MAs are 
not program approval mechanisms, CSEC explained that consolidating them according to 
classes of activities better aligned the approval process with the scheme outlined in the 
NDA.5 CSEC also restructured the MA request memoranda for 2012-2013 to better 
describe how mandated classes of activities risk interception of PCs and how CSEC 
mitigates this risk. This has minimized unnecessary duplication, thereby reducing the 
number of SIGINT MAs from six to three. According to CSEC, the intent of this new 
approach is to provide the Minister of National Defence (the Minister) with a more 


According to section 183 of the Criminal Code, "private communication" means any oral communication, 
or any telecommunication, that is made by an originator who is in Canada or is intended by the originator 
to be received by a person who is in Canada and that is made under circumstances in which it is reasonable 
for the originator to expect that it will not be intercepted by any person other than the person intended by 
the originator to receive it, and includes any radio-based telephone communication that is treated 
electronically or otherwise for the purpose of preventing intelligible reception by any person other than the 
serson intended b the on: inator to receive it. 


Section 273.65(1) of the NDA states "The Minister may, for the sole purpose of obtaining foreign 
intelligence, authorize the Communications Security Establishment in writing to intercept private 
communications in relation to an activity or class of activities specified in the authorization." 
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comprehensive understanding of both the value and the applicable risk of intercepting 
PCs associated with each class of activity.°


As a result of this restructuring, CSEC now conducts three distinct SIGINT collection 
activities under ministerial authority: collection which includes 
the same class of activities included in the 2011--2012 MAs for 


interception activities conducted in support of the GC mission in 
Afghanistan, and interception activities and collection (which 
includes the same class of activities included in the 2011-2012 MAs for and 
for interception activities conducted in support of the GC mission in Afghanistan). Under 
subsection 273.68(1) of the NDA, MAs cannot be in effect for a period of more than one 
year, but may be renewed. 


Rationale for conducting this review 


Subsection 273.65(1) of the NDA permits the Minister to authorize CSEC in writing —
for the sole purpose of obtaining foreign intelligence (FI), and only if the Minister is 
satisfied that specific conditions set out in subsection 273.65(2) of the NDA have been 
met — to intercept PCs (including solicitor-client communications) in relation to an 
activity or class of activities specified in the MA. The MAs set out a formal framework 
for dealing with PCs that have been intercepted unintentionally through S1GINT 
activities, and shield CSEC from the prohibition respecting the interception of PCs found 
in Part VI of the Criminal Code: 


Subsection 273.65(8) of the NDA requires the Commissioner to review CSEC activities 
carried out under MAs "to ensure that they are authorized and report annually to the 
Minister on the review." This annual review is one way the Commissioner fulfils this part 
of his mandate, in addition to horizontal reviews conducted on the activities common to all 
of the collection methods, as well as comprehensive reviews of individual MA activities. 


According to paragraph 273.65(2)(d) of the NDA, CSEC may use or retain only those 
PCs that are essential to international affairs, defence or security. In this annual review, 
the Commissioner's office examined all of the PCs that were intercepted, recognized and 
retained by CSEC at the end of the MA period to assess whether those PCs met this 
essentiality test. 


6 CERRID 41103590: CSEC Strategic Policy Update for the Period ofJanuary 2010 to December 2012. 
CSEC operational policy documents contain detailed guidance related to the handling of PCs. 
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III. OBJECTIVES 


The purpose of this combined review of the three SIGINT MAs and intercepted PCs was to: 


1. ensure that the activities conducted under the MAs were authorized; 


2. identify any significant changes — for the year under review, compared with 
previous years — to the MA documents themselves and to CSEC activities or class of 
activities described in the MAs; 


3. assess the impact, if any, of the changes on the risk to non-compliance and on the risk 
to privacy; and, as a result, identify any subjects requiring follow-up review; and 


4. examine the resulting PCs unintentionally intercepted for compliance with the law 
and for protection of the privacy of Canadians. 


This review provided an opportunity to compare and contrast the activities under each of the 
SIGINT MAs and to identify any significant changes for each activity and for the SIGINT 
collection program as a whole, occurring either within the review period or from year to year. 


IV. SCOPE 


This review covered the three SIGINT MAs in effect from December 1, 2012, to 
November 30, 2013. 


Five principal elements relating to each of the SIGINT MAs were examined for any 
significant changes to the SIGINT collection activities and to PCs unintentionally 
intercepted: 


1. the requests made to the Minister for the MAs; 


2. the authorities and requirements in the MAs; 


3. any significant changes to the operation of the associated activities, for example, 
changes to the scope of the activities, to ministerial direction or requirements, to 
CSEC policies or procedures, to the technology used, or to the compliance 
validation framework for the activities; 


4. volumes of collected communications and the number of recognized PCs 
unintentionally intercepted under the MAs; and 


5. all recognized PCs retained at the end of the MA period, to assess whether those 
communications were retained by CSEC in compliance with the law, and whether 
CSEC protected the privacy of Canadians in the use and retention of that 
intercepted information. 
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Any changes were assessed for the impact on the risk to non-compliance and on the risk 
to privacy. 


V. CRITERIA 


CSEC's activities were assessed for compliance with the law and for the extent to which the 
activities protected the privacy of Canadians within the approach described in the Objectives 
and Scope sections of this report. 


The assessment of any significant changes to the SIGINT collection activities or class of 
activities and the impact of these changes on the risk to non-compliance and on the risk to 
privacy were made in the context of the Commissioner's standard review criteria, that is, the 
Commissioner expected CSEC to: 


• conduct its activities in accordance with legal and ministerial requirements; 


• have appropriate policies and procedures in place to provide sufficient direction 
respecting ministerial requirements, including the protection of the privacy of 
Canadians; 


• have personnel who are aware of, and comply with, the policies and procedures; and 


• in accordance with its policies, have an effective compliance validation 
framework and measures to ensure that the integrity of operational activities is 
maintained on a routine basis, including appropriately accounting for important 
decisions and information relating to compliance and the protection of the privacy 
of Canadians. 


VI. METHODOLOGY 


The Commissioner's office reviewed CSEC records, conducted interviews with several 
CSEC employees and reviewed written responses provided by CSEC to specific 
questions. This allowed the Commissioner's office to identify any significant changes 
relating to the MAs and associated activities that came into effect following last year's 
combined review, and included examination of the documents listed in the Scope section 
of this report. 


In addition, for the first time, the Commissioner's office examined all PCs from the 
2012-2013 MA period that were used for CSEC End Product Reports (EPRs) and all 
retained PCs from the 2012-2013 period that had not yet been used in reports, in order to 
determine if they were retained in accordance with the law and with CSEC policy. 
In previous reviews of this kind, the Commissioner's office reviewed samples of these 
retained PCs. The Commissioner's office also examined all EPRs produced by CSEC 
containing information derived from PCs from the 2012-2013 MA period, along with 
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associated transcripts, as well as key metrics relating to the interception of PCs and to the 
privacy of Canadians. 


VII. BACKGROUND 


Paragraph 273.64(1)(a) of the NDA authorizes CSEC to acquire and use information from 
the global information infrastructure for the purpose of providing FI, in accordance with 
GC intelligence priorities. 


The NDA states that these activities shall: 


• not be directed at Canadians or any person in Canada [paragraph 273.64(2)(a) of 
the NDA]; and 


• be subject to measures to protect the privacy of Canadians in the use and retention 
of intercepted information [paragraph 273.64(2)(b) of the NDA]. 


Paragraph 273.65(2)(d) of the NDA requires that an intercepted PC shall be used or 
retained only if it is essential to international affairs, defence or security. 


Under subsection 273.65(5) of the NDA, the Minister may include in an MA any 
conditions that he considers advisable to protect the privacy of Canadians. While this 
review encompasses three unique SIGINT collection activities, in general, each MA 
contains similar ministerial requirements and obligations: 


1. CSEC is to conduct SIGINT collection activities in strict compliance with the 
following ministerial directives (MDs): 


• Ministerial Directive on Accountability Framework,8


• Ministerial Directive on Privacy of Canadians,9 and 


• Ministerial Directive on Collection and Use of Metadata;1°


8 For the period under review, the MD on Accountability Framework issued November 20, 2012, 
was in effect. 
9 For the period under review, the MD on Privacy of Canadians issued November 20, 2012, was in effect. 
I° For the period under review, the MD on Collection and Use of Metadata issued November 21, 2011, 
was in effect. 
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2. in addition to the MDs listed above, and 
conducted in strict compliance with program-specific MDs; 


activities are to be 


CSEC is to annotate for destruction a recognized intercepted solicitor-client 
communication unless it contains FI and its retention or use would be in 
conformity with the laws of Canada; 


4. CSEC is to maintain an automated directory of selectors that it believes relate to 
foreign entities located outside Canada;12


5. CSEC is to report to the Minister, within four months following the expiration of 
the MA or upon request, certain information respecting intercepted PCs and 
solicitor-client communications and the number and value of intelligence reports 
produced from information derived from these PCs; 


6. CSEC is to report to the Minister when any serious issue arises in the 
implementation of the MA, such as a sustained substantial decrease in the value of 
the FI or any sustained major increase in the number of recognized PCs or 
solicitor-client communications intercepted pursuant to the MA; 


7. CSEC is to support and assist the CSE Commissioner in the conduct of reviews; an 


8. the activities shall be subject, at a minimum, to measures to protect the privacy of 
Canadians, contained in CSEC's operational policies, notably: 


OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance 
in the Conduct of CSEC Activities;13 and 


specific policies and operational instructions relating to each of the three 
SIGINT collection activities.14


II For , for the period under review, the MD on 
November 20, 2012, was in effect; for 


Program issued November 20, 2012, was in effect, as well as 
MDs on 
(CSEC requests approval for these MDs annually at the same time as for the MA). 
12 In the previous MAs, CSEC was to "establish and maintain" an automated directory of selectors. Because 
these directories were already established prior to the MA period under review, the 2012-2013 MAs refer 
simply to "maintaining" an automated directory of selectors. This re uirement applies to the 


Collection and MAs, but does not apply to activities. 
For the period under review, the OPS-1 policy issued December 1, 2012, was in effect. 


14 For activities conducted under the  MA, OPS-3-1, Operational Procedures for 
Activities, issued December 11, 2012, was in effect. For activities conducted under the 


Collection and M As, OPS-1-13, Operational Procedures Related to 
Canadian Collection Activities, issued December 5, 2012, was in effect. 


Operations issued 
for the period under review, the MD on 
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VIII. FINDINGS 


1. Changes to the SIGINT collection activities or class of activities 


i) Ministerial authorizations 


Finding no. 1: Ministerial Authorizations 


The 2012-2013 foreign signals intelligence ministerial authorizations met the 
conditions for authorization set out in the National Defence Act. 


Finding no. 2: Ministerial Authorizations and Associated Request Memoranda 


The format of the 2012-2013 foreign signals intelligence ministerial 
authorizations and associated request memoranda to the Minister of 
National Defence was significantly different than that used in 2011-2012; 
these changes were positive and resulted in documents that are more properly 
aligned with the purpose of the ministerial authorizations — to shield CSEC from 
potential liability under Part VI of the Criminal Code — and that are clear and 
comprehensive. 


For the year under review, the individual request memoranda to the Minister provided 
information and supporting reasoning that satisfied the four conditions for authorization 
required by subsection 273.65(2) of the NDA, namely, that: 


• interception will be directed at foreign entities located outside Canada; 


• the information to be obtained could not reasonably be obtained by other means; 


• the expected FI value of the information that would be derived from the 
interception justifies it; and, 


• satisfactory measures are in place to protect the privacy of Canadians and to 
ensure that PCs will only be used or retained if they are essential to international 
affairs, defence or security. 


The memoranda followed a consistent format: outlining the legislative basis for the MA 
scheme; describing the particular class of activities being authorized; detailing the 
conditions to be satisfied as described in the NDA and explaining the ways in which 
CSEC has satisfied these conditions; and outlining additional relevant operational 
policies and MDs that apply to the proposed collection activities. They provided the 
Minister with useful details about collection activities and how they could be employed 
to satisfy GC intelligence requirements. The inclusion of more detailed contextual 
information than had been provided in past memoranda is a positive development. 


As mentioned in the introduction, the MAs themselves were consolidated according to 
three distinct classes of activities. In previous years, some had been based on classes of 
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activities (e. .„ but others were based on specific collection programs 
(e.g., ) or collection activities (e.g., interception 
activities conducted in support of the GC mission in Afghanistan). The new approach of 
organizing MAs solely according to classes of activities is more in line with the approval 
scheme set out in subsection 273.65(1) of the NDA, whereby the Minister "may, for the 
sole purpose of obtaining foreign intelligence, authorize the Communications Security 
Establishment in writing to intercept PCs in relation to an activity or class of activities 
specified in the authorization" (emphasis added). The MAs shield CSEC from potential 
liability under Part VI of the Criminal Code in the event that they unintentionally 
intercept PCs in the course of undertaking foreign SIGINT collection. The MAs do not 
act as a mechanism to approve specific collection programs, which follow separate 
processes outlined in operational policy. 


The new format had the potential to preclude CSEC from providing information about 
specific collection programs to the Minister in as much detail as they had done in 
previous years, since the Minister was no longer authorizing a particular collection 
program, but rather a class of activities. It is positive to note that, in the memoranda 
accompanying each of the MAs, CSEC broadly outlined the types of intelligence 
priorities that were to be satisfied through each MA, and gave examples of the type of 
intelligence that past activities had yielded. It is particularly positive that CSEC attached 
an annex to the collection MA memorandum, which provides 
information about specific collection programs, current and prospective operations, and 


of CSEC activities. These collection programs are particularly sensitive, and it 
is appropriate that the Minister continue to be informed of developments, regardless of 
whether he is approving the actual programs or the class of activities that they employ. 
The Commissioner's office will continue to monitor this as part of future reviews. 


In addition to changes made to the format and structure of the MAs, there were several 
notable changes to the content of the MAs and their associated memoranda, for example: 


For the previous period, all MAs except the 
rather than "collection" in their titles (e.g. 
three of them refer to "collection activities" (e.g., 


A referred to "interception" 
interception"). Now all 


collection"). The 
Commissioner's office questioned CSEC about the change in terminology in the 
titles of the MAs, and CSEC noted that. as part of the overall restructuring 
process, some of the language used in previous MAs was also reconsidered. 
CSEC noted that the term "collection" refers to a process whereby CSEC 


a metadata repository. "Interception" occurs when 
has been selected by CSEC based on specific criteria, an 


is sent from the to CSEC traffic repositories. Since the 
classes of activities specified in the authorizations (e.g., 


collection activities, and since interception 
has taken place, CSEC argues that it is more accurate for the MAs to refer to 
collection activities, rather than interception activities.I5 The Commissioner's 


15 E-mail from Senior Policy and Review Advisor, External Review, November 1, 2013.


are 
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office accepts this explanation, since subsection 273.65(1) of the NDA allows the 
Minister to authorize CSEC "to intercept private communications in relation to an 
activity or class of activity specified in the authorization." In the 2012-2013 
MAs, the classes of activities are the collection programs specified in the MAs. 


• Similarly, in paragraph 2 of the 2012-2013 MA, the Minister authorizes 
CSEC to "en a e in foreion intelli ence collection activities described as 


that risk the interception of private 
communications" (emphasis added), while paragraph 3a) states "This Ministerial 
Authorization authorizes CSE to intercept private communications for the sole 
purpose of obtaining foreign intelligence." The two other MAs contain language 
that is nearly identical to this latter statement, rather than the former. 


The Commissioner's office questioned CSEC about the difference in language 
between the MA and the two others, and CSEC indicated that the language 
in the MA was changed to ensure greater clarity. Through activities, 
CSEC collects data and, thus far, activities have 


resulted in an intercepted PC. Nevertheless, CSEC finds it prudent to 
request MAs annually for this activity, in the event that PCs are unintentionally 
intercepted as part of= collection. Since the other activities authorized under 
MA are more likely to result in the unintentional interception of PCs, the language 
in those MAs stayed consistent with language used in previous years.16 The 
Commissioner's office accepts this response, as the change in language is not 
likely to have an impact on compliance with the law and policy.17


Paragraph 3 a) of the MA states "[t]his Ministerial Authorization authorizes 
CSE to intercept private communications for the sole purpose of obtaining foreign 
intelligence." However, unlike the other two MAs, it did not follow this by stating 
that the foreign intelligence would be obtained "in accordance with the 
Government of Canada intelligence priorities." When asked about the omission, 
CSEC noted that "[t]he exclusion of the language 'in accordance with the 
Government of Canada intelligence priorities' was an oversight and it should have 
been included in the 2012-2013 MA."18 The 2012 MD on 


explicitly states that the Minister expects CSEC to "select 
intelligence targets for these [ I operations in accordance with Government of 
Canada intelligence priorities." Nevertheless, it would be helpful for clarity's sake 
and for consistency with language found in the NDA if future MAs 


16 'bid 
17 CSEC's response is consistent with changes made to the definitions of "collection" and "interception" in 
OPS-1-13 Operational Procedures Related to Canadian Collection Activities, released 
December 5, 2012. Collection: For the purposes of these procedures, collection has two meanings. With 
respect to private communications, collection is the process of acquiring data as it the Gil and 


With respect to all other communications, collection is the process 
of acquiring data as it the GII, and subsequently forwarding 
it to the traffic repository. Interception: For the purposes of these procedures, interception occurs when a 
private communication is selected from and is forwarded to the traffic repository. 
15 E-mail from Senior Policy and Review Advisor, External Review, November 1, 2013. 
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contained explicit reference to conducting operations in accordance with GC 
intelligence priorities. 


Paragraph 5b(ii) of the MA states "if the analyst believes that a 
solicitor-client communication may contain foreign intelligence, then the analyst 
shall annotate that communication for retention and forthwith bring the 
communication to the attention of his/her director or supervisor (via the reporting 
chain)." This represents a lower level of reporting than is mandated in the other 
two MAs, as well as in OPS-1, all of which require that a director (rather than a 
supervisor) ultimately be informed in these cases. The Commissioner's office 
pointed out this inconsistency and CSEC noted that it will be corrected in future 
MAs, to clarify that directors will need to be informed in such cases. 


The MA now lists the 2011 MD on Collection and Use of Metadata on the 
list of MDs that apply to activities. It was not included in the previous 
MA, although the MD applied to all metadata activities and therefore was in 
effect in any case. Nevertheless, it is positive that, for clarity, CSEC added it to 
the MA explicitly. 


• Both the and MAs state that CSEC "shall 
maintain an automated directory of selectors which it is satisfied relates to foreign 
entities located outside Canada." Previous versions stated that CSEC would 
"establish and maintain" a list of selectors. CSEC explained that these lists had 
already been established; therefore the langua e would have been redundant. This 
requirement does not apply to activities. 9


• Paragraph 3 of MA states "in cases where access to a 
is required, where 


has 
been obtained and, where CSE has grounds to suspect that the 


otential foreign intelligence value, this 
authorization will allow CSE to work for the purpose of 
obtaining foreign intelligence." The italicized portion was not included in the 
previous year's MA. CSEC noted that the additional language "was added for 
clarity to avoid confusion or future conflicts of interpretation. Where 


of interest is generally conducted covertly, 


Thus the 
additional language found in paragraph 3 highlights 


19 During the review, the Commissioner's office was informed that the =program has begun 
incorporating into its operations. 
This raises the question of whether incorporating a list of selectors could he helpful for=in the future. 
The Commissioner's office may explore this as part of a future review of the program, which is 
currently on the Commissioner's office's work plan. 
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is concerned.' This is a positive clarification on 
CSEC's part. 


As part of the restructuring of the SIGINT MAs, activities previously conducted 
under the Afghanistan MA were covered by the MA for the 
2012-2013 period. The Commissioner's office asked whether collection activities 
in Afghanistan were now being conducted strictly under the MA, or 
whether they could take place under other MAs as well. Because MAs apply to 
classes of activities, they give broad authority to undertake these classes of 
activities anywhere, so long as the activities themselves are not directed at 
Canadians or people in Canada, and so long as they are conducted for the sole 
purpose of obtaining FI, in accordance with GC priorities. As such, activities in 
Afghanistan could be undertaken under any of the three MAs. The former 
Afghanistan MA was absorbed into both the 2012-2013 


MAs. This occurred because CSEC had previously established both 
collection Afghanistan, under the 


Afghanistan MA, in sus.ort of the Canadian mission. 
at the end of 


Canada's combat oserations in 2011. I urin* the review period, CSEC continued 
to maintain 


For the reporting year, the only activities in Afghanistan that CSEC
reported on occurred under the MA. 


In summary, the memoranda were restructured and add further detail about how the 
various SIGINT collection activities contribute to CSEC's overall mission. The new MA 
format reduces administrative burden and provides for an approval process that is better 
aligned with the purpose of MAs as set out in the NDA, namely, to shield CSEC from 
potential liability under Part VI of the Criminal Code. Most importantly, it does not 
reduce CSEC reporting requirements to the Minister: statistics are still required; CSEC 
must still report when any serious issue arises in the implementation of the MAs. As part 
of future annual reviews, the Commissioner's office will continue to monitor SIGINT 
MAs and accompanying memoranda to ensure, among other things, that the new format 
does not detract from information provided to the Minister on specific collection 
programs. The Commissioner's office will also monitor CSEC efforts to address minor 
deficiencies and inconsistencies in the MA documents identified in this review. 


20 E-mail from Senior Policy and Review Advisor, External Review, November 1, 2013. 
21 The Second Parties are CSEC's four SIGINT partners: the U.S. National Security Agency (NSA), the 
U.K. Government Communications Headquarters (GCHQ), the Australian Signals Directorate (ASD), and 
the New Zealand Government Communications Security Bureau (GCSB). 
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ii) Policies and procedures 


Finding no. 3: Policies and Procedures 


With one exception, revised versions of CSEC operational policies did not contain 
major amendments that would have significantly changed the conduct of activities 
under MA authorities. 


The Commissioner's office reviewed amendments made to CSEC operational policies 
and MDs in effect for the period under review. The MDs on Accountability Framework, 
Privacy of Canadians, Operations and were all updated prior to 
the start of the MA period, but did not contain major amendments that would have 
significantly changed the conduct of activities under MA authorities. Similarly, updated 
versions of OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance 
in the Conduct of CSEC Activities (revised effective December 1, 2012) and OPS-3-1, 
Operational Procedures for Activities (revised 
effective December 11, 2012) will not significantly change the conduct of activities under 
MA authorities. However, amendments made to OPS-1-13, Operational Procedures 
Related to Canadian Collection Activities (revised effective December 5, 2012) 
may alter approvals required for certain sensitive operations, which are explained in 
greater detail below. Revisions made to policies will be examined in further detail as part 
of future reviews of specific programs by the Commissioner's office. 


The Commissioner's office reviewed updated policy guidance issued by CSEC on 
December 5, 2012, in the form of OPS-1-13 Operational Procedures Related to 
Canadian Collection Activities. Since the Minister is no longer approving 
specific collection programs through MAs, but is rather authorizing the 
interception of PCs in relation to broad classes of activities, the office wanted to see if 
procedures for approving sensitive collection programs like or 


22 had been strengthened or had changed in any way. The guidance 
found in this latest version of OPS-1-13 is less clear than guidance in previous versions 
regarding what role the Minister plays in approving new collection= under these 
programs. Given the sensitive nature of these activities, and their potential 
it is critical that the Minister be accountable for approving new collection under 
these programs, and that the new MA format not detract from any pre-existing authority 
the Minister had with respect to or 


Since the Minister is now approving an overall collection activity 
through MAs, rather than signing off on a specific collection program or 


it makes it even more important that clear approval processes exist 
in operational policy for sensitive activities under and 
consistent with Cabinet direction. 


The Commissioner's office asked CSEC why the new version of OPS-1-13 contained 
general and less defined information about the approval process for 


22 refers to CSEC's collection program 
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CSEC indicated that more general direction simplified and shortened the new version of 
OPS-1-13, while allowing for detailed guidance to be revised more readily, should the 
need arise.23 We also asked for detailed guidance provided by the Director, SIGINT 
Requirements, regarding additional approval for and In a written 
response, CSEC indicated that draft guidance was being worked on, but that it had not yet 
been finalized for approval.24


Recommendation no. and Procedures 


To ensure proper accountability for sensitive activities, CSEC should promulgate 
detailed guidance, as soon as possible, regarding the additional approvals required 
for certain activities program and to CSEC operations 


iii) Technology 


Finding no. 4: Technology 


In 2012-2013, CSEC made some changes to technology used for some of its 
foreign signals intelligence collection activities, the impact of which may be 
examined in subsequent in-depth reviews of these activities. 


MA 


CSEC continued to expand the program, and engaged in ongoing 
that will continue to be the program's focus over the next 


twelve months.22 In addition, CSEC is working to expand capabilities, 
enabling analysts to better identify and prioritize collection sources, in line with 
current intelligence priorities. 


initiative that will see a complete 
overhaul to the collection Developers are redesigning 
and implementing that will further minimize risks 
of unintentional collection, while providing analysts with more refined and 
relevant traffic. 


23 
E-mail from Senior Policy and Review Advisor, External Review, March 3, 2014. 


24 E-mail from Senior Policy and Review Advisor, External Review, March 7, 2014. 
25 The ou a (also known as the •roeram) refers to CSEC 
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MA 


For collection: 


Digital Network Intelligence (DNI) processing has been upgraded, while 
Dialed Number Recognition (DNR) processing remains unchanged.26


A collection capability was added at Masset. 


For the program: 


in 
August 2013. 


in April 2013. 


was not operational at the beginning of the MA period, 


in May 2013. 


For 


in August 2013. Sustained collection started in 
September 2013. 


According to CSEC, there were no significant changes to the collection 
technologies implemented during the review period for activities. However, 
CSEC did indicate that there arc= capabilities of collecting foreign 


activities. 


There were 
reporting period. 


operations ( } initiated during the 


The Commissioner's office noted that the cover name had previously 
been used to refer to a set up under MA authority in the 
2011-2012 period. CSEC indicated that used to refer to but now 
it refers to the capability in question is now referred to as 


26 Digital Network Intelligence metadata is metadata associated with 
communications (e.g., e-mail address). Dialled Number Recognition metadata generally refers to telephone 
and fax routing information (e.g., telephone number or fax number). 
27 


are approved by the Chiefs delegate, the Chief or the Minister. 
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while refers to the overall program. According to 
CSEC, these names were established to avoid confusion in the event that 


28 


The Commissioner's office has no immediate questions or concerns about these 
capabilities based on CSEC's description. Their impact may be examined as part of 
future, in-depth reviews of SIGINT activities. 


Privacy Picker tool 


During the review period, CSEC finalized and launched a tool called Privacy Picker, 
which was made available within the in 
September 2013. The Privacy Picker was designed to assist analysts in choosing the 
appropriate privacy annotation or marking for traffic items, in accordance with OPS-1 
policy. Many of the annotations use similar combinations of letters, making it difficult for 
analysts to remember them and apply them correctly 100% of the time. The Privacy 
Picker asks analysts a series of basic questions about a piece of traffic being annotated, 
and based on the answers, automatically generates an annotation for the traffic item. Then 
it asks the analyst to confirm whether they would like this annotation to be applied to the 
traffic item. As such, the final decision regarding the appropriate annotation to apply 
continues to rest with analysts. While the Privacy Picker is not foolproof, since it requires 
analysts to answer a group of questions accurately, it does reduce the potential for human 
error in the annotation process. CSEC stated that the tool also saves analysts time in 
determining the appropriate annotation or marking to apply to traffic items. CSEC has 
informed the Commissioner's office that feedback from analysts has been very positive 
thus far. The Commissioner's office also views the implementation of the Privacy Picker 
as a positive step that is likely to assist analysts in appropriately annotating private 
communications and communications that contain information about Canadians. 


tool 


During the period under review, CSEC made a new feature 
available to all users. The so-called was developed to reduce analyst 
workload, as it had been discovered that analysts were relying on sources and tools 
outside of the to obtain additional information about traffic items, often pertaining to 
the of targets. In fiscal year 2012-2013, CSEC's SIGINT Systems 
Development unit began work on improving analysts' traffic results, including 


The was art of this process and became available to 
all users in July 2013. The ensures that when a user's search results are 
loaded into a 


about the traffic items, including the 
In the -system, 


which is displayed next to the traffic 
item. Analysts can choose to use this feature by activating it in their "preferences". 


s E-mail from Senior Policy and Review Advisor, External Review, February 18, 2014. 
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Additional, more specific data is also available to analysts through toolbar 
options, and users can control and customize which data they want to view. It is still the 
analyst's responsibility to validate the results of the automated search and correlation of 


data. The feature is generally accurate, but it is not correct 100% of the time. 
represents a positive development in that it assists analysts in recognizing 


communications that 


iv) Metrics relating to interception and to the privacy of Canadians 


Finding no. 5: Metrics Relating to Interception and to the Privacy of Canadians (1) 


It is a positive development that, while CSEC made significant changes to how it 
counts "collected communications" that it reports to the Minister for its foreign 
signals intelligence collection activities. it continues to use the same method as in 
previous years to count and report recognized private communications, which will 
enable a more accurate comparison between the overall number of collected 
communications and the number of intercepted private communications (that is, 
"traffic files"). 


For each of the three SIGINT collection activities, the Commissioner's office requested that 
CSEC provide the following key information relating to interception and to the privacy of 
Canadians, broken down by collection activity, to permit comparison of the activities and to 
identify any significant changes or trends over time: 


1. the total volume of collected communications during the period in which the MAs 
were in force; 


2. the total volume of recognized PCs unintentionally intercepted during the period 
in which the MAs were in force; 


3. the total volume of recognized PCs unintentionally intercepted and destroyed 
during the period in which the MAs were in force; 


4. the total volume of recognized PCs unintentionally intercepted and used or 
retained on the basis that they are essential to international affairs, defence or 
security during the period in which the MAs were in force; 


5. the total volume of recognized PCs unintentionally intercepted, retained and 
subsequently used in finished CSEC reports during the period in which the MAs 
were in force; and 


6. the total volume of recognized PCs unintentionally intercepted and subsequently 
retained, during the period in which the MAs were in force, that were recognized 
as seeking, formulating or delivering legal advice. 
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In previous years, the number of collected communications reported by CSEC as part of 
the annual review of SIGINT MAs and intercepted PCs was based on the number of 
"data items" captured in CSEC systems. According to CSEC, a data item is considered a 


Beginning in the 2012-2013 MA period, CSEC began counting the volume of collected 
communications as the number of traffic files rather than the number of data items. CSEC 
believes that traffic files are more representative of the number of communications 
collected, and are therefore a better metric. It is important to note that, due to the fact that 
a traffic file is generally this change in metric results in a 


figure for the overall number of collected communications during the 
period under review. 


As such, the Commissioner's office requested that CSEC provide statistics according to 
both volumes of traffic files and volumes of data items. This allowed for a direct 
comparison of volumes of collected communications from the 2012-2013 period with 
volumes from previous periods, using the same metric. The result is that, since the 
previous MA period, collection activity has by about M% for 
and by about .% for= and has by about M% for 


Given the change in metric relating to the number of collected communications, we asked 
CSEC whether it also changed the way in which it accounts for intercepted PCs. CSEC 
provided the Commissioner's office with a written response indicating that the 
organization has not changed the methodology for the way in which it accounts for 
intercepted PCs. Since intercepted PCs were already counted as traffic files, direct year-
over-year comparisons of volumes of intercepted PCs are possible without adjusting the 
metrics. The change in metric also renders CSEC statistics more accurate in their 
comparison of the total number of collected communications with the number of 
intercepted private communications, as both figures are now based on traffic files. 


Finding no. 6: Metrics Relating to interception and to the Privacy of Canadians (2) 


Overall, in 2012-2013, the volume of communications collected by CSEC's 
foreign signals intelligence collection activities while the number of 
recognized private communications unintentionally intercepted by CSEC 
remained very small. 
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The Commissioner's office observed the following respecting the metrics relating to 
collection and to the privacy of Canadians (these metrics represent CSEC's reported 
volumes of data items because doing so allows for a direct year-over-year comparison): 


The total number of communications collected under the MA 
from in 2011-2012, to in 2012-2013 (according to the 
new traffic file metric, the figure for 2012-2013 is 


The total number of communications collected under the MA 
significantly from in 2011-2012, to in 2012-2013 


(according to the new traffic file metric, the figure for 2012-2013 is . 


o The total number of communications collected under the MA 
—significantly from in 2011-2012 to in 
2012-2013 (according to the new traffic file metric, the 2012-2013 figure is 


29 


The Commissioner's office asked CSEC for an explanation as to why the volumes had 
shifted so significantly in the case of and collection. In its 
response, CSEC noted that "[d]ue to the nature of SIGINT collection (i.e., 


, volume fluctuations are inevitable and the exact causes of these 
fluctuations are difficult to record accurately.'°


CSEC went on to list some, but admittedly not necessarily all, of the factors that may 
have contributed to the fluctuations in metrics. According to CSEC, changes that 
occurred for some of the could be contributing factors to the overall 


in volume among collection activities: 


in the 
reporting period; 


in the 
reporting period; 


and 
part-way through the reporting period; and 


29 2011 - 2012 figures for collection include total volumes of communications collected 
under both the 2011-2012 MA and the 2011-2012 MA, since these programs are 
now captured under the MA (figures for the 2011-2012 MA, which also now 
falls under the MA, were not provided in 2011-2012, since sustained collection had not 
yet begun). 2011-2012 figures for collection include both the 2011-2012 MA on Interception 
Activities Conducted in Support of the Government of Canada Mission in Afghanistan and the 2011-2012 


MA, since these programs are now captured under the MA. This provides an 
accurate basis for comparing year-over-year developments. 
3° E-mail from Senior Policy and Review Advisor, External Review, February 20, 2014. 
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during the MA period 


According to CSEC, for collection activities, 
collection asset was likely a key contributor to the the number of 


collected communications."31 The Commissioner's office is currently undertaking an 
in-depth review of the program, and may examine the in 
collected communications for collection activities in further detail as part 
of that review. 


The overall number of reco nized PCs unintentionally intercepted by CSEC under the 
2012-2013 MAs from the previous MA period (from in 2011-2012, to 


in 2012-2013). All of the reco nized PCs that were intercepted by CSEC in 
2012-2013 were done so under the MA. 


In 2012-2013, CSEC destroyed most recognized PCs unintentionally intercepted 
PCs). CSEC retained 66 recognized PCs, fromMin 2011-2012. 


Of these 66,41 were used in reporting and 25 were retained for future use. There were no 
recognized solicitor-client communications unintentionally intercepted by CSEC in 
2012-2013. 


In its annual strategic policy update briefing to the Commissioner's office, CSEC noted 
that the new MA rationalization does not reduce reporting requirements to the Minister. 
The Commissioner's office will monitor future reporting to the Minister, including the 
Ministerial Authorization Year-End Report for 2012-2013, to see whether volumes of 
intercepted communications continue to be reported according to collection program as 
well as collection activity. Such reporting will ensure that the Minister remains apprised 
of developments in programs that were formerly the subject of specific MAs, but that 
now fall within broader categories of activity. Reporting by collection program can also 
provide an opportunity to explain any significant changes to the programs or to volumes 
of intercepted communications, and how these changes relate to or impact GC 
intelligence priorities. 


In addition to the reasons outlined above, the Commissioner's office will also monitor 
future reporting to the Minister, including the Ministerial Authorization Year-End Report 
for 2012-2013, to determine if the new way in which CSEC counts intercepted 
communications will affect messaging to the Minister. It will be important for CSEC to 
clearly explain the impact that the change in metric will have on year-over-year 
comparisons of data volumes. 


Beyond the changes to MA format from the previous reporting period, and changes to the 
way CSEC counts intercepted communications, the Commissioner's office identified 
some broader issues with the way CSEC accounts for and reports PCs. The figure for the 
number of PCs retained that is reported to the Minister only reflects those PCs that are 
retained following the expiry of the MA period (i.e., beyond November 30 of that year). 


Ibid. 
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PCs that are retained for a portion (even a large portion) of the year, but deleted prior to 
the MA expiry are counted as "deleted" PCs, although it is possible that they had been 
retained for nearly one year. The year-end figures do not indicate how long CSEC retains 
PCs throughout the year. 


The Commissioner's office asked CSEC whether there is a way to assemble statistics 
showing how many PCs are annotated and retained for a period of time, but deleted prior 
to the expiry of the MA (and therefore not reflected in the year-end statistics that the 
Minister sees). CSEC responded by stating that they are discussing the use of a business 
intelligence tool called as a way to determine the number of traffic items 
marked as PCs throughout the year but not kept or used in reports.32


The issue with the way PCs are reported to the Minister became clear to the 
Commissioner's office when it came time to review retained PCs for compliance with 
law and policy. During a briefing by SIGINT Programs Oversight and Compliance 
(SPOC) on November 15, 2013, the Commissioner's office was told that, as of 
November 4, CSEC had annotated 40 PCs for retention and that, while this number was 
likely to change slightly by November 30, it would not change significantly. However, 
when the final list of retained PCs was provided to the Commissioner's office on 
December 4, only 13 PCs were marked as having been retained. CSEC subsequently 
informed the Commissioner's office that between November 4 and November 30, 30 of 
the 40 PCs originally annotated for retention had their annotations changed from INCA 
(which means they would be retained) to INCAN (which means they would he deleted), 
while three new PCs had been annotated for retention since the original November 4 list 
was compiled.33 Of the 30 PCs that had been marked for deletion, 21 belonged to one 
analyst working on one file. The fact that 75% of the PCs marked as essential as of 
November 4 had their annotations changed to non-essential in the final two weeks of the 
MA period was a cause for further investigation. As a result, the Commissioner's office 
made a decision to examine all 30 of the PCs that had been marked for deletion in the 
lead-up to the end of the MA period to better understand the reason behind the timing, in 


32 is a business intelligence tool, used to measure all stages of the SIGINT End to End Process. 
First implemented in 2010, data is used by teams within SIGINT to support evidence-based 
decision making for SIGINT and CSEC executives, and for external reporting requirements. is 
currently linked to four SIGINT systems: With 
these systems linked, SIGINT teams can track metrics on reporting, traffic, targeting and selectors, as well 
as SIGINT training data. According to CSEC, is expected to be linked to other SIGINT systems 
and applications but implementation will depend on resources, operational requirements and senior 
management direction. 
33 Intercepted communications with intelligence value and pertaining to a Canadian receive a retention date 
of from the time the marking is applied. There are four applicable privacy annotations in such a 
case: INCA (one-end located in Canada), OUCA (one-end Canadian outside Canada), INCAS (in 
Canada/Solicitor Client Privilege), and OUCAS (outside Canada/Solicitor Client Privilege). In the case of 
intercepted traffic with a Canadian or privacy component but no intelligence value, the markings are the 
same except for the addition of the letter "N" — as in "no intelligence value". The applicable annotations 
are: INCAN, OUCAN, INCASN, and OUCASN. Intercepted communications containing information 
about Canadians, but which do not have intelligence value, are annotated as IACN. 
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addition to examining all 13 PCs that were retained at year-end.34 Because PCs that are 
annotated for deletion remain in the system for an additional the 
Commissioner's office was able to view these before they were destroyed. 


In examining the PCs that had been annotated for deletion, the Commissioner's office 
found that it was not uncommon for SIGINT analysts to hold on to PCs that were no 
longer relevant, sometimes for several months, prior to annotating them for deletion. 
As of October 2013, SPOC sends out quarterly reminders via e-mail to managers whose 
analysts have retained PCs but have not yet reported on them. Prior to that time, SPOC 
sent monthly reminders, based on reporting, to managers. The purpose of these 
e-mails is to remind analysts to review their holdings and annotate for deletion any traffic 
that is unlikely to be used in an EPR or no longer meets the criteria for retention, as set 
out in OPS-1, paragraph 3.3.35 These reminders are meant to reduce the risk that analysts 
would retain PCs for any longer than is strictly necessary. The reminders include a list of 
analysts who have unused INCA traffic, but only include traffic that was marked for 
retention since the previous reminder had been sent. For example, a traffic item annotated 
in January would appear in the February reminder, but not in the March reminder. The 
Commissioner's office obtained copies of the messages that were sent to analysts during 
the 2012-2013 period. Despite SPOC's reminders, many analysts retained PCs long after 
they should have annotated them for deletion. The fact that so many PCs were deleted in 
the two weeks prior to the expiry of the MAs suggests that the obligation to report on 
PCs retained at the end of the MA period acts as an incentive for analysts to delete PCs 
at that time. 


Obliging CSEC to provide quarterly statistics on the number of retained PCs (but still 
report annually on them) may provide further incentive for analysts to delete PCs as soon 
as they are no longer essential, rather than waiting until the end of the MA period. 


A quarterly breakdown of figures would also provide the Minister with a more accurate 
picture of how CSEC retains and uses PCs in the course of its work throughout the year, 
and would thus enhance CSEC accountability to the Minister. 


There was one instance in which a PC had sat in the Consolidated Traffic Repository 
(CTR) for five years, even though it was no longer relevant. Clearly, the quarterly 
reminders, and in this case even the end-of-year reminders by SPOC were not always 
effective in getting analysts to comply with retention policies for PCs. However, the 
prospect that retained PCs would be reported to the Minister, and that analysts marking 
these PCs for retention would have to meet with the Commissioner's office to explain 


3.1 Some of the 13 traffic files that were initially annotated and retained as PCs during the 2012-2013 MA 
period were annotated as PCs in error. These annotations were subsequently changed by CSEC analysts 
when it was found that the files did not in fact constitute PCs. 
33 According to paragraph 3.3 of OPS-1, PCs, the communications of a Canadian located outside Canada, 
or a communication that contains information about Canadians may be retained if it: is Fl as defined in the 
NDA using specified criteria; is essential to protect the lives or safety of individuals of any nationality, 
using specified criteria; or, contains information on serious criminal activity relating to the security of 
Canada using specified criteria. 
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their rationale as part of this review seemed to encourage the deletion of non-essential 
PCs at the end of the MA period. 


The issue of PCs lingering in CSEC systems when they no longer meet criteria for 
essentiality is linked to other problems identified by the Commissioner's office, which 
are discussed in more detail later in this report. 


Recommendation no. 2: Metrics Relating to Interception and to the 
Privacy of Canadians 


CSEC should make available to the Minister more comprehensive information 
regarding the number of collected communications and intercepted private 
communications that it acquires and retains throughout an MA period, in order to 
enhance accountability to the Minister. 


Lack of clarity in policy regarding obligation to annotate recognized PCs 


Finding no. 7: Essentiality of Used or Retained Private Communications (1) 


Contrary to policy, one analyst viewed and recognized 18 private communications 
during the period under review, but did not annotate them until several weeks 
later. 


Following the review by the Commissioner's office of all PCs annotated for retention as of 
the end of the 2012-2013 MA period, as well as the review of PCs annotated for deletion 
during the final two weeks of the MA period, CSEC informed us that there were other PCs 
that we may be interested in viewing. This was because an analyst, who had viewed PCs 
during the MA period, had only annotated them for retention in December, following the 
expiry of the 2012-2013 MAs. As such, CSEC would be accounting for them in their 
2012-2013 statistics as part of their Ministerial Authorization Year-End Report, since they 
were intercepted under the authority of the 2012-2013 MA. 


The Commissioner's office interviewed the analyst, as well as the manager and team 
leader involved in this particular case. CSEC explained that the analyst had recognized 18 
PCs over the course of several days, beginning November 19,2013, in the context of 
target development pertaining to an operation. The team 
at CSEC was still building its target set, and would not fully understand the relevance of 
these e-mails until further information could be gathered to compare against it. This 
follow-up information, the Commissioner's office was told, was not available until after 
the expiry of the 2012-2013 MA. 


Since the analyst who had captured the PCs was not sure if they would end up being 
relevant, a decision was taken to not annotate them at all. The rationale was that, if they 
had been annotated as INCA (having foreign intelligence value), the system would retain 
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them for following the date of annotation. The analyst explained that, if the 
team had been unable to gather the appropriate intelligence in the ensuing weeks to 
validate the PCs as having intelligence value, she did not want the system to 
unnecessarily retain them for a prolonged period of time. Conversely, if the analyst had 
annotated the PCs as INCAN (not having intelligence value), the system would have 
automatically destroyed them after In that case, if the team had been able to 
gather the appropriate intelligence in the ensuing weeks to validate the PCs as having 
intelligence value, but that this process took longer than the system would have 
already destroyed the PCs and any potential information of interest to emerge from them. 


Recommendation no. 3: Essentiality of Used or Retained Private Communications (1) 


CSEC analysts should immediately annotate recognized private communications 
for essentiality to international affairs, defence or security, as required by the 
National Defence Act, or, if not essential, for deletion. 


The Commissioner's office believes that the analyst in the case above acted in good faith, 
and was legitimately interested in appropriately protecting the privacy of Canadians. 
However, there was another possible course of action in this case which was not 
explored. For example, the analyst would have been within her right to mark the PCs as 
INCA (having intelligence value), since it would be necessary in the ensuing weeks to 
compare these PCs against further intelligence to better understand the nature of the 
target set. While the rationale for not doing so, highlighted above, was that a PC marked 
INCA is retained by the system for (and retention would be undesirable if 
information gathered in the ensuing weeks did not validate the PCs as having intelligence 
value), it would have been possible for the analyst to revisit the original marking and 
change it to INCAN at any future point in time. 


This would have been the preferred option from the point of view of accountability. 
By not marking the PCs in the first instance, the overall statistics on the number of 
recognized PCs were rendered inaccurate. Ideally, the PCs in question would have been 
annotated immediately as INCA, pending the receipt of additional information to aid in 
reporting. If this additional information had not come the following month, the analyst 
would have been able to change the original marking from INCA to INCAN. 


CSEC policy guidance on retaining PCs is found in OPS-1, Section 2.8: 


If analysts whose functions are directly related to the production of 
foreign intelligence reports recognize that SIGINT traffic is a private 
communication, a communication of Canadians located outside Canada, 
or contains information about Canadians, and which is not essential to 
international affairs, defence or security, then they must, upon 
recognition, annotate this traffic for deletion. Private communications 
and communications of Canadians located outside Canada deemed 
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essential to international affairs, defence, or security must also be 
annotated appropriately. 


This explicitly states that PCs that are not relevant need to be annotated for deletion _ 
immediately upon recognition. However, while it seems to imply that analysts should 
immediately annotate PCs that are deemed essential, it leaves room for interpretation. 
This leaves open the possibility that analysts could encounter PCs and not immediately 
assess their essentiality and the appropriate annotation. The risk in not immediately 
annotating a recognized PC is that CSEC may be acting contrary to the NDA requirement 
"to ensure that private communications will only be used or retained if they are essential 
to international affairs, defence or security." It also creates an accountability gap 
whereby the Minister is not informed of certain PCs (because they are not systematically 
tracked or accounted for), and it skews the figures that the Minister is provided with at 
the end of the MA period regarding retained PCs. As such, analysts should immediately 
annotate recognized PCs and take steps to validate original assumptions or decisions 
about relevance. These steps can include consultation with team members or with other 
analysts who may have a higher level of expertise on a given target or set of traffic. 


2. Essentiality of retained private communications 


Finding no. 8: Essentiality of Used or Retained Private Communications (2) 


Based on the information reviewed and the interviews conducted, in 2012-2013, 
all private communications that were recognized by CSEC were intercepted 
unintentionally, and all but one of those used or retained were essential to 
international affairs, defence or security, as required by the National Defence Act. 


The Commissioner's office's examination involved several meetings with analysts and 
team leaders, as well as an overview briefing on the which is a program that CSEC 
uses to organize, view and mark raw traffic from the CTR. 


As stated above, the Commissioner's office even examined some PCs deleted between 
November and December because the discrepancy in number had been so great between 
the SPOC meeting and when we received the list. The Commissioner's office reviewed 
an additional 18 PCs that had been viewed in November 2013, but not marked as PCs 
until December. These interviews provided a number of insights into how to improve 
CSEC accountability to the Minister. As such, viewing all retained PCs was a very 
valuable exercise, and yielded results that sampling would likely not have yielded. 


The PCs were retained by several different reporting areas, and related to a number of GC 
intelligence priorities, includingCabinet Confidence 


Cabinet Confidence 


With one exception, all retained PCs had a clear link to GC intelligence priorities, and 
CSEC's National SIGINT Priorities List. The Commissioner's office found that all PCs 
that were recognized by CSEC were intercepted unintentionally, and all but one of those 
used or retained were essential to international affairs, defence or security, as required by 
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the NDA. That said, in addition to the issues outlined above, a number of inconsistencies 
of practice were identified in the review of intercepted PCs, which are the subject of 
subsequent findings as explained below. 


Finding no. 9: Essentiality of Used or Retained Private Communications (3) 


In one case, an analyst recognized and appropriately flagged that a 
communication was a private communication; however that communication did 
not pertain to the analyst's target set, and, contrary to policy, the analyst 
incorrectly marked it for retention even though the analyst did not assess whether 
the communication was essential to international affairs, defence or security, as 
required by the National Defence Act. 


One analyst had marked a PC as INCA (essential) when he recognized it as a PC within a 
search query, even though he could not determine whether or not it was relevant. This 
analyst explained that traffic pertaining to another analyst's files had come up during one 
of his search queries in the system. Because he recognized the PC, he felt that he had 
to annotate it as such. However, since he was not in a position to determine its 
essentiality (i.e., whether it constituted foreign intelligence under the NDA), and he did 
not want to delete traffic that another analyst may have found to be essential, the analyst 
marked it as essential. I Iowever, he did not inform the analyst who would have been in a 
position to determine its essentiality that he had pulled the traffic, and the PC was 
retained in the system. This action was not in line with CSEC policy. Sections 3.3 of 
OPS-1 states that a recognized PC may be retained if it is foreign intelligence as defined 
in the NDA using specific listed criteria; if it is essential to protect the lives or safety of 
individuals of any nationality, using specific listed criteria; or if it contains information 
on serious criminal activity relating to the security of Canada using specific listed criteria. 
Section 3.4 goes on to state that information that does not relate to one of the criteria 
listed in Section 3.3 must be annotated for deletion in traffic databases if recognized. 
Since the analyst in this case was admittedly not in a position to determine essentiality 
based on the criteria established in OPS-1, the analyst violated CSEC policy by 
annotating the PC for retention. The PC should have been annotated for deletion pending 
assessment by the appropriate analyst, who could have made an informed determination 
regarding essentiality. 


Recommendation no. 4: Essentiality of Used or Retained Private Communications (2) 


CSEC analysts should regularly assess, at a minimum quarterly, whether the ongoing 
retention of a recognized private communication not yet used in an End Product 
Report is strictly necessary and remains essential to international affairs, defence or 
security or whether that private communication should be deleted. 
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Finding no. 10: Essentiality of Used or Retained Private Communications (4) 


A number of analysts retained private communications that had once been, but 
were no longer, essential to international affairs, defence or security; despite 
regular, written reminders to review and mark for deletion any private 
communications that were no longer essential, these private communications were 
retained — in some cases, for several months — until just before the expiration of 
the ministerial authorizations and prior to associated reporting to the Minister. 


One analyst had kept more than 13 PCs from earlier in the MA period (as early as 
December and continuing through the spring). These PCs related to 


to Canada, and were pertinent e-mails at the time of 
interception. However, the individuals involved in that 
and therefore these PCs were no longer essential, since they would not be used as the 
basis for future reports. The analyst recognized that she should have deleted these PCs, in 
accordance with CSEC policy, when it became clear that they were no longer essential to 
ongoing intelligence collection and that they would not form the basis of future reporting. 
The quarterly e-mails sent by SPOC did not have the desired effect of ensuring that this 
analyst would delete PCs that were no longer essential. The analyst responded to 
prompting at the end of the MA period, when the consequences of retaining a PC were 
that it would be counted among statistics provided to the Minister, and that the 
Commissioner's office would review the retained PC for compliance with the law and 
with CSEC policy. 


Requiring CSEC to report quarterly figures for retained PCs to the Minister (even if the 
report itself remains annual) could strengthen compliance with retention and deletion 
obligations on the part of CSEC analysts. The Commissioner's office asked whether the 


system was equipped (or could be configured) to provide statistics of this kind. 
SPOC initially indicated that it would be possible to provide these types of statistics using 
currently available tools, but that CSEC does not track this data systematically at the 
present time. Following further inquiries, CSEC noted that would only be able 
to provide these kinds of statistics following several months of software development. 


Recommendation no. 5: Z-• n Targets and 


CSEC should promulgate guidance regarding the protection of privacy and the 
handling of intercepted co--?- lunications of a targeted foreign entity located outside 
Canada that include of a Canadian or person in Canada as part of 
those intPrePnted communii 


Another issue arose pertaining to this same analyst's work. One of the she 
had retained was a which was 
apparently however, 


of the communication 
The analyst asked SPOC for 
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guidance as to how to treat the material, and held onto it for many months during the 
review period, pending guidance (but apparently did not receive any guidance). 


In her interview, this analyst explained that a foreign selecto 
targeted, which 


outside Canada was 


The analyst asked SPOC for 
guidance and kept the traffic pending a decision from SPOC, which never arrived. The 
traffic was then deleted at the end of the MA period. As situations like this implicate the 
privacy of Canadians and are likely to arise in the future, it is recommended that CSEC 
promulgate guidance regarding situations in which 


While these 
situations may be atypical, the privacy interest involved in them is considerable 
nonetheless. 


Finding no. 11: Essentiality of Used or Retained Private Communications (5) 


All End Product Reports based on private communications contained foreign 
intelligence relating to international affairs, defence or security. 


During the 2012-2013 MA period, CSEC issuedEEPRs that were derived from 
information contained in 41 unintentionally intercepted private communications. These 
reports related to GC intelligence priorities in such areas as Cabinet Confidence 


Cabinet Confidence 


The Commissioner's office reviewed all CSEC reports issued during the 2012-2013 MA 
period that were based, in whole or in part, on intercepted PCs. The Commissioner's 
office found that all of the reports contained foreign intelligence relating to international 
affairs, defence or security. The Commissioner's office had no questions with respect to 
these reports. 


. CSEC's activities in response to previous recommendations of the Commissioner 


Finding no. 12: CSEC activities in response to a revious recommendation of 
the Commissioner on accountability and 


CSEC made further progress in implementing a recommendation from the 
2010-2011 Review of Foreign Signals Intelligence Ministerial Authorizations and 
Intercepted Private Communications, regarding reporting to the Minister of 
National Defence on the number of one-end Canadian communications acquired 
through in a manner 
similar to what CSEC does for recognized private communications intercepted 
under the other foreign signals intelligence collection programs. 


Information on was not included in the Ministerial Authorization Year End 
Report for 2011-2012, but was included in the Chief's Annual Report to the Minister, 
issued in December 2013. It is a significant positive development that CSEC has begun 
reporting on this metric. CSEC informed the Commissioner's office that a significant 


A0000567_32-003407 


2017 01 05 AGCO241 27 rvf /0 
A-2017-00017--03384 







- 28 - TOP SECRET II SI I/ CEO 


amount of technical work and training had been undertaken in 2012 to enable the marking 
of recognized one-end Canadian e-mails acquired through the program.36 SPOC began 
meeting with the SIGINT Systems Development office in March 2012 to effect this change, 
and the new marking requirement was incorporated into analyst training on annotations in 
September 2012. CSEC also informed the Commissioner's office that use of the new 
marking across the SIGINT organization began in December 2012. 


The statistics that were provided in the Chief's Annual Report reflected the period from 
December 1, 2012, to March 31, 2013. The 2013-2014 Annual Report will provide 
statistics for the full fiscal year of April 1, 2013, to March 31, 2014. 


IX. CONCLUSION 


This combined review of SIGINT MAs encompassed the 2012-2013 
collection and MAs. 


The purpose of this review was to: 


• ensure that the MAs were authorized, and identify any significant changes to the MA 
documents themselves and to CSEC activities described in the MAs; 


• assess the impact, if any, of the changes on the risk to non-compliance and on the risk 
to privacy, and, as a result, identify any subjects requiring follow-up review; and 


• examine all of the PCs unintentionally intercepted for compliance with the law and 
for protection of the privacy of Canadians 


The 2012-2013 SIGINT MAs met the conditions for authorization set out in the NDA. 


The format of the 2012-2013 SIGINT MAs and associated request memoranda to the 
Minister of National Defence was significantly different than that used in 2011-2012; 
these changes were positive and resulted in documents that are more properly aligned 
with the purpose of the MAs — to shield CSEC from potential liability under Part VI of 
the Criminal Code — and that are clear and comprehensive. 


With one exception, revised versions of CSEC operational policies did not contain major 
amendments that would have significantly changed the conduct of activities under MA 
authorities. 


In 2012-2013, CSEC made some changes to technology used for some of its SIGINT 
collection activities, the impact of which may be examined in subsequent in-depth 
reviews of these activities. 


36 E-mail from Senior Policy and Review Advisor, External Review, November 1, 2013. 
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It is a positive development that, while CSEC made significant changes to how it counts 
"collected communications" that it reports to the Minister for its SIGINT collection 
activities, it continues to use the same method as in previous years to count and report 
recognized PCs, which will enable a more accurate comparison between the overall number 
of collected communications and the number of intercepted PCs (that is, "traffic files"). 


Overall, in 2012-2013, the volume of communications collected by CSEC's SIGINT 
collection activities while the number of recognized PCs unintentionally 
intercepted by CSEC remained very small. 


Contrary to policy, one analyst viewed and recognized 18 PCs during the period under 
review, but did not annotate them until several weeks later. 


Based on the information reviewed and the interviews conducted, in 2012-2013, all PCs 
that were recognized by CSEC were intercepted unintentionally, and all but one of those 
used or retained were essential to international affairs, defence or security, as required by 
the NDA. 


In one case, an analyst recognized and appropriately flagged that a communication was a 
PC; however that communication did not pertain to the analyst's target set, and, contrary 
to policy, the analyst incorrectly marked it for retention even though the analyst did not 
assess whether the communication was essential to international affairs, defence or 
security, as required by the NDA. 


A number of analysts retained PCs that had once been, but were no longer, essential to 
international affairs, defence or security; despite regular, written reminders to review and 
mark for deletion any PCs that were no longer essential, these PCs were retained — in 
some cases, for several months — until just before the expiration of the MAs and prior to 
associated reporting to the Minister. 


All EPRs based on PCs contained FI relating to international affairs, defence or security. 


CSEC made further progress in implementing a recommendation from the 2010-2011 
Review of Foreign Signals Intelligence Ministerial Authorizations and Intercepted 
Private Communications, regarding reporting to the Minister on the number of one-end 
Canadian communications acquired through activities in a manner 
similar to what CSEC does for recognized PCs intercepted under the other SIGINT 
collection programs. 


This review contains five recommendations: 


1. To ensure proper accountability for sensitive activities, CSEC should promulgate 
detailed guidance, as soon as possible, re ardin the additional approvals required 
for certain activities relatin to the program and to CSEC 
operations 
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2. CSEC should make available to the Minister more comprehensive information 
regarding the number of collected communications and intercepted PCs that it 
acquires and retains throughout an MA period, in order to enhance accountability 
to the Minister; 


3. CSEC analysts should immediately annotate recognized PCs for essentiality to 
international affairs, defence or security, as required by the NDA, or, if not 
essential, for deletion; 


4. CSEC analysts should regularly assess, at a minimum quarterly, whether the 
ongoing retention of a recognized PC not yet used in an EPR is strictly necessary 
and remains essential to international affairs, defence or security or whether that 
PC should be deleted; and 


5. CSEC should promulgate guidance regarding the protection of privacy and the 
handling of intercepted communications of a targeted foreign entity located 
outside Canada that include of a Canadian or person in Canada as 
part of those intercepted communications. 


A list of recommendations and findings is enclosed at Annex A. A list of interviewees is 
at Annex B. 


ierre Plo , Commissioner 
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ANNEX A — Recommendations and Findings 


Recommendation no. 1: Policies and Procedures 


To ensure proper accountability for sensitive activities, CSEC should promulgate 
detailed guidance, as soon as possible, regarding the additional approvals required 
for certain activities relating to the program and to CSEC operations 


Recommendation no. 2: Metrics Relating to Interception and to the Privacy of 
Canadians 


CSEC should make available to the Minister more comprehensive information 
regarding the number of collected communications and intercepted private 
communications that it acquires and retains throughout an MA period, in order to 
enhance accountability to the Minister. 


Recommendation no. 3: Essentiality of Used or Retained Private Communications (1) 


CSEC analysts should immediately annotate recognized private communications for 
essentiality to international affairs, defence or security, as required by the 
National Defence Act, or, if not essential, for deletion. 


Recommendation no. 4: Essentiality of Used or Retained Private Communications (2) 


CSEC analysts should regularly assess, at a minimum quarterly, whether the ongoing 
retention of a recognized private communication not yet used in an End Product Report 
is strictly necessary and remains essential to international affairs, defence or security or 
whether that private communication should be deleted. 


Recommendation no. 5: Foreign Targets and 


CSEC should promulgate guidance regarding the protection of privacy and the 
handling of intercepted communications of a targeted foreign entity located outside 
Canada that include—of a Canadian or person in Canada as part of 
those intercepted communications. 
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Finding no. 1: Ministerial Authorizations 


The 2012-2013 foreign signals intelligence ministerial authorizations met the conditions 
for authorization set out in the National Defence Act. 


Finding no. 2: Ministerial Authorizations and Associated Request Memoranda 


The format of the 2012-2013 foreign signals intelligence ministerial authorizations and 
associated request memoranda to the Minister of National Defence was significantly 
different than that used in 2011-2012; these changes were positive and resulted in 
documents that are more properly aligned with the purpose of the ministerial 
authorizations — to shield CSEC from potential liability under Part VI of the 
Criminal Code — and that are clear and comprehensive. 


Finding no. 3: Policies and Procedures 


With one exception, revised versions of CSEC operational policies did not contain major 
amendments that would have significantly changed the conduct of activities under MA 
authorities. 


Finding no. 4: Technology 


In 2012-2013, CSEC made some changes to technology used for some of its foreign 
signals intelligence collection activities, the impact of which may be examined in 
subsequent in-depth reviews of these activities. 


Finding no. 5: Metrics Relating to Interception and to the Privacy of Canadians (1) 


It is a positive development that, while CSEC made significant changes to how it counts 
"collected communications" that it reports to the Minister for its foreign signals 
intelligence collection activities, it continues to use the same method as in previous years to 
count and report recognized private communications, which will enable a more accurate 
comparison between the overall number of collected communications and the number of 
intercepted private communications (that is, "traffic files"). 


Finding no. 6: Metrics Relating to Interception and to the Privacy of Canadians (2) 


Overall, in 2012-2013, the volume of communications collected by CSEC's foreign 
signals intelligence collection activities while the number of recognized 
private communications unintentionally intercepted by CSEC remained very small. 


Finding no. 7: Essentiality of Used or Retained Private Communications (1) 


Contrary to policy, one analyst viewed and recognized 18 private communications during 
the period under review, but did not annotate them until several weeks later. 
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Finding no. 8: Essentiality of Used or Retained Private Communications (2) 


Based on the information reviewed and the interviews conducted, in 2012-2013, all 
private communications that were recognized by CSEC were intercepted unintentionally, 
and all but one of those used or retained were essential to international affairs, defence or 
security, as required by the National Defence Act. 


Finding no. 9: Essentiality of Used or Retained Private Communications (3) 


In one case, an analyst recognized and appropriately flagged that a communication was a 
private communication; however that communication did not pertain to the analyst's 
target set, and, contrary to policy, the analyst incorrectly marked it for retention even 
though the analyst did not assess whether the communication was essential to 
international affairs, defence or security, as required by the National Defence Act. 


Finding no. 10: Essentiality of Used or Retained Private Communications (4) 


A number of analysts retained private communications that had once been, but were no 
longer, essential to international affairs, defence or security; despite regular, written 
reminders to review and mark for deletion any private communications that were no 
longer essential, these private communications were retained — in some cases, for 
several months — until just before the expiration of the ministerial authorizations and 
prior to associated reporting to the Minister. 


Finding no. 11: Essentiality of Used or Retained Private Communications (5) 


All End Product Reports based on private communications contained foreign intelligence 
relating to international affairs, defence or security. 


Finding no. 12: CSEC activities in res onse to a revious recommendation of the 
Commissioner on accountability and 


CSEC made further progress in implementing a recommendation from the 2010-2011 
Review of Foreign Signals Intelligence Ministerial Authorizations and Intercepted 
Private Communications, regarding reporting to the Minister of national Defence on the 
number of one-end Canadian communications acquired through 


activities ( ) in a manner similar to what CSEC does for 
recognized private communications intercepted under the other foreign signals 
intelligence collection programs. 
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ANNEX B — Interviewees 


The following CSEC employees provided information or facilitated the review: 


Manager, Office of Counter-Terrorism 
Manager, 
Manager, SIGINT Programs Oversight and Compliance 
Senior Mission Management Officer, SIGINT Programs Oversight and Compliance 
Team Leader, 
Analyst, 
Analyst, 
Analyst, 
Analyst, 
Analyst, 
Analyst, 
Analyst, 
Analyst, 
Analyst, 
Analyst, Office of Counter-Terrorism 
Analyst, Office of Counter-Terrorism (2) 
Analyst, Office of Counter-Terrorism (3) 
Analyst, Office of Counter-Terrorism (4) 
Analyst, Office of Counter-Terrorism (5) 
Analyst, Office of Counter-Terrorism (61) 
Analyst, Office of Counter-Terrorism (7) 
Senior Policy and Review Advisor, External Review 
Senior Policy and Review Advisor, External Review (2) 
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July 18, 2014 


Toni Moffa 
Deputy Chief Information Technology Security 
Communications Security Establishment 
PO Box 9703 Terminal 
Ottawa, ON, K1G 3Z4 


Dear Ms. Moffa, 


This is a request for the Communications Security Establishment (CSE) to conduct on-going 
cyber defence activities to help protect the computer systems and networks under the control 
and supervision of Activities may include, but are not limited 
to, computer and network monitoring, related analysis, and the provision of mitigation services. 


In my role as A/Director General, I have the 
authority to provide CSE with access to the computer systems and networks under the control 
and supervision of El i understand that if, during the course of CSE's cyber defence activities, 
private communications could be intercepted, an Authorization from the Minister of National 
Defence must first be in effect and the Minister notified. I also understand that I (or my 
successor) will be informed if/when CSE's activities may result in the interception of private 
communications on the computer systems and networks of and my department must 
consent to those activities. 


I acknowledge that data obtained by CSE during the course of cyber defence activities will be 
considered to be under CSE control if it is relevant (or in the case of private communications, 
essential) to CSE's mandate as stated in 273.64(1)(b) of the National Defence Act. That data 
may be used for the purpose of fulfilling that mandate, and may be shared with domestic and 
international partners involved with cyber security, both in the public and private sector. Data 
that is not relevant to CSE's mandate must be deleted within from the date it was 
copied. 


authorize direct liaison betweenMstaff and CSE in order to develop the scope of cyber 
defence activities; I will be the primary point of contact. 


Canada 
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I understand that CSE activities are subject to review by the CSE Commissioner, the Information 
Commissioner, the Privacy Commissioner, the Auditor General and any other body established 
by Parliament for review purposes. Interviews or documentation may be requested as part of a 
review;Mwill cooperate fully with any such requests. 


I understand that at any time, or CSE may terminate any or all cyber defence activities 
conducted by CSE or computer systems and networks. 


(inrarcakt 


A Director General, 


Canada 
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Communications Security Centre de la securite Unclassified 
Establishment Canada des telecortmUnications Canada 


P.O. Box 9703 C.P. 9703 
Terming': Terminus 
Ottawa, Canada Ottawa, Canada 
K1 G 314 K1G 3Z4 


Owfile :Voire reference 


Ally 21, 2014 


A/Director General, 


Dear 


The Communications Security Establishment (CSE) thanks you for your request to have CSE 
conduct cyber defence activities to hel protect the computer systems and networks under the 
control and supervision of the CSE has approved cyber 
defence activities for and looks forward to providing this assistance. 


CSE will provide details concerning tools, includintz associated risks, for each new tool or 
service deployed on your computer systems and networks. Further, CSE will inform you of 
any significant changes to deployed tools that may affect the level of risk. 


All data acquired by CSE during cyber defence activities will be subject to measures to 
protect the privacy of Canadians. 


In the unlikely event that any member of CSE encounters indications of a Criminal Code 
offence (unrelated to a cyber threat) on the computer systems or networks of the 
incident and the data will be brought to the attention of=management. is 
responsible for inflow-on action, including notifying the appropriate authorities. 


If there are any issues that arise from this point forward, the primary point of contact is 
Director Cyber Defence Operations. 


Thank you for your continued support of CSn cyber defence activities. 


Regal 


Mini 14toffa' 
Deputy Chief, IT Security 
COmennunications Security Establishment 


Canada 
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Communications Security 
Establishment Commissioner 


The Honourable Jean - Pierre Plouffe, C.D. 


The Honourable Robert Nicholson, P.C., Q.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, ON KlA 0K2 


Dear Minister: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Jean - Pierre Plouffe, C.D. 


TOP SECRET II SI // CEO 


Our file 0 2200-90 


August 14, 2014 


The purpose of this letter is to provide you with the results of a "spot check" review of 
recognized foreign signals intelligence (SIGINT) private communications (PCs) used or 
retained by the Communications Security Establishment Canada (CSE) during the period of 
April 1, 2014, to June 20, 2014. CSE did not have knowledge either of when this 
"spot check" would be conducted or of the period of time under investigation prior to the 
commencement of the review. This review was undertaken under my general authority as 
articulated in Part V.1, paragraph 273.63(2Xa) of the National Defence Act (NDA), as well 
as under my specific authority to review ministerial authorizations (MAs) found in 
subsection 273.65(8) of the NDA. 


By law, CSE may only use or retain those SIGINT PCs that are essential to international 
affairs, defence or security (paragraph 273.65(2Xd) of the NDA). The purpose of this 
review was to determine, for compliance with the law and the protection of the privacy of 
Canadians, specifically whether the PCs intercepted, recognized and retained by CSE 
during the period of review met this essentiality test. 


Subsection 273.65(1) of the NDA permits the Minister of National Defence to authorize 
CSE in writing — for the sole purpose of obtaining foreign intelligence (Fl), and once he 
is satisfied that specific conditions set out in subsection 273.65(2) of the NDA have been 
met — to intercept PCs in relation to an activity or class of activities specified in an MA. 
These MAs set out the formal framework for dealing with PCs which have been 
intercepted unintentionally through SIGINT activities, and shield CSE from the 
prohibition respecting the interception of PCs found in Part VI of the Criminal Code. 
Currently, CSE conducts three distinct SIGINT collection activities or class of activities 
under MAs: (1) collection activities; (2) 
collection activities; and (3) collection activities. 


P.O. Box/C.P. 1984, Station 13"/Succursale 013. 
Ottawa, Canada 


K1P5R5 
T: 613-992-3044 F: 613-992-4096 
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At the request of my office, CSE provided a list of all SIGINT PCs interce tecii and 
recd ized during the period we requested. During this time, CSE retainedtri,1 i PCs. 


f which were used in a single End Product Report (report). CSE marked the other 
recognized  SIGINT PCs for deletion..PCs were retained as essential to 


international affairs, defence or security, for use in future reporting. 


My office examined theMused PCs and the associated report in CSE information 
repositories. My office also interviewed SIGINT personnel that had knowledge of the 
PCs and CSE systems and databases. 


I am satisfied that the• used PCs were essential to international affairs, defence or 
security, as required by law. 


I am also satisfied that the report based on PCs contained foreign intelligence relating to 
international affairs, defence or security. 


To increase the assurance that. I can provide to you in these kinds of reviews, my office 
also verified that all PCs that had been marked for deletion by CSE analysts were in fact 
deleted in CSE databases within as required by CSE policy on retention and 
disposition of SIGINT information. 


I found nothing to suggest that any of the PCs that were recognized by CSE were 
intercepted intentionally, which would be unlawful. 


I also found no cases of an analyst retaining a PC longer than what was strictly necessary, 
that is no longer than necessary to determine if it was essential to international affairs, 
defence or security, which was a subject of concern in my March 2014 review of SIGINT 
MAs and PCs. 


In fact, I conclude that the metrics and results of this review are a positive indication that 
CSE is taking action to quickly implement the recommendations in my March 2014 
review, namely that: 


CSE analysts should immediately annotate recognized PCs for essentiality to 
international affairs, defence or security, as required by the NDA or, if not 
essential, for deletion; and 


CSE analysts should regularly assess, at a minimum quarterly, whether the 
ongoing retention of a recognized PC not yet used in an End Product Report is 
strictly necessary and remains essential to international affairs, defence or security 
or whether that PC should be deleted. 


1 am making no recommendations. 
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CSE use or retention of PCs goes to the heart of my mandate to determine whether CSE 
activities complied with the law. I will continue to conduct "spot check" verifications of 
CSE use and retention of any recognized SIGINT PCs. 


CSE officials were provided an opportunity to review and comment on the results of the 
review for factual accuracy, prior to finalizing this letter. 


If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


Jean-Pierre Plouffe 


c.c. Mr. John Forster, Chief, CSE 
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August 2014 


Toni Moffa 
Deputy Chief Information Technology Security 
Communications Security Establishment 
PO Box 9703 Terminal 
Ottawa, ON, K1G 3Z4 


Dear Ms. Moffa, 


This is a request for the Communications Security Establishment (CSE) to conduct on-going 
cyber defence activities to help protect the computer systems and networks under the control 
end supervision of Activities may include, but are not limited to, 
computer and network monitoring, related analysis, and the provision of mitigation services. 


In my role as Chief Information Officer, Information Management and Information Technology, 
I have the authority to provide CSE with access to the computer systems and networks under 
the control and supervision of .I I understand that if, during the course of CSE's cyber 
defence activities, private communications could be intercepted, an Authorization from the 
Minister of National Defence must first be in effect and the Minister notified. I also understand 
that I (or my successor) will be informed if/when CSE's activities may result in the interception 
of private communications on the computer systems and networks of and my department 
must consent to those activities. 


I acknowledge that data obtained by CSE during the course of cyber defence activities will be 
considered to be under CSE control if it is relevant (or in the case of private communications, 
essential) to CSE's mandate as stated in 273,64(1)(b) of the National Defence Act. That data 
may be used for the purpose of fulfilling that mandate, and may be shared with domestic and 
international partners involved with cyber security, both in the public and private sector. Data 
that is not relevant to CSE's mandate must be deleted within from the date it was 
copied. 


I authorize direct liaison between staff and CSE in order to develop the scope of cyber 
defence activities. I will be the primary point of contact. 


Canada" 
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I understand that CSE activities are subject to review by the CSE Commissioner, the Information 
Commissioner, the Privacy Commissioner, the Auditor General and any other body established 
by Parliament for review purposes. Interviews or documentation may be requested as part of a 
review will cooperate fully with any such requests. 


I understand that at any time, r CSE may terminate any or all cyber defence activities 
conducted by CSE on=computer systems and networks. 


Chief Information Officer 


Canada' 
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Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


.1 ass i fled 


PD. Box 9703 C_ P 703 
Terminal Temlbus 
01i6Via, Canada Ottw,va, Canada 
K1G 3Z4 K1G 32.4 


August r '014 


Chief Information Officer 


Information Nlanagernent and Information Technology 


Dear 


VOPT 1'i.WITI71'e 


14610168 


The Communications Security Establishment (('SF) thanks you for your request to have CSE 
conduct cyber defence acts x itiesLu help protect the computer systems and networks under the 
control and supervision of C:SE has approved cybcr defence 
activities for and looks forwaid io providing this assistance. 


CSI', will pro‘ idc details concerninl.,i, tools, including associated risks, for each new tool or 
service deployed on your computer systems and networks, rarther, CSE will inform you of 
any significant changes to deployed tools that may affect the level of risk. 


All data acquired by CSE during cyber defence activities will be subject to measures to 
protect the privacy of Canadians. 


In the unlikely event that any member of CSE encounters indications of a Criminal Code 
offence (unrelated to a cyber threat) on the computer systems or networks of the 
incident and the data will be brought to the attention of...management. 
responsible for follow-on action, including notifying the appropriate authoriti 


Ilthere are any issues that arise from this point forward . the primary point of contact is 
Director Cs her 1...)efence Operations, 


Thank vou for your continued support of CSE•s eVher defence activities, 


Regards, 


Toni Me fla 
Deputy Chief. IT Security 
Communications Security Establishment 


Canada 
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Au gust , 2014 


Toni Moffa 
Deputy Chief Information Technology Security 
Communications Security Establishment 
PO Box 9703 Terminal 
Ottawa, ON, K1G 3Z4 


Dear Ms. Moffa, 


This is a request for the Communications Security Establishment (CSE) to conduct on-going 
cyber defence activities to help protect the computer systems and networks under the control 
and supervision of the Activities may include, but 
are not limited to, computer and network monitoring, related analysis, and the provision of 
mitigation services. 


In my role as Director General, Information Management and Technology Directorate, I have 
the authority to provide CSE with access to the computer systems and networks under the 
control and supervision of I understand that if, during the course of CSE's cyber defence 
activities, private communications could be intercepted, an Authorization from the Minister of 
National Defence must first be in effect and the Minister notified. I also understand that I (or 
my successor) will be informed if/when CSE's activities may result in the interception of private 
communications on the computer systems and networks of and my department must 
consent to those activities. 


I acknowledge that data obtained by CSE during the course of cyber defence activities will be 
considered to be under CSE control if it is relevant (or in the case of private communications, 
essential) to CSE's mandate as stated in 273.64(1)(b) of the National Defence Act. That data 
may be used for the purpose of fulfilling that mandate, and may be shared with domestic and 
international partners involved with cyber security, both in the public and private sector. Data 
that is not relevant to CSE's mandate must be deleted within from the date it was 
copied. 


I authorize direct liaison between staff and CSE in order to develop the scope of cyber 
defence activities. I will be the primary point of contact. 


Cana a 


2015 12 22 AGCO247 .,f')
A-2017-00017--03401 







UNCLASSIFIED 


I understand that CSE activities are subject to review by the CSE Commissioner, the Information 
Commissioner, the Privacy Commissioner, the Auditor General and any other body established 
by Parliament for review purposes. Interviews or documentation may be requested as part of a 
review; will cooperate fully with any such requests. 


[understand that: at anytime, r CSE may terminate any 
conducted by CSE on computer systems and networks. 


Sincerely, 


Director General 
Information Management and Technology Directorate 


Canada 


er defence actiyiti 
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Communications Security Centre de la securite Unclassified 
Establishment Canada des telecommunications Canada 


P.O. Box 9703 C.P. 9703 
Terminal Terminus 
Ottawa, Canada Ottawa, Can a 
K1G 3Z4 K1G 3L4 


()Pr jilt ,


1J!12580 


August , 2014 


Director General 
Information Manarrernent and Technology Directorate 


Dear 


'The Communications Security Establishment (CSE) thanks you for your request to have CS.E 
conduct cyher defence activities to help protect the computer systems and networks under the 
control and supervision of CSE has approved 
cyber defence activities for and looks forward to providing this assistance. 


CSE will provide detail.s concern tools. including associated risks, fir each new tool or 
service deploed on your computer systems and networks. Further, CSE will inform you of 
any significant changes to deployed tools that may affect the level of risk. 


All data acquired by CSE during cyber defence activities will be subject to measures to 
protect the privacy of Canadians. 


in the unlikely event that any member of CSE encounters indications of a Criminal Code 
offence (unrelated to a cyber threat) on the computer systems or networks of the 
incident and the data will be brought to the attention of management. is 
responsible for follow-on action. including notifying the appropriate authorities. 


If there are any issues that arise from this point forward, the primary point of contact is,
Director Cyber Defence Operations. 


Thant: you far your continued support of CSE's cyher defence activities. 


Regards, 


Toni N,lo -fa 
Deputy Chief, 1T Security 
Communications Security Establishment 


Canada 
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September 2014 


Toni Moffa 
Deputy Chief Information Technology Security 
Communications Security Establishment 
PO Box 9703 Terminal 
:Ottawa, ON, K1 G 3Z4 


Dear Ms. Moffa, 


This is a request for the Communications Security Establishment (CSE) to conduct on-going 
cyber defence activities to help protect the computer systems and networks under the control 
,and supervision of Activities may include, but are not 
limited to, computer and network monitoring, related analysis., and the provision of mitigation 
services. 


in my role as Chief Information Officer, , I have the authority to 
provide COO with access to the computer systems and networks under the control and 
supervision of I understand that if, during the course of CSE's cyber defence activitialt,', 
private communications could be intercepted, an Authorization from the Viinister of l'ilational 
Defence must first be in effect and the Minister notified. I also understand that I (or my 
successor) will be inicirrned i.f/whon CSF's activities may result in the int erceptioil of private 
communications on the computer systems and networks uf and my -men"_ 
consent to those activities.. 


acknowledge that data obtained by CSE during the course of will be 
considered to be under CSE control if it is relevant (or in the case of private communications, 
essenti,I1) CSE's ro;,-ndate as stated tii2.13.64(1)(b the Alt:4100W t", elf.'l AUL The'. Wrw 


used for the purpose of fulfilling that mandate, and may be shared iomestic and 
partners ii iveived with cyber seC.i lfily, both in dui public and private sector. Data 


ia is not relevant to C.SE's mandate must_ 17.-..! deleted within 1-rom the date it was 
copied. 


I authorize direct liaison between stacr ff and CSE in order to develop the scope rtf cyber 
defence activities. I will be the primary point of contact. 


Canada" 
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1-understand that CSE activities are subject to review by the CSE Commissioner, the Information 
Commissioner, the Privacy Commissioner, the Auditor General and any other body established 
by Parliament for review purposes. Interviews or documentation may be requested as part of:a 
.review; will cooperate fully with any such requests. 


{ -Understand that at any time, or CSE mayterminate any or all cyber defence arvtiviti s 
conducted by CSE on computer systems and networks, 


Sincerely, 


Chief Information Officer 


Canada 
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I
Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


Unclassified 


P.O. Box 9703 C.P. 9703 
Terminal Terminus 
Ottawa, Canada Ottawa, Canada 
K1G 3Z4 K1G 3Z4 


SeptembeS , 2014 


Chief Information Officer 


Dear 


Our file Noire reference 


The Communications Security Establishment (CSE) thanks you for your request to have CSE 
conduct cyber defence activities to help protect the computer systems and networks under the 
control and supervision of CSE has approved 
cyber defence activities for and looks forward to providing this assistance. 


CSE will provide details concerning tools, including associated risks, for each new tool or 
service deployed on your computer systems and networks. Further, CSE will inform you of 
any significant changes to deployed tools that may affect the level of risk. 


All data acquired by CSE during cyber defence activities will be subject to measures to 
protect the privacy of Canadians. 


In the unlikely event that any member of CSE encounters indications of a Criminal Code 
offence (unrelated to a cyber threat) on the computer systems or networks of the 
incident and the data will be brought to the attention of _management. 0 • is 
responsible for follow-on action, including notifying the appropriate authorities. 


If there are any issues that arise from this point forward, the primary point of contact is 
Director Cyber Defence Operations. 


Thank you for your continued support of CSE's cyber defence activities. 


Regard 


Toni Moffa 
Deputy Chief, IT Security 
Communications Security Establishment 


Ca a cri 
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September f, 2014 


Toni Moffa 
Deputy Chief Information Technology Security 
Communications Security Establishment 
PO Box 9703 Terminal 
Ottawa, ON, K1G 3Z4 


Dear Ms. Moffa, 


This is a request for the Communications Security Establishment (CSE) to conduct on-going 
cyber defence activities to help protect the computer systems and networks under the control 
and supervision of Activities may include, but are not 
limited to, computer and network monitoring, related analysis, and the provision of mitigation 
services. 


In my role as Chief Information Officer, at and Vice-
President, Information Management and Information Technology at -I have the authority 
to provide CSE with access to the computer systems and networks under the control and 
supervision of= I understand that if, during the course of CSE's cyber defence activities, 
private communications could be intercepted, an Authorization from the Minister of National 
Defence must first be in effect and the Minister notified. I also understand that I (or my 
successor) will be informed if/when CSE's activities may result in the interception of private 
communications on the computer systems and networks of= and my department must 
consent to thoF:e activities. 


1. Icl(nowledge that data obtained by CSE during the course of cyber defence activities will be 
naidared to be under CSE control if it is relevant (or in the case of private communications, 


c:.;senria) to CSE's mandate as stated in 273.64(1)(b) of the National Defence Act. That data 
nay be used for the purpose of fulfilliag that mandate, and may be shared with domestic and 


international partners involved with cyber security, both in the public and private sector. Data 
that is not relevant to CSE's mandate must be deleted within 
copied. 


from the date it was. 


authorise direct liaison between staff 8nd CSE in order to deve(Op the scope of cyber 
defence activities. I will be the primary point of contact. 


Ca nada 
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I understand that CSE activities are subject to review by the CSE Commissioner, the Information 
Commissioner, the Privacy Commissioner, the Auditor General and any other body established 
by Parliament for review purposes. Interviews or documentation may be requested as part of a 
review; will cooperate fully with any such requests. 


I understand that at any itime,=or CSC may terminate any or all cyber defence activities 
conducted by CSE on computer systems and networks. 


Sincerely 


Chief Information Officer 


Information Management and Information Technology 


anadA 
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Communications Security Centre de la securite Unclassified 
Establishment Canada des telecommunications Canada 


P.O. Box 9703 C.P. 9703 
Terminal Terminus 
Ottawa, Canada Ottawa, Canada 
K1G 3Z4 K1G 3Z4 


Our file Notre reference 


September r, 2014 


Chief Information Officer 


Information N ana e nt an rmation Technology 


Dear 


The Communications Security Establishment (CSE) thanks you for your request to have CSE 
conduct cyber defence activities to help protect the computer systems and networks under the 
control and supervision of CSE has approved 
cyber defence activities for , and looks forward to providing this assistance. 


CSE will provide details concerning tools, including associated risks, for each new tool or 
service deployed on your computer systems and networks. Further, CSE will inform you of 
any significant changes to deployed tools that may affect the level of risk. 


All data acquired by CSE during cyber defence activities will be subject to measures to 
protect the privacy of Canadians. 


In the unlikely event that any member of CSE encounters indications of a Criminal Code 
offence (unrelated to a cyber threat) on the computer systems or networks of the 
incident and the data will be brought to the attention of management 
responsible for follow-on action, including notifying the appropriate authorities. 


If there are any issues that arise from this point forward, the primary point of contact is 
Director Cyber Defence Operations. 


Thank you for your continued support of CSE's cyber defence activities. 


Regards, 


Toni Moffa 
Deputy Chief, IT Security 
Communications Security Establishment 


Canad'a 
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uriIe 
rntincations Canada 


OPS-1-1: Policy on Releasing Suppressed Information 


1. Introduction 


1.1 Objectives 


Effective Date: 14 November 2014 


This policy outlines when CSE may release suppressed information to 
authorized recipients. Adhering to this policy will ensure that CSE protects 
the privacy of Canadians and persons in Canada and is compliant with the: 


• Canadian Charter of Rights and Freedoms (the Charter); 
• Privacy Act; 
• National Defence Act (NDA), Part V.1; 
• Ministerial Directive on the Privacy of Canadians; and 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities. 


This policy supersedes Amendment 2 of OPS-1-1, Procedures for the Release 
of Suppressed Information from SIGINT Reports (28 September 2012), and 
Section 2 of OPS-1-6, Operational Procedures for Naming and Releasing 
Identities in Cyber Defence Reports (11 March 2010). 


1.2 Context The NDA mandates CSE to: 


• Acquire and use information from the global information infrastructure for 
the purpose of providing foreign intelligence, in accordance with 
Government of Canada (GC) intelligence priorities (part (a) of the 
mandate); 


• Provide advice, guidance and services to help ensure the protection of 
electronic information and of information infrastructures of importance to 
the GC (part (b) of the mandate); and 


• Provide technical and operational assistance to federal law enforcement and 
security agencies in the performance of their lawful duties (part (c) of the 
mandate). 


Continued on next page 
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Introduction, Continued 


Context 
(continued) 


1.3 Authority 
to Release 
Suppressed 
Information 


CSE' s activities must be subject to measures to protect the privacy of 
Canadians and persons in Canada in the use and retention of intercepted 
information. In addition, where CSE has a privacy protection agreement with 
a foreign cryptologic agency (such as with Second Parties), CSE protects the 
identity information of their nationals. 


Accordingly, CSE and its Second Party partners suppress privacy-sensitive 
information in their reporting by replacing specific identifying information 
(such as a name or email address) with a generic term (such as "a named 
Canadian" or "a Canadian email address"), thereby making it impossible for 
the reader to identify the individual. 


Authorized recipients of these reports may request and receive suppressed 
information if they have both the legal authority and operational justification 
to receive it. 


CSE's authority to release suppressed information about Canadians and 
persons in Canada stems from its authority to acquire, use, retain and disclose 
the information under subsection 273.64(1) of the NDA (and subsection 8(2) 
of the Privacy Act). The authority to release identity information related to 
Second Party entities originates in CSE's agreements with its partner 
agencies. 


Any release of suppressed information must be in accordance with the NDA 
and the Privacy Act, as well as any relevant Ministerial Directives and 
Authorizations, and any applicable agreements. 


The Chief, CSE has delegated the authority to release suppressed information 
to the Under certain 
circumstances, this authority has been further delegated (see PCI-3, Releasing 
Suppressed Information for more information). 


Continued on next page 
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Introduction, Continued 


1.4 
Application 


This policy applies to CSE and CFIOG staff and any other parties acting 
under CSE authorities who are involved in requesting, releasing, and storing 
suppressed information from foreign intelligence (FI) or cyber defence 
reports. 


1.5 The following table outlines key responsibilities related to this policy: 
Accountability 


1.6 
Consequences 
of Non-
Compliance 


Who Responsibility 
Chief, CSE • Approves this policy 


General Counsel Directorate, 
Legal Services (DLS) 


• Reviews this policy to ensure compliance 
with the law 


• Provides legal advice, as required 
Director General, Policy and 
Communications (DG PC) 


• Recommends this policy for approval 
• Ensures the appropriate application of 


this policy 


Policy Management • Revises this policy 
• Answers questions regarding this policy 


All CSE and CFIOG staff 
involved in requesting, 
releasing, and storing 
suppressed information 


• Read, understand and comply with this 
policy and any amendments 


Failure to abide by this policy jeopardizes CSE's ability to fulfill its mandate 
in a manner that is compliant with its legal, Ministerial, and policy 
obligations. Non-compliance with this policy may lead to a finding of 
unlawfulness by the CSE Commissioner or a loss of trust by the Canadian 
public and/or Second Party partners. 


Personnel who do not comply with this policy will face management 
disciplinary sanctions up to and including termination of employment. 


1.7 Definitions For definitions of key terms in this policy, see the OPS Policy Glossary. 
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2. Assessing Release Requests 


2.1 Overview 


2.2 Providing 
a Rationale 


Any authorized recipient of CSE reports can request suppressed information, 
including GC clients, client relations officer (CROs), Second Party 
government officials (via their national cryptologic policy centre), 


and CSE staff 


Foreign entities may not submit requests for suppressed information directly 
to CSE. However, GC and Second Party partners may submit a request for 
suppressed information with the intent of sharing the information with a 
foreign entity. Any release of suppressed information where the final 
recipient is a foreign entity requires a Mistreatment Risk Assessment (MRA). 
See OPS-6, Policy on Mistreatment Risk Management and section 4.3 of this 
policy for more information. 


Note: For the purposes of this policy, 


All requests must be submitted to CSE's Privacy and Interests Protection 
team via an appropriate classified system. 


Requesters must provide a robust justification for their request that: 
• Outlines their requirement for the suppressed information; 
• Identifies how it relates to their mandate and operational program, and 
• Confirms that the information will remain under the control of the requester. 


If a request relates to a possible violation of a Canadian or international law 
or agreement, the requester must identify the relevant law or agreement. 


Second Parties must also identify how the information relates to their national 
intelligence requirements. 


Continued on next page 
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Assessing Release Requests, Continued 


2.3 Assessing 
the impact of 
a release 


Before releasing suppressed information, the Privacy and Interests Protection 
team must assess the validity of the request and whether the release could 
impact the operational interests of the GC or pose a risk to the privacy of a 
Canadian or person in Canada. This may include: 


Considerations Examples 
Type of information 
requested 


• Full vs. partial name 
• Email address 


Relevance of request to 
Canada's national interests 
(including any impact on 
international affairs, defence 
or security) 


• Links to Canada's intelligence priorities 
• Safety and security of Canada and its 


allies 


Possible positive impact on a • Rescue/release of a Canadian hostage 
• Removal from a no-fly list Canadian or person in 


Canada 
Possible negative impact on a • Public release or further sharing of the 


information 
• Imposition of travel restrictions 
• Detention 
• Potential financial loss 
• Reputational damage 
• Civil litigation 


Canadian or person in 
Canada 
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3. Releasing Suppressed Information 


3.1 Release 
Authorities 


3.2 Releasing 
CII for 
Cyber 
Defence 


3.3 Releasing 
CII Outside 
Canada 


3.4 Repetitive 
Releases 


is the approval authority to release suppressed information. Within 
the Privacy and Interests Protection team is responsible for releasing 


information. 


See PCI-3, Releasing Suppressed Information for more information on the 
delegated authorities to release suppressed information within 


Provided it will be used to help protect information infrastructures of 
importance to the Government of Canada, SIGINT may share unsuppressed 
Canadian identity information (CII) with IT Security. All SIGINT teams 
sharing unsuppressed CII with ITS are responsible for appropriately tracking 
and recording each occurrence. A periodic record of this sharing must be 
provided to the Privacy and Interests Protection team (D2A) for final record 
keeping. 


The release of CII outside of Canada must be managed through more rigorous 
approval process due to the potential impact on Canada's national interests. 
All requests must be carefully assessed to ensure compliance with legislation, 
Ministerial direction, and CSE policy. 


A repetitive release occurs when a GC or Second Party partner requests 
information pertaining to a Canadian entity about which it has previously 
received information. Because the potential impact on the operational 
interests of the GC and the risks to the privacy of a Canadian or person in 
Canada have already been assessed, the approval authorities for repetitive 
releases follow a modified process. 


See PCI-3: Releasing Suppressed Information for more information. 


Continued on next page 
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Releasing Suppressed Information, Continued 


3.5 Releasing 
Information 
about 
Second 
Party 
Entities 


3.6 
Requesting 
Second 
Party 
Information 


3.7 Advance 
Release 


The Five Eyes are responsible for managing the privacy rights of their own 
nationals. Each agency has the authority to receive information about its 
national entities and CSE must provide suppressed information related to a 
Second Party entity from a CSE report to its respective national cryptologic 
agency upon request. 


CSE may release suppressed information about a Second Party entity from its 
own reporting to a GC recipient 


While the Five Eyes are the approval authority for releasing the identity 
information of their own nationals, requests for suppressed information are 
submitted to the agency that authored the report containing the information. 
For example: 


If ... Then ... 
CSIS requests suppressed 
information pertaining to a UK 
national contained in a GCHQ 
report 


CSE submits the request and 
justification to GCHQ and GCHQ 
approves or denies the release. 


CSIS requests suppressed 
information pertaining to a US 
national contained in a GCHQ 
report 


CSE would submit the request and 
justification to GCHQ and GCHQ 
consults the NSA on the request. 


CSE must submit a new request to the originating Second Party agency if a 
separate GC department requests suppressed information pertaining to a 
Second Party entity. For example, CSE must submit a new request if CSIS 
requests suppressed information that has previously been released to the 
RCMP. 


To streamline support during a high-level meeting, crisis or other emergency 
or time-sensitive situation, a CRO may request the advance release of 
suppressed information if they anticipate their client will require the 
information on an urgent basis. 


Continued on next page 
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Releasing Suppressed Information, Continued 


Advance 
Release 
(continued) 


The Privacy and Interests Protection team assesses the CRO's request. If an 
Advance Release is approved, the CRO is delegated responsibility for 
assessing a client's request and may only release the suppressed information 
in accordance with this policy and PCI-3, Releasing Suppressed Information. 


The CRO must note any action-on being contemplated by the client and 
consult with the Privacy and Interests Protection Team, as appropriate. If the 
client does not request the Advance Release information, the CRO must not 
use or retain the information. 


3.8 Exceptional In exceptional circumstances, may approve, in writing, procedures 
Circumstances that deviate from this policy and its associated instructions. may also 


delegate alternate authorities for releasing suppressed information. 


Any exceptional authorizations must be limited in scope and duration as 
appropriate to the circumstances. All entities acting under delegated release 
authorities must comply with Canadian law, Ministerial direction and CSE 
policies and procedures. 


3.9 Automated may approve technical means that automate manual processes, so 
Release long as -is reasonably satisified that there are appropriate measure(s) 


to protect privacy. 


3.10 
Unauthorized 
Release 


Any release of suppressed information that is not in accordance with this 
policy and its associated instructions must be reported to the Privacy and 
Interests Protection team *se-est.ge.ca) for follow-on action and 
accounting purposes. 
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4. Handling Released Suppressed Information 


4.1 
Classification 
of Released 
Suppressed 
Information 


4.2 CSE 
Caveats 


4.3 Further 
Dissemination 
of Released 
Information 


After its release, suppressed information retains the security classification of 
the FI or cyber defence report from which it originated and is subject to the 
same handling and use restrictions as the original report. 


For information on sanitizations of Special Intelligence (SI) information, see 
PCI-2, Sanitizations and Actions-On. 


When releasing suppressed information, CSE must include measures to 
remind recipients of their responsibilities regarding its use and retention. The 
use of accredited systems and caveats is generally considered effective. CSE 
uses different caveats depending on whether the recipient is a Canadian or 
Second Party entity, for example: 


No further action may be taken with this information. without 
the prior approval of CSE/Corporate and Operational Policy. 
CSE requests that the Canadian identity information be 
protected in accordance with the SKEIN I community'
procedures for handling allied national identities. 
Furthermore, this information may not be used. in affidavits, 
court proceedings, or for any other legal or judicial purposes 
without the prior approval of the Chief, CSE. Questions 


• lirected to CSE, Corporate and Operational Policy 


A list of caveats can be found on CSE's 


GC and Second Party partners may request suppressed information with the 
intent of using it internally or sharing it with another national agency, or a 
foreign The rules related to the further dissemination 
of released information vary according to the recipient. 


GC Partners: GC partners do not require CSE approval to further disseminate 
suppressed information within their own organization at the original 
classification and on a need-to-know basis. GC recipients require CSE 
approval before disseminating suppressed information to 


Page 9 of 11 


Continued on next page 


CEPRTF) - I 


2017 01 05 AGCO253 0 ,f .1 I 
A-2017-00017--03418 







SECRET/ISI ors-1-1 


ATE PP ATI 


Handling Released Suppressed Information, Continued 


Further 
Dissemination 
of Released 
Information 
(continued) 


4.4 
Action-on 


4.5 Storing 
Suppressed 
Information 


4.6 Retaining 
and 
Destroying 
Suppressed 
Information 


may not disseminate 
supressed information to an external client without approval from CSE. 


Second Parties: A Second Party must specify the intended recipients of the 
suppressed information at the time of the request and require CSE approval 
prior to further disseminating suppressed information. If a Second Party 
intends to share suppressed information with a foreign entity, CSE is 
responsible for conducting the MRA. 


Recipients of suppressed information may not take any follow-on action as a 
result of the information without prior approval from CSE's Privacy and 
Interests Protection team. For more information on action-on requests, see 
PCI-2, Sanitizations and Actions-On. 


CSE reporting standards require CSE analysts who author reports containing 
suppressed information to store the information in an appropriate suppressed 
information repository (e.g. ). Suppressed information obtained 
from Second Party reports is also retained in this repository. Access to the 
repository is limited to designated personnel. 


GC and Second Party partners that receive suppressed information from CSE 
must ensure that their policies and procedures comply with the requirements 
of the Privacy Act and the Canadian SIGINT Security Standards (CSSS-100), 
where applicable. 


CSE's operational policies provide detailed guidance on the retention and 
destruction of FI and cyber defence reports. For further information, consult: 
• OPS-1-11, Retention Schedules for SIGINT Data; 
• OPS-1-14, Operational Procedures for Cyber Defence Operations 


Conducted Under Ministerial Authorization; and 
• OPS-1-15, Operational Procedures for Cyber Defence Activities Using 


System Owner Data. 
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5. Additional Information 


5.1 References • Canadian Charter of Rights and Freedoms 
• National Defence Act 
• Privacy Act 
• Access to Information Act 
• Personal Information Protection and Electronic Documents Act 
• Ministerial Directive — Framework for Addressing Risks in Sharing 


Information with Foreign Entities 
• Ministerial Directive on the Privacy of Canadians 
• CSE Ethics Charter 
• OPS 1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSE Activities 
• OPS 1-8, Operational Procedures for Policy Compliance Monitoring to 


Ensure Legal Compliance and the Protection of the Privacy of Canadians 
• OPS 1-11, Retention Schedules for SIGINT Data 
• OPS 1-14, Operational Procedures for Cyber Defence Operations 


Conducted Under Ministerial Authorization 
• OPS 1-15, Operational Procedures for Cyber Defence Activities Using 


System Owner Data 
• OPS 6, Policy on Mistreatment Risk Management 
• OPS Policy Glossary 
• PCI 2, Sanitizations and Actions-On 
• PCI 3, Releasing Suppressed Information 
• CSSS-100, Canadian SIGINT Security Standards 


5.2 Situations may arise where amendments to this policy are required because of 
Amendments changing or unforeseen events. Significant changes require Chief, CSE 


approval, though this approval may be delegated. Minor amendments may be 
approved by DG PC. 


5.3 Audit 
and Review 


5.4 
Questions 


The implementation of this policy is subject to management monitoring, 
internal audit, and external review by various government review bodies, 
including the CSE Commissioner and the Privacy Commissioner. 


Questions related to this policy and its associated procedures should be 
submitted to @cse-cst.gc.ca.
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Communications Security 
Establishment Commissioner 


The Honourable Jean - Pierre Plouffe, C.D. 


The Honourable Robert Nicholson, P.C., Q.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, ON K 1 A 0K2 


Dear Minister: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Jean - Pierre Plouffe, C.D. 


TOP SECRET // SI // CEO 


Our file # 2200-93 


December 11, 2014 


CSE / CST 
Chiefs Office I Bureau du chef 


DEC 1 6 2014 
eizz% f} nic,95--ct 


--/ci 
File /Dossier 


The purpose of this letter is to provide you with the results of a "spot check" review of recognized 
foreign signals intelligence (SIGINT) private communications (PCs) used or retained by the 
Communications Security Establishment (CSE) during the period of September 1, 2014, to 
October 15, 2014. This review was undertaken under my general authority as articulated in Part 
V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA), as well as under my specific 
authority to review ministerial authorizations (MM) found in subsection 273.65(8) of the NDA. 
Prior to the commencement of the review, CSE did not have knowledge either of when this "spot 
check" would be conducted or of the period of time under investigation. This is the second such 
review I conducted in 2014. 


By law, CSE may only use or retain those SIGINT PCs that are essential to international affairs, 
defence or security (paragraph 273.65(2)(d) of the NDA). The purpose of this review was to 
determine, for compliance with the law and the protection of the privacy of Canadians, whether 
the PCs intercepted, recognized and retained by CSE during the period of review met this 
essentiality test. 


Subsection 273.65(1) of the NDA permits the Minister of National Defence to authorize CSE in 
writing — for the sole purpose of obtaining foreign intelligence (FI), and once he is satisfied that 
specific conditions set out in subsection 273.65(2) of the NDA have been met —
to intercept PCs in relation to an activity or class of activities specified in an MA. These MAs 
set out the formal framework for dealing with PCs which have been intercepted unintentionally 
through SIGINT activities, and shield CSE from the prohibition respecting the interception of PCs 
found in Part VI of the Criminal Code. Currently, CSE conducts three distinct SIGINT 


P.O. Box/C.P. 1984, Station "B"/Succursale .133. 
Ottawa, Canada 


KIP 5R5 
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collection activities or class of activities under SIGINT MAs: (1) 
collection activities; (2) collection activities; and (3) 
activities. 


collection 


At the request of my office, CSE provided a list of all SIGINT" PCs intercepted and recognized 
during the period we requested. During this time, CSE SIGINT PCs for use in 
future reporting and CSE marked -recognized PCs for deletion. 


I found nothing to suggest that any of the PCs that were recognized by CSE were intercepted 
intentionally, which would be unlawful. 


To increase the assurance that I can provide to you in these kinds of reviews, my office verified 
that all PCs that had been marked for deletion by CSE analysts were in fact deleted in CSE 
databases within as required by CSE policy on retention and disposition of SIGINT 
information. 


Both "spot check" reviews conducted this year demonstrate that CSE is taking action to quickly 
implement the recommendations I made in my March 2014 Annual Combined Review of Foreign 
Signals Intelligence Ministerial Authorizations and Intercepted Private Communications for 2012-
2013, namely that: 


CSE analysts should immediately annotate recognized PCs for essentiality to 
international affairs, defence or security, as required by the NDA or, if not essential. for 
deletion; and 


CSE analysts should regularly assess, at a minimum quarterly, whether the ongoing 
retention of a recognized PC not yet used in an End Product Report is strictly necessary 
and remains essential to international affairs, defence or security or whether that PC 
should be deleted. 


I am making no recommendations as a result of this "spot check". 


CSE use or retention of PCs goes to the heart of my mandate to determine whether CSE 
activities complied with the law. I will continue to conduct "spot check" verifications of CSE use 
and retention of any recognized SIGINT PCs. Such reviews will be expanded to include samples 
of other activities which have the potential to impact the privacy of Canadians, including 
intercepted and recognized one-end Canadian located outside 
Canada as well as PCs intercepted by CSE's second party partners shared with and recognized 
by CSE. 
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CSE officials were provided an opportunity to review and comment on the results of the review 
for factual accuracy, prior to finalizing this letter. 


If you have any questions or comments, I will he pleased to discuss them with you at your 
convenience. 


Yours sincerely, 


050


Jean-Pierre Plouffe 


c.c. Mr. John Forster, Chief, CS 
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Policy Awareness Briefing 
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SIGINT Programs Oversight and Compliance 


Updated: January 2015 


reguerrilng Canada's security through intonnathsn superiority 
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What will be covered in this briefing? 


• History of in CSEC 
— Where are we now - selected data 
— Where are we headed? 


• CSEC policy on accessing 
audit 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon nadi 
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History ofd in CSE 
acludes "selected" data only 


No new authorities or policy change on targeting 
• Prior to Dec 2011 


— Various pockets ofMuse within CSEC prior to Dec 2011 


• Dec 2011 
— access to 


• 2012-13 
— centralization of within CSEC 


• 2013 
— Beta Test of-on —selected data 
— Access to targeted but collected 
— 4 Phase plan for implementation --in 2014? 


• 2014 
— Access to in 2014 


- IRREL data added to-
- Ability to add privacy annotations added 


• 2015 
— Reporting is permitted from CSE collected da'^ residing in 


Safeguarding Care,liol security through information superiority 
Preserver la secv r dr• ^anada par to stifle risrlt4 de l'in formatted 


implementation is waiting for a ruling on strong selection. 


natii 
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Querying CSE 
Query must be related to a valid Government of Canada 
intelligence requirement 


— Audit of queries 


• Directed at foreign entities located outside Canada 
• Not directed at Canadians, persons in Canada or other 5-


Eyes countries or citizens 


• Data Stewardship Responsibilities 
— Data resides in-for if you need it longer memorialize 


to CTR 
— If you want to report it, you MUST memorialize it to CTR 
— Recognized private communications, communications of 


Canadians and/or information about Canadians must be 
annotated as per OPS-1 direction 


Safeguarding Canada' e security through information superiority 
Preserver la secant* do ̂ anada par to strati 'area de l'informatfon Canaal 


Audit: 


We aren't currently auditing analyst queries in but the functionality is turned 
on and available for audit and/or review should we need to use it. 
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CSE Query — Justification Requirements ✓ 


Query should clearly: 
• link to a valid 


intelligence 
requirement 


Your pssf jicchlion will 
be captured when 
you memorialize to 
CTR 


Always select 


Csfeguarceng Car,401......0 through infonnonfon superiority 
par la sup ...urge Pe his formation 
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Choosing the appropriate 
Datasources 


Datatmses *6/


Operations *A 


IRRELEVA"
CSE (Metadata only. For content email 


( 


(SE 


CSE 


CS' 


Databases 


Metadata Databa 


to


See thread 9978 for a description of each datasource 
safeguarding Canada's security through information superiority 
Preserver la securit4 do ̂ anada par to aupe-lure4 de l'informatfon Ca nac.71 
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USE of for CSE 
Additional policy implications 


Salegvarcang Canada's secants/ WOW!, intonnanon Slipi I (10M)/ 


Pr server la secant* do ̂ anada par la auts0-lsrlt4 de l'Infonnatfon 


data. 
gives you access to collected (selected) 


processing for 
data that ends up in CTR 
However processes data differently than the traditional processing systems. 


SPOC receives a daily report indicating any 
users that have opened ID SPOC will be in touch with 


you if you open these, continued misuse could result in account suspension. 
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Datasources 
• CSE currently has access to 


datasources 
• Large volumes of 


acquired under legal 
authorities 


• Data is made accessible 
Auditing 


- audits every query 
not every query 


• Memorialization/Reporting/Annotation 
— Yes for 
— NO for — currently waiting for approval 


Safeguarding Canada's security through infonnaffon superiority 
Preserver la secirrifil do ̂ anada par to aurae 'urea de l'informatfon 


content and metadata, 


natii 
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Querying Datasources 
• Query must be related to a valid Government of 


Canada intelligence requirement 
— GCR in words not the number — auditors 


• Directed at foreign entities located outside Canada 


• Not directed at Canadians, persons in Canada or other 
5-Eyes countries or citizens 


• Queries must not be 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to aurae 'urea de l'informatfon nadi 
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Query — Justification Requirements 


Query should clearly: 
link to a valid 
intelligence 
requirement. 
Also include 
code if using or 


datasources 


Your just' icat ion will 
be captured when 
y©u memorialize to 
CTR 


Cefeguarceng Cer.40 ..... , ty through information superiority 
Par la supcI 4Isre4 de Pin formation Ca natill 
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Collection Activities 


CSEC does not yet have the 
policy mechanisms in place in our framework to 
account for the intercept from 
content 


• CSEC cannot request that for 
to populate 


• SPOC should be consulted prior to CSEC personnel 
making any requests to regarding 
collection activities 


Safeguarding Canada's security through information superiority 
Preserver la securit4 do ̂ anada par la supcI4Iere4 de l'informatfon naal 


Perhaps in future there will be a mechanism that permits analysts to justify their 
queries within but for now targeting happens in Therefore, 


you can search data that has already been collected under existing CSE targeting 
rules, or under the authority of a but you can't target from 
Furthermore, you cannot request a undertake collection activities 


You may use what is shared but cannot 
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Canadian Privacy Related Information 


• If you recognize an unbalanced amount of information 
that may have been derived from private 
communications or that contains information about 
Canadians 
• May need to adjust your search criteria 


• Refer to CSOI 4-3 Protecting the Privacy of Canadians 
in the Use and Retention of Material for SIGINT 
• Need to know 


• Privacy Annotations 
— If you view a traffic item inland' recognize that it requires a 


privacy annotation you must annotate it in 
— When you annotate the item will be automatically 


memorialized to CTR 
• (As of Jan 2015 you may not annotate results from the


Datasource as we do not have permission yet to memorialize) 
Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to aurae 'urea de l'information 
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Questions? 


Safeguarding Canada's security through infonnaffon superiority 
Preserver la secirrifil do ̂ anada par la sum' 'urea de l'informatfon natii 
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'111. rostin 
Cerrid #15320.153 


JAN 2 3 2015 


The Honourable Jean-Pierre PlouN 
Communications Security Establishrnent.Cornmissinner 
90 Sparks Street., Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
KIP 5134 


Deur Commissioner Plouffe: 


lam writing in response to your letter dated 14 August 2014 on the results of your "spot 
check" review of recognized foreign signals intelligence private. communications used or 
retained by the Conummications Security Establishment Canada (CSE) during the period 
of 1 April 2014 to 20 June 2014. 


I awns plew,o.d to note that doting the course of the review, you confirmed that CSE 
activities were conducted in a manner compliant with the law and the protection of the 
privacy of Canadians. I am similarly pleased to note CSFi's continued implementation 
previous recommendations Aro positively reflected in this review. 


Thank you for advising me of the results of this review. 


Sincerely, 


• / /' • 
2", ,. , • -v s' . •• • I •  


Hon. Rob NiC110191311. PC, Q(', MP 


cc: John ['order, Chief, CS11. 


Canada 
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The Honourable Peter MacKay, P.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA 0K2 


Dear Mr. MacKay: 


The purpose of this letter is to provide you. with the results ofa review of CSEC's 
Operational and Production Coordination Centre (COPCC)„ The review focused on the activities of 
the Events and Exercises (E&E) Section of the COPCC in support oftwo major events 


  This review was conducted under my 
authority as articulated in Part V,1, paragraph 273,63 (2)(c.0 of the .National Dgfen cc Am Based 
upon the information examined and the interviews conducted. CSEC conducted its support to 
major events though the COPCC in accordanee with the law and ministerial direction. 


The objectives of the review were to acquire detailed knowledge of and document the 
activities of the COPCC in general and of the E&E Section and its activities in support of major 
events in particular; to assess whether the foreign intelligence activities conducted in support of the 
two major events! !complied with the law and ministerial requirements; and to assess the 
extent to which CSEC protected the privacy of Canadians in carrying out those activities in support 
of the major events. I paid particular attention to CSEC's processing of requests for and associated 
releases of information about Canadians suppressed in foreign intelligence reports produced in 
support of the major events. 


At the outset of the review, it was my belief that since the COPCC may be operating in an 
environment of high pressure or even crisis during the conduct of a major event:, the possibility of 
an error occurring, in either procedure or judgeinent, may be greater than during normal day-to-
day operations. The potential impact on the privacy of Canadians or non-compliance with the law 
while conducting certain of these activities could be significant. However, I conclude that the 


RO. 0ug1C.P.196.4. “8"/SuoGuilsRle «B,
ORawa, Canada 


KlP 505 
i613) 992-3044 Fax; t512 992-4006 
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activities conducted by the E&E Section in support of major events do not appear to present any 
greater risk to the privacy of Canadians than activities conducted by other sections of CSEC. 


I found that CSECs associated policies trod procedures were appropriate and provide 
sufficient direction to employees respecting the Protection of the "-v nii (17's 
use of temporary policy instruincnt   to 
streamline approval processes for identity management, "actions-on" and sanitizatioas were 
appropriate. Both CSEC, managers and their employees were aware of the policies and procedures 
and CSEC managers routinely and closely monitored support to major event activities to ensure 
the activities complied with the governing authorities. However, CSEC's operational instructions 
provide only limited direction specific to the COPCC. it is a positive development that CSEC has 
recognized this gap and is developing an. operational instruction respecting the activities of the 
C. OPCC, 


The enclosed report contains detailed information on my findings as well as related issues. 
made no recommendations. CSEC officials were provided an opportunity to review and 


comment on the report, thr factual accuracy, prior to finalizing it. 


If you have any questions or comments, 1 will he pleased to discuss them with. you at 
your convenience. 


Yours sincerely, 


Enclosure: (I) 


c,c. Chief, CSEC 


Robert Dkary 
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1. AUTHORITIES 


The review was conducted under the authority of the Commissioner as articulated in 
Part V.1, paragraph 273.63(2)(a) of the National Defence Act (WDA"), and in 
accordance with the Ministerial Authorizations ("M As") and Ministerial Directives
("MDs") that indicate that CSEC activities will be subject to review by the CSE 
Commissioner or that require CSEC to assist the Commissioner in the exercise of 
reviews. 


II INTRODUCTION 


In its role as a central coordination nexus in CSEC activity, at any given time the CSEC. 
Operational and Production Coordination Centre (COPCC) may operate under all three 
parts of CSEC's mandate. This review focused on the activities of the Events and Exercises 
Section in support of two major events and under parts (a) and (c) of CSECs 
mandate. 


Rationale for conducting this review 


Major events earn) with them a number of obligations and implications for the Government 
I of Canada (Cid


:ilcewise (depending on the nature of the event)" 
I 


I 


the Cie may call upon CSEC Cor the 
provision of threign intelligence. From a security standpoint, depending on the nature of 
the event .


This being the case, the CC will employ a variety 
of available security agencies in a joint manner in order to accomplish the tasks at hand. 
With its unique mandate, as well as its range of capability and skill-sets, CSEC will receive 
requests from law enforcement and national security agencies (channelled through either 
the Royal Canadian Mounted Police or the Canadian Security Intelligence Service) as part 
of this joint effort:. In this regard, CSEC is a valuable asset in ensuring the effectivenesin 


in any major event. 


Since the CSEC COPCC may be operating in an environment of high pressure (or even 
crisis) during the conduct of a major event, the possibility of an. error occurring, in either 
procedure or. udgement, may be greater than during normal day-to-day operations. 


The potential impact on the privacy of Canadians or non-compliance ..xith the law while 
conducting certain of these activities could be significant. This is the first review of the 
activities of the COPCC.1 


Activities of the former Canadian MINT Operations Centre (CANSOC) were captured in several past 
reviews. 
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 !both of which offer 
good examples of activities conducted in support of major events. It is for these reasons 
that the Commissioner selected the COPCC and activities conducted in support of major 
events tier review. 


III. OBJECTIVES 


The objectives of the review were: 


• to acquire a detailed knowledge and understanding of the role, organization, 
makeup and activities of the COPCC in general and the Events and Exercises 
("E&E") Section in particular; 


▪ to acquire detailed knowledge of, and to document. CSEC's activities in support of 
major events generally; 


• to assess whether the StOINT activities conducted in support of two major eventsj 
complied with the law; 


to assess the extent to which the SIGINT activities conducted in support of two 
major events - Iwere conducted in accordance with the requirements of 
applicable MAs and MDs; and 


to assess the extent to which CSEC protected the privacy of Canadians in carrying 
out the SIGINT activities in support oft 


IV. SCOPE 


The review focused on the COPCC and those SIGINT activities conducted in support ofal 


In addition to acquiring detailed knowledge about the COPCC and activities in support of 
major events, the Commissioner's office examined: 


the legislative and policy framework, as well as the procedures :followed. by CSEC 
relating to the COPCC and its activities conducted in support of major events; 


the amount and treatment of private communications and information about 
Canadians by the COPCC in its activities conducted in support of major events; 


▪ the extent to which technology was used and other efforts were applied by the 
COPCC in its activities conducted in support of major events to protect the privacy 
of Canadians: and 
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• a sample of the communications collected by SIGINT in support of the two major 
events and associated reporting. 


V. CRITERIA 


A) Legal requirements 


The Commissioner expected that CSEC conducted its COPCC and those SIGINT 
activities in support of major events in accordance with the ADA, Privacy Act, 
Criminal Code, Canadian Charier of )tights and Freedoms, and any other relevant 
legislation and Justice Canada advice.


13) Ministerial requirements 


The Commissioner expected that CSEC conducted its COPCC and related activities 
in support of major events in accordance with ministerial requirements; 


C) Policies and procedures 


The Commissioner expected that CSEC: 


i) had appropriate policies and procedures that guide its COPCC and related activities 
conducted in support of major events and provide sufficient 'direction respecting legal 
and ministerial requirements; 


ii) had employees who are aware of, and complied with, the policies and procedures: and 


iii) had an effective management control framework to ensure that the integrity and 
lawful compliance of COPCC and activities conducted in support of major events 
were maintained on a routine basis, including appropriately accounting lbr important 
decisions and information relating to compliance and the protection of the privacy of 
Canadians. 


VI. METHODOLOGY 


The Commissioner's office examined applicable written and electronic records, files, 
correspondence and other documentation relevant to the COPCC and activities conducted 
in support of major events, including policies and procedures, and legal advice2. 


Interviews were conducted with managers and other personnel involved in the COPCC 
and activities conducted in support of major events. 


The Commissioner's office understands drat CSEC "s disclosure CS any legal advice would not amount to a 
waiver of any privileue. including solicitor/client privilege that attaches to the advice 
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As a first step, the Commissioner's office documented and described the COPCC in 
teens of its organizational, administrative, and operational makeup, CSEC's activities, 
processes and systems utilized in supporting major events; the legislative and policy 
framework; and ensured a common understanding of concepts and terminology. 
Subsequently, we assessed CSEC's conformity with the criteria and developed 
conclusions respecting the objectives. This is a report of the outcomes of the review. 


VJL BACKGROUND 


As the first stage of this two-track review, a study of the COPCC was conducted. This 
provided the necessary background understanding of what is, in simple terms, the nerve 
centre for CSEC in any major event. 


A) COPCC Description 


The CSEC Operational Production and Coordination Centre (COPCC) is the new 
Operational Coordination directorate, which was created within the Director General for 
SIGINT Programs (the centre for within SIGINT). Colloquiallti 
referred to as "The Floor", it is at the sane time both a physical entity and a concept. 


COPCC' was formally established as it grew horn a 
24/7 watch office under the name CAN SOC, to encompass three distinct teams, each with 
a distinct function. It continues to evolve today as requirements demand. Situated on the 
second and fourth floors of the Sir Leonard Tilley building, its stated mission is to 
become the CSEC Cryptolozic Operational & Coordination Centre of excellence by 
contributing to CSEC's operational integrity through its 24/7 coordination and surge 
capability. 


Pumise ur the COPCC 


The COPCC essentially serves as the central nervous system of CSEC through its 
interactions with CSEC clients, partners and various entities within CSEC itself. The 
COPCC purpose is in part to provide an increased range of co-ordination when an 
activity or event falls outside of the "business as usual" category. In this sense, it is an 
event management centre, where experts from throughout CSEC can assemble to co-
ordinate on a high priority incident or event..} However, that is not the COPCCts sole 
purpose. It is the 24/7 operations centre for CSEC and as such the COPCC is the watch 
office, systems monitor, and fulfils various other responsibilities. Much of the day-to-day 
work that the COPCC continues to perform today was inherited from the CANSOC. 
Much of this work culminates in a daily operations brief that the COPCC Director 
provides to the Executive Committee (ExCom), including the Chief of CSEC. 


publication 
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2. Origin and history of concept develop. lent 


The notion of the COPCC was originally articulated in the CSE Vision 
although its need was recognized well before that document was produced. 


"We will coordinate current operations across the SIGINT program through the 
use of event managers and a centralized operations structure that draws on 
resources from all areas in MINT and across CSR. Our success in all facets of 
our mission will depend on our ability to work together on the priority issues of 
the day. In order to facilitate this, we will create a centralized operations structure 
that will bring together critical staff flcom 


to concentrate on top priorities_ The 
organization will have MI decision-making authority for all the key aspects of the 
SIGINT cycle related to the top priorities of the day, and will operate 24/7. It will 
be led by experienced event managers, with specialist staff moving in and out as 
required."4


The parallel document SIGINTIMI also articulated the need for integration. in the 
opinion of CSEC management. "things were getting too big" and as events and crises 
presented themselves, no one area of responsibility could satisfactorily answer the need. 
An increased level of co-ordination was called for and the COPCC was designed to meet 
that need.' 


In !during a briefing to the Executive Committee (ExCom), the proposal 
was made to "Create a Director Operational Coordination, responsible for an operations 
centre ("The Floor") where the multidisciplinary teams running Dperations the 
highest priority operations) are housed".6 Key duties identified during this briefing 
included: 


Manage the day-to-day SIGINT operations supporting priorities; 


Build a "Floor" infrastructure that can accommodate the addition of watch-
keepers from 


improve service and responsiveness to the Canadian Force s and other operational 
clients; 


4 CSTIMI"Our Vision and Strutu2y' page 72. Note: CSEM gave rise to a second 
document utui•led "MINIM, which served as SICONT's planning document and Olueprint to guide its 
evolution over the next five. ''tars. 


5 Interview with Director CO1'C1 I 
4 STUNT Organizational Strawgv Proposal Docuincination for Human Resources ,ti-mail 
from Policy and Review Advisor, External Review and Policy Management" 
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• Enhance skill levels available in quiet hours; and 


• Provide additional flexibility in the use of space through open concept, and 
standard footprints. 


Prominent amone the planned changes was the implementation of "The Floor" (i.e. the 
COPCC.), which would bring elements froth across SIGINT together to focus exclusively 
on requirements. in essence, a target team to deal with top priority requirements by 
Io-locating experts from the areas of all ME 
directorates general fand potentially 


perceived arrangement that was likened to a "eryptologic 
microcosm". The first phase called for the creation of the COPCC within existing spaces, 
calling for modest reconfiguration during the fourth quarter of thell fiscal year. 
It was forecast that the creation of the full "Floor" would require significant physical and 
network reconfiguration beginning in fiscal yea depending on status of the 
accommodations plan. 7


the new announced the 
operational start-up of Phase I of the COPCC. Phase l brought together critical staff from 
across the organization to work on CSEC's highest operational priorities 


The concept also incorporated the-Help 
Desk and hosted the IT Service Desk. At this point, the team was assembled in a practical 
sense; however, the physical workspace that has come to be known as the "Floor" was 
still in the planning phase.8


In terms of concept development, any plan will naturally evolve over time as the SIGINT 
environment and priorities develop based on changing conditions. In


the "CSEC Operational Production and Coordination Centre (COPCC) 
Two Year Strategic Work Plan :foriMandl.' was released which captured and 
articulated the more refined vision and plan for the COPCC.9


Thel was used as the pilot project during the COPCC 
implementation. The Iwas an all-encompassing task that was 


Within CSEC 
management, it was felt there was a need for an increased level of coordination and 
supporting mechanisms were required to achieve the goals with respect to the realities of 
a 2417 operation' 


In the original plan and stand-up of the COPCC, the Stand-W(41e section of Events and 
Exercises (F,&E') (to include manpower, roles, and responsibilities), was not envisioned, 


!bid, 
a Extract iron 
e-maii from Policy and Revio,,,, Advisor, External Reviz,,w and Policy Management, 


Operaiional Production and Coordination Centre (COPCC) TWO Year Str: 1.: Work Plan for 
Mk I e-mail from Policy and Review Advisor, External Review and Policy 


1') CSEC publication 
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per se. The responsibilities currently handled by li&E were seen as responsibilities that 
would be administered by the COPCC as a whole. In Iieht of both events 
 I the ii&E. section, along with its 
tasks and roles, became one of the operational local points of the COPCC. The idea of the 
E&E Section was originally recommended in the 


1 ; (see below). The current manager of the E8cE section and one other member of 
her teem are employed in the COPCC under floating MOUs Staffing for the other 
available position continues.I3 In effect, the E&E Section exists, but it is not actually 
established in terms of job descriptions and job classificatiun.M This being the case, the 
E&E Section remains a work in progress. 


3. Organization 


The COPCC' as a physical entity is embodied by '"rhe Floor"; an operations and event 
management centre found on the Fourth Floor of the Sir Leonard Tilley Building in the 
Confederation Heights region of Ottawa, as well as a day to day operations centre located 
on the Second Floor of the same building. However, as a concept, the COPCC spreads 
throughout CSEC and, beyond into the wider Canadian security and Intelligence 
community. 


Interview o ith tvinnaaerl 
External Re',Iew and Policy Mi'.imgement, 
13 Interview with Director COPC,... 
external Review and Policy Mant;i!erneml 


Interview with Director CORA 
Eisiernal Review and Policy Mariam,: 


Sec also e-mail from Policy anti Review Arivi 


also e-mail from Policy' and Review Advisor, 


'•itie also e-mail from Policy and Review Advisor. 
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4. Responsibilities, tasks and services 


The COPCC is divided into three broad areas of responsibility, with each section 
covering a variety of tasks and duties. These include: 


The -is built around the operations and watch centre historically known as the 
Canadian SIGINT Operations Centre (CANSOC). This section. monitors the general 
eryptologileal environment 


In its role as a watch centre, the. will, during silent hours, rake 
remedial action in response to specific issues, notifies the internal and external. user 
communities of incidents, and will recall specialists as required to address the most 
pressing issues. The is the Canadian link in the wider Five-Eyes 


community and remains in constant contact with its counterparts in the 
USA. the UK. Australia and New Zealand. Likewise, it serves as CSEC's link into the 
Canadian intelligence and security network of operations centres such as the RCMP 
National Operations Centre and the DND/CF National Defence Operations Centre. In 
general terms, the carries the following responsibilities: 


• Acts as CSEC's eyes. ears and point of contact (particularly' during off hours); 


• Monitors SIGINT and collateral reporting 24/7 for real or potential threats to 
Canadian and or allied interests: 


• Provides timely support to Government of Canada (GC) departments and 
agencies, CF Commands, CSEC management or operational elements.


Liaises with Canadian and/or 2nd Party partners in response to crisis situations; 


• Keeps abreast of issues of current or future interest to Canadian or allied interests 
(i.e. SJOINT posture, event planning); 


• Supports various internal CSEC operational or service support areas during o 
hours/weekends; 


• Provides tailored support to Client Relations Officers (CROs) 


• Provides back-up tc [luring outages by 
taking over specific tasks or monitoring faaclions; and 


Authorises the sanitisation and release of SIGINT reports in a threat to life 
situation during off hours.is


Pa ienng to Commissioner's office, 
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(eke of Metwork Communication (ONC) 


The ONC provides 24/7 technical, cryptological and MINT operational support to 
CSEC, its clients and partners. This section monitors the status of CSEC's various 
technical systems and determines the impact of systems failures and outages. Its areas of 
responsibility and duties include: 


Process and maintain various message delivery systems, such as: 


5 


6. 


and 
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• 
• Provide off hours (24/7) technical support to CSEC clients on assorted SIUINT 


applications, systems and databases; 


• Change/Incident Management Framework: 


• Cienerateirespond alerts and changes as outlined in the 
and 


• Coordinate with subject matter experts to ensure 
service interruption is minimised. 


• Administer off-hoursl• 


Provide off hours support 


Events and Exercises (E&E) 


support to CSEC clients 
land 


to GC clients, 


Events and Exercises (E&E) provides advice and support in u: operational and liaison 
capacity by organizing and coordinating CSEC-wide responses to surge events, 
major events or exercises with national security implications. Such responses address 
CSEC requirements from Government departments and agencies.' 


in preparation ibr, or during situations of potential and/or real crisis, which could 
threaten Canadian life or property" 


The. ' L' Section is responsible for three main streams of activity! 
.n.,ents; event coordination and management; and exercise design and play. The 


team operates hand in hand with 'ONC to provide 24/7 support to 


high priority operations. The E&E team leader reports directly to DIR COPCC, who may, 


or may not, be appointed as Event Manager, with specialist staff moving in and out of the 
COPCC as required. 


csEr -fing to the (Thrtanis,,,ioner'!,; 
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The concern of the term event is 


5. Major Events 


The E&E team   the CSEC representative for major events, acting as 
SIGINT authority and liaison. This team. will normally function within a multi-GC 
departmentlagency security and intelligence environment (usually as part of a Joint 
intelliwnce Group (JIG)). As part of this, the team will act as the co-ordination point 


Event 'Coordination and Management


Within th.e COPCC, the E&E Section plays lead role in supporting CSEC operations for 
surge operations and Major Events. This centralised operations structure brings together 
critical_ staff from different sections, including 


to concentrate on top priorities. in this manner, .nersonnel from 
any number of CSEC sections will move in and out of a given operation as required. 
COPCC is the lead coordinating body at the start of a surge event. Centralized 
coordination efforts within COPCC Floor Operations will then transfer to an operational 
focus, shifting to a "new" normalization of operations integrated into standard daily 
operations. Functions of the E&E team will involve calling. initial meetings across 
SWINT or CSEC as required, making sure everyone understands roles and 
responsibilities, monitoring progress, holding update meetings, liaising with Five-Eyes or 
Government of Canada partners as required, preparing situation reports (sitreps), and 
ultimately preparing Lessons Noted Action Plans (LNAPs) and following-up on lessons 
learned. CSEC advises that COPCC E&E is still in the burgeoning stages of developing 
this role and shaping it. Such a role involves the flexibility of adapting to each new 
situation, as no two events will ever be alike. 


'7. GC. -Exercises 


The E&E team is the CSEC lead for inter-governmental . .xereises with a 
national security nexus. This section's responsibilities run the gamut in Ilkereise 
including exercise planning, design and actual game play. As well, this section is 
responsible for post-exercise Lessons Noted Action Plans (LNAPs) to identify successes, 
shortcomings and areas for improvement. 


Examples ofexercises held 


lb id. 
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8. Personnel 


The COPCC is currently designed for 36 full time Person Years (PYs). The COPCC 
works on a 2 x 12 hour shift system bolstered by daytime staff covering eight hours 
during the normal working day. This system operates on a five-week rotation:Th


According to CSEC, there are no unique qualifications required to work in the COPCC, 
per se. COPCC shift worker positions could be considered "entry level" within the 
directorate and could be staffed using an external process. In practice, most positions are 
filled by former military (usually drawing from the Communication Research occupation) 
anti from internal competitions within CSEC itself. 


There is an orientation period that will range from Ito 3 months before individuals are 
actually placed on shift by themselves. This on-the-job training program is conducted 
with mentaring by an experienced member of the 0)13-CC:LI


E&E positions require more organizational knowledge and industry specialisation and are 
therefore usually staffed following internal mechanisms. Members of the E&l team 
require detailed knowledge of SIGINT policy. This being the case, the ESLE team has a 
more stringent selection process. To date, E&E team members have been either hand-
picked for the assignment, or participated in a comprehensive internal competition to be 
deployed or assigned to the E&E team for an event or exercise. 


9. Supporting,  Policy 


The COPCC is situated within SIGINT and is subject to all existing CSEC operational 
policies such as the policy suite regarding the privacy of Canadians (the OPS-1 series), 


and the Security/Control of 


For the time period under review, there was no specific policy or procedural document, 
such as a Canadian STUNT Operations Instruction ("CS01"), in place applicable to the 
COPCC. A CSOI is currently being developed (CSOI-2-1 CSEC Operational Production 
and Coordination Centre (COPCC) Authorities) and is in draft form only' 2" CSEC 
indicated that, barring other operational priorities, the draft CSOI is scheduled for 
completion during the fiscal year:3n


16 Interviews with COPCC ManatA arid! 
2/ Interview with Director COPCC and COPCC Manager 
26 From Policy and Review Advisor, 1,xternal Review and Poilay 
as E-mail from Polley and Reviet.% rid'; ion, Extern& iteview and Policy Management 
.1cI Interview with Director COPCG,  See also e-mail from Policy rod Review Advisor, 


External Review and Policy Mariaa,1•,,:. t. 
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1(1. Physical footprint 


The COPCC is made up of two distinct physical spaces. The first is located on the second 
floor of the Sir Leonard Tilley Building. This is the space that was occupied by the 
former CANSOC and it is the 24/7 watch centre staffed by personnel from and 
ONC. 


The second space is on the fourth floor of the Sir Leonard Tilley :Building. This is best 
described as a command post location that normally sits unoccupied unless there is an 
exercise, event, or a crisis of sufficient proportion to call for the mobilisation of 
the command post. It is configured with a line of commandfwata officer workstations at 
its head with three rows of desks branching off with workstations for all key sections 
within CSEC. The number of people mobilised and the work stations occupied will 
depend on the nature and extent of the event/crisis. The space on the fourth floor is better 
viewed as flex space that can be used for the co-ordination of an actual event and as 
"space available" for other initiatives.'' 


.11. Satellite locations 


There is no satellite or alternate facility for the COPCC, per se. In the event of a 
catastrophic failure at the. Confederation Eleights location, a plan exists to shift operations 
and selected personnel Iowever, the systems focal 
point for the COPCC is at Confederation 


12. 


The COPCCI 


13. Relationship with other GC agencies and operations eeatri. 


The COPCC has nothing formal in terms of arrangements in its interactions with other 
GC operations centres. Interactions that do lake place are normally case-specific and are 
based on customer needs. The ONC Section regularly attends multi-departmental 
meetings to deal with Emergency Management. Likewise, the E&E Section will liaise 
with other GC operations centres as required depending on the nature of the exercise, 


31 Interviews with Director COPCC and! 
12 Interview with Director COPCC 
13 Mid 
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event or crisis.' While there are no formal arrangements, COPCC is a member of the 
Federal Operations Centre Working Group and is represented by (occasionally 
(ANC and/or E&E, as warranted). As well, the E&E team represents CSE(.1° at the 
Interdepartmental Exercise Coordinating Community (IECC) to keep CSEC management 
informed of exercise developments and plans that will have an. impact on emergency 
management decisions taken at ADM EMC (Emergency Management Committee) and 
national security decisions taken at ADM NS OPS (National Security Operations). 


B. E&E SECTION AND THE SELECTED MAJOR EVENTS 


I 


Specific to this review was an examination of the role of the E&E Section in CSI C's 


I 


support to the CiC 


The COPCC, led the pan-CSFA.: - -oft to co-ordinate e corporate response to both the 
and The CSEC 


participation in the events included teams' 
operating from the COPCC-Training and multi-departmental exercises took 
place to test and refine procedures. Lessons learned were documented and are being 
utilised to develop planning for the future. 


I. Personnel 


For both land I a total of personnel were 
assitmed to the E&E Sectionhi teams. The teams often workedl-- I 
 Ion extended hours (ranging from eight to twelve hour workdays and on-call 
during off hours and on weekends) over lengthy periods of time. 'Fite COPCC 
Office personnel) provided 24/7 support.. 


2. Training 


A common approach to training was adopted for both events I 
and this continues to be utilised today. It was based on a road op (the Surge 


[raining Plan) developed by the in 
collaboration with the COPCC I c h. tea m,3' Subjects included in the training that have 
either a direct or indirect nexus to compliance and privacy include CRC) Function, 
sicarr Legal Framework, ITS Familiarisation; Use and Dissemination of SIGINT, 
External Review - Disclosure Risk Management, and Document and Equipment 
Handling. 


Team members completed all training requirements as outlined in the referenced
document (specifically the checklist courses/training   I This was 
accomplished either during the team's preparation bor in some cases. 
career experience/training from other positions held within. CSEC.. 


34 MU 
CERR1D #526508-V I C, Sury Trdining Plan] 
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Training for the team was provided via the following methodsltechniques: 


a) formal instruction; 


b) one-on-one instructionimentoring; 


c) train-the-trainer, (a team member received the instruction/direction and passed it 
on to the rest of the team); and 


d) On-the-Job-Training during the first few days 


3. Exercises 


reises  to confirm readiness were developed and conducted for both 
events, These included: 


'11 
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5 interview with ERIE Manager, 
CEP, . LNAP  (page 3. 
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Future Operations 


CSEC advises that, in the future, COPCC E&E will likely develop tailored event 
management contingency operations (CONO.Ps) to govern its participation it 


operations as required, on a case-by-ease basis. One possible example 
cited was If CSEC is invited. to participate as a 
member ()Ian RCMP-led JIG, then a CONOP would be developed to rmide and direct 
that participation 41 


4. Policies 


The applicable OPS policies that governed the E&E team 
in support of JIG clients were: 


Privacy of Canadians


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of CSEC Activities (December 23, 2009 and March 11, 2010); 


• OPS-1-1, Procedures fin- Release of Suppressed Information from SIGINT 
Reports (May 8, 2008); 


• OPS 1-6, Operational Procedures for Naming and Releasing Identities in Cyber 
Defence Reports (March 11, 2010); 


• OPS-1 -7. SIGINT Naming Procedures (September 29, 2004); 


• ON-1-8, Active Monitoring of Operations to Ensure Legal Compliance and 11w 
Protection of the Privacy of Canadians (December 23, 2008) ; 


OPS-1-10, Operational Procedure: vlbr Metadata Analysis 
(September 26, 2008). 


Support to CMS and  Law Enforcement A tei 


IRRELEVANT 


Security/Control of SIGINT 


• OPS-5, Canadian SIGINT Security Stanclards (C.SS',57 (March 1. 1995); 


OPS-5-1, Operational 1.1:ve of the Internet (January 27, 2005); 


• OPS-5-2, CS'E SIGINT Reporting Procedures (superseded by a CSE slaiNT 
Operations Instruction COI-4-1 SIGINT Reporting); 


41 E -mail from Poiicv and Review Advisor, External Review and Policy Management 
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OPS-5-3, Write-To-Release (WTR) Procedure.? (October 18, 2002); 


• COS-5-6, Providing access to maw' Mfbrmation (March 29, 2004); 


• OPS-5-8, GAMMA Handling Standards (July 11, 2007); 


• OPS-5-9, End Product Sonitization/Action-on Procedures (May 10, 2002); 


• OPS-5-14, Superseded by a CSSD 103 The SIGINT ClassfficationSystem; 


▪ OPS-5-15,Veed-to-Know Guidelines (April 13, 2004); 


CSSD-2101, Dissemination qfSIGINT 42


According to CSEC, the standard identity disclosure procedure used with the RCMP's 
Sensitive information Handling Unit (WILL) worked  and is 
being formally defined in a Memorandum of Understanding between RCMP and CSEC..43
CSEC advises that both it and the RCMP are continuing the drafting of the Memorandum 
of Understanding regarding S1OINT handling and anticipate that the MOU could be 
concluded during FY 4 1


The need for time-sensitive policy authorisations for the release of suppressed identity 
information in SIG1NT reports 


prompted the Chief to approve a specific and unique. instrument 
developed for the .1-:&E team, ".Proeedures for identity Management, Actions-on and 


This instrument was signed Sannizations 
into authority on and was valid for It 
provided delegated authority by name to two members of the 1,8::E team for 
"identity management, sanitization and action-on. decisions within established 
procedures". Specific direction was given as to when, how, and in what circumstances 


threat-to-life; non-threat-to-life), this delegation was to be exercised and who a 
MIA be informed whenever the delegation was exercised. Additionally, in 


the case. csf iron-threat-to-life circumstances, if approvals had not been Obtained from 
as required, the E&E Team were authorized to take action based on a 


single approval from either the DGPC or Director COP. 


'42 E-mail from Policy and Review Advisor, External Review and Policy Management 
4:5 E..'xcierta from the CSEC Chiefs Annual Report to the Minister of National DefeneiMpaws 7-8. 
in an c-mail .from Policy and Review Advisor, External Review and Policy Management, 


I CS /X:. advised that the dralling of this MM./ is ongoing and its completion is anticipated 
for Year' 


" E-mail from Policy and Review Advisor, External Review and Policy Management,' 
45 E-mail ftom Policy and Review Advisor, External Review and Policy Management, 
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The instrument was only used once during the course of I when a 
disclosure was made to the CSIS Liaison Officer atter normal working hours.' 


Forte with the Chief's approval, a similar authority was developed and 
approved.lf The essence of the authority provided the following: 


Two managers within the Group were authorized to release 
Canadian identities to CROs and the COPCC simultaneously with report releases. 
During core hours, efforts were to he made to obtain DGPC approval for 
contextual identification approvals of all CSEC reports. However, if approval 
could not be obtained within 30 minutes, the managers were authorized to 
approve all contextual authorizations and inform the DGPC Mier the fact that they.
had done so. DGPC reserved the Tight to cancel any report ilMdisagreed with 
the approval given by the managers. 


The ZOPCC Events Team was given authority to approve 
sanitizationiaction-on requests for threat-to-life situations where there was no time 
to contact The COPCC Events team had to notify the 
Manager, Operations Policy as soon as possible after the fact and provide the 
information normally required for sanitisationiaction-on requests. The Manager 
Operations Policy would, in turn, then review and handle the requests in 
accordance with existing policy after the fact. 


CSEC advises that consideration will he given to using a similar instrument in the future 
for events on a case-by-case basis. The decision to do so would lay with the Chief 
CSEC for approval and would be guided by a variety of factors including SEGINT 
support requirements, I disclosure risk 
management, threat levels and t at member experiencerth


IT Security Policies 


While the focus of this review was largely on the SIGINT activities, CSEC advised that 
there were several IT Security concept of operations documents that applied to both the 
 Sandi which guided the E&E team in addition to those 
already cited.49 These included: 


Interview with E&E Manager, See also e-mail from Policy and Review Advisor, 
External Review and Policy Ma114,: I": le ill .111C disclosure request forms that relate to this 
issue are CERRID ,'.'4685114 and CERRID 4.5829 g 


CERRID7:56••• ):'.:;, I Release of Canadian Identities and Approval of SanitirationslActiuns-On 


IT-rw. i! from Policy and Review Advisor, External Review and Policy Managem 
E-mait from Policy and Review Advisor, External Review and Policy Managetnel 


2016 03 17 AGCO258 24 of 36 
A-2017-00017--03462 







_20_ TOP SECRET/NU/CEO 


ITS CONOP (.%)ncept of Operations: IT Security Operational Response to 


:ITS COMSEC Support 


'2 and 


0 NC 


For the period under review, the COPCC made extensive use of an internal website. The 
Commissioner's office was advised that this business practice continues today. 


3 


For the purpose. of this review, and due to the great number of documents (recalling 
role to support various internal CSEC operational or serv,ice support areas 


during off-hours/weekends and ONC's role to provide 24/7 technical, cryptological and 
SKINT operational support), CSEC provided two web-links for the (ONC that 
contain CSEC's working (tids/SOP's etc.54 The internal web links are: 


and 


54' CERRO It 173802, IT Security CONOPI Note: Section 4 GT Security 
Support Costs) and Annex B (Standby Costs) of this document outline support costs and provide a detailed 
breakdown of standby costs as per the collective agreement. These sections have been removed from the 
document as they are not relevant to the terms of rcference for this review, 


CERRID #429692 VIA COMSEC Support 
CERR1D #431563 V 


" CERRO P131547 V 
` i E-maii Iron: Policy and Review Advisor, Eternal Review and Policy Managemem 
These are -everanterf ' sites that ace being continually updated to reflect current needs/operations. CSEl,.l! 
cautioned that it cannot confirm that the content present reflects what was in place during the review period 
as indicated in the Terms of Reference, CSEC therefore draws the readers' attention to nuxlifieation dates 
on the documents posted on the website. 
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5. The Operationts) 


7'eam Roles 


For both and titer-  team roles included: 


• Gathering requirements/foreign leads; 


Delivering appropriate end product reporting, relaying feedback, refining 
requirements; 


Advising clients on interpretation, use and handling of information: 


• Educating clients on capabilities and authorities; 


• Adhering to the SIHU governance model for disclosure and information sharing 
in the JIG; 


Providing time-sensitive support to the JIG Commander in the 
event of an urgency; 


Urgent SIGINT to the as required (ACM? 
CF Canada Command.); and 


• Courtesy provision of SIGINT to CFLOs, SOFCOM, CS IS LOs55


Durine, boil Ithe teams 


Priorities (used as training themes cold ax actual, priorities during 


ss CERRID 8547894 v 18, COT( Briefing to SIGINT Bo:;trd,1 I and CERR1D 
1551574 vl COPCICI krielinnlo RCMP 11R; Federal Partners' 
56 Interview 1.2:E C9-ordinator, 
57 CERRID it547894 v I 8, C01.-ICIL Bneting, to SIGINT Board, 
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IRRELEVANT 


IRRELEVANT 


6. Si.MI T R ortinn and Disclosure of '1.1 nnresss o ma ~tlttns to 
CC Clients 


During the course of Ia total oiNSIGINT end 
product reports were deemed pertinent to the operation and shared with JIGISIII1J clients. 
There were a total of requests for release of suppressed Intbrmation about 
Canadians, which in turn resulted in the disclosure of a total of individual 
pieces of Canadian identity information. 


Identity releases were, with one exception, accomplished through the standard identity 
disclosure procedure. In the one exception, Canadian. identity information was disclosed 
pursuant to the unique policy instrument established by the CSEC Chief 


(see Supporting Policy Section above). 


During the period, the CSEC team sharedESIGINT end product reports with 
RCVS EHU clients. These generated a total of=equests for release of suppressed 
Information about Canadians, which resulted in the disclosure of _individual pieces 
of Canadian identity information. 


Upon the request of the Canadian Security Intelligence Service, one end product report 
to  designated Canadian Eyes Only was converted to "Rel to US" and released to 


the US. °  The wording contained in the body of the report was not 
altered in any way. The Commissioner's office examined the circumstances leading to the 
release of the Canadian Eyes Only report and had no questions.61


CERRID 177.4656 vl COPCC Capture Document page 3. Note: While reference 
is made tcIRRELEVANwithin COPCC documents, this operation was not examined and is outside the 
review's specirieR:Kitt; on the COPCC, although it  was a part of the overall operation. 


Interview with E&E Manager,' 
(23 E-mail from Policy and Review Acivi!,or, ial,:rn,ii Review and Policy Management 


CERRlD n46966-311, Request for downgrade of classification, 
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VIII. FINDINGS 


As an organization, the COPCC and its sub-components provide CSEC with around-the-
clock technical, messaging, cryptographic and operational support, and real-time threat 
awareness. It also provides crisis-related information to different elements at CSEC, (IC 
departments and agencies, Canadian Forces Commands 


The COPCC enhances and streamlines CSEC"s activities in support of broader 
OC direction and objectives. As such. it is subject to the same laws, ministerial direction, 
and established policies and procedures as the rest of the organization. 


A major objective of this review was to examine and acquire a detailed knowledge and 
understanding of the role, organization, makeup and activities of the COPCC in general 
and the 13,&E Section in particular. As a result, a significant part of this report is dedicated 
to explaining and documenting the information acquired, like a study. 


A) LEGAL REQUIREMENTS 


Finding no. Compliance with the Law 


Based upon the information reviewed and the interviews conducted, CSEC 
conducted its support to major events through the COPCC in accordance with the 
law. 


CSEC advised that there are no -foundational legal opinions applicable to this review_ 
This is not surprising because the activities reviewed, although conducted 


are not different than those conducted regularly as 
part of CSEC's amndate. The Commissioner's office did not identity any other activities 
that would suggest a requirement for specific consultation with counsel. Additionally, 
CSEC's Directorate of Audit, Evaluation and Ethics (DAEE) advised that there are no 
relevant audit or evaluation reports in relation to the review. 


Two major events and certain associated activities of the E&E section were chosen ibr 
examination for compliance with the law, ministerial direction, and policies and 
procedures. These activities were not unique in their nature beyond the fact that, 


Since 
the E4,1:i' Section's' cam were operating in. a multi-departmental / agency 
environment  and under potentially heightened levels of pressure, 
the Commissioner ished exatoine the related activities to ensure that established 
policies and procedures related to compliance and privacy were not compromised in these 
uniqtie situations. 


In general, and for the activities examined, the Commissioner's office 'found that EitE 
managers and other employees involved in the major events were aware of and complied 
with legal requirements. 
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For the period under review, the activities conducted by the E&E Section in its support to 
the two major events did not appear to present any greater risk to the privacy of 
Canadians than activities conducted by other sections of CSEC. The activities reviewed 
for this report involved only a minimal number of private communications and 
information about Canadians. 


The NDA requires that CSEC provide foreign intelligence in accordance with 
Government of Canada intelligence priorities (paragraph 273.64(l )(a)), CQPCC activities 
in support ol an" !resulted in the production a#  reports shared 
with numerous clients on various .foreign intelligence subjects such as! 


I 
The Commissioner's office examined all of the reports and had no questions. 


To ensure compliance with the law and appropriate measures to protect the privacy of 
Canadians, the Commissioner's office also examined in detail CSEC's processing of all 
requests for and associated releases of Canadian Identity Information suppressed in 
CSEC's foreign intelligence reports, produced in support of both the major events under 
review. The Commissioner's office has no questions about any of the requests or 
associated disclosures. The justifications given by the requesting departments and CSEC 
activities met established criteria that have been examined in detail in past reviews and 
assessed as appropriate and reasonable. The authorities and justifications put forward for 
the disclosures by the requesting agencies met the established criteria and were 
appropriate. 


Finding no. 2: Privacy Incident 


CSEC took appropriate corrective action in a timely manner in response. to the 
privacy incident it recorded relating to the subject of review. 


There is a relevant entry in CSEC's Privacy Incident File {Pin .for 
concerning a list of selectors drawn up 


 or a mciadata analysis project, 
and a related entry 


while e incident relates to CSEC work 
or 17,&Ci Section. The incident involved the 


The purpose of this project Was to compile 


We note that 
it did not involve the COPC:C 


contact Chaining 


threats 
his was a strategic project with the objective of identifying potential 


This entry was investigated in some depth and addressed in the Commissioner' 
review of CSEC's PIF. The circumstances of this incident were examined in greater 
depth as part of this review and the Commissioner's office concludes that the incident 
was handled and resolved appropriately. 
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B) MINISTERIAL REQUIREMENTS 


Finding no. 3: Ministerial Direction 


Based upon the information reviewed and the interviews conducted, CSEC 
conducted its support to major events through the COPCC in accordance with 
ministerial direction. 


COPCC and support to major events activities are not subject to any specific reporting or 
other requirements under ministerial authorizations or directives. This is not surprising 
because the activities reviewed,' 


  are the same as those conducted regularly as part of CSEC's mandate. The 
Commissioner's office did not identify any other activities that would suggest a 
requirement for specific ministerial direction. 


n ;general, and for the activities examined, the Commissioner's office found that E&E 
managers and other employees involved in the major events were aware of and complied 
with ministerial requirements. 


C) POLICIES AND PROCEDURES 


Finding no. 4: Appropriateness of Policies and Procedures 


Operational policies and procedures for activities in support of major events are in 
place and provide sufficient direction to CSEC employees respecting the protection of 
the privacy of Canadians. 


The COPCC as an organizational structure and CSEC activities conducted in support of 
major events are subject to the full range of CSEC's policies and procedures. 


The COPCC has established and maintains a closed website that serves as a ready 
reference by providing a single location for personnel to access policy guidance, 
procedures, SOPs and other direction. Although not yet in place, work is ongoing to 
institute a. CSOI specifically addressing the COPCC (see Finding no. 5 below). 
Additionally, a unique policy and procedure instrument was instituted 
 Ito meet specific challenges unique to that particular 
event (sec Finding no. 6 below). 


Finding no. 5: Policies and Procedures for the COPCC 


Operational instructions provide limited direction specific to the functioning of the 
COPCC. 
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For the time period under review, there was no specific- policy or procedure document, such 
as a Canadian MINT Operations Instruction (CSOI), in place applicable to the COPCC. 
CSEC advised that a CSOI is currently being developed (CSOI-?-I MC Operational 
Production and Coordination Centre (COPCC) Authorities). The Commissioner's office 
reviewed a draft table of contents of the CSOI. CSEC advises that the anticipated timeframe 
for the draft :to be ready for senior management review is assessed to be within fiscal year 


 `The Commissioner encourages CSEC to promulgate the CSOI for the COPCC 
soon as is practically possible. 


Finding no. 6: Policies and Procedures for Major ,ents 


The use of a temporary policy instrument during  and a 
similar instrument during thee.to streamline approval processes for 
identity management, actions-on and sanitizations was appropriate. 


For the  : the Chief approved a specific and unique instrument for the 
E&E, team, "Procedures for identity Management, Actions-on and Sanitizations during 
the It provided delegated authority by name to two 
members of the CSEC E&E team tbr "identity management, sanitization, and 
action-on decisions within established procedures". The driving motivation to institute 
this temporary instrument was the 
 I In actual terms, the instrument was only utilized once during the 
course of the event. 


Likewise, duriro,)   with the Chief's approval, a sinn la.r authority was 
developed and approved. TWO managers within the Group were 
authorized to release Canadian identities to CROs and the COPCC simultaneously with 
report releases. As well, the -COPCC Events Team was given authority to 
approve sanitizationiaction-on requests for threat-to-life Situations 


IThe COPCC Events team had to notify the Manager, 
Operations Policy as soon as possible after the fact and provide the information normally 
required for sanitisationiaction-on requests. 


The Commissioner's office has no questions about the use of these temporary policy 
instruments in the circumstances reviewed. In general, the Commissioner's office accepts 
the need for temporary instruments of this type in order for FOSEC assets to 
provide the necessary support in a timely fashion, particularly when a risk to life may be 
involved. 


Finding no. 7: ihvareness of Personnel 


CSEC managers and other employees interviewed were aware of relevant policies 
and procedures and their application to the COPCC and major events. 
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In general, and for the activities examined, the Commissioner's office found that the 
managers and other employees involved in the COPCC and major events were aware of 
and complied with policies and procedures. 


Finding no. 8; Management Control Framework 


CSEC managers routinely and closely monitored its support to major events 
through the COPCC to make certain the activities complied with governing 
authorities. 


For the activities examined, CSEC maintained an appropriate document trail and closo 
supervision of support activity was exercised within the COPCCI 
 for th events. 
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IX.. CONCLUSION 


Major events carry. with them a number of-obligations and implications rim- the CiC, 


likewise (depending on the nature of the event). 


the GC may call upon CSEC for the 
provision f foreign intelligence. 


This is the first review of the COPCC, which is the new Operational Coordination 
directorate, created within the Director General for SIGINT Programs. Since the COPCC 
may be operating in an environment of high pressure (or even crisis) during the conduct 
of a major event, the possibility of an error occurring, in either procedure or judgement, 
may be greater than during normal day-to-day operations. The potential impact on the 
privacy of Canadians or non-compliance with the law while conducting certain of these 
activities could be significant. 


two events I 
landI I both of which offer good examples of 


activities conducted in support of major events. It is for these reasons that the 
Commissioner selected the COPCC and activities conducted in support of major events 
for review. 


The objectives of the review were for the Commissioner to acquire a detailed knowledge 
and understanding of the role, organization, makeup and activities of the COPCC in general 
and the E&l Section in particular; to acquire detailed knowledge of, and to document, 
(SEC's activities in support of major events generally; to assess whether the SIGINT 
activities conducted in support of two major events' 'complied with the law; to 


css t1)..2. extent to which the MINT activities conducted in support of two major events 
',,,ere conducted in accordance with the requirements of applicable. Wks and MDs; 


and It r, l °.-v to assess the extent to which CSEC protected the privacy of Canadians in 
cacryin.,1, out the WANT activities in support of land 


I 


Based upon the information reviewed and the interviews conducted. CSEC conducted its 
support to major events through the COPCC in accordance with the law and ministerial 
direction. 


MC took appropriate corrective action in a timely manner in response to a privacy 
incident it recorded relating to the subject of this review. 


Appropriate operational policies and procedures were in place and provide sufficient 
direction to CSEC personnel respectitu2 the, orivecv<oCCenadians. The use of temporary 
policy instruments during' oth thel andI Ito streamline 
approval processes for identity management:_ actions-can and san tizations was appropriate. 


2016 03 17 AGCO258 33 of 36 
A-2017-00017--03471 







- 29 - TOP SECRETUSIIICE0 


However, operational instructions provide limited direction specific to the COPCC. It is a 
positive development that CSEC has recognized this gap and is developing an operational 
instruction respecting the activities of the COPCC. Both CSEC managers and their 
employees were aware of relevant policies and procedures and CSEC managers routinely 
and closely monitored the support to major events activities to ensure the activities 
complied with the governing authorities. 


Finally, it is concluded that the activities conducted by the ES:13 Section in support of major 
events do not appear to present any greater risk to the privacy of Canadians than activities 
conducted by other sections of CSEC. 


There are no recommendations specific to this review. 


A list of findings and recommendations is enclosed at Annex A. 


i\( , 7"T" 4,e). r • • 


Robert Decary. Commissioner 
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ANNEX  A — Findings 


Finding no. I: Compliance with. the Law 


Based upon the information reviewed and the interviews conducted, CSEC 
conducted its support to major events through the COPCC in accordance with the 
law. 


Finding no. 2: Privacy incident 


CSEC took appropriate corrective action in a timely manner in response to the 
privacy incident it recorded relating to the subject of review. 


Finding no. 3: Ministerial Direction 


Based upon the information reviewed. and the interviews conducted, CSEC 
conducted its support to major events through the COPCC in accordance with 
ministerial direction. 


Finding no. 4: Appropriateness of Policies and Procedures 


Operational policies and procedures for activities in support of major events are in 
place and provide sufficient direction to CSEC employees respecting the protection of 
the privacy of Canadians. 


Finding no. 5: Policies and Procedures for the COPCC 


Operational instructions provide limited direction specific to the functioning of the 
COPCC. 


Finding no. 6: Policies and Procedures Jr Major Events 


The use of temporary policy instrumentsi 
streamline approval processes for identity management, actions-on a 
sanitizations was appropriate. 


Finding no. 7: Awareness of Personnel 


t0 


CSEC managers and other employees interviewed were aware of relevant policies 
and procedures and their application to the COPCC and major events. 


Finding no. 8: Management Control Framework 


CSEC managers routinely and closely monitored its support to major events 
through the COPCC to make certain the activities complied with governing 
authorities. 
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ANNEX B — Interviewees 


Director, CSEC Operational and Production Coordination Centre 
Manager, CSEC Operational and Production Coordination Centre 
Manager, COPCC Events and Exercise Section 
Analyst, COPCC Events and Exercise Section 
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EFFECTIVE DATE 


The effective date of this version of CSSS-100, Canadian SIGINT Security Standards is: 
2 September 2011. 


RECORD OF AMENDMENTS 
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1.1 Introduction 


1.1.1 Contents This chapter contains the following topics: 


Topic 
1.1 Introduction 
1.2 Authorities 
1.3 What is SIGINT? 
1.4 CSEC and the CSSS 
1.5 Application 


1.1.2 Objective The objective of the Canadian SIGINT Security Standards (CSSS) 
is to ensure consistent protection of Signals Intelligence (SIGINT) 
disseminated to and used by affected Government of Canada (GC) 
departments and agencies. The CSSS are issued under the authority of the 
Chief of the Communications Security Establishment Canada (CSEC). 


1.1.3 Contents CSSS covers all aspects of SIGINT security including: 
of the CSSS 


• Special Intelligence (SI)1 classification and markings; 
• departmental requests for access to SI; 
• SI handling procedures; 
• Electronic Intelligence (ELINT) and Foreign Signals Instrumentation 


Intelligence (FISINT) handling procedures; 
• the SIGINT Information Technology (IT) and Physical Security 


certification and accreditation process; 
• personnel security related to the indoctrinations required to work with 


SIGINT; and 
• information security for SIGINT systems. 


Additional documentation concerning the protection and control of SIGINT is 
contained in the CSSS-100 series of policy instruments (all of those that are 
referenced in this document are available on the CSEC page on the Canadian 
Top Secret Network (CTSN)3 central site), which supplement CSSS when 
more detailed information is required on specific subjects. 


Special Intelligence (SI) replaces the COMINT control system marking, for more details see Chapter 2: Special Intelligence 
Classification and Markings. 
2 The CS SS series policy instruments will replace the former OPS-5 series of procedures. 
3 The CTSN replaces MANDRAKE. 
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1.2 Authorities 


1.2.1 
Legislative 
Context 


Pursuant to the National Defence Act (NDA) (Part V.1): 


• CSEC's mandate is to acquire and use information from the Global 
Information Infrastructure (GII) for the purpose of providing foreign 
intelligence, in accordance with Government of Canada (GC) intelligence 
priorities (NDA, Section 273.64 (1)(a)). The information so acquired and 
used is referred to as SIGINT. 


• The Chief of CSEC (CCSEC), under the direction of the Minister of 
National Defence or any person designated by the Minister, has the 
management and control of the Establishment and all matters relating to it 
(NDA, Section 273.62(2)). The CCSEC is responsible for all aspects of 
SIGINT policy, operations and administration in Canada and affecting GC 
departments and agencies. The CCSEC has delegated responsibility for 
SIGINT security policy to the Deputy Chief, SIGINT (DC SIGINT). 


1.2.2 These standards are issued under the authority of Appendix B, 
Authority "Responsibilities of Lead Security Agencies," in the Policy on Government 


Security (PGS). This part of the policy identifies CSEC as the Government of 
Canada's national authority for SIGINT. As such, CSEC is the lead agency 
responsible for SIGINT security in Canada. 


1.2.3 National 
Authority for 
SIGINT 


CSEC is the only Canadian organization authorized to: 


• collect SIGINT for foreign intelligence purposes; and 
• conduct liaison with Canada's cryptologic allies. 
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1.2.4 Policy Consistent with the PGS, the following principles must be followed in the 
application of these standards: 


• there must be a balance between the use of SIGINT and the requirement 
to protect it - risk management should be used to achieve this balance; 


• where possible, CSEC will delegate responsibility for SIGINT 
accreditation to departments and agencies who have the capacity to 
exercise such functions (see Chapter 6: SIGINT Certification and 
Accreditation); and 


• CSEC will adopt a service-oriented approach in the delivery of advice and 
assistance to client departments and agencies. 


1.3 What is SIGINT? 


1.3.1 What is The term SIGINT potentially covers a wide range of activities; within this 
SIGINT? document SIGINT refers to the following: 


• SIGINT is information or intelligence intercepted or acquired from the 
GII and other communication and non-communication sources; 


• SIGINT activities and methods refer to the acquisition, processing, 
analysis, reporting, and dissemination of information or intelligence from 
the GII and other communication and non-communication sources. This 
can involve traditional interception and processing methods as well as 
alternative techniques designed to collect or enable the acquisition or 
processing of information from specific information systems and 
communications; and 


• SIGINT comprises, either individually or in combination, COMINT, 
ELINT and FISINT. 


1.3.2 Why 
protect 
SIGINT? 


SIGINT, and in particular COMINT, is vulnerable to easily applied 
countermeasures. Hence, the CSSS is primarily concerned with the protection 
of COMINT. ELINT and FISINT generally require less restrictive handling, 
and are addressed separately in Chapter 5: Protection ofELINT and FISINT. 
When security measures are intended to apply to all three components, the 
term SIGINT will be used; otherwise the terms COMINT, FLINT and FISINT 
will be used separately. 
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1.4 CSEC and the CSSS 


1.4.1 CSEC 
and the CSSS 


CSEC's unique role as the national GC agency that produces SIGINT reports 
and manages the distribution and handling of SIGINT has the following 
implications: 


• CSEC is responsible for producing the CSSS, which is a set of standards 
to ensure the protection of SIGINT in GC departments and agencies; 


• CSEC is empowered to authorize other GC departments or agencies to 
either retain and/or process SI or to receive SI read-only service (using 
processes described in Chapter 3: Departmental Requests for Access to 
Special Intelligence); and 


• CSEC is required to carry out the provisions contained in the CSSS. 
However, because of its role as the producer of SIGINT, the 
responsibilities assigned to specific position-holders (e.g. the Senior 
Indoctrinated Official (SIO), COMINT Control Officer (COMCO), IT 
Security Coordinator (ITSC), etc.) in GC organizations may be structured 
differently in CSEC (e.g. duties assigned to a COMCO may be distributed 
across various position-holders or business areas rather than being 
discharged by a single person). 


The contact at CSEC for questions related to any of the provisions contained 
in the CSSS is the SIGINT Security Management Office (ssmo-dl@cse-
cst.gc.ca or @cse-cst.gc.ca on CTSN). This office will direct 
questions to the person or area in CSEC best able to answer them. 


1.5 Application 


1.5.1 Who can 
receive 
SIGINT? 


Any department or agency of the GC is eligible to receive SIGINT; the GC 
means a federal institution, as defined in subsection 3(1) of the Official 
Languages Act. In the CSSS, GC departments and agencies that are 
accredited to receive and retain SIGINT are referred to as Authorized 
Organizations; those that are not so accredited are referred to as Client 
Organizations. 
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1.5.2 
Application 


1.5.3 What 
happens if 
standards are 
not applied? 


1.5.4 
Enquiries 


The CSSS are applicable to all Canadian organizations and individuals 
authorized to have access to SIGINT information and assets. 


The consequences of not applying these standards could include: 


• security breaches or violations leading to the loss or compromise of 
classified information, intelligence sources or other assets; 


• breaches of international agreements which provide for the exchange of 
intelligence or intelligence technology; 


• the withdrawal of services from and loss of access to SIGINT by the 
offending agency and/or individual(s); and 


• possible prosecution under the Security of Information Act (SOIA) since 
SIGINT may constitute special operational information as defined under 
that Act (see Chapter 4: Protection of SIGINT Information for more 
information on safeguarding SIGINT). 


The Manager of the SIGINT Security Management Office at CSEC should be 
contacted about all questions that relate to these standards (ssmo-dl@cse-
cst.gc.ca or -0_,cse-cst.gc.ca on CTSN). 
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Chapter 2: Special Intelligence Classification and Markings 


2.1 Introduction 


2.1.1 Contents This chapter contains the following topics: 


Topic 
2.1 Introduction 
2.2 The Special Intelligence Control System 
2.3 Determining What to Classify 
2.4 How to Classify 
2.5 Obsolete Classification Markings 
2.6 Second Party Classifications 
2.7 5-Eyes Equivalencies of Canadian Classifications 


2.1.2 Purpose 


2.1.3 What is 
SIGINT? 


In accordance with the objectives of the Policy on Government Security 
(PGS) to ensure that GC information is safeguarded from compromise, 
classified information must be marked or otherwise identified at the time it is 
created or collected, to alert those who use it that it must be protected at the 
applicable level. The originator of information is responsible for applying the 
classification marking to the material. This chapter should be used by readers 
as a guide to assist in correctly classifying, and if necessary, adding control 
markings to documentation. 


Note: CSEC document CSSS-103, The SIGINT Classification System, 
provides details on different classification markings. CSSS-103 is available 
from the CSEC page on the CTSN central site. 


Signals Intelligence (SIGINT) is technical information and/or intelligence 
comprised of (individually or in combination) communications intelligence 
(COMINT), electronics intelligence (ELINT) and foreign instrumentation 
signals intelligence (FISINT). 
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2.1.4 
Classifying 
COMINT 


2.1.5 General 
Principles 


SIGINT is classified as prescribed in this document. The control systems and 
special markings described in this chapter normally only apply to information 
protected by the Special Intelligence (SI) control system (see section 2.2.2). 
Other types of SIGINT, notably ELINT and FISINT, are normally classified 
only in the national interest, e.g. SECRET, with no special control systems 
required. (See Chapter 5: Protection of  FT1NT arid FISINT for information 
on the handling of ELINT and FISINT.) 


Safeguarding classified and protected information is the responsibility of 
everyone holding a security clearance. The following list provides some 
basic principles for the classification of information: 


• SI, particularly Exceptionally Controlled Information (ECI) and 
GAMMA, may be considered "Special Operational Information", as 
defined in and protected by the Security of Information Act (SOIA); 


• information "originators," i.e. SIGINT elements, are responsible for 
setting the classification level of their sources, methods, or reports (in 
consultation with intelligence partners or Second Party counterparts, 
where necessary); 


• authorized consumers of information who believe that the classification is 
not correct are encouraged to challenge the originator regarding the 
classification; 


• classified information provided by allies is safeguarded in the same way 
as Canadian classified information and vice versa (see section 2.6); and 


• conditions concerning further dissemination and control of proprietary 
information or sensitive allied information are respected. 
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2.1.6 Who Can The following officials within Authorized Organizations can be or should be 
Help? consulted: 


• a Senior Indoctrinated Official (SIO); 
• a COMINT Control Officer (COMCO); 
• a Deputy COMCO (D/COMCO); and 
• an Information Systems Security Officer (ISSO) where SIGINT-related 


systems are present. 


If the Authorized Organization wishes to store GAMMA, it must also appoint 
a GAMMA Control Officer (GCO). This can be the same person as the 
COMCO or the D/COMCO. 


Authorized Organizations that do not rely entirely on electronic storage of SI 
must also establish within the SIGINT Secure Area (SSA), a registry system 
to receive, distribute, and store SIGINT, specifically SI, separately from other 
classified non-SI information. The individuals listed in this paragraph can 
provide advice and guidance in any areas related to the protection of SIGINT. 
Their specific duties are discussed in Chapter 3: Departmental Requests for 
Access to Special Intelligence. 


2.2 The Special Intelligence Control System 


2.2.1 Control 
Systems 


Control systems are in place in Canada and in the countries of its SIGINT 
partners to give additional protection to classified information derived from or 
concerning sensitive sources, methods or techniques. An "indoctrination" 
consisting of a formal briefing and a signed acknowledgement is required 
before accessing any information protected within a control system. Such 
information is known as "compartmented information". 


The control systems in use within Canada are: 


• Special Intelligence (portion marking is SI); and 
• TALENT KEYHOLE (portion marking is TK). 
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2.2.2 The 
Special 
Intelligence 
Control 
System 


2.2.3 Special 
Intelligence 
Sub-Control 
Systems 


2.2.4 
Originator 
Controlled 
(ORCON) 


The Special Intelligence control system refers to a method that is used to 
ensure the secure handling and control of intelligence derived from 
communications intelligence. SI control system markings must be applied to 
information that, if compromised, could injure national interests. The SI 
control system must not be used as a means of providing increased security 
for non-SI information. 


Note: In May 2011, the US Controlled Access Program Coordination Office 
(CAPCO) obsoleted `COMINT' as a control system marking and replaced it 
with `SI'. Following CAPCO's decision, CSEC is now using the 'SI' control 
system marking to protect COMINT information, and the COMINT control 
system is now the Special Intelligence control system. While these changes 
affect the use of COMINT as a control system marking or the name of a 
control system, COMINT remains the appropriate abbreviation for 
communications intelligence as a discipline. 


SI derived from or referring to especially sensitive sources and methods may 
be further compartmentalized and disseminated to a limited number of 
recipients on a strict need-to-know basis. SI sub-control system markings are 
used for this purpose; they include GAMMA and ECI, both of which may 
only be classified in the national interest at the TOP SECRET level, e.g. ECI 
can never be simply SECRET. 


ORCON is a US dissemination control marking added to SIGINT information 
to indicate that dissemination beyond listed addressees is subject to approval 
by the originator of the report. 


CSEC Operational Policy gcse-est.gc.ca on CTSN) must be 
notified and asked to obtain approval for actions taken with regard to SIGINT 
reports issued by Second-Party agencies (i.e. DSD, GCHQ, GCSB and NSA) 
that are marked ORCON and that will be disseminated outside Canada to 
organizations that are not on the original dissemination list. 
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2.3 Determining What to Classify 


2.3.1 What 
Materials are 
SI? 


2.3.2 
Classifying E-
mail, 
Electronic 
Calendar 
Entries and 
Attachments 


Material that contains COMINT must bear the security classification 
appropriate to the most highly classified COMINT included, as well as any 
associated sub-control and/or dissemination control markings as appropriate. 
The following are some examples of the types of material that may be 
classified SI (the list is not exhaustive): 


• papers; 
• documents; 
• assessments; 
• summaries; 
• briefings; 
• reports 
• data; and/or 
• essential elements of information. 


Additionally, any format in which such SI classified material may be stored, 
e.g. paper or soft copy, diskette or cd-rom, should be marked with the 
classification of the most sensitive information contained in or on such media. 
SI conversations via a secure communications device are also technically 
considered classified. 


E-mail and electronic calendar entries should bear the classification and 
control markings relevant to the content, including attachments. E-mail and 
electronic calendars must not contain information classified any higher than 
that to which the IT system or network is accredited. All users of a system or 
network should be aware of the highest possible classification of data allowed 
on the system. 


F,-mails or electronic calendar entries referring to the URLs of classified 
websites do not need to be classified unless: 


• the content of the e-mail itself or an attached document requires 
classification; or 


• the website URL itself discloses classified targets, sources or methods. 


Signature blocks of e-mails must be unclassified and must not refer to 
identifiable sources, targets or intelligence-gathering methods. 


16 


2017 01 05 AGCO259 1  ..-6f 1AO 
A-2017-00017--03490 







SECRET 
CSSS-100/Chapter 2 


2.3.3 
Classifying 
Non-SI 
Information 


2.3.4 
Classifying 
Information 
Referring to 
COMINT 


The classification of material that does not contain SI, but is related to 
COMINT and COMINT activities, often presents problems for the originator 
in determining which classification to apply. Although such documentation 
may not contain SI, it may nevertheless require SI protection because if it 
were compromised, it could cause injury to national interests, specifically to 
COMINT activities, such as the loss of a valuable COMINT source. 
Therefore, a document which: 


• indicates or implies success in the production of COMINT; and/or 
• concerns a COMINT technique; and/or 
• reveals the scale and direction of the COMINT effort to a degree that 


might result in countermeasures 


must bear the security classification appropriate to the most highly classified 
COMINT to which it relates. 


Examples: 
• details of the nature and extent of COMINT collaboration with Second 


Parties or other governments; and 
• the fact that a GC department or agency is a SI consumer. 


On some occasions, information that is not strictly SI may still reveal enough 
detail about COMINT activities to warrant protection in the national interest, 
such that the use of dissemination markings is appropriate. This information 
must be protected in the same manner as material that actually contains SI. 


Examples: 
• correspondence concerning lists of SIGINT-indoctrinated and de-


indoctrinated personnel; 
• COMINT procedural documentation; and 
• administrative details such as safe combinations, or passwords used to 


access systems handling/storing, or processing SI. 
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2.4 Classifying Information 


2.4.1 National 
Classification 
Levels 


As indicated in the PGS (section 3.1), government security includes the 
assurance that information is protected against compromise. National 
classification markings are used to safeguard information and ensure its 
proper handling. All information must be classified according to the degree of 
damage to Canadian national interests that could result should this 
information be compromised. The creator of a document is responsible for 
classifying it at the appropriate level. As shown in the following table, 
information may be TOP SECRET, SECRET, CONFIDENTIAL or 
UNCLASSIFIED, depending on the damage that might reasonably be 
expected to occur from compromise. 


If the information is... Then the compromise could reasonably be 
expected to cause... 


TOP SECRET Exceptionally grave injury to the national 
interest 


SECRET Grave injury to the national interest 
CONFIDENTIAL Injury to the national interest 
UNCLASSIFIED No injury to the national interest 
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2.4.2 What is 
Meant by 
Injury? 


Each GC department or agency that receives or handles classified material 
will have its own possible consequences from the compromise of such assets. 
The following table is intended only to provide some examples of likely 
consequences. The list is not exhaustive. 


Compromise of 
assets marked... 


Consequences 


TOP SECRET • threat to the stability of Canada or friendly 
nations 


• loss of life 
• exceptionally grave damage to the effectiveness 


or security of Canadian or allied forces 
• exceptionally grave damage to relations with 


friendly governments 
• exceptionally grave damage to the effectiveness 


of extremely valuable intelligence operations 
• severe long-term damage to the Canadian 


economy 
SECRET • increased international tension 


• serious damage to international relations 
• serious damage to the operational effectiveness of 


the Canadian Forces 
• serious damage to valuable intelligence 


operations 
• significant threats to the national critical 


infrastructure 
• serious damage to civil order 


CONFIDENTIAL • damage to Canada's diplomatic relations 
• damage to the operational effectiveness of the 


Canadian Forces 
• damage in the short term to economic interests 
• damage to the effectiveness of intelligence 


operations 
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2.4.3 
Constructing a 
Classification 
Line 


2.4.4 
Dissemination 
Control 
Markings 


For SI information, the classification line normally consists of three 
components: 


• classification in the national interest; 
• control system and possibly sub-control system markings; and 
• dissemination control markings. 


The components are separated by a double slash, i.e. "//". Control, sub-
control, and dissemination control markings distinguish SI from information 
classified solely in the national interest. 


A typical classification line might appear as follows: 


TEMPLATE: 


CLASSIFICATION 
MARKING


EXAMPLE: 


CONTROL 
SYSTEM 


MARKING 
regTEM MARKING 


TOP SECRET//SI-GAMMA//REL TO CAN, AUS, GBR, NZL, USA 


Dissemination control markings are used to limit the distribution of SI to 
specific individuals, groups, or nationalities. A dissemination control 
marking can take any form provided it is understood by the reader. 
Examples of dissemination control markings include, but are not limited to: 


• ORCON; 


• RESTRICTED; 


• Canadian Eyes Only (CEO); and 


• Release (REL) to .. . (where CAN is always placed first, then the trigraphs 
of the other countries in alphabetical order, separated by commas, see 
paragraph 2.4.3 for an example). 


Dissemination control markings may be used with any classification level, 
including UNCLASSIFIED, in some cases. 
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2.4.5 Overall When combining materials with different classification lines into one 
Classification document, the overall classification must reflect: 


• the highest classification of any portion used; 
• all control and sub-control system markings; and 
• the most restrictive dissemination control markings. 


Example: 
A document that quotes material classified CONFIDENTIAL//CEO + 
material from another source classified SECRET//SI//REL to CAN, GBR, 
USA = SECRET//SI//CEO. 


2.4.6 Default 
National 
Releasability 


2.4.7 
RESTRICTED 


Where there are no dissemination control markings in the classification line, 
the following default national releasability is assumed: 


• for SI reports/paragraphs, i.e. (S//SI) or (TS//SI), the default national 
releasability is REL to CAN, AUS, GBR, NZL, USA; and 


• for non-SI paragraphs, i.e. (S), the default national releasability is the 
national releasability of the SIGINT report. 


The following table gives examples: 


If classification of a SIGINT 
report is... 


Then the national releasability of a 
non-SI paragraph is... 


TS//SI CAN, AUS, GBR, NZL and USA 
TS//SI//REL to CAN, GBR, 
USA 


CAN, GBR and USA 


TS//SI//REL to CAN, AUS, 
GBR, USA 


CAN, AUS, GBR and USA 


RESTRICTED is a dissemination control marking applied by CSEC to its 
own product to ensure that certain information is only accessible by named 
individuals due to the sensitivity of the content or source. RESTRICTED is 
used only in conjunction with: 


• TOP SECRET//SF/Canadian Eyes Only; or 
• TOP SECRET//SI-GAMIVIA//Canadian Eyes Only. 


A RESTRICTED report may be identified by the serial number it bears, e.g. 
R 


21 


2017 01 05 AGCO259 ..-6f 1.40 
A-2017-00017-03495 







SECRET 
CSSS-100/Chapter 2 


2.4.8 
Communities of 
Interest (C01) 


2.4.9 Portion 
Marking 


2.4.10 
Placement of a 
Classification 
Marking 


A COI is a dissemination control that protects information in accordance with 
a common security statement defining the criteria for entitlement to access a 
COI and the required protection of the COI. Access to a COI is limited to 
authorized individuals following a formal indoctrination. 


When applied to classification markings, COIs are included in the 
dissemination control section of the classification and are separated from 
other dissemination controls with a single slash. The COI is the last 
dissemination control applied to a classification marking: 


• TOP SECRET//SI//REL TO CAN, US/[COI NAME] 


Portion markings are abbreviated classification markings that are used to 
classify individual paragraphs or sections of a report. The following table 
defines the components of portion markings that are most common on 
classified documents: 


The portion 
marking 


component... 


Is an abbreviation for... 


(TS) TOP SECRET 
(S) SECRET 
(C) CONFIDENTIAL 
(U) UNCLASSIFIED 
(SI) Special Intelligence 
(ECI) Exceptionally Controlled Information 


(G) GAMMA 
(TK) TALENT KEYHOLE 
(CEO) Canadian Eyes Only 
REL to Releasable to.. . (followed by the trigraph of the relevant 


nations) 
(OC) ORCON (Originator Controlled) 


The Treasury Board Secretariat requires that security markings appear on the 
top right corner of each page with the classification level and any subsequent 
Control System Markings in block capitals. Dissemination Control Markings 
which follow this may or may not be in block capitals. 
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2.4.11 When 
UNCLASSIFIED 
Becomes 
Classified 


Information that is UNCLASSIFIED may need to be classified when it is 
either: 


• compiled with other UNCLASSIFIED information, and if the ensuing 
compilation reveals sensitive information about intelligence 
operations, (also known as the "Mosaic Effect"); or 


• associated with intelligence operations. 


2.4.12 When 
Classified 
Becomes 
UNCLASSIFIED 


2.4.13 
Automatic 
Declassification 


Classified information may become "UNCLASSIFIED" either through 
declassification or sanitization. 


• Declassification is defined as "the authorized change in the status of 
information from classified to UNCLASSIFIED." The information 
remains unaltered. Declassification is normally applied to historic 
information. The permission of the originating agency (or its 
successor) is required; and 


• Sanitization is defined as "the process of editing or otherwise 
disguising SI to protect sensitive sources, methods or techniques. The 
aim of sanitization is to permit wider dissemination outside of SI 
channels." 


UNCLASSIFIED information concerning official SIGINT business, or 
resulting from the declassification or the sanitization of SI, must not be 
gratuitously disseminated for non-official use. Nor does 
UNCLASSIFIED mean information may be publicly released. 
Departments may add their own dissemination control markings to 
UNCLASSIFIED material to remind recipients not to disseminate the 
information unnecessarily, for example, "For Official Use Only". 


Canadian SI material is not subject to automatic declassification after a 
given time-period. 
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2.5 Obsolete Classification Markings 


2.5.1 Obsolete 
SI Codewords 


2.5.2 More 
Recent 
Codewords 


Prior to 1999, SI was protected by 5-letter "codewords" and/or caveats. 
Because the codewords themselves were classified CONFIDENTIAL until 
1997, unclassified references had to use generic wording, e.g. "TOP SECRET 
CODEWORD" (TSC) and "TOP SECRET Special Material". Information 
protected by obsolete codewords is still classified, and the level of protection 
against unauthorized disclosure mandated by the original classification and 
codeword must still be applied. 


The following table illustrates which codewords and their variations were in 
use from 1968, and may still be seen on SI reporting; for example, where 
systems cannot be modified to accept the marking "SI", or on historical 
documents. 


Classification Codeword Abbr. Category 


Current Usage 


CSEC 
Serial # 


SI Control 
Markings 


TOP SECRET UMBRA TSC 
TSU 


III 


... 
R ... 


TOP 
SECRET//SI 


SECRET SPOKE SC 
SS 


II . 
. 
... 


SECRET//SI 


MORAY SCX IIX 
(no current 
equivalent) 


2.5.3 Category 
I (CAT I) 


Category I or CAT I referred to less sensitive information that was derived 
from COMINT but did not require SI protection. CAT I reports were issued 
at the CONFIDENTIAL or SECRET level (serial numbers began with "C" or 
"1", respectively). Although they are occasionally seen now, they are rare. 
CAT I also referred to an indoctrination allowing site access; this is now 
called SIGINT Facility Access (SFA). 
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2.5.4 HVCCO "Handle Via COMINT Channels Only" was a caveat or warning applied to 
information at any classification level that was not considered COMINT, but 
related to COMINT sources or methods. It is no longer used on SIGINT 
reporting; it has been replaced by dissemination control markings. 


2.6 Second Party Classifications 


2.6.1 Sharing 
Intelligence 
with the 5-
Eyes 


2.6.2 5-Eyes 
Equivalencies 
of Canadian 
Classifications 


A significant volume of SI information is shared between Canada and its four 
key allies: Australia, New Zealand, UK and USA. Collectively, this 
community of interest is called the 5-Eyes. When receiving SIGINT from 
Canada, 5-Eyes countries are expected to mark the information to ensure it is 
protected at a comparable level to its Canadian classification. 


Canada's allied SIGINT partners (also called Second Parties) -- the National 
Security Agency (NSA) in the US, the Government Communications 
Headquarters (GCHQ) in the UK, the Defense Signals Directorate (DSD) in 
Australia, and the Government Communications Security Bureau (GCSB) in 
New Zealand -- do use certain control, sub-control, and dissemination control 
markings that are different from those used in Canada (see section 2.7). 
Nevertheless, these markings are recognized in Canada and should be 
accorded the same protection given to Canadian SIGINT. 
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2.7 5-Eyes Equivalencies of Canadian Classifications 


Canadian Marking 
CON FLDENTRI. 
CONFIDENTLAI SI 
SECRET 
SECRET//SI : . . 
•SECRETiisi,A)kcoN• 
TOP-SECRE'r.
TOP SECRET/1S 
TOP SECRET/J.!). I: 


• ORCON


L S marking: 
CONFIDENTIAL 
CON FIDENTIAL-...si 
SECRET 
SECRET//SI 
SECRETHSU/ORCON 
"()P SECRET 


P SECRET/SI 
rc )1% s 1.:CRETHSU/ 
ORCON 


TOP SECRETIIS I-
GAMMAllORCON 


TOP SECRET/SI-
GAMMAUORCON 


UK marking: 
CONFIDENTIAL 


SECRET 


TOP SECRET 


CONFIDENTIAL 


SECRET 


TOP SECRET 


SECRIa" 
CSSS-100/Chapter 2 


New Zealand marking: 
CONFIDENTIAL 


SECRET 


TOP S R I•T 
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Chapter 3: Departmental Requests for Access to Special 
Intelligence 


3.1 Introduction 


3.1.1 Contents This chapter contains the following topics: 


Topic 
3.1 Introduction 
3.2 SIGINT Security Personnel Structure 
3.3 Authorization to Receive SIGINT 
3.4 Authorization for Special Intelligence Read-Only Service 


3.1.2 
Introduction 


3.1.3 CSEC as 
Lead Agency 


This chapter describes the different levels of service that CSEC provides to 
Government of Canada (GC) organizations, including: 


• how departments can request SIGINT service from CSEC; and 
• associated departmental roles. 


As described in Appendix B of the Policy on Government Security (PGS), 
CSEC is the national authority for SIGINT and COMSEC. It is also 
responsible for developing policy instruments related to information 
technology (IT) security for approval by Treasury Board Secretariat. In its 
role as national authority for SIGINT, CSEC is responsible for: 


• developing operational standards and technical documentation as it relates 
to SIGINT; 


• providing the approval to operate for all facilities and IT systems 
accredited to process and store SIGINT information; 


• developing and providing specialized SIGINT training; 
• managing the distribution of SIGINT; 
• maintaining the national inventory of personnel cleared for access to 


SIGINT; 
• representing the GC on national and international SIGINT committees 


and initiatives; and 
• negotiating agreements with allied agencies. 
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3.1.4 CSEC 
Representatives 


The Director SIGINT Requirements is the approval authority for requests 
from government departments or agencies to access SIGINT information 
(ssmo-dl@cse-cst.gc.ca on the unclassified Internet or @cse-
cst.gc.ca on CTSN). 


For these procedures, the following directorates may assist clients with their 
requests for access to SIGINT information: 


• Director General Military SIGINT (DGMS) is the CSEC representative 
for requests from Canadian military organizations including CFIOG; or 


• Director General Intelligence (DGI) is the CSEC representative for 
requests from other GC organizations. 


3.1.5 Types of There are two main types of access that an organization may obtain 
Access depending on its needs: 


3.1.6 What is 
an Authorized 
Organization? 


• authorization to receive and retain SIGINT (Authorized Organizations); or 
• read-only access (Client Organizations). 


An Authorized Organization is a GC department or agency which has been 
certified and accredited by CSEC to retain and/or process SIGINT, 
specifically Special Intelligence (SI). 


Note: Normally, Authorized Organizations are GC departments and 
agencies, including overseas missions and military commands, but they can 
also include private contractors of such organizations. 
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3.1.7 How to 
Become an 
Authorized 
Organization 


3.1.8 What is a 
Client 
Organization? 


A senior-level manager at a potential Authorized Organization should request 
approval to retain or process SI by sending a letter to the CSEC Director 
SIGINT Requirements (at P.O. Box 9703, Terminal, Ottawa, ON, K1G 3Z4). 
A CSEC representative may assist the requesting manager in the definition of 
the request for SIGINT. 


Requests to receive and retain SI hard copy information may necessitate 
significant upgrades to physical security, while requests to process SI may 
require approval from the CTSN board of management (if the requesting 
agency is not already a member of CTSN). Departments should engage first 
with CSEC to establish their requirement to process SI information (see 3.3 
for further information). 


A Client Organization is a GC organization that has not been certified or 
accredited by CSEC, and therefore, may not retain and/or process any SI. A 
Client Organization receives SI read-only service from CSEC Client 
Relations Officers (CROs). 
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3.2 SIGINT Security Personnel Structure 


3.2.1 
Requirements 


In accordance with the PGS and related standards, deputy heads of all 
departments are responsible for appointing a departmental security officer 
(DSO) to manage the department's overall security program. This includes 
the safeguarding of SIGINT and other classified information. As the national 
authority for SIGINT, CSEC is responsible for policy governing the handling 
of SIGINT information. To ensure such information is afforded appropriate 
protection, a SIGINT security organizational and administrative structure 
must be in place in every Authorized Organization, and must include: 


• a Departmental Security Officer (DSO); 
• a Senior Indoctrinated Official (SIO); 
• a COMINT Control Officer (COMCO); 
• a Deputy COMCO (D/COMCO); and 
• an Information Systems Security Officer (ISSO). 


If an Authorized Organization wishes to store GAMMA, it must also appoint 
a GAMMA Control Officer (GCO). This can be the same person as the 
COMCO or the D/COMCO. 


If an Authorized Organization does not rely exclusively on the electronic 
delivery of SI reports, it must also establish, within its SIGINT Secure Area 
(SSA), a Registry system to receive, distribute, and store SIGINT material, 
specifically SI reports, separately from other classified non-SI reports. 
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3.2.2 
Departmental 
Security 
Officer (DSO) 


3.2.3 Senior 
Indoctrinated 
Official (SIO) 


The DSO should have sufficient security experience and be strategically 
placed within the organization to provide organization-wide strategic advice 
and guidance to senior management. 


The DSO's duties as they concern SIGINT include cooperating with the 
COMCO and ISSO on issues including, but not limited to, the following: 


• general administration of organizational procedures; 
• security training and awareness; 
• identification of assets; 
• security risk management; 
• access limitations; 
• security screening and clearances; 
• physical security; 
• IT security; and 
• investigations of SIGINT security violations. 


Each Authorized Organization is required to appoint an SIO. The SIO should 
be of sufficient seniority to ensure that SIGINT security is fully considered in 
the operations of the Authorized Organization. The SIO in every Authorized 
Organization has overall responsibility for SIGINT security. The SIO is 
responsible for how SIGINT is used by his/her organization, as well as for the 
following: 


• determining the classification of information about the relationship 
between the Authorized Organization and CSEC; 


• defining who within the Organization can approve requests for 
indoctrination of personnel; 


• providing input whenever there is a question about the need-to-know 
related to SIGINT issues (e.g. indoctrination for access to GAMMA, etc.); 
and 


• acting as the Organization's Point of Contact (POC) for SIGINT issues. 


The SIO may delegate routine oversight of these responsibilities to the 
COMCO. 
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3.2.4 
COMINT 
Control 
Officer 
(COMCO) 


3.2.5 
Information 
Systems 
Security 
Officer (ISSO) 


A COMCO and D/COMCO must be appointed for every SSA established. In 
addition to any responsibilities delegated by the SIO, the COMCO is 
responsible for SIGINT security on a day-to-day basis. These responsibilities 
include: 


• ensuring that SIGINT and SIGINT-related information is handled (stored, 
disseminated and destroyed) in accordance with security requirements 
including these standards and any other specific standards issued by 
CSEC; 


• obtaining the appropriate clearances for departmental personnel to be 
indoctrinated for access to SIGINT; 


• indoctrinating and de-indoctrinating departmental personnel, if authorized 
by CSEC; 


• maintaining a departmental indoctrination list, and forwarding updates to 
CSEC regularly; 


• advising indoctrinated personnel on SIGINT security; 


• notifying CSEC of any changes to SIO, COMCO, or D/COMCO 
appointments; 


• investigating violations, compromises, or suspected compromises of 
SIGINT security, and reporting to the SIO and CSEC (see Chapter 4: 
Protection of SIGINT Information); and 


• mustering SIGINT documents, when required. 


To establish and maintain accreditation, an Authorized Organization must 
appoint an Information Systems Security Officer (ISSO) for each separately 
accredited IT system and network containing SIGINT (an ISSO may be 
responsible for more than one system/network). In cooperation with the 
COMCO, the ISSO ensures that IT systems and networks are compliant with 
SIGINT standards for IT security. Specific ISSO responsibilities include, but 
are not limited to: 


• ensuring that a SIGINT IT system is designed, developed, operated, used 
and maintained, according to these standards; 


Continued on next page 
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3.2.5 
Information 
Systems 
Security Officer 
(ISSO) 
(continued) 


• evaluating known vulnerabilities to determine whether additional 
safeguards are needed; 


• ensuring that users have the required clearances and authorizations, have 
been indoctrinated, and are familiar with documented security practices 
before gaining access to the system; 


• ensuring that these procedures are applied to all personnel who have 
access to a SIGINT IT system; 


• investigating and resolving network security incidents and/or violations 
leading to or involving the potential for compromise of SIGINT; 


• evaluating the security performance of the network; 


• reviewing network activity; and 


• reporting security incidents to the COMCO. 


ISSOs should not be confused with the IT Security Coordinators (ITSC) 
required for compliance with the Operational Security Standard: 
Management of IT Security (MITS) policy. ITSCs deal with general IT 
security issues and are required for MITS compliance. ISSOs are responsible 
for the security of SIGINT-bearing information systems and are required for 
SIGINT accreditation at Authorized Organizations. 


3.2.6 GAMMA In most Authorized Organizations, the position of GCO will likely be filled 
Control by the COMCO or D/COMCO; however, a separate individual may be 
Officer (GCO) appointed to this position. Responsibilities of the GCO include, but are not 


limited to: 


• implementing indoctrination processes at the Authorized Organization in 
accordance with section 3.10 of CSSS-104, Gamma Handling Standards4
(i.e. reviewing requests for access to GAMMA, and seeking advice from 
the departmental Personnel Security office about an applicant's GAMMA 
access request); 


4 Previously OPS-5-8. 


Continued on next page 
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3.2.6 GAMMA 
Control Officer 
(GCO) 
(continued) 


• controlling and tracking access to GAMMA material in accordance with 
these standards; ensuring that users of GAMMA information within their 
organization handle the material in accordance with these standards; 


• consulting with the CSEC GCO for guidance on procedural and technical 
GAMMA issues; 


• overseeing the central GAMMA Registry within their organization; 


• reporting compromises or suspected compromises of GAMMA material 
to the SIO within their organization; and 


• verifying GAMMA indoctrination status of staff within their respective 
departments. 


These responsibilities pertain regardless of whether the GCO role is part of 
the duties of the COMCO or D/COMCO or of a discrete individual. 


3.3 Authorization to Receive SIGINT 


3.3.1 Types of 
SIGINT 
Delivery 


There are several ways an Authorized Organization can access SIGINT 
information. These include: 


• hard copy access via a CSEC Client Relations Officer (CRO), usually 
within the client office; 


• hard copy access from within a central SIGINT registry; 


• electronic access through CTSN or another IT system accredited for 
SIGINT via fixed departmental systems that are located within an SSA; 
and 


• electronic access to a 
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3.3.2 Content 
of a Request 


The requesting organization must complete and forward a request to receive 
SIGINT to the Director SIGINT Requirements (ssmo-dl@cse-cst.gc.ca or 


acse-cst.gc.ca on CTSN). The request must include: 


• the type of SIGINT delivery requested; 
• a rationale for the request, including the mandate of the organization and 


the proposed use of SIGINT; 
• the POC (i.e. SIO) who can explain the organization's need for SIGINT; 


and 
• the steps for the establishment of an SSA, if one does not yet exist. 


3.3.3 Approval Upon receipt of a GC organization's request to receive SIGINT, Director 
of a Request SIGINT Requirements will: 


3.3.4 Formal 
Agreement 


• review the request to determine if: 


o the stated business case is consistent with CSEC's mandate, and 


o CSEC has the appropriate resources; 


• approve or deny the request; and 


• provide a reply to the organization, which includes required follow-up 
action by the organization. 


If an organization's request to become an Authorized Organization is 
approved, CSEC's DGI and the Department's SIO will sign a Memorandum 
of Understanding (MoU) related to the handling and use of SIGINT. The 
content of the MoU will include: 


• the purpose of the MoU; 
• departmental mandates and authorities; 
• dissemination methods, conditions and departmental obligations; 
• departmental POCs; and 
• the effective date, scheduled MoU reviews and signatures. 
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3.3.5 
Certification 
and 
Accreditation 


3.3.6 
Indoctrination 
process 


For requests that involve the retention and/or processing of SIGINT, part of 
the establishment process involves the SIGINT Certification and 
Accreditation (C&A) of an Authorized Organization's system and/or facility. 
As described in Chapter 6: SIGINT Certification and Accreditation, C&A is 
required to ensure that appropriate security features and safeguards are 
implemented to protect SI information. Authorized Organizations are 
responsible for maintaining the integrity of any accreditation that has been 
granted to them under these procedures. Authorized Organizations must 
consult with the Director SIGINT Requirements before making any 
modifications that could affect the accreditation status. CSEC reserves the 
right to: 


• request any documentation created by the Authorized Organization 
respecting its maintenance of the integrity of its accredited facility; and 


• carry out site visits, for example: 


during the re-accreditation of facilities, which should occur every five 
years, or 


to conduct spot audits as part of an investigation or in response to 
complaints. 


Departmental COMCOs, D/COMCOs, GCOs, and CSEC CROs will 
normally indoctrinate new clients requiring SI and/or GAMMA access in 
Authorized Organizations. In exceptional circumstances, the CSEC SIGINT 
Security Management Office (SSMO) may indoctrinate clients for SIGINT 
and/or GAMMA access. See Chapter 7: Personnel Security for details on the 
indoctrination of new clients. 
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3.4 Authorization for Special Intelligence Read-Only Service 


3.4.1 How to The Director SIGINT Requirements is the CSEC approval authority for 
Request Read- requests from clients or Authorized Organizations to view SIGINT reports. 
Only Service 


3.4.2 Content The request should include: 
of Request 


• the rationale: mandate of the requesting organization and its proposed use 
of SI; and 


• the client's POC. 


3.4.3 Approval 
of Request 


3.4.4 Formal 
Agreement 


Upon receipt of the Client Organization's request to receive SI, Director 
SIGINT Requirements in consultation with DGI, will review the Client's 
request to: 


• determine 


o if the client's stated business case is consistent with CSEC's mandate and 
priorities, and 


o if CSEC has the appropriate resources; 


• approve or deny the client's request; and/or 


• provide a reply to the client, which includes any required follow-up action 
by the client. 


If a potential new Client Organization's request for read-only service is 
approved, CSEC DGI and the Department's SIO will sign an MoU related to 
the handling and use of SIGINT. The content of the MoU will include: 


• the purpose of the MoU; 
• departmental mandates and authorities; 
• read-only service conditions and departmental obligations; 
• departmental POCs; and 
• the effective date, scheduled MoU reviews and signatures. 
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3.4.5 The CSEC CRO will normally indoctrinate new read-only clients at Client 
Indoctrination Organizations. See Chapter 7: Personnel Security for details on the 
Process indoctrination of new clients. 
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Chapter 4: Protection of SIGINT Information 


4.1 Introduction 


4.1.1 Contents This chapter contains the following topics: 


Topic 
4.1 Introduction 
4.2 Access to Special Intelligence 
4.3 Distribution and Registry of SIGINT in the Work Area 
4.4 Protection of SIGINT in the Work Area 
4.5 Transport of SIGINT Material 
4.6 Packaging of SIGINT Material 
4.7 Carrying SIGINT by Hand 
4.8 Declassification and Disclosure 
4.9 Retention and Destruction 
4.10 Sanitization and Action-On 
4.11 Security Breaches 
4.12 Investigation of Security Breaches 
4.13 SIGINT to NATO 
4.14 Contact Information 
Annex 1: "Unauthorized Exposure to Compartmented 
Intelligence" Form 
Annex 2: SIGINT Indoctrination Briefing 
Annex 3: GAMMA Indoctrination Briefing 


4.1.2 
Introduction 


This chapter describes procedures that must be followed by users when 
handling SIGINT/Special Intelligence (SI) information. Specifically, this 
chapter covers the handling of SI documents and SI reporting. 


Note: CSEC document CSSS-104, GAMMA Handling Standards provides 
details on handling GAMMA material; Annex 3 of this chapter contains a 
GAMMA indoctrination briefing, which is offered by the SIGINT Security 
Management Office (SSMO). CSEC document CSSS-102, ECI Handling 
Standards5, provides details on handling ECI material. These policy 
instruments are available from the CSEC page on CTSN. 


5 Formerly OPS-5-7 
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4.2 Access to Special Intelligence 


4.2.1 General 


4.2.2 
Requirements 
for Direct 
Access to SI 
Information 


The basic rule governing the distribution and handling of SI material is that it 
may be passed only to Authorized Organizations and, within them, only to 
persons who have been indoctrinated for SIGINT Information Access and 
have a need-to-know. If an Authorized Organization prints or otherwise 
transfers information from a CSEC-controlled information system (e.g. 


that information comes under the control of the Authorized 
Organization and must be handled in accordance with these standards. An 
Authorized Organization must not disseminate any SIGINT end-product 
report to another Authorized Organization without the approval of CSEC. For 
further guidance on the dissemination of SIGINT, please refer to Operational 
Policy at CSEC ( gcse-cst.gc.ca on CTSN). 


It is the responsibility of indoctrinated persons to ensure that any individual 
with whom they wish to discuss an item of SIGINT is indoctrinated to the 
appropriate level and has a need-to-know for the information. Verification of 
SIGINT indoctrination level can be obtained from the department's COMINT 
Control Officer (COMCO) or the CSEC Client Relations Officer (CRO). This 
information is also available on CTSN. 


Anyone who requires direct access to SI and SI-related information must: 


• be a Canadian citizen (see Chapter 7: Personnel Security for information 
on integrees 


• hold a TOP SECRET security clearance; 
• have successfully completed a subject interview for Special Access to 


compartmented intelligence; and 
• be indoctrinated to SIGINT Information Access (formerly CAT III). 


Note: Clients must also be indoctrinated for access to GAMMA prior to 
handling any GAMMA material. Furthermore, clients who are indoctrinated 
for GAMMA must be informed of their obligations under the Security of 
Information Act (SOIA). 
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4.2.3 Access to 
SIGINT: 
Contractors 
and 
Consultants 


4.2.4 
Access to 
SIGINT: 
Integrees 


4.2.5 
Requirements 
for SIGINT 
Facility Access 
Privileges 


A contractor or consultant requiring access to SI material must meet the same 
conditions as any other individual in Canada who requires access. If SIGINT 
is to be retained by contractors or consultants, their facilities, including 
information technology (IT) systems, must meet the physical and IT Security 
standards established for the protection of SIGINT (see Chapter 8: 
Information Security for SIGINT Systems). 


See Chapter 7: Personnel Security for information on integrees 


SIGINT Facility Access privileges pertain to individuals who require access 
to a SIGINT facility, but not to SIGINT information. These individuals must: 


• be a Canadian citizen OR hold permanent resident status in Canada (see 
additional requirements below for permanent residents); 


• hold a TOP SECRET security clearance; and 
• be indoctrinated to SIGINT Facility Access (formerly CAT I) level (see 


Chapter 7: Personnel Security, section 7.3 for SIGINT indoctrination 
categories). 


Persons with permanent resident status in Canada must be considered on a 
case-by-case basis, and are subject to an additional screening risk assessment 
to evaluate their eligibility. At CSEC, the Director SIGINT Requirements 
approves indoctrinations of such individuals for SIGINT Facility Access. In 
Authorized Organizations, the SIO provides approval. 


43 


2017 01 05 AGCO259 A ..-6f 1 AO 
A-2017-00017--03517 







SECRET 
CSSS-100/Chapter 4 


4.2.6 Record 
Keeping: 
Indoctrination 
Status of SI 
Users 


The COMCO in each Authorized Organization must maintain an updated list 
of SIGINT-indoctrinated staff and their positions within their respective 
departments, and must provide this list to the Personnel Security Office at 
CSEC at the end of each calendar year, or whenever requested 


( cse-cst.gc.ca on CTSN). The COMCO must also promptly 
inform CSEC of any changes in the indoctrination status (i.e. indoctrination 
or de-indoctrination) of an individual. 


CSEC Personnel Security maintains a list of all Government of Canada (GC) 
employees who are indoctrinated for access to SIGINT, GAMMA and ECI. 
(See also Chapter 7: Personnel Security and CSSS-102 ECI Handling 
Standards for more information.) 


4.3 Distribution and Registry of SIGINT in the Work Area 


4.3.1 Basic 
Rule for 
Distribution 


4.3.2 Registry 
System 


The basic rule governing the distribution and handling of SI material is that it 
may be passed only to Authorized Organizations and, within them, only to 
persons who have been indoctrinated for SIGINT Information Access (SIA) 
(formerly Category III) and have a need-to-know. An Authorized 
Organization may not disseminate any SIGINT end-product report to another 
Authorized Organization without the approval of CSEC. This means that 
SIGINT cannot be shared in its original or modified form without written 
permission from CSEC (see section 4.7 of this chapter for more information 
on disseminating SIGINT). 


Authorized Organizations that do not rely entirely on electronic storage of SI 
material must establish a registry (sometimes referred to as a "Special 
Registry") within an SSA where SI material is handled and stored separately 
from other classified information. Registry document-control procedures, 
such as the registering of incoming/outgoing material, distribution and 
destruction, must be established to permit audit trails, when necessary (CSEC 
does not need to be informed about who accesses each individual 
report).When the volume of SI material is such that regular, detailed 
document accountability procedures are impractical (e.g. large volumes of 
end-product reporting received electronically), adequate records must be 
maintained to indicate which material was received and/or transmitted. 
Records related to transmitting and receiving documents must be retained for 
two years. 
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4.4 Protection of SIGINT in the Work Area 


4.4.1 General 


4.4.2 
Movement of 
SIGINT 
Material 
Inside an 
Authorized 
Organization 


4.4.3 
Discussing SI 


4.4.4 
Telephone 
Discussions 


Within an Authorized Organization, SI material must be circulated, worked 
on, discussed and stored so that there is no possibility of unindoctrinated 
persons gaining access to it. Introduction of such material into a room where 
there are unindoctrinated persons must be avoided; CSEC must be consulted 
regarding any possible exceptions. 


SI material being carried by indoctrinated persons from one authorized 
SIGINT work area to another, within their organization, must be carried in an 
envelope or similar pocket-type folder, or a secure briefcase; such material 
does not need to be wrapped and sealed. If the material is to be carried outside 
an Authorized Organization, e.g. for a meeting at another department, it must 
be wrapped and marked in accordance with the procedures described in 
section 4.4.9, "Marking: Outer Envelope". 


It is the responsibility of indoctrinated persons to ensure that any individual 
with whom they wish to discuss an item of SIGINT is indoctrinated to the 
appropriate level and has a need-to-know for the information. Verification of 
SIGINT indoctrination level can be obtained from the department's COMCO 
or the CSEC CRO, and is also available on CT SN. Indoctrinated personnel 
should ensure that any such authorized conversations are conducted in a 
secure location or in such a way so as to ensure that they may not be 
overheard by unindoctrinated personnel. 


Note: Because of national dissemination restrictions applied by Second 
Parties on their own reporting (e.g. ORCON), Canadian recipients must 
obtain approval from CSEC's Operational Policy section @cs e-
cst. gc .ca on CT SN) prior to discussing a SIGINT end-product report with a 
Second Party national whose nation or organization is not included on the 
original distribution list. 


Telephone discussions involving SI must be conducted only on a secure 
device. Callers are responsible for verifying the identity and indoctrination 
status of the person being contacted. 


When SI is to be discussed on the secure telephone, care must be taken that 
unindoctrinated persons are not within hearing, and that no listening device 
(intercom) or other telephone is in use in the vicinity. 
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4.4.5 
Electronic 
Devices Used 
for SI 


4.4.6 
E-mailing SI 


4.4.7 
Electronic 
Storage 


Electronic data processing or storage devices (e.g., PCs, lap-top computers, 
USB devices or memory sticks) are subject to individual departmental control 
mechanisms established to control and approve their use for SI. At a 
minimum these controls should include the following precautions: 


• devices containing SI must be clearly labeled with the classification of the 
most sensitive information they contain; 


• devices must only be used on SI-accredited systems; 


• whenever possible, SI information stored on these devices should be 
encrypted; 


• when not in use, devices should be stored in an SSA in a safe that meets 
RCMP standards for holding SI material; contact CSEC's Physical 
Security Services ( acse-cst.ge on CTSN) for information on 
safes that meet the RCMP standards; and 


devices should be destroyed when no longer required; destruction 
methods for devices should ensure that the time and cost of recovering 
data from the device is greater than the value of the data (CSEC's IT 
Security Guidance (ITSG)-06, Clearing and Declassifying Electronic 
Data Storage Devices, identifies methods for destroying electronic data 
devices, ITSG-06 is available on CSEC's unclassified Internet site at 
www.cse-cst.gc.ca). 


SI information can only be transmitted electronically on networks that have 
been appropriately certified and accredited by CSEC, and may only be 
forwarded to individuals who are indoctrinated for SIGINT Information 
Access and have a need-to-know. Also, GAMMA information can only be 
transmitted electronically on networks that have been accredited for 
GAMMA. 


It is the responsibility of the sender to verify that the recipient has the 
appropriate indoctrinations. 


Soft copies of SI information must be stored in electronic files in a TOP 
SECRET//SI environment and with access limited to persons who have: 
• a SIGINT Information Access indoctrination; and 
• a need-to-know. 
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4.4.8 Re-use of 
Electronic and 
Electro-
Magnetic 
Media 


4.4.9 
Physical 
Storage of SI 


4.4.10 
Printing SI 


Electronic and electromagnetic media used to process and/or store SIGINT 
must not be re-used in a non-SIGINT environment. Once used to process 
and/or store SIGINT, electronic and electromagnetic media retain the highest 
classification of data stored on them, or of the system they were attached to. 
This means that a disk that has been used to store data classified TOP 
SECRET//SI becomes TOP SECRET//SI itself and must be disposed of 
accordingly. If re-use of media is required, CSEC will determine, on a case-
by-case basis, if measures such as degaussing or overwriting can make it 
possible to re-use TOP SECRET//SI media. 


SI material must be stored in approved security containers, unless the room or 
area has been approved as an open storage area (equivalent vault protection) 
or a continuous operation area. Safeguarding of associated keys, safe 
combinations and system passwords must be commensurate with the highest 
level of SIGINT they protect. Safe combinations should be changed annually, 
or when there is a change of personnel, or for cause. 


Clients may print SI information; however, hard copy SI material must: 


• display appropriate classification markings; 
• be stored in an approved container; and 
• remain within a SIGINT Secure Area (SSA). 


For GAMMA material, clients must ensure that the material: 


• is protected from the view of persons who are not indoctrinated for 
GAMMA; 


• is locked in approved containers that are only accessible by GAMMA-
indoctrinated personnel; and 


• remains within a SSA. 


Note: Printers should be handled as SI system components, particularly if 
they store information so that it is vulnerable to forensic exploitation if 
storage components, such as internal hard drives, are recovered. 
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4.4.11 
Toner 
Cartridges 


4.4.12 
Photocopying 


This applies to all equipment that uses similar technology (a laser printer with 
removable toner cartridge) as part of its production process (i.e. laser faxes, 
printers, copiers, etc.). Used toner cartridges may be treated, handled, stored 
and disposed of as UNCLASSIFIED, when removed from equipment that has 
successfully completed its last print cycle. 


However, should a print cycle not be completed, there is the potential that 
residual toner may be left on the drum that could cause an information 
compromise. The following procedures should be followed for those 
situations where the print cycle was not successfully completed. 


• when a laser printer has not completed the printing cycle (e.g., a paper 
jam or power failure occurs), completing a subsequent print cycle before 
removal of cartridge is sufficient to wipe residual toner from the cartridge 
drum; 


• when the print cycle is interrupted by a jam or other action, and the toner 
cartridge is removed from service at the same time, the toner cartridge 
drum will be inspected for residual toner by lifting the protective flap and 
viewing the exposed portion of the drum. If residual toner is present, 
manually rotating the drum is sufficient to wipe off residual toner material 
present; and 


• the used toner cartridge may be treated, handled, stored and disposed of as 
UNCLASSIFIED and be returned for recycling or other agency approved 
method of disposal. In keeping with Environmental Protection Agency 
policy, agencies/departments are encouraged to establish procedures for 
recycling properly sanitized toner cartridges. 


Unless otherwise indicated, SIGINT material up to and including TOP 
SECRET//SI may be photocopied. Copying of SI material must be done by 
appropriately indoctrinated personnel in an SSA, and the document being 
copied must show the additional distribution. Normally, additional copies of 
numbered documents and publications produced by CSEC or a Second Party 
organization can be obtained from CSEC; however, should it be necessary to 
photocopy a numbered document, it must be given a unique copy number and 
the distribution recorded. 


Note: Photocopiers should be handled as SI system components, particularly 
if they store information so that it is vulnerable to forensic exploitation if 
storage components, such as internal hard drives, are recovered. 
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4.5 Transport of SIGINT Material 


4.5.1 
Transporting 
SI Material 


4.5.2 Shipping 
Equipment 
Used with SI 


Physical SI material is moved between Authorized Organizations by courier. 
Material forwarded by courier, including that being transferred between 
buildings of the same Authorized Organization, is wrapped and carried in a 
locked container (secure briefcase, bag, box, etc.), and is sent via SIGINT 
registries and sub-registries only. In the Ottawa area, CSEC provides a 
SIGINT courier service to and from CSEC and all Authorized Organizations. 


Approved channels must be used when shipping equipment (including 
components and ancillary devices) on which SI material has been or will be 
processed, stored or transmitted. All such equipment must be transported in 
accordance with the procedures that apply to ITSG-10, COMSEC Material 
Control Manual. Equipment used to process, store or transmit SI must be 
transported in accordance with the procedures outlined in the RCMP 01-009, 
Transport and Transmittal of Protected and Classified Information. CSEC 
must be consulted prior to shipping equipment which is the property of 
CSEC. 
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4.5.3 Sending 
SI via Courier 


4.5.4 Courier 
Certificates 


4.5.5 Mail 


SI in hard copy format must not be mailed through any commercial mail 
system (e.g. national postal services), but it may be sent as hard copy to a 
recipient via cleared and indoctrinated couriers. 


When sending SI, the following points must be observed: 


• clients must not forward SI reports beyond their own department without 
CSEC approval; 


• SI material must be sent in sealed envelopes that are addressed only to 
those who are appropriately indoctrinated; 


• transmittal receipts, bearing the correct classification with and without the 
attachment, but giving no COMINT details, must accompany any SI 
materials being sent; 


• materials classified as TOP SECRET//SI or higher (e.g. GAMMA) must 
be hand delivered by CSEC CROs, or by couriers cleared to TOP 
SECRET and indoctrinated for SIGINT Information Access; and 


• such material must also be accompanied by an appropriately completed 
transmittal receipt which must be retained for two years. 


It is imperative to ensure that the recipient of SI material has the appropriate 
clearances and a need-to-know. 


An authorized courier delivering SIGINT material via a mode of 
transportation where passengers must undergo security screening or 
inspection, or while crossing an international border, must carry a completed 
DND-468 Courier Certificate. This written authorization includes: 


• the identity of the relevant Authorized Organization; 
• confirmation that the bearer of the certificate is authorized to carry/escort 


classified material in a locked/sealed container; 
• a request to police, customs, immigration or security officials to extend to 


the classified material immunity from search or examination; and 
• identification of a departmental official who can be contacted for 


clarification or verification of the certificate. 


SI material may not be sent to another Authorized Organization within 
Canada by Canada Post or any commercial courier service. Contact CSEC for 
information about authorized courier services. 
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4.6 Packaging of SIGINT Material 


4.6.1 General 


4.6.2 
Wrapping 


4.6.3 Marking: 
Inner 
Envelopes 


The packaging and carrying case used for the transport and transmittal of 
classified material should be durable enough to protect the information from 
accidental exposure and damage, and make it easy to detect any tampering. 


SI material prepared for delivery by courier or mail must be double-wrapped, 
and the material must be accompanied by a transmittal/receipt form. Receipts 
are attached to the material being forwarded, not on the outside of the 
envelope. 


Inner envelopes must be sealed with security approved or gum-reinforced 
tape, and must show the security classification at the top and bottom, both 
sides. If more than one item is included, the security classification must 
reflect the highest security content of the package. "SI" is not to be marked on 
the envelope, but is indicated by the identifier "Special Material" placed 
below the security classification markings on both sides of the wrapping. 
Caveats such as "Canadian Eyes Only" are similarly marked on both sides; 
Special Series Product and ECI labels are affixed, as appropriate. The 
reference or receipt number should also be shown on the envelope. 
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4.6.4 
Addressing SI 
Material 


4.6.5 
Marking the 
Outer 
Envelope 


4.6.6 
Addressing 
the Outer 
Envelope 


SI material must be addressed to the COMCO by name (or by name to the 
indoctrinated individual delegated by the COMCO to receive, sign for and 
open packages marked Special Material), with the full Special Registry 
address and full return address. 


If the contents of the package are for a specific individual within an 
Authorized Organization, the inner wrapping may also be marked : 


• "For the Attention of ..."; or 
• if it is to be opened only by a named individual, "Private For..."; or 
• "To Be Opened Only By...". 


Special Series Product is addressed to the GAMMA Control Officer, with 
specific recipients included, as required; ECI material is addressed to the 
intended recipient only. At a minimum, addressing on inner envelopes must 
contain the following: 


• the name of the intended recipient; 
• the recipient's title, department; and 
• the full, special registry return address. 


SIGINT security-related markings must not be shown on outer envelopes. 
The only terms shown on an outer envelope will be: 


• Via Courier; or 
• by Safe Hand. 


Outer envelopes should be sealed with reinforced tape. 


Addressing on the outer envelope must include only the following: 


• the name of the COMCO (but not the term "COMCO"), or the name of 
the person appointed by the COMCO to receive, sign for and open 
packages marked "Special Material"; 


• the full Special Registry address (but no reference to the term Special 
Registry); and 


• a full return address. 
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4.7 Carrying SIGINT by Hand 


4.7.1 
Wrapping and 
Marking 


SI material being carried by indoctrinated individuals to and from meetings, 
discussions, or briefings, outside their own building, must be wrapped in a 
single envelope sealed with reinforced or other security-approved tape, and 
carried in a locked container/briefcase. 


The locked container or briefcase serves as the outer wrapping, and should be 
tagged with a return office address and telephone number. The envelope must 
be marked with the appropriate security classification, and may also be 
marked "By Safe Hand". The envelope must be self-addressed, but at a 
minimum must include name, title or position designator, and department, 
and a telephone number. 


A transmittal/receipt form is not required unless the material is intended for 
actual delivery to another Authorized Organization, but the contents of the 
package should be recorded to assist in tracing and preparing damage 
assessments should the package be lost or stolen. 


4.8 Declassification and Disclosure 


4.8.1 
Declassifying 
and 
Downgrading 


There is no automatic expiry date for the safeguarding of SIGINT sources or 
techniques; consequently, SIGINT and SIGINT-related information are not 
automatically declassified or downgraded (see Chapter 2: Special Intelligence 
Classification and Markings). In Canada, CSEC is the sole authority for 
downgrading and declassifying SIGINT information and assets; therefore all 
requests for, or queries related to, SIGINT declassification and downgrading 
must be referred to and approved by CSEC's Operational Policy section 


@cse-est.gc.ca on CTSN). 
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4.8.2 
Downgrading 
or 
Declassifying 
SIGINT 
Information 
Prior to 
Transfer to 
Library and 
Archives 
Canada (LAC) 


4.8.3 Access 
Requests 


4.8.4 Public 
Statements 


Library and Archives Canada (LAC) does not currently possess facilities to 
house information classified within SI channels. Therefore, in accordance 
with Records Disposition Authority 2008/003, CSEC shall review archival 
records marked SI for the purpose of possible downgrading and 
declassification prior to their transfer to LAC to ensure that no records so 
marked are transferred to LAC custody and control. 


All departments that receive requests made under the Access to Information 
Act (ATIA) and/or the Privacy Act (PA) for information received from, or that 
relates to, the activities of CSEC, including SIGINT activities and/or SIGINT 
records, must consult the Director, Access to Information and Privacy 
(DAIP), Department of National Defence, who will in turn contact CSEC's 
ATIP authorities. 


CSEC's SIGINT role has been publicly avowed as follows: 


"CSEC's purpose is to provide, with the assistance 
of the Canadian Forces Information Operations 
Group (CFIOG), a service of foreign signals 
intelligence in support of Canada's foreign and 
defence policies." 


The current Policy on Government Security (PGS) also describes, in an 
UNCLASSIFIED form, CSEC's role and responsibilities with respect to 
SIGINT. In addition, the "fact of' SIGINT collaboration between or among 
Canada/CSEC and the US/NSA, the UK/GCHQ, Australia/DSD and New 
Zealand/GCSB is UNCLASSIFIED. However, these statements regarding 
CSEC, although UNCLASSIFIED, must not be disclosed gratuitously. 


All proposed public statements that may contain information derived from 
SIGINT, or concerning COMINT and/or SIGINT activities, must be referred 
to CSEC for review and approval prior to release (public.affairs-
affaires.publiques@cse-cst.gc.ca on the Internet). 
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4.9 Retention and Destruction 


4.9.1 Retention 
and Disposition 


4.9.2 
Destruction of 
SIGINT 
Information 


SIGINT records and information must be retained no longer than absolutely 
necessary. As the originator of end-product SIGINT reports, CSEC is the 
organization responsible for the disposition of this material in accordance 
with Records Disposition Authority 2008/003. 
In consultation with affected Government of Canada (GC) departments, 
CSEC will establish procedures and guidelines for the retention and 
disposition (destruction or transfer to Library and Archives Canada (LAC), 
see Chapter 4: Protection of SIGINT Information) of records or information 
generated in support of CSEC's Foreign Intelligence function. CSEC 
maintains a historical file of SIGINT end-product reporting, and can provide 
copies of previously published reports as required. 


In Authorized Organizations that maintain a SIGINT Registry, the authority 
to action the destruction of SIGINT material rests with the COMCO, unless 
otherwise designated by CSEC. In Authorized Organizations that rely 
primarily on the electronic delivery of SIGINT, individual users are 
responsible for the destruction of any hard copies they generate. 


SIGINT material, including removable digital media, must be destroyed by 
methods and equipment approved for the destruction of TOP SECRET 
material. Approved methods for destroying printed material include: 


• burning; 
• shredding in a TOP SECRET approved shredder; or 
• pulping (or a combination of the above). 


For destroying information on removable digital media refer to CSEC's IT 
Security Guidance (ITSG)-06, Clearing and Declassifring Electronic Data 
Storage Devices (ITSG-06 is available on CSEC's unclassified Internet site at 
www.cse-cst.gc.ca). 


Pulverizing or crushing should be used to physically destroy items such as 
hard drives or compact disks. Because of the aggregate information stored on 
electronic and electromagnetic media, it is recommended that they be erased 
prior to destruction. 


The destruction of SI material must be witnessed by at least one individual 
indoctrinated to the category of SI being destroyed. Unless requested, 
certificates of destruction or notification of registration of destruction need 
not be forwarded to CSEC. 
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4.9.3 
Emergency 
Destruction 


Where local conditions dictate, emergency destruction procedures for SIGINT 
material must be developed by each Authorized Organization, in consultation 
with CSEC. 


4.10 Sanitization and Action-On 


4.10.1 
What is 
Sanitization? 


4.10.2 
What is 
Action-on? 


4.10.3 
What is 


4.10.4 
Authority for 
Sanitization 


4.10.5 
Risk vs. 
Benefit 


Sanitization is the process of editing or otherwise altering SI to permit wider 
dissemination of useful information to non-indoctrinated persons. The 
primary aim of sanitization is to conceal the fact that the information is 
derived from COMINT, thus protecting COMINT sources, methods and 
techniques (see Chapter 2: Special Intelligence Classification and Markings). 


Action-on is taking action based on SI. However, a user taking action based 
on SI can potentially tip off unindoctrinated persons or adversaries that a 
COMINT source is supporting the user's actions. Action-on is normally, but 
not necessarily, taken in conjunction with sanitization. 


CSEC is the sole authority in Canada for approving sanitization and action-on 
requests; when appropriate, CSEC consults Second Parties on sanitization 
and/or action-on requests based on their product ( '&cse-cst.gc.ca on 
CTSN). 


The use of SI outside SI channels risks divulging information about COMINT 
tasks, techniques or capabilities. Any decision to make such use of SI, even 
while applying appropriate countermeasures, must be based on the 
determination that the advantage to be gained in taking the action clearly 
outweighs the risk to, or loss of, the COMINT source. SI should be sanitized 
for dissemination outside of SI channels only when it cannot otherwise be 
used to its fullest potential. 
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4.10.6 When 
Not to Request 
a Sanitization 


4.10.7 
Sanitization 
Request 
Checklist 


SI should not be sanitized if any of the following criteria applies: 


• the intended recipient is appropriately indoctrinated and has access to the 
SI report; 


• the information relates to the communications characteristics of a target; 
or 


• the information is available from a non-COMINT source. 


Clients who have a valid requirement to share SI information with a non-
indoctrinated colleague must submit a request for sanitization to the 
Operational Policy Section at CSEC @cse-cst.gc.ca on CTSN) 
either directly or through a CSEC CRO. 


Requests for sanitization must include the following: 


• report serial number; 
• client name, title, and department; 
• rationale; 
• intended recipients; 
• proposed text; 
• proposed classification; 
• 


• any possible action-on; and 
• desired due date. 


Note: Sanitization procedures are available in the CSEC document CSSS-
106, End-Product Sanitization/Action-on Procedures (available from the 
CSEC page on CTSN) and in a CSEC sponsored sanitization course 


@cse-est.gc.ca on CTSN). 
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4.10.8 The following guidelines should be kept in mind when preparing sanitization 
Preparing wording: 
Sanitized 
Wording • the sanitized version of a SI product must present the minimum amount of 


intelligence required to adequately inform the intended recipient, i.e. in 
most cases the sanitization should be a simple statement of fact; and 


• any COMINT-related details must be omitted, such as: 


o information that reveals collection sources, techniques or analytical 
methods, 


o information about communication or signal characteristics, 


• SI codewords or any associated caveats, 


o information for which there is no and 


• direct quotations, which must be paraphrased. 


4.10.9 
Handling 
SECRET 
Paragraphs 
from SI 
Reports 


4.10.10 
Exercise 
SIGINT 


Many reports (called "Write-to-Release" (WTR) or "tear-line" reports) 
contain paragraphs that are already classified at only the SECRET level. 
These SECRET paragraphs may be shared with SECRET-cleared colleagues 
who have a need-to-know and are not indoctrinated for SIGINT Information 
Access; however, no attribution may be made to a SIGINT agency. If 
questioned about the source of SECRET paragraphs by their non-
indoctrinated colleagues, indoctrinated clients must not reveal any source-
related information in their response. 


Note: allows users to preview and print SECRET versions of 
certain SI reports. However, users must ensure that these printed SECRET 
versions do not contain any marking that reveals a link to a SIGINT agency 
(e.g. a web address banner at the top or bottom of the printed page which 
identifies CSEC or another SIGINT agency). 


Because of the potential for compromise of "real world" SIGINT capabilities, 
sources and methods, "exercise" or "simulated" SI must bear special 
markings to ensure that it is recognized as exercise reporting, and is handled 
in accordance with the procedures established for the distribution, handling, 
and use of SIGINT as described in these standards. CSEC's Events and 
Exercise team must approve all requests to use exercise SIGINT in an 
exercise scenario ( 4cse-cst.gc.ca on CTSN). 


58 


2017 01 05 AGCO259 gR ..-6f 1 AO 
A-2017-00017--03532 







SECRET 
CSSS-100/Chapter 4 


4.10.11 
What is 
Permission to 
Quote? 


Permission to quote refers to wording that is taken directly from a 
SECRET//SI or TOP SECRET//SI report (not a GAMMA or Restricted 
report) and used in a second document that is: 


• also marked SI; and 
• disseminated within Canadian channels. 


The second document must be classified at the same level as the original SI 
report, and recipients must be indoctrinated to SIGINT Information Access 
and have a need-to-know to receive the information. 


Note: Approval from CSEC Operational Policy is not required to use SI in a 
permission to quote situation when the dissemination is: 


• from a non-ORCON report; 


• inside Canadian channels; or 


• to an agency of a Second Party who was on the original distribution of the 
report, e.g. a New Zealand government organization when the original 
reporting dissemination was "REL to CAN, AUS, NZL and USA". 


However, approval from Operational Policy is required when the wording to 
be used is taken from a GAMMA report or a report whose dissemination is 
controlled by the originator (e.g. ORCON, RELIDO). 
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4.10.12 
Including 
Quoted SI 
Wording in 
Other 
Documents 


4.10.13 After-
hours Contact 
for 
Sanitization 
Requests 


When wording taken directly from SI-controlled reports is to be used, along 
with information from other sources with varying classification levels in 
summaries or assessments to be disseminated within national channels, the 
user will: 


• clearly portion mark the paragraph(s) containing the SI information, e.g. 
"TS//SI", and apply other appropriate portion-markings, such as CEO, 
when applicable; 


• include an attribution indicator (i.e. original SI report serial number); 


• apply the overall classification, e.g. "TOP SECRET//SI ", and other 
markings that were afforded the original SI report to the summary or 
assessment; and 


• ensure that the recipient or audience is indoctrinated for access to SIGINT 
Information Access and has a need-to-know. 


Note: CSEC Operational Policy staff must approve any proposed 
dissemination of SI material or sanitizations of SI material that is 
disseminated beyond Canadian channels ( (dcse-cst.gc.ca on CTSN). 


See Chapter 2: Special Intelligence Classification and Markings, for details 
on how to classify information. 


Urgent sanitization requests related to threat-to-life situations should be 
directed to CSEC's 24/7 Watch Office ( 'dcse-est.ge.ca 
on CTSN). 
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4.11 Security Breaches 


4.11.1 What is 
a Security 
Breach? 


4.11.2 What is 
a Violation of 
SIGINT 
Security? 


4.11.3 What is 
a Compromise 
of SIGINT? 


4.11.4 
Violations 
Involving 
GAMMA or 
ECI Material 


A security breach occurs when classified or protected information or assets 
become the subject of unauthorized disclosure. 


In the context of SIGINT security, a violation is considered to have occurred 
when there has been a failure to observe a SIGINT security regulation. 


A compromise of SIGINT occurs when SIGINT information has or could 
reasonably be suspected to have become accessible to an unauthorized person 
(e.g. an unindoctrinated person). A compromise may occur either by: 


• design (e.g. espionage, defection, wilful revelation); or 
• accident (e.g. mishandling, inadequate protection, communications 


insecurity, and other errors in the observance of security regulations). 


All security violations involving GAMMA or ECI material, including: 


• incidents (i.e. disclosure of GAMMA or ECI material to unauthorized 
persons); 


• violations (i.e. procedural errors such as inappropriate storage, possibly 
leading to breaches); 


• lost GAMMA or ECI documents; and 
• possible compromises, 


must be reported immediately to the CSEC Director SIGINT Requirements 
(ssmo-dlgcse-cst.gc.ca or cse-cst.gc.ca on CTSN). 


At Authorized Organizations, the COMCO or Deputy COMCO (D/COMCO) 
must report compromises or suspected compromises to the Senior 
Indoctrinated Official (SIO) or to their own GCO (for GAMMA) who, in 
turn, must immediately inform the CSEC Director SIGINT Requirements and 
arrange an investigation. Authorized Organizations should also refer to their 
internal policies and procedures. 
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4.11.5 
Unauthorized 
Exposure to SI 


Unauthorized exposure or accidental compromise to any compartmented 
information (e.g. SI, GAMMA, ECI) does not justify a "need-to-know" or 
indoctrination for that particular compartment. 


If, through accidental compromise, SIGINT becomes available to a non-
indoctrinated person, the individual must be informed of the national security 
implications and be cautioned that further disclosure could constitute an 
offence under the Security of Information Act (SOIA). The person must sign 
the "Unauthorized Exposure to Compartmented Intelligence" form in Annex 
1 of this chapter, and have it placed in their personnel security file. A 
Criminal Records Name Check (CRNC) and a CSIS indices check should 
also be conducted. The individual's consent must be obtained prior to 
conducting such checks. 


4.12 Investigation of SIGINT Breaches 


4.12.1 
Investigating 
Breaches: 
General 


Any breach or potential violation of SIGINT security must be reported to the 
relevant COMCO or D/COMCO, who must ensure that violations or potential 
violations of SIGINT security policy are promptly investigated. The extent of 
the investigation should be commensurate with the seriousness of the 
violation. Investigations should: 


• determine whether a breach of security has occurred or is likely to occur; 
• determine whether a compromise of SIGINT has occurred or is likely to 


occur; 
• if pertinent, include a thorough search to eliminate the possibility that 


unaccounted for SIGINT or SIGINT assets may have been misplaced; 
• identify weaknesses in security regulations; 
• provide useful background information in support of security education 


programs; and 
• identify repeat offenders. 


As a general rule, breaches or security violations are not reported to CSEC 
unless, in the opinion of the COMCO or D/COMCO, the seriousness of the 
event (e.g. a continually repeated offence) warrants advice and guidance from 
CSEC. Employees who become aware of any security breach must notify 
their COMCO or D/COMCO as soon as possible. 
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4.12.2 
Investigating a 
Compromise 
of SIGINT 


4.12.3 
Investigation 
Report 


4.12.4 
Security 
Investigations: 
Sanctions 


The COMCO or D/COMCO must report compromises or suspected 
compromises of SIGINT to the Authorized Organization's Departmental 
Security Officer (DSO) who, in turn, must immediately inform the Director 
SIGINT Requirements at CSEC to arrange an investigation. The 
investigation, conducted in accordance with the Authorized Organization's 
policies and procedures for dealing with breaches of security, must 
determine/identify: 


• how, when and where the compromise occurred; 


• the potential/actual damage caused by the compromise, including an 
assessment as to whether the SIGINT may have become available to a 
foreign national(s); 


• the subsequent action taken; 


• weaknesses in the Authorized Organization's SIGINT security posture; 
and 


• corrective measures to be taken. 


A copy of the investigation report must be forwarded to the Director SIGINT 
Requirements at CSEC (ssmo-dl@cse-cst.gc.ca or ' ese-cst.gc.ca 
on CTSN). Depending on the nature of the compromise and/or the potential 
injury to national security, CSEC will refer the matter to CSIS. If necessary, 
CSEC will also inform its Second Party partners. 


All security incidents at Authorized Organizations will be investigated 
according to the CSSS and internal procedures, and appropriate 
administrative, disciplinary or corrective action taken. Measures include, but 
are not limited to: 


• additional training for staff involved; 
• a note placed in staff members' security file; 
• de-indoctrination from a compartment; and 
• removal of an individual's SIGINT indoctrination (see Chapter 7: 


Personnel Security for this procedure). 


Further sanctions may be taken if deemed necessary, in accordance with 
internal departmental policies and procedures. 
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IRRELEVANT 


4.12.5 
Emergency 
Indoctrination 


4.13 SIGINT to NATO 


IRRELEVANT 
4.13.1 General 


4.13.2 CSEC 
and NATO 


4.13.3 NATO 
SIGINT Policy 
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4.13.4 NATO 
SIGINT 
Control 
System 


4.13.5 
Indoctrination 
for NATO 
SIGINT 


NATO has its own system for the classification and protection of SIGINT. 
SIGINT approved for release to NATO must be classified COSMIC TOP 
SECRET — BOHEMIA (BOHEMIA is the designator for SI) and generally 
consists of material classified nationally as SECRET//SI. Only CSEC may 
approve the release to NATO of TOP SECRET//SI material and, when such 
release is authorized, that material will also bear the security classification 
COSMIC TOP SECRET — BOHEMIA (CTS-B). The NATO classification 
system is described in detail in Section 3 and Annex D of MC-101. 


For information related to the sanitization of SIGINT for NATO, contact 
CSEC Operational Policy gcse-cst.gc.ca on CTSN). 


Individuals requiring access to information as described above must be 
NATO SI indoctrinated. Since NATO has no means of security vetting, it 
uses national indoctrinations to SIGINT Information Access as certification 
that individuals have been properly vetted. Thus, individuals must be 
nationally indoctrinated for SIGINT Information Access and hold the NATO 
security clearance COSMIC TOP SECRET before they may be indoctrinated 
to BOHEMIA (the NATO SI indoctrination). 


4.14 Contact Information 


4.14.1 Contact Unless otherwise noted, the CTSN system may be used to contact the 
Information following offices at CSEC. 


Name or Office Contact address 
Director SIGINT 
Requirements (also valid on 
the unclassified Internet 
system) 


ssmo-dl@cse-cst.gc.ca or &cse-
cst.gc.ca on CTSN 


Operational Policy Acse-cst. ge.ca 
24 hour Watch Office @cse-cst.gc.ca 


GAMMA Control Officer ssmo-dl@cse-cst.gc.ca or @cse-
cst.gc.ca on CTSN 


Personnel Security 4cse-cst.gc.ca 
Public Affairs Office (on the 
unclassified Internet system) 


public.affairs-affaires.publiques@cse-
cst.gc.ca 
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Annex 1: Unauthorized Exposure to Compartmented 
Intelligence 


(This form is PROTECTED B when completed) 


UNAUTHORIZED EXPOSURE TO COMPARTMENTED INTELLIGENCE 


1. You have been exposed to highly sensitive intelligence that you are not authorized to access. 
As this intelligence is handled in compartmented security channels and requires a formal 
indoctrination before access is authorized, it is necessary to inform you of your obligations to 
safeguard this intelligence, and for you to sign the attached declaration in which you affirm these 
obligations. 


2. Your exposure to this compartment and your signature on the attached document does not 
constitute indoctrination to the compartment. 


DECLARATION TO BE SIGNED FOLLOWING UNAUTHORIZED EXPOSURE TO: 


(Identify Intelligence Compartment) 


I, the undersigned, affirm that I will obey all the instructions pertaining to the security of the intelligence 
compartment identified above. 


I affirm that I will not attempt to obtain further access to this compartment, nor will I discuss it with 
others, unless I am formally indoctrinated to the compartment. 


I am aware of the provisions of the Security ofInformation Act and that all information concerning this 
compartment is deemed to be protected from unauthorized disclosure under the Act. 


I understand that the preservation of this compartment is of the utmost importance to Canada, that its loss 
would be irreparable, and that the need to maintain security concerning this compartment never expires. 


Full Name 


PRI/Service Number 


Classification/Rank 


(Print in Block Letters) 


  Date of Birth 


Position 


Branch/Division/Department or Organization 
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Signature 


Name and Title of Compartment Manager 
(Print in Block Letters) 


Signature of Compartment Manager 


Name and Title of Personnel Security Officer 
(Print in Block Letters) 


Signature of Personnel Security Officer 


Dated on this of ,  , at 
(Day) (Month) (Year) (Location/City) 
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Annex 2: SIGINT Indoctrination Briefing 


A2.1 The following SIGINT handling briefing is used as the SIGINT 
Indoctrination Briefing. 


A2.2 Overview This document covers the following issues related to the handling of 
COMINT material: 


• what is COMINT? 
• Special Intelligence (SI) control system; 
• SI markings; 
• access to SI; 
• handling of SI; 
• indoctrination status of others; and 
• sanitization. 


Note 1: For more information about SI handling procedures please refer to 
the Canadian SIGINT Security Standards (which is a CSEC document issued 
to all Government of Canada (GC) client departments), and related 
departmental procedures. 


Note 2: For information about the handling procedures of non-SI classified 
material, please refer to your departmental procedures which are based on the 
Policy on Government Security issued by the Treasury Board Secretariat. 
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A2.3 What is 
COMINT? 


A2.4 The 
Special 
Intelligence (SI) 
Control System 


Communications Intelligence (COMINT) is technical information and 
intelligence derived from the interception and processing of foreign 
communications passed by radio, wire, or other electromagnetic means. 


CSEC issues end-product reports based on COMINT, and also has access to 
similar reports issued by our Allied Agencies (i.e. National Security Agency 
(US), Government Communications Head Quarters (UK), Defense Signals 
Directorate (Australia), and Government Communications Security Branch 
(New Zealand)). These reports are available to GC client departments via 
Client Relations Officers (CROs), and electronic means. 


Because of the sensitivity of COMINT sources and related inter-agency 
agreements, CSEC and GC client departments must comply with community 
standards for handling COMINT material. 


Control systems give additional protection to classified information derived 
from or concerning sensitive sources, methods or techniques. An 
"indoctrination" consisting of a formal briefing and a signed 
acknowledgement is required before accessing any information protected 
within a control system. 


The SI control system protects intelligence derived from communications 
intelligence by prescribing standards regarding access, marking, handling and 
control of COMINT information. The SI control system must never be used 
to provide increased security for non-SI information. 


A2.5 GAMMA The term GAMMA refers to a special control system which provides extra 
protection for SI end-product reports that are considered to be very sensitive. 
A SIGINT Information Access indoctrination does not provide access to 
GAMMA. A separate GAMMA indoctrination is required for access to 
GAMMA material. 
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A2.6 SI 
markings 


COMINT material includes the marking "SI" in the classification line (e.g. 
TOP SECRET//SI). 


Note: CSEC and allied agencies are converting all electronic systems and 
networks to recognize the marking SI in the classification line. However, 
because of delays in this conversion, some reports may still bear the former 
markings of COMINT, UMBRA, SPOKE, or MORAY (instead of SI) in the 
classification line. Furthermore, older SI material may feature the caveat 
Handle Via COMINT Channels Only, or its acronym HVCCO. 


A2.7 Access to For access to SI material, clients must: 
SI 


• be cleared to TOP SECRET; 
• have undergone a subject interview; 
• be appropriately indoctrinated for SIGINT Information Access; and 
• have a requirement (need-to-know) to view the material. 


A2.8 Handling The following table describes key handling issues for SI documents. 
of SI 


Handling issue Detail 


Discussing SI Clients may only discuss information from SI material 
with individuals who are appropriately indoctrinated and 
who have a requirement for this information. 


Note 1: It is the responsibility of the client to confirm the 
indoctrination status of these individuals. 


Note 2: Clients must obtain approval from the 
Operational Policy Section at CSEC prior to discussing a 
SI end-product report with a Second Party national 


@cse-cst.gc.ca on CTSN). 


Continued on next page 
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Handling issue Detail 


Including SI in All documents or briefings containing information from 
other documents SI end-product reports will be afforded the same 


protection as the original reports, and classified at the 
level of the most highly classified SI. 


When wording taken directly from SI reports is used in 
another document, such as a summary or assessment, 
together with information from other sources and of 
varying classification levels, the user will: 


• clearly portion-mark the paragraph(s) containing the 
SI information, e.g. "TS//SI" for TOP SECRET//SI, 
and apply other appropriate portion markings, such as 
CEO, when applicable; 


• include an attribution indicator (i.e. the original SI 
report serial number); 


• apply the overall classification, e.g. "TOP 
SECRET//SP' and other markings that were afforded 
the original SI report to the summary or assessment; 
and 


• ensure that the recipient or audience is indoctrinated 
for SIGINT Information Access and has a need-to-
know 


Note 1: SI material can only be cut-and-pasted into 
applications that are accredited for SI. 


Note 2: Clients must obtain approval from the 
Operational Policy Section at CSEC if the proposed 
dissemination of their documents or briefings (that 
include information from SI end-product reports) is 
beyond the original dissemination (See the paragraph in 
this chapter on permission to quote.) @cse-
cst.gc.ca on CTSN.) 


Continued on next page 
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Handling issue Detail 


Printing/Storing Clients may print SI information; however any hard copy 
SI material must: 


• display appropriate classification markings; 
• remain within a TOP SECRET//SI environment; and 
• be stored in an approved container. 


E-mailing SI material can only be transmitted electronically on 
networks that have been appropriately accredited by 
CSEC. 


A2.9 
Indoctrination 
status of 
others 


A2.10 
Sanitization 


(Sharing SI 
with non-
indoctrinated 
colleagues) 


COMINT Control Officers (COMCOs) at Authorized Organizations must 
maintain an updated list of staff indoctrinated for SIGINT Information Access 
within their respective departments, and must promptly inform the Special 
Material Control Officer at CSEC of any changes to this list. 


The CSEC Personnel Security Office maintains a list of all GC employees 
who are indoctrinated for access to SI. 


Definition: Sanitization is the process of editing or disguising SI to protect 
sensitive sources and methods in order to release the information outside of 
"SI Channels". 


Clients who have a valid requirement to share SI information with a non-
indoctrinated colleague must submit a request for sanitization to a CSEC 
CRO, or to the Operational Policy Section at CSEC 
on CTSN). 


' cse-est.gc.ca 


Note: Information about requesting a sanitization is available in the CSSS, on 
CTSN from the CSEC page, and in a CSEC sponsored course. 
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A2.11 
Handling of 
SECRET 
paragraphs 
from SI 
reports 


Many reports contain paragraphs that are already classified at the SECRET 
level. Clients may share these SECRET paragraphs with SECRET-cleared 
colleagues who have a need-to-know but are not indoctrinated for SIGINT 
Information Access; however, no attribution can be made to a SIGINT 
agency. If questioned about the source of SECRET paragraphs by their non-
indoctrinated colleagues, indoctrinated clients must not reveal any source-
related information in their response. 


Note: allows users to preview and print SECRET versions of 
certain SI reports. However, users must ensure that these SECRET versions 
do not contain any marking that reveals a link to a SIGINT agency (e.g. a web 
address banner at the top or bottom of the printed page which identifies 
CSEC). 


A2.12 Related Other security issues that apply to most Authorized Organizations are: 
security issues 


A2.13 
Enquiries 


• the computer terminals must have password-protected screen savers that 
are automatically activated when the terminals are left unattended for a 
five-minutes or more; 


• clients must shut down their computer terminals at the end of the working 
day to ensure any security software upgrades sent through the system 
overnight are loaded and installed; 


• clients must not save SIGINT information to floppy disks and local hard-
drives unless this is done on a SIGINT accredited network; 


• clients must report all security violations and security breaches to the 
departmental COMINT Control Officer (COMCO); and 


• clients must ensure that all hard copy SI is securely stored at the end of 
the work day. 


For more information on the handling of SI, please consult: 


• the Canadian SIGINT Security Standards (CSSS) series of policy 
instruments; 


• departmental policy and procedures; 
• your departmental COMINT Control Officer (COMCO); or 
• the SIGINT Requirements directorate at CSEC (ssmo-dl@cse-cst.gc.ca on 


the unclassified Internet of dese-est.gc.ca on CTSN). 
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Annex 3: GAMMA Indoctrination Briefing 


A3.1 
Introduction 


A3.2 Content 
of briefing 


A3.3 What is 
GAMMA? 


A3.4 GAMMA 
vs. ECI 


The GAMMA indoctrination briefing is intended for staff who, in order to 
perform their duties, require access to SIGINT reports and related material 
(e.g. briefing documents) that are classified TOP SECRET//SI-GAMMA. 


The GAMMA indoctrination briefing provides a high-level description of the 
GAMMA sub-control system, and includes related information about access, 
classification markings, and handling standards. CSEC document CSSS-104, 
GAMMA Handling Standards, provides a more detailed description of the 
GAMMA sub-control system. 


The term GAMMA refers to a special sub-control system which provides 
extra protection for SIGINT reports and related material that are considered to 
be very sensitive. The sensitivity of these reports relates to one or more of the 
following: 


• the topic; 
• the target; 
• the collection method; or 
• the technique used to analyze or process the intercept. 


The GAMMA and the Exceptionally Controlled Information (ECI) sub-
control systems both provide optimum protection for SIGINT information. 
The main difference between the two is that GAMMA is used to protect 
SIGINT reports, whereas ECI is used to protect information about SIGINT 
operations and is never applied to SIGINT reports. SIGINT reports resulting 
from ECI sources or techniques may be issued within the GAMMA sub-
control system. 


A3.5 GAMMA GAMMA end-product reports feature the classification and control system 
markings marking of TOP SECRET//SI-GAMMA, and include the in the serial 


number (e.g. The markings can also include other restrictive 
caveats such as Originator Controlled (ORCON), or Canadian Eyes Only 
(CEO). 
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A3.6 Access to For access to any GAMMA material, staff must: 
GAMMA 


• be cleared to TOP SECRET; 


• have a Subject Interview; 


• have held a SIGINT Information Access (SIA) indoctrination for a 
minimum of six months, or have received a waiver from CSEC's Director 
SIGINT Requirements; 


• be indoctrinated for GAMMA; and 


• have a requirement to view the material. 
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A3.7 Handling The following table describes key handling issues for GAMMA documents. 
of GAMMA 


Handling issue Detail 
Including All documents or briefings containing information from 
GAMMA in GAMMA end-product reports will be afforded the same 
other documents protection as the original reports and therefore include the 


classification marking of TOP SECRET//SI-GAMMA. At 
Authorized Organizations, these documents must be registered 
with the GAMMA Registry. 


When wording is taken directly from a report classified 
GAMMA and used in another document, such as a summary or 
assessment, together with information from other sources and of 
varying classification levels, the user will: 


• clearly portion-mark the paragraph(s) containing the 
GAMMA information, e.g. "TS//SI-G" for TOP 
SECRET//SI-GAMMA" and apply other appropriate portion 
markings, such as CEO, when applicable; 


• include an attribution indicator (i.e. the original report serial 
number); 


• apply the overall classification, e.g. "TOP SECRET//SI-
GAMMA," and other markings that were afforded the 
original GAMMA report to the summary or assessment; and 


• ensure that the recipient or audience is indoctrinated for 
access to GAMMA and has a need-to-know. 


Continued on next page 
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Handling issue Detail 
Discussion The user may only discuss information from GAMMA 


documents with individuals who are indoctrinated for GAMMA 
and who have a requirement to see this information. It is the 
responsibility of the user to confirm the indoctrination status of 
these individuals. 


Storage GAMMA documents may be held in a TOP SECRET//SI 
environment, provided that: 


• the holder is indoctrinated for GAMMA; 
• the documents are protected from the view of persons who 


are not indoctrinated for GAMMA; and 
• the documents are locked in approved containers when not 


in use. 
Mailing GAMMA documents are mailed in sealed envelopes that are 


addressed only to those indoctrinated for GAMMA. GAMMA 
documents must be hand-delivered by CROs or by couriers 
cleared to TOP SECRET and indoctrinated for SIGINT 
Information Access. 


Electronic/soft 
copy 


GAMMA documents can only be transmitted or handled/stored 
electronically on IT networks or systems that have been 
approved by CSEC to handle TOP SECRET//SI-GAMMA 
information. 


A3.8 Who else 
has GAMMA? 


Queries concerning GAMMA indoctrinations should be directed to GAMMA 
Control Officers (GCOs) at Authorized Organizations or to the CSEC GCO 
(Director SIGINT Requirements) at ssmo-dl@cse-cstge.ca or 


M cse-cst.gc.ca on CTSN. 


CSEC Personnel Security Services maintain a master list, in 
latabase, of all individuals within the 


GC who are indoctrinated for access to GAMMA. A link to this database is 
available on the CTSN site. 
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Chapter 5: Protection of ELINT and FISINT 


5.1 Introduction 


5.1.1 Contents This chapter contains the following topics: 


Topic 
5.1 Introduction 
5.2 Electronics Intelligence (ELINT) 
5.3 ELINT and COMINT 
5.4 Classification of ELINT 
5.5 Authorization to receive ELINT 
5.6 Foreign Instrumentation Signals Intelligence (FISINT) 
5.7 Violations 


5.1.2 
Introduction 


This chapter describes the handling procedures for FLINT and FISINT. As 
discussed in Chapter 2: Special Intelligence Classification and Markings, 
FLINT and FISINT reports are often classified solely in the national interest. 
Accordingly, FLINT and FISINT are generally handled according to 
departmental procedures for the handling of classified information which are 
based on the Policy on Government Security Policy (PSG) and related 
standards; however, there are certain specific procedures for handling ELINT 
and FISINT that contain COMINT, and these are addressed in this chapter. 


Note: The CSEC document CSSS-103, The SIGINT Classification System6, 
provides details on different classification markings. CSSS-103 is available 
from the CSEC page on the CTSN central site. 


'5 Formerly OPS-5-14 
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5.2 Electronic Intelligence (ELINT) 


5.2.1 What is 
ELINT? 


5.2.2 
Classification 


5.2.3 Need for 
Authorized 
Organization 
Status 


5.2.4 
Dissemination 


Electronic Intelligence (FLINT) is technical information and/or intelligence 
derived from the collection, processing, and analysis of electromagnetic non-
communication emissions (e.g. radar, navigation aids, jamming systems and 
some remote control systems). 


By definition, ELINT is a component of SIGINT; however, the requirements 
for the protection of ELINT are normally less restrictive than those 
established for the protection of COMINT. 


Generally, ELINT is classified in the national interest (i.e., CONFIDENTIAL, 
SECRET or TOP SECRET) and, therefore, is subject to Policy on 
Government Security (PGS) personnel, physical and information technology 
(IT) standards for access to and safe handling of classified information. 


Government departments, including their private contractors, which receive 
only ELINT classified in the national interest, do not need to request 
Authorized Organization status. (Authorized Organization status is mandatory 
for departments receiving and retaining SI, see Chapter 3: Departmental 
Requests for Access to Special Intelligence.) 


Although ELINT generally is classified in the national interest and is subject 
to different security requirements than those for safeguarding COMINT, 
ELINT remains a component of SIGINT. Dissemination of ELINT, therefore, 
is subject to the stipulations set out in this document. 


For convenience and to ensure secure handling when ELINT is or is likely to 
be worked on in association with COMINT, ELINT should be handled in SI 
channels. However, when transmitted/transported in SI channels, such ELINT 
information must not be marked with any caveat that would restrict access 
only to SIGINT Information Access-indoctrinated persons. 
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5.2.5 Access Access to ELINT is based on the need-to-know principle and the following 
direction: 


• individuals who require access only to ELINT classified in the national 
interest are subject to normal security clearance procedures for access to 
classified information, but do not need to be indoctrinated for SIGINT 
Information Access; and 


• individuals who have access to ELINT must be Canadian citizens. 
(Second Party secondees are excepted. Normally, such persons are 
appropriately security cleared by their own national authority prior to their 
secondment; otherwise, arrangements are made via CSEC. Contact 


'dcse-cst.gc.ca on CTSN). 


Where staff includes integrated personnel, care must be taken to observe the 
restrictions imposed on the distribution of ELINT in accordance with 
departmental guidelines. 


5.2.6 
Contractors/ 
Consultants 


ELINT may be released to appropriately GC-sponsored contractors or 
consultants with the approval of the Canadian national SIGINT authority, 
CSEC. CSEC consults with Second Parties on requests from contractors or 
consultants to work with ELINT originated by them. 


In addition to meeting GC personnel screening standards for access to 
classified information, GC contractors who are to retain ELINT on their 
premises for the duration of a contract must also meet GC physical security 
standards (and, if applicable, IT security standards) as set out in the PGS and 
associated GC documentation, such as the Operational Security Standard: 
Management of Information Technology Security (MITS). Contractors' 
facilities approved for retention of ELINT must be re-accredited by CSEC 
prior to receiving and retaining any SI material. 
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5.3 ELINT and CO MINT 


5.3.1 
Classification 
of ELINT 
Connected to 
COMINT 


5.3.2 ELINT 
Classified 
Higher than 
Associated 
COMINT 


5.3.3 ELINT 
and Sensitive 
Sources 


If an ELINT item has a direct connection with COMINT (e.g. it is combined 
with SI-controlled material), it bears the classification and control system 
markings corresponding to the highest category of COMINT involved, and is 
handled and disseminated according to the standards required for the 
protection of COMINT (i.e. it is retained in SI channels and disseminated 
only to SIGINT-indoctrinated persons). (See Chapter 2: Special Intelligence 
Classification and Markings.) 


Note: For information on sanitizing SI-controlled material, see Chapter 4: 
Protection of SIGINT Information. 


If the ELINT information is of a higher security classification than the 
associated COMINT, the higher classification is used along with the relevant 
SI control system markings. 


For example, ELINT classified TOP SECRET combined with COMINT 
material classified SECRET//SI is marked TOP SECRET//SI (see Chapter 2: 
Special Intelligence Classification and Markings). 


ELINT may also be derived from other sensitive special collection sources, 
and therefore, may be subject to control requirements for that specific 
collection source. Normally, when details of source and method of 
exploitation are removed, such information may be released at the SECRET 
or TOP SECRET level. 


ELINT material that is classified at the TOP SECRET//SI level is subject to 
the control requirements prescribed in the Information Systems Security Plan 
(ISSP) held by each Authorized Organization as part of the Information 
Management and Security program. (Contact the Authorized Organization 
Information Systems Security Officer (ISSO) for information.) 


Note: All modifications or sanitizations of ELINT must be approved by 
Operational Policy at CSEC ( @cse-cst.gc.ca on CTSN). 
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5.4 Classification of ELINT 


5.4.1 General FLINT is classified UNCLASSIFIED, CONFIDENTIAL, SECRET or TOP 
Classification SECRET, depending on the: 


• sensitivity of the content; 
• method of intercept, technical evidence; and/or 
• analytical techniques involved. 


ELINT end-product reporting often bears dissemination control markings 
(e.g. Canadian Eyes Only). Examples of reasons for FLINT to be classified in 
the national interest follow; the examples described under SECRET and 
CONFIDENTIAL may require TOP SECRET or National Special Center 
protection if they are particularly sensitive. 


5.4.2 FLINT ELINT that is classified TOP SECRET or beyond (e.g. TOP SECRET//SI) 
Classified includes the following: 
TOP SECRET 
or Above 


Note: ELINT classified at TOP SECRET and above may be subject to 
special handling and dissemination controls as described in this chapter. 
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5.4.3 ELINT 
Classified 
SECRET 


5.4.4 ELINT 
Classified 
CONFIDEN-
TIAL 


5.4.5 
UNCLASSI-
FIED ELINT 


FLINT that is classified SECRET includes the following: 


ELINT that is classified CONFIDENTIAL includes the following: 


UNCLASSIFIED ELINT includes the following: 


5.5 Authorization to Receive ELINT 


5.5.1 How to 
Request 
ELINT 
Service 


A senior level manager at a GC organization must forward a request for 
ELINT to the CSEC Director SIGINT Requirements (ssmo-dl@cse-cst.gc.ca 
or I cse-cst.gc.ca on CTSN). A CSEC representative may assist 
this manager in the definition of the request for ELINT. 
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5.5.2 Review 
of Request 


5.5.3 
Indoctrination 
Process 


Upon receipt of a GC organization's request to receive FLINT, Director 
SIGINT Requirements will: 


• review the client's request to determine if: 


o the client's stated business case is consistent with CSEC's mandate, 


o CSEC has the appropriate resources; 


• approve or deny the client's request; and 


• provide a reply to the client, which includes required follow-up action by 
the client. 


As laid out in this chapter, non-SI controlled material (e.g. FLINT) is treated 
according to departmental procedures which are based on the PGS. 


A new client must have the appropriate clearance to view material classified 
in the national interest (e.g. TOP SECRET, SECRET, or CONFIDENTIAL); 
however, indoctrination for SIGINT Information Access is not required. 


5.6 Foreign Instrumentation Signals Intelligence (FISINT) 


5.6.1 
Definition 


FISINT is technical and intelligence information derived from the intercept of 
foreign instrumentation signals (FIS). FIS are defined as electromagnetic 
emissions associated with the testing and operational deployment of foreign 
aerospace, surface, and sub-surface systems, which may have either military 
or civilian application. FISINT includes, but is not limited to: 


• signals from telemetry; 
• beacon systems; 
• electronic interrogators; 
• arming, fusing, or firing systems; and 
• computer command signals. 
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5.6.2 
Classification, 
Handling, and 
Dissemination 


5.6.3 FISINT 
and COMINT 


5.6.4 Access to 
FISINT 


The security requirements for FISINT are similar to those for FLINT, i.e. 
FISINT is classified according to normal rules for classifying information in 
the national interest when it is derived from conventional collection sources 
or when evidence of special collection sources and methods of exploitation 
have been removed. Certain FIS data and analysis are specially controlled and 
compartmented, but can be decompartmented for reporting at the SECRET or 
TOP SECRET level. FISINT end-product may also bear dissemination 
control markings. 


If FISINT is derived from or fused with COMINT, the resulting product is 
subject to the classification standards and control markings established for the 
protection of COMINT (see Chapter 2: Special Intelligence Classification 
and Markings). 


Access to FISINT end-product reporting classified SECRET or TOP 
SECRET in the national interest requires normal security clearance 
procedures for access to classified information. However, persons involved in 
or requiring access to compartmented FISINT data, analysis and reporting, as 
in the case of compartmented ELINT, must be indoctrinated to Special 
Access (see Chapter 7: Personnel Security for more information) and 
appropriate special compartmented control systems. Release of FISINT end-
product reporting to contractors and consultants must be approved by CSEC 


@cse-cst.gc.ca on CTSN). 


5.6.5 POC for For more detailed information about FISINT collection, contact 
FISINT at: 


18 ST MGen George R. Pearkes Bldg, 
101 Col By Drive, 
Ottawa Ont KlA OK2 
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5.7 Violations 


5.7.1 
Violations 


Any security breach or incident involving ELINT and FISINT that is only 
classified in the national interest (i.e. CONFIDENTIAL, SECRET, TOP 
SECRET) must be treated according to departmental procedures for the 
handling of classified information, which are based on the PGS and related 
standards. 


Any security breach or incident involving ELINT and FISINT that is marked 
as SIGINT must be handled according to the procedures outlined in this 
document in Chapter 4: Protection of SIGINT Information, and in Chapter 7: 
Personnel Security. 


87 


2017 01 05 AGCO259 R7 ..-6f 1 AO 
A-2017-00017--03561 







CHAPTER 6 


SIGINT CERTIFICATION AND ACCREDITATION 


88 


2017 01 05 AGCO259 RR rvf 1 AO 
A-2017-00017--03562 







CONFIDENTIAL 
CSSS-100/Chapter 6 


Chapter 6: SIGINT Certification and Accreditation 


6.1 Introduction 


6.1.1 Contents This chapter contains the following topics: 


Topic 
6.1 Introduction 
6.2 The SIGINT Certification and Accreditation Process 
6.3 Physical Security Accreditation 
6.4 Identified Security Roles at Authorized Organizations 
6.5 Security Disciplines 


6.1.2 
Introduction 


6.1.3 Context 


This chapter describes the SIGINT certification and accreditation (C&A) 
process that applies in any Government of Canada (GC) organization that 
makes a request to CSEC to retain and/or process SI (after which, the 
organization is referred to as an "Authorized Organization". See Chapter 3: 
Departmental Requests for Access to Special Intelligence). The C&A process 
ensures that a CSEC-approved, cost-effective balance of security safeguards 
is implemented by the client organization to properly protect any SI it stores. 


The Chief, CSEC (CCSEC), as manager of the SIGINT program in Canada, is 
responsible for all aspects of SIGINT policy, operation and administration. 
Responsibility for SIGINT security policy is delegated to the Deputy Chief, 
SIGINT (DC SIGINT). CSEC issues the Canadian SIGINT Security 
Standards (CSSS) as the lead agency for SIGINT security in Canada, and 
thereby sets SIGINT standards, for the certification and accreditation of 
facilities and Information Technology (IT) systems that handle SIGINT. 
Therefore, CSEC has a role not only in ensuring the security of its own 
SIGINT facilities and networks through C&A, but also in ensuring that other 
GC organizations with facilities and/or systems that process SIGINT have the 
appropriate C&A. 


Continued on next page 
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6.1.3 Context 
(continued) 


CSEC also has a responsibility under the Policy on Government Security 
(PGS) and the Operational Security Standard: Management of Information 
Technology Security (MITS) Standard with respect to C&A of all its IT 
systems. 


6.2 The SIGINT Certification and Accreditation Process 


6.2.1 Purpose 
of 
Certification 
and 
Accreditation 


6.2.2 
Certification 
and 
Accreditation 
Policy 


The purpose of certification is to verify that the security requirements 
established for a particular system or service are met and that the controls and 
safeguards work as intended. 


The purpose of a physical security accreditation is to establish the extent to 
which a particular facility meets security requirements, and ensures that 
appropriate security measures are established to protect the operating 
environment (see Section 6.3). 


The purpose of IT systems accreditation is to signify that management has 
authorized the system or service to operate and has accepted the residual risk 
of operating the system or service, based on the certification evidence 
(MITS). Once systems have been certified and accredited, the SIGINT 
Operational Authority will grant the Authority to Operate. See Chapter 8: 
Information Security for SIGINT Systems for information on the accreditation 
process for IT systems. 


As per the PGS, CSEC is responsible for developing, approving and 
promulgating COMSEC- and SIGINT-related policy instruments for 
classified information and developing guidelines and tools related to IT 
security. Through this responsibility, the following standards are applied: 


• Director SIGINT Requirements is the approval authority for requests from 
Client Organizations to access SIGINT information; 


• GC organizations must be granted an Authority to Operate to access 
SIGINT information, after which they become Authorized Organizations; 


Continued on next page 
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6.2.2 
Certification 
and 
Accreditation 
Policy 
(continued) 


6.2.3 
Description of 
the SIGINT 
C&A Process 


6.2.4 Details 
about Threat 
and Risk 
Assessments 
(TRA) 


6.2.5 CSEC 
Questionnaires/ 
Documentation 


• CSEC provides advice and assistance in the interpretation of operational 
standards and technical documentation related to SIGINT, 
Communications Security (COMSEC), and IT Security in terms of system 
C&A, risk and vulnerability analysis, product evaluation, system and 
network security analysis; and 


• CSEC provides advice and assistance to departments on operational 
standards and technical documentation developed by CSEC. 


Once Director SIGINT Requirements receives a client request to access 
SIGINT information, and validates the business requirement, s/he will contact 
the appropriate stakeholders within CSEC to coordinate and assist the Client 
in defining and meeting the security requirements to obtain accreditation for 
their project/program, facility and/or system. 


The next step in the C&A process involves the completion of a Threat and 
Risk Assessment (TRA) by the GC organization. The TRA is a part of risk 
management concerned with defining what requires protection, analyzing and 
assessing threats, analyzing and assessing risks, and making 
recommendations for the management of those risks. 


The TRA must identify all security factors unique to the organization. These 
factors must then be reflected in the specific safeguards chosen. 


The GC organization seeking C&A must complete any questionnaires or 
related documentation CSEC requires after implementing the safeguards 
required by CSEC following the TRA. 
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6.3 Physical Security Accreditation 


IRRELEVANT 


6.3.1 What is 
Physical 
Security 
Accreditation? 
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IRRELEVANT 


6.3.2 Re-
accreditation 


6.3.3 
Balancing 
Security 
Measures 


6.3.4 Securing 
and Classifying 
Documentation 


7 The U.S. refers to these facilities as Sensitive Compartmented Information Facilities (SCIFs). 
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6.4 Identified Security Roles at Authorized Organizations 


6.4.1 Security 
Roles 


The PGS and related standards have defined the security roles that must be 
identified and filled for organizations that have access to classified 
information. These roles include the: 


• Departmental Security Officer (DSO); 
• IT Security Coordinator (IT SC); and 
• COMSEC authority or custodian. 


For organizations with access to SI, the following roles must also be 
identified and filled: 


• Senior Indoctrinated Official (SIO); 
• COMINT Control Officer (COMCO); 
• Deputy COMINT Control Officer (D/COMCO); and 
• Information Systems Security Officer (ISSO). 


In addition, in instances where the organization wishes to store GAMMA 
material on its premises (Authorized Organizations only), an individual must 
be identified to fill the role of GAMMA Control Officer (GCO). This can be 
the same person as the COMCO or D/COMCO. 


See Chapter 3: Departmental Requests for Access to Special Intelligence for 
the responsibilities associated with each of these roles. 
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6.5 Security Disciplines 


6.5.1 Security 
Disciplines 


IRRELEVANT 


Security 
Discipline


IRRELEVANT 


Examples of Security Features and Safeguards 


Network Security • network Security Zones (see Chapter 8: Information 
Security for SIGINT Systems); 


• requirements for TEMPEST; 
• authorizing/monitoring physical access; 
• storage/disposal of IT media and other assets; 
• vulnerability scans; 
• connection of different networks; and 
• monitoring of access to networks. 


Continued on next page 
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Security 
Discipline 


Examples of Security Features and Safeguards 


Communications • monitoring 
• network security and data integrity 
• COMSEC procedures (e.g. encryption) 


Hardware • use of devices such as routers, firewalls 
• hardware security control and maintenance 


Software • authorize, monitor and review the use of software 
• quality assurance and acceptance testing 
• access control, surveillance (e.g. user profiling) 
• database administration 
• anti-virus software 
• intrusion detection software 
• configuration management 
• malicious software management 
• software security controls 
• e-mail security 


OPS Security • mode of operation 
(CONOPS, • day-to-day procedures and control 
USOPS) • detection and surveillance records 


• cut-and-paste/printing/storage 
• backup and recovery plans 
• system access controls 
• user accounts and media control 
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Chapter 7: Personnel Security 


7.1 Introduction 


7.1.1 Contents This chapter contains the following topics: 


Topic 
7.1 Introduction 
7.2 Categories of SIGINT Indoctrinations 
7.3 Access to SIGINT 
7.4 Indoctrinations, De-indoctrinations, Transfers, and 


Updates 
7.5 Record Keeping 
7.6 Sanctions 
7.7 Personal Responsibilities 
7.8 Point of Contact 


7.1.2 
Personnel 
Security 
Standard 


The requirements for access to SIGINT are established in accordance with 
CSEC's role and responsibilities as lead agency for SIGINT security in 
Canada, and are to be applied in conjunction with the Government's 
Personnel Security Standard. Government of Canada (GC) departments may 
add additional requirements as they see fit for their own personnel. 


7.2 Categories of SIGINT Indoctrinations 


7.2.1 General All persons who require direct access to Special Intelligence (SI) and SI-
related information must be cleared to TOP SECRET SIGINT Information 
Access (see 7.2.5). Persons whose duties will result in indirect access to SI 
and SI-related information must be cleared to TOP SECRET SIGINT Facility 
Access (see 7.2.3). 
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7.2.2 Categories 
of SIGINT 
Indoctrinations 


7.2.3 SIGINT 
Facility Access 
(SFA) 


7.2.4 SIGINT 
Indoctrination 


7.2.5 SIGINT 
Information 
Access (SIA) 


IRRELEVANT 
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7.2.6 SIGINT 
Information 
Access 
Security 
Clearance 
Update 


7.2.7 
Indoctrinating 
Ministers and 
Senators 


SIGINT security clearance updates must be conducted in accordance with the 
Personnel Security Standard referenced in the Policy on Government Security 
(PGS). The mandatory subject interview must also include a review of 
SIGINT security principles as described in CSEC's SIGINT Indoctrination 
Briefing Package (see this chapter). 


By virtue of their positions and oaths of office, federal Ministers and Senators 
are eligible for access to TOP SECRET//SI and GAMMA information 


When access to TOP SECRET//SI or GAMMA is required 
Ministers and Senators must be provided with an indoctrination briefing 
similar to that given to all other individuals indoctrinated for access to SI or 
GAMMA (see Chapter 4, Annex 2 and Annex 3). 


By virtue of their position and Privy Councilor's oaths, the following 
ministers do not require formal indoctrinations and are granted full access to 
all ECI programs: 


• Prime Minister; 
• Deputy Prime Minister; 
• Minister of National Defence; 
• Minister of Foreign Affairs; 
• Minister of Public Safety; and 
• Minister of Justice and Attorney General of Canada. 


As with access to TOP SECRET//SI and GAMMA information, the above 
ministers must receive a briefing on the sensitivity of ECI. All other ministers 
requiring access to specific ECI programs must be formally indoctrinated per 
C S S S-102, ECI Handling Standards. 
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7.3 Access to SIGINT 


7.3.1 Access to 
SIGINT: 
General 


7.3.2 
Prerequisites 
for Direct 
Access to 
SIGINT 


Access to SI control or sub-control systems (i.e. GAMMA, ECI) by an 
individual is contingent upon application of the need-to-know principle and 
observation of those practices that ensure the security and integrity of the 
control system. An individual's access to SIGINT may be reduced or 
discontinued if the person does not follow SIGINT security practices (see this 
chapter for sanctions). 


Note: See Chapter 2: Special Intelligence Classification and Markings for 
more detailed information on SIGINT control and sub-control systems. 


All persons who require direct access to SI and SI-related information must: 


• be a Canadian citizen (see this chapter for information on integrees 


I 
• hold a TOP SECRET security clearance ; 
• have successfully completed a subject interview for Special Access to 


compartmented intelligence ("Special Access" replaces "SIGINT" which 
was formerly used); and 


• be indoctrinated to SIGINT Information Access (SIA) (formerly CAT III). 


7.3.3 Access to Integrees must be security cleared to an 
SIGINT: equivalent level, and indoctrinated to SIGINT information access by 
Integrees-' SIGINT authority prior to their integration. Integrees ■ 


must attend a Canadian Indoctrination 
Awareness Briefing session.


7.3.4 
ELINT and 
FISINT 


ELINT and FISINT information, although component parts of SIGINT, are 
not considered as sensitive as COMINT. Therefore, personnel working with 
these types of information do not necessarily require Special Access 
indoctrinations; however, they must be cleared to the appropriate level for the 
material's classification (i.e. CONFIDENTIAL, SECRET, TOP SECRET). 
See Chapter 5: Protection of FLINT and FISINT. 
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7.3.5 
Procedure for 
Direct Access 
to SIGINT/ 
SI 


Requests for an individual's direct access to SIGINT/SI information should 
follow the steps in the table below. 


Note: Where an applicant for the SIGINT indoctrination is geographically so 
removed from the department COMCO or a CSEC representative that they 
cannot conduct the indoctrination, CSEC Personnel Security will authorize a 
representative from CSIS or DND to act on CSEC's behalf to conduct the 
indoctrination, on a case-by-case basis. 


Step Who does it Action 
1 Sponsoring 


authority in the 
department 
requesting direct 
access to 
SIGINT/SI on 
behalf of an 
individual 


• Submits a request by e-mail or letter, 
including: 


° full name 


° date of birth 


° place of birth 


o issue date of the TOP SECRET clearance 


° date of the subject interview 


0 justification of the individual's need to 
have access to SIGINT 


to the 


° COMCO (in Authorized Organizations) 


° CSEC Client Relations Officer (CRO) (in 
Client Organizations). 


2 COMCO or CSEC 
representative 


• Confirms applicant has valid TOP SECRET 
Special Access clearance (including subject 
interview) and a need-to-know. 


Continued on next page 
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Step Who does it Action 
3 Departmental 


Security Officer 
(DSO) 


• If applicant is not yet appropriately cleared, 
processes TOP SECRET security clearance 
request (processing must include a subject 
interview conducted either by CSIS or the 
department). 


4 COMCO or CSEC 
representative 


• Indoctrinates applicant (see subsequent 
paragraphs regarding indoctrination) 


• Sends the original request from the 
sponsoring authority (see step #1) and the 
original signed indoctrination form 
(CSEC/CSTC SEC-047) to CSEC Personnel 
Security for retention. Note: hard copy forms 
are used for these transactions due to the 
privacy and security risks of using 
unencrypted e-mail on the Internet. 


• Ensures a copy of the signed indoctrination 
form remains with the COMCO for 
department files. 


5 CSEC Personnel 
Security Office 


• Updates the National SIGINT Registry. 


7.3.6 
Mandatory 
Subject 
Interviews 


7.3.7 
Conducting 
Subject 
Interviews 


A subject interview is mandatory: 


• as part of the initial TOP SECRET security clearance process for Special 
Access to SIGINT (i.e. the CSIS or departmental subject interview); 


• during five-year security updates for continued Special Access to SIGINT 
(departments are responsible for conducting their own subject interviews 
for the five year update cycle); and 


• for cause for any level of security clearance. 


Interviews should be conducted face-to-face where possible. 
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7.3.9 
Security 
Clearance Re-
activation 


A SIGINT security indoctrination may be re-activated within 12 months of 
the end of continuous employment by conducting a: 


• credit check; 
• Criminal Records Name Check (CRNC); and 
• CSIS indices check. 


In addition, an updated subject interview and re-indoctrination may be 
required depending on circumstances. The departmental security authorities 
will make this decision on a case-by-case basis. 


7.4 Indoctrinations, De-indoctrinations, Transfers, and 
Updates 


7.4.1 Forms 
for 
Indoctrination 
and De-
indoctrination 


7.4.2 Who 
Conducts 
Indoctrinations? 


All relevant forms will be provided by CSEC Personnel Security 
' cse-cst.gc.ca on CTSN). Forms used for the basic SIGINT 


Information Access indoctrination are as follows: 


• CSEC/CSTC #047, Indoctrination Form; and 
• CSEC/CSTC #048, De-indoctrination Form. 


Forms used for indoctrination to/de-indoctrination from SI sub-compartments 
(e.g. GAMMA, ECI) are as follows: 


• SEC-007, Special Indoctrination Request; 
• SEC-008, Special Indoctrination Form; and 
• SEC-009, Special De-Indoctrination Form. 


Departmental COMCOs, D/COMCOs, GCOs, and CSEC CROs will 
normally indoctrinate new clients requiring SIGINT Information Access 
and/or GAMMA access in Authorized Organizations. In exceptional 
circumstances, the CSEC SIGINT Security Management Office (SSMO) 
may indoctrinate clients for SIGINT Information Access and/or GAMMA 
access. 
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7.4.3 Emergency 
Indoctrinations 


7.4.4 
Indoctrination 
Briefing 
Package 


7.4.5 Waiving 
an 
Indoctrination 


Requests for emergency indoctrinations for access to SIGINT should be 
sent to the Director SIGINT Requirements at CSEC (ssmo-dl@cse-cst.gc.ca 
OT ' ese-est.gc.ca on CTSN). An information copy must also be 
sent via secure means to CSEC Personnel Security ( 
Wcse-est.gc.ca on CTSN). 


CSEC's Indoctrination Briefing package, which is provided by CSEC's 
SIGINT Security Management Office (ssmo-dl@cse-cst.gc.ca or 


M' ese-est.gc.ca on CTSN), to those persons authorized to indoctrinate, 
provides full details on the process. It includes a formal indoctrination 
briefing along with form CSEC/CSTC #047, which must be signed and 
completed. 


During exceptional circumstances (e.g. a national or international crisis) 
where there is a demonstrated operational requirement, certain aspects of an 
individual's security clearance and/or indoctrination may be waived. A 
request for a waiver must be sent to the Director SIGINT Requirements on 
CTSN. 


All waivers must be approved by the Director SIGINT Requirements at 
CSEC (ssmo-dl@cse-cst.gc.ca or @cse-cst.gc.ca on CTSN) with an 
information copy to CSEC Personnel Security ( ' cse-
est.gc.ca on CTSN). 
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7.4.6 De-
Indoctrination 


7.4.7 
Exceptions to 
Formal De-
Indoctrination 


De-indoctrination is the act of formally "signing off" indoctrinated persons 
who no longer require access to SIGINT, specifically SI. 
Responsibility for conducting the de-indoctrination at an Authorized 
Organization rests with the COMCO or D/COMCO, but the COMCO may 
also delegate this responsibility to a CSEC representative. 


The de-indoctrination briefing contains the following elements: 


• completing the De-Indoctrination form, CSEC/CSTC #048; 


• ensuring that the individual understands that he/she will no longer have 
access to SIGINT, specifically SI; 


• ensuring that the individual is aware of the provisions of the SOIA and the 
Criminal Code that apply, for life, to the confidentiality of classified 
information; 


• the formal withdrawal of the individual's access privileges to SSAs and 
SIGINT-related information technology (IT) systems; and 


• sending the original form to CSEC Personnel Security for retention and 
deletion of the person's name from the National SIGINT Registry. 


Note: At CSEC, only designated personnel in the Corporate Security 
Directorate may carry out de-indoctrinations for CSEC staff. 


There may be occasions when it is not possible to conduct a formal de-
indoctrination briefing. In such cases, the individual may be administratively 
de-indoctrinated, and CSEC Personnel Security ( (" cse-
cst.gc.ca on CT SN) must be informed via secure means. CSEC will review 
each situation on a case-by-case basis, and advise on follow-on action as 
appropriate. 


In an administrative de-indoctrination, the person conducting the de-
indoctrination may sign the form on behalf of the person being de-
indoctrinated. The person who has been de-indoctrinated must be informed of 
the de-indoctrination as soon as possible after the fact. 
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7.4.8 Transfer 
of 
Indoctrination 
Status 


7.4.9 Transfer 
Within the 
Same 
Organization 


A SIGINT Information Access indoctrination is normally not transferable 
when an indoctrinated person moves from one GC organization to another. 
However, it may be transferred in the case of a secondment or other 
temporary assignment where it has been determined that access to SI is 
required for the new position. CSEC Personnel Security must be consulted 
about exceptions. 


Persons being transferred from one position to another within the same 
organization need not be de-indoctrinated if need-to-know in their new 
position has been established prior to their move; otherwise, such persons 
must be de-indoctrinated. 


7.5 Record Keeping 


7.5.1 Security 
Clearance and 
Indoctrination-
Related 
Records 


Where the COMCO or D/COMCO has been authorized to conduct 
indoctrinations, the COMCO office will retain a copy of the indoctrination 
forms. 
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7.5.2 Retention 
Period for 
Forms 


7.5.3 Lists of 
SIGINT-
Indoctrinated 
Personnel 


CSEC will keep the original indoctrination forms for its employees 
indefinitely. 


The original files will be maintained by CSEC Personnel Security as active as 
long as the person is employed at CSEC. After separation, the security office 
will hold the files for an additional two (2) years; they are then transferred to 
the records office where they are retained until the person reaches, or would 
have reached the age of 80, and are then disposed of. 


Authorized Organizations will keep copies of the originals for as long as is 
necessary for operational purposes (time frames established for departmental 
retention and disposal schedules could be used as a guideline). 


The COMCO in each Authorized Organization must maintain a current list 
of: 


• the department's SIGINT-indoctrinated personnel; and 
• their positions 


and must provide this list to the Personnel Security Office at CSEC at the end 
of each calendar year, or whenever requested ( I cse-
cst.gc.ca on CT SN). The COMCO must also promptly inform CSEC of any 
changes in the indoctrination status (i.e. indoctrination or de-indoctrination) 
of an individual. 


The list must include: 


• the first, all middle, and the last name of indoctrinated persons; 
• the date and place of birth; 
• position title; 
• company name (if a contractor or consultant); 
• military service number or personal record identifier; and 
• indoctrination level (i.e. SIA or SFA). 


Under specific government-wide responsibilities outlined in the PGS, CSEC 
is responsible for maintaining the national inventory of personnel cleared and 
indoctrinated for access to SIGINT. 
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7.5.4 
Verification of 
SIGINT-
Indoctrinated 
Personnel Lists 


CSEC Personnel Security will periodically request that each Authorized 
Organization confirm its list of personnel indoctrinated for SIGINT 
Information Access as compiled by CSEC based on indoctrination and de-
indoctrination forms submitted, and other amendments or corrections 
received. 


7.6 Sanctions 


7.6.1 General 


7.6.2 Authority 
to Reduce or 
Remove 
SIGINT Access 


Persons who do not observe proper SIGINT security practices will be subject 
to sanctions. Sanctions will vary, depending on the frequency and/or 
seriousness of the violation(s) (see Chapter 4: Protection of SIGINT 
Information). 


Examples of sanctions are: 


• a notation in the person's security file; 
• reduced access to SIGINT; 
• removal of SIGINT indoctrination; 
• removal of security clearance; or 
• criminal prosecution. 


CSEC or Authorized Organizations may reduce or remove SIGINT access for 
security reasons. Authorized Organizations are to notify CSEC immediately 
of any intent to reduce or remove a person's SIGINT access. 
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7.6.3 Removal 
of SIGINT 
Indoctrination 


A SIGINT, GAMMA, or ECI indoctrination may be removed in the case of a 
security concern by following the procedure below: 


Step Who Does What 


1 
COMCO at the 
Authorized 
Organization 


• Notifies Director SIGINT Requirements, at 
CSEC of security concerns with a person. 
Concerns must be serious enough to call into 
question the person's continued access to the 
compartment. 


2 
Director SIGINT 
Requirements, at 
CSEC 


• Consults the COMCO at the Authorized 
Organization, the Authorized Organization 
Personnel Security, CSEC Personnel Security, 
and other departments or agencies (e.g. CSIS) 
as needed to substantiate the concerns. 


• Investigates concerns. 


• If concerns are substantiated, recommends to 
Deputy Chief, SIGINT (DC SIGINT) that the 
indoctrination be removed. 


3 
DC SIGINT at 
CSEC 


• Approves or rejects the recommendation. 


• Asks the Director SIGINT Requirements to 
advise the COMCO at the Authorized 
Organization of the decision. 


4 
COMCO at the 
Authorized 
Organization 


• De-indoctrinates the person from the 
compartment if the decision was to revoke the 
indoctrination. 


5 


Personnel Security 
at the Authorized 
Organization, or 
Personnel Security 
at CSEC 


• Enters the de-indoctrination into the person's 
security file. 


Note: The subject of this process may appeal the de-indoctrination decision: 
• through the Authorized Organization COMCO to the DC SIGINT at CSEC; or 
• to the Chief, CSEC (CCSEC) as the last recourse. 
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7.6.4 
Unauthorized 
Exposure to SI 


Unauthorized exposure or accidental compromise to any compartmented 
information (e.g. SI, GAMMA, ECI) does not justify a "need-to-know" or 
indoctrination for that particular compartment. Rather, it is considered a 
security incident which must be recorded and investigated according to the 
procedures outlined in Chapter 4: Protection of SIGINT Information. 


7.7 Personal Responsibilities 


7.7.1 Change in 
Personal 
Circumstances 


7.7.2 Private 
Travel 


Personnel who have access to either of the SIGINT indoctrination levels (SIA 
or SFA) must re-submit the Personnel Security Clearance Questionnaire 
(form TB S/SCT 330-60E) to their departmental security officer when there is 
a change in personal status including, but not limited to, the following 
examples: 


• legal change of name (CSEC Personnel Security must be informed of the 
name change); 


• change in marital status; or 
• change in living arrangements (such as sharing of living quarters). 


Any additional personal circumstances that may affect an individual's 
security clearance should be discussed with the Departmental Security Officer 
(DSO). 


There are no standing travel restrictions for SIGINT-indoctrinated personnel, 
and there are no longer any post-employment travel restrictions for de-
indoctrinated personnel. 


However, with the exception of those Authorized Organizations where 
reporting of personal travel abroad is mandatory, any SIGINT-indoctrinated 
person who plans to travel abroad should inform his or her COMCO who, in 
turn, can notify the individual of any special security concerns associated with 
the destination. 
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7.7.3 Reporting 
Contacts 


SIGINT-indoctrinated persons are obliged to report to their COMCC 
any "untoward contact" whether by a foreign national or a Canadian, in 
Canada or abroad. Untoward contact is defined as any contact in which illegal 
or unauthorized access is sought to sensitive information. It can also be 
interpreted as any concern arising when an individual believes they are or 
have been the target of an attempted exploitation to obtain sensitive material 
or assets. This includes any unauthorized contact with non-allied foreign 
diplomats/military/consular officials. 


7.8 Point of Contact 


7.8.1 Point of 
Contact at 
CSEC 


For additional information contact your COMCO or Director SIGINT 
Requirements, at CSEC (ssmo-dl@cse-cst.gc.ca or ' ese-cst.gc.ca 
on CTSN). 
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SYSTEMS 
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Chapter 8: Information Security for SIGINT Systems 


8.1 Introduction 


8.1.1 Contents This chapter contains the following topics: 


Topic 
8.1 Introduction 
8.2 Administration and Organization 
8.3 Technical Security 


8.1.2 
Authority 


Section 3.3 of the Policy on Government Security (PGS) states that managing 
security within government departments requires continuous risk assessment 
as well as implementation, monitoring and maintenance of internal 
management controls involving prevention, detection, response and recovery. 


Section 3.4 of the PGS addresses government-wide security and requires 
security threats, risks and incidents to be proactively managed, with support 
from lead security agencies, to help protect the government's critical assets, 
information and services, as well as national security. Annex B of the PGS 
establishes CSEC as the lead and coordinating agency for ensuring the 
protection of electronic information and information systems of importance to 
the Government of Canada. 


Consequently, the security requirements for the protection of SIGINT within 
secure IT systems are set by CSEC in accordance with the PGS and the 
document, Operational Security Standard: Management of Information 
Technology Security (MITS). Every department must have an IT Security 
Policy based on the PGS, MITS, and other related policies, standards and 
technical documentation. 
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8.1.3 
Definition of 
IT Security 


8.1.4 Context 


8.1.5 
Protection of 
SIGINT on IT 
Systems 


8.1.6 Before 
Accreditation 


The PGS defines IT Security as "safeguards to preserve the confidentiality, 
integrity, availability, intended use and value of electronically stored, 
processed or transmitted information." MITS expands the definition of IT 
Security to include "safeguards applied to assets used to gather, process, 
receive, display, transmit, reconfigure, scan, store or destroy information 
electronically." 


CSEC relies on information and information systems to provide actionable 
intelligence and conduct cyber defence operations in support of its mission 
and mandates. CSEC collects, processes, stores and transmits an immense 
quantity of high-value information in the conduct of its business. As a result, 
the security of information and information systems is essential. Without the 
implementation of effective information security controls both by CSEC and 
by GC client organizations, CSEC's critical information assets are vulnerable 
to disruption and compromise. 


SIGINT on any IT System must be afforded the same degree of protection as 
SIGINT assets. See Chapter 2: Special Intelligence Classification and 
Markings, and Chapter 4: Protection of SIGINT Information, for instructions 
on protecting SIGINT. 


IT Systems and Networks used for processing, storing, or transmitting 
SIGINT must equally comply with all personnel and physical security 
measures required for use, handling, display, transmission, or storage of 
SIGINT material, in particular, Special Intelligence (SI) material. The variety 
of applications and technical security mechanisms make it impractical to 
describe specific and detailed standards for every possible SIGINT IT 
situation. SIGINT IT Security safeguards must include basic mandatory 
requirements, and additional safeguards which may be identified as a result of 
Threat and Risk Assessments (TRA). 


Before being accredited by CSEC, Authorized Organizations must certify all 
SIGINT IT Systems, which includes networks, telecommunications and other 
equipment that is connected or interconnected, and the facilities in which they 
are housed. 
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8.1.7 
Accreditation 
of SIGINT 
Systems 


Accreditation of a SIGINT IT System is the formal approval by CSEC to 
allow the system to operate: 


• within a particular security zone; 
• with a prescribed set of technical and non-technical security safeguards; 
• against a defined threat, in a properly secured area, in a given operational 


environment; 
• under a stated Concept of Operations (CONOP); 
• with stated interconnections to other information facilities; and 
• with a known and acceptable level of residual risk. 


See Chapter 6: SIGINT Certification and Accreditation for information on the 
Certification and Accreditation process. 


8.2 Administration and Organization 


8.2.1 Life 
Cycle 
Management 


Given the difficulty of implementing cost-effective IT Security safeguards 
after a system has been deployed, and because technologies and threats 
constantly change, departments must address security, and adjust security 
requirements to meet those changes throughout all stages of the system-
development life cycle. SIGINT IT Systems must also be managed 
throughout their life cycle, from the earliest planning stages through 
maintenance to disposal, and must ensure the following: 


• security must be included in each stage of the development life cycle; and 


• system documentation must be developed and maintained, recording 
important decisions at each stage, and incorporating practices related to 
the disciplines of project management, risk management, and quality 
assurance. 


Given that systems underlie most programs and services, the system life cycle 
approach to IT Security also applies to the management of programs and 
services. 
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8.2.2 Security 
Risk 
Management 


8.2.3 
Procedures for 
Configuration 
Control 


8.2.4 
Operations 
Security 


8.2.5 SIGINT 
IT Systems 
Management 


Departments must continuously manage the security risks to information and 
IT assets throughout the life of their programs and services. Security risk 
management activities include: 


• a TRA; 
• business impact analyses; 
• privacy impact assessments; 
• self-assessments; 
• monitoring; 
• security investigations; 
• vulnerability assessments; and 
• business continuity planning. 


The processes for the configuration control of SIGINT equipment and 
systems and for the updating of operating procedures must be laid out in an 
instructional document such as an operating instruction or procedure. 


Security procedures and administrative controls supporting the operation of a 
SIGINT System must be developed and implemented. The correct application 
of operations security will do the following: 


• provide a level of assurance for all users of a system and its applications; 
• ensure that available protective mechanisms will be used correctly; and 
• ensure that the system will be administered and operated in a secure 


manner. 


Each separately accredited IT System that handles SIGINT data must be 
managed by an Information Technology Security Coordinator (IT SC) who, in 
cooperation with the COMINT Control Officer (COMCO), will ensure that 
all hardware, software, communications, and operations security procedures 
are applied in accordance with the requirements established for the protection 
of SIGINT assets. 


The responsibilities of the ITSC are described in more detail in Chapter 3, 
Departmental Requests for Access to Special Intelligence in section 3.2.5. 


117 


2017 01 05 AGCO259 117 r,f 1.40 
A-2017-00017--03591 







CONFIDENTIAL 
CSSS-100/Chapter 8 


8.2.6 
Maintenance 
of SIGINT IT 
Systems 


8.2.7 
Vulnerability 
Management 
of SIGINT IT 
Systems 


The following points must be adhered to with regard to the maintenance of 
SIGINT IT Systems: 


• all SIGINT IT System hardware and software maintenance must be 
performed where the equipment is located on site or remotely, as 
appropriate, or within an accredited secure area; 


• departmental IT System maintenance personnel must hold the 
appropriate security clearance, and must be SIGINT-indoctrinated if 
SI-processing IT systems are involved; and 


• contractor personnel may not carry out maintenance on SIGINT IT 
Systems without the written approval of CSEC. 


In emergency situations, it may be necessary for uncleared personnel to be 
given access to secure areas to work on IT systems. In such cases, these 
individuals must be fully escorted and their work must be overseen by the 
responsible cleared and indoctrinated person. 


Departments must continuously manage vulnerabilities for their programs, 
systems, and services. This management includes the discovery of 
vulnerabilities, estimating the associated risk, and the development, testing 
and implementation of solutions that reduce the risk to an acceptable level. 
As part of this discovery, departments must actively review sources of 
vulnerability information to determine the potential effect on their programs, 
systems and services. 


Reviews of SIGINT IT Systems involve the formal examination or inspection 
of safeguards to determine compliance with these standards, and to develop 
recommendations accordingly. Security reviews of SIGINT IT Systems must 
be performed in consultation with CSEC ' cse-cst.gc.ca on 
CTSN) when significant changes to design, operations, or the environment 
threaten to alter existing safeguards. 
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8.3 Technical Security 


8.3.1 Network 
Security and 
Perimeter 
Defence 


8.3.2 Network 
Security Zones 


Departments must segregate networks into Security Zones, and implement 
perimeter defence and network security safeguards. The IT Security 
Guidelines (ITSG) Baseline Security Requirements for Network Security 
Zones in the Government of Canada (ITSG-22) describes such an 
implementation. The use of IT Network Security Zones by all departments 
ensures a consistent, minimum level of protection of data communication 
networks across the GC. 


Departments must strictly control all public zone interfaces, including all 
external uncontrolled networks such as the Internet, at a defined security 
perimeter. Departments must use perimeter defence safeguards, e.g. firewalls 
and routers, to mediate all traffic and to protect secure servers. 


There are seven defined Network Security Zones: 


• Public Zone; 
• Public Access Zone; 
• Operations Zone; 
• Restricted Zone; 
• Highly Restricted Zone; 
• Restricted Extranet Zone; and 
• Special Access Zone. 


The zones are defined to minimize network complexity, to ensure effective 
and efficient delivery of network services, to promote interoperability and to 
provide a consistent level of security for services provided within and across 
zones. Zone boundaries are well-defined and respect assigned accountabilities 
for network security. 


(see Baseline Security Requirements for Network Security Zones in the 
Government of Canada (ITSG-22) for more detailed information) 
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8.3.3 Objective 
for Network 
Security Zones 


8.3.4 
Transmission 
Security 
(TRANSEC) 


8.3.5 
Procedures for 
TRANSEC 


The objective of the Network Security Zones is to develop a consistent, GC-
wide, network security environment that: 


• establishes baseline requirements while providing departments with 
flexibility to meet their specific security obligations; 


• promotes interoperability and network interconnectivity; and 
• provides a consistent level of security for platforms and applications 


within a given zone. 


SIGINT, like other sensitive information, must be protected when transmitted 
electronically. 


Transmission security (TRANSEC) is the component of Communications 
Security (COMSEC) that results from the application of measures designed to 
protect transmissions from interception and exploitation by means other than 
cryptanalysis. 


Procedures for TRANSEC must be developed and implemented, and should 
cover: 


• maintenance of an inventory and configuration chart of communications 
hardware devices; 


• authorization, documentation, and control of change to the 
communications hardware; 


• network operations including maintenance, monitoring and management 
activities; and 


• identification of problem resolution and testing approaches. 
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8.3.6 
Cryptographic 
Security 


8.3.7 
Emanations 
Security 
(EMSEC) 


Cryptographic Security includes the provision of means to encrypt the 
information communicated over IT Systems and telecommunications links, 
as well as the enforcement of sound and practicable cryptographic operating 
procedures. 


Telecommunications and other electronic communications used to transmit 
SIGINT data must be protected with CSEC-approved or CSEC-endorsed 
encryption methods only. All cryptographic equipment, keying material, and 
algorithms must be installed, operated, maintained and protected in 
accordance with instructions issued by CSEC. 


All cryptographic keying material and key-generation systems used for 
SIGINT systems must be produced and/or provided by CSEC. 


Emanations Security (EMSEC) comprises measures taken to protect 
transmissions from interception, direction finding and electronic analysis. 


Most electronic equipment radiates electromagnetic signals that, if 
intercepted, can compromise sensitive information. Two fundamental 
approaches to mitigating this risk are source suppression and containment of 
the information-bearing signals. Together, these safeguards are referred to as 
TEMPEST. 
All IT systems accredited to carry SIGINT must have protective measures 
that will prevent the unauthorized interception and possible exploitation of 
compromising emanations. For example, the proper use of the following are 
measures employed to suppress or contain electromagnetic emanations: 


• installation criteria; 
• consideration of the environment; and 
• zone control. 


A TRA and a facility evaluation must be conducted to determine appropriate 
safeguards, in particular whether TEMPEST-compliant equipment is 
warranted. At posts abroad, departments should apply TEMPEST protection 
to all classified information when justified by a TRA. 
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8.3.8 
Tele-
communications 
Cabling 


8.3.9 
Inter-
connections 


8.3.10 Software 
Integrity and 
Security 
Configurations 


Departments must protect their telecommunications cabling from tampering 
and damage by authorizing, controlling and monitoring access to 
telecommunications wiring, spaces and pathways in a manner appropriate to 
the sensitivity level of the information being transmitted. Departments must 
ensure additional protection for the transmission of classified or SI 
information as identified by the results of an appropriate risk assessment. 
Where physical security safeguards are impractical, departments should use 
encryption or other methods approved by CSEC. 


Interconnections involving a SIGINT System must be approved by CSEC. 
Proposals to connect SIGINT Systems to other systems must satisfy the 
following conditions: 


• all concerned parties must agree to the interconnection; 
• all concerned systems must be certified and accredited by CSEC before 


interconnection can occur; and 
• the terms, conditions and security requirements must be documented in a 


memorandum of understanding. 


The intent is to ensure that safeguards are developed for the proposed 
networked SIGINT Systems and their interconnecting communications 
systems. 


Establishing safeguards to prevent and detect damage to the integrity of the 
software can help to avoid many potential security incidents. Departments 
must: 


• configure their operating systems and application software in accordance 
with security best practices, and should include access controls and 
administrator privileges; 


• implement safeguards to "harden" software that is exposed to the Internet, 
or servers supporting sensitive applications; 


• remove or disable unnecessary services and applications; and 
• prohibit the use of unauthorized software. 


For more information on software hardening and configuration best practices, 
consult CSEC ( ' ese-est.gc.ca on CTSN). 
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Chapter 9: Physical Security 


9.1 Introduction 


9.1.1 Contents This chapter contains the following topics: 


Topic
9.1 Introduction 
9.2 SIGINT Secure Areas 


9.1.2 
Introduction 


Physical security is the use of physical safeguards to prevent or delay 
unauthorized access to assets, to detect attempted and actual unauthorized 
access, and to activate appropriate responses. The Treasury Board's 
Operational Standard for Physical Security describes the physical security 
requirements to counter threats to Government of Canada (GC) employees, 
assets and service delivery. The physical security requirements for the 
protection of SIGINT are established by CSEC per the PGS, and their 
application is determined by CSEC on the basis of a Threat Risk Analysis 
(TRA), which takes into account the unique requirements of each Authorized 
Organization. 


9.2 SIGINT Secure Areas (SSA) 


9.2.1 General All Special Intelligence (SI) material must be processed and stored within a 
"High Security Zone". This zone, or "SIGINT Secure Area" (SSA), can be an 
entire building, a single room, a mobile platform such as an aircraft or ship, or 
it can be a temporary facility. The SIGINT Secure Area itself should be 
protected by progressively restrictive security zones. 


Depending on the current construction and the results of the TRA, there could 
be a requirement to modify or upgrade facilities. 
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9.2.2 SSA 
Building 
Specifications 


9.2.3 Physical 
Access 


Buildings vary widely in design and construction. The degree of physical 
security necessary for a given site depends on the nature of the location itself, 
as well as the broader environment. Construction and storage requirements 
for SSAs located in multi-tenant buildings are generally more stringent than 
those that apply to single-purpose buildings occupied by a sole organization, 
and where additional, robust security safeguards are in place. 


Appropriate physical security safeguards required for each proposed SSA, 
whether new or in existing accommodation, permanent or temporary, will be 
identified by CSEC in cooperation with each Authorized Organization on the 
basis of a TRA, specific requirements, and standards. All such security 
measures will comply with relevant codes and regulations, such as labour, 
fire, building and electrical regulations. SSAs must be accredited by CSEC 
prior to the client processing or storing SIGINT. The Physical Security 
Accreditation process is designed to take such varying factors into 
consideration in evaluating a given location. 


Specifications for SSA construction are maintained by CSEC's Physical 
Security section and can be requested from Director SIGINT Requirements 
(ssmo-dlgcse-cst.gc.ca on unclassified e-mail or gcse-cst.gc.ca on 
CTSN). 


Access to an SSA is based on the "need-to-access" rule, and must be 
restricted to persons holding a Top Secret security clearance and SIGINT 
Facility Access or SIGINT Information Access indoctrination. 


All other persons requiring access to the area must be escorted, or the room 
must be occupied by an appropriately indoctrinated staff member while the 
non-indoctrinated person is present. 


Access points must be monitored by a guard service, specifically appointed 
employees, or an electronic access control system. The choice of access 
control will depend on the number of personnel having access to the area in 
conjunction with the findings of the TRA. 
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9.2.4 Wireless 
Devices in SSAs 


Wireless devices are prohibited in SSAs as the associated risk is unacceptable 
in the absence of strict security controls. Only by exception and with the 
explicit approval of CSEC can wireless devices be approved for use in SSAs. 
There is a high level of risk associated with the introduction of such devices 
into an area accredited for SI, and a significant cost associated with risk 
mitigation. For some devices the risk can be mitigated by implementing 
various security measures such as locking down configurations and 
applications. However, this can impact the usability of the device. 
Departments who believe they have a strong business requirement for using 
wireless devices in an SSA must make a formal request to CSEC's Director 
SIGINT Requirements. The request must outline the following: 


• business reason for using a wireless device in the SSA 
• full name and position of the wireless device user(s) 
• type of wireless device being considered 
• duration of requirement 
• location of the SSA 


CSEC will consider requests on a case-by-case basis and will work with the 
requesting department to establish program requirements and mitigation 
measures that would allow for the use of specific wireless devices in SSAs. 
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Definitions 


Introduction This chapter provides an alphabetical list of definitions of terms used 
throughout the CSSS. 


A 


Acceptable 
Level of Risk 


This refers to a judicious and carefully considered assessment by the 
accrediting authority that the value of a facility, including information 
technology systems or networks, unambiguously outweighs the likelihood of 
potential damage to Canadian security interests in the event that information 
is compromised, damaged, or destroyed. 


Accreditation Accreditation, or SIGINT accreditation, is the CSEC validation of the 
SIGINT certification which is completed by the requesting Authorized 
Organization. SIGINT accreditation signifies that a GC Authorized 
Organization SIGINT Secure Area (SSA), including concomitant 
telecommunications and Information Technology (IT) systems, is ready to 
receive and safeguard SIGINT information. 


Action-on Action-on is any action, or decision to act, taken on the basis of SI 
information, which might jeopardize the COMINT source. Action-on usually 
involves a sanitization. 


Authority to 
Operate 


Authorization 
to Receive 
Special 
Intelligence 


Authority to Operate is the official approval by CSEC to allow a 
project/program, facility and/or system to operate using a particular set of 
safeguards within an acceptable level of residual risk. (See Chapter 6: 
SIGINT Certification and Accreditation.) 


Authorization to receive SI refers to the fact that an Authorized Organization 
may retain and/or process SI. The level of retention and/or processing is 
usually defined by its SIGINT accreditation status. 
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Authorization 
to Receive 
ELINT 


Authorized 
Organization 


B 


Breach of 
Security 


C 


Authorization to receive FLINT refers to the fact that an Authorized 
Organization may retain and/or process ELINT. The level of retention and/or 
processing is usually defined by its accreditation status. 


An Authorized Organization is a GC department or agency which has been 
certified and accredited by CSEC to retain and/or process SI. Authorized 
organizations in the GC use information derived from SIGINT reports for 
strategic warning, policy formulation, decision-making, and/or day-to-day 
assessment of foreign capabilities and intentions. 


Note: Normally, Authorized Organizations are GC departments and 
agencies, including overseas missions and military commands, but they can 
also include private contractors of such organizations. 


A breach of security occurs when sensitive information or assets have been 
compromised. A compromise of SIGINT occurs when SIGINT has become, 
or could reasonably be suspected to have become, accessible to an 
unauthorized person. 


Certificate of A Certificate of Destruction is a signed document identifying and confirming 
Destruction the permanent destruction of computer files and/or media. 


Certification 


CFIOG 


Certification, or SIGINT certification, is the comprehensive evaluation of the 
technical and non-technical security features of a SIGINT facility and IT 
system or network that establishes the extent to which a particular design and 
implementation meets a specified set of security requirements, made in 
support of the accreditation process. 


CFIOG is the Canadian Forces Information Operations Group. 
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Client 
Organization 


Client 
Relations 
Officer (CRO) 


COMINT 


COMINT 
Control 
Officer 
(COMCO) 


COMINT 
Control 
System 


Communications 
Security 
(COMSEC) 


A Client Organization receives SI read-only service from CSEC Client 
Relations Officers (CROs) because it has not been certified or accredited by 
CSEC, and therefore, may not retain and/or process any SI. 


A CRO is a CSEC employee who provides a tailored, personalized SIGINT 
service to GC Client Organizations and to select senior managers of 
Authorized Organizations. Client relations staff includes CROs responsible 
for providing SIGINT information to Client Organizations, and members of 
CFIOG teams supporting DND and CF clients. 


Communications Intelligence (COMINT) is technical information and/or 
intelligence derived from the exploitation of communications systems, 
information technology systems and networks, and any data or technical 
information carried on, contained in or relating to those systems or networks 
by other than the intended recipients or data owners. 


This is the person designated to receive SI material on behalf of an 
Authorized Organization. The COMCO is also responsible for SIGINT 
security on a day-to-day basis. 


A now-obsolete control system and marking used to protect COMINT 
information; SI (Special Intelligence) has replaced COMINT as the control 
system and marking for protecting COMINT information. 


Communications Security (COMSEC) refers to the measures or instructions 
needed to protect the security of information being transmitted over 
communication links (telephone lines, radio waves, fibre optic lines, 
microwaves, or other communication technologies), or to guard against the 
detection and interception of electromagnetic emissions from information 
technology and telecommunications equipment. COMSEC is also concerned 
with the authentication of transmitted information. COMSEC is a component 
of Information Technology (IT) Security. 


Compromise Compromise is the unauthorized disclosure, destruction, removal, 
modification, interruption, or use of information and assets. 


130 


2017 01 05 AGCO259 11n ..-6f 1 AO 
A-2017-00017--03604 







CONFIDENTIAL 
CSSS-100, Definitions 


Control 
Authority 


The Control Authority is the executive-level staff (normally at the Director 
level) responsible for the program(s) or operation(s) covered by the ECI 
codeword. The Control Authority provides management oversight of the 
particular ECI program, and is accountable for the ECI protected information. 


Covername A covername is a single name authorized by the CCSEC to designate 
SIGINT-related projects, equipments and operations. 


CSEC Communications Security Establishment Canada. The Canadian national 
SIGINT authority. 


CSSS 


CTSN 


The Canadian SIGINT Security Standards. 


The Canadian Top Secret Network is a classified network that provides web 
and e-mail services and replaces MANDRAKE I and II. 


Declassification Declassification is the authorized change in the status of information from 
classified information to unclassified information. 
(See CSSS-106, End-Product Sanitization/Action-On Procedures, Annex 1 
for more information concerning the operational use of declassification.) 


De-
Indoctrination 


Departmental 
Security 
Officer (DSO) 


De-indoctrination is the act of "signing off' indoctrinated persons who no 
longer require access to SIGINT, specifically SI and its sub-control systems 
(e.g. GAMMA, ECI Codeword). 


The Departmental Security Officer (DSO) is an individual within a GC 
organization who has sufficient security experience, and is strategically 
placed to provide department-wide strategic security advice and guidance to 
senior management. 


Destruction In records management, this is the most common form of disposition action. 
It involves shredding, pulping, burning, recycling or otherwise making 
unavailable the record in its original form. 
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Disposition 


Dissemination 
Control 
Markings 


Disposition refers to the process which enables GC institutions to dispose of 
records which no longer have operational value, either by permitting their 
destruction (at the discretion of institutions), by requiring their transfer to 
the Library and Archives Canada, or by agreeing to their alienation from the 
control of the GC. 


Dissemination control markings are used to limit the distribution of SI to 
specific individuals, groups, or nationalities. A dissemination control 
marking can take any form provided it is understood by the reader. 
Examples of dissemination control markings include, but are not limited to: 


• RESTRICTED 
• Canadian Eyes Only (CEO) 
• Release (REL) to . .. (where CAN is always placed first, then the names 


of the other countries in alphabetical order, separated by commas); and 
• ORCON 


Dissemination control markings may be used with any classification level, 
including UNCLASSIFIED. 


Downgrading The lowering of the classification level of information, e.g. TOP 
SECRET//SI to SECRET. 


DSD Defence Signals Directorate. The Australian Government SIGINT 
organization. 


E 


ECI Exceptionally Controlled Information (ECI) is a sub-control system of the 
SI control system that provides additional protection for very sensitive 
SIGINT operations. The operations' sensitivity can relate to: 


• 


• 


• 


• 


• 
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ELINT Electronic Intelligence (ELINT) is technical information and/or intelligence 
derived from the collection, processing, and analysis of electromagnetic 
non-communication emissions. 


Emanations EMSEC comprises measures taken to protect transmissions from 
Security interception, direction finding and electronic analysis. 
(EMSEC) 


F 


FISINT 


Five-Eyes (5-
Eyes) 


Foreign 
Intelligence 
(FI) 


G 


GAMMA 


GAMMA 
Control Officer 
(GCO) 


Foreign Instrumentation Signals Intelligence (FISINT) is technical 
information and/or intelligence derived from the collection, processing and 
analysis of foreign instrumentation signals by other than the intended 
recipients. 


Five-Eyes refers to Canada, Australia, New Zealand, the US and the UK (it 
is sometimes abbreviated in the US as "FVEY"). 


Foreign intelligence is information or intelligence about the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist 
group, as they relate to international affairs, defence or security (National 
Defence Act, section 273.61). 


GAMMA is a sub-control system of the SI control system that provides 
additional protection for very sensitive SI reports and related material. A 
report's sensitivity can relate to the topic, target, collection method or 
technique used to analyze or process the intercept upon which the report is 
based, or any combination thereof. 


The GCO is the person designated to receive, disseminate and account for 
the distribution of GAMMA material on behalf of an Authorized 
Organization. 
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GCHQ 


GCSB 


Global 
Information 
Infrastructure 
(GII) 


Indoctrinating 
Officer 


Indoctrination 


Information 
Technology 


Government Communications Headquarters. The UK Government SIGINT 
organization. 


Government Communications Security Bureau. The New Zealand 
Government SIGINT organization. 


The Global information infrastructure (GII) includes electromagnetic 
emissions, communications systems, information technology systems and 
networks, and any data or technical information carried on, contained in, or 
relating to those emissions systems and networks (National Defence Act, 
section 273.61). 


An indoctrinating officer is the person authorized to give an indoctrination 
briefing. This person is normally: 


• a CSEC representative; 
• the COMCO or D/COMCO; or 
• the GAMMA Control Officer or designate (for GAMMA). 


Indoctrination is the process by which an individual is given access to a 
control system (e.g. SI or TK) and/or a sub-control system (e.g. GAMMA). 
It includes a thorough briefing on a given program which provides an 
individual (the "indoctrinee") with an awareness of the security 
requirements and responsibilities associated with that program. To be 
eligible, an individual must hold the appropriate level of security clearance 
and have a legitimate need-to-know prior to being indoctrinated. 


The scientific, technological and engineering disciplines and the 
management practices used in electronic information handling, 
communication and processing; the fields of electronic data processing, 
telecommunications, electronic networks, and their convergence in systems; 
applications and associated software and equipment together with their 
interaction with humans and machines. 
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Information 
Technology 
Security (IT 
Security) 


Information 
System Security 
Officer (ISSO) 


Information 
Technology (IT) 
System 


IT Network 
Security Zones 


K 


IT Security refers to the safeguards employed to preserve the 
confidentiality, integrity, availability, intended use and value of 
electronically stored, processed or transmitted information. 


An individual within an Authorized Organization responsible for ensuring 
that IT systems and networks comply with SIGINT standards for IT 
security. An Authorized Organization must appoint an ISSO for each 
separately accredited IT system and network containing SIGINT. 


An IT system is an assembly of hardware, software and/or firmware 
configured to collect, create, communicate, compute, disseminate, process, 
store, or control data or information. 


IT Network Security Zones make up a networking environment with a well-
defined boundary, a security authority and a standard level of susceptibility 
to network threats. 


Keying Material Keying material is cryptographic material specifying cryptographic 
equipment arrangements and settings or used directly in encryption and 
decryption. It also includes cryptomaterial that specifies sequences or 
messages used for command, control or authentication of a command, or 
which can be used directly in their transmission. Keying material can be 
supplied in many forms, such as key lists, key cards and key tapes. 


M 


MANDRAKE MANDRAKE was the GC Security & Intelligence community TS//SI level 
network and has now been replaced by the Canadian Top Secret Network. 
MANDRAKE incorporated two systems: 


• MANDRAKE I, which provides e-mail connectivity; and 
• MANDRAKE II, which provides an electronic intelligence-


dissemination network using web technology. 


135 


2017 01 05 AGCO259 1 lc ..-6f 1 AO 
A-2017-00017--03609 







CONFIDENTIAL 
CSSS-100, Definitions 


Mode of 
Operation 


N 


National 
Interest 


This refers to the set of security-related elements and conditions which are 
integral to a computer system and its supporting environment. There are 
four modes of operation authorized for processing SIGINT: dedicated, 
system high, compartmented, and multi-level. 


The National Interest concerns the defence and maintenance of the social, 
political and economic stability of Canada. 


Need-to-Know Need-to-know is a determination made by an authorized holder of 
information to assess whether a possible recipient requires access to that 
information in order to perform an authorized GC function. Need-to-know 
is a fundamental aspect of CSEC's information handling system, and is a 
way of further restricting access to classified and protected information. It 
reflects the principle that not everyone who is cleared to see certain 
information necessarily needs to see all of it. 


Network 


Network 
Security Devices 


Non-
Communication 
Transmission 


Comprises communications media and all components attached thereto 
involved in the transfer of information among a collection of information 
systems or workstations. Network components include packet switches, 
front-end computers, network controllers, and technical control devices. In 
the context of these standards, such networks are (a) under the operational 
control of a CSEC official, (b) used primarily for the transmission of 
intelligence, and (c) may provide connectivity among IT systems operated 
by various intelligence components. 


Network security devices are any hardware, firmware or software used 
within a network to protect against unauthorized access to the network; 
unauthorized access to information and unauthorized modification of 
information whether in storage, processing or in transit on the network. 


Non-communication transmissions perform functions other than conveying 
messages, e.g. radar, navigational aids, jamming transmissions, remote 
control systems. 
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NSA National Security Agency. The US Government SIGINT organization. 


O 


Originator 
Controlled 
(ORLON) 


P 


Permission to 
Quote 


Person 
Permanently 
Bound to 
Secrecy 


ORCON is a US dissemination control marking added to SIGINT reporting 
to indicate that dissemination beyond listed addressees is subject to 
approval by the originator of the report. 


CSEC Operational Policy ( gese-cst.gc.ca on CTSN) must be 
contacted and asked to obtain approval for SIGINT reports issued by 
Second-Party agencies (i.e. DSD, GCHQ, GCSB and NSA) that are marked 
ORCON and that will be disseminated outside Canada to organizations in 
countries that are not on the original dissemination list. 


Permission to quote refers to wording that is taken directly from a SI report 
to be used in a second document that is: 


• also marked SI; and 
• disseminated within or outside Canadian channels. 


A person permanently bound to secrecy is: 


• a current or former member or employee of a department, division, 
branch or office of the Public Service of Canada, or any of its parts, set 
out in the schedule of the Security of Information Act (SOIA); or 


• someone who has been personally served with a notice issued under 
subsection 10(1) of SOIA in respect of the person or who has been 
informed, in accordance with regulations made under subsection 11(2) 
of SOIA, of the issuance of such a notice in respect of the person. 
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Portion 
Marking 


R 


Portion markings are abbreviated classification markings that are used to 
classify individual paragraphs or sections of a report. Portion markings are 
required for reports, especially where all the information (title and all 
paragraphs) may not be classified at the same level. Portion marking may 
also indicate national releasability. 


RESTRICTED RESTRICTED is a dissemination control marking applied by CSEC to its 
own product to ensure certain information is only accessible by named 
individuals, due to the sensitivity of the content or source. RESTRICTED 
is used only in conjunction with: 


Risk 
Management 


TOP SECRET//SI//Canadian Eyes Only; or 
TOP SECRET//SI-GAMMA//Canadian Eyes Only. 


A RESTRICTED report may be identified by its serial number, e.g. R-


Risk management is a systematic approach to setting the best course of 
action under uncertainty by identifying, assessing, understanding, acting on 
and communicating risk. 
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S 


Sanitization 


Second Parties 


Sensitive 
Compartmented 
Information 
Facility (SCIF) 


Security Risk 
Management 


Senior 
Indoctrinated 
Official (SIO) 


Sanitization is the process of editing or otherwise disguising SI to protect 
sensitive sources, methods, techniques or other sensitive characteristics of 
the data, and providing The aim of sanitization is to permit 
wider dissemination of information outside of SI channels. (See CSEC 
document OPS-5-9, End Product Sanitization/Action-on Procedures.) 
Note: There are two types of sanitization: 


• sanitization of end-product, e.g. a SIGINT-indoctrinated GC user 
requests a sanitization (either directly or through a CRO); and 


• sanitization of traffic ("Write to Release"), where CSEC includes 
sanitized SECRET paragraphs in end-product. 


Second Parties refer to CSEC's SIGINT counterparts and include: the US 
National Security Agency (NSA), the UK Government Communications 
Headquarters (GCHQ), Australia's Defence Signals Directorate (DSD), and 
New Zealand's Government Communications Security Bureau (GCSB). 


SCIF is a US term for a SIGINT Secure Area (SSA). 


Security risk management is a component of an overall risk management 
process involving the organization and coordination of activities and 
processes for controlling security risk. 


The Senior Indoctrinated Official in an Authorized Organization has overall 
responsibility for SIGINT security in that organization. 
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Sensitive 
Compartmented 
Information 
(SCI) 


SIGINT 


SIGINT 
Accreditation 


SIGINT 
Certification 


SIGINT 
Information 
Access (SIA) 


Sensitive Compartmented Information (SCI) is a US term for classified 
national intelligence information concerning or derived from intelligence 
sources, methods or analytical processes which must be handled within 
formal access control systems. There are three SCI control systems in use 
by the US: SI, TK, HCS. 
In the US, compartmented information is stored in a "SCIF" (Sensitive 
Compartmented Information Facility); whereas in Canada, we use the term 
"SSA". 


Signals Intelligence (SIGINT) is technical information and/or intelligence 
comprised of (individually or in combination) Communications Intelligence 
(COMINT), Electronic Information (FLINT), and Foreign Instrumentation 
Signals Intelligence (FISINT). Each of these components has been defined 
separately in this chapter. 


SIGINT accreditation is the CSEC validation of the SIGINT certification 
which is completed by the requesting client department. SIGINT 
accreditation signifies that a SIGINT facility, including telecommunications 
and information technology systems, is ready to operate. 


SIGINT certification is the comprehensive evaluation of the technical and 
non-technical security features and other safeguards of a SIGINT facility 
and/or IT systems or networks that established the extent to which a 
particular design and implementation meets a specified set of security 
requirements. 
(The security features and safeguards are grouped into eight security 
disciplines which are described in Chapter 6: SIGINT Certification and 
Accreditation.) 


Note: SIGINT certification is performed by the requesting client department 
(usually with CSEC guidance). 


The SIA indoctrination applies to individuals who will have access to 
information that either relates to the activities and methods used to acquire, 
process, analyze, report and disseminate SIGINT, or the results of this 
process, i.e. SIGINT reports. 
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SIGINT Reports A SIGINT report refers to any report that is based on SIGINT. It includes, 
but is not limited to: 


• End-product (a.k.a. SIGINT end-product; end-product reports); 
• Analytic exchanges such as e-mails, i2 charts or other graphic 


representations, and Requests for Information (RFIs); 
• Technical SIGINT Reports; 
• Advance Reports: informal, partially vetted SIGINT reports containing 


incompletely analyzed information; 
• Gists: reports containing partly assessed transcripts and associated 


metadata; 
• 


• 


SIGINT Secure 
Area (SSA) 


An SSA is an area (e.g. a building, a room, a mobile platform), accredited 
by CSEC to receive, process and store SI and SI-related information. An 
SSA can be permanent or temporary. The term "SIGINT facility" is a 
generic term also used to describe a SIGINT Secure Area. 


A SIGINT Secure Area is known in the US as a SCIF (see Sensitive 
Compartmented Information Facility). For all Canadian procedures, use 
SSA vice SCIF. 


SIGINT Facility Formerly known as SIGINT site access, the SFA indoctrination applies to 
Access (SFA) individuals, such as maintenance personnel, who will not have direct access 


to SI but who, through their day-to-day duties, may be exposed to SI. 


is CSEC's web-based tool for the dissemination of 
multimedia and multilingual SIGINT information to client desktops. 
Analysts use to capture their end-product reports. 


is also used to manage SIGINT client information, SIGINT 
requirements and client feedback. 
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Special 
Intelligence 
Read-Only 
Service 


Special 
Intelligence (SI) 


Special 
Intelligence 
Control System 


Special 
Intelligence Sub-
Control Systems 


Special 
Operational 
Information 
(SOI) 


SI read-only service refers to the fact that individuals at a Client 
Organization with a SIGINT Information Access indoctrination may only 
read SI reports that are shown to them by a CSEC CRO, but may not retain 
any of the SI material. A Client Organization that receives read-only 
service does not have a SI Registry, and does not have access to IT systems 
used to access SI reports. 


Refers to information derived from COMINT. The `SI' abbreviation for 
Special Intelligence is a control system marking used to indicate material or 
information subject to the handling controls prescribed by the Special 
Intelligence control system. 


A control system that protects intelligence derived from COMINT by 
prescribing standards for access, marking, handling and control of 
COMINT information. 


SI derived from or referring to especially sensitive sources and methods 
may be further compartmentalized and disseminated to a limited number of 
recipients on a strict need-to-know basis. SI sub-control system markings 
include GAMMA and ECI, both of which may only be classified in the 
national interest at the TOP SECRET level, e.g. ECI can never be classified 
only SECRET. 


Special Operational Information (SOI) means information that the GC is 
taking measures to safeguard which reveals, or from which may be inferred: 


• the identity of a person, agency, group, body or entity that is or is 
intended to be, has been approached to be, or has offered or agreed to be, 
a confidential source of information, intelligence or assistance to the GC; 


• the nature or content of plans of the GC for military operations in respect 
of a potential, imminent or present armed conflict; 


• the means that the GC used, uses or intends to use, or is capable of using, 
to covertly collect or obtain, or to decipher, assess, analyse, process, 
handle, report, communicate or otherwise deal with information or 
intelligence, including any vulnerabilities or limitations of those means; 


Continued on next page 
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Special 
Operational 
Information 
(continued) 


Sub-control 
System 


System 


T 


• the identity of any person who is, has been or is intended to be covertly 
engaged in an information- or intelligence-collection activity or 
program of the GC that is covert in nature; 


• whether a place, person, agency, group, body or entity was, is or is 
intended to be the object of a covert investigation, or a covert collection 
of information or intelligence, by the GC; 


• the means that the GC used, uses or intends to use, or is capable of 
using, to protect or exploit any information or intelligence referred to in 
any of sub-paragraphs a. to e., including, but not limited to, encryption 
and cryptographic systems, and any vulnerabilities or limitations of 
those means; or 


information or intelligence similar in nature to information or intelligence 
referred to in any of sub-paragraphs above that is in relation to, or received 
from, a foreign entity or terrorist group. 


A sub-control system is a means by which especially sensitive SI and SI-
related information is segregated from regular SI. GAMMA and ECI are 
examples of SI sub-control systems. Information in control and sub-control 
systems is also sometimes called "compartmented information." 


A system is a set of elements including personnel, physical, environmental, 
safeguards, technology, and other factors that are combined to fulfill a 
specified purpose or mission. 


TALENT TALENT KEYHOLE (TK) is a control system for information related to, or 
KEYHOLE derived from, satellite reconnaissance systems and products. 
(TK) 
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Threat 
Assessment 


Traffic 


Transmission 
Security 
(TRANSEC) 


U 


Untoward 
Contact 


V 


Violation 


A threat assessment is concerned with defining what requires protection, 
analyzing and assessing threats, analyzing and assessing risks, and making 
recommendations for the management of those risks. 


Traffic is defined as content or payload of a communication 
plus the associated metadata acquired from the Global Information 
Infrastructure (GII). 


TRANSEC is the component of Communications Security (COMSEC) that 
results from the application of measures designed to protect transmissions 
from interception and exploitation by means other than cryptanalysis. 


Untoward contact is defined as any contact in which illegal or unauthorized 
access is sought to sensitive information. It can also be interpreted as any 
concern arising when an individual believes they are or have been the target 
of an attempted exploitation to obtain sensitive material or assets. This 
includes any unauthorized contact with non-allied foreign 
diplomats/military/consular officials. 


In the context of SIGINT security, a violation is considered to have 
occurred when there has been a failure to observe a SIGINT security 
regulation. (See also "Breach of Security".) 


Vulnerability A vulnerability is an inadequacy related to security that could permit a 
threat to cause injury. 


Vulnerability 
Assessment 


A vulnerability assessment is a determination of the existence of system 
vulnerabilities. 
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Write-to-
Release 


Write-to-release (WTR) is an initiative under which SI reports are issued at 
the lowest classification possible. WTR involves sanitizing, usually to the 
SECRET level, all key information that can be released outside SI channels. 
The result of this process is an intelligence report which contains SI and non-
SI paragraphs. 
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Communications Security 
Establishment Commissioner 


CANADA 
tonic Lamer, 


D.U. 


Chiefs Office / Bureau du chef 


j,i6INN 6 2006


feellkvier 66 oR 3 4 


The Honourable Gordon J. O'Connor, PC, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA 01C2 


Dear Minister: 


Commissaire du Centre de la 
securite des telecommunications 


Le tits honorable Antonio Lamer, 
c.p., c.c., c.d., L.L.D., d.u. 


TOP SECRET/COMINT/CEO 
(with attachments) 


16 June 2006 


It has been my practice to submit to your office a classified report when I consider it 
advisable. In this regard, you will find attached my report on the activities of the 
Communications Security Establishment (CSE) as they relate to assistance to the Royal 
Canadian Mounted Police (RCMP). This report was prepared under my general authority 
articulated in Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA). 


Activities undertaken by CSE in support of the RCMP can generally be divided into two 
main categories: foreign signals intelligence support, authorized under paragraph 273.64(1)(a) of 
the NDA; and technical and operational assistance, authorized under paragraph 273.64(1)(c) of 
the same Act. 


IRRELEVANT 


I am now able to provide you with the second phase of this report, which presents my 
findings and four recommendations (attached to letter) based on a review of CSE's foreign 
signals intelligence activities in support of the RCMP (also known as CSE's (a) mandate). 
However, at this time, I will not provide an assessment of the lawfulness of these activities 
pending a re-examination by CSE of its intelligence support to investigative and law 
enforcement clients. 


P.O. Sox/C.P. 1964. Station VISuccursale 
Ottawa, Canada 


K1P 6F15 
(613) 992-3044 Fax: (613) 992-4056 
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During this second review, my staff received briefings and answers to both verbal and 
written questions that were posed to a variety of CSE officials. They also obtained a listing of the 
(a) mandate activities CSE undertook on behalf of the RCMP during the period under review and 
chose seven (7) of these activities to examine in detail. As part of this in-depth examination, my 
staff received two separate demonstrations conducted by those CSE officials who had been 
directly involved in responding to RCMP requests for foreign signals intelligence support during 
the period under review. 


By way of background, CSE provides regular foreign intelligence reporting to the RCMP 
under the authority of mandate (a). Most of these reports address general areas of interest that 
complement and support the RCIVFP's own mandated responsibilities. For review purposes, this is 
referred to as proactive support. In addition to this, CSE provides reactive support by responding 
to specific RCMP requests for intelligence-related information (also referred to as RFIs). As an 
example, the RCMP will provide CSE with  S. 37 CEA  that has come to its attention 
during a criminal investigation  in Canada, and will ask CSE to provide any information it has, or 
may be able to obtain, on that S. 37 CEA  Any resulting information would be used 
by the RCMP to support its investigation of criminal suspects in Canada. 


For the period January 01 to December 31, 2003, CSE received and responded to• 
requests for information from the RCMP, seven (7) of which my staff chose for detailed 
examination. 


Many of the findings and recommendations made in my January 2005 report on CSE's 
support to the RCMP under the (c) mandate also apply to this second-phase review of assistance 
provided by CSE under mandate (a). For example, I recommended CSE amend and/or update its 
supporting instruments, including the Ministerial Directive, and the CSE-RCMP Memorandum 
of Understanding, which guide these kinds of support activities. I am pleased to report that, for 
the most part, CSE accepted these recommendations and is working to implement them. 


CSE has also acknowledged that it must implement a formal system of record keeping, 
including file creation and numbering, so that it can accurately account for its mandated 
activities. I have reported in previous studies over the past several years', that CSE has no system 
to support the corporate filing and management of hard-copy or electronic documents and 
records. My reviews have confirmed that this creates a significant weakness in the 
organization's ability to account for its activities, particularly those related to safeguarding the 
privacy of Canadians. CSE has informed me, however, by way of correspondence sent in June 
2006, that high priority has been given to the development and implementation of a corporate 
records management system, with both financial and human resources having been allocated to 


CSE Support to Law Enforcement, Royal Canadian Mounted Police, dated January 07, 2005, Page 19. A Study of 
the Collection Program, dated March 15, 2005, Recommendation 4. Report on the Activities of CSE's 
 dated June 22, 2005, Recommendation 2. IRRELEVANT  dated 
November 13, 2002, Recommendation 4. A Study of the EPR Process — Phase Handling Information About 
Canadians, dated April 6, 2001, Recommendation 4. IRRELEVANT dated March 5, 
1998, Recommendation 1. 
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the implementation of a system that will deal with their hard-copy and electronic records 
requirements. 


I am also able to advise you that, in response to the findings and recommendations made 
as a result of my first review of CSE support to the RCMP under mandate (c), CSE officials 
immediately acknowledged the need for a standardized system by which to receive, evaluate, 
action or reject, track and account for RFIs received from the RCMP (as well as other clients) 
and actioned pursuant to mandate (a). At the time of writing, I am advised that such a system has 
now been implemented. It will be examined during future reviews of the foreign intelligence 
assistance CSE provides to its clients pursuant to mandate (a). 


During the course of this review, my office learned that CSE used formally documented 
criteria to assess all requests received by clients in order to determine whether the requests fall 
under the authority of mandate (a) or (c) as established by the NDA. These criteria, which include 
an assessment of whether the request meets the Government of Canada's foreign intelligence 
priorities, were developed over time and with the full involvement of CSE's Legal Services. My 
staff obtained both a briefing from Legal Services and all related written documentation. 


However, from the detailed review of the seven RCMP RFIs, there are two issues that 
concern me and require further legal study by CSE. 


The first issue is the appropriate authority to be used when CSE provides reactive 
intelligence support to a federal law enforcement agency. More specifically, CSE needs to 
examine whether mandate (a) allows it to target a foreign phone number at one of its 


collection sources in response to a request for foreign information/intelligence on a 
foreign entity of interest to the RCMP by reason, and in support, of a criminal investigation 
being conducted against suspects in Canada. 


Currently, CSE provides this type of support to the RCMP under its (a) mandate. After 
careful examination, I believe that in some instances, CSE ought not to have provided its 
assistance under mandate (a), and that the prerequisites for exercising this mandate in these 
instances were not met. As a result, I believe that CSE's provision of intelligence support in 
response to client requests, particularly those engaged in investigative and law enforcement 
activities directed against persons in Canada, requires re-examination by CSE officials. In the 
meanwhile, as I noted earlier, I will not provide an assessment of the lawfulness of CSE's 
activities in support of the RCMP undertaken under mandate (a) as currently interpreted and 
applied by CSE. 


With respect to the second issue this review identified, I have recommended that CSE re-
examine the various authorities that govern the disclosure of Canadian personal information to 
the RCMP and its other clients. Current authorities and practices have raised questions in my 
mind following an in-depth examination of relevant sections of the National Defence Act 
Privacy Act. In addition 
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IRRELEVANT My position on these issues is 
articulated in the latter pages of the attached report and is supported by guidance received from 
my independent legal counsel. 


Lastly, please find attached my Phase II report on CSE support to the RCMP, which 
includes detailed findings throughout, and lbw (4) recommendations listed at the end of the 
report. 


As is my practice, I have provided officials at CSE with the opportunity to review and 
comment on a draft of the report prior to sending this final version to you. In the continents 
provided to us on June 8, 2006, CSE has acknowledged that the Phase II report "raises a number 
of issues that, from a policy/legal perspective, will generate further in-depth analysis by CSE and 
Department of Justice legal counsel." We anticipate that this analysis will include a discussion 
and perhaps even a formal articulation by CSE of its position regarding the application of the 
National Defence Act as it relates to the provision of foreign intelligence in accordance with the 
Government of Canada intelligence priorities. Our offices continue to have different views in 
this area. In the attached report (see pages 9 and 15) we have included only a brief discussion of 
what we recognize as being a distinction — one traditionally made among Canada's intelligence 
community members -- between foreign, criminal and security intelligence. 


This last issue, although raised as a result of the RCMP review, is of significant scope 
such that it is instrumental to almost any assessment of CSE's activities and their compliance 
with the laws of Canada. I have instructed my staff to pursue this issue independently and with 
CSE. 


In closing, I would be grateful if you would kindly acknowledge receipt of my report. 
Should you have any questions or comments on this report or its recommendations, I hope you 
will let me know. 


Yours sincerely, 


Antonio Lamer 


2017 01 05 AGCO260 A 7R 
A-2017-00017--03627 







TOP SECRET/COMINT/CEO 


SUMMARY OF RECOMMENDATIONS 


Recommendation 1: 


CSE should take immediate steps to implement a hard-copy records 
management system, pending the development and implementation of a 
corporate electronic information and records management system. With both 
systems, particular attention should be paid to managing those records that 
are important to safeguarding the privacy of Canadians. 


Recommendation no. 2: 


We believe that CSE must re-examine its interpretation and application of 
mandates (a) and (c) and ensure that all decisions and resulting activities are 
based upon criteria that have been consistently applied and are statutorily 
defensible 


Recommendation no. 3: 


CSE should re-examine the authorities governing the collection, use and 
disclosure of personal information as established in, and governed by, the 
National Defence Act and the Privacy Act, and in particular, re-examine its 
interpretation and application of those authorities that govern the disclosure 
of Canadian personal information to the RCMP and other clients. 


Recommendation 4: 


IRRELEVANT 
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CSE Support to Law Enforcement: 


Royal Canadian Mounted Police (RCMP) 


Phase II: CSE Mandate (a) 


16 Jane 2006 
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I. Authority 


This report was prepared on behalf of the Communications Security Establishment (CSE) 
Commissioner under his general authority articulated in Part V.1, paragraph 273.63(2)(a) of the 
National Defence Act (NDA). 


IL Introduction 


The purpose of this study was to review and assess the lawfulness of CSE's activities as they 
- relate to providing foreign signals intelligence support to the Royal Canadian Mounted Police 


(RCMP). This is the second review the Office of the Communications Security Establishment 
Commissioner (OCSEC) has conducted of CSE support to the RCMP during the period January 
01 to December 31, 2003. IRRELEVANT 
IRRELEVANT 


CSE collects foreign signals intelligence in support of the Government of Canada's (GoC's) 
annual intelligence priorities, under the authority of paragraph 273.64(1)(a) of the NDA (referred 
to hereafter as the (a) mandate): 


(a) to acquire and use information from the global information infrastructure for the 
purpose of providing foreign intelligence, in accordance with Government of 
Canada intelligence priorities; 


Under its (a) mandate authority, CSE provides several federal government clients with general 
foreign intelligence reporting and responds to specific requests for intelligence support. The 
RCMP is one such client. 


The following report presents our findings as they relate to CSE's (a) mandate activities in 
support of the RCMP for the period January 01 to December 31, 2003. 


We began this study on March 1, 2005. The delays in finalizing the report were caused in part by 
CSE's own operational priorities, which prevented staff from providing timely responses to our 
questions. We have been advised that steps will be taken to avoid similar delays in the future. 


In addition, the original scope of the review was amended in response to some of our preliminary 
findings. Based on these findings, both CSE and OCSEC identified questions relating to two 
areas: 1) the interpretation and operational application of CSE's authority under mandate (a) to 
respond to requests from the RCMP; and 2) the authorities related to the disclosure of Canadian 
personal information. This report presents a detailed discussion of these two areas, including the 
current opinions held by CSE and OCSEC. 


IRRELEVANT 
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III. Objectives 


The objectives of this review were to: 


• Identify and generally describe the nature of the CSE—RCMP relationship and the 
forms of assistance both sought and provided under the authority of CSE's (a) 
mandate. 


• Identify and examine all related authorities that govern CSE—RCMP activities 
conducted pursuant to CSE's (a) mandate, including: 


• Ministerial Directives; 
• Memoranda of Understanding; 
• legal advice and opinions; and 
• policies and procedures. 


• Identify CSE's (a) mandate activities, track a selection of them and assess their 
lawfulness and compliance with all related authorities. 


• Examine CSE's process of reviewing, accepting/denying requests for assistance made 
by the RCMP under the authority of the (a) mandate, and identify and understand 
how CSE assigns priorities, and tracks and accounts for the assistance it provides the 
RCMP. 


• Identify and examine any related records, files, correspondence, and any other 
material such as CSE internal audits or reviews conducted in respect of CSE's 
assistance to the RCMP. 


• Examine, review and report on any other issue that may arise during the course of this 
study and that may impact on CSE's ability to conduct its activities lawfully and 
safeguard the privacy of Canadians.2


N. Methodology 


We received briefings and answers to both verbal and written questions that we posed to a 
variety of CSE officials, all of whom are identified in Annex A. We also obtained a listing of the 
(a) mandate activities CSE undertook on behalf of the RCMP during the period under review 
(see Annex B). This included requests for intelligence-related information. We randomly 
chose seven (7) of these to examine in detail. 


As part of our in-depth examination, we received two demonstrations conducted by those CSE 
officials who had been directly involved in responding to RCMP requests for foreign signals 


2 As stated above, we also examined the interpretation and operational application of CSE's authority under mandate 
(a) to respond to requests from the RCMP and the authorities related to the disclosure of C311511fau personal 
information. 
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intelligence support during the period under review. We then developed a series of operational 
scenarios based on our examination of three (3) specific RCMP requests for information and on 
our preliminary findings. Using these scenarios, we asked CSE officials a number of questions in 
order to better understand both their interpretation and application of their (a) versus (c) 
mandate, and their interpretation of those statutes that govern the disclosure of Canadian 
personal information. 


V. Foreign Signals Intelligence Support: (a) Mandate Activities 


General Description 


As part of its (a) mandate, CSE provides regular foreign intelligence reporting to the RCMP, 
most of which addresses general areas of interest that complement and support the RCMP's own 
mandated responsibilities. For example, the RCMP is always interested in knowing the possible 
domestic impacts of criminal activities occurring outside Canada, or any direct links these 
foreign activities may have to domestic criminal activities falling within the RCMP's mandate 
and authority. In our analysis below, we describe this service as proactive foreign intelligence 
support to the RCMP. 


In addition to providing general reporting, CSE receives and responds to specific RCMP requests 
for intelligence-related information (also referred to as RFIs). As an example, the RCMP will 
provide CSE with S. 37 CEA  that has come to its attention during a criminal 
investigation in Canada, and will ask CSE to provide any information it has, or may be able to 
obtain, on that S. 37 CEA  n our analysis, we refer to this service as reactive foreign 
intelligence support. 


Authorities 


In addition to its legislated authority as identified above, CSE's foreign signals intelligence 
support to the RCMP is guided by several supporting instruments, including; 


• Ministerial Directive on CSE Support to Law Enforcement and National Security 
Agencies, signed by the Minister of National Defence and dated June 19, 2001; 


• The RCMP—CSE Memorandum of Understanding (MOU), effective June 21, 1995, 
outlining the nature of operational and technical cooperation in relation to signals 
intelligence activities; and, 


• Operational procedures, including OPS 4-1 entitled Procedure for CSE Support to 
Law Enforcement, dated 20 November 2001. 


It is understood that when conducting its activities, CSE must respect the laws of Canada, 
including the Criminal Code, the Charter and the Privacy Act. 
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VI. Findings 


General 


Many of the findings and recommendations we made in our January 2005 report on CSE's 
support to the RCMP under the (c) mandate, are also directly applicable to the assistance 
provided by CSE under mandate (a). For example, we recommended CSE amend or update its 
supporting instruments, including its OPS-4-1 procedures, the Ministerial Directive, and the 
CSE-RCMP Memorandum of Understanding. CSE accepted these recommendations and is 
working to implement them. 


CSE has also acknowledged that it must implement a formal system of record keeping, including 
file creation and numbering, so that it can accurately account for its mandated activities. We 
were advised that an electronic system is to be developed and implemented in fiscal year 
2007/2008. However, as we have reported in previous studies over the past several years3, CSE 
has no system to support the corporate filing and management of hard-copy documents and 
records that are created pending the full implementation of an electronic system. We believe that 
this creates a significant weakness in the organization's ability to account for its activities, 
particularly those related to safeguarding the privacy of Canadians. CSE has advised us, 
however, by way of correspondence sent in June 2006, that high priority has been given to the 
development and implementation of a corporate records management system, with both financial 
and human resources having been allocated to the implementation of a system that will deal with 
their bard-copy and electronic records requirements. 


The seven (7) mandate (a) RFIs we reviewed in depth led to new findings that are outlined 
below. This is followed by a discussion of issues that raised additional questions regarding 
CSE's interpretation and operational application of the NDA as it relates to mandates (a) and (c), 
as well as CSE's handling of personal information as defined in the Privacy Act. 


RCMP Requests for Information (RFIs) 2003 


CSE provided all available documentation for the seven (7) RFIs that we chose to examine in 
detail: nos. A summary of this documentation and our detailed findings 
may be viewed in Annex C. CSE staff also answered our questions and provided briefings and 
demonstrations when required. We note that throughout this process the people with whom we 
spoke were forthcoming and demonstrated a professional approach to the activities under review. 


IRRELEVANT 


I 


3 CSE Support to Law Enforcement, Royal Canadian Mounted Police, dated January 07, 2005, Page 19. A Study of 
the Collection Program, dated March 15, 2005, Recommendation 4. Report on the Activities of Mrs 


dated June 22, 2005, Recommendation 2. IRRELEVANT  dated 
November 13, 2002, Recommendation 4. A Study of the EPR Process — Phase II— Handling Information About 
Canadians, dated April 6, 2001, Recommendation 4. IRRELEVANT dated March 5, 
1998, Recommendation 1. 
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IRRELEVANT 


Our review of the documentation for the remaining six (6) RFIs proved difficult, due in part to 
the absence of a standardized system for receiving and tracking these requests. We noted once 
again that CSE had neither a hard-copy corporate records system in place nor any standardized 
documentation that would provide a mechanism for accurate recording and tracking of RCMP-
generated RFIs. As a result, it was not always possible to draw a line from the authorities and 
requirements of legislation and policy, to CSE practices and the actual activities undertaken in 
response to a request from the RCMP. 


Recommendation no. 1: 


CSE should take immediate steps to implement a hard-copy records 
management system, pending the development and implementation of a 
corporate electronic information and records management system. With both 
systems, particular attention should be paid to managing those records that 
relate to safeguarding the privacy of Canadians. 


We did observe that two of the six requests had Requirement Tracking Forms5, but we found that 
the information they contained was incomplete. For example, CSE's lead and contributing 
analysts were identified by first names only. Of particular note was that the four (4) evaluation 
criteria included on the two tracking forms did not appear to have been independently assessed. 
We observed that they were identically (or similarly) worded and appeared to have been 
automatically generated, as if from a template. 


Three out of the six RFIs6 included written requests from the RCMP. The remaining three RFIs 
had no such documentation. While some RFIs had documentation that was more adequate than 
others, we had difficulty in determining how, from all available information, CSE would have 
been in a position to conduct a meaningful assessment of the request and determine with 
accuracy and consistency: a) whether or not the RCMP had the authority to make the request; 
and b) whether CSE had the authority and capacity to action it. 


We were also unable to determine from the available documentation who in CSE had actually 
evaluated and approved the RFIs. Further, during one of our briefings,7 we were advised that, 
upon receiving an RFI for action, some analysts assumed that their superiors had fully and 
accurately assessed it. Therefore, they were of the opinion there was no necessity for them to 
evaluate or confirm an assessment, or a decision to proceed, which had been reached by others 
senior to them. In the absence of complete documentation, this gave us some concern. 


IRRELEVANT 


RFIsnos. 
6 RFIs nos. 
7 We received a briefing on, and demonstration of, CSE's target knowledge database known by the name 


This was relevant to RFI no.11 For further details see Annex C and footnote 8. 
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In response to the findings and recommendations made as a result of our Phase I review of CSE 
support to the RCMP under mandate (c), CSE officials inunediately acknowledged the need for a 
standardized system by which to receive, evaluate, action or reject, track and account for RFIs 
received from the RCMP (as well as other clients) and actioned pursuant to mandate (a). 


At the time of writing, we were advised that CSE has now implemented a standardized system 
and that all RFIs are now received in one central location in CSE (U Group), where they are 
initially assessed and then forwarded to the appropriate area for further assessment and action if 
approved. We believe the implementation of this system will provide CSE with the infrastructure 
needed to support its activities. We will continue to monitor progress in this area. 


We were also concerned to learn during our examination of RFI no.lthat CSE had received and 
recorded in its a  S. 37 CEA  provided by the RCMP that 


S. 37 CEA 


S. 37 CEA 


While CSE believes this information is not only pertinent but also necessary to understand the 
foreign target, we were advised that it does not use the information for targeting purposes. This 
information is retained in the CSE database and, in the opinion of the persons to whom we 
spoke, now belongs to CSE. 


In response to our written follow-up questions on this issue, we were advised that "In general, 
should the RCMP pass information pertaining to identifiable Canadians to CSE in the context of 
a criminal investigation, information would be provided pursuant to paragraph 273.64(1)(c) 
request for operational assistance." In this instance, however, it was done under mandate (a). 


We also received a follow-up response regarding RFI no.. and our question as to whether or 
not CSE had released  S. 37 CEA  that had been suppressed in a written report 
passed to the RCMP. The answer was that it had not. At a later date, however, we learned that it 
had. The confusion was a result of the fact that there had been two reports generated by CSE 
dated some four (4) months apart (August and December 2003) both of which included an 
identical reference to suppressed trace information on the S. 37 CEA  that was 
linked to the RCMP's original S. 37 CEA The RCMP 9 did request and 
receive the details of this  S. 37 CEA  based on CSE's August report, but not on the later 
one. Conflicting answers to our question caused unfortunate confusion between our two offices. 


Latterly, CSE advised that it does not have a "cross-referencing capability to facilitate 
determinations such as whether a given name, phone number or other piece of identifying 
information was previously released unless a specific release date or report number is provided?' 
They further stated that "such a capability would require a true database-type storage system, 
which is an option that is currently under consideration". While CSE was able to satisfy our 


8 The database is used to record and retain target-related information including that which links the 
target to Government of Canada foreign intelligence priorities, and identifying information such as phone numbers, 
e-mail addresses, and other information that may also be used to intercept target communications. 
9 Reference e-mail from to sent March 10, 2005, 5:38 pm entitled RCMP Review 
(man a ')— Questions Concerning RFIs — a footnote and, a two-page undated document entitled Releases to RCMP 
in 2003, received by hand from CSE (D2) on October 26, 2004. See also undated document c-mailed to OCSEC by 
CSE on June 8, 2006 entitled CSE Comments on Draft "Report to the CSE Commissioner on CSE Support to Law 
Enforcement: Royal Canadian Mounted Police (RCMP) Phase IL CSE Mandate (a). Copies kept in OCSEC file. 
Details about the handling of this RFI are provided in Annex D. 
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queries in this instance, we believe the circumstances surrounding this issue add weight to our 
concerns with respect to CSE's record-keeping practices and its ability to accurately track and 
account for its activities, particularly those that deal with safeguarding the privacy of Canadians. 


Of further note was our examination of RFI In this case, the information available to us 
indicated that CSE would have targeted S. 37 CEA received by the RCMP at 
different collection sources: IRRELEVANT 


IRRELEVANT 


While we do not wish to belabour the point, we believe that the confusion surrounding this issue 
would have been avoided if CSE had had a reliable records system in place during the period 
under review. 


Finally, our examination of these six (6) RFIs raised fundamental questions for us about CSE's 
interpretation and application of its mandate (a) and (c) authorities. It also led us to question 
CSE's practices on issues such as retention and disclosure of information, particularly in relation 
to Canadian personal information. Our findings are outlined below. 


VII. Interpreting and Applying Mandate (a) versus (c) 


Background 


CSE has formally documented criteria to assess all requests received by clients in order to 
determine whether the requests should fall under the authority of mandate (a) or (c) as 
established by the NDA. These criteria, which include an assessment of whether the request 
meets the GoC's foreign intelligence priorities that are established annually by Cabinet, were 


I° We noted that the documents provided to us by CSE referred :N1.  37 CEA  as 
having been "submitted for tasking", "tasked" and "not tasked". en we asked for clarification, we were advised 
by one CSE official that the correct term should have been "target". Apparently, to "task" means to task a 


while to "target" means to input a selector (such as a phone number or an e-mail address) 
into a dictionary used to select communications traffic related to the target of interest. However, he confirmed that 
the terms are often mistaken[ used interchan:eably. 
it 
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developed over time and with the full involvement of CSE's Legal Services, made up of in-house 
Department of Justice Legal Counsel. We obtained both a briefing from CSE Legal Counsel and 
all related written documentation (see Annex F). 


We used these criteria for our detailed examination of the six (6) RCMP-generated RFIs. Using 
the RV's under review, we questioned CSE about the reasoning that led to their decisions to 
provide assistance to the RCMF'12 under the authority of mandate (a) versus (c). Our concern was 
to ensure that both the client's request and CSE's response were made under the appropriate 
authority in those circumstances where a law enforcement agency was seeking CSE's assistance 
in support of a lawful investigation in Canada. 


Details of Findings 


The questions we posed to CSE were relevant to three RFIs (nos. submitted to 
CSE by the RCMP during 2003.13 We needed to understand CSE's interpretation of its  (a) versus 
(c) mandates, and which of these authorities would apply when CSE agreed to targe1S. 37 CEA 


by the RCMP. In the case of RFI no.. CSE targeted a 
by the RCMP 


 In all three of the RFIs we examined, it 
seemed evident that the RCMP was ultimately seeking CSE support that would assist and further 
a criminal investigation against persons in Canada. While the target phone number was foreign, 
it seemed reasonable to assume  that the target's communications could likely lead back to 
Canada and to the primary subjectS. 37 CEA 


S. 37 CEA 
S. 37 CEA 


In a written reply, CSE's Acting Director General, Policy and Communications explained that 
each request for information received from the RCMP is independently evaluated. IRRELEVANT 


IRRELEVANT 


He went on to say that "when the RCMP provides 5. 37 CEA  to CSE and 
requests information as to the contacts of that number, the activity is outside Canada 
  If the RCMP does not 
possess the lawful authority  S. 37 CEA  CSE should not provide 
assistance to the RCMP under mandate 'c'." Thus, CSE holds the view that it may fulfill this 
request under its (a) mandate, should it determine that the numbers supplied by the RCMP would 
provide foreign intelligence in accordance with the GoC's intelligence priorities. CSE could 


S. 37 CEA 
S. 37 CEi 


.12 This is, in fact, the third OCSEC review that has raised this issue. We held meetings with and posed questions to 
CSE during the (c) mandate review of CSE support to the RCMP and during the review completed in June 2005 on 
the 
13 Reference: RCMP RFT no.. dated 22-Oct-03, under the subject 


RFT no.• under the subject RFT no.1, under the subject 
entries. 


" See Annex G, p. 1 for reply from CSE Legal Services. 
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then deliver reports containing the foreign intelligence information to government departments 
and agencies, including the RCMP, if the information is of relevance to that department/agency. 


Based on the foregoing, we referred back to the GoC's foreign intelligence priorities for the 
years 2002-2003 and 2003-2004, which were identical: 


Cabinet Confidence 


These foreign intelligence priorities are separate and distinct from the criminal and security 
intelligence priorities, also established annually by Cabinet as direction to federal law 
enforcement and security agencies. 


With the foreign intelligence priorities in hand, we re-examined the information that 
accompanied the three RFIs in question. 


We were quickly able to link RFI no.11to the foreign intelligence priorities. According to the 
information contained in the request, there were reasons to suspect that the criminal activity 
under investigation in Canada 


Therefore, it was reasonable for CSE to suspect that the foreign numbers to be targeted 
would produce foreign intelligence information in support of theCabinet Conti( priority. 


However, from the information included in RFIs nos. there was no evidence that the 
foreign numbers to be targeted would produce foreign intelligence as articulated in the GoC 
foreign intelligence priorities established for the period under review, or as defined in the NDA. 
One could only anticipate that the targeting would produce foreign criminal information or 
intelligence. 


At this juncture, we realized we had some fundamental concerns that could only be addressed by 
formally identifying the general nature of the support and assistance CSE provides to its GoC 
clients, including the RCMP, followed by our own examination and determination of the lawful 
interpretation and application of CSE's mandate (a) and (c) authorities as they relate to this 
support and assistance. 


Nature of Mandate (a) Support — Proactive and Reactive 


As noted above in Section V (page 3), the CSE provides both proactive and reactive foreign 
intelligence support to the RCMP under mandate (a). 


Reactive support involves CSE receiving and responding to requests for information on foreign 
entities of specific operational interest to its GoC clients. It is this type of support activity that 
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raises questions in relation to the legal interpretation and operational application of mandate (a) 
versus (c). 


For the remainder of this report, we. will focus exclusively, therefore, on CSE's reactive support. 
Ultimately, we seek to answer whether mandate (a) allows CSE to target a foreign phone number 
at one or more collection sources in response to a request for foreign 
information/intelligence on a foreign entity of interest to the RCMP, by reason, and in support, of 
a criminal investigation being conducted against suspects in Canada. 


Reactive Support — Regponding_to equests 


Typically, when CSE receives a request for intelligence support under the authority of mandate 
(a): 


I. it conducts searches of the information retained in its databases, using the 
foreign identifier (eg. phone number, e-mail address) passed to it by the client, in 
order to determine whether it already holds information on the foreign entity of 
interest; and, 


2. using the client's foreign information, it targets, for interception purposes, its 
foreign intelligence collection systems. (This review will not deal with 


the targeting of collection system.) 


Question 1: Does mandate (a) allow CSE to undertake these activities? 


Based upon all of our research undertaken to date, we are in complete agreement with CSE that 
its mandate (a) authority allows it to carry out the searches described in the first instance above. 
In such cases, CSE does not engage in any actual new targeting or interception activities — it is 
merely running search queries against information already retained in its databases. That 
said, however, we believe that when taking the decision to respond to such a request, CSE must 
also be satisfied that, on the basis of the information provided: 


• the RCMP has the authority (e.g. the RCMP Act, the CSE-RCMP Memorandum of 
Understanding, and/or other instruments or agreements) to request the search; 


• the RCMP is conducting a lawful investigation in Canada; 
• the foreign identifying information was obtained lawfully by the RCMP; and, 
• the nature of the request satisfies the criteria established and documented by CSE 


Legal Services as it relates to mandate (a) of the NDA. 


In the second instance, that of CSE targeting its collection sources for interception purposes, we 
have a divergence of opinion, based upon the majority of RFIs we reviewed. 


According to the responses to our questions regarding RFIs nos in CSE's opinion, 
targeting a foreign phone number associated with a criminal suspect in Canada is authorized 
under mandate (a) when: 
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• the information CSE seeks to obtain will be acquired from the global information 
infrastructure;


Solicitor-Client Privilege 


• the anticipated foreign intelligence will meet the GoC's intelligence priorities; 
• the targeting will not be directed at Canadians or any person in Canada; and, 
• when handling any resulting intercepted traffic, CSE will undertake measures to 


protect the privacy of Canadians. 


Solicitor-Client Privilege 


However, from the information and documentation made available to us, we are not convinced 
that all of the criteria were met for RFIs no.7=.  As noted earlier in this report, these two 
RFIs did not include information that would link  S. 37 CEA or either the Canadian 


S. 37 CE or the foreign entity of interest, with any one of the foreign intelligence priorities 
est< < t ed for the period under review. The focus of the intelligence support was, in our 
opini*S. 37 CEA  Therefore, in the absence of a national security foreign intelligence 
hook, targeting the foreign entity for interception purposes would likely not be authorized by 
mandate (a). 


Further, based on CSE's own mandate (a) versus (c) documentation, there are other factors that 
must be considered  when trying to determine whether a client's request falls within the mandate 
(a) or (c) authority. Solicitor-Client Privilege 


Solicitor-Client Privilege 


A second document presented by CSE's Senior Counsel in September 2004 states that: 


Solicitor-Client Privilege 


uSolicitor-Client Privileg is used in a deck entitled 
Sol i cito prepared by Senior Counsel, CSE, dated 13 September 2004, p. 11. 


See Annex F and document entitled: 
Senior Counsel, CSE, dated May 21, 2004.
17 See Annex F and document entitled: 
prepared by Senior Counsel, CSE, dated 13 September, 2004, slide 4. 


Solicitor-Client Privilege 


Solicitor-Client Privilege 


Solicitor-Client Privilege 


presented by 
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Solicitor-Client Privilege In fact, based on the RFIs we examined in 
detail, we believe that these factors were not always adequately considered or applied by CSE to 
the (a) or (c) equation. In all instances, even though the interception activity was directed at a 
foreign target outside Canada, andS. 37 CEA 
a known link between the foreign target andS. 37 CEA It was the person(s) in 
C. : in fact, who was/were S. 37 CEA and the 


of RCMP interest. It could be reasonably assumed that targeting the forety entit 
wo pro uce communications traffic that would lead back into Canada and to 


S. 37 CEA 


there was 


So, we had to ask ourselves whether or not the targeting of these foreign entities, with known 
links to persons in Canada, would be authorized under CSE's mandate (a) authority which, by 
reason of par. 273.64(2)(a), places strict limits on directing such activities at Canadians and 
persons in Canada. More specifically, we believe the following questions should also be 
addressed. 


Question 2: Does CSE's deliberate targeting of a foreign entity, where the foreign 
entity has known or even suspected links to a Canadian or a person in 
Canada who is of interest to the RCMP for criminal, and not 
necessarily national security reasons, constitute "directing its 
activities" as established in par. 273.64(2)(a) of the NDA? 


Question 3: Further, when this deliberate targeting leads back to a person of law 
enforcement interest in Canada, should there be a time limit placed on 
any continued, non-warranted targeting? 


Question 4: Following on Question 3, when does the continued, ongoing targeting 
of a foreign entity, which results in communications traffic that leads 
back to Canada, constitute "directing its activities" as established in 
par. 273.64(2)(a) of the NDA? 


Question 5: IRRELEVANT 


From our discussions with CSE officials to date, these questions have not yet been fully 
explored. We admit that the answers are not easily found. Further, we would fully expect that 
RCMP requests for CSE to engage in active intelligence interception at the request of a client 
may always require detailed examination and assessment. 


Ultimately, we would anticipate that decisions to undertake these activities would be based on 
criteria that could be consistently applied and that would be statutorily defensible. 
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Recommendation no. 2: 


We believe that CSE must re-examine its interpretation and application of 
mandates (a) and (c) and ensure that all decisions and resulting activities are 
based upon criteria that have been consistently applied and are statutorily 
defensible. 


Until such time as this occurs, we will not provide an assessment of the lawfulness of CSE's 
activities in support of law enforcement under mandate (a) as currently interpreted and 
applied. 


Implementing Recommendation 2 will also permit an assessment of CSE's activities in response 
to any client department seeking intelligence support based on foreign information obtained from 
and/or linked to persons in Canada under lawful investigation. 


Setting aside this larger issue for the time being, we have the following findings with regard to 
the six (6) RFIs we examined in detail: 


Re: The Activity of Conducting Database Searches: 


• For all six (6) RFIs, CSE was authorized under mandate (a) to search its existing 
databases in an attempt to locate and report on any information related to the foreign 
entity(ies) of interest to the RCMP, in support of a 


S. 37 CEA 


Re: The Activity of Intercepting Communications:18


• Rills no. 


S. 37 CEA 


There was insufficient information available for us to determine the exact nature of the 
request, i.e., whether the RCMP was requesting CSE to act as a support to, or as an agent 
of, the RCMP. 


• RE no.. 


Based on the information provided, CSE was only asked to verify its databases. As stated 
above, this activity would be authorized under mandate (a), However, if CSE used the 
foreign phone numbers for targeting and interception purposes,  it should have done so as 
an agent of the S. 37 CEA To do so, the RCMP 


S. 37 CEA 


IRRELEVANT 


S. 37 CEA 
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• 


This finding is based on the information provided, which indicates that the 
S. 37 CEA 


S. 37 CEA 


S. 37 CEA 
that CSE could supply that would 


RFI 


as well as any other information 
S. 37 CEA 


A formal request for CSE assistance should  have been initiated under mandate (c). In this 
instance, the RCMP's S. 37 CEA Branch was seeking CSE support in rela 'on 
to S. 37 CEA 


S. 37 CEA 
in any information CSE could provide, in order to build 


The RCMP was 


S. 37 CE According to information p rovided to us b CSE 
S. 37 CEA 


S. 37 CEA 
interested 


Based on the information at hand, this does not, in our opinion, constitute foreign 
intelligence support under the authority of mandate (a). 


• RFI 


In this instance, the RCMP was seeking information that would appear to fall under 
mandate (a) because the S. 37 CEA was/were engaged in an activity, 


A search of existing CSE databanks would therefore be authorized. 


Until such time as CSE has fully examined and considered questions related to "directing 
its activities" as outlined earlier in this report, we are not in a position to provide an 
opinion as to whether or not mandate would authorize CSE to tareet the foreign 
number for interception purposes S. 37 CEA 


• RFI 


In this case, the information sought by the RCMP does not fall within the foreign 
intelligence mandate as articulated in the foreign intelligence priorities established by 
Cabinet for the year under review. The information would constitute serious illeeal 
activity regarding possible  Cabinet Confidence 


Cabinet Confidence 


Based on the little amount of information provided, the RCMP is seeking CSE assistance 
in an S. 37 CEA 
Any targeting undertaken by CSE for interception purposes ought to be done under 
mandate (c), S. 37 CEA 


IRRELEVANT 
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In concluding this section of the report, we wish to provide the following comments and 
observations. 


It is apparent that the annual foreign intelligence priorities handed down annually by Cabinet 
remain general. While there may be reasonable benefits to this, related to evolving intelligence 
targeting and collection requirements, we believe that, over time, the broad articulation of 
priorities may place unnecessary, or even unintended, limits on CSE's foreign intelligence 
acquisition authority under mandate (a). 


We suggest that it would be beneficial to define the priorities in a manner that would 
complement the nature and scope of requests for intelligence support that CSE typically receives 
from its clients, particularly those engaged in law enforcement and security activities. 


Further, and in a related issue, we have noted that among the CSE policies and procedures used 
to guide daily activities and decisions, there is little or no definitive guidance as to what 
constitutes foreign intelligence, criminal intelligence and security intelligence. We believe that 
such guidance is necessary so that CSE can make consistent and appropriate decisions regarding 
its activities and authorities pursuant to its (a) or (c) mandates. For example, using the RFIs we 
examined, we believe CSE should be able to determine whether it is being asked to provide 
foreign intelligence to the RCMP, 
about foreign persons related to criminal suspects under investigation in Canada. We believe the 
latter instance constitutes a request to provide operational support to a law enforcement agency, 
thus requiring CSE to conduct its activities under its (c) mandate. 


S. 37 CEA 


Certainly, we would not attempt to argue against the nature of the activity being contemplated. 
Providing operational support to an RCMP-led criminal investigation against suspects in Canada 
seems reasonable, if not desirable, where statutory requirements allow. 


CSE's Handling of Personal Information Under its (a) Mandate 


This leads us to the last issue, which involves CSE's handling of personal information, including 
personal information about Canadians as defined by the Privacy Act, that is acquired incidentally 
as a result of its foreign intelligence collection activities. 


Based on our preliminary findings, we asked CSE to identify the Privacy Act authorities that 
would apply in relation to the possible disclosure of any suppressed Canadian personal 
information in response to RCMP requests. It is understood that when collecting foreign 
intelligence, particularly in support of a Canadian criminal investigation led by the RCMP, CSE 
may incidentally acquire personal information about Canadians, referred to as Canadian 
personal information. This information may be retained if assessed as essential to the 
understanding of the foreign intelligence, and it may be included in foreign intelligence reporting 
if it is adequately suppressed by using only general references such as "a Canadian person" or "a 
Canadian firm". For digital information, such as Canadian phone numbers, the four last digits are 
omitted by CSE in its reporting, e.g., (613) 248-XXXX. 
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In our opinion, the process of suppressing this Canadian personal information is required in order 
to comply with the privacy provisions established in the National Defence Act and the Privacy 
Act. 


When receiving a subsequent request for disclosure of the full details of Canadian personal 
information, CSE requires its clients, including the RCMP, to justify their authority to collect 
this information under their own respective mandates and provide an operational justification of 
their need to know this information. If authorized, CSE releases the information to them under 
the provisions of the Privacy Act. 


Generally, CSE discloses the full details of Canadian personal information to the RCMP under 
the authority of mandate (a) of the NDA and paragraph 8(2)(a)19 of the Privacy Act. 


Collection, Use and Disclosure under the NDA and the Privacy Act 


In  the opinion of CSE, mandate (a) of the NDA allows CSE to receive and use information from 
thtS. 37 CEA  Use includes verifying its own existing databanks and 
targeting its collection sources. CSE may then report all findings about the 
foreign entity, including any related Canadian personal information such as phone numbers, as 
long as the Canadian information is assessed as essential to the foreign intelligence and is 
suppressed in the report. CSE believes that if all conditions are met, it may subsequently disclose 
the full details of the Canadian information to the RCMP under the authority of paragraph 
273.64(2)(a) of the NDA and paragraph 8(2)(a)20 of the Privacy Act. 


We note that "The Privacy Act does not confer authority for the collection, use or disclosure of 
personal information. That authority must be found in other Acts or regulations."2I For CSE, 
therefore, such authority is found in the NDA. 


We believe that paragraph 273.64(2)(a) of the NDA authorizes CSE's collection, use and 
disclosure of, among other things, foreign information/intelligence, including personal 
information about foreign entities, in support of Government intelligence priorities, acquired 
from the global information infrastructure. In our opinion, however, the same does not apply to 
Canadian personal information. CSE's authority to acquire and collect Canadian personal 
information under its foreign intelligence mandate is severely restricted by subsection 273.64(2), 
which prohibits CSE from directing its mandate (a) activities at Canadians or permanent 
residents, and requires that any incidentally acquired but essential Canadian personal information 
be subject to certain privacy safeguards. 


19 Paragraph 8(2)(a) of the Privacy Act states that personal information under the control of a government institution 
may be disclosed for the purpose for which the information was obtained or compiled by the institution or for a use 
consistent with that purpose. 
2° Ibid. 
21 Treasury Board of Canada, Secretariat document: PIA — Principle 5: Limiting Use, Disclosure and Retention, 
online: www.tbs-sctgc.ca/pgol-nned/pialp-pfefvniassisiant/mod21/mod21-6 e.asp (last modified: 18 November 
2003), 
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We support CSE's opinion that Canadian personal information, acquired incidentally, may be 
used and retained if assessed as essential to the foreign intelligence (as per their authority found 
in paragraph 273.64(1)(a) and subject to the requirements articulated in paragraph 273.64(2)(b) 
of the NDA). 


In our minds, however, essentiality does not denote or redefine Canadian personal information 
as foreign intelligence. Further, we do not believe the NDA confers authority on CSE to disclose 
the details of Canadian personal information under the rubric of foreign intelligence. We note 
that paragraph 273.64(2)(b) of the NDA makes reference only to the use and retention of such 
information. Disclosure of this subset of information by CSE would not, therefore, be governed 
by paragraph 8(2)(a) of the Privacy Act. 


The details of Canadian personal information could be available, however, to any client that 
satisfied CSE of its own mandated authority to collect, use and retain it, and of its need to know 
it. 


We believe, therefore, that the Privacy Act allows for the proactive or reactive disclosure of 
Canadian personal information by CSE as follows: 


• CSE may disclose foreign informationlintelligence, including Canadian personal 
information essential to foreign intelligence and appropriately suppressed, pursuant to 
paragraph 8(2)(a) of the Privacy Act. 


• CSE may disclose the details of the suppressed Canadian personal information under 
paragraphs 8(2)(b) to (m) of the Privacy Act, as is appropriate to the nature of the 
request. In the case of the RCMP and other Canadian investigative bodies, disclosure 
would be authorized more typically by paragraph 8(2)(e)22 of the Privacy Act (not 
8(2)(a)). 


Disclosure under paragraph 8(2)(e) of the Privacy Act would necessitate the following: 


• the request for information must come from an investigative body listed in the 
regulations to the Privacy Act; 


• the request must be in writing; 
• the authority for making the request must be specified; 
• the purpose of the request (including the intended use of the information) must be 


specified; and 
• the request must describe the information to be disclosed by CSE. 


This would ensure that the requestor has the authority and operational justification to 
collect/receive this information, and that the information requested relates to a GoC intelligence 
priority. As a result, it would satisfy the privacy provisions established by the National Defence 
Act, the Privacy Act, and the Charter. 


22 The paragraph states that personal information under the control of a government institution may be disclosed to 
an investigative body specified in the regulations, on the written request of the body, for the purpose of enforcing 
any law of Canada or a province or carrying out a lawful investigation, if the request specifies the purpose and 
describes the information to be disclosed. 
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Moreover, this would provide for an adequate accounting of CSE's disclosure of personal 
information about Canadians, information that CSE was not specifically authorized to target for 
collection purposes but that was acquired only incidentally as a result of its authorized foreign 
intelligence targeting activities. 


In conclusion, and based on our examination of the foreign intelligence support activities 
undertaken on behalf of the RCMP for the period under review, we are of the opinion that the 
NDA and the Privacy Act must be interpreted and applied as follows: 


• Paragraph 273.64(1)(a) of the NDA authorizes the collection of foreign intelligence, 
including personal information about foreign entities, using foreign 
selectors/identifiers23 provided to CSE by the RCMP. (Note: CSE's own criteria must 
also be satisfied.) 


• Should the foreign selector(s) produce foreign signals intelligence intercept, CSE 
may, under this same authority, provide foreign intelligence reporting to the RCMP, 
including the identification of personal infonnation about foreign entities. 


• Should the selector(s) produce foreign signals intelligence intercept that includes 
Canadian personal information that is assessed by CSE as essential to the foreign 
intelligence, CSE may, under this same authority, provide foreign intelligence 
reporting with suppressed references to the Canadian personal information. 


• Should the RCMP subsequently request the details of the Canadian information, it 
would be required to justify its need and authority to receive the information in a 
formal request to CSE pursuant to the relevant section of the RCMP Act, (and/or any 
other regulatory instrument), and the relevant paragraph of subsection 8(2) of the 
Privacy Act, which in our minds would typically be paragraph 8(2)(e). 


• If in CSE's assessment the request satisfies all necessary legislative and legal 
requirements, CSE would be authorized to disclose the infonnation about the 
Canadian(s) to the RCMP. 


Recommendation no. 3: 


CSE should re-examine the authorities governing the collection, use and 
disclosure of personal information as established in, and governed by, the 
National Defence Act and the Privacy Act, and in particular, re-examine its 
interpretation and application of those authorities that govern the disclosure 
of Canadian personal information to the RCMP and other clients. 


23 It is understood that, on occasion, selectors may have a Canadian context but be known as attributable to a foreign 
entity outside Canada. 
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IRRELEVANT 


VIII. Summary of Conclusions 


From our detailed review of six RCMP RFIs, there are two issues that concern us and require 
further legal study by CSE. 


Interpreting and Applying Mandate (a) versus (c) 


The first issue is the appropriate authority to be used when CSE provides reactive intelligence 
support to a federal law enforcement agency. More specifically, CSE needs to examine whether 
mandate (a) allows it to target a foreign phone number at one of its collection sources in 
response to a request for foreign information/intelligence on a foreign entity of interest to the 
RCMP, by reason and in support, of a criminal investigation being conducted against suspects in 
Canada. 


Currently, CSE provides this type of support to the RCMP under its (a) mandate. After careful 
examination, we believe that in some instances, CSE ought not to have provided its assistance 
under mandate (a) and that the prerequisites for exercising this mandate in these instances were 
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not met. For example, we are of the opinion that the focus of the intelligence support was purely 
criminal and therefore did not fall within the GoC's foreign intelligence priorities. In these same 
instances, we believe that the interception may have been "directed at" a Canadian or a person in 
Canada, since the purpose of the request was to obtain information or intelligence, from 
intercepted communications, which would assist investigations directed against known suspects 
in Canada. We suggest that CSE should conduct this type of interception activity under its (c) 
mandate. 


As a result, we believe that CSE's provision of intelligence support in response to client requests, 
particularly those engaged in investigative and law enforcement activities directed against 
persons in Canada, requires re-examination by CSE and Department of Justice officials. 


In the meantime, we will not provide an assessment of the lawfulness of CSE's activities in 
support of the RCMP undertaken under mandate (a) as currently interpreted and applied by CSE. 


Use, Retention and Disclosure of Personal Information 


These questions of statutory interpretation and application in relation to CSE's (a) and (c) 
mandates led to the second issue of concern to us: CSE's use, retention and disclosure of 
personal information, and particularly, Canadian personal information. 


In responding to requests for intelligence support from the RCMP, CSE typically verifies 
existing databases and targets their = collection sources. Any resulting information or 
intelligence is passed back to the RCMP in the form of a written report, with any incidental but 
essential Canadian personal information included but appropriately suppressed! Upon written 
request, CSE discloses the details of the suppressed information in those instances where they 
believe the RCMP have the authority to receive the information and the need to know it. This 
same process applies to all CSE clients. 


According to CSE, the disclosure of Canadian personal information to clients is typically, 
although not exclusively, governed by paragraph 8(2)(a) of the Privacy Act and considered 
consistent with CSE's foreign intelligence collection mandate. 


Our review of CSE support to the RCMP does not lead us to the same conclusions in all 
instances. We have arrived at this opinion following a re-examination of the provisions of the 
National Defence Act and the Privacy Act undertaken by this office and by the CSE 
Commissioner's independent legal counsel. 


Accordingly, we are of the opinion that disclosure to the RCMP of any resulting 
suppressed/essential Canadian personal information should, in certain instances, more typically 
be governed by paragraph 8(2)(e) of the Privacy Act, not 8(2)(a). In our minds, this would 
certainly apply in any instance where the request for intelligence support is, for example, purely 
criminal in nature, and where the request for disclosure of the Canadian personal information can 


24 Canadian personal information may only be acquired incidentally by CSE, and must be destroyed unless it is 
assessed as essential to the foreign intelligence as it relates to intelligence priorities established annually by the 
Government of Canada. 
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only be authorized on the basis of a lawful investigation being conducted in Canada, and then 
justified on the basis that it is needed to support a lawful criminal investigation against suspects 
in Canada. 


The same would apply to similar requests made by any Canadian law enforcement or security 
agency where the information is sought in furtherance of enforcing a particular statute or law of 
Canada. 


In the opinion of the CSE Commissioner's independent counsel: 


Solicitor-Client Privilege 


Counsel went on to state Solicitor-Client Privilege 
Solicitor-Client Privilege 


In our opinion, the disclosure of Canadian personal information by CSE in response to client 
requests should be re-examined by CSE, in the context of both the (a) and (c) mandates, in order 
to ensure that any such disclosure is authorized by the National Defence Act and is in 
conformance with the provisions as established in section 8 of the Privacy Act. 


As already stated, our examination of the six RCMP RFIs led us to conclude that, in some 
instances, the authority for CSE to respond ought to have been found in par. 273.64(1)(c) of the 
NDA, not 273.64(1)(a). Certainly, in those instances where CSE responds to a request under 
paragraph 273.64(1)(c),S. 37 CEA  any resulting 
information, including Canadian personal information, belongs to the RCMP.S. 37 CEA 


it is the RCMP's responsibility to look to its own authority to 
retain and use all collected information. CSE should not otherwise retain or use such 
information. Solicitor-Client Privilege 


Solicitor-Client Privilege 


Corporate Records Management System 


Finally, we have observed that CSE has implemented new branch-level procedures that should 
facilitate its ability to record, track and account for its activities undertaken in support of requests 


as Legal opinion provided by to the CSE Commissioner on April 3, 2006 regarding 
Solicitor-Client Privilege  p. 10. 
`" Ibid. 


Solicit( 
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for intelligence support received from the RCMP. We are advised that CSE continues to move 
toward the implementation of a system to support the corporate filing and management of 
elect:m/1k and hard-copy documents and records. 


A summary of our recommendations follows. 
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SUMMARY OF RECOMMENDATIONS 


Recommendation 1: 


CSE should take immediate steps to implement a hard-copy records 
management system, pending the development and implementation of a 
corporate electronic information and records management system. With both 
systems, particular attention should be paid to managing those records that 
are important to safeguarding the privacy of Canadians. 


Recommendation no. 2: 


We believe that CSE must re-examine its interpretation and application of 
mandates (a) and (c) and ensure that all decisions and resulting activities are 
based upon criteria that have been consistently applied and are statutorily 
defensible 


Recommendation no. 3: 


CSE should re-examine the authorities governing the collection, use and 
disclosure of personal information as established in, and governed by, the 
National Defence Act and the Privacy Act, and in particular, re-examine its 
interpretation and application of those authorities that govern the disclosure 
of Canadian personal information to the RCMP and other clients. 


Recommendation 4: 


IRRELEVANT 
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List of Interviewees 


Secret 


Director General Intelligence 
Briefing and Answers to OCSEC's written questions, December 17, 2004 


Production Line Manager, Intelligence Directorate, December I7, 2004; January 25, 
2004 


Acting Director, 
2005 


Intelligence Directorate, January 25, 


Public Affairs and Communications Services Administration Officer 
Provision of Requests for Information (RFIs) for review, December 22, 2004; 
January 25, 2005 


Analyst, Intelligence Directorate 
Metadata Search and Handling, Demonstration and Briefing, January 25, 2004 


Manager, Operational Policy Group (D2) 
Release of Suppressed Names, October 26, 2004 


Analyst, Intelligence Directorate 
Demonstration and Briefing on database, January 25, 2005 


Senior Advisor, Review 
Discuss Preliminary Findings and Observations, June 7, 2005; 


. Submission of further questions and scenarios in relation to CSE's interpretation 
and application of mandates (a) and (c), June 22, 2005 
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Requests for Information (RFIs): 
Description and Findings 


I. RFI 


Description:


RCMP's Criminal Intelligence Division (CID) provided CSE with a 
description of a S. 37 CEA 
S. 37 CEA 


IS 37 CFA 


According to the documentation provided to OCSEC, CID forwarded 
S. 37 CEA 4) CSE for their information and for whatever action they 
deemed appropriate. 


OCSEC Findings: 


Based on our examination of all documentation provided to us, including the 
Requirement Tracking Form, we noted the following: 


• The Requirement Tracking Form was not numbered. 
• The information on the form was incomplete (i.e., no indication of who 


the task was assigned to, no associated date, no case file number and 
name). 


• The only evaluation criteria included on the form were those that appeared 
to have been automatically generated as part of a macro. No details or 
reasons were given, specific to this request, to validate CSE accepting to 
action the request. 


• It was not possible to properly identify the analysts working on the case 
because only their first names were noted i.e. 


• The form did not include any file number. 
• Some of the S. 37 CEA 


S. 37 CEA 


While our examination of the documentation raised several issues, we decided 
not to pursue further questioning upon being advised by CSE that the case was 
dropped. We were advised that the 
S. 37 CEA 


S. 37 CEA 


S. 37 CEA 
CSE halted all activity in 


response to the request until such time as 
When none was forthcoming, the RFI was closed. 


S. 37 CEA 


S. 37 C 


I 
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2. RFI 


Description:


The RCMP provided CSE with documentation that included identifvina 
information for several individuals, 
Canada. Among the foreign and Canadian information were 


S. 37 CEA CSE input the 
information into a target knowledge database called 


OCSEC Findings: 


S. 37 CEA 
S. 37 CEA 


in 


Since we were unfamiliar with the database, we obtained a 
demonstration and briefing. This database is used to store and maintain target 
information (i.e. the names and any identifying information (including 
background information, S. 37 CEA 
S. 37 CEA  etc.)). We were advised that the system 
now requires that all targets, and their suspect or known activities, be directly 
related to a Government of Canada intelligence requirement. 


Other findings included: 


• There was no formal request for information among the documents 
sent by the RCMP. 


• Information on CSE's Requirement Tracking Form was 
incomplete. 


• No rationale for inputting target information into 
was required during the period under review. Note: this is now a 
requirement. 


For this RFI, we were most concerned about the presence, retention and use of 
information that identified citizens and permanent residents of Canada, all of 
whom were in some way connected with S. 37 CEA  to be targeted. 
We asked how a CSE analyst would be satisfied that S. 37 CEA  were, 
in fact, foreign or that they represented foreign entities who were to be 
targeted. 


We were advised that CSE makes an assessment based on the information 
they have been provided by the RCMP. So, if the RCMP 


CSE proceeds on the basis of that information. As reviewers, 
we were not convinced that the RCMP had provided sufficient information to 
CSE to be sufficiently satisfied that the targeting was going to be directed at a 
foreign entity. Certainly, technology is such that Canadian citizens can. for 
example, S. 37 CEA 


S. 37 CEA 


S. 37 CEA  This can pose a real difficulty for CSE to satisfy itself 
that its targeting is directed at a foreign entity. As reviewers we accept, 
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however, that CSE will always have to assess the information it is given in 
every instance and use its judgement when making targeting decisions. In this 
particular instance, however, and in the absence of a formal request for 
information outlining the circumstances surrounding this request, we were 
unable to determine from the documentation available, how CSE satisfied 
itself that alI targeted numbers were associated with foreign individuals. 


When asked, CSE confirmed that legal advice had not been sought in this 
instance. 


We were also concerned with the fact that CSE was retaining the identifying 
information about both the citizens and permanent residents allegedly 
associated with the foreign targets of interest. This issue has been raised with 
CSE and is among those questions for which answers are still pending (as of 
October 1, 2005). 


Note: to our knowledge, there was no reporting that resulted from this RFI. 


3. RFI 


Description: 


In its formal request for assistance, the RCMP advised CSE that it was 
S. 37 CEA 
S. 37 CEA 
request included 
S. 37 CEA 


The 
associated with 


The RCMP asked that CSE verify its databases in an attempt 
to identify the international links 


S. 37 CEA 


OCSEC Findings: 


S. 37 CEA 


S. 37 CEA 


We were satisfied that the information provided by the RCMP in its request 
for assistance was adequate. 


We reviewed one report that was generated by CSE in 
response to this request. It included minimized references 


S. 37 CE/ S. 37 CEA 
S. 37 CEA 


Based on the information we received from CSE, there is no record of the 
RCMP having requested the details of the 
referenced in the report. 


S. 37 CEA 


We did note, however, that there was no CSE Requirement Tracking Form 
associated with this RFI so it was not possible for us to follow the process 
undertaken by CSE to assess, record and track this RFI. 
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S. 37 CEA 
national security. 


OCSEC Findings: 
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4. RFI 


Description: 


The RCMP provided CSE with a formal request for assistance in relation to a 
being conducted by the Criminal Intelligence 


Directorate (CID). CID had 
The data was copied by the RCMP on to CDs which were passed to 


CSE. CSE was asked to access the data, so that the RCMP could ascertain if 
posed an imminent threat to Canada's 


The information provided by the RCMP in their request was, in our opinion, 
adequate. It came in a letter format and included background detail and 
supporting information. 


In view of the technical nature of this request, we were advised that it was 
passed to a different CSE branch (M Group) for further consideration and 


IRRELEVANT 


5. RFI no. 


Description: 


The RCMP was investigating a 
The RCMP's S. 37 CEA submitted two formal 


requests for CSE's assistance. The first request sought CSE's assistance in 
gathering information or intelligence 


(identified in the RFI) IS. 37 CEA 
and that were associated 


The second follow-up request sought CSE's assistance in gatherine nerso 
information specific to S. 37 CEA  37 CEA


37 CEA etc.). According to the RCMP, S 37 CEA 
S. 37 CEA S. 37 CEA 


S. 37 CEA 


S. 37 CEA 
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OCSEC Findings: 


6. 


The information contained in the RCMP's first request 
was adequate for CSE's purposes. However, from the information provided 
in the follow-up request dated S. 37 CEA We were not able to 
understand the real nature of the RCMP's S. 37 CEA  and, more importantly, 
their authority to undertake the activities. In our opinion, this type of 
information would have been necessary for CSE to assess its authority to 
respond to the request. 


S. 37 CEA 


While there was no Requirement Tracking Form used in this instance, we 
were advised that this was so because the request fell outside the Security 
Product Line of reporting. 


While the RCMP provided their own file number, there was no associated 
CSE file or RFI reference number. We were not provided with any 
documentation that would allow us to confirm that CSE had assessed, 
recorded or tracked their activities conducted in response to this RFI. 


Through our discussions with CSE, we learned that CSE obtained the 
RCMP's permission to provide a report 


S. 37 CEA 
itus report was not provided to us. 


S. 37 CEA 


referenced in the RCMP RFI. 


As with other RFI's, there was no available documentation by which we could 
confirm or review CSE's assessment of this request and their authority to 
respond to it. 


RFI no.• 


Description: 


The RCMP sent two e-mail requests for information to CSE. The first dated 
S. 37 CEA as forwarded on behalf of S. 37 CEA 
S. 37 CEA The e-mail advised that a 
S. 37 CEA 


S. 37 CEA The RCMP asked if CSE would search S. 37 CEA 
and provide any resulting information. 


The second e-mail dated 
provided CSE with 


S. 37 CEA 


S. 37 CEA 


S. 37 CEA 


 was a follow-up request that 
and details of a text message 
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OCSEC Findings: 


From our discussions, we learned that the case involved 
in Canada with a foreign phone number. We wanted to understand how CSb 
ensured that the person was foreign and whether or not they sought legal 
advise on proceeding with this request. In response to our questions, CSE 
advised that "in the absence of any collateral or other information to cause 
[them] to suspect otherwise, [CSE] treats ALL foreign phone numbers and 
other selectors as belonging to foreigners". 


S. 37 CEA 


There was no Requirement Tracking Form associated with this RFI. 


CSE's response to the request did, however, produce positive results that were 
subsequently reported back to the RCMP. The CSE reporting included 
minimized "information about Canadians" (phone numbers). Based on the 
Security Product Line Release Form we examined, the report received the 
necessary CSE approvals and sign-off before being provided to the RCMP. 


We were advised that CSE did not release the minimized information to the 
RCMP. By this response, we assume that the RCMP did not request it in this 
instance. 


7. RFT 


Description 


By way of an e-mail, the RCMP, S. 37 CEA 
S 17 CFA S. 37 CEA (no other details) S. 37 CEA 


stopped by  S. 37 CEA  The RCMP 
was interested in any information CSE may have that might suggest the 
individual S. 37 CEA Further, CSE was advised 
that S. 37 CEA -believed that the individual 
S. 37 CEA 


The e-mail was received by CSE's Director General, Intelligence, who passed 
it on to another CSE official and instructed them to "provide a contact chain 
on this requirement and submit these numbers for tasking" at two collection 


In 
addition, the DO, Intelligence asked that it be determined if IRRELEVANT


IRRELEVANT 


Two reports were generated as a result of this effort, one for the RCMP and a 
second for the SIGINT partners. From the wording of the e-mail we 
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examined, IRRELEVANT 
IRRELEVANT 


OCSEC Findings 


By the wording of the RCMP's e-mail request, one had to assume that the 
RCMP request for CSE assistance was based on a lawful investigation into the 
activities of the foreign citizen with Canadian status. Further, one had to 
assume that S. 37 CEA 


S. 37 CEA  As indicated in previous 
RFI's, "in the absence of any collateral or other information to cause [them] to 
suspect otherwise, [CSE] treats ALL S. 37 CEA and other 
selectors as belonging to foreigners". 


Based on our review of the documents we received from CSE, there was no 
evidence of a Requirement Tracking Form associated with this RFI. 


By the very nature of this request, we believed that there would be a risk of 
intercepting private communications in response to the 


that was already linked to a person with Canadian 
status. Therefore, we asked CSE what their authority was to S. 37  ' one of 
theirMcollection assets. CSE replied that as long as there was a 
Ministerial authorization in place in relation to the collection asset (i.e., the 
collection method), they could task it. 


S. 37 CEA 


From the documentation we received from CSE, we were unable to determine 
whether CSE's IRRELEVANT 


IRRELEVANT 
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RFI no.. 


In response to our request to CSE to review all documents related to RFI no.. we were 
provided with the following: 


• E-mail dated 
S. 37 CEA from the RCMP to CSE 


• E-mail dated October 16, 2003 from (department not identified) to 
(not further identified). 


• Copy of report with serial number dated from 
(believed to be at CSE in the Office of Counter Terrorism) to the RCMP, CT 


• Undated  release form for 
• Copy of report serial number dated 
• Copy of identical report as above, but no serial number, dated 


S. 37 CEA 
By way of the e-mail dated 
could conduct a search on S. 37 CEA 


the RCMP submitted a request asking whether CSE 
The foreign number had been 


37 CEA 
S. 37 CEA CSE conducted the search and 
provided a written report to the RCMP under the serial number dated 
(as per copy provided to OCSEC) or dated (as referenced in subsequent 
reporting, serial number I. While the search indicated that there was no direct 
contact with individuals in Canada, there was an indirect contact noted and the associated 
Canadian phone number was suppressed in the report. 


By way of a second e-mail dated  
S. 37 CEA 


searches be conducted on S. 37 CEA 
the RCMP sent another request asking that 


S. 37 CEA This resulted in a second written report to the 
RCMP sent by CSE under the serial number and dated In 
this report. there were several suppressed Canadian phone numbers. There was also reference 
made to S. 37 CEA to CSE back in S. 37 CEA as 
well as to the report that had been generated. 


In all of the RFI naNdocuments provided to us by CSE, there was nothing to indicate whether 
or not the RCMP requested the details of the information suppressed in report 
However, based on our reading of a separate document passed to us several months earlier by 
CSE's Operational Policy section (D2) on 26 October 2004, we noted that CSE had released 
Canadian identifying information S. 37 CEA  to the RCMP on 5. 37 CEA in relation 
to report We believed this to be the report in question 
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However, this answer did not accord to that given to us via e-mail by CSE wherein it was stated 
that the RCMP did not request the release of the suppressed Canadian phone numbers in the 
second instance.' 


In concluding our examination of this RFI, we realize that some of the confusion has to be 
attributed to there being two separate reports. 


However, based upon our examination of the documentation provided to us by CSE, we remain 
of the opinion that the documents do not allow for either an accurate accounting or an informed 
review of what unfolded between CSE and the RCMP in the case of RFI no.• The documents 
presented to OCSEC for the purpose of reviewing RFI no.. are on file. 


In an e-mail reply sent by CSE dated March 10, 2005, OCSEC was advised by D2 that no suppressed information 
had been released to the RCMP for the report generated for RH drafted under the serial number 


and dated 17 December 2003. Subsequently, in a CSE document e-mailed to OCSEC on June 8, 2006, CSE 
confirmed that the information suppressed in this report had not been requested or released to the RCMP. By way of 
this same June 2006 document, however, CSE confirmed that it had received a request for the release of the one 
piece of suppressed information contained in report dated 27 August 2003. 
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RFI 


Notes on file in OCSEC indicate that on December 22, 2004, two OCSEC analysts 
reviewed documentation provided by CSE on RFI no.. including two written end-
product reports. In a follow-up, OCSEC sent an e-mail of the same date to 
and asking (see question no. 5) why two reports were issued — one 
from the SPL (Security Product Line), the other classified as TS I COMINT — Restricted 
(CEO). An explanation was provided to us in an e-mail reply dated January 19, 2005 
authored by CSE had wanted to share the technical information with 
its SIGINT partners so two reports were created -- one for the RCMP and one for the 
partners. This information does not seem to reflect that provided by CSE in its document 
passed to us on June 8, 2006. 


Of further note is that among the RFI no. documentation provided to us by CSE for 
our examination purposes is IRRELEVANT 


IRRELEVANT 


Based on the documentation provided to us by CSE, it is not possible to determine with 
any certainty what CSE's response was to this particular request for information. 
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Communications Security Centre de to socurite 
Establishment des titlokommunic.ations 


P.O. Box 9703 C.P. 9703 
Terminal Terminus 
Ottawa, Canada Ottawa, Canada 
K1G3Z4 K1G3Z4 


June 2, 2005 


Joanne Weeks 
Executive Director 
Office of the Communications Security 
Establishment Commissioner 
P.O. Box 1984, Station B 
Ottawa, Canada 
KIP 5R5 


Dear 
CSE Mandates "A" Versus "C" 


AkA.W.3e 


SECRET 


Your file Von riffiraioe 


Ouriik None rem= 


DGPC/23-05 


I
Offics of the Conssunleditas 


Sear  Esublishment Coslultaa 


N 
JUN 3 2005 ati


triBaron du Coodualre del dare 
di lisiadd dw illicomadoldakis 


In your letter of March 1, 2005, you requested "copies of any ... legal opinions and 
documents relating to CSE's (a) and (c) mandates" further to the opinion prepared by 


, dated 9 May 2003. 


CSE's Director, Legal Services has confirmed that, while operational guidance pursuant 


to and consistent with this opinion has been provided informally on a number of 


occasions, no further legal opinions have been prepared on this subject by his staff. 


As part of this guidance, CSE counsel occasionally provides briefings on or related to 


this subject. For your interest, I have enclosed hard copies of the slides for three such 


briefings conducted during 2004. I hope you find them useful. 


.If you have any questions, my staff or I will be pleased to answer them. 


Sincerely, 


Director General, 
Policy and Communications 


Canada." 
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Establishment Commissioner 
CANADA 


Director General, Policy and Communications 
Communications Security Establishment 
Sir Leonard Tilley Building 
719 Heron Road 
Ottawa, Ontario 


Bureau du 
Commissaire du Centre de la 
sikurite des telecommunications 


CONFIDENTIAL 


01 March, 2005 


Dear 


This letter is further to e-mail to dated 9 February2005, 
concerning the Commissioner's review of LSE's support to the RCMP, phase IL We have been provided 
with a legal opinion prepared by on the topic of  IRRELEVANT 


IRRELEVANT  dated 9 May 2003, however, we were informed that there 
maybe other opinions on this topic. I am therefore requesting ospiesoranyothdriegt I *dons and 
docoments-ralatirftto-GOW-sf&yandlttmandater. 


As you are no doubt aware, this request falls within the powers conferred upon the Commissioner 
by 273.63(4) ofthe Nal wherein he has all the powers of a commissioner under the Inquiries di ct , and 
may therefore "examine all papers, documents, vouchers, records and books ofevery kind belonging to 
the public office or institution". I understand that CSE ts disclosure ofthesedocuments to this office does 
not amount to a waiver of any privilege, including solicitor-client privilege, that attaches to them. 


Yours sincerely, 


Joanne Weeks 
Executive Director 


P O. Boxic P 1984. jlation *EV"Succursree -Bo 
Ottawa. Canada 


KIP! -R': 


r OV2-:304-1 Fax , ti r 31992 ,P1S6 
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1+1 Communications Security 
Establishment 


P.O. Box 9703 
Terminal 
Ottawa, Canada 
K1G 3Z4 


September 29, 2005 


Centre de la securite 
des telecommunications 


C.P. 9703 
Terminus 
Ottawa, Canada 


d Wainlas 
loadly establidowd Cardslaw 


SEP 29 2095 


Joanne Weeks Boon 
do >t *WWI 


Executive Director 
Office of the Communications Sectuity 
Establishment Commissioner 
P.O. Box 1984, Station B 
Ottawa, Canada 
KIP 5R5 


a 
ANNie)g G 


TOP SECRET COMM 
Canadian Eyes Only 


tour r rare rif ?moor 


Oar file Naos ,ijar. 
DGPC/059-05 


Subject: CSE Support to the RCMP: Phase II—Follow-up Questions 


Ref: Your subject letter dated 22 June 2005 


Dear Ms 


Let me first offer my apologies for the delay in responding to your letter. What had 
appeared to be a reasonably straightforward task has proven, over the course of the 
summer, to be considerably more challenging. Specifically, it has become increasingly 
clear that, as our experience with interpreting and applying our new legislation and 
authorities in the post-9/1I environment increases, our collective understanding and 
views continue to evolve, as do our policies, procedures and practices, accordingly. This 
has been the case with respect to CSE's assistance to the RCMP; and has prompted 
additional analysis and consultation within CSE in response to your follow-up questions. 


Adding to the complexity, there are typically a number of external factors that can 
influence the operational interpretation and application ofpolicies and procedures in any 
given circumstance. As an example, a criminal investigation undertaken by the RCMP 
may or may not constitute a pursuit to be legitimately supported by CSE under the 
foreign intelligence part of its mandate, depending upon the foreign dimension of the 
actual or potential crime in question, the linkage between potential CSE action and 
established Government ofCanada intelligence priorities, and the likelihood ofthe action 
impacting or focusing on a specific Canadian entity. Hence, there is an undeniable need 
for CSE to exercise judgement on a case-by-case basis to ensure that it always acts under, 
and in accordance with, the appropriate authority. 


Canada TOP SECRET COMINT 
Canadian Eyes Only 


2017 01 05 AGCO260 71 r,f 7R 
A-2017-00017--03694 







TOP SECRET COMM' 
Canadian Eyes Only 


In addition, as suggested in your letter, an RCMP requirement for intelligence would, 
quite naturally, tend to be focused on law enforcement (including security and crime 
prevention), consistent with the RCMP's mandate. This does not lessen the validity, 
however, of the RCMP's need for relevant foreign intelligence as produced by CSE. 
There is a foreign dimension to many criminal and law enforcement activities, and in 
many instances these activities are clearly related to international affairs, defence or 
security, a required element of foreign intelligence as defined in the National Defence 
Act. 


6 


These variables have posed a significant challenge in accounting for every conceivable 
scenario in answering your questions. Nevertheless, we have made, and will continue 
to make, every effort to provide you with the information you have requested, and to 
ensure our responses are as clear and comprehensive as possible. 


As such, the attached document attempts to satisfy your requirement as we understand 
it. Should further clarification or elaboration be needed, I would be pleased to arrange in-
person follow-up discussions through our respective offices. 


Sincerely, 


AJDirector General, Policy and Communications 


Attachment 


TOP SECRET COMINT 
Canadian Eyes Only 
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CSE Support to the RCMP: Phase II 


Follow-up Questions 


Issue No. 1 


S. 37 CEA 
As part of an ongoing criminal Investigation in Cana the RCMP acquires 


but does not know to whom S. 37 CEA belongs. 
They would like to know If it may be linked to persons un er r 
investigation. The RCMP  S. 37 CEA  and asks 
that it provide any Information / intelligence it may have, or may be able to 
acquire, that relates to  S. 37 CEA  CSE uses the S. 37 CEA as a 
digital "selector" and arranges to have it tasked at various collection sites for 
intercept purposes. 


Questions: 


I. Under what authority (lezislation, section) may the RCMP task CSE to obtain 
information using S. 37 CEA 


There is no legislative provision that permits the RCMP to "task" CSE. However, 
consistent with the CSE-RCMP MOU, the RCMP may request the assistance of 
CSE. 


IRRELEVANT 


When the RCMP provides a S. 37 CEA  to CSE and requests 
information as to the contacts of that number, the activity is S. 37 CEA 
S. 37 CEA 
S. 37 CEA 


5. 37 CEASE should not provide assistance to the RCMP under mandate "c". 


S. 273.64(1)(a) permits CSE to acquire and use information from the global 
information infrastructure for the purpose of providing foreign intelligence. This 
activity is subject to subsection (2) which provides that the foreign intelligence 
activity shall not be directed at Canadians or any person in Canada. 
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Should CSE determine that S. 37 CEA  would provide 
foreign intelligence in accordance with the GoC's intelligence priorities, CSE 
may, at its own discretion, use S. 37 CEA  for the purpose of obtaining foreign 
intelligence. CSE could thereafter provide the foreign intelligence information in 
the form of reports to government departments and agencies, including the 
RCMP, if the, information would be of relevance to that department/agency. 


It should be noted that any Government of Canada (GoC) client department or 
agency may submit to CSE a specific requirement for foreign signals intelligence. 


2, Does this request constitute a request for foreign intelligence or a request for 
assistance  S. 37 CEA  in support of a criminal investigation in 
Canada? Why? 


Although the RCMP and CSE could have initially viewed the request to constitute 
a request for technical or operational assistance, pursuant to the "c" mandate, on 
examination of the facts, CSE could come to the determination that it could not be 
conducted under "c" for the reasons discussed in (1) above. 


If CSE were to determine that the information would be relevant to the provision 
of "foreign intelligence, in accordance with the Government of Canada 
intelligence priorities" [quote from 273.64 (1)(a) of the NDA]—e.g., foreign 
intelligence related to  Cabinet Confidence 


Cabinet Cc as r R=u uest for Information number.dateds 37 CFA 
S. 37 I orCabinet Confidence (as per RFI number• dated 
S. 37 CEA HCSE could consider this request to represent a valid foreign 
Intelligence requirement, in accordance with established Government of Canada 
Requirements (GCRs). Consequently, it could respond pursuant to 273.64 (I)(a) 
of the NDA and in accordance with the definition of "foreign intelligence" 
appearing in the NDA and option 3 of the Ministerial Directive (MI)) on Support 
to Law Enforcement and National Security, which, apart from option 1, wherein 
the provision of technical and operational assistance is referenced, allows for the 
provision of "intelligence through (CO's) signals intelligence program, in 
response to broad Government of Canada and agency-specific  intelligence 
priorities." 


3. Under what authority may CSE respond to the tasking? 


Please see answers (1) and (2) above. 
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Issue No. 2: 


CSE 
S. 37 CEA 


at three different collection sources:. 
IRRELEVANT 


IRRELEVANT  (Note: C.SE's response presumes that this 
the one referenced in Issue No. 1, above.) 


IRRELEVANT 


Issue No. 3: 


S. 37 CEA 


Thes. 37 CEA results in communications intercept. The 
resulting content of the intercept is analyzed and an intelligence report Is 
produced by CSE and passed to the RCMP. 
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IRRELEVANT 


Issue No. 4: 


An intelligence report produced by CSE also included information about a 
Canadian that was suppressed from the report. 


6. Under what authority may the RCMP subsequently request and obtain the 
information about the Canadian from CSE? Why? 


Any legitimate GoC recipient of a CSE report may request and obtain the release 
of suppressed information for its own use. However, there is a formal internal 
procedure and approval process that must be followed in considering such a 
request, which includes justifying the request and explaining the intended use of 
the information in writing, as well as honouring certain restrictions regarding 
handling, retention and action-on. (See OPS-1-1, Procedures for Release of 
Suppressed Information from SIGINT Reports, February 2003.) 


OPS-1 6.9 states that information that may reveal the identity of a Canadian 
person, organization or corporation shall be suppressed. Any request from a client 
for the release of the suppressed name must be in writing, stating: 
- why the information is required; 
- how it relates directly to an operating program of their department; 
- any potential or actual violation of a Canadian law that may be involved; and 
- any follow-on action plan. 
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7. Under what authority may CSE disclose the information about the Canadian to 
the RCMP? Why? 


Under the (a) mandate, CSE's legislation and policy provide authority which is 
subject to measures to protect the privacy of Canadians. The Privacy Act also 
permits CSE to disclose information pertaining to the foreign signals intelligence 
mandate pursuant to subsection 8(2). In addition, the Ministerial Directive 
pertaining to the Privacy of Canadians permits disclosure of the suppressed name 
of a Canadian person, business or organization in limited circumstances. 
Specifically, it states in respect of CSE's signals intelligence activities that CSE 
may retain and report information on Canadians or Canadian organizations found 
in the course of its signals intelligence activities only when: 
- it is essential to protect the lives or safety of individuals; 
- it contains evidence of serious criminal activity; or 
- it is required to understand or exploit the foreign, security and defence 
intelligence." 


Prior to 2004, CSE's Manager, Operational Policy served as the authority for 
releasing to domestic law enforcement agencies information suppressed from 
SIGINT reports. In 2004, this authority was transferred to the Director, Corporate 
and Operational Policy. 


8. Which paragraphs of subsection 8 (2) of the Privacy Act would apply to the 
disclosure? Why not 8(2)(e)? 


Within the context of foreign intelligence, 8(2)(a) normally applies. CSE can also 
rely upon 8(2)(b), (d), (f) and (m)(i). In addition, 8(2)(e) could apply in limited 
circumstances, where a disclosure is made for the purpose of aiding a criminal 
investigation. But this provision would not normally be used where, for example, 
8(2)(a) would apply. 


Issue No. 5: 


In addition to providing CSE with 
1), the RCMP also S. 37 CEA 


S. 37 CEA (see issue no. 


S. 37 CEA 


S. 37 CEA  Although never to be used for targeting purposes, CSE 
inputs and retains these names and identifying information in one of their 
target profile databases. 
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9. Under what authority may CSE receive and retain information that identifies 
Canadians which has been passed to them by the RCMP in the context of a 
criminal investigation in Canada? 


In general, should the RCMP pass information pertaining to identifiable 
Canadians to CSE in the context of a criminal investigation, information would be 
provided pursuant to a s. 273.64(1)(e) request for operational assistance. 


As the information pertains to identifiable Canadians, CSE would request the 
RCMP's assurance that the information passed was lawfully obtained and relates 
to the mandate of the RCMP. 


The Ministerial Directive on Privacy of Canadians states in respect of CSE 
providing technical and operational assistance that CSE "...will take all possible 
measures to ensure that any information provided to CSE for processing has been 
lawfully obtained, and is handled in a manner consistent with the Canadian 
Charter of Rights and Freedoms and the Privacy Act." 


A procedure (to be released as 0PS-1-13) that specifically addresses the 
protection of collateral personal information, pursuant to the MD on the Privacy 
of Canadians, is in draft form. 


10. Once in their possession, what uses, over time would CSE be authorized to 
make of this same information? 


Information passed by the RCMP to CSE in the context of a criminal investigation 
would, where CSE provides assistance under the "c" mandate, be used for "c" 
purposes. However, where the RCMP includes 


CSE can use that information under the "a" mandate to target that 
foreign person. 


S. 37 CEA 


As an example, if the RCMP were to request CSE's assistance S. 37 CEA 


S. 37 CEA 
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