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LiCT 1 7 2007 


The Honourable Peter G. MacKay, P.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
K I A OK2 


Dear Mr. MacKay: 


Commissaire du Centre de la 
securite des to lecommunfcations 


L'hortorable Mattes D. Gonthler. C.C., o.r. 


TOP SECRET/COMINT/CEG 
(with attachment) 


16 October 2007 


The purpose of this letter is to advise you of the results of a review by my 
office of the lawfillness of the activities of CSE's Office of Counter Terrorism in the 
period from 01 April to 31 July, 2005. The review was undertaken under my general 
authority articulated in Part V.1, paragraph 273.63(2)(a) of the National Defence Act 
(NDA). 


By way of background, the Office of Counter Terrorism (OCT) was 
established in early October 2001 to centralize CSE's signals intelligence (SIGINT) 
efforts as they relate to threats from international terrorism. The OCT conducts 
research and analysis of SIGINT data in order to identify terrorist targets and their 
operational and support networks. The information is shared with Canadian 
government departments and agencies involved in intelligence and security-related 
matters, as well as with Canada's four intelligence partners, the UK, USA, Australia 
and New Zealand. 


The review posed a number of questions relating to CSE's authorities and 
policies and procedures. Of particular interest was how CSE undertook the handling 
of the private communications of Canadians. Discussions with OCT managers, 
supervisors and analysts encompassed the policy and procedures that are observed 
when a client wants to access the suppressed identity of a Canadian. 
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CSE co-operation with other government clients and foreign agencies was 
dismissed. A number of queries dealt with Government of Canada intelligence 
requirements and CSE's National SIGINT Priorities List. Subsequent interviews 
noted how OCT analysts and their managers dealt with the collection, reporting, 
retention and release of Canadian identities to clients. 


In summary, this review found that the activities conducted by the OCT 
during the period of review were in compliance with the law and CSE policy. OCT 
personnel interviewed during the course of this review were knowledgeable about 
the authorities governing their work. That knowledge, however, may be undermined 
by weaknesses in document management practices that were noted during this 
review. In that regard, my report makes two recommendations that should enhance 
the measurement of OCT's accountability for responses to the Government of 
Canada's intelligence priorities and for the use and retention of private 
communications and information about Canadians. 


As is my practice, I have provided officials at CSE an opportunity to review 
and comment on this report, prior to finalizing and forwarding it to you. I will 
continue to monitor the issues raised. 


Please let me know if you have any questions or comments. 


Yours sincerely, 


›lanealLisie 


Charles D. Gonthier 


C.C. Mr. John Adams, Chief, CSE V 
Ms. Margaret Bloodworth, National Security Advisor, ?CO 
Mr. Robert Forsberg, Deputy Minister, National Defence 
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TOP SECRET/COMINT/CE0 


REVIEW OF THE ACTIVITIES OF CSE's OFFICE OF COUNTER TERRORISM (OCT) 


L AUTHmenT 


This report was prepared on behalf of the Communications Security Establishment (CSE) 
Commissioner under his general authority articulated in Part V.1, par. 273.63(2)(a) of the National 
Defence Act (NDA). 


IL PERIOD OF REVIEW 


The period of review was from 01 April to 31 July, 2005. 


HI. OBJECTIVES 


The purpose of this review was to assess the lawfulness of the activities carried out by CSE's Office 
of Counter Terrorism (OCT). 


The objectives of the review were to: 


1. identify and describe the origin, mandate and scope of activities of the OCT; 


2. identify and examine all related authorities and policies that govern OCT activities; 


3. review OCT data collection and reports from the review period to verify that the information 
was collected, used and retained in compliance with the law; and 


4. identify and report on any other issue of concern that might impact on the ability of CSE to 
conduct its activities lawfully and to safeguard the privacy of Canadians. 


IV. METHODOLOGY 


The review commenced with a briefing from the A/Director ofiGroup (responsible for the OCT), 
with subsequent briefings from the OCT Production Manager (PM) and supervisory and analytical 
personnel. These briefings assisted in establishing the history, mandate and methodology of OCT 
while clarifying CSE's mandate under par. 273.64 (1)(a) of the NDA. Relevant documentation was 
examined, including OCT-related policy directives, as well as all reporting and intercepts produced 
by OCT during this period. 
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The review posed a number of questions relating to CSE's authorities and policies and procedures. 
Of particular interest was how CSE undertook the handling of the private communications of 
Canadians. Discussions with OCT managers, supervisors and analysts encompassed the policy and 
procedures that are observed when a client wants to access the suppressed identity of a Canadian. 


CSE co-operation with other government clients and foreign agencies was discussed. A number of 
queries dealt with GoC intelligence requirements and the National SIGINT Priorities List (NSPL). 
Subsequent interviews noted how OCT analysts and their managers dealt with the collection, 
reporting, retention and release of Canadian identities to clients. 


V. REVIEW FINDINGS 


Objective 1: Origin, Mandate and Scope of Activities of the OCT 


Countering the threat posed by terrorism, in all its varied manifestations, has been and will continue 
to be a source of concern to the Government of Canada and its allies. 


Prior to the 11 September 2001 attacks (9/I I), CSE did not have an established counterterrorism 
effort in place. In the immediate aftermath of 9/11, an informal cell was brought together to address 
CSE's expanded responsibilities in the wake of the attacks. The Office of Counter Terrorism (OCT) 
was formally established in early October 2001 to centralize CSE's signals intelligence (SIGINT) 
efforts as they relate to threats from international terrorism. 


Mandate and Scope of Activities 


All of the mandated activities of OCT in the period under review carne under the authority of par. 
273.64(IXa) of the NDA, known as mandate (a), which enables CSE "to acquire and use 
information from the global information infrastructure (G11) for the purpose of providing foreign 
intelligence, in accordance with GoC intelligence priorities." Under this mandate, the OCT is 
responsible for conducting research and analysis on data drawn from the intelligence repository. 
This research and analysis is aimed at identifying terrorist targets and their operational and support 
networks. The information is shared with Canadian departments and agencies involved in 
intelligence and security-related matters, as well as with Canada's four intelligence partners, the 
UK, USA, Australia and New Zealand, known as the second parties.' OCT also responds to 
requests for information (RFIs) from Canadian departments and agencies, and from Canada's four 
allies. To facilitate these and other departmental and agency intelligence requirements, CSE has in 
place a Client Relations Officers (CROs) program, which is described in the OCSEC review report 


CSE's cooperation with is described below, beginning on page 5. 
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entitled "Role of the CSE Client Relations Officers and the Operational Policy Section (D2) in the 
Release of Canadian Identities," dated 30 March 2007. 


Objective 2: OCT Authorities and Policies 


We identified and examined the following authorities and policies that govern OCT's activities: 


• Part V.1 of the N.DA; 
4  GoC Foreign Intelligence Priorities 2004-2005; 
• Ministerial Directive on the Privacy of Canadians; 
• Ministerial Directive on Accountability Framework; 
• Policies and Procedures of CSE, principally OPS- I, "Protecting the Privacy of Canadians and 


Ensuring Legal Compliance in the Conduct of CSE Activities", and OPS-1-1 "Release of 
Suppressed Information;" and 


• UKUSA Agreement on SIGINT Co-operation, signed on I November 1945, between Canada, 
the UK, USA, New Zealand and Australia.2


More details about these authorities arid policies and OCT's compliance with them are provided 
below. 


Objective 3: Compliance with Authorities and Policies 


It was the expectation of this review that OCT information would be collected, used and retained in 
compliance with the following authorities: 


• NDA, par. 273.64(1)(a), 273.64 (2)(a) and 273.64(2)(b); 
• CSE Policy and Procedures, including OPS-I ("Protecting the Privacy of Canadians and 


Ensuring Legal Compliance in the Conduct of CSE Activities") and OPS-1-1 ("Procedures for 
the Release of Suppressed Information from SIGINT Reports"); and 


• Government of Canada (GoC) Intelligence Priorities. 


Rogue to for Information from Government of Canada Clients 


OCT analysts are tasked to review both open and classified databases to produce intelligence 
reports. Once approved according to CSE policy (i.e., OPS-I, S.6.10, "Report Release 
Authorities"), the reports are formally distributed to the GoC clients that have submitted requests 
for intelligence on these topics. The most important consumers of OCT reports are the Canadian 
Security Intelligence Service (CSIS), the Department of National Defence (DND), Foreign Affairs 
Canada (FAC) and the Canadian Border Services Agency (CBSA).3 It is important to note here that 


This agreement is an issue of concern; see Annex A. 
A cornplete list of OCT client departments is provided in Annex. B. 
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ocrs foreign targets and their relative priorities continually shift in response to constantly 
evolving GoC requirements, which, as previously noted, are reflected in CSE's National SIGINT 
Priorities List (NSPL). 


As one example, a Canadian department or agency might submit an RFI pertaining to foreign phone 
and/or fax numbers to CSE's Client Relations Officer. CSE will then ensure that the RFI conforms 
with CSE's authorities and can be fulfilled in accordance with the government's foreign intelligence 
priorities and its capabilities (in this case related to terrorism). Once this assessment is completed, 
the request is provided to OCT so that it can conduct a comprehensive search of the CSE data 
banks. If necessary, CSE can forward the RFI to its allies for a search of their respective data banks. 


During the period of review a total of MRFIs were sent to CSE. Of these,  were 
counterterrorist-related under mandate (a) and were responded to as follows: 


Agency Total Unassigned FYI/No Action Taken
RCMP 
CSIS 
CBSA 


Declined 


"Unassigned" refers to RFIs that the Director General Intelligence (DGI) did not assign to any 
analyst for reasons such as workload or other intelligence priorities. "Declined" refers to those 
requests not actioned due to legal or policy concerns, or because they were not listed on the NSPL. 
Of theMOCT-related RFIs,1 from CSIS were refused because DGI management determined that 
they could not be aetioned under mandate (a).4 There were no follow-up requests from CSIS to 
proceed under the (c) mandate.5


If there is no record of a target's telephone/fax number, the number is first entered into the target 
knowledge base and then incorporated into the CSE SIGINT selector dictionary for future 
reference, collection and reporting purposes. This ensures that telephone/fax numbers of 
intelligence and security interest are retained for investigative/analytical follow-up. It was our 
expectation that OCT would take action on an RFI only if the numbers provided related to an 
identifiable foreign entity that resides outside Canada, and the request fell within the GoC foreign 
intelligence collection program relating to the counterterrorism mandate of OCT. In other words, 
we expected that OCT would comply with both mandate (a) and with the NDA, par. 273.64(2)(a), 
which provides that mandate (a) activities "shall not be directed at Canadians or any person in 
Canada." 


4 These numbers do eat include client or CRO requests that were directly input into 
*Oates the production and dissemination of SIGINT  to clients. 


IRRELEVANT 


a system that 
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Suppree,sina and Releasing Canadian t4entitiee 


The foreign intelligence reports that follow from this research and analysis will, on occasion, 
include Canadian identities. For this reason, there is the expectation that OCT will comply with 
NDA par, 273.64(2)(b), which provides that mandate (a) activities "shall be subject to measures to 
protect the privacy of Canadians in the use and retention of intercepted information". To maintain 
privacy, the identities of Canadians are "suppressed" by CSE. These identities are substituted in 
OCT reports by a generic descriptor such as "a Canadian individual" or "a Canadian firm". In the 
wake of the reporting, should a client require the identity for investigative/analytical purposes, a 
formal request outlining the reasons behind the submission would then be forwarded to CSE. 


All requests must be accompanied by sufficient justification, in accordance with procedures set out 
in CSE olicy OPS-1-1. Of the intelligence reports generated by OCT in the period under 
review,Mwere the subjects of Requests for Release of Suppressed Information. AllINCSIS 
requests were reviewed and found to be appropriately documented and released in accordance with 
CSE policy OPS-1-l. These =reports were derived in part from sources other than CSE, or 
reflected traffic containing information about Canadians, but were not based on a private 
communications. from Canadian collection IRRELEV. 


IRRELEVANT 


other reports were generated from private communications intercepted by CSE. The 
information derived from the private communication was verified as essential to international 
affairs, defence and security as per NDA, par. 273.65(2)(d),IMof these reports was the subject 
of a Request for Release. When queried, OCT suggested that CSIS might not have required the 
suppressed information because CSIS likely had more pertinent/contextual information. 


We note that CSE policy concerning requests for suppressed information has recently been updated, 
and such requests must now be approved by the Manager of Operational Policy(D2). D2 has 
instituted a double sign-off requirement for the release of suppressed information. This means that 
all requests for release are reviewed by the Manager of Operational Policy, or his/her designated 
replacement D2 has also instituted a formal audit, on a regular basis (quarterly), for all releases of 
suppressed information. 


The requests are now transmitted electronically, including those from the second parties. The 
"window" in CSE's database that includes Canadian identities restricts access to the 
report's author or the contributor(s) to the report, the reviewer (e.g. Team Leader) and the 
manager(s) who authorizes the release of a report. We were satisfied that the enhanced approval 
process for the release of suppressed information and the restricted access to Canadian identities in 
the database is consistent with CSE's obligation to protect the privacy of Canadians as per NDA, 
par. 273.64(2)(b). 
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Once a client has requested and received identities for the suppressed information, CSE procedures 
(OPS-1-1, S 7.2) state that clients "may retain hard copy in art approved container" for a maximum 
of." while "soft copies are to be deleted from all e-mail folders". OCT was asked if it 
followed up to verify that these messages were retained appropriately and that the soft copies were 
deleted within the scheduled time limits. OCT advised that it does not, because responding to the 
policy is the sole responsibility of the receiving department or agency. We were pleased to note 
that, subsequent to the period of review, a caveat on the "Request for Release of Suppressed 
Inibrmation Form," dated 03 January 2006, advised that the requesting department must handle the 
material in accordance with the Access to Information Act and the Privacy Act. 


Two recommendations from recent reports by this office are also relevant to this issue, as follows: 


• In June 2005, the Commissioner reported to the Minister of National Defence on a review of 
CSE's Recommendation 3 of that report was as follows: 


"to ensure the privacy of Canadians is safeguarded: (i) periodic audits be conducted on 
MINT reports to verify that proper authorities have been obtained for releasing reports 
based on private communications or containing information about Canadians; and (ii) in 
accordance with OPS-1-1, 2.6, audits be conducted on activities related to the release of 
suppressed information (i.e. Canadian identities)." 


CSE accepted this recommendation. Under the auspices of the Director General Audit, Evaluation 
and Ethics (DGAEE), CSE was auditing compliance of reports by the fall of 2005. Another audit, 
conducted in the Fall of 2006, addressed a directed sample of Director General Intelligence (DGI) 
reporting. A third audit, conducted from September 2006 to April 2007, focussed in particular on 
the question of whether the appropriate release authorities were obtained as it relates to the SIGINT 
End-Product Reporting Audit. As a result of the audits, DGI implemented a process to ensure all 
necessary authorizations are in place. With the restructuring of Director General Programs (DGP) 
as of 01 A 1 2007 and the creation of SIGINT Programs Oversight and Compliance (SPOC) out of 


individuals have been identified to follow up on this issue, 
and CSE intends to conduct regular audits on reports incorporating suppressed information that has 
been released. 


• Additionally, the Commissioner's March 2007 report on the CSE's client relations officers and 
release of Canadian identities recommended that CSE include a section of the Privacy Act that 
is the appropriate disclosure authority. CSE sponsored a review following consultations 
between CSE's Directorate of Legal Services and Justice colleagues from the Information Law 
and Privacy Section. The result is that the CSE release form will be slightly modified to indicate 
the authority for the release of personal information (identities). 
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Finding:


It is our assessment that identities of Canadians were released in compliance with NDA, par. 
273.64(2)(b), and in accordance with the procedures set out in CSE policy OPS-1-I. 


lssued_hv O ,"I' dens the Review


Vtte were  leased to note that report release forms were affixed to all of the reports. However, a 
total of accompanying release forms did not include the origin of the report (i.e. a private 
communication from a Canadian source at one end, or from foreign sources at both ends). 
Moreover,. reports of the had been archived and had to be retrieved manually. The reports 
themselves were filed by the month in hard copy, with some misfiled. An electronic storage/ 
retrieval system would facilitate information management and retrieval as well as ensure that report 
release forms arc readily accessible and are appropriately filled out and signed off. There have been 
numerous previous OCSEC recommendations on this subject. Nevertheless, we believe it is 
important to reiterate the importance of implementing a computerized system of records 
management, as described in Recommendation I below. This will allow the release authorities and 
the respective report to be fully recorded, retained and easily retrieved in accordance with OPS-1, 
5.6.10, "Report Release Authorities". 


Recommendation no. 1: 


That CSE incorporate into a computerized records management system a mechanism 
that will, among other benefits, ensure that the Release Form for Security Line 
Product Reports is duly filled out and signed off. 


G  Intelligence Priorities and the National SIGINT Priorities List asISPLa 


As noted previously, mandate (a) requires that the CSE conduct its foreign intelligence operations 
"in accordance with Government of Canada intelligence priorities". These foreign intelligence 
priorities (also known as intelligence requirements—or IRs) are then forwarded by CSE to client 
departments and agencies for consultations and to refine the targeting of the priorities. The end 
product is the CSE' s National SIGINT Priorities List (NSPL). This is a detailed list of the 
government's foreign intelligence priorities, which are prioritized 0-4, 
priority. The priorities during the period of review were as follows:6


I. 


6 These priorities remain current as of June 2007. 
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Recommendation no. 2: 


That CSE consider establishing a more refined tracking system that will provide a 
snapshot of bow effective CSE SIGINT efforts are in addressing GoC intelligence 
priorities. 


Objective 3: Other Issues 


There were no other issues of concern. 


VI. CONCLUSIONS 


This review found that the activities conducted and reviewed during this period by the OCT 
during the period of review were in compliance with the law and CSE policy. More 
specifically: 


• OCTis activities in the period under review were carried out lawfully under the provisions of 
NDA, par. 273.64(I)(a) (mandate (a)). 


• The requests for information (RFIs) to which OCT responded were in compliance with NDA, 
par. 273.64(1)(a) and 273.64 (2Xa) and OPS policy and procedures. 


• Identities of Canadians were released in compliance with NDA, par. 273.64(2)(b), and in 
accordance with the procedures set out in CSE policy OPS-I-1. 


OCT personnel interviewed during the course of this review were knowledgeable about the 
authorities governing their work. That knowledge, however, may be undermined by weaknesses in 
document management practices that were noted during this review. In that regard, this report 
makes two recommendations that should enhance the measurement of OCT % accountability for 
responses to the Government of Canada's intelligence priorities and for the use and retention of 
private communications and information about Canadians. 
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ANNEX A 


The United Kingdom -United States of America (UKUSA) Agreement and Co-operation with 
other Foreign Governments 


The United Kingdom-United States of America (UKUSA) Agreement, signed in 1945, covers 
SIGLNT co-operation between the five second parties (the USA- National Security Agency (NSA.), 
Canada- Communications Security Establishment (CSE), United Kingdom-Government 
Communication Headquarters (GCHQ), Australia- Defence Signals Directorate (DSD) and New 
Zealand-Government Communications Security Bureau (GCSB)). There were two addendums: one 
was added in 1949 (CANUSA Agreement) and the second in 1960 (CANUKUS Agreement). While 
the documents remain the originating manifesto that underscores the continuing co-operation 
among the signatories, the agreements have never been flilly revised or updated to address new 
technology, contemporary privacy issues or the legal framework that governs the respective 
signatories. It also does not take into account the new intelligence, political and international 
security realities that the allies and the global community, must contend with in the 2l" century. 
CSE's response to this issue has been that each member of the UKUSA Agreement respects and 
works within its own privacy and legal frameworks, and follows its own information handling 
policies. This situation has been reportedly deemed adequate by CSE as well as other participating 
members. This issue was highlighted in the OCSEC Review of 28 February 2005. 
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ANNEX 8 
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OCSEC- BCCST-


Original: 
Copies: 


Rec. #: 


Date: 


DEC 1 3 2007 


The Honourable Charles D. Gonthier, Q.C. 
Communications Security Establishment Commissioner 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station -B" 
Ottawa, Ontario 
KIP 5R5 


Dear Mr. Gonthier: 


SECRET//Canadian Eyes Only 
TOP SECRET with Attachment 


e of the Communications 
Security Establishment Commissions 


6.1 
de is s 


DEC 1 4 2097 


I am writing in response to your letter and report of October 16, 2007 regarding 
your Office's review of the lawfulness of the activities of CSE's Office of Counter 
Terrorism for the period of April 1 to July 31, 2005. I understand that your review found 
the activities to be in compliance with both the law and CSE policy. 


CSE's response to the two recommendations in the report is attached. I trust you 
will be pleased to note that CSE has accepted, and is actioning, the two recommendations 
included in your report. 


Sincerely, 


Attachment 


April 28, 2015 


SECRET//Canadian Eyes Only 
TOP SECRET with Attachment i. ,
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Review of the Activities of CSE's Office of Counterterrorism (OCT) 


On 16 October 2007, the CSE Commissioner reported, to the Minister of National 
Defence, the findings arising from his Office's review of the activities of CSE's Office of 
Counter Terrorism between the period from 1 April to 31 July 2005. In the report, the 
Commissioner confirmed that the activities were conducted in a manner compliant with 
both the law and CSE policy. The report further makes two specific recommendations 
aimed at enhancing CSE's internal processes. 


CSE's Executive Committee has discussed the recommendations and has agreed on the 
responses and actions below : 


Recommendation 1: 


That CSE incorporate into a computerized records management system a 
mechanism that will, among other benefits, ensure that the Release Form for 


Reports is duly filled out and signed off. 


CSE Response 


Accepted. CSE will incorporate the Release Form for Reports into a 
computerized records management system by mid-2008. 


In the interim, SIGINT will establish a standardized (hardcopy) filing system for 
the Release Form for Reports. Additionally, in accordance with the 
provisions of OPS-1-8 (Management Monitoring), SIGINT management will 
initiate periodic reviews of report filing, retention and sign-offs. 


Recommendation 2: 


That CSE consider establishing a more refined tracking system that will provide a 
snapshot of how effective CSE SIGINT efforts are in addressing GoC intelligence 
priorities. 


CSE Response 


Accepted. CSE has developed a robust system designed to provide relevant 
foreign intelligence to Government of Canada (GC) clients based on their 
individual stated intelligence priorities and linked to overall GC intelligence 
priorities. The system is further designed to facilitate the collection of client 
feedback on SIGINT reporting. This feedback provides CSE with the most 
accurate measures possible of how effective CSE SIGINT efforts are in 
addressing overall GC intelligence priorities. 


April 28, 2015 
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However, no matter how easy CSE makes it for clients to provide feedback, they 
are under no obligation to do so. With this in mind, CSE undertakes ongoing 
efforts to assess SIGINT's effectiveness at addressing GC intelligence priorities, 
and to link information contained within the various systems in order to achieve a 
better view of SIGINT's end-to-end performance. Internal processes aimed at 
achieving this goal are modified and improved as technology allows and as 
systems are either replaced or upgraded. 


CE ID #: 49635 
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Ms. Joanne Weeks 
Executive Director 
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Establishment Commissioner 
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P.O. Box 1984, Station "B" 
Ottawa, Ontario 
K.111 5R5 


taro Flk Yoke Winne, 


Ckr file &ore Where 


DGPC/03-08 
CERRID #66908 


I am writing in response to your letter of 10 January 2008. I have received your 
discussion paper concerning the Communications Security Establishment Canada's 
(CSEC) use of parts (a) and (c) of its mandate and will read it with interest. The paper 
has been disseminated internally to a variety of interested parties and we will be 
meeting in the near future to consider the content. 


Once we have had the opportunity to debate the paper internally, we will make 
arrangements with your office to hold a joint session, likely during the week of 11-15 
February, where our respective interested parties can present their points of view for 
consideration. 


A/Director General, Policy and Communications 
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Communications Security 
Establishment Commissioner 


The Honourable Charles D. Gorithier, C.C., O.C. 


The Honourable Peter G. MacKay, P,C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA OK2 


Dear Mr. MacKay: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Charles ❑. Gonthier, C.C., c.r. 


TOP SECRET/COMINT/CEO 
(with attachment) 


11 June 2008 


The purpose of this letter is to advise you of the results of a review by my office 
of the Communications Security Establishment Canada's (CSEC) acquisition and 
implementation of technology that contributes to the protection of the privacy of 
Canadians under subsection 273.64(2) of the National Defence Act (NDA), for the period 
August 17, 2006 to December 31, 2007. Two types of technologies were studied, one a 
signals intelligence acquisition system named and the other an 
analytical datasct named Although CSEC's operational activities leading to the 
use of these technologies were not a part of the scope of this review, some were 
examined in order to understand how these technologies were being employed. 


The objective of the review was to assess CSEC's compliance with the laws of 
Canada and whether measures were in place to protect the privacy of Canadians, My 
office also set out to assess whether these activities conformed with CSEC's operational 
policies, procedures and practices. The review was undertaken under my general 
authority articulated in paragraph 273.63(2)(a) of the NDA. 


By way of background, is a signals intelligence acquisition 
system developed for the purpose of acquiring, processing and collecting digital network 
intelligence (i.e, all Internet traffic such as e-mails and 
communications. CSEC currently uses the system for 
acquisition._ is a commercial product offering 
data and services. is the process of determining 


RO. Box/C.R, 1984, Station "B"/Suc.-,cursale “B” 
Ottawa, Canada 


K1P 5R5 
t813) 992-3044 Fax: (613) 992-4096 
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Both of CSE's business lines (signals intelligence (SIGINT) 
and information technology security (IT Security)) use for specific purposes. 
CSEC uses these technologies to fulfill their legislated mandates. 


The review found that CSEC complied with the law in the areas that were 
examined. I am also pleased to note that CSEC took measures to protect the privacy of 
Canadians. For example, in order to comply with its statutory obligations as stated in 
paragraph 273.64(2) of the /VD/I, CSE modified in order to comply 
with the "Metadata First" regime it had instituted for all its collection systems. 
This regime requires CSEC to 


Hence, the Metadata First requirement is one of the measures 
CSEC has put in place to protect the privacy of Canadians as it ensures that at least one 
of the communicators, i.e. the foreign communicator, is the target CSEC is looking for. 
Moreover, the acquisition, implementation and use of helps CSEC protect the 
privacy of Canadians by identifying potential private communications (as defined in 
section 183 of the Criminal Code), as well as personal information. 


Furthermore, the review found that special attention should be brought to the 
development of IT Security policy instruments so as to ensure that CSEC's guidance in 
this regard is up to date, formalized and corporately approved. I am pleased to note 
however that, subsequent to the completion of this review, CSEC has revised some of its 
policy instruments and their approval process to address this issue. It was also observed 
that CSEC's SIGINT and IT Security business practices are different as regards 
accounting for personal information (e.g. Canadian IP addresses) identified through 
analysis. Although CSEC has provided me with explanations for this inconsistency, I 
believe the matter deserves further examination and I have instructed my staff to 
continue discussions with CSEC in this regard. 


One recommendation ensued as regards CSEC requests for 
ministerial authorizations. As you may be aware, since the promulgation of the omnibus 
Anti-Terrorism Act in December 2001 there have been extensive discussions between 
CSEC and my office regarding the interpretation of certain sections of the N.D.A, 
particularly section 273.65 relating to ministerial authorizations. It has been the practice 
of my office to review CSEC's activities carried out under ministerial authorization and 
to conclude as to their lawfulness in light of the interpretation of the applicable 
legislative provisions by the Department of Justice. 


In this instance since CSEC may intercept private communications when 
undertaking activities under part (a) of its mandate while using 


a ministerial authorization was required. It was observed that when 
seeking a ministerial authorization, the Chief, CSEC requests the authority to intercept 
private communications while conducting collection/interception activities. These 
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activities are described in the request, as well as other activities known as rnetadata 
activities (i.e. research and analysis such as SIGINT 
development and Network Analysis and Prioritization). I found this to be confusing as 
the Minister only authorizes the interception of private communications acquired through 
the class of activities described as interception (as defined in the legal 
guidance received by CSEC). Therefore, I recommend that CSEC re-evaluate how it 
describes the activities in its request for a ministerial authorization so as to 
clearly identify which activity the Minister of National Defence is authorizing when 
signing a ministerial authorization. 


My report, attached, contains 12 findings and one recommendation dealing with 
the matters I have summarized for you in this letter. 


If you have any questions or comments, I will be pleased to discuss them with 
you at your convenience. 


Yours sincerely, 


Charles D. Gonthier 


C.C. Mr. John Adams, Chief, C SE 
Ms. Margaret Bloodworth, National Security Advisor, PCO 
Mr. Robert Fonberg, Deputy Minister, National Defence 
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I. AUTHORITIES 


This report was prepared on behalf of the Communications Security Establishment 
Commissioner under his general authority articulated in Part V.1, paragraph 273.63(2)(a) 
of the National Defence Act (NDA). 


II. INTRODUCTION 


The Communications Security Establishment Canada (CSEC)' provided the Office of the 
CSE Commissioner (OCSEC) with a general briefing on its research and development 
(R&D) program. Provided at our request, this preliminary briefing was to serve as a 
means for OCSEC to scope out its first formal review of R&D activities. 


OCSEC was advised that CSEC allocates funds and conducts basic research, applied 
research and experimental development activities. Both its signals intelligence (SIGINT) 
and its information technology security (IT Security) groups conduct R&D activities, 
coordinated by the Chief Technology Officer. Contrary to our initial expectations, 
however, we also learned that no R&D activity is specifically dedicated to creating 
measures to protect the privacy of Canadians. Rather, CSEC ensures that any technology 
applied and implemented as a result of an R&D project, conforms to its statutory 
obligations to protect the privacy of Canadians. 


During the briefing, CSEC cited two such technologies known by the names 
and is a signals 


that 
system 
During 


the brie mg, we earner i 1at c ose not to use tie system ttnmes late y ecause it 
did not comply with CSEC's rules for targeting based on rnetadata selection and for 
protecting privacy. 


is the name of a commercial data. 
CSEC has to the dataset and first used it operationally in 


to CSEC advised us that by reviewing data, 
it will and use this to inform CSEC's 
collection. For example, if a Canadian is identified through the use of 
information, this information will help CSEC avoid inadvertent targeting of Canadians. 


While CSEC clarified during subsequent discussions that neither of these two systems 
should be considered as specifically R&D related, it was agreed that they are "certainly 
privacy related".2


The Communications Security Establishment's (CSE) name was changed to Communications Security 
Establishment Canada effective September 27, 2007, in order to comply with the Government of Canada's 
Federal Identity Program. 
2 E-mail from CSEC's Manager, External Review and Policy Compliance to OCSEC's Director of 
Operations and reviewer entitled RE: R&D Scope Statement and dated June 30, 2006, 


2017 01 05 AGC0186 nf'2,1 
A-2017-00017--02058 







- 2 - TOP SECRET/COMINT/CEO 


Based on the information received, on discussions with CSEC regarding the nature of 
R&D activities, and taking into account that CSEC usually considers privacy implications 
in its application and implementation phase rather than in its R&D phase, OCSEC 
determined that CSEC's R&D programs were not the appropriate focus for a review at 
this time. Rather, the focus of the review would be on privacy and on how CSEC's 
acquisition' and implementation`' of technologies satisfied, in practice, the legislative 
requirement to protect the privacy of Canadians under par. 273.64(2)(a) and (b) of the 
National Defence Act. 


III. OBJECTIVES 


OCSEC examined and assessed CSEC's acquisition and implementation of and 
to determine whether they comply with the laws of Canada and contribute to the 


protection of the privacy of Canadians, for the period August 17, 2006 to December 31, 
2007. 


IV. LINES OF ENQUIRY 


This review included the following lines of enquiry: 


I. which of CSEC's legal authorities governed the operational need that led to 
the acquisition and implementation of these technologies; 


2. how CSEC assessed and tested for privacy risks associated with the 
implementation of these technologies; 


3. how CSEC identifies and generally describes the extent to which protecting 
privacy forms part of its planning process in developing or purchasing 
technology or technological systems for the collection, use or retention of 
intercepted information; 


4. the operational uses of the dataset and how CSEC determines, scopes, 
plans, conducts and manages its activities; 


For clarification, in this context, the term « acquisition )r includes how CSEC identified its operational 
need to purchase or receive a new technology and the corresponding mandated authority it was intended to 
satisfy. It does not include management issues such as CSEC's contracting practices, financial control and 
accountability and life-cycle management. 
4 For clarification, in this context, the term « implementation a includes both the use of the technology as 
well as any modification that may have occurred to make it operable and, in CSEC's assessment, lawful. 
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5. how differs from its predecessor used and how 
CSEC is developing to comply with its rules for targeting and 
protecting the privacy of Canadians; 


6. how information about Canadians acquired by these systems is (or would be) 
retained, used, shared and protected. 


V. CRITERIA 


We expected that in planning, assessing and deciding whether to implement technological 
systems, CSEC: 


1- conducts its wand activities based on such Factors as: 


• whether the operational activity complies with CSEC's legislated 
authorities found in paragraphs 273.64(1)(a), (b) and/or (c) of the National 
Defence Act; 


• whether it falls under the authority of and complies with ministerial 
direction; 


• whether it falls under the authority of a valid ministerial authorization(s); 


2- ensures, with respect to any and activities carried out under 
paragraphs 273.64(1)(a) or (b) of the National Defence Act, that: 


• these activities would not be directed at Canadians or any person in 
Canada; and, 


• these activities would be subject to measures to protect the privacy of 
Canadians in the use and retention of intercepted information; 


3- has approved plans, processes and privacy-risk assessments to determine whether 
systems being considered for development or acquisition comply with its 
legislative mandate and internal policies; 


4- In respect of 


a. ensures the conducted activities respect legislated authorities; 
b. has a formalized methodology, including an internal approval framework, 


in place in order to conduct the activities; 
c. has the means to determine if its activities have been conducted as per its 


authorities; 
d. has measures in place to protect the privacy of Canadians: in particular, 


processes to identify Canadians and policies concerning the acquisition, 
use and retention of personal information about Canadians. 
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When criterion 4 was developed some time ago, it was not clear to OCSEC that-
was but an analytic "tool" used by CSEC to help it undertake its mandated activities. 
Therefore, some of the sub-criteria are not quite pertinent with respect to CSEC's use of 


because the review focussed on the technologies used, and not on CSEC's 
operational activities leading to the use of these technologies. Accordingly, it is 
understood that CSEC will use when undertaking its operational activities in 
accordance with its legislated authorities. Discussion of the measures CSEC has in place 
to protect the privacy of Canadians as relates to can be found under the section 
entitled IT Security Use qf=starting at page 18. 


VI. METHODOLOGY 


A variety ❑f documentation was examined, including CSEC policies and procedures and 
legal guidance issued to CSEC by Justice Canada. CSEC managers and personnel 
responsible for undertaking activities with and were interviewed and 
OCSEC received several briefings throughout the review. CSEC provided both verbal 
and written answers to our questions. A list of interviewees, by position title, is attached 
at Annex A. 


We obtained briefings and an on-site demonstration of the collection system. We 
also received briefings and demonstrations of the data set, as used by both the 
SIGINT and IT Security groups. We paid particular attention to those CSEC policies and 
practices instituted to protect the privacy of Canadians in the acquisition, use and 
disclosure of personal information about Canadians. 


VII. 


is a SIGINT acquisition system 
for the purpose of acquiring, processing and collecting 


digital network intelligence (DNI)5 communications.6


partners or a 


DNI traffic includes all Internet traffic such as e-mail, 


All of CSEC's Second a y 
version of it. 


CSEC's Second Party SIGINT partner agencies are the Government Communications Headquarters 
(GCHQ) in the United Kingdom, the NSA in the United States, the Defence Signals Directorate (DSD) in 
Australia and the Government Communications Security Bureau (GCSB) in New Zealand. 
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The basic function of (and its redeeessor) is to 


This complex process has already been 
documented in a recent OCSEC report titled OCSEC Review of the Ministerial Directive 
on the Collection and Use of Metadata, March 9, 2005 [Mctadata Review]. For ease of 
reference, Annex D of that report, which details the process, has been re-printed as 
Annex B of this report. 


CSEC's mandated activities are found at subsection 273.64(1) of the 1VDA. The 
system is predominantly used by CSEC in the context of its foreign intelligence (F1) and 
assistance mandates (respectively, paragraphs 273.64(1)(a) and (c) of the NDA).= 


can also be used for information technology 
security (IT Security) purposes under part (b) of CSEC's mandate_ The system is used by 
CSEC in the performance of a number of its mandated activities, some of which (but not 
all) require additional authorization from the Minister. This report focuses on CSEC's 
activities using under part (a) of its mandate 


VIII. FINDINGS 


The findings documented below were derived from: 


• documentation received from CSEC. including PowerPoint presentations and 
legal opinions; 


■ briefings and discussions held with CSEC personnel at various levels; 
• the demonstration of SIGINT development activities undertaken by 


Canadian Forces personnel ; and 
■ answers received from CSEC to verbal and written questions. 


The findings are assessed based on the criteria (expectations) enumerated above. 


Criterion I 


We would expect that in planning, as.sessing and deciding whether to implement 
technological systems, CSEC: 


• conducts its activities based on such factors as: 


• whether the operational activity complies with CSEC 's legislated authorities 
found in paragraphs 273.64(1)(a), (b) and/or (c) of the National Defence Act; 


• whether it jails under the authority gland complies with ministerial direction; 
• whether it falls under the authority of a valid ministerial authorization(s). 


As mentioned above, CSEC uses the to undertake all three of its 
mandated activities. This report will focus on CSEC's activities using under part 
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(a) of its mandate. Paragraph 273.64(1)(a) of the NDA states that CSEC's mandate is "to 
acquire and use information from the global information infrastructure for the purpose of 
providing foreign intelligence, in accordance with Government of Canada intelligence 
priorities." Activities carried out under paragraph 273.64 (1)(a) shall not be directed at 
Canadians or any person in Canada and shall be subject to measures to protect the 
privacy of Canadians in the use and retention of intercepted information (subsection 
273.64(2) of the NDA). 


Finding 1 


CSEC's authority to conduct its activities using is found in subsection 
273.64(1) of the NDA. 


As CSEC may intercept private communications when undertaking activities 
under part (a) of its mandate while using a ministerial authorization is also 
required (s. 273.65 of the NDA). The Ministerial Authorization on 


Interception (dated December 19, 2005 and valid for the year 2006, the 
period under review) authorizes CSEC "to intercept private communications [...1 
acquired through the class of activities described as interception [...] for the 
sole purpose of obtaining foreign intelligence that is in accordance with the Government 
of Canada intelligence priorities." 


CSEC also receives guidance from the Ministerial Directive on the Collection and Use of 
Metadata (dated March 9, 2005) which governs CSEC's collection and use of metadata 
under foreign intelligence acquisition programs. It dictates certain steps to be followed by 
CSEC in order to protect the privacy of Canadians. 


The Ministerial Directive on the Privacy of Canadians (dated June 19, 2001) directs the 
Chief, CSEC to ensure that CSEC does not target the communications of Canadians, to 
adopt procedures to minimize the inadvertent collection of such communications, and to 
ensure that, in using and retaining information, CSEC takes all possible measures and 
implements appropriate policies to protect the privacy of Canadians. 


CSEC receives further guidance from its OPS 1-6 procedure entitled Canadian 
Procedures. 


Also of note is the Canadian-US. COMINT Agreement, signed in 1949. This agreement 
is of a general nature and covers most matters relating to the signals intelligence relations 
between CSEC and NSA. Appendixes E and H of the agreement promote cooperation 
and exchange between Second Party partners. An example of this cooperation is the fact 
that CSEC 


While conducting this review, we received a demonstration of 
signals intelligence (S1GINT) development activities undertaken by 
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Canadian Forces personnel Pursuant to this demonstration, 
questions were raised concerning these two activities, particularly CSEC's 
extraction and interception of metadata while using These issues have been 
examined and explained in the Metadata Review report and are pertinent to this review. 


Ministerial Authorization 


Linder subsection 273.65(1) of the NDA, the Minister may authorize CSEC to intercept 
private communications for the sole purpose of obtaining foreign intelligence. On 
December 19, 2005 the Minister of National Defence signed a 


interception ministerial authorization (MA), permitting such interception. 
CSEC uses selectors to target communications of foreign entities of intelligence interest 
located outside Canada. According to the Deputy Minister of Justice and Deputy 
Attorney Genera] of Canada, Solicitor-Client Privilege 


Solicitor-Client Privilege 


allows CSEC to conduct both its metadata activities and its 
interception/collection activities. As mentioned above, metadata activities are authorized 
by the NDA and governed by the Ministerial Directive on the Collection and Use of 
Metadata. According to CSEC, an MA is not necessary to conduct those metadata 
activities described in the ministerial directive, such as network analysis and 
prioritization and contact chaining.9 CSEC has explained that network analysis and 
prioritization as defined in the ministerial directive basically constitutes SIGINT 
development activities.1° CSEC undertakes collection/interception activities 
under the authority of paragraphs 273.64(1)(a) or (c) of the NDA and the MA. 


The interception ministerial authorization signed in December 2005 was in 
effect during the period under review and specified the following: 


I therefore authorize the Communications Security Establishment, with the 
assistance of the Canadian Forces Information Operations Group where 
necessary, to intercept, private 
communications acquired through the class of activities described as 


Interception in the request.* Ministerial 
Authorization dated 5 December 2005, for the sole purpose of obtaining 
foreign intelligence that is in accordance with the Government of Canada 
intelligence priorities. [Emphasis added] 


Solicitor-Client Privilege 


Details can be found at page 7 of OCSEC's Metadata Review report. 
i° E-mail dated July 16, 2007 from CSEC Liaison to OCSEC reviewer attaching responses from CSEC's 
Manager, MINT Programs Oversight and Compliance entitled P c4c T review AdditionalMOirestions.. 
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The Minister is authorizing the interception of private communications acquired through 
the class of activities described as interception. Therefore, it is expected that 
the activity described in the request for ministerial authorization signed by the Chief, 
CSEC would constitute interception only, and be in accordance with the legal guidance 
CSEC has received. However, the request clearly describes not only 
collection/interception activities, but also metadata activities (i.e. research and analysis 
such as= SIGINT development and Network Analysis and Prioritization). The 
request states: 


Under this authority, CSE hereby requests a Ministerial Authorization to 
intercept private communications in relation to 


Interception activities directed at foreign 
entities located abroad. 


activities involve tar can forei n communications 


to rroduce foreign intelligence of value to the 
Government of Canada. activities also involve research and 
analysis of global information networks in support of CSE's foreign 
intelligence mandate. For collection, specific are targeted 
to collect the communications of foreign entities of interest, which are then 
forwarded to CSE for assessment and reporting. For research and analysis, 
CSE acquires all the signals for a limited period 
of time and analyzes their 


It is possible that in carrying out this class of activities, CSE will intercept 
communications that either terminate or originate in Canada, which constitute 
private communications pursuant to the Criminal Code. A Ministerial 
Authorization is therefore necessary to allow CSE to conduct its 
collection activities. [Emphasis added] 


Although the request accurately reflects CSEC's activities in practice, it is unclear 
whether the Minister is authorizing the interception of private communications acquired 
only through CSEC's-collection/interception activities or whether he is 
authorizing the interception of private communications acquired through both CSEC's 


collection/interception and metadata activities. As mentioned previously, it is 
the Department ofJustice's opinion that Solicitor-Client Privilege 


Solicitor-Client F 
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Recoil] mendation 


That CSEC re-evaluate how it describes the activities in its 
request for a ministerial authorization so as to clearly identify which activity 
the Minister of National Defence is authorizing when signing a 
ministerial authorization." 


Criterion 2 


We would expect that in planning, assessing and deciding whether to implement 


technological systems. CSEC: 


• ensures, with respect to any activities carried out under paragraphs 
273.64(1)(0 or (b) of the National Defence Act, that: 


• these activities would not be directed at Canadians or any person in 
Canada; and, 


• these activities would be subject to measures to protect the privacy of 
Canadians in the use and retention of intercepted information. 


Tasking and Targeting Procedures 


Before CSEC undertakes any tasking and targeting (defined below), it must ensure that a 
foreign intelligence requirement is associated to the 
CSEC wishes to task, as well as to the selector CSEC wishes to target. Paragraph 
273.64( I )(a) of the NDA specifies that CSEC's acquisition and use of information from 
the global information infrastructure must be in accordance with the Government of 
Canada's intelligence priorities. CSEC receives the Government's intelligence priorities 
yearly and from those, establishes its own detailed list of foreign intelligence priorities 
named the National SIGINT Priorities List (NSPL). The NSPL is based on consultation 
with CSEC's key Government of Canada clients and is approved by Government. CSEC 
also creates and manages an internal document called the Government of Canada 
Requirements (OCR) list in order to organize and map requirements as they are received 
from clients. This list is more detailed and allows CSEC to track requirements to the 
NSPL. I2


" In practice, CSEC drafts both the MA as well as the MA justification letter for the Minister (s. 2.4 of 
CSEC's ORG 2-1 — Procedures for Obtaining and Handling Ministerial Directives and Ministerial 
Authorizations, dated 4 Aug 2005). Thus, CSEC identifies and explains the activities or class of activities 
the Minister is being asked to authorize. The Chief, CSEC presents the MA package to the Minister, who 
then considers the package, and if he agrees, approves and signs the MA. After the MA is signed, CSEC 
undertakes what has been authorized. 
12 E-mail dated February 25,2008 from CSEC liaison to OCSEC reviewer entitled Addendum to Privacy 
and Technology Review Responses. 
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Tam 


Canadian 
CSEC's SIGINT Programs, is responsible for tasking 


collection . In a briefing 
provided to OCSEC on November 17, 2006,13 CSEC defined task as follows: "One 
"tasks" a " When CSEC 
identifies it wishes to task, an Activity Authorization 
Request form is required. The form specifies the intelligence and collection requirements, 
the as well as some targeting and collection handling procedures. 
In the one Activity Authorization Request form presented to OCSEC, the intelligence and 
collection requirements provided the justification for putting a specific 


and related the activity with GCR and NSPL requirements. We were assured that 
ensures all the information in the form is complete and conforms to the 


MA, Also, several directors must a 
(including 
indicate when the 


rove the request before it is actioned 
). According to CSEC officials, logs are kept to 


why, by whom, and when it is removed. Verification 
of the forms and the logs was outside the scope of this review but will be examined in 
future reviews. 


Finding 2 


CSEC associates its tasking of telecommunications data to a foreign intelligence 
requirement in compliance with part (a) of its mandate. 


Targeting 


CSEC defines target as follows: "One "targets" a selector to a [sic] a [sic] 
or dictionary to collect only "hit" (wanted) data".14 As 


mentioned above, CSEC will choose and input selectors (i.e. a name, an Internet protocol 
(IP) address, an e-mail address or a telephone number) in a dictionary for the purpose of 
identifying traffic that relates to national foreign intelligence requirements. This 
constitutes targeting. There are two types of targeting: DNI, which relates to Internet 
communications and includes text such as e-mail, and Dialed Number Recognition 
(DNR), which relates to phone and facsimile is responsible for both types of 
targeting at Canadian collection sites including Thus, the 
tar etina rocess is trans arent to the operators. 


only, however, it is also used for the 
such as of 


[3 Briefing given to OCSEC by CSEC's Associate Director, SIGINT Programs, entitled Overview of 
Thsking and Targeting and its Application to on 17 November 2006. 


mid. 
L5 Answer provided by Associate Director, SIGINT Programs by e-mail From CSEC Liaison to OCSEC 
reviewer, entitled P & T Revietv I/ ** Answers dated 6 November 2006. 
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Selectors used to collect one-end foreign communications traffic must also meet the 
definition of metadata in the Ministerial Directive on the Collection and Use of 
Metadom. Consequently, a selector can only be used to collect/intercept communications 
if it is foreign and relates to the external component of communications. We were assured 
by the DNI team leader that all DNI selectors are associated with a valid foreign 
intelligence target located outside Canada: 6 Selectors must be approved by the DNI team 
before they are inputted in The team verifies that the selectors relate to a foreign 
target and are linked to a GCR. Targets can, however, be very broad or general in nature. 
A target may also be an entity. Section 273.61 of the NDA defines entity as meaning "a 
person, group, trust, partnership or fund or an unincorporated association or organization 
and includes a state or a political subdivision or agency of a state." 


When asked how he determines that selectors are foreign, the DNI team leader stated that 
many selectors that are likely to relate to a Canadian or a person in Canada 
=do not go through the system such as He also stated 
that the content of communications is often used For example, 


are 
used.' The analyst must know the foreign entity to be targeted, why that entity is being 
targeted and its location. 


In order to determine that 
selectors are not directed at Canadians, the DNR Team Leader stated that he confirms 
nationality indicators and the validity of foreign phone numbers as well as ensures that 
selectors are associated with a GCR. 


Analysts will verify that is producing proper traffic by examining the traffic 
(metadata and content) generated by the selectors. 


Finding 3 


Based on the information received, CSEC takes measures to ensure that its 
targeting is not directed at Canadians. 


Finding 4 


16 Verification of this process was also beyond the scope of this review but will be examined in future 
reviews. 
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Criterion 3 


We would expect that in planning, assessing and deciding whether to implement 
technological systems, CSEC: 


• has approved plans, processes and privacy-risk assessments to determine 
whether systems being considered for development or acquisition comply with 
its legislative mandate and internal policies. 


When OCSEC received the introductory briefing on CSEC's Research and Development 
branch, we learned that no R&D activity is specifically dedicated to creating measures to 
protect the privacy of Canadians. Rather, CSEC ensures that any technology that is 
applied and implemented for SIGINT acquisition complements and conforms to its 
statutory obligations to protect the privacy of Canadians. 


For example, when the system was first installed in 2005, it did not become 
operational immediately due to privacy and targeting compliance issues identified by 
CSEC. For instance, CSEC had instituted a "Metadata First" regime for all its 
collection systems. It required CSEC to select communications traffic by running its 
programmed dictionary selectors at the metadata (routing information) first, 


At that time, 
This 


was not pennitted under the NDA as interpreted by the Department ofJustice.14 CSEC 
modi lied the system in order to meet these legal requirements and amended its 
policy accordingly. 


CSEC's rules on targeting found at section 4.1 of OPS 1-6, Canadian 
Procedures (2005) operationally describe the requirement: 


Based on legal advice obtained from the Department of.lustice, 
Solicitor-Client Privilege 


Solicitor-Client 


The Metadata First regime was set up initially as a privacy measure applying to a 
sensitive collection program known as because of legal and privacy issues 


18 Department of Justice legal opinion to the Chief, CSEC dated January 23, 2004 entitled Solicitor-( 
Solicitor-Client Privilege 
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regarding the content of communications. For example, CSEC would acquire 
traffic contain in the.selector 


The Metadata First requirement ensures that at least one of 
the communicators, i.e. the foreign communicator, is the target CSEC is looking for. 


The Metadata First requirement is one of the measures CSEC has put in place to protect 
the srivac of Canadi 


This also ensures that selectors belong to foreign 
entities located outside Canada. 


Thus, software had to be before it could become operational. First, 
had to be to provide CSEC with a to comply with 


the Metadata First requirement. 


Secondly, a ioint 


A fault in the system did not permit 
this operation to function properly and was consequently fixed.19


Finally, a 
This would have affected approximately % of CSEC's 


targeting. This too was resolved with changes to software. 


Finding 5 


Based on our observations, CSEC modifies its interception/collection technology, 
if required, to comply with its statutory obligations to protect the privacy of 
Canadians. 


CSEC described 
the 


as follows: 
Where possible (i.e., 
the 


is isle] the fsicl is done by 


based on information related to 
etc. so that the within the-


are then forwarded to traffic repositories for analytic use." E-mail from CSEC 
Liaison to OCSEC reviewer entitled MT Review - AddilionalM011esilons, dated July 16, 200. 
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IX. 


Background 


is a USA-based company that offers 
services. is the process of determining the 


has 
It is possible to determine 


because every computer 


and 


has access to 


has a data collection network that captures information about-
which it stores in a database. That information is extracted to better understand 


Then, network analysts look at the raw 
data and determine how each 


Once a given 
has been identified, can 0 


Confidence levels indicate the relative likelihood that the specified estimate is 
correct. assigns a number to represent the confidence level for 


AM number indicates a high likelihood of a correct assignment. 
This level is based on the precision, completeness, certainty and consistency of the data 
used to determine 


CSEC has been using this commercial product since through a 
Both CSEC 


business lines (SIGINT and information technology security (IT Security)) use in 
their daily activities. 


X. FINDINGS 


The findings documented below were derived from: 


• documentation received from CSEC, including PowerPoint presentations and 
graphs; 


• briefings and discussions held with CSEC personnel at various levels; 
• the demonstrations of activities undertaken by a SIGINT analyst 


and the manager of (IT Security); and 
• answers received from CSEC to verbal and written questions. 


The findings are assessed based on the criteria (expectations) enumerated in section V 
above. 


20 
WWW COM. 
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Criterion 1 


We would expect that in planning, assessing and deciding whether to implement 
technological systems, CSEC: 


■ conducts its activities based on such factors as: 


• whether the operational activity complies with CSEC 's legislated 
authorities found in paragraphs 273.641)(0, (6) and/or (c) of the 
National Defence Act; 


• whether it falls under the authority of and complies with ministerial 
direction; 


• whether it. falls under the authority of a valid ministerial authorization(s). 


is an analytical. dataset used in support of all three of CSEC's mandated activities 
articulated in paragraphs 273.64(1)(a), (b) and (c) of the NDA. Therefore, most of 
CSEC's ministerial directives and ministerial authorizations will apply to the operational 
activity undertaken, including the use of Of note are the Ministerial Directive on 
the Collection and Use of Metadata, the Ministerial Directive on the Privacy of 
Canadians, the Ministerial Authorization on Interception, 
the ministerial authorization and the Ministerial 
Authorization on the protection of Computer Systems and Networks of the Government of 
Canada: Communications Security Establishment and Department of National Defence 
2006 


Some of these guiding authorities have been described above (see section VIII, Criteria 1) 
and those descriptions apply here as well. It should be noted however, that this review 
focussed on the technologies used, and not on CSEC's operational activities that lead to 
the use of these technologies. Thus, use in the context of the MA 
has been examined more closely in OCSEC's report. entitled A Review of C'SE Signals 
Intelligence Activities Conducted under Ministerial Directive and Authorization --


Also, although CSEC would have used while undertaking activities under 
the IT Security MAs listed above, since the. MAs were suspended by the Chief, CSEC in 
October 2006 and subsequently investigated by CSEC, these operational activities were 
not examined in depth. 


Finding 6 


CSEC uses 
activities. 


Criterion 2 


for analytical purposes while undertaking their mandated 


We would expect that in planning, assessing and deciding whether to implement 
technological systems, CSEC: 
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• ensures, with respect to any activities carried out under paragraphs 
273.64(1)(a) or (b) of the National Defence Act, that: 


• these activities would not be directed at Canadians or any person in 
Canada; and, 


• these activities would be subject to measures to protect the privacy of 
Canadians in the use and retention of intercepted information. 


Both SIGINT and IT Security users can find guidance as to the logistics of using 
the dataset on CSEC's Intranet web page. The respective team leaders arrange for 
their anal sts to have access to While prior approval to conduct a query is not 
required, I authentication and user identification is needed to access the database. 


SIGINT Use of 


According to a CSEC analyst, is used daily for two main purposes: to 
metadata and to perform target development. 


CSEC with some collection systems in order to metadata, thus 
identif in , For example, is with 


refers to the 
and 


Currently, equipment is 
which traffic using and 


The communications that are are not subjected to the 
techniques used to detect foreign activities. Only those communications 
where either the and 
scanned for foreign activities. Information gained from cyber threat 
detection is used to produce foreign intelligence related to foreign activities, 
as well as to provide technical data to CSEC's IT Security group to assist them in 
developing defensive measures to protect Canadian computer networks. 


analysts also search the dataset to identify the 
This activity assists with target development and general network research. En 


pursuing such research, analysts must also ensure that activities are not directed 
at Canadians. The dataset can therefore be used to 


ensure that Canadians are not targeted. 
This is a second type o that is done. 


21 Infra, note 22, 
"Response from CSEC analyst sent by e-mail dated October 23, 2006, from CSEC Liaison to 
OCSEC reviewer entitled P&T Review / Answers to Queries. 
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In addition, CSEC uses to identify data 
CSEC uses to identify this data prior to making it 


available to SIGINT anal sts in its metadata re ositor In the name 
of the will be encrypted, but the 


will not. The analyst views the information in encrypted form.23 Metadata 
associated with known foreign targets is not encrypted. In some circumstances, known 
foreign targets using associated with which have been identified 
as being will not be encrypted.24 For this to occur, 
analysts are required to demonstrate how they know that the target is foreign 


Target Development 


is also used for target development. are identified through the daily 
work of or intelligence analysts as they conduct SIGINT development work on 
their target's Through everyday traffic anal sis, anal sts will attempt to 


of their targets by and 
highlighting the way CSEC analysts using will likely 
seek further information to determine more precisely or to 
confirm the information. Should additional information be obtained, it is possible 
for the analysts to input it in the query results page. CSEC modified the-
interface in order to be able to insert information from additional analysis conducted that 
either changes or corrects the original information. With these measures, analysts 
can ensure they are not targeting Canadian 


Finding 7 


helps CSEC (SIGINT) protect the privacy of Canadians by identifying 
Canadian 


However, CSEC (SIGINT) does not record the number of Canadian having 
been identified by "because they cannot be targeted, and there is no requirement 
to account for them in any way". 25 According to the analyst interviewed, it is not 


purpose to record the number of identified Canadian There is no 
need to record the discarded Canadian 26


CSEC policy recognizes that are personal information. In fact, section 1.2 of 
UPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSE Activities (August 2005 and December 2006) defines "Canadian Identity 


23 Analysts with an operational need-to-know have access to the encrypted metadata. However, access to 
unanerwied metadata is restricted to less than analysts. 
24 Supra, note 22. 
25 E-mail dated February 22, 2008 from CSEC liaison to OCSEC reviewer entitled Privacy and Technology 
Review - Responses (see question 8). 
26 Supra, note 22; demonstration and interview with a CSEC analyst, November 17, 2006. 
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Information" as including Furthermore, the Privacy Commissioner's office 
has repeatedly found that all can be considered personal information about 
Canadians if it can be associated with an identifiable individual. 


It is interesting to note that the SIGINT business line does not account for the personal 
information it has identified, but that the IT Security business line does (see below for 
more details). According to CSEC, the difference is due to one of mandate: 


ITS information is collected as a result of activities observed on Canadian 
networks. This is an entirely different environment from that which holds for 
SIGINT collection conducted under mandate A. 


SIGINT's MAs require that it track its recognition, use and retention of 
private communications. We do this through annotations of traffic, which is 
annotated for deletion or for retention if the traffic is to be used in an end-
product report. Information about Canadians is suppressed; requests for idents 
must be justified before they are released. 


Metadata, however, is not considered to be a communication and therefore 
cannot be a private communication. For this reason, there is no need to 
account for metadata that is recognized as pertaining to a Canadian. The MD 
that governs the use of metadata requires that CSE alter any metadata known 
to be associated with Canadians when it is reported. In addition, SIGINT is 
not allowed to share its  DNI metadata with allies unless it has altered the 
data in such a way as to render impossible the identification of the persons to 
whom the metadata relates." 


OCSEC acknowledges that SIGINT and IT Security collection are different but still 
questions why SIGINT does not account for the personal information it has identified. 
Both types of collection are subject to MAs which require CSEC to account for private 
communications and both collect metadata. contained in metadata are 
considered to be "Canadian identity information" in CSEC operational policies and 
personal information about Canadians. The only policy found which directs CSEC to 
track information about Canadians that is used, retained or shared is OPS 1-14: 
Procedures for Computer Network Wence (CND) Activities (June 2005) (section 2.9). 
SIGINT policy does not address this issue. OCSEC believes this issue deserves further 
examination and may pursue it at a later date. 


IT Security Use of 


CSEC's Threat and Vulnerability Analysis Center (N Group) uses in support of its 
and other part (b) mandate activities related to the protection of the 


Government of Canada's computer systems and networks. All of N Group's subgroups 


21 E-mail dated February 22, 2008 from CSEC liaison to OCSEC reviewer entitled Privacy and Technology 
Review — Responses (Sec question 7). 
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28 may use from time to time as an analytical tool in order to 
accomplish their operational activities. 


CSEC's team is responsible for the project codenamed 


Measures to protect the privacy of Canadians 


As previously mentioned, SIG1NT does not account for the personal information 


(Canadians identified through This however, is not the case for IT 
Security. When conducting operations, only those private communications, 
including metadata extracted from private communications or information about 
Canadians, deemed essential in identifying, isolating or preventing harm to Government 
of Canada computer systems or networks will be used or retained.31 N Group must track 


28M undertakes Security PoSture Assessments (SPA) and Active Network Security Testin (ANSI) for 
client departments. CSEC's group, and 


will use from lime to time, particularly when undertaking activities. 
Memorandum for• the Minister of National Defence, Request for Ministerial Authorization — Protection of 


Government of Canada Computer Systems and Networks: Communications Security Establishment, dated 
June 2006 and signed by the Chief, CSEC and the Deputy Minister of National Defence, at page 3. 
3° Section 2.9, UPS 1-14: Procedures for Computer Network Defence (CND) Activities, dated 14 June 
2005. 
31 Section 2.1, OPS 1-14: I'r•ocedures for Computer Network Defence (CND) Activities, 14 June 2005. 
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private communications and information about Canadians that is used, retained or 
shared.32 Information about Canadians will only be included in reports if essential to the 
understanding of the information and will be suppressed. A Master log of private 
communications, including metadata extracted from private communications, which are 
used in reports must be kept.33 Also, a Oversight Committee reviews reports 
and decides whether there is a requirement to further distribute them (to SIGINT or to 
CSEC's partners). For most of these specific activities, OPS I-14: Procedures for 
Computer Network Defence (CND) Activities refers to Standard Operating Procedures 
(SOPs) for further details. 


While forming a necessary component of the controls under which CSEC operations are 
conducted, SOPs are not subject to the same standardized formats and processes as 
operational policy instruments and can take the form of e-mails or memoranda to staff, It 
is the responsibility of managers to ensure that the SOPs provided to their staff are 
effective, up to date, and consistent with higher level policies and procedures.34 The 
SOPs reviewed were drafted in October and November of 2006, and encapsulated pre-
existing staff direction in the form of the operational CONOPs, management entails, etc. 
They were sent in standard policy form to the Director of N Group on 17 November 
2006.3' As of February 2007, they were undated, still in draft form and had not received 
corporate approval. Accordin r to the Cyber lab's team leader, the SOPs did not receive 
corporate approval because was a new pilot project and the SOPs only applied 
to a small number of personnel. The reviewed SOPs explained how and where to 
maintain the appropriate logs. The organizational policies in effect during the period 
under review did not specify the approval framework for operational instructions (i.e. 
SOPs). However, Annex 3 of the most recent version of ORG-1: CSE Policy Framework 
(December 2007), states that instructions must be reviewed for consistency with 
operational policy and procedures and receive corporate approval. 


Finding 8 


IT Security has policies and procedures in place to guide CND activities and that 
set out measures to protect the privacy of Canadians. 


Finding 9 


The Report Tracking Tool that was reviewed demonstrates that N 
Group respects the instructions in its policy instruments. 


32 Section 2.9, OPS 1-14: Procedures for Compiler Network Defence (CND) Activities, 14 June 2005, 
33 Sections 3.1 and 3.2, OPS 1-14: Procedures for Compute• Network Defence (CND) Activities, 14 June 
2005. 
34 Section 7, ORO-1: CSE Policy Framework, 2005. 
j5 E-mail from CSEC's Director, Corporate and Operational Policy to OCSEC reviewer entitled 
SON and dated February 1, 2007. 
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Finding 10 


Durin the period under review, CSEC did not give corporate approval to the 
Standard Operating Procedures. 


The practice at CSEC is to suppress information about Canadians that is included in both 
SIGINT and Ii' Security reports. According to section 1.5 of OPS 1-1: Procedures far the 
Release of Suppressed Information from SIGINT Reports,36 suppressed information is 
defined as: 


[...]information excluded from a SIGINT end-product report because it may 
reveal the identity ofa Canadian or Allied entity. This information is stored in 
a limited-access database and is in most cases replaced in the report by a 
generic term. 


Suppressed information includes, but is not limited to, ersonal identifiers 
such as names, passport information, email addresses, 
phone numbers and IP addresses, as we as context i identifiers such as. 


[Emphasis added} 


The procedure to release suppressed information found in SIGINT reports is documented 
in CSEC's policies.37 CSEC's is the 
authority for releasing information suppressed from SIGINT reports. This authority has 
been delegated in writing to the Operational Policy Section.38 However, the Operational 
Policy Section is not responsible for releasing information suppressed from IT Security 
reports to clients. In fact, there is no corporately approved policy or procedures which 
describe the process to release suppressed information in IT Security reports. However, 
the draft Information Handling SOP (section 1.11) states that requests for 
suppressed identities for Canadian information or information about Second Party 
partners will be submitted to N Group and subject to the Director of N Group's approval. 
According to CSEC's Director, Corporate and Operational Policy, to date, "there have 
not been any external requests for Canadian identity information in 
operations".3)


Finding II 


CSEC did not give corporate approval to policy or procedures describing the 
process to release suppressed information found in IT Security reports. 


36 Dated 03 January 2006. 


37 See OPS 1-1: Procedures for the Release of Suppressed Wormation from SIGINT Reports, 03 January 
2006. 
38 Ibid., section 2.4. 
39 E-mail from CSEC's Director, Corporate and Operational Policy to OCSEC reviewer entitled 
SOPs and dated February 1, 2007. 
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We understand however, that since the review took place, CSEC has included IT Security 
in its operational policy structure, assigning Q group to lead its development. CSEC has 
implemented an IT Security operational policy framework compartmentalized by IT 
Security pillar (Sophisticated Cyber Defence, Enterprise Security Architecture, Secure 
Technologies, Enablers and Joint Operations) and by policy document categories (IT 
Security Policy, Procedures, Standards, Guidelines and Instructions).4° These centralized 
efforts to develop and approve IT Security policy instruments should benefit CSEC's 
overall efforts to protect privacy. CSEC has also advised us that the issues raised in 
findings 10 and 1 1 above have been addressed in new policy instruments and their 
approval process.4


Criterion 3 


We would expect that in planning, assessing and deciding whether to implement 
technological systems, CSEC: 


• has approved plans, processes and privacy-risk assessments to determine 
whether systems being considered for development or acquisition comply with 
its legislative mandate and internal policies. 


Before purchasing the subscri tion for the database, CSEC first recd nized an 
operational need for a tool Both 
the SIGINT and the IT Security business lines required the analytic dataset to help fulfill 
their mandates. The development and/or acquisition of a technology by SIGINT is driven 
by the need to develop and/or capabilities to access/obtain information from the 
global information infrastructure to meet GoC intelligence requirements. Also, CSEC 
must maintain the capability to collect and the same technologies used by their 
targets. As for IT Security, the development and/or acquisition of the technology supports 
CSEC's part (b) mandate activities related to the protection of the Government of 
Canada's computer systems and networks, such as cyber-threat protection and advanced 
intrusion detection. 


Initially, however, was acquired by SIGINT "in order to address the need to 
for various purposes e.g., 


Power Point presentation entitled IT Security Policy, Standards and Relations (Q2A), IT Security 
Fundamentals Course, 6 November 2007. 
41 CSEC Continents on OCSEC Draft Review ors:_" Review of CSEC's Acquisition and Implementation of 
Technology per Subsection 273.64(2) of the National Defence Act", sent by e-mail from CSEC Director, 
Corporate and Operational Policy to OCSEC Director of Operations dated April 14, 2008. 
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Before acquiring 
compared and evaluated other products.'" 


Finding 12 


CSEC tried out, 


After research and assessment, CSEC planned to and acquired to support 
its SIGINT and IT Security mandates. 


XI. CONCLUSION 


This review focussed on CSEC's use of technology that contributes to the protection of 
the privacy of Canadians, and complies with paragraph 273.64(2)(b) of the National 
Defence Act. It only examined the related operational activities to the extent necessary to 
understand how these technologies were being employed and what measures, if any, had 
been implemented in their use to protect the privacy of Canadians. Two types of 
technologies were studied, one a method of collection and the other an analytical dataset. 


is a signals intelligence acquisition system developed for the purpose 
of acquiring, processing and collecting digital network intelligence communications. 


The review found that CSEC complied with the law in the areas that were examined. 
Please see Annex C for a list of all findings and recommendation. The acquisition, 
implementation and use of these technologies permits CSEC to fulfill its legislated 
mandates and helps it protect the privacy of Canadians by identifying personal 
information. Furthermore, in this instance, CSEC modified its interception/collection 
technology to comply with its statutory obligations to protect the privacy of Canadians. 


The review also found that special attention should be brought to the development of IT 
Security policy instruments so as to ensure that CSEC's guidance in this regard is up to 
date, formalized and corporately approved. CSEC has informed us that since the review 
took place, this has been addressed in the new policy instruments and their approval 
process. It was observed that CSEC's SIGINT and IT Security business practices are 
different as regards accounting for personal information (Canadian IP addresses) 
identified through analysis. This is an issue that deserves further examination and 
OCSEC may pursue it a later date. 


42 E-mail front CSEC Liaison to OCSEC Review Analyst dated July 12, 2007 entitled SS Review Request 
for Information 11 


3 See A History of Commercial Services at CSEC, prepared by a CSEC analyst, 
dated June 22, 2007 and Commercial Services -
prepared by CSEC's Match 2006. 
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One recommendation is set forth concerning requests for 
ministerial authorizations. It was observed that when seeking a ministerial authorization. 
the Chief, CSEC requests authority to intercept private communications while conducting 
collection/interception activities. These activities are described in the request, as well as 
other activities known as metadata activities (i.e. research and analysis such as 


SIG1NT development and Network Analysis and 
Prioritization). This is confusing as the Minister only authorizes the class of activities 
described as iniercepion (as defined in the legal guidance received by 
CSEC . Therefore, we recommend that CSEC re-evaluate how it describes the 


activities in its request for a ministerial authorization so as to clearly identify 
which activity the Minister of National Defence is authorizing when signing a 
ministerial authorization. 
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ANNEX A 


List of Interviewees 


Associate Director, SIGINT Programs 
Director, Group 
IT Security, Strategic Management 
Manager, IT Security, Cyber Defence Futures 
Acting Manager, 
Team Leader, Cyberlab 
Canadian Forces Information Operations Group 


Analyst 
Team Leader, 
Director, Corporate and O erational Policy 
Team Leader, 
Manager, Operational Policy 
SIGINT analyst 
Manager, SIGINT Programs Oversight and Compliance 
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ANNEX B 


Metadata: Process, 


The terminology applied to metadata activities is not yet definitive within CSEC's own 
written documentation_ The following definitions, which apply generally to SIGINT 
acquisition, were provided to us by CSEC and were important to our understanding of the 
collection and use of metadata as authorized by the metadata MD. 


Acq wire/Collect: Used synonymously to indicate interception. a" 


As indicated in these definitions, all data is 


For CSEC's purposes, each communication is seen as having two distinct parts: that 
known as the metadata and that known as the content. The metadata portion is the focus 
of by CSEC and which result in 


database (see below). We understand these processes to be as follows: 


44 Briefing entitled Metadcua Review Questions given to OCSEC by CSEC on February 26, 2007. 
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is a CSEC database that stores only metadata, The metadata has been-
from both DNR (dialled number recognition) and DNI (digital network intelligence) 
communications traffic. Generally, DNR traffic is that commonly known as phone or fax, 
while DNI refers generally to e-mails. CSEC will often refer to DNI as 


traffic. 


The source of metadata is CSEC's own collection 
acquired via 


programme. 


All CSEC-collected DNR metadata is 


and includes that 


45Typieally, foreign intelligence traffic is obtained using selectors that represent foreign entities of 
intellimence interest. Selectors are alphanumeric data such as e-mail addresses or telephone numbers that 
are into a dictionary. 
46 The communications stored in these principal information databases arc accessed mainly for foreign 
intelligence analysis purposes. 
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ANNEX C 


Recommendations and Findings 


Recommendation 


That CSEC re-evaluate how it describes the activities in its request for a 
ministerial authorization so as to dearly identify which activity the Minister of National 
Defence is authorizing when signing a ministerial authorization. 


Findings 


1. CSEC's authority to conduct its activities using is found in subsection 
273.64(1) of the NDA. 


2. CS.EC associates its tasking of telecommunications data to a foreign intelligence 
requirement in compliance with part (a) of its mandate. 


3. Based on the information received, CSEC takes measures to ensure that its targeting 
is not directed at Canadians. 


4. is a SIGINT system► only and is 
of private communications, 


5. Based on our observations, CSEC modifies its interception/collection technology, if 
required, to comply with its statutory obligations to protect the privacy of 
Canadians. 


6. CSEC uses 
activities. 


for analytical purposes while undertaking their mandated 


7. helps CSEC (SIGINT) protect the privacy of Canadians by identifying 
Canadian 


8. IT Security has policies and procedures in place to guide CND activities and that set 
out measures to protect the privacy of Canadians. 


9. The Report Tracking Tool that was reviewed demonstrates that N Group 
respects the instructions in its policy instruments. 


10. During the period under review, CSEC did not give corporate approval to the 
Standard Operating Procedures. 
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1 1. CSEC did not give corporate approval to policy or procedures describing the 
process to release suppressed information found in IT Security reports. 


12. After research and assessment, CSEC planned to and acquired to support its 
SIGINT and IT Security mandates. 
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The Honourable Charles D. Gonthier, C.C., Q.C. 
Communications Security Establishment Commissioner 
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Dear Mr. Gonthier: 


TOP SECRET/ 
COMINTI 


Canadian Eyes Only 


OCSEC- BCCST-
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Rec. 


Date: 


I am writing in response to your 11 June 2008 report entitled Review of CSEC's 
Acquisition and Implementation of Technology per Subsection 273.64(2) of the 
National Defence Act (NDA). 


I have noted that, during the course of the review, your office found that CSEC 
complied with the law in the areas that were examined. 


The report offered a recommendation, to which CSEC's response is attached as an 
Annex. i have also addressed below the issues raised in your letter. 


IT Security Policy Instruments 


Your review noted that priority should be given to developing IT Security policy 
instruments, specifically for the management of identity information. 


As you noted in your letter, the required policy instruments had been developed 
between the completion of the review and the finalization of the report. 


Accounting for Personal Information 


Your review observed that CSEC's SIGINT and IT Security business practices differ 
with respect to accounting for personal information, such as Canadian IP addresses. 


There are key legal distinctions with respect to the obligations that apply to the 
tracking of personal information about Canadians for SIGINT, and for IT security 
activities. These legal distinctions have informed the respective approaches adopted 
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for SIGINT and IT security activities. I have asked CSEC Officials to continue to 
discuss this matter with your Officials. 


Sincerely, 


The 1-lonour:k*Peter G. Mackay, P.C., M.P. 
Minister of Nati&lal Defence 


Enclosure: 1 
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ANNEX to Minister's Letter to CSE Commissioner 
Response to the Recommendation in the OCSEC Report 


CSEC's Acquisition and Implementation of Technology per Subsection 273.64(2) of 
the National Defence Act (NDA) 


Dated June 11, 2008 


RECOMMENDATION: 
That CSEC re-evaluate how it describes the activities in its 
request for a Ministerial Authorization (MA) so as to clearly identify which 
activi the Minister of National Defence is authorizing when signing a 


MA. 


CSEC's RESPONSE: 
Accepted: CSEC will revise how it describes the 
request for an MA, as follows: 


activities in its 


The Request Letter will more clearly state that CSEC is authorized to engage 
in activities under paragraph 273.64(1)(a) of the National Defence 
Act. Similarly, it will indicate that, in light of the inherent risk that private 
communications may be intercepted as a result of foreign intelligence 
collection activities, the Minister is authorizing the interception of an rivate 
communications that may occur while CSEC is engaged in 
activities. 


Lastl , the Request Letter will more clearly identify those aspects of the 
activities that are subject to conditions imposed by other legal 


instruments, such as the Ministerial Directive on the Collection and Use of 
Metadata. 
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Establishment Commissioner 


Commiss2ire du Centre de la 
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Canada 
The Honourable Charles Gonthier, C.C., Q.C. L'honorabie Charles D. Gorlihier, C.C., c.r. 
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19 November 2008 


The Honourable Peter G. MacKay, PC, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA 0K2 


Dear Mr. MacKay: 


First, may I offer you my congratulations on your re-election and reappointment as 
Minister of National Defence. 


The purpose of this letter is to advise you of the results of a review by my office of the 
Communications Security Establishment Canada's (CSEC) activities related to the disclosure of 
information about Canadians to Government of Canada clients. This review was carried out under 
my authority as articulated in Part V.1, paragraph 273.63(2)(a) of the National Defence Act 
(NDA). The objective of the review was to examine the disclosure of information about 
Canadians to Government of Canada clients under CSEC's foreign intelligence mandate to ensure 
that it was in compliance with the law and that measures were in place to protect the privacy of 
Canadians, and to determine the extent to which thoSe measures were applied in the use and 
disclosure of that information. 


By way of background, when end-product reports are produced by CSEC, any information 
that may reveal the identity of a Canadian or allied entity is replaced with a generic reference. 
This is referred to as suppressed information. CSEC clients who can show they have the authority 
and need to know the suppressed information may submit a form requesting disclosure. CSEC's 
Operational Policy section assesses the request, and if the form is complete and the justification 
sound, the analyst will provide the information requested; if it is incomplete or the justification is 
not sound, the form will be returned to the requestor, who will be asked to provide further 
information or informed that the request has been denied, 
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Based upon the information reviewed and the interviews conducted, my findings related to 
CSEC's disclosure activities during the period October 1 to December 31, 2007 are that: 


• activities were conducted in compliance with the NDA, the Cheerier, the Privacy Act, 
the Criminal Code, and Justice Canada advice; 


• activities were conducted in accordance with the MAs, MDs and the additional 
conditions imposed by the Minister; 


• CSEC personnel are knowledgeable about, and acted in accordance with, CSEC's 
policies and procedures, and management monitoring is ongoing. 


The enclosed review report contains detailed information on these findings as well as 
related issues. 


As is my practice, I have provided officials at CSEC an opportunity to review and 
comment on the factual accuracy of this report, prior to finalizing and forwarding it to you. 


Please let me know if you have any questions or comments. 


Yours sincerely, 


Charles D. Gonthier 


Mr. John Adams, Chief, CSEC 
Ms. Marie-Lucie Morin, National Security Advisor, PCO 
Mr. Robert Forsberg, Deputy Minister, National Defence 
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I. AUTHORITIES 


This report was prepared on behalf of the Communications Security Establishment 
Commissioner under his authority as articulated in Part V.1, paragraph 273.63(2)(a) of 
the National Defence Act (NDA). 


II. INTRODUCTION 


When end-product reports are produced by the Communications Security Establishment 
Canada (CSEC)', any information that may reveal the identity ola Canadian or allied 
entity is replaced with a generic reference, e.g. "a Canadian business person," or "a 
Canadian company." This is referred to as suppressed information. This process is also 
followed by the Second Parties'. The information that is suppressed includes, but is not 
limited to, contextual identifiers, such as names, addresses, phone numbers and 
any other information that may reveal the identity of a Canadian or allied entity. 
Government of Canada clients or Second Parties that have the authority and "need to 
know" the suppressed information may submit a formal request to CSEC in order to 
obtain it. 


In conducting this review the Commissioner's office has not looked at the production of 
intelligence reporting and its governing policies, procedures and authorities, but focussed 
solely on the process and activities that follow the production and dissemination of those 
reports. It is the intent of this review to provide a more detailed look at the process of 
disclosure of information about Canadians by CSEC and in the case of this report, 
specifically to Government or Canada clients. The Commissioner's office has identified a 
separate review in its current work plan that will deal with the sharin of information 
about Canadians with Second Parties, 


III. OBJECTIVES 


The objectives of the review, as per paragraph 273.63(2)(a) of the National Defence Act 
(NDA), are to examine the disclosure of information about Canadians to Government of 
Canada clients under CSEC's foreign intelligence mandate to ensure that it was in 
compliance with the law and that measures were in place to protect the privacy of Canadians, 


The Communications Security Establishment's (CSE) name was changed to Communications Security 
Establishment Canada effective September 27, 2007, in order to comply with the Government of Canada's 
Federal Identity Program. Flowever, the Establishment's former acronym may be used throughout this 
report to reflect quotes and references predating this change. 
2 The Second Parties are CSEC's four signals intelligence (SIGINT) partners: the U.S. National Security 
Agency (NSA), the U.K. Government Communications Headquarters (GCHQ), the Australian Defence 
Signals Directorate (DSD), and the New Zealand Government Communications Security Bureau (GCSB). 
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and to determine the extent to which those measures were applied in the use and disclosure of 
that information. 


IV. SCOPE 


This review examined disclosures of information about Canadians to Government of Canada 
clients during the period October 1 to December 31, 2007 to determine: i) the amount of 
information about Canadians that was included in SiGINT (signals intelligence) reporting by 
CSEC and Second Parties; ii) the number of requests for release of identities from 
Government of Canada clients; iii) CSEC's compliance with the law and all authorities, 
policies and procedures in the release of that information; and iv) how the disclosure of 
information about Canadians is processed, monitored, and managed, 


V. CRITERIA 


A) Legal Requirements 


The Commissoner's office expected that CSEC would conduct its activities in a manner 
that was in accordance with the NDA, the Charter of Rights and Freedoms, the Privacy 
Act, the Criminal Code, other relevant legislation and Justice Canada advice. 


B) Ministerial Requirements 


The Commissioner's office expected that CSEC would conduct its activities in a manner 
that was in accordance with all applicable ministerial authorizations (MAs) and 
ministerial directions (MDs), and any conditions imposed by the Minister of National 
Defence, particularly with respect to protecting the privacy of Canadians. 


C) Policies and Procedures 


The Commissioner's office expected that CSEC would have: 


i) appropriate policies and procedures that guide the disclosure of information about 
Canadians and that contain measures to protect the privacy of Canadians; 


ii) personnel who were aware of and complied with the policies and procedures; and 


iii) the means to determine if the activities had been conducted in a manner consistent 
with the policies and procedures. 


2017 01 05 AGC0188 I 
A-2017-00017--02095 







- 3 - TOP SECRET/COMINT/ 
Canadian Eyes Only 


VI. METHODOLOGY 


The Commissioner's office requested statistics showing the number of disclosures of 
Canadian identities and information about Canadians during the period October L to 
December 31, 2007, broken down by month, week and Government of Canada client. 
From the total of 816 identity releases made during this three-month period, we chose a 
sample of 161 to review in detail. This represented releases to various Government of 
Canada departments during each weekly period of each month. We ensured that client 
departments that had not been covered in any previous reports were in this disclosure-
focussed review. All reports relating to the 161 releases were also reviewed. 


We conducted interviews with the manager of CSEC's Operational Policy section. This 
section is responsible for receiving all requests for release of suppressed information 
contained in end-product reporting, and for releasing identity information to clients. 


VII. BACKGROUND 


The Commissioner's office has conducted several reviews of CSEC's activities that have 
examined the disclosure of Canadian identities contained in end-product reports to clients 
(Government of Canada or Second Party). As mentioned in the introduction to this 
report, this review has limited its focus to the process of releasing suppressed information 
about Canadians to Government of Canada clients only. 


Authorities and ❑ocuments Relating to the Release of Suppressed Information from End-
Product Reports 


We examined all CSEC internal audit reports, policies and procedures, legal opinions and 
other authorities relating to suppressed information in end-product reports and its release 
that applied to the period of this review. We also compared then-current policies and 
procedures with the versions that are now in effect. The authorities examined are: 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of CSE Activities, 18 March 2008 (previous versions dated 15 
December 2006 and 23 December 2007 reviewed). 


• OF'S-1-1, Procedures for the Release of Suppressed Information from SIGINT 
Reports, 08 May 2008 (previous version dated 06 January 2006 reviewed). 


• OPS-1-7, SIGINT Naming Procedures, 02 September 2005. 
• OPS-1-8, Active Monitoring of  to Ensure Legal Compliance and the 


Protection of the Privacy of Canadians, 18 March 2008 (previous versions dated 
28 July 2004 and 20 December 2007 reviewed). 


• Operational Policy Section Working Aid (procedure) related to the Release of 
Suppressed Information (31 July 2008). 


• CSEC Audit and Evaluation, Audit of SIGINT End Product Reporting, May 2007. 
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VIII. FINDINGS 


A) Legal Requirements 


Finding 1: Compliance with the Law 


Based upon the information reviewed and the interviews conducted, CSEC 
conducted its activities related to the disclosure of information about Canadians, 
in accordance with the NDA, Charter, Privacy Act, Criminal Code, and Justice 
Canada advice. 


In October 2007, the Commissioner's office was advised that CSEC had received legal 
guidance concerning theSolicitor-Client Privilege 


Solicitor-Client Privilege  This 
advice is alsoSolicitor-Client Privilege CSEC's 
examination of this issue was in response to recommendations by the Commissioner's 
office that Solicitor-Client Privilege 


Solicitor-Client Privilege 


Justice Canada determined that 
Solicitor-Client Privilege 


Solicitor-Client Privilege 


Solicitor-Client Privilege The Commissioner's 
office has no questions regarding Justice Canada's advice, and acknowledges that CSEC 
has taken steps to implement this advice. For example, Solicitor-Client Privilege 


Solicitor-Client Privilege 


B) Ministerial Requirements 


Finding 2: Ministerial Requirements 


Based upon the information reviewed and the interviews conducted, CSEC 
conducted its activities related to the disclosure of information about Canadians in 
accordance with all MAs, MDs and additional conditions imposed by the Minister 
that related to this activity directly or indirectly. 


3 Recommendation 3, CSE Support to Law Enforcement: RCMP Phase CSE Mandate (a), 16 June 2006. 
The Commissioner's office report on the Role of the CSIE's Client Relations Officers and the Operational 
Policy Section (D2) in the Release of Canadian Identities, 30 March 2007 also contained similar 
recommendations. 
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C) Policies and Procedures 


Finding 3: Policies and Procedures 


Based on a thorough review of all CSEC policies and procedures, the 
Commissioner's office found that: 


• CSEC. has comprehensive policies and procedures that guide the 
disclosure of information about Canadians and that contain measures to 
protect the privacy of Canadians; 


• personnel are aware of and comply with the policies and procedures; and 
■ management monitoring is ongoing, thereby ensuring the activities are 


being conducted in a manner consistent with policies and procedures. 


The NDA, MAs, and MDs that were issued require CSEC to take measures to protect the 
privacy of Canadians. CSEC's processing ofrequests for release of identities is governed 
by specific policies and procedures that reflect the direction and measures stated in the 
aforementioned authorities. The corporate policy documents examined for this review 
contain these requirements and direct all employees to ensure any personal information 
about Canadians is suppressed in an end-product report prior to dissemination in order to 
render impossible the identification of the individuals or allied entities. 


Overview of the Release Process 


As previously noted, when reports are received by CSEC's clients, all personal or 
identifying information about Canadians or allied entities is suppressed and replaced with 
generic identifiers. If a client believes that it is necessary and in keeping with that client's 
operational mandate to know the suppressed information, they will complete and forward 
a copy of CSEC's Request for Release of Suppressed Information form to CSEC's 
Operational Policy section. The process and the documentation used was examined quite 
extensively in our review of the Role of the CSE's Client Relations Officers and the 
Operational Policy Section in the Release of Canadian Identities' and therefore will not 
be described in detail here, as the basic process and documentation set out in that report 
has not changed. In summary, the analysts within Operational Policy follow a well-
articulated process. If the form is complete and the justifications sound, the CSEC analyst 
will provide the identity information requested; if incomplete or the justification is not 
sound, the form will be returned to the requestor, who will be asked to provide further 
information or informed that the request has been denied. We have been informed that 
there have indeed been instances where inadequate requests are returned to the client, but 
the Operational Policy Section does not keep statistics of such returns, although copies of 
all returned forms are retained. 


Submitted to the Minister of National Defence, 30 March, 2001. 
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Information about Canadians 


The Commissioner's office reviewed all of the reports related to the identity releases 
made during the review period and determined that any personal or identifying 
information about a Canadian that was present in any CSEC or Second Party report had 
been suppressed or minimized in accordance with CSEC and/or Second Party policy, 
procedures and agreements. The amount of information about Canadians contained in the 
reports reviewed was consistent with what we have observed in the past and raised no 
issues of particular concern. The reports reviewed that related to the identity releases 
made by CSEC to Government of Canada clients were issued by the National Security 
Agency (NSA) (approximately.% of the reports), CSEC (.%) and the Australian 
Defence Signals Directorate (DSD) (IY0). 


The Manager of Operational Policy, whose section is responsible for the release of 
identity information, advised that, in addition to the corporate policies and procedures, 
the section has a "working aid" or procedural document that details each step of the 
process to be followed by employees. We were told that all personnel are trained within 
the section and are very cognisant of the requirements for releasing suppressed 
information. We were provided with a copy of the "working aid." The Manager of 
Operational Policy noted that this document is reviewed on a continuing basis to ensure it 
reflects current policies, procedures and practices. 


In accordance with the CSEC OPS-1-8 policy entitled Active Monitoring of Operations to 
Ensure Legal Compliance and the Protection of the Privacy of Canadians,5 the Manager 
of Operational Policy reviews releases made on a monthly basis to ensure policy 
requirements have been met and provides monthly updates to the Director, Corporate and 
Operational Policy. All staff are also regularly advised when there are changes to policy 
or process, as well as notified of new clients or changes in client requirements. In 
addition, the Operational Policy unit meets at least every 2-3 months to discuss best 
practices and improvements. 


Previous Recommendations 


In previous reviews by the Commissioner's office (Role of the CSE's Client Relations 
Officers and the Operational Policy Section in the Release of Canadian Identities and 
CSE Support to CSIS Phase I: CSE Mandate (a)),6 findings and recommendations were 
made with the intent of encouraging CSEC to apply a more rigorous process for releasing 
and accounting for identities that are released to clients. These recommendations related 
to: 


• the release of the same identities to different clients within the same department; 


OPS-1-8,Acilve Monitoring of Operations to Ensure Legal Compliance and the Protection of the Privacy 
of Canadians, dated 20 December, 2007 (revised 18 March 2008). 
6 Submitted to the Minister of National Defence, 16 January 2008. 
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• including the appropriate Privacy Act section on the release form; and 
• ensuring any further action intended by the requestor is clearly stated. 


In the course of this review, we were pleased to note that the Commissioner's 
recommendations were accepted by CSEC and that changes have been introduced to its 
process for handling requests and releases of identities as a result. The forms used by 
clients to request identity releases have been amended, and now require more detailed 
explanations on the part of the requestor; they are also examined with more rigour by 
analysts than had been observed in previous reviews conducted by the Commissioner's 
office. Clients must very clearly articulate the authorities under which they are requesting 
the information, how the information is intended to be used, and what further action may 
be contemplated using the disclosed information. This is supported by and in compliance 
with the relevant CSEC policies.?


Release of a Canadian Identity Suppressed in a Second Party Report 


As indicated in the Commissioner's office's report on CSEC's Activities Conducted 
under the Authorization,8 CSEC or its Government of Canada 
clients may observe suppressed Canadian identities in reports issued by a Second Party. 
In the course of that review, CSEC advised that it is not evident whether a suppressed 
Canadian identity in a Second Party report was obtained as a result of Second Party 
collection or the sharing of communications acquired from its own collection. However, 
when CSEC receives a request from a Government of Canada client for the release of a 
suppressed Canadian identity in a Second Party report, CSEC will ask the Second Party 
originator for the identity, and will then apply the appropriate policies and procedures to 
assess whether the suppressed information should be released. 


As is the procedure for all re uests, CSEC will enter any released identities into the 
database named 9 in order to facilitate responding to any future requests from 
other clients for the release of the same suppressed identities. Access to this suppressed 
identity information in is very restricted. It is only available to the 
intelligence production staff responsible for a particular report and to staff in the 
Operational Policy section. 


The Audit of SIGINT End Product Reporting prepared by CSEC's Directorate of Audit, 
Evaluation and Ethics and dated May 2007 recommended that CSEC implement a 
program of regular assessments to continue a high level of compliance with its OPS-1 
policy, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSEC Activities. CSEC's management response contained in the report 


7 CSEC policy OPS- I -1, "Procedures for the Release of Suppressed Information from SIGINT Reports," 
effective January 3,2006 and D2 (Operational Policy Section) Working Aid, dated July 2008. 
8 Submitted to the Minister of National Defence, l !June 2008. 


is CSEC's SIGINT production and dissemination system. It is used for gathering client 
requirements; end-produd report (EPR) authoring, storage and searching/retrieval (including Second Party 
reporting). It also allows for monitoring and logging of client access to EPRs. 


2017 01 05 AGC0188 ,tr) rtf 
A-2017-00017--02100 







- 8 - TOP SECRET/COMINT/ 
Canadian Eyes Only 


indicated that in accordance with the provisions of its OPS-1-8 policy, CSEC would 
initiate periodic reviews by the end of January 2008. Although the audit recommendation 
was specific to control, access and dissemination of end-product reports, it is worth 
noting that this review has determined that management monitoring is an ongoing 
practice within the Operational Policy Section for the purpose of disclosure of 
information about Canadians. 


IX. CONCLUSION 


During the period of review, there were 816 requests for the release of Canadian 
identities contained in end-product reports. From the 161 requests we reviewed in detail, 
we can conclude that: 


• CSEC's activities relating to the disclosure of information about Canadians to 
Government of Canada clients were conducted in compliance with the NDA, the 
Charter, the Privacy Act, the Criminal Code and Justice Canada advice; 


• these activities were also in accordance with the MAs. Mks and the additional 
conditions imposed by the Minister; 


• CSEC has comprehensive policies and procedures that guide the disclosure of 
information about Canadians and contain measures to protect the privacy of 
Canadians; and 


• CSEC personnel were knowledgeable about, and acted in accordance with, 
CSEC's policies and procedures in place during the period of review and 
management monitoring is ongoing, thereby ensuring the activities have been 
conducted in a manner consistent with policies and procedures. 
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Minister 
of National Defence 


FEB -.2 2009 


Ministre 
de la Defense nationale 


Ottawa, Canada KM OK2 


The Honourable Charles D. Gonthier, C.C., Q.C. 
Communications Security Establishment Commissioner 
90 Sparks Street, Suite 730 
Ottawa, Ontario 


P 5R5 


Dear Mr. Gonthier: 


TOP SECRET/ 
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Canadian Eyes Only 


I am writing to respond to your 19 November 2008 report, entitled Disclosure of 
Information about Canadians to Government of Canada Clients. I am pleased to note 
that during the course of the review you found that CSEC complied with the law, 
ministerial requirements, reporting requirements and operational policies. 


I note that the review resulted in only positive findings and did not produce any 
recommendations for further improving the examined processes or activities. Since 
this review focused on one of the most important measures that CSEC has put in 
place to protect the privacy of Canadians, I was pleased the process was deemed 
fully satisfactory. 


Sincerely, 


Tyfe Hdfiourable Peter. MacKay, P.C., M.P. 
Minister of National De nce 
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CONFIDENTIAL 
February 21, 2011 


I gaol 


The purpose of this letter is to provide you with the results of a review of Communications 
Security Establishment Canada's (CSEC) Disclosure of Information about Canadians to 
Government of Canada Clients. This review was undertaken under my general authority as 
articulated in Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA). 


Information about Canadians may be included in CSEC's reports only if it is suppressed 
(i.e., replaced by a generic reference such as "a named Canadian"). When receiving a subsequent 
request for disclosure of the details of the suppressed information, CSEC must verify that its clients 
have the authority to obtain, and an operational justification for, such information. 


This review follows two detailed reviews of CSEC's disclosure of Information about 
Canadians, the results of which were reported to you in November 2008 and February 2010. This 
review fulfills a commitment in the CSE Commissioner's 2009-2010 public Annual Report that, 
notwithstanding the positive findings of the two detailed reviews, given the privacy implications of 
this activity, the Commissioner will conduct an annual review of a sample of disclosures to verify 
that CSEC continues to comply with the law and maintains measures that protect the privacy of 
Canadians in the conduct of these activities. 


This review encompassed a sample of 85 requests for disclosure of suppressed information 
about Canadians, contained in foreign intelligence reports, received by CSEC during the period of 
April to September 2010. The sample included disclosures made to all of the 12 Government of 
Canada entities that requested and were provided with information about Canadians during the 
period under review and represents approximately 20 per cent of the total of 446 disclosure requests 
from clients to CSEC during that time. My officials examined the request forms that CSEC used to 


P.O. Box/C.P. 1984, Station "B"/Succursale .B. 
Ottawa. Canada 
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document the clients' authority and justification of their need for the information about Canadians, 
as well as examining the associated CSEC foreign intelligence reports. 


Based upon the information reviewed and the interviews conducted, CSEC's disclosure of 
suppressed information about Canadians to Government of Canada clients was conducted in 
compliance with the law. Operational policies and procedures are in place and provide sufficient 
direction to CSEC employees respecting the protection of the privacy of Canadians. CSEC employees 
were knowledgeable about, and acted in accordance with, the policies and procedures. CSEC managers 
monitored the activities to make certain they complied with governing authorities. 


In addition, I examined CSEC's activities in response to the two recommendations 
contained in the February 2010 review report on this subject. The recommendations related to: 
i) providing tools to support the tracking of clients' requests for, and any associated disclosures of, 
suppressed information about Canadians; and, ii) improving the consistency and accuracy of CSEC 
reports to you about these activities. I am satisfied that CSEC's use of a detailed working aid as 
well as the planned implementation of an automated system will address these recommendations 
and permit CSEC to better track and produce accurate and consistent metrics respecting these 
activities. I understand that the automated system is developed and will be in use following the 
resolution of administrative matters relating to licensing and interconnectivity with clients' systems. 
I will monitor CSEC efforts to implement the system. 


This activity involves the sharing of personal information about Canadians. The potential 
impact to the privacy of Canadians is significant, should there be an instance of non-compliance 
while CSEC conducts these activities. Therefore, I plan to continue to conduct an annual review of 
these activities to verify that CSEC continues to comply with the law and maintains measures that 
protect the privacy of Canadians. 


CSEC was informed of the results of this review prior to forwarding this letter to you. 


If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


C.C. 


RA%311J1
Robert Decary 


Mr. John Adams, Chief, CSEC 
Mr. Stephen Rigby, National Security Advisor to the Prime Minister, 


Privy Council Office 
Mr. Robert Fonberg, Deputy Minister, National Defence 
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The Honourable Robert Decary
Commissioner of the Communicatiotit Seentity Establishment 
90 Sparks Street, Suite 730 
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K11) 5134 


Dear Commissioner 1"..)scary: 


I am writing to respond to your letter dated 21 February 2011, concerning your 
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December 22, 2011 


The purpose of this letter is to provide you with the results of a review of CSEC activities 
relating to retention and disposal of intercepted communications. This review was 
conducted under my authorities as articulated in Part V.1, paragraph 273,63(2)(a) and subsection 
273.65(8) of the .National Dqfence Act (NDA). Based upon the information reviewed and the 
interviews conducted, I concluded that CSEC conducted its retention and disposal activities in 
accordance with the hiw and ministerial direction during the period of the review. 


The obligation for CSEC to take measures to protect the privacy of Canadians, as set out 
in paragraph 273.64(2) (b) of the ADA, extends to the retention and disposal (destruction) of 
intercepted communications in the course of its mandated activities. Records creation 
and retention is the main means by which CSEC can assure compliance with its various 
requirements and account for its authorized activities. CSEC disposition of records is subject to 
comprehensive authorities because the unauthorized destruction of a record may result in an 
inability to document an activity and consequently, an inability to demonstrate compliance of 
that activity with legal, ministerial and policy requirements. 


The primary objectives of my review were: to acquire detailed knowledge of; and 
document CSEC business practices respecting the retention and disposal of intercepted. 


communications; to assess whether CSEC activities relating to the retention and disposal 
of intercepted communications were conducted in compliance with requirements set 
out in the law, ministerial authorities and directives, and policies and procedures; and, to assess 


P O. BorJC.P. 
Ottawa, Can=itla 


K1F 5R5 
613) 992-3044 Fax- (613) 9.92-4126 
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the extent to which CSEC took steps to protect the privacy of Canadians in carrying out these 
activities. I paid particular attention to the retention and disposal of private communications, 
communications of Canadians outside Canada and information about Canadians. 


I found that both CSECs SIGINT and 1T Security progams have incorporated legal, 
ministerial and policy considerations tier retention and disposal into the digital architecture of 
their respective programs. CSEC information management practices are supported by this policy-
based and technology-assisted approach. 


. CSEC takes measures - in the design of its retention and dispwal systems -- to promote 
compliance with the law and the protection of the privacy of Canadians. I found the retention and 
disposal periods set out in CSEC policies to be reasonable. 


CSEC's policies and procedures for retention and disposal of intercepted 
communications provide sufficient direction to CSEC employees respecting these activities and 
the protection of the. privacy of Canadians. However, the use ot'transitoly" to describe all 
SIGINT intercepts in its OPS 1-11 polio. as well as the inconsistent use of certain terminology 
by the SIGINT and IT Security programs, are confusing and should be clarified, The 
Commissioner's office will follow up on CSEC efforts to address these issues. 


Finally, CSEC has addressed previous associated recommendations of my predecessors 
to establish records management authorities and retention and disposition schedules. 
Specifically, I consider recommendation no. of the Commissioner's 2005 review of CSEC. 
support to the RCMP IRRELEVANT 


IRRELEVANT 


The enclosed report contains detailed information on my findings as well as related issues. 
I made no recommendations. CSEC officials were provided an opportunity to review and 
comment on the report, for factual accuracy, prior to finalizing it


If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely. 


Robert Mean( 
Enclosure: t 1) 


C. C. Mr. John Adams. Chief, CSEC 
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AUTHORITIES 


This review was conducted under the authority of the Communications Security 
Establishment Commissioner as articulated in Part V.1 paragraph 273.63(2)(a) and 
subsection 273.65(8) of the National Defunct Act (NM). 


`the review encompassed CSEC processes and practices in effect for the period of 
April 1.2004 to March 31, 20i 0. 


The obligation for CSEC to take measures to protect the privacy of Canadians. as set out 
in paragraph 273.64(2) (h) of the NDA, extends to the retention and disposal (destruction) 
of intercepted communications in the course of its mandated activities. CSEC 
must have appropriate measures in place for the retention and disposal of private 
communications. communications of Canadians located outside Canada and information 
about Canadians acquired through these mandated activities. 


The review also derives authority from the Ministerial Directives (MDs) cxn Privacy of 
Canadians (June 19, 2001) and Collection and Use of Metadata (March 9. 2005) and the 
Ministerial Authorizations (MAs) authorizing the interception of private communications 
(PCs) — as defined in s.181 of the Criminal Code' — under Si mals Intelligence SIGINT) 
collection programs known as 


and Interception Activities 
Conducted in Support of Canadian Forces Operations in Afghanistan (Afghan MA 
activities) as well as under the Information Technology Security (IT Security) Cyber 
Defence Operations (CDC)) program and the Active Network Security Testing (ANSI) 
component of the Security Posture Assessment (SPA) program. MAs current to the 
review period were in effect from December 1, 2010 to November 30, 201 1. 


Other applicable legal authorities include, namely, the Privacy Act, the Library and 
Archives of Canada Act (LACA) and Judicial warrants for CSEC assistance to federal law 
enforcement and security agencies under paragraph 273.64(1)(0 of the NBA. 


Ministerial authorities further require CSEC to support and assist the Commissioner in 
review exercises. 


1 Section 183 of the 0.finhid Code defines a private communication as: "any oral telecommunication that 
is made by any originator who is in Canada or is intended by an originator to be received by a person who 
is in Canada, and that is made under circumstances in which it is reasonable for the originator to expect that 
it will not be intercepted by any person other than the person intended by the originator to receive it, and 
includes any radio-based telephone communication that is treated electronically or otherwise for the 
purpose of preventing intelligible reception by any person other than the person intended by the originator 
to receive it". 
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H. INTRODUCTION 


Given that the term "interception" is not defined in the NDA, CSEC activities follow the 
June 6.2005 legal opinion from the Deputy Minister of .Fustice and Deputy Attorney 
General of Canada to the Chief, CSEC, which states that 


Solicitor-Client Privilege 
Solicitor-Client Privilege 


In the case of SIGINT and foreign intelligence interception, paragraph 273.65(2)(4 of 
the N DA requires that "satisfactory measures" are in place to protect the privacy of 
Canadians and to ensure that private communications (PCs) will only be used or retained 
if they are essential to international affairs. defence or security" (emphasis added). 


In the case of IT Security, paragraph 184(2)(e) of the Criminal Code permits the 
interception of private communications by authorized persons when engaged in activities 
directly related to the protection of computer systems from mischief and unauthorized 
use. According to the Library ofrarliament summary of Bill C-14, An Act to Amend the 
C'r•iminal Code and Other Acts (2004). this provision adds an exemption to the existing 
laws forbidding the interception of PCs, "in order to allow information technology 
managers to use "reasonable measures" to protect against data theft and the intentional 
transmission of computer viruses. 


In the same context of protecting government computer systems or networks. paragraphs 
273.65(4)(d) and (e) of the NDA require that "satisfactory measures are in place to 
ensure that only information that is essential to identify, isolate or prevent harm to 
Government of Canada computer systems or networks will be used or retained- and 
"satisfactory measures are in place to protect the privacy of Canadians in the use or 
retention of that information" (emphasis added). 


MAs for IT Security to M I information in order to protect government computer 
systems or networks allows CSEC to use or retain private communication "if it 
is essential to identify, isolate or prevent harm to Government ❑f Canada computer 


Solicitor-Client Privilege 


It legal advice given to CSK is shared with the Commissioner's office, this is done on the understanding 
that the sharing by CSEC of information which is subject to solicitor-client privilege does not constitute a 
waiver by CSEC of its privilege. 


In the context of IT Security operations. the term is preferred to the term Intercept' but has a 
meaning similar to the latter. 
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systems or networks." The MAs also require CSEC to record and report information to 
the Minister of National Defence. including the number of PCs intercepted that are used 
or retained. 


Furthermore, the MI) on Privacy of Canadians requires that: 


[...t in using and retaining intbrmation, CSEC] takes all possible measures and 
implements appropriate policies to protect the privacy of Canadians, consistent 
with the Canadian Charter of Righis and Freedoms and the Privacy Act. 


CSE[C] may retain and report information on or of Canadians or Canadian 
corporations found in the course of its signals intelligence activities only when: 


- it is essential to protect the lives or safety of individuals; 
- it contains evidence of serious criminal activity., or 
- it is required to understand or exploit foreign, security and defence intelligence. 


In the above cases, you (the Chief. CSEC] are to ensure that the appropriate 
policies and procedures arc in place at CSE[C] for the handling, reiemion and 
destruction of this material (emphasis added). 


Retention and disposal of data are information management (1M) practices that affect all 
CSEC business lines. Intercepted communications may include PCs and 
information about Canadians which is why CSEC IM activities are subjected to specific 
controls to ensure compliance with legal. ministerial and policy requirements in order to 
protect the privacy of Canadians. 


In its /A1 Strategy 2008, CSEC noted that while information is crucial to its mission, 1M 
practices at the time were assessed as problematic5, Additionally, CSEC executive 
management identified IM practices as a significant risk to the organization's ability to 
deliver fully on its mandate These assessments resulted, in part, from past 
Commissioners' findings and recommendations from various reviews as IM practices are 
crucial for CSEC to demonstrate compliance with the law and its own policies: 


More recently, a records management audit conducted by the CSEC Directorate of Audit, 
Evaluation and Ethics between September 2008 and March 20091 found that, without 
having and applying record retention and disposition schedules, the ability for CSEC to 
demonstrate adequate records management was compromised and that CSEC staff would 
benefit from additional guidance on the management of records. 


CSEC IM Strategy 2008. 
CSEC Risk Profile as assessed by ExCom. June 2008. 
CERRID 4117344-v1 18 July 2008 


x Audit of Records Management, Directorate olAud it. Evaluation and Ethics, Final Relxvt. CERRID 
302301 
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Rationale for conducting this review 


Specific controls are placed on CSEC retention and disposal activities in order to ensure 
compliance with legal, ministerial and policy requirements. The potential impact on the 
privacy of Canadians could be slunificant, should there be an instance of non-compliance 
with the law while conducting these activities. 


Past Commissioners made findings and recommendations respecting; retention and 
disposal activities which require follow-up. CSEC made major changes to certain 
technologies and procedures relating to these activities, such as the migration oldie 
content of multiple MINT databases to a common repository and the upgrading of the 
IT Security program cyber defence sensor infrastructure. 


It is for these reasons that the Commissioner selected retention and disposal activities as a 
subject for review. 


III. OBJECTIVES 


The objectives of the review were to: 


• acquire detailed knowledge of, and document CSEC business practices respecting 
the retention and disposal of intercepted communications: 


• assess whether CSEC retention and disposal of intercepted 
communications comply with the law; and 


assess the extent to which CSEC protected the privacy of Canadians in carrying 
out its retention and disposal activities. 


IV. SCOPE 


The Commissioner's office examined: 


• the legislative and policy framework; 


• what intercepted communication CSEC retains, for how long and how it 
is retained; when and how intercepted communications are disposed of; and in 
particular how CSEC retains and disposes of PCs. communications of Canadians 
located outside Canada, and information about Canadians; 


• associated databases and systems; 


• the extent to which technology is used and other efforts are applied to protect the 
privacy of Canadians (e.g., privacy annotations, automated schedules, deletion 
scripts); 
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CSEC' activities in response to previous associated recommendations of the 
Commissioner. namely; 


recommendation no. 8 of the Commissioner's review of the CSEC Support to 
RCMP under mandate (c) (January 7.2005) that: "CSI [C] should develop an 
agreement to govern the retention/destruction of data acquired as a result of 
technical assistance provided to the RCMP"; and 


IRRELEVANT 


V, CRITERIA 


A) LEGAL REQUIREMENTS 


The Commissioner expected that CSEC conducts its retention and disposal 
activities in accordance with the IVDA. the Charter of Rights and Freedoms, the 
Privacy Act, the Criminal Code, the Librauy and Archives ry`' C'anada Act and any 
other relevant leEdslation and Justice Canada advice. 


13) MINISTERIAL REQUIREMENTS 


The Commissioner expected that CSEC conducts its retention and disposal 
activities in accordance with ministerial direction, namely the requirements and 
approval frameworks outlined in the MDs on "Privacy of Canadians" and the 
"Collection and Use of Metadata- and the MAs allowing for the interception of 
PC.s. 


C) POLICIES AND PROCEDURES 


The Commissioner expected -that CSEC: 


i) had appropriate policies and procedures that guide its retention and disposal 
activities; 


ii) had personnel who are aware of and comply with the policies and procedures; 


iii) had an effective management control framework to ensure that the integrity of the 
retention and disposal activities is maintained on a routine basis, includine 
appropriately accounting for important decisions and information relating to 
compliance and the protection of the privacy of Canadians. 


2017 01 05 AGC0192 in nf in 
A-2017-00017--02115 







TOP SECRET11SIIICE0 


VI. METHODOLOGY 


All applicable written and electronic records, files, correspondence and other 
documentation relevant to retention and disposal activities were examined, including 
policies and procedures and legal advice. 


On June 8, 2010, CSEC provided the Commissioner's office with an overview briefing 
on its retention and disposal of intercepted communications. 


CSEC managers and other personnel involved in retention and disposal activities were 
interviewed in the course of this review and provided demonstrations of retention and 
disposal activities. 


The Commissioner's office, with the assistance of CSEC officials acting under its 
guidance, tested the contents of relevant databases and systems to ensure conformity with 
legal and ministerial requirements and associated policies and procedures with regard to 
retention and disposal activities. 


The Commissioner's office assessed CSEC conformity with the criteria and developed 
conclusions respecting the objectives of this review. This is a report of the outcomes of 
the review. 


Prior to forwarding a drafi report to CSEC for comment, a meeting was held between the 
Commissioner's office and the CSEC personnel involved in the review to present a 
summary of findings. 


VII, BACKGROUND 


The ever increasing flow of information within the Global Information infrastructure 
(Gil) has led to a corresponding increase in the interception and storage of 
communications by CSEC in the conduct of its mandated operations. In response to this 
and other internal challenges, CSEC initiated major technological changes such as the 
integration of its SIGINT intercepts from multiple databases into a Common Traffic 
Repository (CTR) which was completed in 2009, and the reconstitution of its IT Security 
program which was completed in 200&. These changes were meant to enhance the 
processing of this ever-increasing mass of intercepted communications and 
improve CSEC ability to demonstrate compliance with the law. 


As a Government of Canada (GC) institution, CSEC has a legal requirement to collect 
and store records. The Access to hOrtnution Acr (AT1A) and the Privacy Act both 
recognize that citizens have the right, under specified conditions, to access GC records 
held in any form. Furthermore, federal institutions. such as CSEC, that collect and 
transmit personal identification data are responsible for that information throughout its 


the Global Information Infrastructure refers to "electromagnetic emissions, communications systems, 
information technology systems and networks, and any data or technical information carried on. contained 
in, or relating to those emissions, systems or networks" as per section 273.61 of the NDA. 
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life cycle and must protect privacy by ensuring that it cannot be breached either at rest or 
in motion, even when crossing department. geography or network boundaries. 


These legal requirements reinforce the obligation for CC institutions like CSEC to 
maintain a comprehensive and complete inventory and description of their information 
holdings. 


These requirements also make CSEC employees responsible for the preservation of 
official records and the disposal of transitory records, in support of CS EC IM goals. 
Records, whether transitory or official. required for an active request under the ATM. 
litigation or official investigation cannot be disposed of, or deleted. 


Official  Record 


The definition used by the CSEC Chief Information Officer (C10) refers to a record 
that documents or provides evidence of CSEC's business activities. According to the CIO 
definition, official records include all media — paper and electronic including email 
messages and attachments. Examples of official records include: all briefing notes. 
directives. policies, final reports and recommendations; agendas and meeting 
minutes; work plans, schedules, assignments and performance results; all documents 
pertaining to the evolution of a policy; documents that lead to a decision, implement a 
policy or carry out an activity; and documents that require a signature (which must he 
printed and filed as hard copy). official records may be kept until they meet archival 
status and need to be destroyed or turned over to Library and Archives Canada (LAC). 


Transitory Record 


Transitory records are defined in section 6.23 of the CSEC Information Management 
policy as a record only required for a limited time to complete a routine action or to 
prepare a subsequent record. They should be destroyed once they have served their 
purpose. These records may include e-mail messages and attachments: duplicate copies 
used for convenience only; information received as part of a distribution list: 
miscellaneous notices or memoranda on meetings and holidays; casual communications 
and personal messages: and widely available publications. Transitory material may be 
kept for a maximum period of five years. 


Sub-section 12(1) of the LAVA states that no government or ministerial record. whether-
or not it is surplus property of a CC institution, shall be disposed of, including by being 
destroyed. without the written consent of the Librarian and Archivist of Canada (LA) or 
of a person to whom the LA has, in writing, delegated the power to give such consent. 


Instruments supporting this legislation include the Records Disposition Authority (RDA) 
which enables government institutions to dispose of records which no longer have 
operational utility, either by permitting their destruction. requiring their transfer to 
Library and Archives Canada (LAC), or by agreeing to their alienation from the control 
of the GC: and the related Records Retention and Disposition Schedules (RRDS) which 
set out a specific time Limit for retaining records within an organization. 
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The focus of this review was on the retention and disposal of intercepted 
communications including PCs and information about Canadians in the context of CSEC 
policy and technological upgrades. While these issues are common to both the SIGINT 
and IT Security programs, the distinct nature of their respective information and 
collection processes entails different practices for communications retention and disposal. 
which is why each pmgram is addressed separately in this report. 


While not part of the initial terms of reference, data collected (interceptedI 
retained and disposed under part (c) of the CSEC mandate _IRRELEVANT 


IRRELEVANT 


A. SIGINT Retention and Disposal Activities and Authorities 


Recent changes in the technology used by the SIGINT program have allowed CSEC to 
incorporate some aspects of its compliance regime into the architecture of the program. 
Many of the controls CSEC places over its SIGINT retention and disposal practices in 
order to meet legal and ministerial requirements are now implemented through 
standardized automated processes within its operational systems. New measurable 
performance metrics also allow CSEC to quantify these automated compliance processes. 


This was the first review of the retention and disposal of intercepted communications 
conducted by the Commissioner's office since the CTR became the consolidated traffic 
repository for Digital Network Intelligence (DNI) and fax traffic in 2009 and for Dialled 
Number Recognition (DNR) traffic in March 2010. 


I. Principles 


The objective of the CSEC MINT program is to acquire and use information from the 
Gil for the purpose of providing foreign intelligence. in accordance with the GC 
intelligence priorities as authorized by paragraph 273.64(1)(a) ofthe NDA (otherwise 
known as part (a) of the CSEC mandate). Intercepted SIGINT private 
communications may be retained only when required to fulfill this mandate. 


In pursuance of this objective, CSEC is responsible for the retention and disposal of the 
content of intercepted communications, collected -in as well as selected and 
unselected metadata I E. 


CSEC considers much of the.S1GINT communications it intercepts a transitory record 
and does not retain it. Section 1.3 of GPS-1-11 states: 


MINT intercepts raw communications from the Gi 
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CSEIC] is not required to retain or schedule the destruction of SIGINT data 
records to comply with the LACA since SIGINT data are considered to he 
transitory records. These should only be retained as lona as is reasonably 
necessary. 


2. Handling of intercepted communications under part (a) of the CSEC mandate 


As noted above, intercepted SIGINT communications are considered transitory — until it 
is retained to fulfill the CSEC mandate. 


Retained intercepted SIGINT communications are subject to controls with regard to: 


• private communications; 


• communications of Canadians located outside Canada., and 


• information about Canadians. 


These types of intercepted communications can only he kept if they meet an essentiality 
test defined by three conditions outlined in the MD on Privacy qf Canadians: 


it contains foreign intelligence about capabilities, intentions or activities of a 
foreign entity: or 


it is essential to protect the lives of individuals of any nationality: or 


it contains information on serious criminal activity relating to the security of 
Canada. 


Metadata is retained for as per UPS-1 -1 I t


IRRELEVANT 


01'S—I Retention Schedules for SIGINT Data 
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IRRELEVANT 


4. The Common Traffic Repository 


CSEC SIGINT databases holding SIGINT intercepted communications 
were decommissioned and saw their contents migrated to a common 


platform (CTR The CTR replaced the 
database for fax intercept, the database for DNR communications, 
and the database (also known as the 


which stored all DNI including email, 


CSEC compliance requirements for retention and disposal were standardized and 
automated within the CTR architecture in an effort to better meet legal. ministerial and 
policy requirements. 


CSEC users were given CTR access in mid-September 2008. The various SIGINT 
databases being re laced began to be artl decommissioned from that oint on. The 
CTR was to have before 
a database was decommissioned, to ensure it wor ed properly and prevent accidental 
losses. 


SIGINT databases undergoing the decommissioning process were partially synchronized 
with the CTR during an overlap period. An automated process was used to mark traffic 
items as - viewed" in the CTR wan analyst had viewed it in one of the databases being 
decommissioned. According to CSEC, the databases being replaced by the CTR complied 
with CSEC retention and disposal requirements until they were fully decommissioned. 
Information in databases which had not reached the end of their retention schedule was 
migrated to the CTR for the completion of their retention period. 
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Deletion follows automated deletion seri Is based on the retention schedules outlined in 
CSEC UPS- -11 17, 
all implemented deletion routines based upon established retention schedules. As there 
m;us in and some 
traffic had to be 


by the analyst (markings are described on p.16). 


The move to a single repository also eliminated some redundancy by removing the need 
to annotate the same traffic item for deletion in more than one database in cases of 
duplicate intercepts. The CTR, in conjunction with the 


a. CTR data storage components 


The CTR bas• components of storage. 


6. Organization of the the system storage 


0 PS- 1-1 I: OPS- 1- I Retention Schedules for SIG INT Data. 


11-1 the cm, 


The CTR 
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There are two main types of directories that are used for unmarked traffic and correspond 
to specific retention periods — or schedules — identified in OPS-1-1121: one for mandate 
(a) data which is retained for and referred to as IRRELEVANT 
IRRELEVANT 


A third type, the directory is used for traffic that is marked for an 
reason. It is subdivided between traffic that is to be retained for either 


Once traffic items reach their expiration date, they are individually deleted on a per 
item basis, 


Mandate (a) 


Mandate (a) traffic marked as "having intelligence value" in theEdireeto 
retention period) is moved to the Edirectory for a retention period of In the 
case where mandate (a) traffic is marked as "having no intelligence value", it is moved 
from the. directory with the retention period to theEdirectoty with the-


-retention period, at the end of which the item will he deleted on a per item basis. 


IRRELEVANT 


1. Organization of database storage 


Similar to the directories, the database also has a that is used to store mandate 
(a) traffic that has been marked, either as "having intelligence value" or "having no 
intelligence value". Unmarked mandate (a) traffic is held in the 


IRRELEVANT 
IRRELEVA 


Mandate (a) 


TheEpartition contains mandate (a) traffic with an automatic default retention period of 
Once traffic in the is marked as "having intelligence value". it is 


L CiPS- 1-1 1: Retention Schedules for MINT Data. These schedules are consistent with the -limit
on the retention oimetadata imposed by the Ministerial Direclive. 


2017 01 05 AGC0192 1 7 nf Frl 
A-2017-00017--02122 







- 16 - TOP SECRET/Nit/CEO 


automatically moved to the where its default retention period is automatically 
updated to from the date the marking is applied. 


Traffic marked as "haying no intelligence value" is moved from the 
where its expiry date is updated to from the date the marking was applied. 


IRRELEVANT 


8. CSEC corporate retention schedules 


CSEC UPS-1 -1 1 Retention Schedules Ibr MINT Dom policy applies to SWINT data 
acquired from Canadian sources. 


SIGINT retention schedules have been established in UPS-1-11 for the purpose or 
satisfying the retention requirements laid out in paragraphs 273.64(2)(h) and 277.65(21 
(d) of the AIDA, by MD and CSEC operational requirements. 


The automated retention periods in the CTR are consistent with the retention schedules 
listed in OPS-1-11. which in turn arc consistent with the limit on the retention 
imposed by the 'MD on metadata. 


Mandate (a) 


The retention period for mandate (a) intercepts is unless otherwise marked. In 
the case where an intercept is marked as '`having no intelligence value", its retention 
period is automatically fixed at from the date of its marking. lithe intercept is 
marked as "having intelligence value" the retention period is set at from the 
date of the marking. LAC considers SIGINT information a transitory record. unless it is 
used to create an end-product report (EPR). at which time it becomes an official record 
and will be kept until it meets archival status and needs to be turned over to LAC. 
Transitory material may be kept for a maximum of 


Exceptionally, section 2.8 of OPS-1-11 states that traffic used to populate target 
knowledge databases 


Except for metadata or a solicitor-client 
communication, approval to retain this material beyond the tirricframe indicated in the 
policy. must he sought from a Director or an operational area on the recommendation of 
the Manager, WANT Oversight and Compliance. 
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IRRELEVANT 


9. CTR annotations 


Retention Annotations 


The CFR default position automatically deletes unmarked data at the end of its retention 
period unless it is specifically marked for retention by an analyst. 


Traffic can receive a marking as - having intelligence value" in the following ways: 
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a) an analyst marks the intercepted communications item directly by selecting a 
content assessment or a privacy annotation; or 


h) a marking is automatically applied to the intercepted communications item when 
an analyst writes the related transcript in the CT.R; or 


c) the intercepted communications item is associated to an EPR in the 
database. 


Markings for retention arc now affixed automatically for re 
markings (which stands for reported) are 
affixed automatically when the traffic is re orted The analyst may also 
affix the self-explanatory markings. 


Privacy Annotation.s.


MAs permit CSEC to unintentionally intercept one-end Canadian communications while 
obtaining foreign intelligence and protecting the computer systems or networks of the 
Government of Canada. There is a statutory requirement to destroy records with privacy 
annotations that have been viewed and deemed irrelevant. Records with privacy 
annotations may only be retained if they are relevant and essential as per UPS-I section 


Intercepted communications with intelligence value and pertaining to a Canadian receive 
a retention date of from the time the marking is applied. There are five 
applicable privacy annotations in such a ease: INCA (one-end Canadian located in 
Canada). OUCA (one-end Canadian outside Canada). INCAS (in Canada/Solicitor Client 
Privilege). OUCAS (outside Canada/Solicitor Client Privilege) and IAC (containing 
information about a Canadian). 


In the case of intercepted traffic with a Canadian or privacy component but no 
intelligence value. the markings are the same except for the addition of the letter 1\1" - as 
in Thu intelligence value-. The applicable annotations are: INCAN. OUCAN, INCASN, 
OUCASN and IACN. 


10. The process by which an item is retained 


Once an analyst applies a retention marking to an intercepted communications item. the 
system immediately and automatically makes an entry in a table to indicate the need to 
update the expiry date for the item; next, in an automated process that occurs 


the system automatically moves the metadata from the database 
placing the item in the queue, registering the new expiry date 


for the traffic item with status; then, in an automated process that occurs 
the system automatically queue 


from directory, thereby removing the traffic item from the 
queue. The traffic item will now be retained for a period of 


11. CTR traffic backups 
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The for mandate (a) I RRE LE intercepted communications marked as "having 
intelligence value" are backed up and retained for from 
the date of marking. The-backup system is a commercial product called a 


which is an automated system within which backup 
maintained and managed. The can be deleted from the sooner 


thaif the corresponding file on the primary file system is removed, initiated 
by a marking change or deletion request. This initiates an individual deletion in the 
for this file on the day that the had been removed from the primary fi le system. 
The space is reused within the pool. 


File system backups 


The directories are backed up.. The backup mechanism is not currently able to 
in the directories and a backup strategy is being 


developed for those directories. 


Database backups 


The database has incremental backups which document changes for and 
incremental backups. Each lull database backup contains the entire database 


contents. Full backups are performed on a schedule and the latest of.
backups are available. The oldest backup is set as expired in the The database 
=Ties a total backup of 


12. Records disposition authority fur SIGINT 


As previously noted (see page 9), the RDA. or Authority, is the legal agreement allowing 
CSEC to dispose of its official records. The SIGINT RDA identifies criteria for records to 
be deemed of historic or archival value in order to be preserved at LAC facilities once 
their retention period has ended and CSEC agrees that these records no longer have any 
legal or operational requirements. The RDA also allows for expired records deemed of no 
archival value to be destroyed. 


The Commissioner's office obtained and reviewed a copy of the signed SIGINT RDA. 


Mandate (a) 


RDA No. 2008/003 is the authority for records generated in support of the SIGINT 
function. It was signed by the CSEC Chief information Officer (CIO) and the LA on July 
25, 2008. 


Mandate (c) 
IRRELEVANT 
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IRRELEVANT 


2017 01 05 AGC0192 77 nf Frl 
A-2017-00017--02127 







- 21 - TOP SECRETIISIIICE0 


13. Memoranda of Understanding 


A Memorandum of Understanding (MoU) between CSEC and the RCMP signed in June 
2009 states that information disclosed under this arrangement shall be administered and 
maintained, and disposed of in accordance with the law that applies to record retention 
and personal information and all applicable legislation, policies and guidelines. 


IRRELEVANT 


14. Retention and disposition schedules for SIGINT 


Retention and disposition schedules specify the period allotted for the retention of a 
record or specific types of records until the time of disposal. 


The rules-based configuration of the CTR has automated the application of retention and 
disposition schedules. Each traffic item sent to the CTR is tagged by the system with a set 
number of days to be retained from the moment its metadata is loaded. This fixed 
retention period can only be changed once an analyst applies a marking or when SIGINT 
Programs and Operational Compliance (SPOC) issues a request to delete the traffic item. 


15. LACA Records Retention and Disposition Schedule 


The Records Retention and Disposition Schedule (RRDS or Schedule) is a document 
created under the authority of the LACA that establishes a timetable for the life of a 
record from its creation through its maintenance stages until its linal disposition. 
including the disposition action: transfer to LAC facilities, disposal or alienation. 
Schedules need to be established for each CSEC activity in accordance with LACA, 
CSEC Policies, MAs. MDs and MoUs. 


The RDA acts as a foundational document for establishing the RRDS as it lists the 
criteria for identifying archival material covered by the Schedule and provides the 


IRRELEVANT 
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complete description and purpose of holdings records as well as the type of disposition 
action to occur on the information identified as archival: transfer to LAC facilities, 
disposal or alienation. 


The CSEC Information Holdings Services (illS) is responsible for the management and 
safeguard of the information created by the various CSEC business lines as well as the 
administration of the CSEC Records Retention and Disposition Prouram. IIIS crafts 
schedules in conjunction with the CSEC office of primary interest. The retention 
timeframes and disposition methods are developed based on the value of the information 
— business, administrative. financial. historical and legal — over time. The retention period 
must specify the duration of record custody or control by CSEC and specify a point in 
time when — or if— it must be transferred to the custody or control of the LAC in 
accordance with the terms and conditions set in the RDA. 


In case of transfer to the custody and control of LAC. ail CSEC records become subject 
to the Access lo lafarmalion Ac! (AM). In such a case. LAC shall consult with CSEC on 
all requests for access to these records. Similarly. LAC may not destroy CSEC records in 
its custody and control without the prior consent of CSEC. The LA shall notify CSEC of 
a decision to destroy such records as CSEC has the right to repossess these records if it 
wishes to do so. 


All CSEC branches subject to an RDA are responsible for undertaking periodic and 
systematic reviews of their records designated as archival for the purpose of notifying 
LAC' that they have reached archival status. 


Mandate (a) 


The SIGINT RRDS was signed by CSEC stakeholders and the LA on October 6, 2010, in 
accordance with the LAt'A. It covers SIGINT material detailed in the corporate fi le plan. 
All numbers within a file number series (hardcopy BPR with the information attached) 
have been given a disposition timeframe. The RRDS lists exceptions to the• 


disposition and indicates the specific disposition time that applies to these cases. The 
RRDS has since been implemented and, according to. CSEC, SIGINT information that 
has met its retention limit is being handled accordingly. 


Raw — or unprocessed — communications intercepts are exempted from the RRDS and is 
covered under OPS-I-I I retention schedules for SIGINT information, as raw data never 
meets archival status. 


IRRELEVANT 
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16. Overwriting as a means of disposal 


The digitization of records has given rise to difficulties in achieving destruction and can 
make destruction difficult to verify. The overwriting process is the best way to ensure that 
data has been destroyed and not simply made invisible to the user by the system. 


The CTR utilizes overwriting as a means of disposal. Overwriting does not simply delete 
data in the regular sense of the term; new material corning into the system takes the space 
of material held in a storage medium such as a thereby writing over expired 
data — making it no longer recoverable. 


Once intercepted communications are marked for "no intelligence value" by analysts, the 
marked traffic may he viewed lbr additional at which point it is deleted from the 
repository. 


Data singled out for destruction is to be overwritten once it reaches its deletion date, but. 
according to CSEC, data awaiting deletion is usually overwritten much sooner 


the overwriting process to make more room for the 
new incoming data. Depending on the circumstarices. CSEC states that a may be 
overwritten within 


Intercepted communications that have not been viewed within the scheduled time period 
will be overwritten by new incoming data, also according to CSEC, often in a much 
shorter time period than its scheduled time frame. 


17, The process by which an item is deleted 


Traffic items are deleted throu ih an automated process which moves the rnetadata from 
database It places the item to be deleted in a queue 
to he moved from the directory and registers the new expiry date in a table with 


status. The automated system process moves that are in the queue 
from the di rectory, removing the item from the move queue. 
It deletes the traffic from expired traffic with status and updates the 
expiry record from to an automated process deletes 
the metadata for expired traffic with the marked deleted and deletes the expiry 
record. 


Mandate (a) 


Items marked as "having no intelligence value" are queued for deletion with a date set to 
from the moment the marking is applied. The system checks for marked traffic 


Depending upon when the traffic was marked 
and when the deletion process ran, the traffic item could have remained on the system for 
a further.— still well within the required to deletion. 
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IRRELEVANT 


18. Disposal of traffic backups 


Each backupMhas its expired data overwritten by the newer data. Every the 
backup system searches for the existence of thendirectory and each traffic item on 


the CTR file system. l f a traffic item has been removed from the file system. the existing 
backup of that traffic item andior directory is marked as expired in this system, and gets 
overwri tten, 


In January 2011. SSaand ClO storage services implemented a backup strategy for the 
for all traffic contained in the directories. This strategy is 


separate from that of the Edirectories. Due to the number of files to be backed up on a 
_basis in the directories, fi les are first grouped together into a single file 
based upon the date and time of arrival in the CTR. This larger group of fl ies is then 
moved to the as a single file._ management software is used to mark these files 
as expired. according to the original retention schedule Once marked as 
expired, the cannot recover these grouped fi les. The corresponding storage 


are then reused in the storage system. 


B. information Technology Security 


1. Cyber Defence Operations 


The first Cyber Defence Operation (CDO) or Computer Network Defence activity. as it 
was then known. took place in 2003 following a request lbr assistance from the 
Department of National Defence. This undertaking required the development of new 
technical capabilities and concepts of operations as well as proper authorizations. An MA 
was sought and obtained from the Minister of National Defence in January 2004. Specific 
policies were subsequently drafted with a first version promulgated in June 2005. 


Following this initial undertaking. similar activities were implemented with other federal 
department clients until October 2006 at which time CSEC suspended its 1`1- Security 
activities conducted under MA following concerns of potential non-compliance with 
operational procedures';. leading to an extensive reconstitution of the IT Security 


2:4 CSEC Report on Investigation into IT Security Compliance Relating to Operations Conducted under 
Ministerial Authorizations, December I 1, 2006. 
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program policy framework along with changes to technologies and procedures. The 
program was officially restarted in March 2008. 


Ministerial authority for CDO operations has since evolved from acquiring one individual 
MA related to one specific client within a specific timeframe, to a horizontal MA 
covering a class of activities conducted within a 12-month period during which approved 
activities can be conducted for multiple clients. 
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2. .IT Security retention and disposal principles 


The objective of the CSEC IT Security program is to help protect computer systems or 
networks, and to provide advice, guidance and service to (3C institutions (i.e.„ "the 
client") as authorized by paragraph 273.64(1)(1) of the ArDA. otherwise known as part (b) 
of the CSEC mandate. 


In support of this objective, CSEC CD() installs and operates a 
system which processes and stores communications traffic entering 


and leaving designated client networks in order to detect. analyze and mitigate externally-
based malicious activities. Because such operations may involve the interception of PCs 
by CSEC. a valid MA must he in force prior to the start of, and throughout an operation. 


Section 3.5 of OPS 1-14 requires that all information obtained and produced by CSEC 
during cyber defence activities must he securely stored, with limited access. 


Contrary to the SIGINT concept of operations, IT Security does not collect 
communications surreptitiously: it does so in response to a formal demand from a GC 
institution. As a first step in establishing and conducting a CDO activity. CSEC must first 
receive a request from a client. Once prerequisite approvals have been received from both 
CSEC and the client and technical issues have been addressed, CDO may install and 
operate a cyber defence sensor system under MA, in accordance with a MoU signed by 
CSEC and the client. 


As per the NDA, and OPS 1-14. Operational Procedures Ar Cyher Ddimce Operations 
Conducted under Ministerial AulhorLation, the data selected for copying in the course of 
a CIAO must not be directed at Canadians or other persons in Canada. The selection 
process must always be aimed at detecting, analyzing or mitigating cyber threats and the 
selection process must be auditable as per 013S-210-50-I 0. Recognizing and Handling 
Private Communications and Other Data in CND Operations allowing for the 
demonstration of policy compliance, if required. The copied data remains the client's 
property until it is retained by CSEC for further analysis. at which point CSEC becomes 
custodian of the data and is responsible for handling it in accordance with the proper 
legal, ministerial and policy requirements. 


3. The cyber defence 


at which time it was officially deployed 
under the MA regime. 


in the context of IT Security operations, the term but has a 
meaning similar to the latter. 
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4..infrastructure architecture and components 


The has policy requirements built into its architecture. Processes such as retention 
schedules and deletion scripts are automated and privacy annotation options prompt were 
introduced. Thee configuration allows for the control of user activity for monitoring, 
auditing and proof of compliance purposes and the generation of reports capturing and 
showing qualitative and quantitative information to demonstrate proof of compliance 
with various CSEC requirements. 


The must offer flexibility in its implementation due to various constraints such as the 


The■ infrastructure is segmented in components — or subsystems — each accomplishing 
a different function. The four rimary architectural components arc collection, detection. 
storage All components operate under the same configuration, 
MAs and management control framework, and are subject to the same schedule and 
deletion scripts. This modular design makes it adaptable to various deployment 
requirements. 


Collection subsystem 


The collection subsystem is characterized by its three main functions: 


27 


2017 01 05 AGC0192 OCi nf tin 
A-2017-00017--02134 







_ 98 _ TOP SECRET11SIIICE0 


Detection subsystem 


The detection subsystem is responsible for 


Storage subsystem 


The storage subsystem provides the CIDO analysts with considerable storage for detection 
tool outputs such as alerts and metadata and analyst 
workspace to further manipulate data. This subsystem also contains reference databases 
and processing components to move the data and detection results to the proper location 
or system for analysis. 


The deletion of data (explained on p.32 below) is managed by this subsystem in 
accordance with applicable authorities, policies and agreements. 


subsystem 


• Analyst-driven tools are executed manually by the analyst, as opposed to being executed automatically, 
according to a script. 
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6. The process by which an event is retained in the IT security program 


The process begins when an analyst receives an alert about the identification of an event3" 
in the data. The analyst must then determine whether the event warrants further 
investigation. 


If the analyst decides that the event is worth investigating further, he selects and transfers 
it from the specific to the CD() repository codenamed 


7. Relevancy test 


As a next step. the analyst must determine if the alert and associated selected data arc 
relevant to part (b) of the CSEC mandate to provide advice, guidance and services to 
help ensure the protection of electronic information and of information infrastructures of 
importance to the Government of Canada- . 


In the case where the event is deemed not relevant, it is recorded as such on the alert. No 
further action is taken. and the client data associated with the alert is not retained and the 
data in question remains under the control of the client. 


If the data associated to the event is deemed relevant, the analyst must provide a rationale 
for the relevancy. A rationale is required whether the event contains a PC or not. There 
arc four standard options for the rationale justifying the retention of the event: 


• characteristics observed are similar to previously discovered malicious activities; 


• indications exist that the computer system is attempting to affect the 
confidentiality. integrity or availability of a GC system: 


the event will he used to characterize normal computer behaviour for the purposes 
of identifying anomalous behaviour; and 


• the event will be used to improve an existing detection capability_ 


The analyst also has the fifth option of drafting a custom rationale if the previous four 
are not applicable. 


" An event is am.: observable occurrence in a system or network. In the specific case of. MA CDO 
activities, an event is an activity that triggered an alert. Multiple events that are part of the same malicious 
activity may he determined to comprise an incident, which may become the subject of one or more reports. 


The system includes individual codenamed which contain "raw"- 
communications that may include PCs and personal information and information disclosed to CSEC under 
the client department's Criminal Code and authorities; it also includes the CDO Personal In-formation 
Bank which contains personal information that has been used and retained for the purpose of protecting 
information and systems of importance to the GC. Please refer to annex C for a more detailed explanation 
of the various components of theMsystems. 
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8. Identification of private communications 


In the case where the alert and the associated selected data are determined relevant by the 
analyst, a pop-up window appears, prompting the analyst to indicate if the event contains 
a PC before the transfer process to the database can be completed. 


The prompt also requires the analyst to identify the number of PCs and identify a 
justification for retaining the PC in the rationale field of the window. 


If the selected data is relevant and does not contain PC the analyst can set the PC count to 
zero and the rationale field in the window will be disabled and no options will be offered 
as they are unnecessary. If the PC count is set to a number other than zero, the rationale 
option becomes selectable and its drop box menu olTers the following choices: 


9. Essentiality test 


].n the case where the selected data contains a PC, the analyst must then determine 
whether the data is essential to identify, isolate or prevent harm to GC computer systems 
or networks. if the PC is determined to be essential, the selected data can be retained and 
used by CSEC. 


Once the PC count and the rationale and essentiality tests have been addressed, the event 
is marked as retained, date stamped and moved to the repository for further 
analysis. 


Retained events are kept until they meet their retention date beginning at the moment of 
retention as the event is under client custody until active steps are taken by the analyst to 
retain the data. Any selected event not retained, remains where it will be 
deleted according to a deletion script. 


10. Analysis 


The analyst uses the system to assess the generated alerts and determine 
and record their relevance. It is within this environment that the analyst will assess 
whether the selected data contains a PC, and if so, whether it is essential and can 
therefore be retained. Before the selected data can be transferred to the system. 
at which point it comes under CSEC ownership, the system prompts the 
analyst to apply the proper privacy annotation to the data. Only once this process is done 
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can the data move to the system where it can be used and retained 
properly and used to produce CDO reports or to develop or further refine IT Security 
tools. Only data under CSEC control can be used for these purposes. 


H. Data storage 


All produeed C DO Reports are loaded into the 'Threat and Vulnerability 
Assessment System ('I VAS) system which is used to manage report release authorization 
and tracking. All output of information to be disseminated outside of the CDO team must 
be in the form of a CDO Report and must be reviewed and approved for release prior to 
dissemination, in accordance with OPS-1-14 subsections 3.21 through 3.26. 


12. Data disposal 


Transitory data is automatically deleted via scripts based on a set schedule. Deletion 
scripts are run against the collection repositories on a daily basis_ 


As is the case for the SIGINT repository, storage space affects storage time as, according 
to CSEC. communications arc usually overwritten before the maximum amount of 
time allowed by policy is reached because the storage limit of the traffic repository is 
reached sooner. Only metadata is retained for its fun retention period. 


13. The process by which an event is deleted in IT Security 


data is deleted via the. deletion script implementation program codenamed 
which runs on a cycle and checks both the 


and the database ( is launched automatically from a 
whichMthe execution of the delete function at a. time and date. Molls. MAs, and 
operational instructions prescribe deletion requirements. such as the retention period, 
while executes the actual deletion. The data retention period is.toM 


ensuring the retention period of is not overrun while allowing for extra 
time to verify compliance. 


Client ID. MA date, Moll date, retention period and directories to monitor or exclude are 
configurable for -A  detailed description of what specific files are monitored 
and the criteria used to determine data age are kind in the configuration 
tile. 


Events that are not marked to be retained, and whose retention times are identified as 
greater than are automatically deleted and any information entered regarding 
that event is also deleted. According to CSEC. every day,Mfilcs are tested to see if 
either the MoU with the client or the MA are expired or whether it has aerie over the 
retention period, in which case, the tile gets deleted. 
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The also has the ability to delete on a mass basis through the mode of 
the script. This mode will delete every single monitored file, no matter their 
creation date. 


14. How deletion is verified 


After a run, will send a log. If the option track-success is used. every 
successful deletion will be logged. It will also send a log in cases where it cannot read the 
content of a directory or a file, or if it is unable to delete a file. As a further precaution, a 
script is run on the deletion log to look for errors that could occur during the 
deletion process. This script looks for key words like ERROR or FAIL and sends the 
results to a file. 


Each week. an analyst is responsible for checkina for the checks it ran and 
the check that was run on its deletion log, to investigate anomalies that may surface. The 
analyst is also responsible for checking the directory, retention period and expiry of the 
MA or MoU for each specified client under his or her responsibility. 


The first week of each month, an analyst cheeks the relevant MoU and MA to ensure that 
they are not going to expire. The analyst also reviews the retention values to ensure that 
they are correct. 


In the case where a file should have been deleted but was not, the analyst will delete it 
and send an email to IPOC describing what happened and highlight any changes to the 
deletion process that may be required. 


Record of client data deletion 


The Team Leader (IL) is responsible for recording the fact that the data for a client has 
been deleted. The delete checklist that is used to verify deletion is found at "Delete 
Check" and deletion tracking sheets for each client arc stored in CERRID. The TL is 
responsible for filing the destruction records for each client. 


15. Exceptions to 


Directories which are too large for to monitor are excluded from its 
application. The data in these directories are deleted using a "find" command with the 
-delete" option in the The find command is launched automatically by the 


on the main System Logs servers. A find command is run weekly on the main 
client data directories on the in order to verify that the client data is deleted. 


Some databases have their own deletion scripts setup to remove client data from the 
database tables when the data expires, whether it is through expiration of the retention 
period, or termination of the MA or !vial. 


Individuals are responsible for ensuring the deletion of their own data if it is copied from 
a main server to a system which is not monitored, such as an analyst workstation. 
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16. Ministerial authority reporting 


IT Security has an MA requirement to report on the number of PCs that are used and 
retained by CSEC. Once used and retained. PCs are marked as such in the CDO database. 
As previously noted, the • architecture allows for the number of PCs in the database to 
be generated for MA reporting or as required. 


17. Active  Network Security Testing (ANST) 


While also part of the IT Security Program, the Security Posture Assessment (SPA) 
Active Network Security Testing (ANSI) operates under a different concept than that of 
CDO. The CSEC ANST database, codenamed is an exception within the 
mandate (b) framework to which a different set of rules applies_ 


ANST storage 


The ANST management control framework requires that each assessment has its own 
database hosted on a separate server in order to ensure data separation during 


concurrent assessments and facilitate the obligatory data deletion at the end of an 
assessment. 


The data obtained from the client site in the course of an ANST activity is transferred and 
stored in an database. which is classified secret and kept separate from the 
other IT Security systems. The database is automatically populated from the 
results of the ANST activities performed and it therefore contains all of the ANST 
assessment data, including information on all the sessions, ail actions performed as part 
of the assessment, the results and the information on the computers from the target 
network. 


ANST retention 


The ANST management control framework requires that exceptionally. some 
information be retained as part of the ANST Assessment Client File. This includes the 
letter of validation, client briefings and CSEC-retained versions of final reports, the 
authorized target list, the active monitoring record, and business communications 
between the client and CSEC, all of which are subject to the IT Security RDA and 
retention and disposition schedule. 


ANST disposal 


No data is archived from as it is all deleted at the end of an assessment as per 
CSEC policy OPS-210-50-14 whiCh requires that all collected data be destroyed within 


of delivery of the final report to the client. The manager must 
ensure and then confirm in writing to the client that all relevant information has been 
destroyed. 
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18. Records disposition authority for IT Security 


The Commissioner's office obtained and reviewed a copy of the signed IT Security RDA. 


Mandate (h) Records Disposition Authority 


RDA no. 2002/011 is the Authority for IT Security and it came into effect on 
August 19, 2002. It was signed solely by the then-National Archivist (now LA) of 
Canada. 


Interpretation of mandate (b) RDA 


Given the fact that RDA 2002/01 I predates most current IT Security initiatives. CSEC 
sought an opinion from LAC regarding the disposition of records generated by its current 
cyber defence activities — specifically its SPA. 


In a letter of interpretation for the RDA dated September 22, 2010. the LAC archivist 
responsible for the disposition of CSEC records explained that while it did not explicitly 
anticipate the form and nature of the activities currently carried out in the increasingly 
complex field of protecting the GC information infrastructure. the basic assumptions 
behind the mandate (b) archival appraisal and resulting terms and conditions remain 
valid.


According to LAC. the archival objective behind this RDA is to maintain a "high level'' 
perspective by documenting higher level requirements and the nature of coordination 
within the GC required to implement effective defences against cyber attacks, thereby 
documenting threats and the overall direction of CSEC programs and activities developed 
to meet them. It is not meant to document the purely technical aspects of the program. 


19. Records Retention and Disposition Schedules for IT Security 


Corporate Retention► Schedule 


CSEC OPS-1-14 holds that retention and disposition schedules must be applied to all 
MA-based IT Security data, regardless of media or location. CSEC retention schedules 
for CDO data are found in section 5 of OPS-144. As ownership of the 
communications determines the schedule, section 5 differentiates between data under 
client control_ and data under CSEC control. 


Data that has been either or selected only. and not under CSEC control, is 
considered to be transitory and is subject to retention and detention schedules noted in the 
COO MA in force which dictates that retention will be no longer than from the 
date the data was In the case of a suspension or termination of the Mott, this data 
will be deleted within from notification of suspension or termination of 
the MoLl orb from dated whichever comes first. 


If the data has been used or retained by CSEC, therefore under CSEC control. then the 
deletion period will be in accordance with corporate retention and disposition schedule. 
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Used or retained data is subject to access to information requests and must he accounted 
for in the Personal Information Rank3'. 


[fa COO MA expires and a new one has not been approved, then upon expiry of the MA, 
the cyher defence team must immediately cease • selecting and analyzing selected 
data. except for that which is already under CSEC control. If the data has been used or 
retained then the deletion period will be in accordance with the appropriate retention and 
disposition schedules. 


Mandate (b) Retention and Disposition Schedule: 
The IT Security Functional Retention Schedule 


Having specified no retention periods for records identified in RDA 2002/1 'when it was 
signed in 2002. CSEC agreed to specify retention periods for these archival records 
within one year of the signing of the RDA agreement The CSEC IT Security Functional 
Retention Schedule was signed by the Director, Program Management and Oversight 
(PMO) and the LA on June 23. 2011. The schedule which reflects RDA 2002/011 terms 
and conditions, assigns a specific retention period and disposition for each IT Security 
activity with a functional file number. 


CSEC staled that the Schedule has since been implemented and IT Security information 
that has met its retention limit is being disposed of accordingly. 


Mandate (c) Retention and Disposition Schedule 


IRRELEVANT 


20. Retention and disposal of bard copy intereepted ommunications in 
bard cony format under Parts (a), (b) and (e) of the CSEC mandate. 


Hard copy material is retained in secure filing at CSEC until it meets archival status as 
per the SIGINT and IT Security RDAs and RRDSs at which time they are to be turned 
over to the custody of LAC. LAC facilities can currently accommodate information up to 
the top secret level and are in the final stages of having one of their top secret vaults 
accredited to hold COMINT-level product. 


,?1 The Office of the Privacy Commissioner defines the Personal Information Bank as a listing °fall 
personal information held by a [Canadian] government institution that has been used. is being used, or is 
available for use for an administrative purpose or is retrievable by a person's name, identifying number, 
symbol or other individual identifier. The Privacy Act requires that government institutions report to the 
public on how this personal information is handled by publishing P113 descriptions in Info Source, which is 
released annually by the Treasury Board Secretariat; individuals use Info Source to find out how and where 
their personal information is used and retained, so that they may exercise their rights of access and 
correction. 
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VIII. FINDINGS 


A) LEGAL REQUIREMENTS 


Finding no, I: Compliance with the Law 


Based upon the information reviewed and the interviews conduced, CS EC 
conducts its retention and disposal of intercepted communications in 
accordance with the law_ 


Finding no. 2: Protection of the Privacy of Canadians 


Retention and disposal periods set out in CSEC policies are reasonable. 


The length of time that records having privacy implications are retained and disposed of 
do not unreasonably violate the privacy of Canadians. 


Finding no. 3: Protection of the Privacy of Canadians 


CSEC activities respecting the retention and disposal of intercepted 
communications include measures to protect the privacy of Canadians, as required 
by law. 


CSEC takes measures in the design of its systems for the retention and disposal of 
intercepted communications to promote compliance with the law and the 
protection of the privacy of Canadians. For example: 


• The integration and automation of policy requirements in the architecture .of the 
SIGINT and IT Security storage systems help ensure that only essential 
intercepted communications are retained and non-essential 
communications are destroyed: 


• The ability of SIGINT and IT Security to generate reports which include new 
measurable performance metrics assists CSEC in quantifying its automated 
processes for a better demonstration of compliance, CSEC now has the ability to 
report on trends_ statistical and contextual information as a complement to 
traditional incident-based reporting, 


• The integration of information from multiple sources to a centralized storage point 
has made compliance reporting more reliable and consistent, Specifically, the 
move to a single SIGINT database has eliminated the need for analysts to 
manually annotate the same communications in more than one 
database; 


• A significant improvement in the SIGINT CTR architecture. from a compliance 
perspective, is that the automated default positions are set to delete instead of 
storing: 
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The configuration of these systems now allows for better control nf user activity 
which has a direct impact on monitoring and auditing: and 


CSEC met the legal requirements of the LA(.A by developing and signing RDAs 
and RRDSs. 


Finding no. 4: Follow-up to Commissioner's reviews 


CSEC has addressed the previous associated recommendations of the 
Commissioner to establish records management authorities, and retention and 
disposition schedules. 


IRRELEVANT 


B) MINISTERIAL REQUIREMENTS 


Finding no.5: Ministerial Direction 


Based upon the information reviewed and the interviews conducted, CSEC 
conducts its retention and disposal of intercepted communications in 
accordance with ministerial direction. 


As noted in the section on legislative requirements, CSEC has adopted a policy-based and 
technology-driven approach to its information management practices. Many of the 
controls it places over its SIGINT and IT Security retention and disposal practices in 
order to meet legal and ministerial requirements have been automated and standardized. 


New measurable performance metrics also allow CSEC to quantify these automated 
compliance processes. The configuration of the systems for both the SIGINT and IT 
Security programs now allows for the control of user activity and the capture of 
information and statistics for monitoring and auditing purposes and the generation of 
reports capturing and showing qualitative and quantitative information to demonstrate 
proof of compliance with various CSEC requirements, including the number of PCs in 
the database to be generated for MA reporting — or as required. 


Finding no. 6: Supporting the Review by the Commissioner's Office 


CSEC fully supported the conduct of this review. 
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During the conduct of this review. CSEC addressed in a timely fashion extensive requests 
from the review team for documentation, briefintts and meetings with CSEC employees 
involved in retention and disposal activities. 


C) POLICIES AND PROCEDURES 


Finding no. 7: Appropriateness of Policies and Procedures 


CSEC has comprehensive policies and procedures relating to the retention and 
disposal of intercepted communications; however, certain language in 
policy should be clarified (finding no.8 and 9 refer). 


The Commissioner expected that CSEC would have appropriate policies and procedures 
to guide its retention and disposal activities. The Commissioner's office reviewed the 
following policies and procedures that were in effect during the review period: 


a. OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of CSE A diviiies (dated December 1, 2010). 


OPS-1 provides direction to anyone conducting activities under the CSEC 
mandate and authorities to ensure that the privacy of Canadians is protected in the 
conduct of CSEC activities by complying with the laws of Canada. complying 
with MDs — including, but not limited to the MD on Privacy of Canadians, the 
MD on Collection and Use of Metadata and the MA authorizing the interception 
of private communications. 


b. OPS-I-8, Active Monitoring of Operations to Ensure Legal Compliance and the 
Protection of the Privacy of C.aitadians (March 18, 2008, December 20, 2008 and 
March 11.2009) 


OPS-1-8 provides direction regarding the CSEC active monitoring program, 
established to ensure compliance with policy instruments addressing legal 
compliance and protection of the privacy of Canadians in the conduct of SIGINT 
and IT Security operational activities under CSEC mandate and authorities. 


Finding no. 8: OPS-1-11 


The parts of OPS-1-11 concerning retention and disposal of transitory records and 
those records used in reporting are confusing and should be clarified. 


c. OPS-1-11, Retention Schedules fix SI(RNT Data (October 31. 2007) 


UPS-1-1 I provides solid direction on retention schedules for SIGINT data. 
However, section 1.3 of CSEC OPS-1-11 is a source of confusion. It states that 
CSEC is not required to comply with the LACA in its retention or destruction 
scheduling of SIGINT data records since they are considered to be transitory 
records that should only be retained as long as is reasonably necessary. However, 
section 2.4 of the same policy indicates that hard copies of traffic used in SIGINT 
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reporting must be retained with its corresponding report and that older 
files must be shipped to the CSEC Information Holding Services OHS) for 
permanent retention. By definition, a record held is not transitory and 
its retention and disposal must necessarily comply with the LA CA. Sections 1.3 
and 2.4 should be made consistent to avoid confusion. 


In spite of the statement in its section 1.3. that all SIGINT material is transitory, OPS-1 - 
1 1 is consistent with the limit on the retention of metadata imposed by MD and the 
automated retention schedules which do not go beyond 


Finding no. 9: Use of language by SIGINT and IT Security 


To avoid confusion, the use of terminology relating to retention and disposal 
activities used by the SIGINT and 1T Security programs should be reconciled and 
made consistent. 


While SIGINT uses policy to define its records as transitory. IT Security policy has no 
specific policy defining its records as official or transitory. This situation illustrates a 
.common challenge encountered during this review relating to policies and procedures for 
retention and disposal; SIGINT and IT Security programs use a common terminology 
with somewhat different meanings. Years of compartmentalized functions and separate 
application development have created an environment in which the same terms used by 
SIGINT and IT Security are used without a common understanding of those terms' 
specific definitions_ A consistency in meaning of definitions pertaining to such terms as 
"official- and "transitory" records as well as "interception" would he 
useful for compliance assessment. The absence of consistent terms can lead to confusion. 
Building a common terminology as part of a master information management program 
could remedy this situation. 


d. OPS-1-13. Procedures for Canadian 
and .Thint CSEC-CF Athrities (December 1. 2010) 


OPS-1-13 documents the procedures for Canadian SIGINT collection activities 
including retention and disposal guidelines. 


e. OPS-1-14 Operational Procedures. or Cyber Dgfrice Operations ('redacted 
b-nder Ministerial Azdhorization (March 11. 2010) 


OPS-I -14 governs CSEC Cyber Defence Operations conducted under the 
authority of the AIDA and a MA. 


c. IRRELEVANT 
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IRRELEVANT 
g. 


i. OPS-210-50-02. Instructions fin- C'ommencing and Ceasing gther Defence 
Operations (March 19. 2010). 


0PS-210-50-02 operational instructions apply to cases where data needs to be 
deleted after a suspension or termination. 


j. OPS-210-50-06, Active Network &cut-fly Testing {ANSI) Active Monitoring 
(January 6, 2010). 


OPS-210-50-06 operational instructions address the requirements for conducting 
Active Monitoring of ANST, in response to UPS-1-8. Active Monitoring of 
Operations to Ensure Legal Compliance and the Protection of the Privacy of 
C'anaclittns. 


k. OPS-230-50-10, Data Handling in Cyber Defence Operations (July 15. 2010). 


0PS-210-50-10 operational instructions provide direction in the handling of all 
data by CSEC for cyber defence operations_ The recognition, use, and 
retention of PCs, in whole or in part, and metadata associated with a PC that can 
identify one or both communicants or the communication itself are also addressed 
in these instructions as directed in OPS-1-14, Operational Procedures.for Cyber 
Dtfrnce Operation Conducled Under Minicterial Authorization. 


I. OPS-210-50-11, Cyber Defence Operation (('DO). Compliance Monitoring 
(March 11, 2010). 


OPS-210-50-11 operational instructions address the requirements for conducting 
Compliance Monitoring (CM) of Cyber Defence Operations (CDO). in response 
to OPS-1-8, Active Monitoring of Operations 10 Ensure Legal Compliance and 
the Protection of the Privacy of Canadians. 


OPS-210-50-14, Corporate Filing Requirements in IT Security SPA & (WD M4 
Activities (December 1, 2008). 
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OPS-210-50-14 operational instructions address the requirement that all collected 
data be destroyed within of delivery of the final report to the 
client. 


n. OPS-210-50-15, hastruction.y Or Deployment ofTools.for Oher Defence Support 
(February 8. 2010). 


OPS-210-50-13 operational instructions outline the mandatory instructions for the 
deployment of tools for Cyber Defence Support. It sets out measures to protect the 
privacy of Canadians in the handling of information acquired during the course of 
deploying tools for Cyber Defence Support. as required by OPS-1. 


Finding ►to. 10: Awareness of Personnel 


CSEC employees interviewed and observed were aware of relevant policies and 
procedures and their application to the retention and disposal of intercepted= 


communications. 


Based upon the information reviewed and the interviews conducted, the Commissioner's 
office was satisfied that CSEC employees complied with the policies that apply to 
retention and disposal activities. In interviews. CSEC employees demonstrated a solid 
understanding of applicable policies and procedures and their purpose_ 


A records management audit conducted by the CSEC Directorate of Audit, Evaluation 
and Ethics conducted in .200a noted that CSEC' staff would benefit from additional 
guidance on the management of records. 


CSEC is continuing its efforts towards creating an MIT community competency 
development program. In 2009-2010, CSEC developed a Career Management Program 
framework and strategy, a Learning and Development strategy and curriculum for the 
CSEC IM/IT staff. 


In its efforts to develop employee learning plans, establish career paths and streamline the 
hiring process, CSEC continued its efforts towards creating an INUIT community 
competency development program. In 2009-2010, CSEC developed a Career 
Management Program framework and strategy, a Learning and Development strategy and 
curriculum for its IM/1T staff. 


Finding no. 11: Management control Framework 


An automated management control framework has been integrated into the 
architecture of both the SIGINT and IT Security databases; IT Security has 
supplemented this with the close monitoring by designated managers of the 
disposal of_coirmnunications. 


The Commissioner expected that CSEC had an effective management control framework 
to ensure that the integrity of the retention and disposal activities is maintained on a 
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routine basis. including appropriately accounting for important decisions and information 
relating to compliance and the protection of the privacy of Canadians. 


Here the SIGINT and IT Security programs diverge significantly. While the SIGINT 
program relies for the most part on its automated processes to ensure the proper disposal 
of intercepted communications that are no longer required, the IT Security program has 
supplemented the automated processes with a management control framework which has 
its managers routinely and closely monitoring the disposal of communications by 
testing CDO databases to ensure that communications have been properly 
disposed of. and documents these steps in logs that serve as further proof that these 
activities comply with governing authorities. 


IX. CONCLUSION 


Records creation and retention is the main means by which CSEC can assure compliance 
with its various requirements and account for its authorized activities. CSEC disposition 
of records is subject to comprehensive authorities as the unauthorized destruction of a 
record may result in an inability to document an activity and consequently. an inability to 
demonstrate compliance of that activity with legal. ministerial and policy requirements. 


The primary objectives of this review were to assess whether CSEC activities relating to 
the retention and disposal of intercepted communications were conducted in 
compliance with requirements set out in the law, ministerial authorities and directives and 
policies, and the extent to which it took steps to protect the privacy of Canadians in 
carrying out these activities. This review paid particular attention to the retention and 
disposal of PCs and personal information about Canadians. 


A significant portion of this report has been committed to documenting in detail the key 
elements of both the SIGINT and IT Security environments relating to retention and 
disposal. This was done to document the technological evolution of both the SIGINT and 
IT Security programs in order to better set current CSEC retention and disposal practices 
in their proper context. This evolution has been marked by the incorporation of legal, 
ministerial and policy considerations into the digital architecture of both programs, 
reflecting a convergence of legal and technical precepts in CSEC information 
management practices with regard to intercepted communications. This policy-
based and technology-assisted approach is diametrically opposed to the previous model 
which saw systems and programs being developed on an ad hoc basis. with technological 
availability being the main impetus. 


Based upon the information reviewed and the interviews conducted, the Commissioner's 
office has concluded that CSEC conducts its retention and disposal activities in 
accordance with the law and ministerial direction. 


CSEC takes measures — in the design of its retention and disposal systems — to promote 
compliance with the law and the protection of the privacy of Canadians. 


There are CSEC policies and procedures for retention and disposal of intercepted 
communications activities in place which provide sufficient direction to CSEC 
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employees respecting these activities and the protection of the privacy ofCanadians. 
However, the use of "transitory" to describe all SIG fl\IT intercepts in section 1.3. of OPS 
1-11, as well as the inconsistent use of certain terminology by the siGINT and IT 
Security functions. are confusing and should be clarified. The Commissioner's office will 
follow up on CSEC efforts to address these issues. 


CSEC has addressed the previous associated recommendations of the 
Commissioner to establish records management authorities and retention and disposition 
schedules. Specifically_ the Commissioner's office considers recommendation no. 8 of 
the Commissioner's 2005 Support to RCMP review IRRELEVANT 
RRELEVANT 


A list of findings is enclosed at Annex A. 


Robert Weary, Commissioner 
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ANNEX A — Findings 


Finding no. 1: Compliance with the Law 


Based upon the information and the interviews conducted, CSEC conducts its retention 
and disposal of intercepted communications in accordance with the law. 


Finding no. 2: Protection of the Privacy of Canadians 


Retention and disposal periods set out in CSEC policies are reasonable. 


Finding no. 3: Protection of Canadians 


CSEC activities respecting the retention and disposal of intercepted-
communications include measures to protect the privacy of Canadians. as required by law. 


Finding no. 4: Follow-up to Commissioner's reviews 


CSEC has addressed the previous associated recommendations of the Commissioner to 
establish records management authorities and retention and disposition schedules. 


Finding no. 5: Ministerial Direction 


Based upon the information reviewed and the interviews conducted. CSEC conducts its 
retention and disposal of intercepted communications in accordance with 
ministerial direction. 


Finding no. 6: Supporting the Review by the commissioner's Office 


CSEC Billy supported the conduct of this review. 


Finding no. 7: Appropriateness of Policies and Procedures 


CSEC has com rehensive policies and procedures relating to the retention and disposal of 
intercepted communications: however, certain language in policy should be 
clarified. 


Finding no. 8: OPS-1-1 


The parts of 0PS-1-11 concerning retention and disposal of transitory records and those 
records used in reporting are confusing and should be clarified. 


Finding no.9: Use of language by SWINT and IT Security 


To avoid confusion, the use of termino[ogy relating to retention and disposal activities 
used by the SIGINT and IT Security programs should be reconciled and made consistent. 
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Finding no. 10: Awareness of Personnel 


('SEC employees interviewed and observed were aware of relevant policies and 
procedures and their application to the retention and disposal of intercepted 
communications. 


Finding no. 11: Management control Framework 


The management control framework has for the most part been integrated to the 
architecture of both the SIGINT and IT Security databases. IT Security however, has 
taken the extra step of supplemented the automated model with the close monitorinu, of 
disposal of communications by designated managers. 
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Annex B Interviewees 


Manager, 


Supervisor, 


Team Leader, 


Acting Manager, IT Security Policy. Oversight and Compliance (IPOC) 


Senior Mission Management Analyst, SIGINT Programs. Oversight and Compliance 
(SPOC) 


Senior Policy and Review Advisor, External Review and Policy Management 


Senior Policy and Review Advisor, External Review and Policy Management 


Supervisor, Consolidated Traffic Repository 
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ANNEX C— IT Security Databases 


a system that includes a and 
subsystems which contain 


that has been used 
and retained for the purpose of protecting informmion and systems of importance to 
the GovernMent of Canada 


an analysis database 
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CHAPTER 1: INTRODUCTION TO CSE 


1.1 General 


CSE's mission 


CSE is Canada's national cryptologic agency. Our mission is to provide the Government of Canada 
with two key services: foreign signals intelligence in support of defence and foreign policy, and the 
protection of electronic information and communication. 


CSE's vision 


To be the national agency that masters the global information infrastructure to safeguard Canada's 
national security through information superiority. 


CSE's crest 


The CSE crest, or badge as it is officially described, was granted to CSE by the Chief Herald of 
Canada on October 19, 1994. The crest, CSE's corporate symbol, was designed by the Chief Herald, 
and the use of the Royal Crown was approved by the Queen. 


The navy blue middle circle represents the world of information. The inner golden circle, together 
with the red maple leaf, symbolizes Canada. The lightning flashes denote communications, while 
the key represents the secure and sensitive nature of the information that CSE provides and protects. 
The outer blue and gold circle contains the motto NUNTIUM COMPARAT ET CUSTODIT, which is 
a Latin translation of the phrase "Providing and Protecting Information." 
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CSE's org chart 
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Mr. Forster was appointed Deputy Minister and Chief of the CSE 
effective January 30, 2012. 


Prior to his appointment, Mr. Forster served as the Associate Deputy 
Minister of Infrastructure from 2009 to 2012, where he oversaw the 
design and delivery of many of the Government's infrastructure 
stimulus programs under its Economic Action Plan. Previous to his 
tenure with Infrastructure Canada, he was the Associate Assistant 
Deputy Minister for Safety and Security at Transport Canada where 
he developed a transportation security strategy and focused on 
transportation security issues in aviation, rail, transit and marine 
modes. 


Mr. Forster has a Bachelor of Science from the University of Toronto 
and a Master of Business Administration from York University. He 
has completed studies in environmental economics at Harvard. 
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CSE's mandate 


According to the National Defence Act Part V.1, Section 273.64, CSE's mandate covers three parts: 


Part A: 
to acquire and use information from the global information infrastructure for the purpose of 
providing foreign intelligence, in accordance with Government of Canada intelligence priorities; 


Part B: 
to provide advice, guidance and services to help ensure the protection of electronic information and 
of information infrastructures of importance to the Government of Canada; and 


Part C: 
to provide technical and operational assistance to federal law enforcement and security agencies in 
the performance of their lawful duties. 


Questions to ask yourself as an analyst: 


1. Nationality: Is my activity 
directed at a foreign person 
or entity? 


➢ If you answer YES to all questions, 
you can operate under Part A. 
Proceed in accordance with 
Operational Policy. 


2. Geography: Is the foreign 
person or entity located 


3. 


outside of Canada? 


Foreign intelligence: Does 
the expected information or 
intelligence relate to the 
capabilities, intentions or 


> If you answer NO to any question, 
this activity cannot be conducted 
under Part A. If the activity can be 
conducted under the authority of 
another Government of Canada 
federal law enforcement or security 
agency, CSE may be able to provide 
support under Part C if certain 


activities of the foreign 
person or entity? 


4. Priority: Does the expected 
information or intelligence 
relate to an intelligence 
priority of the Government 
of Canada? 


criteria are met. Consult your 
manager before any action is taken. 


Analysts in the Intelligence Branch operate mostly under Parts A or C, very rarely under Part B. 
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1.2 CSE Values 


Lawfulness 


Operating scrupulously within the laws of Canada. 


Every employee, observing this value: 


• considers and follows relevant laws when taking action or making decisions; 
• when in doubt, seeks advice and guidance from experts (e.g., their managers, CSE legal 


services, access to information and privacy) to identify the course of action that is consistent 
with the law; and 


• respects the law and the obligation to maintain the oath of secrecy and high standards of 
security. 


Respect 


Believing in each other's ability to contribute to CSE's vision and mission and respecting the talents 
of all our employees. Treating all employees — regardless of level, occupation and location — with 
equal consideration and dignity. 


Every employee, observing this value: 


• recognizes and supports everyone's ability to contribute to CSE's vision, respecting the 
diversity of all employees' attributes and talents; 


• creates a supportive environment, enabling others to feel confident about their contributions and 
encouraging them to be self-starting and innovative; and 


• seeks to understand and balance the competing demands between work and personal life. 


Integrity 


Always acting ethically, reliably, and forthrightly. Assuming responsibility for actions taken and 
decisions made. 


Every employee, observing this value: 


• deals honestly and openly with people both inside and outside CSE; 
• agrees on a desired outcome — through consultation with co-workers and clients — and works 


diligently to achieve it; 
• respects the confidentiality and privacy of information; and 
• accepts accountability for actions and outcomes without passing blame. 
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Teamwork 


Everyone working together as partners to achieve our vision through an integrated process and 
clearly defined goals, roles and responsibilities. 


Every employee, observing this value: 


• provides clear communication and support to enable others to achieve higher common goals; 
• puts team performance first by supporting a common vision and putting the desired outcome 


ahead of personal gain; 
• realizes that the shared knowledge of individuals with different backgrounds is key to 


developing effective solutions and strategies; 
• listens to others and willingly shares needed information, treating the opinions and concerns of 


others with respect; and 
• builds partnerships both inside and outside of government, convincing others of the advantages 


of working together toward a common objective. 


Professionalism 


Consistently producing high quality work for all business activities while setting a standard for 
others to follow. Operating in a manner that complements the standards of specific professions and 
reinforces CSE's values. 


Every employee, observing this value: 


• applies or interprets rules and regulations responsibly by understanding their general intent and 
by bringing any that are in need of review/revision to the attention of the responsible parties; 


• consistently takes a stand for the right thing to do — despite opposition from others — but knows 
when to compromise and set aside differences for the common good of CSE; 


• produces quality work — as defined with the client — that is clear, accurate and precise, while, at 
the same time, continuously striving for improvement; 


• identifies obstacles to the delivery of results, solving problems as they arise or making the 
appropriate persons aware when assistance is needed; 


• accepts ultimate responsibility for his/her own continuing professional development and draws 
upon relevant learning opportunities and resources available through CSE; 


• helps set performance standards and ensures their common understanding and consistent 
interpretation; and 


• employs performance standards to make decisions objectively and openly, and to encourage 
consistency in dealings with others. 
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Service 


Anticipating, understanding and responding appropriately to client needs. Striving to meet — if not 
exceed — CSE's quality service standards. 


Every employee, observing this value: 


• establishes and maintains strategic partnerships with other CSE employees to deliver quality 
products and services; 


• knows when to say "no" to clients or co-workers in a manner consistent with CSE's values; 
• focuses on the development of products and services that take advantage of diverse and 


changing technology; and 
• anticipates client needs and responds appropriately. 


Innovation 


Developing new ways of understanding situations, solving problems and creating opportunities. 


Every employee, observing this value: 


• researches and develops new ideas and/or concepts, challenging assumptions and the status quo 
when necessary, to improve work methods and solve common problems; 


• engages others in the thinking process (e.g., asking what if, undertaking option analysis, etc.) to 
encourage and assist them in finding solutions to problems or improving work methods; 


• supports calculated risk-taking and applies best practices and lessons learned; and 
• identifies and capitalizes on opportunities in new business segments to revitalize or abandon 


markets or programs as appropriate. 


For more information 


The "CSE Values and Ethics Code" can be found on the CSE Intranet at: 
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1.3 Foreign Intelligence 


What is intelligence? 


Traditionally, intelligence has been subdivided into several categories. Commercial intelligence 
relates to the capabilities and intentions of one's commercial rivals and competitors, often to the 
acquisition of confidential or proprietary information about their strategies, e.g., bid information, 
processes, finances or markets. Military intelligence can be either tactical — relating to the 
disposition of the enemy's troops and equipment in the field — or strategic, relating to longer-term 
capabilities in the light of total military strength and the capacity to maintain it. Security 
intelligence applies to both domestic and foreign threats to the basic security of a state and to the 
integrity of the state system. Criminal intelligence applies to that which the police should know in 
order to counter and apprehend those engaged in organized crime, smuggling, extortion and the like. 
Foreign intelligence is probably the broadest category, in that it relates to the defence of a country 
and the conduct of its foreign affairs in the widest sense. 


What is foreign intelligence? 


As an employee of CSE's Intelligence Branch, you will soon be writing foreign intelligence reports 
for senior Government of Canada officials. 


Foreign intelligence (FI) is defined as "information or intelligence about the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist group, as they 
relate to international affairs, defence or security" (National Defence Act Part V.1, Section 273.61). 
It includes data of a and is obtained 
from a variety of sources. (To remember the key elements "capabilities, intentions, or activities",
think CIA.) 


What is SIGINT? 


Signals intelligence (SIGINT) can be broken down into three categories: 
• COMINT (Communications Intelligence) 
• ELINT (Electronic Intelligence) 
• FISINT (Foreign Instrumentation Signals Intelligence) 


Most of the analysts in CSE's Intelligence Branch deal primarily with COMINT, or foreign 
communications intelligence. The intelligence is derived from several different sources, primarily 


sources. 


ELINT is by the 
to track electronic emissions, and 
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How COMINT is collected 


The communication modes that are used to rovide COMINT include 


Communications may be 


Signals are carried on electromagnetic waves that travel within and/or through the earth's 
atmosphere. These signals are communications between two entities: the transmitter and the 
recipient. Common examples of a transmitter are radio and television stations, while the receivers 
are the listeners and viewers. 


Just as public broadcast communications are carried in the form of electromagnetic waves, so are 
private communications. Although private communications are not meant to be received en masse 
like public broadcasting signals, there is nothing to prevent unintended recipients from intercepting 
a private message if they have the proper equipment. When such a message is intercepted, it is still 
received undisturbed by the intended recipient; therefore the transmitter and recipient have no way 
of knowing whether the message was intercepted along the way. Some transmitting parties, aware 
that this form of intercepting communications exists, will send messages in a coded or encrypted 
form. The recipient, who has the key to the cipher, can decode the message and read it. Any 
unintended recipients who intercept the enciphered signal will not be able to read the actual message 
unless they can break the cipher. 


CSE's international partners 


Canada is one of five countries that have formed an alliance to cooperate in the 
of foreign intelligence. The five members of the quinquepartite ("Five-Eyes") 


agreement are: 


Acronym Agency Country 
CSEC Communications Security Establishment Canada Canada 
NSA National Security Agency USA 


GCHQ Government Communications Headquarters UK 
DSD Defence Signals Directorate Australia 


GCSB Government Communications Security Bureau New Zealand 


Second party operations 


Not only do these five governments cooperate in the of SIGINT, they 
have also agreed not to mount a SIGINT effort against one another. Thus, when we say that CSE 


foreign intelligence signals, we mean signals from any country other than 
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the Five-Eyes. So, when we speak of Second Party operations (e.g. collection, requirements, 
reporting) we are referring to operations undertaken by one or more of the other four countries in 
the quinquepartite agreement. 


is located in room SLT A241 and has a 
classified matters can be discussed 
is in room SLT B256 and has a 
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CHAPTER 2: INTELLIGENCE BRANCH (DGI) 


2.1 Introduction 


Intelligence Branch mandate 


The Intelligence Branch. officially known as the Directorate General Intelligence or DGI, is 
responsible for the provision of foreign intelligence reports and activities in support of Government 
of Canada intelligence priorities. 


Web location — DGI Homepage 


Information from the Intelligence Branch is posted on the CSE Intranet under Organization > 
SIGINT > Intelligence at 


CSE SIGINT Organization 


25 September 2013 
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2.2 Organizational Structure of DGI 


Overview 


The Intelligence Branch is comprised of the following five groups: 


The group.Group)'s mandate is to produce SIGINT analysis, 
reporting, and services in support of the GC's requirements on 


and. below are 
informally known as the Office of Counter-Terrorism (OCT), whereas is known as the Office of 


The Grou )'s mandate is to rovide forei n intelligence supporting the 
as well as requirements, including 
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The 


IRRELEVANT and 


group focuses on 
concentrates on issues related to 


This includes both traditional 
operations. Its primary targets are 


The group Group) consists of the 
the and the 


focuses on advanced techniques of 
data and analysis throughout CSE. It 


provides support to aims to be the first stop for new analytical 
tradecraft in DGI. Its staff supports DGI throug teaching and delivering-


assists in developing, acquiring or promulgating techniques for advanced 
information management, open source intelligence and 


development. focuses on 
activities include: 


• 


• 


• 


Client an 


The Client and Group Group) supports the critical business functions of the 
Intelligence Branch through the activities of its three components, Client 
Services (CRO and support), and the Program. 


(budgeting, training,IM) 
Client Services (CRO and support) 
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2.3 Groups Contributing to the Work of DGI 


Introduction 


DGI operates together with virtually all other areas of SIGINT. This section describes the groups 
that comprise the SIGINT organization at CSE, and shows how their efforts contribute to the work 
that DGI performs. 


The overall architecture within SIGINT is illustrated below: 


SIGINT 


I 
I I I 


--\ .' 
DG DG DG SIGINT DG Core 


Intelligence Access Programs SIGINT 
(DGI) (DGA) (DGP) Systems 


DG Access 


DGA works to ensure CSE has the ability t 


DGA is organized into the following groups: 
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DGA 


DG SIGINT Programs 


DG SIGINT Programs (DGP, previously known as EGroup) is responsible for a number of 
coordination functions. DGP maintains situational awareness of the strategic, operational and 
technical aspects of the end-to-end SIGINT mission. 


DGP is made up of four groups: 
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DGP 


Business 
Development 


Operational 
Coordination 


(SPO) 


Require-
ments 
(SPR) 


Business Develo ment 
manages the and 


The-manages SIGINT-related training and education at CSE, primarily through in-house 
developed learning events, but also by arrangement hrough 
external course registration. 


two mandates are SIGINT Planning and SIGINT Performance Measurement. SIGINT 
Planning produces strategic operational plans, and the Metrics team produces data and analyses 
(metrics) illustrating SIGINT' s performance against strategic or technical plans. 


and staff facilitate the development of 


Operational Coordination (SPO) 
SPO is responsible for maintaining the 
for managing the CSE Operational Production and Coordination Centre (COPCC). 


and 


(also known as the Watch Office, formerly CANSOC, Canadian SIGINT Operations 
Centre), located in SLT C246, fulfills its role through two distinct areas. The Communications area 
is responsible for monitoring and troubleshooting CSE's internal and external communications and 
networks, and providing after-hours IT Service Desk support. The Watch Office is responsible for 
24-hour monitoring of SIGINT and open sources for terrorism, outbreaks of hostilities and other 
threats to Canadian security. also provides support to Client Relations Officers (CROs) and 
is the first responder in crisis situations. 


COPCC, located in SLT C422, is a centralized operations structure that brings together critical staff 
from to concentrate on urgent 
intelligence priorities. The COPCC, also known as "the floor", coordinates area specialists within a 
centralized operations structure that work together on the priority issues of the day. 
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Requirements (SPR) 
Two key components within the SIGINT Requirements group are SIGINT Programs Oversight and 


Compliance (SPOC) and SIGINT Programs Operational Requirements (SPOR). 


SPOC is responsible for ensuring that SIGINT's activities are conducted in compliance with CSE's 


legal and policy framework. SPOC also acts as internal oversight for SIGINT, including the 


implementation of compliance validation monitoring procedures. SPOC also produces the Canadian 


SIGINT Operations Instructions (CSOIs), which provide guidance to SIGINT personnel on how to 


conduct their work on a day-to-day basis. SPOC is the point of entry into SIGINT for external and 


internal audits and reviews (e.g., the Office of the CSE Commissioner (OCSEC)) and oversees the 
implementation of recommendations resulting from these reviews. In addition, SPOC coordinates 


the SIGINT response to the disclosure of SIGINT outside COMINT channels (e.g., Access to 


Information requests, government inquiries, criminal prosecutions and civil litigation suits). 


SPORIRRELEVANT maintains the National SIGINT 


Priorities List (NSPL). 


DG Core SIGINT Systems 


DG Core SIGINT Systems includes the following four groups: 


DG Core 
SIGINT 


Systems 


I I I
i \ 1 . -\ 


Tutte Data Joint SIGINT 
Institute for Analysis & Research Systems 
Mathematics Enrichment Office Development 


and (JRO) (SSD) 
Computing 


(TIMC) }  .9 \_ 


Tutte Institute for Mathematics and Computing (TIMC) 
The TIMC, formerly called the Cryptologic Research Institute (CRI), conducts classified research in 
the areas of cryptology and knowledge discovery. It is the first classified research institute of its 
kind in Canada, and works in partnership with a network of: 


• distinguished mathematicians, computer scientists and engineers at the national and 
international level, 


• leading researchers from Canadian and international universities and research institutes, and 
• various Canadian governmental agencies. 
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Data Anal sis and Enrichment 


Joint Research Office (JRO) 
The JRO provides joint ITS and SIGINT oversight to ensure CSE's research program as a whole is 
responsive to the operational environment. The JRO monitors research requirements, provides 
advice and guidance on technology transfer, fosters research relationships, and aligns CSE's 
research programs through research management. 


SIGINT Systems Development (SSD) 
The mandate of SSD (formerlygiroup) is to provide state-of-the-art IT solutions and support to 
SIGINT staff and clients in the government, while researching potential IT alternatives for the 
future. SSD is responsible for researching, developing, and maintaining many of the SIGINT tools 
which DGI analysts use, including: 


• , the end-product report storage and authoring tool, 
• 


•   and targeting tool, and 
the metadata database for collected traffic. 
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2.4 DGI Reporting 


Overview 


Previously, the Intelligence Branch focused primarily on 
reporting. However, since the events of September 11 and Parliament's passing of the Anti-
Terrorism Act in December 2001, greater emphasis has been put on reporting. The 
emphasis on was again reinforced in April 2004 with the introduction of Canada's National 
Security Policy, the first-ever policy of its kind in Canada (see 


While it is eas to divide SIGINT into broad re sortin areas, there is much inherent ambi uit and 
overlap. 


SIGINT has to contend with these blurred lines and alert 
complementary business lines to activity that may cross over into their areas. 


GCRs 


Government of Canada Requirements (GCRs) reflect the Canadian government's ongoing 
intelligence requirements. 


GCRs are generated by SIGINT Programs Operational Requirements (SPOR), based on feedback 
from clients stating their areas of interest. A GCR is made up of a 


A general statement 
of a requirement is used as the basis for a GCR. For example, is the GCR for 


For a complete list of GCRs, search for 
"GCR" in theme which contains a link to the list. 


Currently, there are over GCRs on the GCR list. 


National SIGINT Priorities List 


The National SIGINT Priorities List (NSPL) was developed in March 2004 to help CSE focus its 
work on those areas of highest overall concern to the Government of Canada in order to best 
leverage resources and optimize the SIGINT system. 


The national requirements for SIGINT are presented and managed in 2 ways: 


Standing Issues 


25 September 2013 


The "Standing Issues" portion of the NSPL reflects the intelligence 
requirements of highest priority to the Government of Canada. These 
priorities are ranked 0-4. 
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Watching Briefs The "Watching Briefs" of the NSPL are derived from 


The NSPL is updated and reviewed on a regular basis—in the case of the Standing Issues, at least 
quarterly; for Watching Briefs, at least weekly. The current NSPL can be found on the CSE website 
under Organization > SIGINT > National SIGINT Priorities List. 


Reporting 


Most of the analysts who write end-product reports (EPRs) work in 
These ana ysts write EPRs, 


They work closely with our counterparts at CSIS 


Reporting 


Analysts assigned to belong to the group, and generally 
work with interce ste communications traffi 


IRRELEVANT 
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IRRELEVANT 


Rationale for reporting 


Reports based on intelligence: 


reporting 


DGI anal sts also scan traffic 


Rationale for reporting 


Reports based on intelligence can assist the Canadian government 
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DGI reports and client feedback 


Once a report has been a roved for release within DGI, it is retained in an end-product report 
database, accessible via CSE Client Relations Officers (CROs) scan the report file 
on a daily basis and choose reports to show their clients, and then the CROs provide the feedback to 
the reporting units via 


This process of client feedback via the CROs not only helps the analysts fine-tune what the clients' 
requirements are (and are not), but also contributes to the analysts' sense of work satisfaction, since 
this is evidence that their work has served a specific purpose. In some cases the CROs provide 
comments that the client made about the report, such as "the report was timely, useful", "the client 
was not aware of ...", "the client recommended that this report be shown to X", etc. The next 
section on CSE clients and Client Relations Officers explains the role of the CROs in more detail. 


2.5 Clients and Client Relations Officers (CROs) 


CSE's clients 


CSE provides SIGINT to Canadian government officials in someNdepartments in Ottawa. These 
clients are served from five client service centres located in: 


• Foreign Affairs, Trade and Development Canada (DFATD) 
• Privy Council Office (PCO) 
• Canadian Security Intelligence Service (CSIS) 
• Industry Canada (IC) 
• Department of National Defence (DND) 


Each client service centre is led by a Level V supervisor who supervises the work of the Client 
Relations Officers (CROs), monitors client satisfaction and plans future service to the client 
departments. The individual CROs are responsible for providing tailored, personalized service to up 
to= clients. 


Client Relations Officers (CROs) 


SIGINT reports are either sent directly to clients through electronic delivery services or delivered to 
clients personally by a CRO. Except for limited hard-copy series reports, SIGINT reports are stored 
in the end-product database. 
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CSE CROs are employees of the They work in 
one of the five client service centres and provide SIGINT to over clients, from director to 
ministerial level. When a new client is indoctrinated for SIGINT, the CRO conducts an 
introductory interview, explaining the SIGINT program and soliciting requirements for personalized 
service. After the interview, the CRO writes a 


This allows 
SIGINT analysts to consider this client's requirements in their acquisition and reporting efforts. 
The CRO then queries on a regular basis for end-product reports that meet the client's 
requirements. 


The frequency of client service visits varies according to the urgency of the intelligence and the 
stated needs of the client for service. Clients read SIGINT for the purpose of acquiring greater 
information on the 
They also seek insight on threats and tactics of hostile international entities of interest to the 
Government of Canada. 


Client feedback 


During a client service interview, the CRO presents the reports to the client in priority order (based 
on pertinence and urgency) and monitors the reactions of the client. These reactions and any 
information volunteered by the client are called feedback. The CRO may also ask specific questions 
concerning reporting, designed either to elicit more feedback and new requirements or to provide 
background information to analysts at CSE to steer further reporting and acquisition. 


Feedback also monitors CSE's success in answering client requirements, the quality of service and 
reporting, and how SIGINT was used by the government. 


RFIs 


Requests for Information (RFIs) are requests from clients for SIGINT support on a specific issue or 
target. They can come from any of CSE's Government of Canada clients. RFIs, submitted and 
reviewed in facilitate direct contact between CSE and the client and help analysts 
focus their targeting to assist with client operations. All RFIs are prioritized and actioned according 
to the NSPL. The response can be in the form of an end-product report or a 
sent only to the requesting agency/department. 


Info Needs 


Information Needs (Info Needs) are a means for a client to communicate foreign lead information to 
DGI for use by CSE analysts. Info Needs are disclosures of particularly sensitive operational 
information from law enforcement and security agencies (LESAs), typically CSIS, the RCMP and 
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CBSA. As the information often contains Canadian identity information (CII), Info Needs are 
communicated by e-mail to DGI, and not as an RFI. 


CRO services 


CROs offer a range of services to the client including: 


• indoctrinations and de-indoctrinations to special compartmented information 
• advice in using information from SIGINT 
• sanitizations 
• requests for suppressed information 
• referrals of reports to other clients 
• correct interpretation of SIGINT 
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CHAPTER 3: SECURITY 


3.1 Introduction 
IRRELEVANT 


Group Security Officers (GSOs) 
IRRELEVANT 


3.2 CSE Telephones 
IRRELEVANT 
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Telephone security 


IRRELEVANT 


Telephone greetings 


IRRELEVANT 


Dialing out of CSE 


IRRELEVANT 


Dialing NSA 


IRRELEVANT 


32 DGI Familiarization Manual 25 September 2013 


2017 01 05 AGC0193 /0 ,-,F 527 
A-2017-00017--02187 







CHAPTER 3: SECURITY TOP SECRET//SI 


3.3 Handling classified material 


Clearances and indoctrinations 


Most employees in the Intelligence Branch hold a Top Secret Special Access (TSSA) clearance, but 
some employees work with material that requires an additional clearance and is protected under the 
Exceptionally Controlled Information (ECI) program. Access to ECI material is on a NEED-TO-
KNOW basis, and is COMPARTMENTED; in other words, only those individuals who require the 
knowledge and clearance to work on a specific task receive the particular ECI indoctrination. 


If you receive ECI indoctrinations, please remember that ECI material is very sensitive and should 
not be the subject of idle chat. You may discuss ECI information only with people who have the 
required ECI indoctrination. 


As a new employee in the Intelligence Branch, you will need to ask many questions on a regular 
basis in order to acquire a clear picture of what we do and of what is expected of you, and you 
should not let any apprehension about treading into ECI-related matters deter you from asking 
questions. In the unlikely event that you do ask a question that touches on an ECI area, the 
respondent will simply tell you that he/she is not permitted to give you that type of information. 
Fortunately for everyone, you are already indoctrinated for the vast majority of information related 
to the daily workings of the Intelligence Branch. 


Printing of classified material 


IRRELEVANT 


Removal of classified material 


RRELEVANT 
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IRRELEVANT 


Destruction of classified material 


IRRELEVANT 


3.4 Office Security 


Uncleared personnel 


IRRELEVANT 
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Covering up 


IRRELEVANT 


Visits 


IRRELEVANT 


Disarming the office 


IRRELEVANT 


Arming the office 


IRRELEVANT 
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IRRELEVANT 


Safes 


IRRELEVANT 


Walk-through 


IRRELEVANT 


Foreign travel 


IRRELEVANT 
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Building pass 


IRRELEVANT 


Cameras 


IRRELEVANT 


Radios 


IRRELEVANT 


Portable and wireless devices (PIDs) 


IRRELEVANT 
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RRELEVANT 


CDs and multimedia files 


IRRELEVANT 


Fire alarm 


IRRELEVANT 


Health and safety 


IRRELEVANT 


Security communiqués 


RRELEVANT 
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April 2004 


Securityis your business!
IRRELEVANT 
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17 February 2004 


RRELEVANT 


PORATE NEWS INTERNAL & EXTERNAL 


PUBLIC STATEMENTS ABOUT CSE 


CSE Communications CST 
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Communications Secur ity Centre de Is Seeetite 
Establtshment des telecommunications 


IRRELEVANT 


UNCLASSIFIED 
For Internal CSE Use Only 


BBQ Season & 'Conuersational Seculrity" 


June 12, 2007 


UNCLASSIFIED 
For Internal CSE Use Only 


Canada 
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IRRELEVANT 
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UNCLASSIFIED 
For internal CSE Use Only 


RRELEVANT 


9 1111!"' 


Page 3 of 3 
UNCLASSIFIED 


For Internal CSE Use Only 


25 September 2013 DGI Familiarization Manual 43 


2017 01 05 AGC0193 nf SZ7 
A-2017-00017-02198 







CHAPTER 3: SECURITY TOP SECRET//SI 


August 2004 
IRRELEVANT 


0,1 
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IRRELEVANT 
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1►1 Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


Co 


UNCLASSIFIED 


1 Dec 2008 


What to Say A out 0 ing cfi 


IRRELEVANT 
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■ COMmunicaltong Seaway Coate de la StScuriIA
■ E3tablishrnent Canada dna talacommunications Canada 


SEC-205 Disclosure of Employment 
Effective date: December 1. 2008 


IRRELEVANT 


III II,  III JR IR III 


CONFIDENTIAL 


SEC-205 DISCLOSURE OF EMPLOYMENT 


Corporate Security Directorate 


25 September 2013 


Canada 
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48 


SEC-205 Disclosure of Employment 
:Effective date: December 1, 2008 


SEC-205 DISCLOSURE OF EMPLOYMENT continued 


RRELEVANT 


Gurpor2te Securitt Directorate Page 2 -' 
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SEC-205 Disclosure of Employment 
:Effective date: December 1, 2008 


Basic Principles about Disclosing Your Employment continued 


IRRELEVANT 


Corpor2te Security Directorate 


25 September 2013 


Coving . .0 


Page 3 
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50 


SEC-205 Disclosure of Employment 
:Effective date: December 1, 2008 


Basic Principles about Disclosing Your Employment continued 
IRRELEVANT 


.Disclosing Your Employment — General enarios 


IRRELEVANT 


Ott ' 


Corpor2te Securit • Limcforate 4 


DGI Familiarization Manual 25 September 2013 


2017 01 05 AGC0193 Gn nf R7 
A-2017-00017--02205 







CHAPTER 3: SECURITY TOP SECRET//SI 


SEC-205 Disclosure of Employment 
Effective date: December 1, 2008 CONFIDENTIAL 


Disclosing Your Employment — General Scenarios continued 


IRRELEVANT 


Disclosing Your Employment — Specific Scenarios 


IRRELEVANT 


Continued on nexi page 


Corporate Security Directorate Page 5 of 9 
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SEC-205 Disclosure of Employment 
:Effective date: December 1, 2008 


Disclosing Your Employment — Specific Scenarios anititvAct 


IRRELEVANT 


Gurpor2te Security Linx.forate 6 - 
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SEC-205 Disclosure of Employment 
:Effective date: December 1, 2008 


Disclosing Your Employment — Specific Scenarios condnrel 


IRRELEVANT 


Corporate Security Directorate 
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54 


SEC-205 Disclosure of Employment 
:Effective date: December 1, 2008 


Disclosing Your Employment Specific Scenarios continued 


IRRELEVANT 


Reference 
IRRELEVANT 


Corpor2te Security Directorate Page 8 


DGI Familiarization Manual 25 September 2013 


2017 01 05 AGC0193 527 
A-2017-00017--02209 







CHAPTER 3: SECURITY TOP SECRET//SI 


SEC-205 L',v-“,i,1-: ,ure of Employment 
1. 201:-;1' 


Policy 


IRRELEVANT 
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UNCLASSIFIED 


TEST YOUR SPY - Q 


IRRELEVANT 


'I of 2 
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UNCLASSIFIED 


IRRELEVANT 


2 of 2 
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CHAPTER 4: CSE IN THE INTELLIGENCE COMMUNITY 


4.1 GENERAL 


The core of the Canadian intelligence community comprises those departments and agencies having 
responsibilities for foreign affairs, defence and national security: 


• Privy Council Office (PCO) 
• Foreign Affairs, Trade and Development Canada (DFATD) 
• Department of National Defence (DND) 
• Canadian Security Intelligence Service (CSIS) 
• Royal Canadian Mounted Police (RCMP) 
• Public Safety and Emergency Preparedness Canada (PSEPC) 
• Canada Border Services Agency (CBSA), formerly a part of Citizenship and Immigration 


Canada (CIC) 
• Integrated Threat Assessment Centre (ITAC) 


Other departments such as Transport Canada also play an important role in the process; see the 
structural diagram below: 
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The CSE Commissioner 


The Office of the CSE Commissioner (OCSEC) was established in 1996 under the Inquiries Act, 
and the duties of the Commissioner were codified in the National Defence Act in December 2001. 
The mandate of the CSE Commissioner, a supernumerary or retired judge, is to review the 
operations of CSE and attest to their compliance with the laws and Constitution of Canada. The 
Commissioner will undertake any investigation in response to a complaint, and inform the Minister 
of National Defence and the Attorney General of any activity not in compliance with the law. The 
Commissioner submits an annual report to the Minister of National Defence, which is then tabled in 
Parliament. The Commissioner has full access to all documents related to the agency, and to the 
personnel of CSE. 


The OCSEC website at CSE contains a record of the Commissioner's Annual Reports. 


The Chief of CSE 


The Minister of National Defence is accountable to Cabinet and Parliament for all CSE activities, 
while providing direction on how CSE carries out its mandate. The Chief of CSE is a Deputy 
Minister of National Defence reporting directly to the Minister. (Before 16 November 2011, the 
Chief, as Associate Deputy Minister, reported indirectly to the Minister through two Deputy 
Ministers: the National Security Advisor to the Prime Minister, who was responsible for CSE's 
policies and operations, and the Deputy Minister of National Defence, who oversaw financial and 
administrative matters.) The Chief also participates in a committee of Deputy Ministers supporting 
the Cabinet Committee on Security, Public Health and Emergencies, chaired by the Deputy Prime 
Minister, and the Ad Hoc Cabinet Committee on Security and Intelligence Priorities, chaired by the 
Prime Minister. An Intelligence committee of Assistant Deputy Ministers meets more frequently 
throughout the year to assist the various departments and agencies to function as a community. 


Since CSE's inception, the Chiefs have been: 


1946-1971 Edward Drake 
1971-1980 Kevin O'Neill 
1980-1989 Peter Hunt 
1989-1998 Stew Woolner 
1999-2001 Ian Glen 
2001-2005 Keith Coulter 
2005-2012 John Adams 
2012- John Forster 
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4.2 The Privy Council Office (PCO) 


Role of the PCO 


The Privy Council Office (PCO) provides public service support to the Prime Minister across the 
entire spectrum of policy questions and operational issues facing the Government, including matters 
relating to the management of the federation and constitutional development. Under the direction of 
the Clerk of the Privy Council and Secretary to the Cabinet, the PCO is the general public service 
department of the Prime Minister and the Cabinet's secretariat. 


Structure of the PCO 


The clerk of the Privy Council and Secretary to the Cabinet provides direct support to the Prime 
Minister from the perspective of the values, traditions and expertise of the public service. This 
position encompasses three inter-related roles: 


• the Prime Minister's Deputy Minister 
• the head of the Public Service of Canada 
• the Secretary to the Cabinet 


As head of the public service department of the Prime Minister, the Clerk of the Privy Council 
serves as the principal link between the Prime Minister and the public service, and is responsible to 
the Prime Minister for its overall effectiveness. In providing support to the Cabinet, he or she 
provides support and advice to the Ministry as a whole to ensure that the Cabinet decision-making 
system operates according to the design of the Prime Minister. 


Under the direction of the Clerk of the Privy Council and the Secretary to the Cabinet, the function 
of the PCO is to assist the Prime Minister in maintaining the cohesion of the Ministry and giving 
direction to it. The Prime Minister looks to the PCO for advice and support, therefore, in appointing 
senior office holders and organizing the government, in operating the Cabinet decision-making 
system, in setting overall policy directions, in advising on particular initiatives, and in managing 
specific issues that are of special concern to the head of government. 


Clerk of the Privy Council and Secretary to the Cabinet 


As the senior public servant supporting the Prime Minister, the Clerk of the Privy Council and 
Secretary to the Cabinet has three primary responsibilities: 


• He/She is the Prime Minister's Deputy Minister, providing advice and support to the Prime 
Minister on his or her full range of responsibilities as head of government, including management 
of the federation. 
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• As the Secretary to the Cabinet, he/she provides support and advice to the Ministry as a whole and 
oversees the provision of policy and secretariat support to Cabinet and Cabinet Committees. 


• He/She is the Head of the Public Service, responsible for the quality of expert, professional and 
non-partisan advice and service provided by the Public Service to the Prime Minister and the 
Ministry. 


National Security Advisor to the Prime Minister 


The National Security Advisor to the Prime Minister provides information, advice and 
recommendations on national security and emergency policy matters, and coordinates integrated 
threat assessments and inter-agency cooperation among security organizations. The National 
Security Advisor also oversees two groups within the PCO: the Security and Intelligence 
Secretariat, responsible for supporting the Cabinet in formulating intelligence policies, and the 
International Assessment Staff (IAS), which produces intelligence assessments on a wide range of 
subjects for Cabinet and senior officials. 


Assistant Secretary to the Cabinet (Security and Intelligence) 


Under the direction of the Assistant Secretary to the Cabinet (Security and Intelligence), this 
secretariat is responsible for overall coordination and policy direction for the security and 
intelligence sector. It also provides secretariat support to a deputy head level committee, the 
Interdepartmental Committee on Security and Intelligence (ICSI). The Clerk of the Privy Council 
and Secretary to the Cabinet is the chair of ICSI, and the Deputy Clerk of the Privy Council (the 
Coordinator) is the vice-chair. The secretariat provides general supervision of the overall 
management of intelligence organizations and general policy guidance and priorities to the 
intelligence community. 


The Assistant Secretary to the Cabinet is also responsible for the physical and personnel security of 
the Prime Minister's Office (PMO) and the PCO. 


Assistant Secretary to the Cabinet (Global Affairs) 


The Assistant Secretary to the Cabinet (Global Affairs) has two major functions. The first derives 
from the Prime Minister's responsibility as head of government to be actively involved in the 
formulation and execution of foreign and defence policy. The Assistant Secretary provides the 
Prime Minister with advice on all major foreign and defence policy issues, and support in dealings 
with other heads of government and heads of state (e.g., correspondence, visits to Canada, and 
foreign travel). In addition, he/she deals directly, on behalf of the Prime Minister, with foreign 
government representatives in Canada and with senior officials of foreign leaders' offices. 
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Assistant Secretary to the Cabinet (Economic and Regional Development Policy) 


The Assistant Secretary to the Cabinet (Economic and Regional Development Policy) is accountable 
for monitoring, coordinating and advising on specific issues in economic and regional development 
policy and trade policy and priorities, and their implications for federal-provincial relations. 


The policy sector includes the following areas: energy, mines, agriculture, fisheries and oceans, 
forestry, science and technology, industrial and regional development, transport, communications, 
trade investment, competition policy, and labour. It also includes, in a broader sense, micro-
economic policy issues of interest to the Government. The Assistant Secretary is accountable for 
the effective functioning of the Cabinet Committee on Economic and Environmental Policy and 
various ad hoc committees as required. 


International Assessment Staff (IAS) 


The International Assessment Staff (IAS) within the PCO provides government departments and 
agencies with original, policy-neutral assessments of foreign developments and trends that may 
affect Canadian interests. 


4.3 Canada's role in the international intelligence community 


Sharing of intelligence 


Since the end of the Second World War, the Canadian intelligence community has entered into a 
number of bilateral and multilateral agreements related to the sharing of foreign or security 
intelli ence with intelligence agencies in the quinquepartite ("5-eyes") intelligence community= 


One key element involves the agreement of members of the 5-eyes community (Canada, 
US, UK, Australia and New Zealand) to cooperate in the conduct of their separate SIGINT 
programs, including the sharing of the bulk of the collected intelligence. In addition, there is a 
regular exchange of assessed intelligence among the allies, including close consultation in the 
production of such assessments. 


Collaboration 


Collaboration and task sharing are of basic benefit to Canadian intelligence activities. Canada's 
bilateral and multilateral agreements allow access to a vast and costly process that Canada could not 
and would not duplicate. In addition, collaboration in the intelligence domain contributes to 
Canada's overall relations with the countries concerned. 
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Constraints 


The Canadian intelligence community is faced with a number of constraints in its efforts to satisfy 
the needs and concerns of the Canadian government. In some areas, Canada's intelligence 
collection is based on the interests of Canada as a member of the Alliance, a part of "burden 
sharing", but recent reorientation and additional resources have focused on specifically Canadian 
requirements. Intelligence exchange with the Allies is constrained by national interest and 
availability. Policy constraints and international agreements prevent covert collection against close 
allies. 


4.4 History of CSE 


World War 11 and the Examination Unit (xii) 


During the Second World War, at the request of the Department of External Affairs, the National 
Research Council established an Examination Unit (XU) to spy on the Vichy French legation 
because Vichy "was suspected of propaganda activities in Quebec." The XU, created on 9 June 
1941 on Montreal Road, formed a cryptographic bureau in Ottawa, primarily to work against 
intercepted diplomatic cipher traffic out of Ottawa. 


Edward Drake and the Joint Discrimination Unit (JDU) 


As the XU grew during the war, it was moved to the LaSalle Academy on the corner of Guigues 
Street and Sussex Drive. In 1945, it merged with DND's Y unit and became known as the Joint 
Discrimination Unit (JDU), headed by Lieutenant-Colonel Edward Drake. At its peak, the intercept 
and processing staff amounted to 1,671 military and civilian personnel. 


Communications Branch of the National Research Council (CBNRC) 


In September 1945, the Under-Secretary of State for External Affairs and the Chiefs of Staff 
decided to recommend that a national SIGINT organization be maintained in Canada in peacetime. 
A target was established at the beginning of 1946 for an intercept organization consisting of 100 
maimed positions (40 Royal Canadian Navy, 40 Army, 20 Royal Canadian Air Force) and later a 
proposal was made for a national SIGINT centre which became known as the Communications 
Branch of the National Research Council (CBNRC) with an original establishment of 179 civilians. 


In May 1946, Prime Minister Mackenzie King approved the proposal which was in the form of an 
Order in Council over the signatures of the Ministers of National Defence, External Affairs, and 
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Trade and Commerce (for NRC). At the same time, the Communications Research Committee 
(CRC) was established to provide guidance to the national SIGINT effort. In 1948, a senior 
committee, the Communication Security Board (CSB), was also established to handle high-level 
policy matters. 


In 1950, the CBNRC moved its headquarters from the LaSalle Academy to its new building, the 
Rideau Annex, on Alta Vista Drive. However, in 1961, it outgrew the premises and moved into its 
specially built facility, the Sir Leonard Tilley Building on Heron Road. 


Division of SIGINT tasks 


When CBNRC started in 1946, the SIGINT tasks undertaken, by arrangement with UK and US 
authorities, were 


The basic purpose of these tasks was to provide initial 
training in producing intelligence from a variety of foreign communications and cipher systems. 


In 1947, arrangements were made with the UK and US to take over certain aspects of the work on a 


By 1950, the main focus had shifted to work on Canadian intercepted traffic, and the 


Creation of CSE 


On 1 April 1975, CBNRC was transferred to the Department of National Defence and became the 
Communications Security Establishment, or CSE. This came about as a result of a January 1974 
CBC TV program called "The Fifth Estate: The Espionage Establishment", which revealed 
CBNRC's involvement with security and intelligence matters and its association with NSA and 
GCHQ. 


CSE was established within DND as the national agency responsible for Canadian communications 
security (COMSEC) and SIGINT programs. While the Minister of National Defence was 
designated the minister responsible for CSE, CSE was established as a distinct entity within DND. 
CSE's "separate employer" status has made it less dependent on DND in the administrative area 
than CBNRC was on the NRC: for example, CSE could now do its own collective bargaining, job 
classification, hiring and other such administrative functions. 
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In early 2008, CSE changed its name to CSEC, in line with the Federal Identity Program of the 
Government of Canada, which requires all federal agencies to have the word Canada in their name. 


Late Cold-War Period 


Throughout the 1990s, as CSE moved further away from its Cold War focus, the pace of change in 
the telecommunications world shifted from evolutionary to revolutionary. New technologies 
proliferated. The volume, variety and velocity of communications increased exponentially. The 
routing of messages became unpredictable — "anything could be anywhere" in the new 
communications landscape. At the same time, budget and human resources cutbacks impaired 
CSE's ability to keep up with the changing world. 


9-11 and the Anti-terrorism Act 


The terrorist attacks of 11 September 2001 fundamentally changed the way security issues are dealt 
with in North America. These events were a wake-up call for Canada and a turning point for CSE. 
Up to this time, CSE was legally prevented from targeting any communication where there might be 
a possibility of intercepting a Canadian "private communication," which is defined in Canada's 
Criminal Code as any communication that originates or terminates in Canada, where there is an 
expectation of privacy. When the target was the Soviet Union, there was little risk of intercepting 
private communications. But with globalization and the Internet, CSE had no way of ensuring that 
its foreign targets' communications did not originate or terminate in Canada. Although CSE had the 
technical capability to collect foreign intelligence, it legally had some constraints. 


The Chief of CSE at the time, Keith Coulter, was informed by his General Counsel Solicitor-Clien 
Solicitor-Client Privilege 


CSE and Department of Justice drafters worked through a three-week-long session, developing new 
concepts in Canadian law — including the regime of Ministerial Authorization — to resolve the matter 
of the interception of private communications so that CSE could be empowered to carry out its 
mandate. 


Cabinet Confidence 
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CSE's new legislation was included into the Anti-terrorism Act, which was tabled in Parliament on 
October 15, 2001. It was passed in record time and came into force on December 24, after making 
its way through committee hearings in the House of Commons and the Senate. 


The Anti-terrorism Act impacted CSE in two important ways: it provided CSE with a legislated 
mandate, and it filled an authority gap that enabled CSE to engage in the war on terrorism. Under its 
legislated mandate, CSE engages in three broad areas of activity: collection of foreign intelligence 
("Part A"), protection of electronic information ("Part B"), and assistance to federal law 
enforcement and security agencies ("Part C"). Under Ministerial authority, when directing its 
activities at foreign entities abroad, CSE could now conduct operations even if doing so risked 
acquiring private communications of Canadians as well. When this occurs, the Act allows CSE, in 
cases where a strict set of conditions is met, to use and retain these communications. Otherwise, 
upon recognition, they are deleted. Similarly, CSE may now obtain a Ministerial Authorization to 
carry out essential IT Security activities that run the risk of intercepting private communications. 
In support of the commitments outlined in the National Security Policy, CSE has greatly increased 
its focus on security issues. CSE now devotes the majority of its foreign intelligence efforts to 
gathering and reporting intelligence on issues such as CSE 
also supports deployed Canadian Forces operations abroad. Consistent with the objectives of the 
National Security Policy, CSE is focusing ever more sharply on helping the Government protect its 
most critical information and networks. 


Intelligence provided by CSE has been directly responsible for helping to protect Canadian troops in 
Afghanistan from terrorist attack. CSE has also provided intelligence on foreign terrorist targets 
used to protect the safety and interests of Canadians and our closest allies. This was intelligence that 
CSE would not have been able to acquire without the Anti-terrorism Act. Similarly, CSE's IT 
Security program has used Ministerial Authorizations to ensure that Government of Canada 
computer systems and networks are better protected from cyber attack. 


CSE Historical Society 


More about CSE's history can be found on the CSE Historical Society's webpage. This is a 
volunteer organization, which anyone can join and contribute to. See 


4.5 A History of Intelligence Agreements 


1940 


The Ogdensburg Treaty formalized the means and methods to coordinate North American security 
and information sharing. United States/Canadian intelligence cooperation began in October 1941 
when the Canadians offered the US Federal Communications Commission free access to the product 
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of Canadian wireless monitoring activities. In return, the US gave Canada technical direction-
finding (DF) data that subsequently made significant contributions to the Allied North Atlantic 
Ocean surveillance network. This was the beginning of Canada's SIGINT capability. 


1945 


Britain and the US agree on a SIGINT accord known as BRUSA (later known as UKUSA). The 
BRUSA bilateral agreement provided for sharing material with other Commonwealth countries, and 
for a special Canada/US link and task-sharing. The agreement was signed 5 March 1946. 


1946 


Commonwealth Signals Intelligence Conference, February 22 to March 8 


After the end of World War II, the US and the four "old commonwealth" countries (UK, Canada, 
Australia and New Zealand) decided that signals intelligence provided material of such value that it 
should not be abandoned. The effort required was so great that wartime cooperation in allocating 
targets had to be continued. The agreement resulting from this conference achieved that objective 
and provided for future cooperation. One of the recommendations of the conference was: 


"SIGINT centres and intercept stations, existing or established, will not be regarded solely as 
part of the intelligence organization of the country or command in which they are situated, but 
will also form part of a SIGINT scheme in the interests of the Commonwealth as a whole." 


Authority: In consultation with other Canadian authorities, the Under-Secretary of State for 
External Affairs (USSEA) approved the negotiation of the arrangements set out in the conference 
recommendations. He presumably kept the Prime Minister informed, but there is no record of this. 


1948 


Formal 5-eyes SIGINT agreement reached; minor changes from the BRUSA agreement. 


1949 


Canada/US Signals Intelligence Agreement (CANUS) 


This agreement formalized the arrangements under which Canada and the US had been cooperating. 
The agreement was to govern COMINT relations between the two countries on behalf of the 
existing and any successor COMINT authorities. Exchange of material and information was to be 
adequate to meet national requirements, and in particular the intelligence product was to be 
exchanged to meet the intelligence requirements of the agencies represented by each authority. 
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Authority: With the approval of the USSEA, the Chairman of the Communications Research 
Committee exchanged letters with the Chairman, United States Communications Intelligence Board. 
Appendices covering security principles and technical implementation were agreed later in 1949. 


1957 


Tripartite Alerts Agreement 


Formalized existing arrangements among Canada, the US and the UK for automatic and rapid 
exchange of intelligence indicating the intention on the part of any Communist country to initiate 
hostilities in the NATO area, with a provision for channels of communication on a continuous 24-
hour basis. 


Authority: With the agreement of the Prime Minister, SSEA and Minister of National Defence, an 
exchange of letters took place in Washington between the Canadian and UK Ambassadors and the 
Secretary of State. This was confirmed in London and Ottawa, and constitutes a formal 
international agreement. 


Agreements with US and UK intelligence authorities were made whereby Canada undertook to bear 
the main responsibility for the collection and analysis of SIGINT on The original 
trilateral CANUKUS agreement has been extended to include Australia and New Zealand and 
involves not only the exchange and exploitation of intelligence on Communist countries, but also on 
the most important strategic areas of the world. 


1960 


Tripartite Alerts Agreement Extension 


Amendment to the 1957 agreement to cover exchange of intelligence in the event of any "Sino-
Soviet Bloc" aggressive action, whether or not such action seemed likely to affect the area (i.e., 
provided for consultations on threats to world peace). 


Authority: Prime Minister approved, with agreement of SSEA and Minister of Defence, an 
exchange of letters between Canadian and UK Ambassadors in Washington and the US Secretary of 
State, constituting a further formal international agreement. 


1965 


Bilateral Canada-US agreement on consultation in relation to situations which might lead to the 
outbreak of hostilities involving North America and concerning procedures relating to the 
authorization of the Commander-in-Chief of NORAD for the operational use of nuclear weapons. 
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CHAPTER 5: ANALYST APPLICATIONS 


Most analyst applications are used for traffic scanning, reporting, research and target development. 


The repertoire of analyst applications is in a constant state of flux, with new tools emerging, old 
tools being decommissioned, and revisions and upgrades occurring constantly. The list of tools 
presented in this section is a current snapshot of some of the more important and frequently used 
tools. A fuller list with more complete descriptions can be found on the 
search "Tools". 


In addition to the tools listed below, the CSE Intranet and Extranets are valuable research resources 
for personal, professional, and organizational reasons. The CSE Intranet offers analysts access to 


The CSE homepage Analysts have access 
to the the homepages of 


education, as well as virtually all of CSE's policies, directives, manuals, 
and other traditionally "paper" products. 


Through the CSE Intranet homepage, analysts are also able to access the various 
Government of Canada Extranets. These include the 
CTSN, the Canadian Top Secret Network. 
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CTSN 


The Canadian Top Secret Network (CTSN, previously called MANDRAKE) is CSE's secure online 
link with its Government of Canada partners in the security and intelligence community. Available 
only in the National Capital Region at the TS//SI//TK level, CTSN provides e-mail connectivity and 
provides an electronic intelligence dissemination network using web technology. 


CTSN also includes a powerful search function from the main CTSN page, where users are able to 
search for in each of the five member departments, as well as in other related GC 
departments like the RCMP, the Department of Justice, Citizenship and Immigration Canada (CIC), 
and the Canada Revenue Agency (CRA). 
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IRRELEVANT 
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MANDRAKE 


See CTSN. 


is CSE's end-product report (EPR) database and report creatin tool and contains the 
EPRs that CSE produces and that CSE receives from Second Parties. Using , analysts 
can search and scan reports, draft and release new reports, create intelligence items, and review 
feedback on reports. 


It is the first-line resource for gathering information and 
for assessing reportability of potentially new intelligence. 
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See 


For more information on analyst applications, see the entry SIGINT Tools. 
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CHAPTER 6: ANALYST DUTIES 


6.1 Overview 


Reporting 


One of the main res eonsibilities of the DGI anal st, earticularly of those in 
is to produce forei n intelli ence 


issues pertaining to
that are of interest to the Canadian government. To accomplish this, the analyst 


must be able to analyze, interpret and assess the intelligence value of collected traffic, and to 
maintain a good background knowledge of various global issues. In addition, a majority of 


require the analyst to develop and maintain language skills through self-study, 
courses, and/or reading magazines and other foreign language material. 


reports on 


Once the research and analysis has been completed, the analyst writes an EPR (=end-product 
report) using CSE's SIGINT reporting tool. These reports may be limited to 
Canadian clients, such as CSIS, the PCO or DFATD, or may be disseminated throughout the 5-
Eyes community. 


Targeting 


Analysts are assigned In some cases these 
in other cases, the 


Within a 
identified as entities of interest, i.e., targets. Selectors (e.g., phone numbers, e-mail addresses, IP 
addresses) are associated with these entities and targeted in Analysts will often 
seek out these selectors and target (and detarget) them as necessary, in order to collect (intercept) 
communications to and from these entities. 


Analysts are responsible for reporting on these targets on the basis of intercepted 
communications. They must eventually develop a sound knowledge of related current events, 
Government of Canada requirements (GCRs), volume and type of traffic received, and the 
reportability of the intercepted communications. 


Scanning 


Once a selector is targeted, the analyst scans the traffic database (CTR, or Consolidated Traffic 
Repository, accessed through for reportable 
intelligence. In addition, classified and open-source publications are scanned for content that 
may provide background information and augment the intelligence. Scanning, therefore, plays a 
major role in much of the analyst's activities. 
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SIGINT Development 


Another aspect of an analyst's duties is SIGINT Development (SD). SD is the set of activities 
and processes that enable access to foreign intelligence in the global network. The analyst is 
responsible for knowing as much information as possible about the target to help the SIGINT 
system collect data for the analyst to provide intelligence to clients. Any information 
indicating is essential for the end-to-end SIGINT system to find 


the target. An analyst's SD activities may include, but are not limited to: 


• 


• 


• 


Other duties 


In addition to scanning, reporting, and SD duties, analysts are required to always be on the 
lookout for keywords and new selectors that could be submitted for targeting. Such information 
can be obtained by having CROs request that their clients provide them with 


When time allows, DGI analysts also update existing working aids and develop new ones that 
pertain to their tasks. An example of a working aid that analysts can and should continually 
consult and update is the Analysts are encouraged to develop any working aids that 
may help them or others with their tasks. 


6.2 Scanning 


Scanning EPRs 


The analyst scans end-product reports (EPRs) in on a daily basis in order to: 


• be informed of recent developments in current issues and specifically in matters relating to 
his/her targets, 


• see what CSE's especially on his/her targets, 
• see what other areas in DGI are reporting to maintain a general knowledge of all DGI 


reporting, and 
• verify that a report he/she issued the previous day is in the database with no errors; if there is 


an error a correction or cancellation may be required. 
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The analyst also scans for clients' feedback on the analyst's reporting line, which may provide 
valuable information that influences future reporting. Feedback often reveals the areas of 
heightened interest or concerns about timeliness, relevance, or other factors. 


Scanning open-source material 


Analysts are expected to stay abreast of developments in their area of responsibility through 
newspapers, journals and other non-classified sources. Such research is essential to their 
understanding of a topic and their ability to follow developments, including changes in 
terminology. Keeping up with open-source reporting also enables the analyst to determine the 
urgency of reporting on a given subject, and to eliminate or use effectively material already in 
the public domain. 


CSE subscribes to a variety of English and foreign language newspapers and journals, and 
analysts are expected to read these regularly. They can have their names added to distribution 
lists for these publications by contacting Library Information Services. Analysts are also 
encouraged to suggest additional publications to which CSE could subscribe. 


Most units have shared laptop computers with 
available for research. The CSE Library can also conduct searches on 
request, throw h access to outside libraries and online databases. Analysts usually get the 
required briefing and indoctrination soon after joining DGI. 


is the office that 


Scanning traffic 


Analysts use application, 
fax, The traffic is stored in Consolidated 
Traffic Repository (CTR). 
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The Office of Cryptologic Studies (OCS) provides several modules of online training for 
Consult the OCS web page for more information, or contact 


Annotating traffic 


In order to protect the identity of Canadians and their communications while scanning traffic, 
analysts must annotate any traffic where: 


• one communicant (whether Canadian or not) is physically located in Canada, 
• one communicant is Canadian and physically located outside Canada, or 
• both communicants are foreign, located outside Canada, and the communication contains 


information about a Canadian person, organization or company, but that information does not 
constitute foreign intelligence. 


Guidelines on annotating traffic can be found in OPS-1, Annex 2. More information on 
annotations can be found in the under "Privacy Annotations", as well as on the DGI 
homepage under "Privacy of Canadians". The OCS also offers the mandatory course 5286 
Privacy Annotations and Sign-Off Procedures, usually scheduled twice each year. 


6.3 Reporting 


Reportability 


The analyst's first priority (and CSE's main responsibility) is to provide foreign intelligence that 
supports the development and conduct of the Canadian government's foreign, defence, economic 
and security policies. 


When deciding on the reportability of an item, the analyst must take into consideration such 
things as: 


• Government of Canada Requirements (GCRs) 
• the National SIGINT Priorities List (NSPL) 
• previous reporting on the topic, either by CSE or a partner agency 
• whether the information would be available through open sources 
• the current reporting threshold; e.g., if the message has less intelligence value but the unit is 


not busy, the message can be reported; however, if everyone is very busy, the analyst may 
decide not to report it. 


Frequently, a single piece of traffic will not provide sufficient information on which to report — it 
may provide only one piece of the puzzle. In such cases, the analyst must continue searching for 
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traffic over a period of time until there is sufficient information to put all the pieces of the puzzle 
together. 


In the case of reporting, CSE's first priority and main responsibility is 


material, then by issues of interest to Canada. If a piece of traffic is reportable but is not CSE's 
main reporting responsibility, second-party agencies, e.g. NSA, should be consulted by 
phone or e-mail to However, if the 
material is particularly sensitive for Canada, the analyst will forego contacting the second-party 
agency and issue the report as Canadian Eyes Only (CEO). 


Translation 


SIGINT traffic in a foreign language must be translated into English before it is reported. The 
act of translating obliges the translator/reporter to clarify points in the original language which 
may be vague and therefore open to interpretation. The role of the translation quality controller, 
another analyst competent in the language, is to ensure that the correct interpretation of the 
original text has been rendered into proper English. As a result, the translator should produce a 
polished, accurate translation to demonstrate that the concepts and nuances of the original text 
have been properly understood and idiomatically reformulated. (In some cases, analysts may be 
granted an exemption and draft the report without first doing a translation.) 


Besides dictionaries and linguistic working aids, there are various political reference books, end-
product databases, and human resources (e.g., linguists, CROs, the CSE librarian) that the 
analyst can turn to for help to ensure that he/she has a good understanding of the subject at hand 
and produces an accurate translation. 


If a translation specialist is not available, analysts can also use machine translation applications 
for producing a rough gist of which ideally will provide a good enough 
English rendition to determine if the traffic is potentially useful. A fuller translation can then be 
requested from a linguist analyst if warranted. CSE currently uses 
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into English, as well as identifying 
an unknown language. (For sensitive translations that should remain CEO, a 
version is also available; see the entry under for access information.) 


I 


Analysts may also provide translations to other SIGINT groups (particularly 
Data Analysis and Enrichment for Cryptologic 
Intelligence Reports (CIRs). Analysts are also asked to bring any reportable CIR items that they 
come across in their scanning to the attention of the respective groups. CIR material includes 
information such 


Although CIR translations are usually short and seem straightforward, they are often difficult to 
do because they can be quite technical. 


Reporting 


The analyst reports the intelligence in the traffic according to the reporting guidelines (see in 
particular CSOI-4-1 SIGINT Reporting). It is the analyst's responsibility to write an objective 
and accurate report, and verify the accuracy or meaning of anything in the original text that may 
be ambiguous (e.g., the accuracy of a title, the expansion of an abbreviation, 


Once the report has been written, it is (1) reviewed by one or more editors who verify and 
confirm that it conforms to all legal and policy guidelines, (2) returned for corrections, and (3) 
approved for release by the appropriate authority. Once released, the report will appear in 


and can be accessed by all valid recipients, including Client Relations Officers 
(CROs) who can select it to show to interested clients within the Government of Canada. 
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APPENDIX: Commonly Used Acronyms at CSE 


ADCS Associate Deputy Chief 
SIGINT 


ADM 


ATIP 


Assistant Deputy Minister 


Access to Information and 
Privacy 


ATK Analyst Tool Kit 


BRLO British Liaison Office 


CAG Collective Address Group 


CANSLO Canadian Special Liaison 
Office 


CAP Counseling Advisory 
Program 


CAPIA 


CBSA 


GCSE 


Canadian Association of 
Professional Intelligence 
Anal sts 


Canada Border Services 
Agency 


Chief CSE 


CDI 


CEO 


Chief of Defence 
Intelligence (DND) 
former DGINT 


Canadian Eyes Only 


CFEWC Canadian Forces 
Electronic Warfare Centre 


CFIOG Canadian Forces 
Information Operations 
Group 


CFJIC Canadian Forces Joint 
Imagery Centre 


CFSOC 


CIO 


Canadian Forces SIGINT 
Operations Centre 


Chief Information Officer 


CIP Critical Infrastructure 
Protection 


CIR Cryptologic/Communicatio 
ns Information Report 


CM Collection Management 


COI Community of Interest 


COMINT Communications 
Intelligence 


COMPUSEC 


COMSEC 


Computer Security


Communications Securit 


CONOP Concept of Operations 


COPCC 


CRM 


CSE Operational 
Production and 
Coordination Centre 


Client Relations 
Management 


CRO Client Relations Officer 


CSIS Canadian Security 
Intelligence Service 


CSOI Canadian SIGINT 
Operations Instruction 


CT Counter Terrorism 


CVAN CSE Visitor Access 
Notification 


CWW Compressed Work Week 
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DDI Delivery Distribution 
Indicator 


DFAIT Department of Foreign 
Affairs and International 
Trade (formerly FAC and 
ITCan; now DFATD) 


DFATD Department of Foreign 
Affairs, Trade and 
Development Canada 
(formerly DFAIT) 


DFO Department of Fisheries 
and Oceans 


DGA Directorate General, 
Access 


DGI Directorate General, 
Intelligence 


DGINT Director General 
Intelligence (DND) (now 
CDI) 


DGP Directorate General, 
Programs 


DGPC Directorate General, 
Policy and 
Communications 


DLS Directorate of Legal 
Services 


DM Deputy Minister 


DND Department of National 
Defence 


DNI Digital Network 
Intelli ence 


DNR Dialed Number 
Reco. nition 


DOE Division of efforts 


DSD 


ECI 


Defence Signals 
Directorate Australia 


Exceptionally Controlled 
Information 


ELINT Electronic Intelligence 


EPR End-Product Report 


ExCom Executive Committee 


FAC Foreign Affairs Canada 
(now DFATD) 
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FAMIS Financial and Asset 
Management Information 
System 


FBIS Foreign Broadcast 
Information Service 


Fl Foreign Intelligence 


FIPS Foreign Intelligence 
Priorities 


FISA Foreign Intelligence 
Surveillance Act US 


FISINT 


FTE 


Foreign Instrumentation 
Intelligence 


Full Time Equivalent 


FTP File Transfer Protocol 


G&O Goals and Objectives 


GC Government of Canada 


GCHQ Government 
Communications 
Headquarters (UK) 


GCR Government of Canada 
Requirement 


GCSB Government 
Communications Security 
Bureau (New Zealand) 


GII Global Information 
Infrastructure 


GSA Global Security Agenda 


GSO Group Security Officer 


GUI Graphical User Interface 


GWOT Global War On Terrorism 


HOM (or 
HoM 


Head of Mission 


HR Human Resources 


HRM Human Resource 
Management 


HTML HyperText Markup 
Language 


HTTP HyperText Transfer 
Protocol 


HUMINT Human Intelligence 
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HVCCO Handle Via COMINT 
Channels Only 


l&W Indications and Warnings 


IAC Intelligence Advisory 
Committee 


ICSI Interdepartmental 
Committee on Security 
and Intelligence 


IED Improvised Explosive 
Device 


IEG Interdepartmental Experts 
Group 


IM/IT 


INFOSEC 


Information 
Management/Information 
Technology 


Information Security 


10 Information Operations or 
Intelligence Officer 


IP Internet Protocol 


IPG 


ISAF 


Intelligence Priorities 
Grou. 


International Security 
Assistance Force 


ISDN Integrated Services Digital 
Network 


ISP Internet Service Provider 


ITAC Integrated Threat 
Assessment Centre 


ITCan International Trade 
Canada (now DFATD) 


ITS Information Technology 
Security 


JESI Joint Executive for SIGINT 
Interoperability 


JINTAC Joint International 
Terrorism Activity Cells 


L&D Learning & Development 


LAN Local Area Network 
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LDAP Lightweight Directory 
Access Protocol 


LEA Law Enforcement Agency 


LESA Law Enforcement and 
Security Agencies 


LO Liaison Officer 


MC Memorandum to Cabinet 


MOU Memorandum Of 
Understanding 


MSN Microsoft Network 


MTF 


NDHQ 


Management Team 
Forum 


National Defence 
Headquarters 


NRRB New Requirements and 
Request for information 
Review Board 


NSA National Security Advisor 
(Canada) 


NSA National Security Agency 
(US) 


OCIPEP Office of Critical 
Infrastructure Protection 
and Emergency 
Preparedness (now 
PSEPC) 


OCR Optical Character 
Reader/Recognition 


OCS Office of Cryptologic 
Studies (formerly OSS) 


OCT Office of Counter 
Terrorism 


OGD Other Government 
Department 


OPI Office of Primary Interest 
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ORCON 


OSS 


Originator Controlled 


GINT Studies 


PCO Privy Council Office 


PCO-IAS Privy Council Office —
Intelligence Assessment 
Secretariat 


PDA Personal Digital Assistant 


PID Portable Information 
Device 


PIQ Position Information 
Questionnaire 


PKI Public Key Infrastructure 


PLM Product Line Manager 


PM Production Manager or 
Prime Minister 


PMO 


PPR 


Prime Minister's Office 


Performance Planning 
and Review 


PSAT Public Safety and Anti-
Terrorism 


PSEP Public Safety and 
Emergency Preparedness 
(replaced OCIPEP) 


PSEPC 


RCMP 


RFC 


Public Safety and Emergen 
Preparedness Canada 


Royal Canadian Mounted 
Police 


Request for Comment 


RFI Request For Information 


ROPI Responsible Office of 
Primary Interest 


S&I Security and Intelligence 


SA Special Access 
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SAFP SIGINT Adjunct Faculty 
Program 


SAGA 


SD 


Strength and Gap 
Analysis 


SIGINT Development 


SEAM Senior Executive Account 
Manager 


SI 


SIGINT 


Security Intelligence or 
Special Intelligence 


Signals Intelligence 


SLA Support to Lawful Access 


SLE Support to Law 
Enforcement 


SME Subject Matter Expert 


SMO 


SMT 


SOLGEN 


Support to Military 
Os erations 


Senior Management 
Team 


Solicitor General 


SRCL Security Requirements 
Check List 


I 


Secure Terminal 
Equipment 


STE 


SUSLOO Special US Liaison Office 
Ottawa 
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SINE Salary Wage Envelope 


SWOT Strengths, Weaknesses, 
0 ortunities, Threats 


TAG Topic and Area Guide 


I 


TDY Temporary Duty 


TK Talent-Keyhole 


TL Team (or Task) Leader 


TSSA Top Secret Special 
Access 


VBIED 


VRK 


WMD 


Vehicle-Borne Improvised 
Ex.losive Device _ 


Very Restricted 
Knowled.e 


Weapons of Mass 
Destruction 


WTR Write-to-Release 
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Index 


A 


Acron ms 83 


 M feedback 
Anti-terrorism Act 25, 66, 67 FISINT 


M= 
. foreign intelligence 


Foreign travel  
FRC 


B 


BRUSA 68 GCR 
Building pass 37 


C 


IRRELEVA IRRELEV 
See CTSN Canadian Top Secret Network 


CANUS 68 
CBC 65 
CBNRC 64, 65 
Chief, CSE 8, 60, 66 
CIR 82 
Client and-
Client Relations Officer See CRO 


IRRELEV1 IRRELE\ 
CRO 19, 22, 28, 29, 30, 31, 36, 81, 82 
Cryptologic Intelligence Report See CIR 
CSE Commissioner 60 
CSE Historical Society 67 


 See-
CTSN 71, 72, 74 


M• M 


D 


Data Analysis and Enrichment 24, 82 


 = 
DG Access 20 
DG Core SIGINT Systems 23 
DG SIGINT Programs 16, 21 


E 


IRRELEVANT 
ECI 33, 34 
FLINT 14, 19, 26 
Examination Unit  See XU 
Exceptionally Controlled Information See ECI 
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F 


G 


25, 28, 29, 74, 79 
14 
14 
36 


16, 22 


 25, 27, 77, 80 


MI 
Government of Canada Requirements See GCR 
GSO 31, 36 


H 


 . 
HUMINT  19, 64 


J 


 M 
 IRN 


Seel 


Joint Discrimination Unit  64 
Joint Research Office  24 


L 


law enforcement and security agencies See LESA 
LESA 


M 


mandate, CSE  


Ministerial Authorization 


N 


National Defence Act 
National Security Policy 


29 


9, 67 
 See 
 66, 67 


9, 14, 60 
 25, 67 


National SIGINT Priorities List See NSPL 
NATO  16, 69 
NSPL 23, 25, 26, 29, 80 
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0 


OCS See Office of Cryptologic Studies 
OCSEC 23, 60 
Office of Cryptologic Studies 22, 71, 80 
Office of the CSE Commissioner  See OCSEC 
org chart, CSE 8 
org chart, DG Access 21 
org chart, DG Core SIGINT Systems 23 
org chart, DG SIGINT Programs 22 
org chart, DGI 18 
org chart, SIGINT 17, 20 


SIGINT Development 78 


T 


 M  SeeM 


P Telephones 31 


 = 
partners, Five Eyes 15 TIMC See Tutte 
privacy annotations  80 


Tutte Institute for Mathematics and Computing  23 


R 
U 


Request for Information See RFI UKUSA 68 
RFI 29, 30  M 


S 
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October, 2014 


Minister. 


am pleased to submit: io you the Communications Security Establishment (CSE).Annual. Report for fiscal year 2013-14. This annual 
report flows from the requirement outlined in CSE>s Accountability Framework Ministerial Directh requiring annual updates on 


's performance. strategic nriorities. program initiatives and other issues of ;ignificance.  This year's report also  includes an annex 
IRRELEVANT 


This annual report details CSE priorities attct challenges over the past year, hightights our key accomplishments and addresses 
a number of special reporting requirements. It also outlines some of our •ntentions and eftbris as we move forward in an ever-
evolving operational and policy environment. 


'Throughout 201.3--1^. ':. . . etivities :focused on supporting ththe Government of &la's (GC) intelligence 
priorities, narni:1: Cabinet Confidence 
abinet Confidence    lour work 


decision making and supported Canadian and Five Eyes 3artner of  to respond to a variety of situations, 
Sonic, • 1!ti 


All oi 
the government's response to these disclosures, inclttcfing addressing the damage and impacts to Canad,i, enhancing : 
personnel security, and improving IT Security across our organization. WC continue to see significant challenges as a result of 
these disclosures, including the changes in target behaviours. 


Throughout 2013 -14, CSE responded to an unprecedented number of media inquiries, participated in numerous Parliamentary 
appearances, and provided more public information on our activities than ever before Fallowing ITIthaple classified and public 
Office of the CSE Commissioner (OCSEC reviews, the Commissioner continued to find CSE activities to have been conducted 
n a lawful incr. Moreover, the Comm i .•• concluded that CSE is committed to protecting the privacy of Canadians. 


CSE will continue these efforts in order to establish more transparency as an agency and to enhance its public profile. 


isca.l Year 2013- • 14 was also marked by the completion of the exterior shell and the design and development of CSE s new 
facility. Substantial progress was made in the construction and interior fi t up of CSF 's new facility The facility has reached •full 
completion with employees scheduled to move into the new facility beginning in October 2014. 
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In the coming year, I am committed to seeing CS1.; continue to successfully support the Government's intelligence priorities and 
protect infornguion and information systems of importance to the GC. Our priorities include: 


• Providing a quick. flexible response capacity to meet the Government's intelligence needs in responding to emerging 
terrorist threats and global incidents such as the 


• Cultivating closer operational and policy collaboration with GC partners on domestic and international cyber issues of 
concern to the Government and in accord with Cabinet direction: 


• Continuing to ensure that the privacy of Canadians or anyone within Canada is protected in the course of signals 
intelligence (SIGINT) and information technology security (ITS) operations and reporting; 


• Remaining fully cooperative with and accountable to independent external review; 


• Engaging the public as well as Parliament in order to establish greater transparency regarding CSE's actil, hies and 
measures to protect the privacy of Canadians: 


• Moving CSE. its employees. and equipment to the new facility; 


• Continuing to foster a better relationship with private industry. with a particular theus on partnering to combat cyber threats 
targeting Canadian systems: 


• Continuing to work with other departments to implement and strengthen Canada's cyber security strategy; and. 


• Enhancing security at CSE and delivery of the Canadian Thp Secret Network (CTSN) to GC partners. 


CSE made significant contributions to the GC's security and intelligence priorities in 2013-14. We look forward to continuing to 
help protect the security of Canada and Canadians in the year ahead. 


Sincerely. 


John Forster 
Chiq.
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CSE's SIGINT program continues to make important 


contributions to Canada's national security by providing foreign 


intelligence that addresses the government's vital interests in 


defence, security and international affairs through the collection, 


processing, analysis, and reporting of intelligence. 
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REPORTING ON INTELLIGENCE PRIORITIES 


CSE activities in 2013-14 remained focused on the following 
GC intelligence priorities, which did riot change from those 
selected in 2012-13: 


Cabinet Confidence 


In 2013-14, CSE iss intelligence reports (known as 
End Product Reports, ur :with GC intelligence priorities. 


reports, 78 perce[ .= adressed high importance 
rarities to the GC. 


t:SE END PRODUCT 
EPORTC 1rDDC1 DV HIGHEST1 


• 
• 


i ler 


This f,gurt represent! total EPlis coned. Note that one EPR may be attributed 
to multiple intelligence priorities, e.y. . single EPR may be attributed to both 


Cabinet Confidence 


Statistics on feedback from CSE's EPR recipients will be provided in 
this section on the degree to which the reports were read, satisfied 
an intelligence need, were rated as exceptional, or provided 
actionable intelligence. 


Cabinet Confidence 


Cabinet Confidencare the most immediate potential source 
of harm to Canadians and Canadian interests that intelligence can 
help mitigate effectively. Canada is a target of1Ca bineOt home 
and abroad, and intelligence produced under this priority helps 
ensure that Cabinthreats to Canada, Canadians and our allies 
are pre-empted. 


 Cabinet 
supported the Canadian Armed Forces (CAF) and International 
Security Assistance Force (ISAF) in Afghanistan, contributed to the 
conviction of Cabinkidnappers, and supported other ongoing 
efforts related to kidnappings and hostage situations involving 
Canadians abroad. 


Key clients include the Royal Canadian Mounted Police (RCMP), 
the Canadian Security Intelligence Service (CSIS), Department of 
National Defence (DND), and the Department of Foreign Affairs, 
Trade and Development (DFATD), along with allied military and 
intelligence services. 


SIGINT reports graded "Actionable" intelligence have: at dentified a threat to 
.:Anadian ant 'or allied interests, b) resulted in significant action being taken by the 
GC, or Signilicaritly innuenc: • decisions by the GC. the CAE or an Allied government. 
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Cabinet Confidence 
SIG NT MONITORING 


Under Opera 
partnered to (olrobo


nd CSIS 


Cabinet Confid( 
Cabinet Confidence 


Cabinet Cor 


in its continuea efforts to provide support related to kidnappings ana 
hostage situations involving Canadians abroad, CSE collaborated with 
domestic and foreign counterparts and regularly exchanged information. 
For example, a SIGINT-led operation provi l: ‘.' 


Second Party refers to par ner. ith NSA, GCHQ, SCSB and MIX 
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SIGINT REPORTING 01 


Cabinet Confiden 


7% 


NOTE: Given the time-sensitive nature MIT 


F.PRs in favour of an automel.,:d item 
derailed later in this report. 


Cabinet Confidence 


is a GC objective tc. Cabinet Confidence 
Cabinet Confidence 


4 


This 
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Cabinet Confidence 


Cabinet Confidence 


Cabinet Confidence 
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In 2013.-14, SIGINT collection in support of theCabiintelligence 
priority focused (., 
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RT 1 INT AND CSIS CO 


Cabinet Confidence 


Cabinet Confidence 


Cabinet Confidence 


i% 


56% 


27% 


6% 


Cabinet Confidence 
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S G NT MONITORING OF 


%INT-GCHQ COOPERATION 


Cabinet Confidence 


Cabinet Confidence 


Cabinet Confidence 
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Cabinet Confidence 


4 of EPRs 


As % of (SE SIGINT Production . 
° of EPRs Read by at Least One Client 100% 


% of EPRs Rated as Satisfied Need 90% 
% of EPRs Rated as Exceptional 46% 


% of EPRs Rated as Actionable Intelligence (AI) 13% 


RRELEVANT 


RRELEVANT 


to CSIS. In November 2013, the Federal Court questioned CSIS' 
authority to engage the collection resources of Second Party allies 
to intercept the private communications of Canadians under the 
general power to investigate under section 12 of the CSISAct. 
Pending the appeal decision, CSIS requested that CSE limit its 
collection activities authorised by DIFTS to Canadian collection sites. 
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CSE's ITS program provides advice, guidance and services to the GC. This program is divided into two core areas: the Cyber 


Defence Branch, which informs about and helps protect the GC from sophisticated cyber threats; and the Cyber Protection 


Branch, which provides cryptographic products and services that protect the GC's most sensitive information, along with 


advice and guidance on the use of commercially available IT Security products. As CSE continues to uphold its leadership 


role for cyber security within the GC, ITS's partnerships with Shared Services Canada (SSC) and Treasury Board Secretariat 


Chief Information Office were instrumental in ensuring that GC security requirements were integrated. t.-
1


Canada's national security and economic interests continue to be threatened by espionage and other forms oforei 


, influence, which increasingly tae  the form of cyber threats.  Among the full range of cyber threats 


are particularly significant because of the potentially broad 


scope and severe impact of a successful attack on Canada. 
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CYBER DEFENCE 


In 2013-14,1 he Cyber Defence Branch continued to evolve efforts to 
find defensive solutions to prevent, detect, and defend against threats. 


e 


10 


Year-over-Year Trending 
in 2013, CSP.1,;1‘.,'1. l',;,.luation Centre detect, -
instancen activity againstlt .. 
affecthiqUI Of these inciden 
dentifieLi ds hich resulted in 6ng 
xfiltrated. A compromise c, when malware is successfully 


installed but no data leaves the network. Ex filtration is a more 
serious form of compromise, which occurs when a threat actor 
exports (i.e. steals) data from a network. This typically consists of 
network information and/or user credentials, both of which can be 
used to launch future intrusion attempts. 
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Numbers and Types of Success' 
Incidents at GC Departments: A, 


MONITORING CYBER CRIME 


ber In addition to producing these regular tactical reports, ITS also 
launched a strategic assessment team to produce high level cyber 
threat assessments for the GC's Deputy Minister community. These 
reports have established ITS's credibility as an expert source of 
trending and sophisticated analysis for the GC.


In 2012., (SE I its °niter r, .icly 
able 


eted 


ITS Cyber Threat Intelligence Reports and Assessments 
ITS continued to prod 
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IRRELEVANT 


IRRELEVANT 
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IRRELEVANT 
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SIGINT AND IT SECURITY COLLABORATION 


In order for CSE to meet its mandate, collaboration is vital. Over 
the past year, SIGINT and ITS have continued to work together to 
increase efficiencies and develop partnerships. 


In order to fortify cyber initi 
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This past year, CSE provided information to the CSE Commissioner 
to support eleven reviews and one study. Five reviews and one 
study were completed during the 2013-14 timeframe. Those 
reviews and studies are as follows: 


Review of CSE foreign signals intelligence information 
sharing with international partners; 
Review of the activities of the CSE Office of 
Counter Terrorism; 
Review of CSE 2012- 13 foreign signals intelligence 
ministerial authorizations; 
Annual review of a sample of disclosures by CSE 
of Canadian identity information to GC clients and 
Second Party partners; 
Annual review of incidents and procedural errors 
identified by CSE in 2013 that affected or had the 
potential to affect the privacy of Canadians and 
measures taken by CSE to address them; and 
Study of CSE policy compliance monitoring framework 
and related activities. 


The CSE Commissioner provided ten recommendations as a result 
of these reviews, all of which CSE accepted. 


AUTHORITIES 


LSE's operations are made possible by Ministerial Directives (MD) and 
Ministerial Authorizations (MA). Under the National Defence Act, 
the Minister of National Defence (MND) issues written MDs, which 
instruct CSE with regard to its duties and functions. Additionally, 
CSE annually requests approval from the MND for several MAs 
to authorize certain activities that are required for it to fulfill its 
mandate, that would risk interception of private communications (PC)'. 


EXTERNAL REVIEW FOR LAWFULNESS 


The CSE Commissioner provides independent review of CSE's 
activities to ensure compliance with the law and the protection 
of the privacy of Canadians. The Commissioner also undertakes 
any investigation deemed necessary into a complaint about CSE 
activities. As with other federal agencies, CSE is also subject to 
external review and audit by independent organizations including 
the Privacy Commissioner, the Auditor General, the Information 
Commissioner and Commissions of Inquiry. 


PCs are those that originate or terminate M :anada and where the originator has a 
reasonable expectation of privacy. 
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enables CSE to assess an 
potential risks of sharing I. 


IRRELEVANT 


INTERNATIONAL INFORMATION SHARING 
In 2011, CSE was issued a MD on the Framework for ,fir
Risks in Shoring information with Foreign Entities, This MD 
aimed to balance CH's mandate to share information, with the 
Government's obligations Linde' international stic 
laws to ensure that it is not complicit in the mistreatment of 
any person. 


From this MD, CSE implemented a prot.ess for sharing 
irh r riirortly nr indirortly with foreign entities 


The process 
Litigate, where possible, the 


ion, and necessitates that 
the approval levels TO share information must be proportionate 
to the risk of mistreatment that would result (i.e. the greater 
the risk, the more senior the level of approval required). In 
2013-14, CSE formalized its practices for information sharing 
through its Second Party counterparts in a policy instrument. 


ilized the process inkinstances in 2 


The SIGINT program used this process to implemo 
cases where CSE. shared information directly MO 
foreign entities. Over this past year, SIGINT continued to apply 
caveats and wording to in order to restrict how these MND-
approved disseminate 
and utilize (SE ,, • I 


RRELEVANT 


18 


Five Eyes 
(SE's cooperation with its Five Eyes partners is part of the 


foundation of its ability to provide valuable intelligence to the 


GC. As part of this effort, SIGINT actively looks to reuse and share 
technni,


IRRELEVANT 


SIGINT leveraged this partnership to fill operational gaps and 


broaden its dissemination of foreign intelligence. In 2013-14, CSE 


worked with partner agencies on the 


media disclosures of SIGINT matern1 


partners cooperatc(: 


collection, manaw 


and share lessons 


.,Ithorized 


ive Eyes 


on 
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IRRELEVANT 


IRRELEVANT 
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Raising Awareness of the Insider Threat 
As part of its contribution to the Five Eyes Safeguarding initiative, 
3F tailored its security education and awareness program to four 
key audiences: new employees, staff, managers, and students. The 
urriculum is now being revised to include updated presentations, 


printed guides and reference materials, targeted workshops, and a 
video specific to insider threat issues. In 2013-14, approximately 


IRRELEVANT 
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IRRELEVANT 


Jnded to recent unauthorized c..cures 
by undertaking prioritized assessments of more ti : li 
employees at higher risk of exposure from the leaks, 


• tIng a series of reinforcements to processes that impact 
rsonnel, These reinforcements include increased access 


..!ice reporting around counter-inte::i ° the 
3tion of risks directly stemming fr!...,1 1 
urity briefings; and a redefinition reships 


tners in operational areas. When considering the scale 
of potential compromise to employee identities as a result of 
the disclosures, CSE considers these strengthened practices as 
enduring aspects of personnel security. 


IRRELEVANT 


20 


IRRELEVANT 
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RR E LEVANT 
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IRRELEVANT 
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CSE highlights from 2013-14 include: 


Itelligence gathered 1.:1 
intelligence gathei.,.. 


..retailed intelligence collected
supported the activities of DN'.). 


IRRELEVANT 


n 


looking forward to 2014-15, CSE will continue to work to effectively address the evolving cyber threat, continue to ensure that the privacy 
of Canadians or anyone within Canada is upheld while conducting mandated activities: IRRELEVANT and demonstrate to the 
international community the GC's commitment to priorities such as Cabinet Confidence 
Cabinet Coni 


CSE will continue to support GC Intelligence Priorities and will report against these priorities and its ongoing efforts to safeguard Canada's 
security through information security in next year's annual report. 
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ANNEX A: LIST OF CURRENT CSE MINISTERIAL AUTHORIZATIONS AND DIRECTIVES 


Ministerial Authorizations' 
Signals Intelligence Ministerial Authorizations 


diection Activities


,dection Activities 


Information Technology Security Ministerial Authorizations 


• Cyber Defence Activities 


Ministerial Directives' 
Accountability Framework (November 2012) 
prirc.y 4Canadians (November 2012)  
IRRELEVANT 


erations (January 2002) 
2004) 


nce (SIGINT) Operational Model (May 2004) 
on and Use of Metadata (November 2011) 


IRRELEVANT 


.igust 2006) 
IRRELEVANT 


Intelligence Priorities (updated annually) 
Risks in Foreign Information Sharing (November 2011) 


Ministerial Authorizations nave a designate(' duration of one year however approval may be sought annually for Ministerial Authorizations addressing all activity o )(activities 
required on a rpm- inning oasis. This list retierts current titles for each activity or class at activities. 


CSE also as six Exceptionally Controlled information Ministerial Directives foot listed) that deal with highly-sensitive SIGINT initiatives 
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ANNEX B: SPECIAL REPORTS 


In addition to areas covered under the 2001 Ministerial Directive on CSE's Accountability Framework ,'performance, strategic priorities, 
program initiatives, and important policy, legal and management issues), (SE is also required to report an other specific issues. This Annex 
features special reports required either by Ministerial Directive or in response to OCSEC recommendations. 


Special Report Integrated SIGINT Operational Model and the Mission in Afghanistan 
Obligation 2004 Integrated SIGINT Operational Model Ministerial Directive 


Special Repo! 
Obligation 


Special Repor' 
Obligation 


rations Ministerial Directive 


inisterial Directive 


Special Repor 
Obligati°. 


Special Repoli 
Obligation 


Special Report 
Obligation 


Ministerial Directive 


RRELEVANT 


Special Report Privacy of Canadians 
Obligation Voluntary — Response to recommendations from the Office of the CSE Commissioner 


Special Report 
Obligation 


IRRELEVANT 
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SPECIAL REPORT: INTEGRATED SIGINT 
OPERATIONAL MODEL (ISOM) AND THE 
MISSION IN AFGHANISTAN 


The ISOM represents the enhanced relationship between CSE and 
the Canadian Forces Information Operations Group (CHOG). As of 
May 2004, under Ministerial Direction, the model established an 
integrated accountability framework for SIGINT operations. Prior 
to the model being established CFIOG was the primary authority 
for CAF-related SIGINT activities. Under the new model, except for 
deployed CAF operations, management and direction of SIGINT 
activities is provided by CSE. 


In 2013-14, CSE launched a formal evaluation of ISOM to assess 
whether it aligns with future collaborative partnership goals of CSE 
and DND/CAF. The findings of that evaluation will help optimize 
partnership efforts, including support to military cyber operations. 


While many of the CAF/CSE SIGINT processes and procedures 
are aligned, work continues to synchronize joint intelligence 
requirements. Since both the CAF Chief of Defence Intelligence 
(CDI) and CSE receive separate MDs on annual GC intelligence 
priorities, the alignment of the effort to satisfy these GC needs is 
critical to maximize SIGINT efficiency. 


Over the past year: r 
element to 


n 


Jccesses achieved in supporting 
deployed operations and mo ino forward to new challenges in 2014. 


SPECIAL REPORT: 
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AVERAut ANNUM 
DERIEVED FROM 


SPECIAL REPORT: 
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TOP SECRET//SI//CANADIAN EYES ONLY 


IRRELEVANT 


SPECIAL REPORT: PRIVACY OF CANADIANS 


As outlined in the National Defence Act, CSE is prohibited from 
directing foreign intelligence or ITS activities at Canadians or any 
person in Canada. Protecting the privacy of Canadians is an issue of 
paramount importance to CSE. 


In 2013-14, CSE initiated a review of its operational policies in 
order to assess and strengthen existing measures to protect the 
privacy of Canadians in the use and retention of information. The 
Ministerial Directive on Privacy requires CSE to review its policies in 
light of significant technological changes. 


Canarii- ider'tv Information 
From 
Second kE: 
were released to 
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e reports produced by CSE and our 
pieces of Canadian identity information 
tents. This m 


information allow' 1.(i notify the affected Canadian victims 
co that they couldi.. i'Jpriate actions to prevent further 
malicious activity by removing the malicious code and correcting 
the vulnerability the [ :,lowed the exploit to take place. Apart 


r.anadian identity inTar. n 
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from this relea :„IM 
were release!, 


to C.SiS 
remainder of the release:. 


• 
sent to other 


eiiigence community 
Le. RCkP, D, DFATD, Public 


iafety eat Centre, Financial 
transactions and Reports Analysis Centre, Canadian Nuclear Safety 
Commission), CSIS continues to be CSE's main recipient of Canadian 
identity information, more than any other GC department. 


In 2011 Second Parties reque; 
of wh, 
previous 
previous ye:, 
defence report. 


tn the 
:::ere rei a sc the 


.:se releases were from a single cyber 


Second Party Information Sharing and Privacy 
This year, based on the OCSEC recommendation from the Second 
Party Information Sharing Review (2013), CSE SIGINT is including 
statistics on recognized Second Party collected PCs for 2013-14. 
As previously mentioned, PCs are those that originate or terminate 
in Canada and where the originator has a reasonable expectation 
of privacy. Upon recognition in CSE's traffic repositories, SIGINT 
analysts must annotate PCs for deletion if they do not contain 
any foreign intelligence value, or for retention if they do contain 
information of foreign intelligence value. 
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SEC R ETYCE0 
Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


P.O. Box 9703 C.P.9703 
Terminal Terminus 
Ottawa, Canada Ottawa, Canada 
K1 G 324 K1G 324 


CERRID# 12183490 


NOV 1 8 2014 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


CSE Cyber Defence Activities 


(For Approval) 


ISSUE 


The purpose of this Memorandum is to request a Ministerial Authorization for CSE's 
cyber defence activities on GC computer systems and networks that risk interception of 
private communications. 


The Communications Security Establishment's (CSE) mandate to provide advice, 
guidance and services to help ensure the protection of electronic information and of 
information infrastructures of importance to the Government of Canada (GC) authorizes 
it, within a rigorous assessment and approval framework, to conduct cyber defence 
activities. These activities include informing and helping protect the GC from 
sophisticated cyber threats; and providing cryptographic products and services that 
protect the GC's most sensitive information. 


You may issue a Ministerial Authorization enabling cyber defence activities provided the 
conditions are met under subsection 273.65(4) of the National Defence Act (NDA). 
Ministerial Authorizations are essential to the successful implementation of the CSE 
information protection mandate; without them, the organization would be unable to 
detect known threats and vulnerabilities; discover unknown threats and vulnerabilities; 
and protect GC computer systems and networks from them. 


Although CSE cannot target Canadians or persons in Canada, the incidental 
interception of private communications is unavoidable when conducting cyber defence 
activities. Pursuant to a Ministerial Authorization, CSE conducts cyber defence 
activities in accordance with the NDA and upon request by federal institutions. 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(3) of the NDA, you authorize CSE to intercept 
private communications in relation to an activity or class of activities for the sole 
purpose of protecting the computer systems and networks of the GC from mischief, 
unauthorized use or interference, in the circumstances specified in paragraph 184(2)(c) 
of the Criminal Code. 


Canada 
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CLASS OF ACTIV!7F Tt,1 BE A>t T' -.7 DEFENCE ..L,QT:V1T 


Cyber Defence Activities: CSE and its closest cryptologic partners in the United 
States, the United Kingdom, Australia and New Zealand monitor malicious cyber activity 
and share cyber threat information. This malicious activity is sustained, highly 
sophisticated and often normal or legitimate internet traffic where it is difficult 
for users and network administrators to detect. Cyber threat vectors are constantly 
changing CSE is able to defend against these cyber 
threats by having to GC systems and networks. CSE tracks and 
defends against threat vectors of which it is already aware, and works to-detect and: 
catalogue the new threat vectors that attack the GC, 


Rationale for CSE Cyber Defence Acthrities: While federal institutions have 
commercially-available means to detect malicious activities directed against their 
networks, these capabilities are insufficient to counter the growing threats to the GC's 
cyber security. By collaborating with CSE's foreign intelligence collection program, 
CSE's cyber defence program is able to better defend against these threats. This 
collaboration allows for the sharing of cyber defence-related expertise, tools and data 
from cyber threat activity, and providing a more comprehensive picture of cyber threats: 
directed at GC computer systems and networks. CSE also collaborates with the foreign 
(cyber) intelligence collection and cyber defence programs of its allies to exchange 
information concerning sophisticated threats and threat actors. 


Concluctin • 1-.V ? Activities: From 1 December 2013 — 1 July 2014, CSE 
detected compromises on computers systems and networks of significance to the,
GC. This includes compromises by both state-sponsored and cybercrime actors. 
Overall, there were incidents attributed to state-sponsored actors including 
attempted compromises and • actual compromises. Of these Estate-sponsored 
compromises, were identified as being involved with the exfiltration of data from QC 
systems. 


is assessed to be re onsible for cent of state-sponsored incidents 
detected, together accounted for 


percent of detected threat incidents. The remaining percent of incidents could 
not be attributed. Overall, was the most targeted 
sector by state-sponsored actors, due to a 
state-sponsored actor that targeted a department within this sector. 


The most prevalent known technique employed by cyber threat actors over the past 
year was spear-ph ish ing In these 
cases, threat actors used legitimate-looking emails that were cratted to appear relevant 
to the recipient. These tailored emails contained malicious attachments, or seemingly 
legitimate links to malicious web sites. 
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CSE cyber defence activities may also include selecting data from the 
or from_, for the purpose: of identifying, isolating or preventing harm to GC systems 
and networks, for cyber capability development, and for establishing an activity baseline 
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C E 0 


(to determine what is normal activity) and to inform 
activities. 


detection 


Interception of Private Communications: In accordance with Part VI of the Criminal 
Code, any communication that originates or terminates in Canada, where the originator 
has an expectation of privacy, constitutes a private communication. Regarding cyber 
defence activities, CSE only retains private communications that are essential to the 
protection of electronic information and information infrastructures of importance to the 
GC. Therefore, CSE does not retain all private communications that it intercepts. 


CSE cyber defence activities are conducted on GC computer systems and networks, 
and communications transmitted on those systems and networks between two or more 
persons are normally private communications for the purposes of the NDA. Upon 
detection by 
communications suspected of being malicious may be extracted from the 


for further analysis by CSE cyber defence personnel. 
Communications that have been extracted from the have been 
intercepted by CSE. However, CSE only accounts for those private communications 
that it uses and retains, as not all suspect communications are found to be malicious. 


CONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only if you are satisfied that CSE has met the 
following five conditions set out in subsection 273.65(4) of the NDA: 


• the interception is necessary to identify, isolate or prevent harm to GC computer 
systems or networks; 


e the information to be obtained could not reasonably be obtained by other means; 
• the consent of persons whose private communications may be intercepted 


cannot reasonably be obtained; 
e satisfactory measures are in place to ensure that only information that is 


essential to identify, isolate or prevent harm to GC computer systems or 
networks will be used or retained; and, 


• satisfactory measures are in place to protect the privacy of Canadians in the use 
or retention of that information. 


In order to demonstrate in advance of conducing cyber defence activities that CSE has 
appropriate measures in place to meet each of these conditions, CSE uses a 
reasonableness standard that takes into account the particular context of the class of 
activity being authorized. 


These conditions are met respectively as follows: 
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1. The interception is necessary to identify, isolate or prevent harm to GC 
computer systems or networks 


Malicious activity directed at GC computer systems and networks is often disguised as 
normal or legitimate files, computer processes or network traffic. In order to identify, 
isolate and mitigate cyber threats, it is likely that CSE will intercept private 
communications in the course of monitoring, acquiring and analyzing traffic on computer 
systems or networks of federal institutions. 


2. The information could not be reasonably obtained by other means 


It is impossible to effectively identify and prevent potential cyber threats from harming 
GC computer systems or networks without acquiring and analyzing a copy of suspicious 
files, computer processes or network traffic. Email is a common threat vector, and 
emails containing malicious code are often socially engineered so that it is not obvious 
to the recipient that it is not a legitimate email. Some of the traffic that will be acquired 
and copied will consist of private communications, and therefore the necessary 
information could not reasonably be obtained by means that do not risk the interception 
of private communications. 


3. The consent of the persons whose private communications may be 
intercepted cannot reasonably be obtained 


In response to a department's request for assistance CSE obtains consent to engage in 
cyber defence activities from the federal institution responsible for the computer 
systems and networks being protected. It is impossible to obtain in advance the consent 
of all parties to a private communication that is intercepted as an incident of cyber 
defence activities. Furthermore, obtaining this advance consent may alert malicious 
actors to CSE's presence on a particular network, thereby enabling them to evade 
detection. 


4. Satisfactory measures are in place to ensure that only information that is 
essential to identify, isolate or prevent harm to GC computer systems or 
networks will be used or retained 


All information obtained by CSE from a federal institution's network or system during 
cyber defence activities is handled in accordance with relevant CSE operational policy. 
The NDA and CSE relevant operational policy specify the application of an essentiality 
test to determine whether information from a private communication that is intercepted 
in the conduct of authorized cyber defence activities is essential to identify, isolate, or 
prevent harm to GC computer systems or networks. Only information that is deemed 
essential may be used or retained by CSE; otherwise it is automatically deleted on or 
before the of the date it was copied. A private communication is 
considered to be essential when it has the potential to make an indispensable and 
fundamental contribution to the understanding of malicious cyber activity including 


capabilities or intentions, for the purpose of mitigating that activity. 
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5. Satisfactory measures are in place to protect the privacy of Canadians in the 
use or retention of that information 


CSE may use or retain information for the purpose of furthering its investigation into 
cyber threat activities on GC systems or networks. This use or retention includes 
sharing it within CSE or with domestic and international partners. 


Any information sharing will be done in strict accordance with CSE-approved 
operational policy. Systems owners may, at any time, request that all data that CSE 
has not retained be deleted. 


CSE's policies relating to accountability, the privacy of Canadians and the conduct of 
cyber defence activities are outlined in the following Ministerial Directives and the 
associated operational policies: 


Accountability Framework Ministerial Directive; and, 
Privacy of Canadians Ministerial Directive. 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and the associated operational policies. CSE will advise 
you of significant revisions to policies and procedures that have an impact on measures 
to protect the privacy of Canadians. OPS-1 is CSE's foundational policy on the 
protection of the privacy of Canadians and all other operational policies must comply 
with it. A copy of OPS-1 has been provided for your reference. 


CSE c ber defence activities differ from those activities authorized under the 
Collection, Collection, and 


Ministerial Authorizations. As cyber threat vectors when 
conducting activities under the cyber defence activities inistena ut orization, CSE 
may examine the data surrounding a private communication but rarely examines the 
actual correspondence contained within the communication. Under Canadian law, the 
solicitor-client privilege must be protected. Because the meaning of a private 
communication is rarely reviewed, CSE has not recognized any privileged solicitor-client 
communications in the course of cyber defence activities; however, in the rare 
circumstances in which CSE recognizes that a solicitor-client communication has been 
intercepted, that communication will be treated in the manner set out in the conditions in 
the Ministerial Authorization. 


The use and retention of intercepted private communications that contain information 
essential to identify, isolate, or prevent harm to GC computer systems and networks will 
be reported to you in accordance with the reporting requirements outlined in the 
Ministerial Authorization. CSE's activities are subject to annual review by the CSE 
Commissioner to ensure their lawfulness. 
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SECRIEllicE4) 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its cyber 
defence activities, which protect the computer systems and networks of the GC. It is 
recommended that you approve the attached Ministerial Authorization "Communications 
Security Establishment Cyber Defence Activities," to be effective 1 December 2014 to 
30 November 2015. 


John Fprster 
Chief_} 


Attachment 
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ANNEX A 


Ongoing Cyber Defence Activities: Under the current Ministerial Authorization, 
"Communications Security Establishment Cyber Defence Activities," effective December 
1, 2013, CSE is engaged in ongoing cyber defence activities (that intercept private 
communications) in support of the computer systems and networks of the following 
federal institutions: 


1) Communications Security Establishment; 
2) Department of National Defence; 
3) Department of Foreign Affairs, Trade and Development 
4) 
5) 
6) Canadian Nuclear Safety Commission; 
7) 
8) 
9) Natural Resources Canada; and, 
10)GC Departments and Agencies using the Secure Channel Network (SC Net) that 


is administered by Shared Services Canada 


• CSE intends to continue these cyber defence activities with these federal institutions 
under the 2014-2015 Ministerial Authorization. 


New Agreements: CSE shall inform you of any new cyber defence activities with new 
clients within the one-year period covered by this Ministerial Authorization 


• Within the past year, CSE has informed you of CSE's cyber 
defence services: 


® All cyber defence activities carried out on the systems and networks of GC 
departments are conducted under the strict supervision of CSE personnel in 
cooperation with the requesting federal institution's staff, and in accordance with 
established policies and procedures. 
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CFRIUD-..# 12183867 


MINISTERIAL AUTHORIZATION 


COMMUNICATIONS SPCITTRITY ESTABLISHMENT 
CYBER DELTLNCE ACTIVITIFS 


In the matter of subsection Z73.65(3) of the National Defence Act: 


In the exercise of the power conferred on me by the National Defence Act, I have 
read the Memorandum of John Forster, Chief, Communications Security 
Establishment (CSE) dated November  lc;  , 2014 (Chiefs Memorandum), and have 
considered the information set out in that Memorandum. I am satisfied that that the 
conditions-in subsection 273.65(4) of the National .Defenc•oAc, have been met. 


2. I therefbre authorize CSE to engage in the activities described in the Chief s 
Memorandum as Cyber Defence activities for the sole purpose of protecting the 
computer systems or networks of the Government of Canada from mischief,. 
unauthorized use or interference. 


3. I authorize the interception of any private communication that occurs as an incident. 
of the Cyber Defence activities described in the Chief's Memorandum provided these 
Cyber Defence activities are conducted in compliance with the conditions set out in 


• this Ministerial Authorization. 


4. I understand thatthese Cyber Defence activities 'may include: 


i) Copying to a 
of those federal institutions who have requested assistance from CSE; 


ii) Copying to a 
to Government of Canada computer systems or networks; 


iii) Selecting:data held in these for the purpose of identifying; 
isolating or preventing harm to Government of Canada computer systems and 
networks. 


5. I therefore antliorize that any private communication contained in these 
can be held for a period not exceeding from the date the 


was originally copied into the Private 
communications copied and held in these under the authority of -the 
Ministerial Authorization signed November 27th, 2013, become subject to the 
conditions set out in this Ministerial. Authorization. 


6. Idirect that:. 
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a. Cyber Defence activities carried out pursuant to this Ministerial Authorization 
shall be subject to the measures to protect the privacy of Canadians contained 
in the following operational policy and any other associated operational 
policies referred to therein: 


(i) OPS-1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities". 


7. I authorize CSE to use and retain those private communications intercepted as an 
incident of Cyber Defence activities authorized by this Ministerial Authorization only 
when such private communications are essential to identify, isolate or prevent harm to 
Government of Canada computer systems or networks. 


8. For the purposes of paragraph 273.65(4)(d) of the National Defence Act, and this 
authorization, a private communication intercepted pursuant to this Ministerial 
Authorization shall be considered essential to identify, isolate or prevent harm to 
Government of Canada computer systems or networks when it is necessary to the 
understanding of malicious cyber activity including capabilities 
or intentions, for the purpose of mitigating that activity. 


9. CSE shall inform me when it accepts a request from a federal institution to conduct 
activities under the authority of this Ministerial Authorization. 


10. After expiration of this Ministerial Authorization, or at any time upon request, CSE 
shall provide me with a report that specifies the number of private communications 
used or retained that, pursuant to this Ministerial Authorization, contained 
information that was essential to identify, isolate or prevent harm to Government of 
Canada computer systems or networks. 


11. Pursuant to subsection 273.65(5) of the National Defence Act, I direct that the 
following additional measures to protect the privacy of Canadians apply to the 
interception of private communications carried out in accordance with this Ministerial 
Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
compliance with the current versions of the Ministerial Directives "Privacy of 
Canadians" and "Accountability Framework". 


b) In the course of conducting activities pursuant to this Ministerial 
Authorization, if an analyst recognizes that a communication relating to the 
seeking, formulating or giving of legal advice between a client and a Canadian 
solicitor ("solicitor-client communication") has been intercepted: 


i. Such communication shall be destroyed unless the Deputy Chief IT 
Security has reasonable grounds to believe the solicitor-client 


2 


2015 12 22 AGC0196 nf 
A-2017-00017-02296 







communication is essential to identify, isolate or prevent harm to the 
Government of Canada computer systems or networks; 


ii. Before using or disclosing a solicitor-client communication, the 
Deputy Chief IT Security shall advise me of any such determination 
and seek directions from me regarding the use, retention and 
disclosure of the communication; and, 


iii. If, in addition to meeting the condition set out in I I (b)(i), the Deputy 
Chief IT Security has reasonable grounds to believe that the failure to 
immediately use or disclose the solicitor-client communication will 
compromise the ability of the Government of Canada to mitigate an 
imminent threat to the computer systems and networks of the 
Government of Canada, the Deputy Chief IT Security may use, retain 
or disclose the communication to the extent strictly necessary to 
address that imminent danger. The Deputy Chief IT Security shall 
advise me, in writing, as soon as practicable but no later than 48 hours 
of such a determination so I can decide its further use, retention and 
disclosure. 


12. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act, the 
Commissioner of CSE is charged with the review of activities carried out under this 
Ministerial Authorization to ensure they are in compliance with the law and are 
authorized, and CSE shall support and assist the Commissioner in carrying out such 
reviews. 


13. This Ministerial Authorization shall have effect for one year, from 1 December 2014 
to 30 November 2015. 


Dated at  0 th , this 
F-1 


The Hon. Rob Nicholson, P.C., Q.C., M.P. 
Minister of National Defence 


day ofliC, Y  2014. 
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Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


P.O. Box 9703 C.  9703 
Terminai Terminus 
Oitavh=1. Canada Ottawa, Canada 
K1G 374 3Z4 


CERRIEV 2184774 


NO" I B ')14 


11fii i,'LC,L1ANDUIVI FOR THE: . , rER OF NATIONAL DEFENCE 


Collection Activities 


(For Approval) 


ISSUE 


The ur ose of this Memorandum Is to request a Ministerial Authorization for CSE's 
collection activities that risk the interception of private communications. 


The Ministerial Directive authorizes the Communications Security 
Establishment (CSE), within a rigorous assessment and approval framework, to 


communications on the lobal information 
infrastructure (Gil) Currently, the main 
method to acquire these communications is collection. 
collection may also potentially include activities against 


as authorized by CSE's foreign intelligence 
mandate. 


You may issue a Ministerial Authorization enabling collection activities 
provided the conditions under subsection 273.65(2) of the National Defence Act (NDA) 
are met. Ministerial Authorizations are essential to the successful implementation of 
CSE's mandate; without them, the organization would be unable to collect the data from 
the OH that it requires to provide foreign intelligence, in accordance with the intelligence 
priorities of the Government of Canada (GC). 


Although CSE cannot target Canadians or persons in Canada, it may incidental)
intercept private communications when collecting foreign intelligence using 


collection activities. 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(1) of the NDA, you authorize CSE to intercept 
private communications in relation to an activity or class of activities for the sole 
purpose oi obtaining foreign intelligence,. 
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OF ACTIVITIES TO BE AUTHORIZED: C LLECTI+ilN 


applies to all 
communications data on the Gll, including 


Rationale for CSE 
may 


Collection Activities: communications 


These 
factors contribute to the need for CSE o collect information using different methods 
depending on the manner in which the communications To collect 


it has done so under its foreign 
intelligence mandate and if the expected foreign intelligence was consistent with GC 
intelligence priorities. 


2017 01 05 AGC0197 0 r‘f Q 
A-2017-00017--02299 







Conducting 
activities 


CSE collection activities 


intelligence value. 


Whether 


Colac 'Wes: CSE collection 


ma be conducted 


in order to assess its potential foreign 


CSE selected communications data as it is 


CSE Selection Process: 
Gil accessible to CSE, and given that this traffic contains 


it is essential that CSE 


Selection criteria such as the telephone 
numbers, IP addresses email addresses of targeted entities and other information 
extracted from metadata are used 


Selection criteria enable CSE to filter out 
extraneous data and rovide greater certainty that the communications that CSE 
extracts for interception will be of foreign intelligence value to the GC. 
Upon selection, these communications are forwarded to a consolidated traffic repository 
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for further analysis and reporting. t Communications data 


Data may 
depending on 


activities require the automated analysis of 
2 This is essential because most 


in order to facilitate effective 
Packetization also renders a communication 
communications data 


on the GIL 
and in this 


on the Gil. Data must be 


forc-ign, irrespective of and of 
potential foreign intelligence interest. This automated analysis occurs. 
during the selection process described above. 


CSE also uses its SIGINT to detectforeign intelligence relating to 
activities, in accordance with GC 


intelligence priorities. For instance, CSE 


IL-4?r:::erp7.1on of Private Communications: In accordance with Part VI of the Criminal 
Cock, any communication that originates or terminates in Canada, where the originator 
has an expectation of privacy, constitutes a private communication. CSE reduces the 
risk of inadvertent interception of private communications through various measures, 
including network characterization analysis, metadata analysis, selection 
criteria validation and annual re-validation of selection criteria. 
However, because CSE cannot know in advance if a targeted foreign entity will 
Communicate with persons in Canada, CSE may incidentally intercept a one-end.


The traffic repository is qualified as being 'consolidated' 
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Canadian communication originating or terminating with a foreign entity of intelligence 
interest 


Despite CSE's best efforts to prevent the interception of communications that both 
originate and terminate in Canada as described in the above selection process3, two 
end Canadian communications may be inadvertently forwarded to the consolidated 
traffic repository. When subsequently recognized as such by an intelligence analyst, 
these will be marked for deletion and not used further by CSE. Associated selection 
:criteria will be removed from collection or refined (augmented) as appropriate, to 
prevent further collection of two-en:0 Canadian communications. 


:As a result, CSE requires a Ministerial Authorization to undertake 
collection activities that risk the interception of private communications, as with° wf01 
authority it is a criminal offence to intercept private communications.. 


Foreign Intelligence Value of Collection Attivities: Communications 
data is an essential source of foreign intelligence 
produced by CSE From December 2013 to May 2014, 
-collection was the  1 Canadian intelligence source for CSE-
produced intelligence reports, which covered high intelligence priorities such as 


Cabinet Confidence 
Cabinet Confidence In accordance with partnership arrangements, CSE receives 
re uests from its Five Eyes partners to target specific selection criteria 


Once these requests have been validated, and determined to be in-line 
with GC intelligence priorities, CSE may agree to target Five Eyes selection criteria. 
More than. percent of the reports generated by CSE's Five Eyes partners that were 
attributed to Canadian signals intelligence collection were based on CSE 
collection. 


CC 1k i 5 TO BE  ,FLIED 


You may issue a Ministerial Authorization only if you are satisfied that. CSE has met the 
following four conditions set out in subsection 273.65(2) of the NDA: 


The interception wilt be directed at foreign entities located outside Canada', 
The information to be obtained could not be reasonably obtained by other 
means; 


® The expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and, 
Satisfactory measures are in place to protect the privacy of Canadians and to 
ensure that private communications will only be used or retained if they are 
essential to international affairs, defence or security. 


3 It is not always possible for CSE to know ahead of time that a foreign ontity outside Canada has travelled to 
Canada, and there is a risk that CSE may acquire two-end Canadian communications in that context. 
4=program yielded the share of foreign intelligence produced by CSE for the same periOCi 
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In order to demonstrate in advance of conducting collection activities that CSE 
has appropriate measures in place to meet each of these conditions, CSE uses a 
reasonableness standard that takes into account the particular context of the class of 
activity being authorized. 


These conditions are met respectively as follows: 


1. Interception must be directed at foreign entities located outside Canada 


CSE follows detailed procedures that provide reasonable grounds to suspect that 
interception activities are directed at foreign entities of foreign intelligence interest 
located outside of Canada. Intelligence analysts are required to prepare a written 
assessment,5 to identify a foreign intelligence priority and to draft a justification to 
outline the expected value of a collection activity, prior to initiating any selection 
activities. Selection criteria are subject to validation, 


to retrieve communications only when CSE is satisfied that the criteria relate to 
a foreign target and the external features of a communication.6


The use of selection criteria to identify communications for intercept provides CSE with 
a reasonably reliable means of assessing the foreign nationality, foreign location and 
intelligence interest of one of the communicants before a communication is retrieved. 
CSE allows Five Eyes partners to target foreign entities 
provided that they abide by the above legal and policy requirements set out in the NDA 
and CSE's policy framework. This means that any selection criteria proposed by a Five 
Eyes partner for must be validated by CSE as 
being directed at foreign entities outside Canada, and in line with GC intelligence 
priorities. 


2. Information could not be reasonably obtained by other means 


The nature of CSE's signals intelligence activities is such that the collected information 
(including any private communications) would not be shared voluntarily by the targeted 
foreign entity. Further, in most cases, information from the GI I is the only potential 
source for the intelli ence bein sou ht b the GC, and may only be visible on 


3. The expected value of the interception would justify it 


Activities conducted under this Ministerial Authorization provide CSE with unique 
access to the communications of targeted foreign entities and are an important source 


5 A foreign assessment must include an assessment of the nationality and location of an entity of foreign intelligence 
interest. 
6 Traditionally, external features have referred to information that meets the definition of 'rnetadata' as outlined in the 
MD on the Collection and Use of Metadata (2011). 
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of information about these entities arid their activities, intentions and capabilities. CSE's 
collection program continues to be a valuable source of foreign 


intelligence in accordance with GC intelligence priorities. Incidentally acquired private 
communications from CSE's collection activities may provide unique 
foreign intelligence that meets GC priorities and assists Government decision-making: 


In addition, CSE's collection orams also ovide CSE with access tO 
foreign intelligence which would 
otherwise be unavailable to CSE. This Five Eyes sharing regime is a valuable source of 
intelligence to the GC. CSE was able to produce approximatel per cent 
foreign intelligence reports as a result of intelligence from Five Eyes 


After the expiration of the current Ministerial Authorization, CSE will report to you on the 
full period of the authorization, in accordance with the reporting requirements outlined in 
the Ministerial Authorization. 


4. Sat ictory measures are in place fo protect the privacy of Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained if they are essential to international:
affairs, defence, or security. A private communication is considered to be essential if it 
contains information that is necessary to the understanding of a target's identity, 
location, capabilities or intentions, and is necessary for 
comprehension of that information in its proper context. 


CSE's policies relating to accountability, the privacy of Canadians, and the conduct of 
collection activities are outlined in the following Ministerial Directives and 


the associated operational policies*. 


• Ministerial Directive;: 
• Accountability Framework Ministerial Directive; 
* Privacy of Canadians Ministerial Directive; and, 


Collection and Use of Metadata Ministerial Directive. 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and the associated operational policies. CSE will advise 
you of significant revisions to policies and procedures that have an impact on measures 
to protect the privacy of Canadians. ©PS-1 is CSE's foundational policy on the 
protection of the privacy of Canadians and all other operational policies must comply 
with it,. A copy of OPS-1 has been provided for your reference. 


Where CSE incidentally intercepts a solicitor-client communication, it can only be used 
or retained if it is deemed essential to international affairs, defence or security.. This 
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means that intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its 


collection activities that risk interception of private communications and provide 
valuable foreign intelligence to the GC, as well as CSE's domestic and international 
partners. It is recommended that you approve the attached Ministerial Authorization 
"Communications Security Establishment Collection Activities," to be 
effective 1 December 2014 to 30 November 2015. 


John orster 
Chip 


Attachment 
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CERR1D # 12184780 


MINISTERIAL AUTHORIZATION 


C . 731aTRJAA' ESTABL r\ENT 
cGibLEcTioN ACTIVrITES 


In the matter of subsection 273.65(1) of the Na (mai Defence Act 


In the exercise of' the power :conferred on me by the National Defimec Act,. I have 
read the associated Memorandum of John Forster, Chief, Communications. 
Security Establishment (CSE), dated Noveinhk,-,r_ _, 2014 ("(.'hicrs 
Memorandum"), and have considered the information set out in that 
Memorandum. 1 am satisfied that the conditions in subsection 273.65(2) of the: 
National Defence Act have been met, 


I therefore authorize CSE to engage in the activities described in the Chief's 
Memorandum as Collection. which is part of CSE's 


Program, for the sole purpose of ( , btitining foreign intelligence in 
accordance with the Government of Canada intelligence priorities, as set outin 
the Ministerial Directive on the Intelligence Priorities, dated July 3rd, 2Q14 
("Intelligence Priorities" Ministerial Directive). 


I authorize the interception of any private communication that occurs as an 
incident of the Collection activities described in the Chief's 
Memorandum provided these Collection activities are conductedin 
compliance with the conditions set out in this Ministerial Authorization. 


I authorize the use and retention ofthe private communications that maybe 
intercepted by Collection activities, when such communications are 
essential to international affairs, defence or security. 


For the purposes of paragraph 273.65(2)(d) of the National N4wce Act, and this 
authorization, private communication intercepted pursuant to this Ministerial 
Authorization shall be considered essential to international affairs, defence or 
security if it contains information that is necessary to the understanding of a 
target's identity, location, capabilities or intentions, and is: 
necessary for comprehension of that information in its proper context. 
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7. I direct that: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall he 
subject to the measures to protect the privacy of Canadians, contained in the 
following operational policy and any other associated operational policies 
referred to therein: 


) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities". 


pursuant to this Ministerial 
Authorization shall be consistent with the direction provided in the 


Ministerial Directive. 


8. Pursuant to subsection 273.65(5) of the National Defence Act, I direct that the 
following additional measures to protect the privacy of Canadians apply to the 
conduct of Collection activities carried out in accordance with this 
Ministerial Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
compliance with the current versions of the Ministerial Directives "Privacy of 
Canadians", "Accountability Framework", "Collection and Use of Metadata", 
and 


b) In the course of conducting activities pursuant to this Ministerial 
Authorization, if an analyst recognizes that a communication relating to the 
seeking, formulating or giving of legal advice between a client and a Canadian 
solicitor ("solicitor-client communication') has been intercepted or obtained: 


i. Such communication shall be destroyed unless the Deputy Chief SIGINT 
has reasonable grounds to believe the communication. relates to 
information or intelligence about the capabilities, intentions or activities of 
a foreign individual, state, organization or terrorist group, as they relate W 
defence or security; 


ii. Before using or disclosing a solicitor-client communication, the Deputy 
Chief SIGINT shall advise me of any such determination and seek 
directions from me regarding the use and retention of the communication; 


iii. If in addition to meeting the condition set out in 8(b)(i), the Deputy Chief 
SIGINT has reasonable grounds to believe that the information raises real 
concerns that an individual or group is in imminent danger of death or 
serious bodily halm, the Deputy Chief SRAM' may use, retain or disclose 
the information to the extent strictly necessary to address that imminent 
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danger. The Deputy Chief SIGINT shall advise me, in writing, as soon as 
practicable but no later than 48 hours, or such a determination so I can 
decide its further use, retention and disclosure. 


d) To facilitate the Commissioner of CSE's review of the statutory requirement 
that interceptions of private communications must be directed at foreign 
entities located outside Canada, CSE shall maintain an automated directory of 
selection criteria which it is satisfied relates to foreign entities located outside 
Canada. 


e) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


i. the number of recognized private communications intercepted pursuant to 
this Ministerial Authorization that are used or retained on the basis that 
they are essential to international affairs, defence or security; 


ii. the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on the 
basis that they are essential to international affairs, defence or security and 
in conformity with the legal advice received; 


iii. the number of intelligence reports produced from the information derived 
from private communications intercepted pursuant to this Ministerial 
Authorization; and, 


iv. the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


9. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, such as a sustained substantial decrease in the value of 


Collection activities as a source of foreign intelligence, or any 
sustained major increase in the number of recognized private communications or 
solicitor-client communications intercepted as an incident of the 
Collection activities carried out pursuant to this Ministerial Authorization. 


10. Pursuant to section 273.63 and subsection 273.65 (8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and are authorized, and CSE shall support and assist the Commissioner in 
carrying out such reviews. 
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11. This Ministerial Authorization shall have effect for one year, from 1 December 
2014 to 30 November 2015. 


Dated at CA-f  this 
, 


day of  N( V-  2014. 


The Hon. Rob Nicholson, P.C., M.P. 
Minister of National Defence 
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communications Security Centre de la securite 
Establishment Canada des telecommunications.Catiala 


PCX Box 9703 C.P. 9703 
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K1G 3Z4 K1G 024 CERRID# 12185451 


NOV 18 2014 


ML1Z.C2ANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


CSE Collection AOtivitles 


(For Approval) 


SU 


The purpose of this Memorandum is to redunt a Ministerial Authorization for CSE's 
collection activities that risk the interception of private communications. 


The Ministerial Directive authorizes CSE, within a 
rigorous assessment and approval framework, to conduct 


Transformational changes in the global information infrastructure (GII) have 
made it much more difficult to collect communications and extract those of interest using 
traditional (i.e., ) collection methods. bassists in fulfilling CSE's 
legislated mandate by using more methods to acquire specific, high-interest data 
and communications. 


You may issue a Ministerial Authorization enabling 
provided the conditions under subsection 273.65(2) of the National Defence Act NDA) 
are met. Ministerial Authorizations are essential to the successful implementation of 
CSE's mandate; without them, the organization would be unable to collect the data from 
the Gil that it requires to provide foreign intelligence, in accordance with the intelligence 
priorities of the Government of Canada (QC): 


Although CSE cannot target Canadians or persons in Canada, and does not can cl,L. 
activities against 


incidentally intercept private communications when conducting 
may incidentally intercept a private communication when it uses 
intercept, 
terminates within Canada. 


it may 
activities. CSE 
capability to 


a communication of a foreign target that originates or 


The interception of private communications —those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(1) of the NDA, you authorize CSE to intercept 
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private communications in relation to an activity or class of activities for the sole 
purpose of obtaining foreign intelligence. 


CLASS OF :',TNrr!ES TO BE AUTI-107 COLLECT ON 


Rationale for CSE 
the Gil, such as 
have made it increasingly necessa for CSE to rel on ca abilities for the 
collection of foreign intelligence. 


Collection Activities: Recent transformational chan es to 


eonductin • Collection Activities: CSE conducts collection activities b 
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CSE's Selectii r- s. All CSE ollection activities acauire 


Interception of Private Communications: In accordance with Part VI of the Criminal 
Code, any communication that originates or Zerr-n ,aies in Canada, where the originator 
has an expectation of privacy, constitutes a private communication. Given that 
collection techniques are 


To date, there have been  reported intercepts of a private communication in the 
course of conducting a collection activity. However, there is a risk of 
intercepting private communications when a technique results in the acquisition of 
a communication 


As a result, CSE requires a Ministerial Authorization to undertake activities that 
risk the interception of private communications, as without lawful authority it is a criminal 
offence to intercept private communications. 
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Forei a . 1 ence Value of Collection /V. viles: Communications data that 
is 
important source of foreign intelligence produced by CSE 
From December 2013 to May 2014, collection was th- Canadian source for 
CSE-produced intelligence reports. Specifically,this program has rovided intelligence 
on 


Going forward, it is expected 
that this program will continue to provide intelligence on a broad ran e of issues 
includin 


CSE will also continue to 
targets of interest, 


CONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only if you are satisfied that CSE has met the 
following four conditions set out in subsection 273.65(2) of the ikr! 


The interception will be directed at foreign entities located outside Canada; 
• The information to be obtained could not be reasonably obtained by other 


means; 
The expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and, 
Satisfactory measures are in place to protect the privacy of Canadians and to 
ensure that private comn-Rnications will only be used or retained if they are 
essential to international affairs, defence or security. 


in order to demonstrate in advance of conducting activities that CSE has 
appropriate measures in place to meet each of these conditions, CSE uses a 
reasonableness standard that takes into account the particular context of the class of 
activity being authorized. 


These conditions are met respectively as follows: 


1. The interception must be directed at foreign entities located outside Canada 


CSE follows detailed procedures that provide reasonable grounds to suspect that 
interception activities are directed at foreign entities of foreign intelligence interest 
located outside of Canada. Intelligence analysts are required to prepare a written 
assessment', to identify a foreign intelligence priority and to draft a justification to 


A foreign assessment must include an assessment of the nationality and location of an entity of foreign intelli ence 
interest, 
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outline the expected value of a collection activit , i«rior to initiatin an activities. 


2. The information could not be reasonably obtained by other means 


The nature of CSE's signals intelligence activities is such that the collected information 
(including any private communications) would not be shared voluntarily by the targeted 
foreign entity. In fact, many foreign targets make deliberate efforts to 
information about their activities, capabilities, and intentions 


from intelligence 
agencies, and specifically from CSE. As such, information 


is often the only potential source for the 
intelligence being sought by the GC, and may only be obtainable by CSE 
collection activities. 


8. The expected value of the interception would justify it 


Activities conducted under this Ministerial Authorizatiqn provide CSE with unique 
access to information about foreign entities and their acth.fi'Oes, intentions, and 
capabilities, in accordance with GC intelligence priorities. Although there have 


incidental) ac uired rivate communications from CSE's Oh activities to date, 
provide unique foreign intelli ence that meets 


GC priorities and assists Government decision-making, given the of this 
Collection program. 


After the expiration of the current Ministerial Authorization forte activities, CSE will 
report to you on the full period of the authorization, in accordance with the reporting 
requirements outlined in the Ministerial Authorization. 


SatisfaCtory Measures are In place to protect The privacy of Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained if they are essential to international 
affairs, defence, or security. A private communication is considered to be essential if it 
contains information that is necessary to the understanding of a target's identity, 
location, capabilities or intentions, and is necessary for 
comprehension of that information in its proper context. 
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CSE's policies relating to accountability, the privacy of Canadians, and the conduct of 
collection activities are outlined in the following Ministerial Directives and the 


associated operational policies: 


O Ministerial Directive; 
O Collection and Use of Metadata; 
O Accountability Framework Ministerial Directive; and, 
O Privacy of Canadians Ministerial Directive. 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and the associated operational policies. CSE will advise 
you of significant revisions to policies and procedures that have an impact on measures 
to protect the privacy of Canadians. OPS-1 is CSE's foundational policy on the 
protection of the privacy of Canadians and all other operational policies must comply 
with it. A copy of OPS-1 has been provided for your reference. 


Where CSE incidentally intercepts a solicitor-client communication, it can only be used 
or retained if it is deemed essential to international affairs, defence, or security. This 
means that intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its 
activities that risk interception of private communications and provide valuable foreign 
intelligence to the GC, as well as CSE's domestic and international partners. it is 
recommended that you a rove the attached Ministerial Authorization "Communications 
Security Establishment Collection Activities" to be 
effective 1 December 2014 to 30 November 2015. 


John rste r 
Chief 


Attachment 
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CERRID # 12183879 


MINISTERIAL AUTHORIZATION 


COMMUNICATIONS SECURITY ESTABLISHMENT 
COLLECTION ACTIVITIES 


In the matter of subsection 273.65(1) of the National Defence Act: 


1. In the exercise of the power conferred on me by the National Defence Act, I have 
read the associated Memorandum of John Forster, Chief, Communications Security 
Establishment (CSE), dated November t   , 2014 (Chief s Memorandum), and have 
considered the information set out in that Memorandum. I am satisfied that the 
conditions in subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to en a e in the activities described in the Chief's 
Memorandum as Collection activities for the 
sole purpose of obtaining foreign intelligence in accordance with the Government of 
Canada intelligence priorities, as set out in the Ministerial Directive on the 
Intelligence Priorities, dated 3 July, 2014 ("Intelligence Priorities" Ministerial 
Directive). 


3. I authorize the interception of any private communication that occurs as an incident 
of the Collection activities described in the Chief's Memorandum provided 
these Collection activities are conducted in compliance with the conditions set 
out in this Ministerial Authorization. 


4. I authorize the use and retention of the private communications that may be 
intercepted by Collection activities, when such private communications are 
essential to international affairs, defence and security. 


5. For the purposes of paragraph 273.65(2)(d) of the National Defence Act, and this 
authorization, a private communication intercepted pursuant to this Ministerial 
Authorization shall be considered essential to international affairs, defence or security 
if it contains information that is necessary to the understanding of a target's identity, 
location, capabilities or intentions, and is necessary for 
comprehension of that information in its proper context. 


6. I direct that: 


a) Activities carried out pursuant to this Ministerial Authorization shall be directed 
at information infrastructures reasonably suspected of being located outside 
Canada and used by foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be subject to 
the measures to protect the privacy of Canadians contained in the following 
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operational policy and any other associated operational policies referred to 
therein: 


(i) OPS 1— "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities". 


7. Pursuant to subsection 273.65(5) of the National Defence Act, I direct that the 
following additional measures to protect the privacy of Canadians apply to the 
conduct of Collection activities carried out in accordance with this Ministerial 
Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
compliance with the current versions of the Ministerial Directives "Privac of 
Canadians", "Accountability Framework", 
and "Collection and Use of Metadata". 


b) In the course of conducting activities pursuant to this Ministerial 
Authorization, if an analyst recognizes that a communication relating to the 
seeking, formulating or giving of legal advice between a client and a Canadian 
solicitor ("solicitor-client communication") has been intercepted or obtained: 


i. Such communication shall be destroyed unless the Deputy Chief SIGINT 
has reasonable grounds to believe the communication relates to 
information or intelligence about the capabilities, intentions or activities of 
a foreign individual, state, organization or terrorist group, as they relate to 
defence or security; 


ii. Before using or disclosing a solicitor-client communication, the Deputy 
Chief SIGINT shall advise me of any such determination and seek 
directions from me regarding the use and retention of the communication; 


iii. If in addition to meeting the condition set out in 7(b)(i), the Deputy Chief 
SIGINT has reasonable grounds to believe that the information raises real 
concerns that an individual or group is in imminent danger of death or 
serious bodily harm, the Deputy Chief SIGINT may use, retain or disclose 
the information to the extent strictly necessary to address that imminent 
danger. The Deputy Chief SIGINT shall advise me, in writing, as soon as 
practicable but no later than 48 hours, or such a determination so I can 
decide its further use, retention and disclosure. 


d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


i. the number of recognized private communications intercepted pursuant to 
this Ministerial Authorization that are used or retained on the basis that 
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they are essential to international affairs, defence or security; 


ii. the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on the 
basis that they are essential to international affairs, defence or security and 
in conformity with the legal advice received; 


iii. the number of intelligence reports produced from the information derived 
from private communications intercepted pursuant to this Ministerial 
Authorization; and, 


iv. the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


8. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, such as a sustained substantial decrease in the value of 


activities as a source of foreign intelligence, any marked increase in the risk that 
CSE' sMCollection activities or any sustained major increase in 
the number of recognized private communications or solicitor-client communications 
intercepted as an incident of the Collection activities carried out pursuant to this 
Ministerial Authorization. 


9. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act the 
Commissioner of CSE is charged with the review of activities carried out under this 
Ministerial Authorization to ensure that they are in compliance with the law and are 
authorized. CSE shall support and assist the Commissioner in carrying out such 
reviews. 


10. This Ministerial Authorization shall have effect for one year, from 1 December 2014 
to 30 November 2015. 


Dated at ftti,k3 


(  A 
The Hon. R6ii Nicholson, P.C., M.P. 
Minister of National Defence 


S Tf-1this day of  2014. 
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CSE Collection Activities 


(Fer Approval) 


ISSUE 


The ur ose of this Memorandum is to request a Ministerial Authorization for CSE's 
collection activities that risk the interception of private communications. 


The Communications Security Establi.'ilmeit's (CSE) foreign intelligence mandate 
authorizes it, within a rigorous assessment and approval framework, to conduct 


collection activities. CSE's collection activities are conducted 


CSE also collects communications using 


 CSE currently operates three collection activities or classes of 
activities under this Ministerial Authorization: 
Collection Activities Involving and 
Collection 


You may issue a Ministerial Authorization enabling collection activities 
provided the conditions under subsection 273.65(2) CI the National Defence Act (NDA) 
are met. Ministerial Authorizations are essential to the successful implementation of 
CSE's mandate; without them, the organization would be unable to collect the data from 
the global information infrastructure (Gil) that it requires to provide foreign intelligence, 
in accordance with the intelligence priorities of the Government of Canada (GC:). 


Although CSE cannot target Canadians or persons in Canada, it may incidentally 
intercept private communications when collecting foreign intelligence using 


collection activities. 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(1) of the NDA, you authorize CSE to intercept 
private communications in relation to an activity or class of activities for the sole 
purpose of obtaining foreign intelligence. 
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CLASS OF ACTIVITIES TO BE AUTFIC7 


technologies that rely on the 
data on the GIL While the application of 


Rationale for CSE Collection Activities: 


Conduz-tir Colleeon Activities: CSE 


LLEC C) 


plies to an 
communications 


collection 
activities tanet forei n communications data that is 


in iaccordance with QSE's foreign intelligence mandate. 


CSE uses various collection technologies to acquire foreign signals fOr 
analysis. As previously mentioned, CSE has 


To identify for collection and to minimize the interception o 
communications, CSE obtains 
desired 
value. 


in order to 


private 
from a 


foreign intelligence 


In the course of 
conducting there is a risk for CSE to incidentally acquire private 
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communications. However, 


processes, and 
Without 


intelligence interest. 


The choice of 


of the collection and selection 
intelligence analytical processes, includin, 


CSE would be unable to judiciously identify 
associated with entities of foreign 


communications data of foreign intelligence value, and where 
these communications are accessible to CSE. Due to the nature of 


Therefore, CSE 
collection 


CSE Selection Process: 
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interception of Private Communicenens: In accordance with Part VI of the Criminal 
Code, any communication that originates or terminates in Canada, where the originator 
has an expectation of privacy, constitutes a private communication. CSE reduces the 
risk of inadvertent interception of private communications through various measures, 
including network characterization analysis, metadata analysis, selection 
criteria validation, and annual re-validation of selection criteria. 
However, because CSE cannot know in advance if a targeted foreign entity will 
communicate with persons in Canada, CSE may incidentally intercept a one-end 
Canadian communication originating or terminating with a foreign entity of intelligence 
interest. 


Despite efforts to prevent the interception of communications that both originate and 
terminate in Canada as described in the above selection procces3, two-end Canadian 
communications may be inadvertently forwarded to the consolidated traffic repository. 
When subsequently recognized as such by an intelligence arettI+,/se these will be marked 
for deletion and not used fureter by CSE. Associated selection criteria will be removed 
from collection or refine: ( -ilentee) as appropriate, to: prevent further collection 
of two-end Canadian cornmuricen 


As a result, CSE requires a Ministerial Authorization to undertake 
collection activities that risk the interception of private communications, as without lawft.II 
authority it is a criminal offence to intercept private communications. 


Foreign Intelligence Value of Collection Activities: 
Communications data is a source of foreign 
intelligence produced by CSE From December 2013 to May 
2014, collection covered intelligence priorities such as 


In accordance with partnership agreements, CSE receives requests from its Five Eyes 
partners to target specific selection criteria Once these. 
requests have been validated, and determined to be in-line with GC intelligence 
priorities, CSE may agree to target Five Eyes selection-criteria, 


CONDITIONS TO BE SATISFIED, 


You may issue a Ministerial Authorization only ityou are satisfied that CSE has met the. 
following four conditions set out in subsection 273.65(2) of the NDA: 


• The interception will be directed at foreign entities .locatecl outside Ca' • da; 


3 it is not always possible for CSE to knOw ahead of Ina that a:foreign entity outside Canada:118e travelled to 
Canada, and there tea risk that CSE may acquire two-end Canadian communications in that context. 


4 - 
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The information to be obtained could not be reasonably obtained by other 
means; 
The expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and 
Satisfactory measures are in place to protect the privacy of Canadians and to 
ensure that private communications will only be used or retained if they are 
essential to international affairs, defence or security. 


In order to demonstrate in advance of conducting activities that CSE 
has appropriate measures in place to meet each of these conditions, CSE uses a 
reasonableness standard that takes into account the particular context of the class of 
activity being authorized, 


These conditions are M' et respectively as follows-. 


1. The interception must be directed at foreign entities located outside Canada 


CSE follows detailed procedures that provide reasonable grounds to suspect that 
interception activities are directed at foreign entities of foreign intelligence interest 
located outside of Canada. Intelligence analysts are required to prepare a written 
assessment,4 to identify a foreign intelligence priority and to draft a justification to 
outline the expected value of a collection activity, prior to initiating any selection 
activities. Selection criteria are subject to validation, 
to retrieve communications only when CSE is satisfied that the criteria relate to a foreign 
target and the external features of a communication.5


The use of selection criteria to identify communications for intercept provides CSE with 
a reasonably reliable means of assessing the foreign nationality, foreign location and 
intelligence interest of one of the communicants before a communication is retrieved. 
CSE allows Five Eyes partners 
provided that they abide by the above legal and policy requirements set out in the NDA 
and CSE's policy framework. This means that any selection criteria proposed by a Five 
Eyes partner for must be validated by CSE as 
being directed at oreign entities outsi e ana a, an in ine with Government of 
Canada intelligence priorities. 


2. The information could not be reassonably obtained by other means 


The nature of CSEis signals intelligence activities is such that the collected information 
(including any private communications) would not be shared voluntarily by the targeted 
foreign entity, Further, in most cases, information from the Gil is the only potential 


4 A foreign assessment must include an assessment of the nationality and location of an ecitity of foreign intelligence 
interest. 
5 Traditionally, external features have referred to information that meets the definition of 'metadata as outlined in the• 
MD on the Collection and Use of Metadata (2011). 


_5 
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source for the intelli ence bein sou ht b the .0C, and may only be visible on 


3. The expected value of the interce.-ition would jus ity it 


Activities conducted under this Ministerial Authorization provide CSE with unique. 
access to the communications of targeted foreign entities and are a source of 
information about these entities and their activities, intentions and capabilities. CSE'S 


collection activities continue to produce foreign intelligence in 
accordance with GC intelligence priorities. Incidentally acquired private 
communications from CSE's collection activities may provide unique 
foreign intelligence that meets GC priorities and assist Government decision-making. 


In addition, CSE's collection programs also provide CSE with access to 
foreign intelligence which would 
otherwise be unavailable to CSE. This Five Eyes sharing regime is a valuable source of 
intelligence to the GC. CSE was able to produce foreign intelligence reports of high 
value to the GC as a result of intelligence from Five E es 


CSE also derives technical information about global Information networks from its 
collection activities. This supports other collection activities and improves 


CSE's understanding oi its targets and their communication patterns. For example, 
CSE's collection activities are a rich source of information related to 


and have enhanced research on 
among the Five Eyes partners. 


research ultimately benefits CSE's own collection activities. 


After the expiration of the current Ministerial Authorization, CSE will report to you on the 
full period of the authorization, in accordance with the reporting requirements outlined in 
the Ministerial Authorization. Detailed information on each of the programs that CSE 
operates under the Collection Activities Ministerial Authorization is 
provided in Annex A. 


4 Satistactoty measures are in place to protect the privacy o Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained if they are essential to international 
affairs, defence, or security. A private communication is considered to be essential if it 
contains information that is necessary to the understanding of a target's identity, 
location, capabilities or intentions, and is necessary for 
comprehension of that information in its proper context. 
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CSE's policies relating to accountability, the privacy of Canadians, and the conduct of 
activities are outlined in the following Ministerial Directives and the 


associated operational policies: 


• Ministerial Directive; 
• Accountability Framework Ministerial Directive; 
• Privacy of Canadians Ministerial Directive; and, 
• Collection and Use of Metadata Ministerial Directive; 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and the associated operational policies. CSE will advise 
you of significant revisions to policies and procedures that have an impact on measures 
to protect the privacy of Canadians. OPS-1 is CSE's foundational policy on the 
protection of the privacy of Canadians and all other operational policies must comply 
with it. A copy of OPS-1 has been provided for your reference. 


Where CSE incidentally intercepts a solicitor-client communication, it can only be used 
or retained if it is deemed essential to international affairs, defence or security. This 
means that intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its 


collection activities that risk interception of private communications and 
provide foreign intelligence to the Government of Canada, as well as CSE's domestic 
and international partners. It is recommended that you approve the attached Ministerial 
Authorization "Communications Security Establishment Collection 
Activities", to be effective 1 December 2014 to 30 November 2015. 


C 


John rster 
Chief 


Attachment 
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CERRID # 12183481 


MINISTERIAL AUTHORIZATION 


COMMUNICATIONS SECURITY ESTABLISHMENT 
COLLECTION ACTIVITIES 


In the matter of subsection 273.65(1) of the National Defence Act: 


1. In the exercise of the power conferred on me by the National Defence Act, I have 
read the associated Memorandum of John Forster, Chief, Communications 
Security Establishment (CSE), dated November IS , 2014 ("Chief's 
Memorandum"), and I have considered the information set out in that 
Memorandum. I am satisfied that the conditions in subsection 273.65(2) of the 
National Defence Act have been met. 


2. I therefore authorize CSE, with the assistance of the Canadian Forces or other 
government departments or agencies where necessary, to engage in the activities 
described in the Chief's Memorandum as Interception for the 
sole purpose of obtaining foreign intelligence in accordance with the Government 
of Canada intelligence priorities, as set out in the Ministerial Directive on the 
Intelligence Priorities, dated 3 July, 2014 ("Intelligence Priorities" Ministerial 
Directive). 


3. I authorize the interception of any private communication that occurs as an 
incident of the Collection activities described in the Chief's 
Memorandum provided these Collection activities are conducted 
in compliance with the conditions set out in this Ministerial Authorization. 


4. I authorize the use and retention of the private communications that may be 
intercepted by Collection activities, when such communications 
are essential to international affairs, defence or security. 


5. For the purposes of paragraph 273.65(2)(d) of the National Defence Act, and this 
authorization, a private communication intercepted pursuant to this Ministerial 
Authorization shall be considered essential to international affairs, defence or 
security if it contains information that is necessary to the understanding of a 
target's identity, location, capabilities or intentions, and is 
necessary for comprehension of that information in its proper context. 


6. I direct that: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 


1 
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( 


subject to the measures to protect the privacy of Canadians, contained in the 
following operational policy and any other associated operational policies 
referred to therein: 


(i) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


7. Pursuant to subsection 273.65(5) of the National Defence Act, I direct that the 
following additional measures to protect the privacy of Canadians apply to the 
conduct of Collection activities carried out in accordance with 
this Ministerial Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
compliance with the current versions of the Ministerial Directives 


"Privacy of Canadians", "Accountability Framework", 
and "Collection and Use of Metadata". 


b) In the course of conducting activities pursuant to this Ministerial 
Authorization, if an analyst recognizes that a communication relating to the 
seeking, formulating or giving of legal advice between a client and a Canadian 
solicitor ("solicitor-client communication") has been intercepted or obtained: 


i. Such communication shall be destroyed unless the Deputy Chief SIGINT 
has reasonable grounds to believe the communication relates to 
information or intelligence about the capabilities, intentions or activities of 
a foreign individual, state, organization or terrorist group, as they relate to 
defence or security; 


ii. Before using or disclosing a solicitor-client communication, the Deputy 
Chief SIGINT shall advise me of any such determination and seek 
directions from me regarding the use and retention of the communication; 


iii. If in addition to meeting the condition set out in 7(b)(i), the Deputy Chief 
SIGINT has reasonable grounds to believe that the information raises real 
concerns that an individual or group is in imminent danger of death or 
serious bodily harm, the Deputy Chief SIGINT may use, retain or disclose 
the information to the extent strictly necessary to address that imminent 
danger. The Deputy Chief SIGINT shall advise me, in writing, as soon as 
practicable but no later than 48 hours, or such a determination so I can 
decide its further use, retention and disclosure. 


d) To facilitate the Commissioner of CSE's review of the statutory requirement 
that interceptions of private communications must be directed at foreign 
entities located outside Canada, CSE shall establish and maintain an 
automated directory of selection criteria which it is satisfied relates to foreign 
entities located outside Canada. 
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e) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


i. the number of recognized private communications intercepted pursuant to 
this Ministerial Authorization that are used or retained on the basis that 
they are essential to international affairs, defence or security; 


ii. the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on the 
basis that they are essential to international affairs, defence or security and 
in conformity with the legal advice received; 


iii. the number of intelligence reports produced from the information derived 
from private communications intercepted pursuant to this Ministerial 
Authorization; and, 


iv. the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


8. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, such as a sustained substantial decrease in the value of 


Collection activities as a source of foreign intelligence, or any 
sustained major increase in the number of recognized private communications or 
solicitor-client communications intercepted as an incident of the 
activities carried out pursuant to this Ministerial Authorization. 


9. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and are authorized. CSE shall support and assist the Commissioner in 
carrying out such reviews. 


10. This Ministerial Authorization shall have effect for one year, from 1 December 
2014 to 30 November 2015. 


Dated at  this day of 


' - 
The" iton:Rob Ni6holson, P.C., M.P. 
Minister of National Defence 


E LF= 2014. 
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Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


NOV 1 8 2014 


10 October 2014 


TO- SECRETHS CEO (ECI witit attachments) 
Cerrid #17600268 


ECT#14-13730 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


2014-15 Ministerial Authorization (MA) Request Package 


(For Approval) 


Summary 


• Please find enclosed the 2014-2015 Ministerial Authorization request package for 
your approval. This package contains four Ministerial Authorizations for your 
signature, along with four associated covering memoranda. The memoranda provide 
you with background context and justification to inform your consideration of each of 
the four Ministerial Authorizations. 


• Ministerial Authorizations authorize CSE to undertake activities or a class of activities 
to pursue its foreign intelligence collection or information technology security 
mandates when these activities risk contravention of the Criminal Code provision 
against the interception of private communications. Ministerial Authorizations are 
renewed each year on December 1 and expire one year later on November 30. 


• No substantive changes have been made to the fundamental components of the 
Ministerial Authorizations from the previous year. Minor changes have been made to 
the review process for the retention of solicitor-client communications, and a more 
streamlined notification system has been adopted for the deployment of CSE Cyber 
Defence Activities when requested by federal institutions. 


• Seven Ministerial Directives are also included in this package for your approval, 
including two new directives and five existing. These directives are established under 
CSE's Ministerial Directive and govern CSE's 


only valid for one year, and the five existing directives have not changed from last 
year. 


• Finally, a copy of OPS-1, CSE's internal policy entitled 'Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSE Activities', has 
also been provided in this package for ease of reference. OPS-1 is referred to 
throughout the Ministerial Authorizations and the associated memoranda. 
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Recommendation: 


It is recommended that you approve the Ibur 2014-2015 Mister:Lai Authorizations es • I 
as the seven Ministerial Directives, 


John .orster 
Chief 
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Module 1: Requirements TOP SECRET//SI//CEO 


Module 1: Requirements 


Government of Canada Requirements (GCRs) 


Government of Canada Requirements (GCRs) reflect the Government of Canada's ongoing 
intelligence requirements. GCRs are generated by the SIGINT Programs Operational Requirements 
group (SPOR), based on feedback from clients stating their areas of interest. A eneral statement of a 
requirement is used as the basis for a GCR. For example, there is a GCR for 


Components of a GCR 


GCRs are made us of three corn sonents: 


requirements: 
is a fairly broad subject area which corresponds to one of the following 


I 
M -In the example above, elates to 


requirements. 
on the list of 


he further defines the category. In the example above, relates to 


=The s c that indicates a In the 
example above, relates to 
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Module 1: Requirements 


Type "go gcr" into your browser or use the following link: 


TOP SECRET//SI//CEO 
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Module 1: Requirements TOP SECRET//SI//CEO 


National SIGINT Priorities List (NSPL) 


The National SIGINT Priorities List (NSPL) is a tiered list which officially defines issues of national 
interest from a SIGINT perspective and the level of interest and effort afforded to each one. The 
priorities are ranked 0 to 4, The list is divided into: 


• Standing Issues 
• Watching Briefs 


Standing Issues 


Standing Issues reflect items of long-term interest or concern to the Government of Canada (GC). 


are not listed as priorities — rather, 
highlighted. As a result, n• 


can place it in several tiers (e.g., 
would appear in tier 3 1, whereas 


Watching Briefs 


Watching Briefs represent items of short- to medium-term interest to GC 


are 
but issues related to 
would appear in tier 


on the Watching Briefs are also ranked in alignment with the tiers and will rise and fall in 
priority as the situation dictates. They are normally 
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Module 1: Requirements 


T se ":o NSPL" into our browser or use the followin: links: 


TOP SECRET//SI//CEO 
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Module 1: Requirements TOP SECRET//SI//CEO 


Client Requests/RFIs 


A Client Request is an individual client's specific information need that falls under a more general 
GCR. In this item can contain an "RFI (Request for Information)". Clients can use this field 
to provide specific details about the request, such as 


Information submitted to CSE that is specified in the "Request for Information (RFI)" field must reflect 
the fact that CSE does not target Canadian, US, UK, New Zealand, or Australian persons and entities. 
The following is an example of a Client Request: 
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Module 1: Requirements TOP SECRET//SI//CEO 


Feedback 


Feedback is a client's reaction to or comment about a SIGINT End-Product Report (EPR) and may 
serve as an informal evaluation of the information as well as a method for identifying new or 
adjusting existing client requirements. 


The feedback component in 


Rating 


Exceptional 


Satisfied Need 


Improvements 
Needed 


Actionable Intelligence 


contains three rating categories: 


Details 


Actionable intelligence is identified in the feedback portion of when action is taken as a 
direct result of SIGINT reporting. This feedback is normally entered by Client Relations Officers (CROs) 
on behalf of clients, by clients themselves, or by anyone who receives feedback from clients, e.g., 
Team Leaders. 


There are three possible definitions of action broken down into Canadian (including GC and CF) and 
Allied actions: 


Action 
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Module 1: Requirements TOP SECRET//SI//CEO 


The following are examples of feedback: 
Exceptional 


A ct ors. 
N a e 


Satisfied Need 


Improvements Needed 


Actors 
C:-ganiza csItIcr, 


• •=1!yst 


T 


GCRs EXERCISE 
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Module 1: Requirements TOP SECRET//SI//CEO 


CSE Authorities 


National Defence Act 
According to the National Defence Acts. 273.64, the CSE mandate has three parts: 


Part A: 
To acquire and use information from the global information infrastructure for the purpose of 
providing Foreign Intelligence (FI)1, in accordance with Government of Canada intelligence priorities 


Part B: 
To provide advice, guidance and services to help ensure the protection of electronic information and 
of information infrastructures of importance to the Government of Canada 


Part C: 
To provide technical and operational assistance to federal law enforcement and security agencies in 
the performance of their lawful duties 


Questions to ask yourself as an analyst: 


. Is my activity directed at a foreign person or entity? 


. Is the foreign person or entity located outside of 
Canada? 


. Does the expected information or intelligence relate 
to the capabilities, intentions or activities of the 
foreign person or entity? 


. Does the expected information or intelligence relate 
to an intelligence priority of the Government of 
Canada? 


➢ If you answer YES to all questions, you 
can operate under Part A. Proceed in 
accordance with Operational Policy. 


➢ If you answer NO to any question, this 
activity cannot be conducted under Part 
A. IRRELEVANT 


IRRELEVANT 


Note: Analysts in the Intelligence Branch operate mostly under Part A or C. 


1  Fl is information or intelligence about the capabilities, intentions or activities of a foreign individual, 
state, organization or terrorist group as they relate to international affairs, defence or security 
(National Defence Act, section 273.61). 
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CSIS Act 
IRRELEVANT 
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Module 1: Requirements TOP SECRET//SI//CEO 


SIGINT Privacy Annotations and Accountability Markings 


OPS-1 


The OPS-1 policy document requires analysts to apply SIGINT privacy annotations to traffic containing 
privacy information for retention or deletion (traffic pertaining to Part A of the mandate only;IRRELE\ 


IRRELEVANT 


SIGINT privacy annotations are markings applied to SIGINT traffic containing recognized: 


• private communications2
• communications of a Canadian located outside of Canada 
• information about Canadians that does not contain Fl 
• solicitor-client communications 


It is the responsibility of analysts whose functions are directly related to the production of SIGINT 
reports to annotate appropriately SIGINT traffic that is recognized as falling into one the categories 
described above. SIGINT privacy annotations must be applied to all traffic containing privacy 
information except when the traffic comes from one of the following sources: 


• annotate only "information about Canadians with no Fl" (IACN); 
mark AM (Accountability Marking) for one-end Canadian e-mails 
containin: Fl 


• 
• IRRELEVANT 


receive the full range of privacy annotations.) 
: annotate only IACN) 


no annotations allowed 


SIGINT privacy annotations are to be applied onl to traffic in from CSE 
collection sources. See OPS-3-1 Procedures for Activities for 
details related toMtraffic and SIGINT privacy annotations. 


The following tables show the privacy annotations you are required to make in when you 
recognize communications containing privacy information. Table 1 shows the annotations to be used 
for traffic containing privacy information other than solicitor-client communications. Table 2 provides 
the annotations to be used for traffic containing solicitor-client communications. 


2A private communication is any oral communication, or any telecommunication, that is made by an originator who is in 
Canada or is intended by an originator to be received by a person who is in Canada and that is made under circumstances 
in which it is reasonable for the originator to expect that it will not be intercepted by any person other than the person 
intended by the originator to receive it, and includes any radio-based telephone communication that is treated electronically 
or otherwise for the purpose of preventing intelligible reception by any person other than the person intended by the 
originator to receive it. (Criminal Code, section 183) 
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Table 1. Privacy annotations for non-solicitor-client communications 


one conuxntuicant is physically located in Canada' 
Location 
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Table 2. Privacy annotations for solicitor-client communications* 


:ate 
deletion 


IACN 


Location 
Source 


E end:11W 


Annotation 


f one cotrununican vsicall located in Canad.-, .


L0111.101.. 


s ectutt.- C 


INCAS isN 


If one cotntnut iesnt is a Canadian' hysica.111, located outside Canada 


OUCAS 


eSieilti3' H: 1- i 


— I 3 


:311 defence Or Not ess en te leletion 


OUCASN 


* See the special handling procedures in the notes on Solicitor-Client Communications in OPS-1. 


'This is a private communication, with geography being the determining factor (i.e., one of the communicants must be located in Canada. See paragraph 8.18 for the 
definition. Should an analyst recognize traffic where both the originator and the recipient are Canadians, or are both in Canada, or where one communicant is in 
Canada and the other is a Canadian located outside Canada, the traffic must be annotated for deletion. All associated selectors must be reviewed and SPOC and 


must be notified; see paragraph 2.8. 
See paragraph 8.2 for the definition of a Canadian. 


3 There is no requirement to maintain statistics on these communications; however, for privacy reasons, those communications that do not contain Fl essential to 
international affairs, defence or the security of Canada are to be annotated for deletion 
4 Although this marking is not required under any MA, for accountability purposes, one-end Canadian e-mail 


must be marked 
See paragraphs 3.5 and 3.8 for definition and handling instructions related to solicitor-client communications 
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Module 1: Requirements TOP SECRET//SI//CEO 


Storing privacy information 


The Procedures for the Storage of Privacy Information3 document provides instructions on how to 
handle and store privacy information that is retained. All privacy information (reports, intercept and 
documentation) must be filed using special Temporary Document Holders (specially marked file 
folders marked Mandate A or Mandate C that you can obtain from your Team Leader). 


The following information must be recorded on the outside cover of the Temporary Document Holder: 


• Security classification 
• Serial number 
• Date of report 


The following documentation is required and must be included in each folder: 


• 


• 


• 


• 


• 


copy of the raw traffic (for intercept) 
in the case of traffic, the gist/translation 
copies of any translations produced 
draft/edit copies of the report, including metadata 
Product Release Form sign-off approval sheet 


IRRELEVANT 
IRRELEVANT 


End-Product Reports (EPRs) containing privacy information pending editorial review or release 
authority must be protected in the Temporary Document Holder when you leave your workstation for 
extended periods of time (e.g., lunch or meetings). During regular business hours, place the privacy 
information in the Temporary Document Holder and store it "out of sight" in either your locked 
workstation drawer or locked flipper cabinet. At the end of each business day all "in-progress work" 
must be placed within the Temporary Document Holder, which must be secured within the team's 
security cabinet. 


Any traffic retained for background purposes only and has not been reported (no serial number or 
report date) must also be stored in the team's security cabinet in the appropriate Temporary 
Document Holder (for Mandate A or Mandate C). 


All documentation containing privacy information that is not to be retained must be destroyed using a 
shredder approved by Corporate Security for the secure destruction of TOP SECRET information. Do 
not discard documents containing privacy information in burn bags. 


All e-mail copies of Advance Reports (see Appendix H of CSOI-4-1 SIG/NT Reporting) containing privacy 
information must be destroyed the first working day of each month for any EPRs that were produced 
(not to exceed 34 days). 
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SPOC Privacy Picker 
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Module 2: Collection TOP SECRET//SI//CEO 


Module 2: Collection 


Mandate 


Part A of CSE's legislated mandate, under paragraph 273.64 (1) (a) of the National Defence Act, 
provides the authority to acquire and use information for the purpose of providing foreign 
intelligence in accordance with Government of Canada (GC) intelligence priorities, provided that 
CSE's activities shall not be directed at Canadians or any person in Canada and shall be subject to 
measures to protect the privacy of Canadians in the use and retention of intercepted information. 


All selectors and methods used in collection and acquisition activities under Part A of the Mandate 
shall be directed at foreign entities located outside Canada and shall be consistent with GC 
intelligence priorities. 


In the event that the selector (e.g., phone number or e-mail address) of a Canadian or a person in 
Canada is inadvertently targeted, the following actions must be taken as soon as possible: 


Step Action 
1 The selector must be de-targeted. 
2 Any existing traffic resulting from that selector must be 


destroyed (i.e., marked for deletion). 
3 Any End-Product Reports based on the traffic must be 


cancelled. 
4 CSE's SIGINT Programs Oversight and Compliance (SPOC) and 


Operational Policy must be notified and apprised 
of the actions taken. 


Types of Collection 


Collection involves 


is largely handled by group. 


Collection involves 


is arge 
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Module 2: Collection TOP SECRET//SI//CEO 


Collection Programs 


Collection Programs -The main collection programs are as follows: 


(CSE's is located at CFS Leitrim). 
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Module 2: Collection TOP SECRET//SI//CEO 


Collection Program - perform  


IRRELEVANT 


Legal and Policy Privacy Concerns 


Canadian Guidelines 
• OPS-1 (Ensuring Privacy of Canadians) 
• OPS 3-1-


IRRELEVANT 


• One-end Canadian communications 
helps to ensure the legality of tasking/targeting. SPOC helps to ensure 


compliance with policy. 


2nd Party Guidelines 
• US — United States SIGINT Intelligence Directive (USSID-18) 


• UK — Human Rights Act (HRA) 


• Australia — Intelligence Services Act (ISA) 


TERMINOLOGY EXERCISE 
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Module 3: Research and Analysis TOP SECRET//SI//CEO 


Module 3: Research and Analysis 
IRRELEVANT 
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Module 3: Research and Analysis TOP SECRET//SI//CEO 


Report Research 


Analysts must keep up-to-date with several events on a daily basis. Analysts will scan a variety of 
sources to augment their reporting, including: 


• End-Product Reports (EPRs) via 
• Open source resources, and 
• Traffic databases. 


End-Product Reports 


Analysts should scan EPRs in 
• 
• 
• 


• 


Open source resources 


IRRELEVANT 


Traffic databases 


to: 


Analysts scan traffic for foreign intelligence (FI) information that will be written into a SIGINT report. 
Fl is information or intelligence about the capabilities, intentions or activities of a foreign individual, 
state, organization or terrorist group as they relate to international affairs, defence or security 
(National Defence Act, section 273.61). Foreign intelligence is NEW information, which can be used by 
the client for background information, decision-making or further analysis. 


Most traffic is stored in the 


analysts to 
made and stored in 
Analysts scan the 


hrough the-
the content of a traffic item. 


is accessed through 
daily for 


and accessed using the 
component in which allows 


can be 


fax traffic for any potential) re ortable information. Present! all fax traffic goes 
through that uses technology. 
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Module 3: Research and Analysis TOP SECRET//SI//CEO 


Determining reportability 


The first step in writing a report is finding reportable traffic, i.e., Fl. Within the Canadian context, its 
purposes are to protect Canada's interests, to facilitate the policy process, and to provide advantage 
in the pursuit of overall government policy objectives. In general, foreign intelligence deals with 
events outside Canada, 


Consider the following questions to determine if the traffic is reportable: 
Is there a requirement (GCR) for the report? 
Is the information intelligence or open source? 
Is it foreign intercept? 
Is there enough intelligence to warrant a report? 
Are the ideas in the traffic clear enough to make a cohesive report? 
Is there a need fo ? 


IRRELEVANT 
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IRRELEVANT 
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Guidelines for analysis 


IRRELEVANT 
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Biases & Assumptions 
IRRELEVANT 
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RRELEVANT 
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Module 3: Research and Analysis TOP SECRET//SI//CEO 


Research 


IRRELEVANT 


Research tools 


Some of the frequently used analyst research tools include: 


is CSE's end-product database management system, where all 
end-products that CSE produces or receives from Second Parties are stored. 


Analysts are given access to reports based on the need-to-know 
principle. is a tool to: 


• query items of interest that have previously appeared in SIGINT reporting, 
• check facts such as spellings, place names, and titles, 
• review one's own reporting, 
• keep abreast of partners' reporting, and 
• identify any gaps in collection or reporting by using partners' reporting as a reference. 


is CSE's target knowledge database for storing and managing target 
information. 


is a tool to: 
• manage target information, 
• target and detarget selectors, and 
• conduct traffic analysis. 


CTSN (Canadian Top Secret Network) is CSE's secure online link with its 
Government of Canada (GC) partners in the security and intelligence 


community. CTSN is a tool to: 
• access the extranet site of each department, 
• view valuable open source and classified information, and 
• search for in each of the six member departments and other related GC departments 


(RCMP, the Department of Justice, the Solicitor General's office, and CRA). 


is a 
is integrated with 


integrated with applications. is a tool to: 
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Module 3: Research and Analysis TOP SECRET//SI//CEO 


is an online wiki resource with references that 
by all members of CSE. 


provides analysts with the ability to manage their 
knowledge. Analysts have access to data from using-


tool to and share their work with others. is a tool to: 


• link to the CSE Intranet, 


ADDITIONAL RESEARCH TOOLS 


• CSE Intranet 
o CSE Library Services 
o SIGINT Reporting Working Aids 
c 
0 


• 


• In-house reference material 
• Open source intelligence 
• for open-source target-related research 
• Periodicals 
• Internet (via a network system such as or for target-


related research) 
• Area specialists within your division or in other divisions 


RESEARCH EXERCISE 
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Module 4: SIGINT Reports TOP SECRET//SI//CEO 


Module 4: SIGINT Reports 


Types of SIGINT reports 


Signals Intelligence (SIGINT) involves the interception and analysis of (foreign) communications and 
non-communications signals. The term SIGINT comprises: 


End-Product Reports (EPRs) 


These are also called COMINT (Communications Intelligence) reports are issued in response to a GCR. 
COMINT is derived from foreign communications by other than the intended recipients passed by 
electromagnetic means. The intelligence is focused on several different sources, primarily foreign 


EPRs conform to established reporting 
stan ar s 


SIGINT Reports 


These are usually issued sole) to 
of SIGINT. Some exam les of SIGINT Re orts are Cr tolo is Communications Information 
Reports (CIR) and 


CIR reports contain cryptologic, communications They are 
distributed solely between Second Party agencies that assist in SIGINT and Information 
Technology Security (ITS) activities. They are always at least TS//SI and "CIR" appear in the report 
serial number; (e.g.: Two reports may be issued If your traffic meets both CIR 
reporting requirements and regular reporting criteria. CIRs use special Delivery Distribution Indicators 
(DDIs). For details, search on DD1 in the or see Module 9. 


Re orts containin an of the following information should be issued as a CIR (Note: 


To To is Re uirements 


Details concerning in the following 
areas: 
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Module 4: SIGINT Reports TOP SECRET//SI//CEO 


Details on the following subjects: 


The following details for 


The information described above should be reported according to the priorities as follows: 


Priority 1 


Priority 2 


Priority 3 


Priority 4 


ELINT Reports 


These are based on intelligence derived from the intercept of foreign non-
communications signals. ELINT reports also conform to CSOI-4-1 standards, but have unique 
characteristics of classification and metadata. 


Foreign Instrumentation Signals Intelligence (FISINT) 


These contain technical and intelligence information derived from the interception of foreign 
instrumentation signals (FIS) such as those associated with telemetry, beaconry, electronic 
interrogators, arming, fusing and firing systems and computer command signals. 


Gists 


These are indications and warning (I&W) reports being produced for immediate and specific 
distribution (generally to military persons). 


Special purpose reports 


These are items of operational correspondence that bridge a gap between e-mail correspondence and 
formal SIGINT end product. Style, presentation, labeling (serialization) and classification may vary. 
Examples include: SIGINT Summaries, SIGINT Assessments, and Information Items. 
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Module 4: SIGINT Reports TOP SECRET//SI//CEO 


Canadian sensitivities 


SIGINT reports are divided into two main types, based on distribution: 


Canadian Eyes Only (CEO) reports contain intelligence that is of a sensitive nature either to 
Canada or to a Second Party country; therefore, such reports are limited to a Canadian readership and 
must not be released to Second Parties. 


SIGINT Community (COM) reports are reports that CSE shares with one or more Second Party 
SIGINT agencies. 


The instructions below are only guidelines, not hard and fast rules. Under special circumstances, 
information that does not meet the criteria below may have to be reported in the CEO series; this 
decision should be made in consultation with the Team Leader or Production Manager. 


If the information could ... 


I 
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RESTRICTED 


RESTRICTED 


CEO 


CEO 


CEO 
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Report classification 
IRRELEVANT 


CERRID #855594 Page 36 of 97 


2017 01 05 AGCO204 /P ,f 07 
A-2017-00017--02368 







Module 4: SIGINT Reports TOP SECRET//SI//CEO 


Caveats 
IRRELEVANT 
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Module 4: SIGINT Reports TOP SECRET//SI//CEO 


Serial numbers 
IRRELEVANT 


Serial Number Tables 


Classification Details Serial # 
CONFIDENTIAL//SI not used at CSE 
SECRET ELI NT reporting 
SECRET//SI (SPOKE) 
TOP SECRET ELI NT reporting 
TOP SECRET//SI (UMBRA) 
TOP SECRET//SI (UMBRA) Gist report 


Control/Dissemination 
GAMMA 
Canadian Eyes Only (CEO) 


R-Series (Restricted) 


Details 
- always TOP SECRET//SI 
- sensitive to Canadian interests 
- not to be shared with other nations 
- always CEO 
- always TOP SECRET//SI (or GAMMA) 
- named distribution list 


Serial # 


IRRELEVANT 


Complete information on SIGINT classifications and serial numbers can be found in CSSS-103 SIGINT 
Classification Standards. 
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Module 4: SIGINT Reports TOP SECRET//SI//CEO 


SERIAL NUMBER EXERCISE 


III III IR III 


111 111 111 tut 111 


111 111 111 tut 111 


III IIIIII III 


III III 1111 III IR 


III III III III Illf III III IR 


III III III III IR III III Illf 


III III III III ,111,111 III Illf 


III III III III IR 


III III III III Illf III III IR 


111 111 


111 111 
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Organizational Strategies 
IRRELEVANT 


IRRELEVANT 


CERRID #855594 Page 40 of 97 


2017 01 05 AGCO204 An ,f 07 
A-2017-00017--02372 







Module 4: SIGINT Reports TOP SECRET//SI//CEO 


Inverted pyramid 
IRRELEVANT 
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EXAMPLE — Inverted Pyramid 
IRRELEVANT 
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Lead Plus Equal Facts 
IRRELEVANT 
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EXAMPLE — Lead Plus Equal Facts 


IRRELEVANT 
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Chronological Account 
IRRELEVANT 
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Module 4: SIGINT Reports 


EXAMPLE — Chronological Account 


IRRELEVANT 


TOP SECRET//SI//CEO 
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Module 5: SIGINT Report Layout 
IRRELEVANT 
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Attribution 
IRRELEVANT 


Note: Refer to Chapter 4.2 of CSOI-4-1 SIGINT Reporting for more information about 
Attribution. 


AVOID 


Focusing on the domestic end — When drafting reports involving Canadian or Second Party persons or 
entities, focus on the activities, capabilities and intentions of the foreign target. For example, in a 
report based on an e-mail from a the attribution could take the 
following form: 
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The Lead 


IRRELEVANT 
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IRRELEVANT 


Block Headings 
IRRELEVANT 
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Key Points 


Key points emphasize the bottom line. 
IRRELEVANT 


Structure 
IRRELEVANT 


Analysis 
IRRELEVANT 


Structure 
IRRELEVANT 
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Titles 
IRRELEVANT 
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IRRELEVANT 
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Title slugs 
RRELEVANT 
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Checking the title 


IRRELEVANT 


TITLES EXERCISE 
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Module 6: SIGINT Style 


Twelve easy steps for revising 
RRELEVANT 
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Abbreviations and acronyms 
IRRELEVANT 


Style guidelines 
IRRELEVANT 
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Analytic comments 
IRRELEVANT 


FORMAT _IRRELEVANT 


IRRELEVANT 


Collateral 
IRRELEVANT 


SOURCES - IRRELEVANT 


IRRELEVANT 


FORMAT —IRRELEVANT 


IRRELEVANT 


METADATA —
IRRELEVANT 


IRRELEVANT 
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Footnotes 


IRRELEVANT 


FORMAT —
IRRELEVANT 


IRRELEVANT 


Point of contact (POC) 
IRRELEVANT 


IRRELEVANT 
FORMAT —


IRRELEVANT 


SIGINT STYLE EXERCISE 
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Module 7: Naming Policy 


Overview 


To comply with national legislation, CSE and its four SIGINT collaborators have policies governing the 
inclusion of names and other identifying information in SIGINT reports. Although the specific 
restrictions vary from agency to agency, the rule of thumb is that private individuals (citizens and 
permanent residents), firms and organizations cannot be named or otherwise identified in SIGINT 
product; only a generic reference (e.g. "a Canadian citizen", "a US bank", "a UK organization") can be 
used. 


Note: Refer to OPS-1-7 SIGINT Naming Procedures and Chapter 4.4.1, Rules on reporting 
identities in CSOI-4-1 SIGINT Reporting, for more information about CSE's naming policy. 


Basic policy 


Any information that might tend to identify a Canadian or Second Party person (citizen or permanent 
resident), corporation or organization must be suppressed from end-product reports. Such identifiers 
include: 


• names 
• nicknames 
• 


• e-mail addresses 
• 


• telephone numbers 
• IP addresses 
• 


• passport numbers 
• 


If reference to the Canadian or Second Party identity is necessary for the sake of the intelligence 
story, the identifying information must be replaced with a generic term, such as the following: 


• a Canadian person 
• a US organization 
• an Australian company 


Further examples are provided in the Naming Procedures Guide. 
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Validity wording 


Where there is doubt whether an individual, organization or corporation mentioned in traffic is 
foreign or non-foreign ("non-foreign" means Australian, Canadian, New Zealand, UK or US), it is best 
to err on the side of caution and use the generic term with the appropriate validity word, such as: 


• a possible UK resident 
• a probable US firm 


When foreign intelligence traffic refers to an unspecified Canadian or Second Party person, 
organization or corporation, the report text should use wording such as "an unnamed US official" or 
"an unspecified Canadian company", rather than merely "a US official" or "a Canadian company". This 
will ensure that readers do not submit requests for identity information that CSE/CFIOG does not 
have. 


Validity wordings range over a continuum from "impossible" to "certain" and may be modified by 


other terms such as "highly" or "somewhat". Here is an ordered list of suggested validity wordings: 


IMPOSSIRI F--I IKFI V-POSSIRI V-I IKFI V-PRORARI V--CFRTAIN 


Canadian naming exemptions 


A Canadian entity may be named in the following circumstances: 


• 


• 


• 


• 


• 


▪ IRRELEVANT 


• 


OPS-1. -7 Section 3 "Fxcentions" 
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Contextual identification 


The National Defence Act and Ministerial Directive require that CSE has measures in place to protect 
the privacy of Canadian entities in SIGINT reports. Since there are times when a Canadian entity can 
be identified by means of a situation referred to in a report (a 'context'), that contextual 
identification must be approved by senior management. Refer to OPS-1-7 SIGINT Naming 
Procedures. 


The information in this working aid is intended to supplement and clarify the direction found in OPS-
1-7 SIGINT Naming Procedures. SIGINT staff should contact with any questions about 
naming or using contextual identification in reporting. 


You don't need a name to identify a Canadian in a SIGINT report. If your report provides enough 
contextual information that a reasonably well-read person (someone who routinely reads a major 
newspaper, watches TV news or visits news websites) can guess or research the identity of the 
person, company or organization whose name you are referring to, it's called a 'contextual 
identification.' 


A contextual identification cannot use a generic suppression phrase (e.g. "named Canadian person") 
— these are used for suppressed specific identities only. If the entity is identified in the traffic used for 
the report, follow normal procedures for the use of the generic suppression phrase. If the entity is 
only identified contextually in a report, you should not use the generic phrase "named". 


How is a suppressed identity different from a contextual identification? 
A Canadian (or Second Party) identity is suppressed by using a generic phrase like "named Canadian 
(CA-1)" when it is necessary to include the specific identity in a SIGINT report. 
A suppressed identity becomes a contextual identification when an informed reader can deduce the 
identity of the individual based on information given. 


Examples: 
. I
• 


related reporting 


How do I know whether there is a contextual identification? 
Often, contextual identification is not as clear-cut as in the examples above. You must ask yourself 
whether an alert reader, by looking at all the information in the report, could narrow the range of 
entities associated with the contextual information to just one. 


Consider whether the alias is a contextual identification. At 
first glance this is okay, since there are thousands of Canadians who could be regarded as 


Later in the report, references to 


Still okay, as there are probably a Still 
later in the report, we learn tha 
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he alias identity is now not okay, since it is unlikely that there 
were If it is likely that there had been 
onl it would be possible for a reader of the report 
to use that information to recognize or find the identity of 


It is important to consider the converse as well. Would the reader require "specialized knowledge" 
(from foreign magazines and newspapers, technical publications or other non-SIGINT information) to 
determine the identity of the person, company or organization behind the alias? If so, it is probably 
not a case of contextual identification. 


If you're not sure, check with Operational Policy (D2) by sending an e-mail to 


How can I decide whether or not to use a contextual identification in my draft report? 
If you have an essential reference that contextually identifies a Canadian entity in your draft report, 
you have three options to consider: 


Option 1: Make the alias and/or the accompanying information less specific so that there could be 
several possible entities that fit the information, and therefore contextual identification is no longer a 
possibility, or 


Option 2: If the contextual identification is essential to the foreign intelligence story go through the 
contextual identification approval process described in this document, or 


Option 3: If you have no doubt as to the identity of the Canadian entity referred to, use a normal 
suppression phrase (e.g., "a named Canadian company") and follow the regular procedures for using 
a suppressed identity. 


If the same contextual identification occurs regularly (e.g., or is 
expected to occur re eatedl over a certain period of time, ask your manager to apply for a blanket 
exemption (contact for more information). 


Contextual naming exemption request 


Use the following items as a checklist when making a request to use a contextual identification in a 
report (all of this information must be submitted to 


1. Make sure that the contextual identification is the best option to use for the Fl story. 


2. Advise that you are working on such a report (D2 needs to advise 


3. As soon as D2 is notified that a contextual identification request is likely: 
a. D2-staff determine the schedule of the so that consideration of the request can be 


scheduled into the work day at the earliest opportunity. 
b. D2 staff examines the request sent tc to ensure that the information is complete. 
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c. D2 sends a recommendation containing all the information obtained from the requester or 
reporting team to DGPC, copying the D2 Manager and the Director of Corporate and 
Operational Policy. 


d.■


examines the recommendation as schedule permits. 
e. notifies D2 staff of approval or denial. 
f. D2-staff immediately pass the approval or denial to the requester. 


4. Include ALL of the following information in the request to 
a. The full name of the entity that is contextually identified 
b. A brief explanation of why an informed reader would know who the entity is (e.g., entity is 


frequently named in recent media). 
c. A copy of the entire draft report, with the contextual identity highlighted. If the report is long, 


isolate separately the paragraph(s) that has the contextual identification phrase. 
d. The proposed distribution of the report. 
e. Details on whether or not the report has been signed off by 
f. The requested deadline for the approval. Include reasoning if request is urgent. 


5. If the contextual identification is ultimate! a roved and the report is released: 
a. Send the report serial number to 
b. Enter the actual name of the entity and the contextual description used in the report into the 


compartment. 


What if the entity belongs to a Second Party? 


IRRELEVANT 
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NAMING EXERCISE 


.the Name Game 
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Module 8: Write-to-Release 
Overview 


Write-to-Release (WTR) is an initiative to prepare COMINT reports at the lowest classification 
possible. WTR involves sanitizing, usually to the SECRET level, all key information that can be released 
outside COMINT channels. The primary aim is to conceal the fact that the information is derived from 
COMINT, thus protecting COMINT sources, methods and techniques and to permit wider 
dissemination. The result of this process is a report which contains COMINT and non-COMINT 
paragraphs. 


Analysts should review the OPS-5-3 Write-to-Release (WTR) procedures document to familiarize 
themselves with the policies and procedures. 


Prerequisites for WTR 
IRRELEVANT 


IRRELEVANT 


CERRID #855594 Page 67 of 97 


2017 01 05 AGCO204 P7 ,f 07 
A-2017-00017--02399 







Module 8: Write-to-Release TOP SECRET//SI//CEO 


Disguising the COMINT 
IRRELEVANT 
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WTR Exemption List 


IRRELEVANT 


TOP SECRET//SI//CEO 
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WTR EXERCISES 
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Module 9: Metadata 


TAG line 
RRELEVANT 
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The is a trigraph identifying the source of the intelligence. The first 
two letters represent the country for example: 


Some countries are represented by digraphs that are different from ones that may 
seem natural. For example: 


The third letter in thentrigraph identifies the functional association 
providing the intelligence information. 


Omit the lin the TAG entry only when the report is: 


• based on ELINT or FISINT and the cannot be determined, or 
• a Summary Report or Assessment Report based on reports with different 


Eshould reflect intelligence source 


Except in two cases (see below), the M -nust represent the intelligence source. In other words, the■ 


should match the person or organization to which the information is attributed in the body of the 
report 


IRRELEVANT 


Exception 2: Where the entity providing the intelligence is a Canadian or Second Party entity, the■ 


must reflect an alternative source, usually the entity receiving the information. 
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Because some of the definitions given in the TAG manual are ambiguous or counter-intuitive, 
selecting the correct third letter can be tricky in some cases. Following are a few pointers: 


The third letter... is used for... 


The intelligence source must not be confused with the communications source 
nklthough the intelligence source and 


communications source are frequently the same, the intelligence source must be the one identified 
when there is a difference. 


One way of checking for the proper, is to compare it with the attribution: the two should match. 
For example: 
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Subject/Topic component 


The subject/topic component, consisting of one or more tetragraphs, is the second element of a TAG 
entry. The first letter of a subject/topic tetragraph indicates the general subject: 


The last three letters identify the specific topic. Example: 


Principal component 


This component consists of one or more digraphs representing the 
involved in the report. 


All approved digraphs and their permitted uses in reporting are listed in the TAGs Working Aid which 
can be found under "Metadata" on the SIGINT Reporting Working Aids page of the DGI web. 
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Delivery Distribution Indicators (DDIs) 


A delivery distribution indicator (DDI) is a used to route messages electronically 
to specific databases and elements within national SIGINT centres, primarily NSA. Every end-product 
report shared with the US must bear the proper DDIs to ensure that it reaches the appropriate offices 
in NSA. No more than 13 DDIs can be used on any report. 


There are two sets of DDIs: one used exclusively for end-product reports, and one used exclusively for 
Cryptologic Information Reports (CIRs). Under no circumstances should CIR DDIs be used on end-
product reports. 


Using the correct DDIs for end-product reports 


IRRELEVANT 


Using the correct DDIs for CIR reports 


IRRELEVANT 


DDI EXERCISE 
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Correcting, cancelling, and reissuing a report 


IRRELEVANT 
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Annexes 


Annex 1: SIGINT That Matters: What's the Angle? 
IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 
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Annex 2: Titles That Don't Say Anything of Sub 
IRRELEVANT 
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IRRELEVANT 
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Annex 3: Words to say instead of "said" 
IRRELEVANT 
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Annex 4: SIGINT Style Sheet 


SIGINT Style Sheet 
IRRELEVANT 
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IRRELEVANT 


CERRID #855594 Page 90 of 97 


2017 01 05 AGCO204 an ,-,F 07 
A-2017-00017--02422 







Annex 4: SIGINT Style Sheet CONFIDENTIAL//SI 


IRRELEVANT 
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Annex 5: Naming Procedures Reference Guide 


Persons in Canada 


Entity in traffic Suggested wording in report 


Named Canadian citizen "a Canadian citizen" 


Honorary Canadian citizen Use name in report 


Named permanent resident of Canada "a Canadian resident" 


Named deceased Canadian citizen or permanent 
resident (dead less than 20 years) 


"a deceased Canadian" 


Named deceased Canadian citizen or permanent 
resident (dead more than 20 years) 


Use name in report 


Named foreigner in Canada (even if he/she has a 
special visa, such as a work or student permit) 


"a named person in Canada" 


Honorary Consul in Canada 


Named Second Party national in Canada 


"a Canadian citizen" 


Use name in report 


"a named person in Canada" 


"a named person in Canada" 


Use generic term (e.g., "a British citizen") 


Named Canadian in Canada acting on behalf of a 
foreign government, corporation or organization 


"a Canadian citizen" 


Named Canadian member of an identified 
terrorist group in Canada 


"a Canadian member of [name of terrorist 
group]" 


Named Canadian whose life is in immediate 
danger 


Named Canadian who has committed or plans to 


Use name in report, or suppress it and send 
it to recipients by other means' 


Use name in report, or suppress it and send 
it to recipients by other means' 


Use name in report, or suppress it and send 
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commit a life-threatening act it to recipients by other means' 


Canadians Outside 


Named Canadian member of a terrorist group 


Canada 


Use name in report with no reference to 
Canadian statu. authorization required) 


"a Canadian member of [name of terrorist
group]" 


Named Canadian working for an international 
organization 


Use title in report if necessary for clarity, with 
no reference to Canadian status 


Current and Former Government of Canada Officials 


Speaker of the House of Commons "a Canadian Member of Parliament" 


A current Cabinet minister acting in an official 
capacity 


Use title in report 


A named opposition party "an opposition party" 


Name of "the Official Opposition" "an opposition party" 


Name of the governing party "the governing party" 


A senior federal public servant (director general 
or higher) acting in an official capacity 


Use title in report 


A federal public servant at or below the director 
level 


"a [department name] official" 


General in the Canadian Forces "a Canadian general stationed in [location]" 


Federal Government Bodies 


Federal departments and agencies Use name in report 
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Federal Crown corporations Use name in report 


Provincial, Territorial or Municipal Entities 


The Premier of Ontario 
COM report: "a senior provincial official"; 
CEO report: "a senior official of Ontario" or 
"the premier of a Canadian province" 


An Alberta Cabinet minister 
COM report: "a senior provincial official"; 
CEO report: "a senior official of Alberta" 


The British Columbia Ministry of Education "a Canadian provincial ministry" 


Nova Scotia 
As geographic reference: Use name in report; 
as administrative entity: "a Canadian 
province" 


Winnipeg 
As geographic reference: Use name in report; 
as administrative entity: "a Canadian city" 


Non-governmental Entities 


A former prime minister or Cabinet minister "a Canadian citizen" 


President of-Inc. "a senior officer of a Canadian company" 


Inc. (incorporated in Canada) "a Canadian company" 


Inc.'s parent company, 
incorporated in 


Use in report 


Canadian president of Ltd., a 
subsidiary of 


"a senior officer of a Canadian subsidiary of a 
firm" 


Ltd. of Use in report 


(not incorporated in 
Canada) 


Use in report 


(used as a brand name) Use in report (e.g., 


located in Toronto Use in report 
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The Globe and Mail As a source of unclassified collateral, use in 
report 
As a media outlet, "a Canadian newspaper" 


Conferences, festivals or exhibitions Use name in report, provided the specific 
activities or the organizers are not discussed 


Addresses and Locations 


"an identified Ottawa address" 


Use in report (name used as a geographic 
location) 


Use in report (used as a geographic location) 


"an Ottawa hotel" (describes the hotel's 
business activities) 


Use in report (flight used as a location) 


"a Canadian airline" (describes the airline's 
business activities) 
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• Why is the 


• What does 
basis? 


ori 


Overview 


re an office of Oversight & Compliance ? 


Oversight & Compliance do on a daily 


• What is the difference between SPOC and D2? 


• When should I contact SPOC? 


• Group exercises 


Canad 
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Where is Oversight & Compliance at 
CSEC? 


DG SIGINT 
Prog 


Internal 
ordimation 


Requirements 


Oversight & 
Compliance 


c 


Compliance 
Mgmt Team 


Operational 
Requirement POR 


SIGINT 
Security 


Mgmt Office 


Business 
Development 


Business 
Deveopment 


Operational 
Coordination 


Canad 


•SPOC fits under the Directorate General SIGINT Programs (DGP), within the 
directorate of SIGINT Requirements 


.This directorate is responsible for formally stating our operational, capability and 
compliance requirements for DC SIGINT 


•SIGINT Programs Oversight & Compliance — SPOC — compliance 
requirements, such as compliance audits, upgrades and evolution 


•SIGINT Programs Operational Requirements — SPOR - 
National SIGINT Priorities List (NSPL), strategic pursuits 


'Side note — directorate evolved from a single individual, who was 
responsible for all these areas; we are moving away from single point 
(unmanageable) to a processes which will better capture & track these requirements 


'Having all these functions under a single directorate enables better accountability 
because they are centralized 
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ur. 
SPOC in the CSEC policy structure 


DG PC 


D2 Disclosure, Policy and Review 
OPS Policies, 


Procedures for ITS 
& SIGINT 


- .4111141 


IT 
Security SIGINT 


Canadian SIGINT 
Operations Instructions 


(CSOI) 


Canad 


.As you will see in a few days, D2, is a part of Disclosure, policy and Review; they 
are responsible for corporate level policies, articulates in OPS documents (e.g., 
OPS-1) 


'These documents apply to all of CSEC (ITS and SIGINT) 


'Within IT Security and SIGINT, there are obviously a number of specific policy 
needs that need to be met 


.ITS has the Cyber-Defense Support Office (CDSO) which is responsible for 
the ITS Operations Instructions 


•SIGINT has SPOC — and we are responsible for the Canadian SIGINT 
Operations Instructions or CSOIs, among many other things 
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Comparison of D2 and SPOC 
Responsibilities 


• D2 operates for ITS and 
SIGINT 


• D2 states the rules 
(e.g., OPS documents) 


• Ident requests, 
sanitization requests 


• Tracks privacy 
violations and 
responses 


• SPOC is for SIGINT 
only 


• SPOC advises on the 
specific procedures in 
place to ensure 
compliance with the 
rules (e.g, CSOls) 


• Mitigates privacy 
violations 


Canad 


• D2 is responsible for all operational policies, procedures and guidelines for legal 
compliance, protecting the privacy of Canadians, and for activities directly 
related to CSEC's mandate. 


• SPOC, on the other hand, is the main Point of Contact for all SIGINT policy 
requests. SPOC also acts as the main interface to all SIGINT groups for policy-
related questions and is responsible for liaising with D2 as required. 
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Why Oversight & Compliance? 
Furious MN© 
if not followed. 
Stay "leg it"! 


Subject to 
OCSEC review 


Subject to 
OCSEC review 


PAGE 18 in textbook 


Legislation 
= the laws under which 


CSEC must operate (e.g.. 
NW, Criminal Code, or 


Anti-Terrorism Act) 


............................. ..... .. 
Policies, .. . = documented business 


Procedures processes (e.g. OPS 
.... .................. .... policies, CSOIs) 


Consistent 
& Legal 


Operational 
Decisions 


Compliant Program 


= exactly what it says on 
the panel 


= We remain operational! 


Canad 


•Legislation states the mandate; is interpreted in policies and procedures, which 
document the business processes that ensure 


operational decisions are consistent with our legislated mandate - this is the 
National Defence Act and our Ministerial Authorization & Directive 
Framework that D2 talked to you about earlier. 


'Policy, procedures, instructions enable staff to make consistent decisions in their 
day-to-day operations to make the organization run more smoothly; to be 
accountable -- respond to audit and review - these are the OPS documents and our 
Operational Instructions. 


•As a result of documenting our business processes and compliance requirements in 
these policies & procedures, we make more consistent operational decisions. 


•Not only does SPOC ensure compliance — we also work hard to emphasize 
consistency. 
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Our Legislation: 
The National Defence Act & CSEC's Mandate 


• Part A: Provide intelligence from the global 
information infrastructure (SIGINT) 


• Part B: Protect the systems of most value to the 
Government of Canada (IT Security) 


• Part C: Provide operational and technical 
assistance to security agencies (Support to Lawful 
Access) 


Canad 


Provide a brief review of the National Defence Act and our Mandates. 


One mandate, three parts 


Mandates A & C are most relevant to SIGINT. Mandate B applies to IT Security. 
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CSEC Mandate Part "A" has key tests: 
• Involves Global Information Infrastructure (GII) exploitation 


• Solely to obtain Foreign Intelligence (FI) 
— Capabilities, intentions or activities; 
— Foreign individual, state, organization or terrorist group 
— Relate to international affairs, defence or security 


• Addresses Government of Canada Requirements (GCRs) 
— Established by a Ministerial Directive and organized by GC 


intelligence priorities 


• Not directed at Canadians anywhere, or any person in Canada 


• Measures must be in place to protect the privacy of Canadians 


Canada 


Does what you are about to do meet the criteria here? 


-Are you directing your activities against a foreign target located outside Canada? 


-Do your activities related to international affairs, defence or national security? 


-Do your activities support a GCR? 


-If yes to all, then you may proceed. If no to any, you cannot proceed. 


-Measures to protect Canadians include the annotations process that you heard about 
from D2 (i.e., determining whether or not a private communication, information 
about Canadians or communication involving a Canadian meets the essentiality 
test). 


-Handling procedures in place in each of your respective areas as to the storage and 
tracking of this information. We are also in process of drafting a CSOI to standardize 
these procedures. 


-Reporting sign-off levels reflect the sensitivity with which we handle these types of 
communications, as well. 
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ori 


Other Legislation 


• Canadian Charter of Rights & Freedoms — States the right for 
Canadians to be secure against unreasonable search or seizure 


• Criminal Code — Defines activities (such as intercepting private 
communications) that CSEC requires MAs to address 


• Privacy Act — Outlines Canadians' right to privacy and the 
government's responsibility to protect private information 


• Anti-Terrorism Act (2001) — provided a new mechanism under 
which we could conduct our activities - the Ministerial 
Authorizations and Ministerial Directives 


Canad 


These will be covered in more detail in a few days during the D2 presentation. 
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ori 


What are Ministerial Authorizations (MA) 
and Ministerial Directives (MD)? 


• MAs protect us legally from the incidental 
collection of private communications while 
conducting our foreign intelligence 
collection activities, subject to explicit 
conditions 


• MDs provide us with specific guidance from 
the MND as to how we should do our 
business 


Canad 


Review 


We are permitted to disclose but not release some MAs and MDs 


Other, more generalized MDs are available on the D2 website 
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•11 


Ministerial Authorizations 


• MAs are currently in place for each of our collection 
programs: 
in support of the GoC in Afghanistan, and 


Activities 


• SPOC evaluates changes to these programs to ensure that we 
continue to meet the conditions of the MA and OPS-1 
(Protecting the Privacy of Canadians and Ensuring 
Legal Compliance in the Conduct of CSEC Activities) 


• Changes may include upgrades to collection equipment, or 
requests to expand our collection capability to include new 
technologies 


Canad 


SPOC needs: 


.to understand what is included in the MAs, the corresponding OPS 
documents and be up-to-date on: 


'technical changes or upgrades to these collection programs — to ensure we 
meet the MA conditions; document these changes 


'Determine if any CSOIs are required, associated with the MA activities 


'Ensure management monitoring practices are in place to identify any 
compliance weaknesses (in progress) 
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ori 


Ministerial Directives 


Ministerial Directive on the Collection and 
Use of Metadata relates directly to SIGINT 
activities and stipulates a number of 
conditions 


SPOC provides guidance to SIGINT on what 
constitutes metadata, how metadata can be 
used, and evaluates the measures in place 
to protect the privacy of Canadians 


Canad 


In the case of this MD, SPOC works closely with analytic and technical areas to: 


'Ensure the correct definition of metadata is applied 


'Ensure that people had the flexibility to do the queries they need to, while 
remaining compliant under the MD 


'Developed an approach to "minimize" or protect Canadian identifiers in metadata 
before sharing it with Second Parties 
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TOP SECRET if COM INT ft CEO 
fore 


SPOC exists to ensure we... 
• Demonstrate lawfulness 


• Meet the conditions of CSE's Ministerial 
Authorizations and Ministerial Directives 


• Establish internal controls and awareness 


• Identify and address procedural weaknesses and 
risks 


• REMAIN OPERATIONAL! 


Canad 


Demonstrate lawfulness (don't take it personally; we can't take your word for it, we have to show it). 


•Current climate: read the newspapers! RRELE\ lacobucci inquiry -- Canadians have a right to know 
we are operating scrupulously within the laws of Canada) — inquiries, reviews: SCRUTINY 


•Pre legislation: fewer employees; lower profile; different context; oversight procedures are new for 
much of the CSE workforce. 


•While employees are largely aware of their responsibilities, the "oversight" mechanics are new. This is 
different from how we operated in the past. 


Internal controls:  "it's a basic "best practice" 


•Given the growth of the organization, it is a management responsibility to ensure that we document 
what our practices and procedures are, and then to ensure that these documents and their meaning 
are clear for employees. Without clear direction on this front, employees are not adequately prepared 
to be fully functional public servants. 


•Management needs to develop op'l instructions, keep them updated, continuously strive to ensure 
that employees are aware of the limits and parameters within which they can do their jobs. 


•our ongoing activity relies on you and your awareness of what is and is not appropriate behaviour or 
activity in our business 


Identify weaknesses — these can be identified by knowing which areas/activities do not have enough 
guidance provided to them, or in the case of errors, we can determine where we need more monitoring 
or advice 


•SPOC cannot be everywhere at once, so in part, we rely on employees to identify areas of weakness 
to us and we work with them to respond 


•SPOC needs to hear from you with your questions & concerns in order to make us better at our job 


Remain operational: 


•MYTH — Policy says no to everything and is risk-averse. FACT: SPOC works very hard to ensure that 
SIGINT employees can do as much as possible within the existing policy framework and we work to 
change policy as well. 
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•MYTH: Policy is "overhead". FACT — Policy is necessary to ensure we meet our legislative mandate 
appropriately. Canadian tax payers have a right to know that we are operating appropriately; it is our duty to 
demonstrate that we are. If we don't, we could have our Mandates and other authorities curtailed or revoked. 


•Policy, instructions: these are enablers [cf your credit history]. We prepare for future activity TODAY —and 
beyond — by establishing and following policy / instructions — operational best practices 
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TOP SECRET if COM INT ft CEO 
fore 


CSOiS 


• Issued under DCSIGINT's authority 


• Provide direction on how activities are to be 
conducted within existing legal and policy framework 


• Capture "lessons learned", so less time is spent 
thinking about how we could/should do something 
and more time actually doing it! 


• CS01-4-1 SIGINT Reporting, CSOI-4-4 Targeting and 
Selector Management Using National SIGINT 
Systems For Intelligence Reporting Purposes 


Canad 


PAGE 19 — shows the different areas which CSOI's cover 
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TOP SECRET if COM INT ft CEO 


ori 


Internal and External Reviews 


• SPOC is the first stop for audits and reviews of 
SIGINT 


Types of audits and reviews include: 
• Directorate of Audit and Evaluation internal audits 
• Access to Information and the Privacy Acts (ATIP) 


requests 
• GC inquiries (e.g.IRRELE lacobucci) 
• GC responses to legal actions (e.g. Al-Malki, El-


Maati and Nureddin) 
• Office of the CSE Commissioner Reviews 


Canad 
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TOP SECRET if COM INT ft CEO 


5 Eves 


fore 


ori 


What else does SPOC do? 
• 5-Eves issues including: metadata sharing. 


• Priority IGINT policy files including: Cyber, ELINT and 


and MA administrative and reporting duties 
• Liaise with Second Party SIGINT policy 
• Circulation of OPS docs within SIGINT for comment 
• Sharing of SIGINT data (CSOI 5-3) 
• Operational questions 
• Point of entry to SIGINT for inquiries, ATIP and civil litigation 


: 3 small words... 


Canad 


5 Eyes SIGINT relationship — let them think about that — what could it be? 


Documentation // explanation 


How do we share data? [formats; policy; processes] 


compliance requirements need to be met 


[Joke re 5 agencies separated by a common language ,CD] 
metadata 


legal and policy 


— e.g., definition of 


SIGINT Policy and Legal Compliance Processes and technologies 
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New capabilities: what compliance requirements need to be factored in? [SPCR collab] 
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TOP SECRET if COM INT ft CEO 
fore 


11% 


The Office of the CSE Commissioner 
(OCSEC) 


• Office of the CSEC Commissioner (OCSEC) 
Reviews 


— Has existed since 1996 
— Is separate and independent from CSEC 
— Anti-Terrorism Act of Dec 2001 formally established the 


OCSEC in legislation, through amendments to the National 
Defence Act (Part V.1) 


Canad 


Government of Canada inquiries 
Examples: Air IndiORRELEVANT  lacobucci (other 3) 
SIGINT material required? SPOC is the contact. 
Redaction of materials. What can be left in / what should be removed, and why. 
What is already in the public domain? 
If this is released, will there be a negative impact on CSEC I SIGINT sources? 
Rationales [ you need to give a reason for excluding material] 
Complexity example: Air India: different systems; different customer delivery [sketch it out] —
what information would have been available? Was Mr Bartleman right? 


(reference litigation as well) 


Access to Information and Privacy (ATIP) 
DGPC — communications is the CSEC interface for ATIP; SIGINT material involved? SPOC is 
the contact. 
Individuals want to know about selves or about cases from the past; some journalist queries: 
redaction — what to leave in and what to remove 
It's not as straightforward as it might seem [press on ATIP but no one is equipped to deal with 
requests — systems not built to support; not costed] 


INTERNAL REVIEW: 
Internal audit — Dir AEE 


Directorate of Audit, Evaluation & Ethics — independent advice on adequacy of management 
controls and risk management strategies 
Evaluate the reliability of info used for decision making and performance reporting 
Makes objective assessments of need for and cost-effectiveness of CSEC programs, policies, 
initiatives [see them on CCSE's web site] 
This is to prevent the "monkeys guarding the bananas" scenario — it's a neutral party that 
examines mgt action 


Internal audit: Active Monitoring — OPS 1-8: 
oversee other areas' implementation of their monitoring practices (privacy angle) — 
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"Compliance Validation Monitoring" 
OPS 1-8 relates back to lawfulness — "prove it" 
Identify issues and address prior to a "privacy incident" 
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TOP SECRET if COM INT ft CEO 
fore 


ori 


OCSEC's Mandate 


• To review the activities of CSEC to ensure they are 
in compliance with the law and to advise the 
Minister and Attorney General of Canada of any 
activities that may not be in compliance with the 
law 


• To receive complaints about the lawfulness of 
CSEC's activities 


• To carry out specific duties under the "public 
interest defence" provisions of the Security of 
Information Act 


Canad 


'Not the commissionaire. The Commissioner. 


'He and staff have access to CSE facilities, docs, personnel in conducting review of 
CSE activities to ensure they are in compliance with the law. 


'Also concerned with safeguarding the privacy of Canadians 


'Results go to Min National Defence 


•OCSEC produces annual report; one version is classified, goes to Minister (and 
Cabinet); other is public, unclassified, and is tabled in parliament. 


•SPOC spends a significant amount of time on reviews — in 2008-2009, 
approximately 10 reviews of SIGINT were ongoing, completed, or initiated and 
SPOC fielded 237 requests from the OCSEC 


.For example: Review of 
Review of Information Sharing with Second Parties; review 


of targeting & selector management 


•SPOC is responsible, with the relevant areas of SIGINT, for implementing 
recommendations as the result of these reviews 


19 


2017 01 05 AGCO205 •VZ 
A-2017-00017--02452 







TOP SECRET if COM INT ft CEO 
fore 


Wrap Up 


• CSEC activities limited by legislation, Ministerial 
Authorization & Ministerial Directives 


• CSEC's adherence to these limitations is subject to 
audit and review 


• CSEC must also report on its compliance efforts. 


• All of CSEC's activities are subject to review by the 
Office of the CSEC Commissioner 


Canad 
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TOP SECRET if COM INT ft CEO 
fore 


Wrap Up 


Failure to meet conditions set out by 
legislation or the MND can result in loss of 
credibility, diminished resources and, in the 
worst case, program suspension 


• SPOC provides guidance to help ensure 
compliance, facilitates CSEC Commissioner 
reviews, and reports on compliance 


• SIGINT REMAINS OPERATIONAL! 


Canad 


21 


2017 01 05 AGCO205 ,f 
A-2017-00017--02454 







TOP SECRET if COM INT ft CEO 
fore 


ori 
Final Thoughts on Compliance 


• How we do things is as important as what we do. 


Oversight and Compliance Ensures: 
• SIGINT activities are conducted legally 
• CSEC powers are not abused 
• CSEC can maintain the trust of the government & 


the people 
• Public complaints can be avoided as a matter of 


principle and practicality 
• Privacy of Canadians is maintained 


Canad 
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TOP SECRET if COM INT ft CEO 
fore 


When can I contact SPOC? 


• Anytime! 


Contact our alias 


• If your response is better 
addressed elsewhere, we will put 
you in touch with that area 


Canad 


• Don't view SPOC as a toll-booth on your information highway! Instead, start out 
by coming to SPOC early and often to discuss your questions and concerns 
during the development stages of your project or activity. 


• Don't be in the position of asking for forgiveness — ask SPOC for permission 
instead! 


• SPOC works very hard to ensure that SIGINT employees can do as much as 
possible within the existing policy framework and we work to change policy as 
well. If you feel that a certain policy is lacking in any way, tell SPOC about it and 
we'll see what we can do to address that. 
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TOP SECRET if COM INT ft CEO 
fore 


Questions? 


'We're all ears for your inquiries" 


Canad 


• Don't see SPOC and run! See SPOC run to your assistance! 


24 


2017 01 05 AGCO205 
A-2017-00017--02457 








S121 SIGINT Reporting Basics 


Instructors: 


SIGINT Production Training Coordinators 
DGI Group) 


•  Introduce 'self (our credentials to teach) — Me 
IRRELEVANT 


• Explain how the course is structured (taught over 2 days/4 mornings) 


• Explain that the students can keep the manuals and mark them up 
(except military) 
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Course Overview 


The SIGINT Reporting Basics course is part of the 
introductory training package offered to new analysts. 


We will explore the mechanics of SIGINT reporting by 
taking you through the reporting process step-by-step. 


We will also briefly review collection, processing, legal and 
CSE policies as they apply to SIGINT reporting. 


Part of the introductory training package for new analysts 


Also part of the mandatory Report Writing package for all report producers. 
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Course Outline 
Module 1 • Requirements 
• Requirements & Priorities 
• Client interaction 
• GCRs EXERCISE 
• Legal Authorities 
• Privacy information 


Module 2 - Collection 
• Collection mandate 
• Collection overview 
• Legal concerns 
• TERMINOLOGY EXERCISE 


Module 3 - Research & Analysis 
• Guidelines for Analysis 
• Biases & Assumptions 
• Research 
• RESEARCH EXERCISE 


Module 4 - SIGINT Reports 
• Types of reports 
• Sensitivities 
• Classifications 
• Serial numbers 
• SERIAL NUMBERS EXERCISE 
• Organizational strategies 


Module 5 - SIGINT Report Layout 
• Report body 
• KEY POINTS & ANALYSIS EXERCISE 
• Titles 
• TITLES EXERCISE 


Module 6 - SIGINT style 
• Revising 
• Abbreviations & acronyms 
• Style guidelines 
• SIGINT STYLE EXERCISE 


Module 7 Naming Policy 
• Validity wording 
• Naming exemptions 


Contextual identification 
NAMING EXERCISE 


Module 8 - Write-to-release (WTR) 


• Exemptions 
WTR EXERCISES 


Module 9 - Metadata 
• Report TAG lines 
• TAGs EXERCISE 
• Corrections and cancellations 


• Go through the course outline — what the students can expect to cover in 
the 4 mornings 


• Normally, Day 1 covers Modules 1-3; Day 2 covers Modules 3-6, Day 3 
covers Modules 7-8, Day 4 covers Modules 8-9. Any leftover time on Day 
4 can be used to complete the final (open book) quiz otherwise it will be 
provided as a take-home exercise. 


• Takes approx. 45 mins. to complete. The quiz will review the course 
content. 
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Icebreaker 


Vho are you? r'ihere are you from oriigi ly ? 


JVhdtLiircuo :ire v,/1)L in? 


How Ion 'you Cir106 rrind SIGINT? 


[Live you contributed SIGINT report 


r rrIduci ,u for fungi What_ your first fob!)


•Have the students introduce themselves: name, area of work, how long 
they've been at CSE, where they came from geographically or study/work-
wise, if they've written any SIGINT reports yet and how many 


-Ice-breaker: What is your biggest fear/obstacle in writing? E.g. How to 
start, grammar, finding the right word, summary, how to end it? 
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Module 1: Requirements 
Agriculture &Agri-Food Environment Cana(' 


Canada Border Services Agency 


Canada Revenue Agency 


Canadian Food Inspection Agency 


CFIOG 


Canadian International Development Aer i ,r v 
(CIDA) 


Canadian Nuclear Safety Commission 


Citizenship and Immigration Canada 


CSIS 


Department of Foreign Affairs and International 
Trade (DEAUT) 


DND 


Finance 


Fisheries and Oceans 


FINTRAC 


Health Canada 


Indian and Northern Affaiir 


Industry Canada 


Justice Canada 


Natural Resources Canada 


Privy Council Office (PCO) 


Public Safety and Emergency Preparesness 
Public Works and Government Sc, viL F' G S 


RCMP 


Solicitor General 


Transport Canada 


Treasury beard 


Variety of clients from different areas of government. 


Some may be as you'd expect 


CSIS 


CFIOG 


CBSA 


Some may surprise you: 


Fisheries and Oceans: 
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Gov. of Canada Requirements 
F. C: r,,E., )7017., PICA At:S4 1'^'11,:10:S 


• created by internally by SPOR I 


• reflect client interests 


• consists of 


Page 5-6 


All the reports we write must meet at least one Government of Canada 
Requirement (GCR) 


• are generated by the SIGINT Programs Operational Requirements 
(SPOR) 


• reflect the Canadian government's ongoing intelligence requirements. 


• are based on feedback from clients 


• specify their needs by submitting a Client Request (CR) in 


A list of GCRs can be found on 
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• It is a three-level indexing system 


• GCRs can be broken down into (general), 
(more specific) and (very specific) and 


• They are then grouped in Tiers to reflect their respective importance. 


• Analysts technically assign GCRs to the product they write by selecting 
specific TAGS or using specific keywords in the text of the product 
which are scanned by for dissemination. 


• These GCRs are mapped to all product whether authored by CSE, 
CFIOG, or by the allies and are used to deliver the right product to the 
right client's channel(s). 


• The requirements for information represented by a GCR will direct our 
tasking of selectors 


• Reports are then written based on the information collected from these 
selectors and linked back to the initial requirement so the report can be 
delivered to the original client. 
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This report meets five requirements, as listed under "GCRs". 
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National SIGINT Priorities List 
IIIIMMIN1611111M31161111KMAKII1SICARP1011£1.5 


Watching Briefs 


Page 7-9 
The NSPL is a document which consists of two tiered lists: Standing Issues and 
Watching Briefs. 
These define the priorities for the National SIGINT System, which comprises CSE 
and CFIOG. 
The NSPL provides strategic direction to focus resources on areas of highest 
priority. As circumstances change, target sets may be added to the list or elevated 
in priority, as required. Target sets no longer of critical importance may also be 
removed or downgraded in priority 


Standing Issues: 


•Items of long-term interest; 


•updated 3-4 times/year based on information gathered from the annual CSE 
Government of Canada Intelligence Priorities Ministerial Directive (MD) among 
other sources 
Watching briefs: 


•Can be items of short- (3 months) or medium-term (6 months) interest 


•Issues can rise and fall in priority 
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National SIGINT Priorities List 


■% of CSE reporting comes from Tier. Currently there are no Tier I operations 
although should any imminent threats arise we may see that 
moving from Tier, to Tier. 
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GCRs, Client Requests and RFIs 


GCR: a group of client's general information requirements. 


Client Request (CR): single client's specific information 


needs. Client Requests can be seen through 


Request for Information (RFI): details of a client request 


further refined. The client may set an expiry date for the 


request (default expiry is 6 months). 


GCR is the general information requirement agreed upon by numerous clients 
that share similar needs. 


A Client Request (CR) is an individual client's information need that falls under 
the more general GCR. 


You can search for Client Requests in , or set up a channel to have them 
sent to you. 


A Client Request can be further refined through a narrative RFI. It's an opportunity 
for the client to expand on their information need. 


An RFI typically has a short shelf life and the client can choose the lifespan by 
setting an expiry date. 
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Page 10 


Here's an example of a Client Request with an RFI. 
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Feedback 


The feedback component contains 3 rating 
categories: 


Satisfied Need (default rating) 


Exceptional 


Improvements Needed 


Exceptional feedback may also indicate 
Actionable Intelligence. 


A comments field may be completed for feedback 
indicating the reasoning for the rating selected. 


Page 11-12 


Actionable Intelligence 


Further broken down into the following categories: 


Identified a Threat 


Influenced a decision 


Significant action taken 


There are examples of feedback on page 12 of your manual. 
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Notice under Exceptional and Improvements needed there is a drop down indicating 
possible explanations. 


For the default response "Satisfied Need" there is no comment required but there is 
a place lower on the form for free flow comments. 


Show examples of Feedback? 
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Have the students refer to the list of GCRs online and 


find the for the three GCRs on page provided. 
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I RRELEVAN 


National Defence Act 


According to the National Defence Act (NDA), the mandate of CSE has 
three parts: 


Part A 
To acquire and use information from the global 
information infrastructure for the purpose of 
providing foreign intelligence in accordance with 
Government of Canada intelligence priorities 


Part B: 
To provide advice, guidance and services to help 
ensure the protection of electronic information and of 
information infrastructures of importance to the 
Government of Canada 


Part C: 
To provide technical and operational assistance to 
federal law enforcement and security agencies in the 
performance of their lawful duties 


Explain the 3 mandates of CSE: 


I C) 


• Part A is the Foreign Intelligence (FI) mandate 


• Part B is the Information Technology Security (ITS) mandate 


• Part C consists of technical and operational assistance to federal law enforcement 
(RCMP) and security agencies (CSIS) 


Analysts in DGI operate mostly under Mandate A 
very rarely under Mandate B 


IRRELEVANT 


Analysts should understand and be able to explain under which Mandate they're 
operating. 
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National Defence Act (273.61) 


Foreign Intelligence (FI) (Defn.): 


Information or intelligence about the 
capabilities, intentions or activities 


of a 
foreign individual, state, organization or terrorist group 


as they relate to 


international affairs, defence or security. 


CSE is a foreign intelligence agency. This is the definition of foreign intelligence as 
per the National Defence Act. 
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Page 13 


We have a Memorandum of Understanding (MOU) with CSIS which establishes an 
arrangement under which the two organizations will cooperate for the purpose of 
information and intelligence collection, information sharing and operational 
support in accordance with their respective mandates. 


IRRELEVANT 
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IRRELEVANT 
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9 Question 


• 
Which CSE Operational Policy governs the protection of 


privacy of Canadians? 


• 


Answer on next slide: OPS-1 
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OPS-1 
Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSE Activities 


Analysts must apply SIGINT privacy annotations to traffic 
containing recognized:


r vate communications 
Communications of a Canadian located outside Canada 
ntormation about Canadians (and no Fl value) 
Solicitor-client communications 


Privacy Information must be: 


stored in Mandate AIRREfolders 
shredded when no longer needed, not put in burn bags 


The events of September 11, 2001, led to an increase in authorities being granted to 
CSE 


With these additional authorities there is a greater potential for collecting 
communications with privacy information (PRIVATE COMMUNICATIONS). 


As a result, procedures such as applying privacy annotations to traffic have been put 
in place to protect this type of information. 


Next: Legal defmition of a Private Communication 
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Private communications 
- Legal Definition 


Any oral communication, or any telecommunication, that 
is made by an originator who is in Canada or intended by 


an originator to be received by a person who is in Canada 
and that is made under circumstances in which it is 
reasonable for the originator to expect that it will not be 
intercepted by any person other than the person intended 
by the originator to receive it, and includes any radio-based 
telephone communication that is treated electronically or 
otherwise for the purpose of preventing intelligible 
reception by any person other than the person intended by 
the originator to receive it. (Criminal Code, section 183) 


Next: Practical definition of a Private Communication 
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Private communications 
- Practical Definition 


Any oral communication, or any telecommunication, that 
is made by an originator who is in Canada or is intended by 
an originator to be received by a person who is in Canada 
and that is made under circumstances in which it is 
reasonable for the originator to expect that it will not 
intercebFe:cP6MPiegcniOttRan the person 
by the RhOSigYiscOla ny 
telephcItigc NrMIONNY gciRgd electr 
othervAPtitarthe purpose of preventing intelligi 
reception by any person other than the person intended by 
the originator to receive it. (Criminal Cade, section .1821 


Example: 
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Privacy Annotations 


For non-solicitor-client communications 


f t. 
.5. I, It .0 .rtiffft 


For solicitor-client communications 


ff....L.1k • 


.111B0131111:1 


Also found on page 19 


AN, 


Privacy annotations based on: 


Location of communicants 


Source of information 


How essential the information is to our reporting (ie: does it contain FI) 
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Privacy Picker 


New tool designed by SPOC to assist analysts in deciding what privacy annotation 
their traffic requires based on: 


Location of communicant, 


FI, and 


traffic source. 
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Page 19 


Before 9-11, we could do but limited collection. No collection was possible 
if there was a risk of intercepting Canadian communications. 


It's extremely important to understand where your collection is coming from on any 
given target so that if it should disappear you will be better positioned to assist 


in retrieving it. To help diagnose the problem will likely need to know: 


traffic; 
your 


your 
(this can all be don by knowing 
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"The interception of Signals"


We look at the available signals. Collection is 
even enters the building (eg: etc.) 


before it 


SIGINT collection is the process of intercepting foreign communications 
as they_the Global Information Infrastructure (Gip. 
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is mainly responsible for 


collection could involve: 


Very sensitive information/procedures 


risk of embarrassment to GoC 
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CFS Leitrim is the site that 


IRRELEVANT 


can be either 
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30 


• Collection can bed fax 


• Leitrim is Canada's site; 
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Conventional 


• mainly intercept of 
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• Collection of fax, 


IRRELEVANT 


DNI 
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Therefore ECIs would apply. 
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fax, 
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IRRELEVANT 
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TALENT KEYHOLE = special clearance 
required 
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performs b 


collecting Fl 


facilitating collection and decryption of information on 


the Gll, and 


developing tools. 


Collect Foreign Intelligence 


facilitate collection and decryption 


develop tools for 


IRRELEVANT 
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Legal and Policy 


helps to ensure the legality of tasking / targeting. 
SPOC helps to ensure compliance with policy. 


Canadian Guidelines 
OPS —1 
. IRRELEVANT 


One-end Canadian communications 


Guidelines 
OPS 3-1 


• Procedures for Operations 


2" Party Guidelines 
• US SIGINT Intelligence Directive (USSID-18) 


Human Rights Act (HRA) - UK 


• Intelligence Services Act (ISA) Australia 


• Analysts are ultimately responsible for the legality of their tasking, GCRC is only 
a second set of eyes 


• OPS 1 = guidelines produced by CSE policy department based on applicable law 
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TERMINOLOGY EXERCISE 


Match the: 


Collection information on the left with the corresponding information on the right 


OR 


Numbered items on the left with the letters on the right. 
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Module 3: Research and Analysis 


There are no hard and fast rules on what makes a 
good analyst, but definite assets are: 


t. 
• thoroughness, 


• organization, 


• clarity of thought, and 


• speed. 


Good research is therefore worth the time because 
it will help make the analysis as accurate and 
complete as possible. 
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Thorough: 


What to include/leave out 


Don't make value judgements (biases?) 


Organization: 


Lots of info must be readable or consumable 


Clarity: 


Highlight key info 


Leave out window dressing (bogs down) 


Speed: 


Timeliness vs skipping steps 
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Scanning 
To augment their reporting, analysts will scan a variety of 
sources on a daily basis, including: 


• End-Product Reports (EPRs) 


• Open source resources 


• Traffic databases 


Other scanning sources 
Requirements: NSPL, GCRs, RFls, feedback 


SIGINT reporting: CSE and allied partners 


Policies: reporting, tasking, naming, government, etc. 


Current events: newspapers, magazines, journals 


Other sources: CTSN (=Mandrake) 


What analysts scan for in EPRs: 
•for CSE and the 5-Eyes reporting -- especially on their targets 
•for new and updated requirements (RFIs) 
•to verify that any reports they issued are in with no errors 
•for feedback on reports 


Open Source: 
•to better understand a topic 


•to follow recent developments 


•to determine the urgency of reporting 


•eliminate or effectively use material already in the public domain 


Traffic databases 


•Traffic in CTR (Consolidated Traffic Repository) accessed through■ for 
reportable foreign intelligence (FI) — see p. 24 in manual 


•for CIR reportable information 


•for tasking and target development 


In addition to looking at the content of intercepted communications, analysts should 
look at the metadata for tasking and target 
development information. For example, Was 
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This could lead to targeting of new selectors. 
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Determining reportability 


6CR 


New intelligence or Open Source OSINT) 


Foreign intercept 


Enough intelligence to warrant a report 


Traffic clearly understood 


Need for 


These are some questions an analyst could ask himself/herself to determine if an 
item is reportable. 


•There should be a stated requirement for the information. 


•Foreign intelligence is new information not already available in open source. 


•One end foreign. If one communicant is a Canadian, we would report the 
information from the foreign angle. 


•If the information is not time sensitive and the analyst is aware that more 
information is forthcoming (e.g., 


, then it might be worthwhile to wait for that second piece of 
intelligence. 


•It might be useful to search for similar reports in 
feedback they got. 


and see what kind of 
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Approved Abbreviations, 
Acronyms and Initialisms 


151:1,V134104, Expanstan ftwilthmt, 


Note that some of these terms do require expansion in 5-eyes reporting (they are 
only approved for CEO reports). 
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Guidelines for Analysis 
• Isolate the intelligence 


• Determine inclusions/exciw,iom, 


• Highlight Important points of inte, I lgoncc orr_ionczci 


• Braln storm and conciLcit 


• Check your biases 


• Determine context 


• Check for consistency 


• Being thorough means evaluating everything in the traffic for reportability, 


• remember that a decision not to report a point or piece of traffic is just as 
important as is a decision to report it. 


• Do not include information (either SIGINT or collateral) just because it is 
available. 


• Users need the pertinent facts and amplifying details, not every piece of 
information 
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Biases & Assumptions 


Be aware of your mental biases when analyzing 
intelligence 


• Avalability bias 


Mirror imaging 


• Overconfidence bias 


• Bias towards causill L2xp anaeons 


• Tunnel vision 


Information imbalance bias 


Anchoring bias 


Examples: 


• Availability bias — 9/11; Airplanes had been hijacked in the past, but usually the 
planes usually landed and hostages were kept for ransom. We didn't imagine a 
scenario like 9/11 where the hijackers would intentionally fly a commercial 
airplane into an office building. 


• Mirror imaging 


• Overconfidence bias — a person who thinks their sense of direction is better than 
it actually is. They demonstrate their overconfidence by going on a trip without 
a map or GPS. 


• Bias towards causal explanations 


• Tunnel vision — in a criminal investigation, the police may focus on an 
individual in the area with a prior criminal record 


• Information imbalance bias — a.k.a. "sampling bias". 


• Anchoring bias — exercise on next slide. This bias is used in the retail industry 
quite often — ex. You see a great leather jacket in a store and fall in love with it. 
The price tag says $1000 so you start to put it back on the rack. The salesperson 
tells you it's 60%off and only costs $400 that week. "What a deal!" you think 
and you buy the jacket. 
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Question #1: 


Is the population of 
than 65 million? 


greater than or less 


Question #2: 


What do you think is the population of 


Example of Anchoring Bias 


population = approx.I million 


The number 65 million in question #1 influences how you answer the second 
question. 


It gives you a frame of reasonability when you have nothing else to go on, you 
fixate on the information at hand — it's your anchor. 
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Report Research 
• Research enough to understand tF le story and p, i)vicic,


context for the report 


• Ascertain what is already known 


• Verify official titles and name spellings 


• Expand acronyms (check the list of Approved Abbreviations, 
Acronyms ond Initialisms on the SIGINT Reporting Working 
Aids page) 


• Verify translations of gecific terminology 
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Performing research is important for the analyst throughout the report writing 
process in order to: 


• understand the story 


• provide context for the end-product report 


• ascertain what is already known 


• verify official titles and name spellings 


• expand acronyms (see: Approved Abbreviations, Acronyms and Initialisms) 


• verify translations of specific terminology 
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Research Tools 
for background information and current developments 


for selectors and background information 


to review reports 


collaboration and social networking 


and 


Other Resources: 
Intranet {Library 
Internet (via 
CSE library, and 
area specialists. 


CTR = Consolidated Traffic Repository — the traffic database for fax 


fax, 
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RESEARCH EXERCISE 


Resources: Unless otherwise indicated, all resources can be found on the 
page 


(Usenas your browser, you will need your• 


Uselas your browser (you will needM: 


#1 


#5 


#6 


#7 
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Module 4: SIGINT Reports 


What is SIGINT? 


comiNT — voice, data communications 


ELINT — radar, navigation, jamming systems 


FISINT— telemetry, beacon signals, arming, fusing & firing 


systems 
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Signals Intelligence: Interception/analysis of Foreign signals and is comprised of: 


Communications Intelligence (CONTENT) 


Electronic Intelligence (ELINT) 


Foreign Instrumentation Signals Intelligence (FISINT) 


These products 


•contain foreign intelligence (FI) or security intelligence (SI) 


•are intended for customers with appropriate clearances 


•follow the format outlined in CSOI-4-1 SIGINT Reporting Procedures 


•can incorporate unclassified collateral and analyst comments, when properly 
identified as such 
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Types of SIGINT Reports 


End Product Reports (EPR) 


Electronic Intelligence (ELINT) Reports 


Cryptologic Information Reports (CIR) 


Gist Reports 


Summary Reports 


ELINT reports are generally classified SECRET. 
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Canadian Sensitivities 


Cause embarrassment to the Canadian 


80 


Cause persona embarralment to a Canadian 
Cabinet a iuirt t. MP or Irdmal gown nment 
of final 


ntat to Canada's tecanty and 
pity 


Be drtnmental to Canada's national interest 
in want other than those de-imbed phone 


Full list on page 35-36 of manual 


Canadian sensitivities 


The main categories of Canadian sensitivities, and how the information should be 
reported (RESTRICTED or CEO), are listed in this table. 


These instructions are only guidelines, not hard and fast rules. 


Under special circumstances, information that does not meet the criteria below may 
have to be reported in the CEO series; this decision should be made in consultation 
with the Team Leader or Production Manager. 
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System-generated upon release of produce 


see page 37) 


(See page 38) 


Does anyone know what the represents? 
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SIGINT Report Distribution Controls 


CEO - Canadian Eyes Only (see 
Canadian sensitivities) 


R-series — CEO Restricted 


IRRELEVANT 


SIC]l NT Commuhity (LOIVI} reports are shared with one 
or more 2nd Party SIGINT agencinr. The above report,_; 
are restricted to various levels of Canadian readers. 


Additional letters at the front of the Serial Number to indicate distribution controls 
(C, R, IRR 


SIGINT reports are divided by the two main types of distribution: COM and CEO 


Canadian Eyes Only (CEO) reports contain intelligence that is of a sensitive 
nature either to Canada or to a Second Party country; therefore, such reports are 
limited to a Canadian readership and must not be released to Second Parties. 


Resticted (R) reports are likewise sensitive and for this reason have a named 
distribution. R-series reports are always CEOEven if you are an actor of an R-series 
report, you may not be able to view it once released unless you are also a recipient. 
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Note any Special Reporting 
Conventions related to your targets 


SRWA can be found under "Quick References" on the DGI webpage. 


Check to see if there are any special reporting conventions for your area, look at the 
SRWA webpage for a link to SRC. 
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Special Reporting Conventions 
Table 1 


IRRELEVANT 
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Special Reporting Conventions 
ble 2 


IRRELEVANT 
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indicates that this report is 


1. Not derived from enciphered/decrypted material 


2. Not from sensitive source (probably from 


3. Contains no reference to TS reporting 
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indicates that this report is 


Secret Elint report 
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indicates that this report is 


1. Derived from enciphered material or 


2. Derived from sensitive source collection 
IRRELEVANT 


3. May contain references to other TS//SI reporting (footnotes) 
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Indicates a summary report at the top secret level. 


Report is an accumulation of previously issued reports on the same issue. 


Used to identify and analyse trends. 
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Derived from a gist, mostly used by the_!team to provide timely turn around 
of gisting while still maintaining accountability through serialized product. 
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Cryptologic Information Reports 


CIRs are SIGINT reports that: 


contain cryptologic communication 


P contain information 


t distributed to COMINT producers only, not to GC clients 


► are not subject to the Carne restrictions as EPRs (no need 
to suppress 


They are: 


distributed only to COMINT producers 


do not provide information about CSE/CFIOG's capabilities 


no need to suppress 


meets CIR and regular reporting criteria will be issued in two reports 


If you have traffic containing both information that meets CIR reporting 
requirements and information that meets regular reporting criteria, 
issue two reports (a CIR and an EPR). 
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This is what a■ serial number looks like. 


Mreports are shared strictly between 2nd party agencies that assist 
in ITS activities. 


They are always classified TS//SI and the serial number will always contain the 
trigraph 


=draw from a special set of DDI (Delivery Distribution Indicators) — Section 9 
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Please provide the serial number of each of the following four reports 


See 


If link is still down, use 


67 


2017 01 05 AGCO206 AR rsf 1711 
A-2017-00017--02525 







Organizational Strategies 


IRRELEVANT 


S 
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Inverted Pyramid 
IRRELEVANT 


IRRELEVANT 
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Lead Plus Equal Facts 
IRRELEVANT 
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Chronological Account 
IRRELEVANT 
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Module 5: Report Structure 
IRRELEVANT 
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Attribution # 


• identifies the intelligence source 


• identifies the recipient 


• helps readers assess the importance or reliability 


• is repeated only if needed to maintain clarity 


AVOID: a back-and-forth conversational style 


DO NOT REVEAL: 


• identifies the intelligence source (who revealed the information) 


• identifies the recipient of the information when the source cannot be revealed 
for policy reasons 


• helps readers assess the importance or reliability of the information 


• is repeated only if needed to maintain clarity; vary the style used to identify the 
source 
(e.g. 


• Avoid a back-and-forth conversational style 


• Indicate that reporting was 
(see section 4.2.1.6 of CSOI-4-1) 


when based on traffic 
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Attribution in the Title 


(General attribution is in the title, details are in the body of the report.) 
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Attribution in the Body 


Source: 


Reliability: High 
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(General attribution is in the title, details are in the body of the report.) 
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Details (U) 


to.t.xt (u) 
Block Headings 


RRELEVANT 


IRRELEVANT 
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Block Headings 


IRRELEVANT 


IRRELEVANT 
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The Lead 
IRRELEVANT 
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The Lead 
IRRELEVANT 
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Key Points & Analysis 


Key points highlight SIGINT information to 
senior readers and help them to: 


understand the most pertinent points 


determine if the report is worth reading 


• Each key point should capture an essential fact. 


• The Analysis delivers the report's strategic 
significance or the trend that the report 
illustrates within the reporting line. 
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Key Points & Analysis - Exercise 
Study finds evidence of first human-to-human transmission 
of H7N9 bird flu 


Until this week, no cases of human-to-human transmission of the deadly bid flu virus that broke out in 


China this year had been reported, But now, researchers say they believe a women in the eastern 


Chinese city of Wuxi probably caught the H7N9 virus from her father 


The woman 32, most ately became infected when she was looking after her father at his bedside in the 


hospital in March, according to a study published Tuesday in the British Medical Journal. Both patients 


eventually died. The woman had no known exposure to poukry, the study said. 


'Our findings reinforced that the novel virus possesses the potential for pandemic spread," the 
authors wrote. But In the case they studied, they said "the transmissibility was limited and non-


In April, the World Health Organization warned the H7N9 virus was 'one of the most whir that doctors 


and medical investigators had faced in recent years. The virus has caused 132 human infections 


resulting in 43 deaths since February, Chinese state media reported last month, The rate of Infections 


seen earlier this year has dropped off dramatically. 


1. Read through report 


2. Highlight any Key words or phrases (these will be used to identify key points) —
5-10 min 


3. Discuss with a neighbor 


4. Take up as a group (para by para) 


5. Reveal answers 
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Key Points & Analysis - Answer 
Study finds evidence of first human-to-hu man transmiss 
of H7149 bird flu 


*Oro Wks. Mel 
,irmintaatwersiress r,ten 


Key omits 


• (With fled. that t1)20 map 
• A woman in Chin.1 .ri expo5iiief -7 


have twcis died 
• IN viiLe pct Messes the potential forpandernto 


susimnable. 
• rate of infection has deemed dramatically, 


between Ittlittena. 
e 'n,' her When both 


Se tranerniasibilky Is limited and non 


Anelysls 
If human4o-burrien transmission of the WM rinse is confirmed, the rate of infection nay increase 


Batelle 


tnit weak, no cases of Pure-an-to-ft:I/ran trareirmsaion of the deadly bird flu virus that broke out in 
china thislyear had teen reported But no researchers sal: tne), behave a %swim in the eastern 
Chinese city of Wuxi probably -,-_.aii9111 the tf.lt.41 her father 


mcst bac infect ed ?Alen s. as loc king GP. ,tr her fatherat hie bedside In the 
hospital in Ularch, ace ling to a .s kids, pub6l5he <1 Tuesday tin the Efrit,.h i.ledical Journal. Both patients 
oirentualli died ill, •.%.r.,ran had no known alipecreii, t v,cuitry. the said, 


'Our findings reinforoiki Uwt the novei virus possesses** potential to pendernioepread,' the etudys 
authors wrote. But in the case they studied, they said the aranerniesibilitywas Iced end non-
sum anable.-


These were put together by four of us when Key points was first introduced. 


We didn't modify though like a lot of the studnets' ones better 


Discuss what the "decline in rate of infection might mean". Has it declined since 
this outbreak or leading up to it? 
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Key Points 


Format: 
Use full sentences (NOT headline-style). 
Key points are preceded by the stem: 


"The essential elements in this report are as follows 


Tense: 
Present or future tense unless events occurred in 
the distant past. 
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Key Points should be broad and concise. 


Broad — use general identifiers rather than specific names (eg: 


Concise — pick out only the highlights of the report 
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CSE Analysis 


Format: 
• Should not exceed a couple of sentences. 


May include well-known acronyms 
May include well-established information 


• Uses assumptive wording 
May include footnotes to additional 
information or reporting. 


Tense: 
Present tense where appropriate. 


May include well-known acronyms (outside of the approved acronyms) 
May include well-established information not strictly supported within the body of 
the report (e.g.: 
Typically uses terminology such as: "suggests", "implies", "provides evidence 
that", "may demonstrate". 
May include footnotes to additional information or reporting. 
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The CSE Analysis should focus on the 
bigger picture or overarching trend. 


The Analysis should focus on the bigger picture and not just analyse the facts of an 
individual report. 
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KEY POINTS & ANALYSIS 
EXERCISE 


Have flipcharts ready in advance 


Separate group into 3's or 4's and have them construct Key points and an Analysis 
for the provided report (30 min). 


Present in groups and critique eachother's work 


91 


2017 01 05 AGCO206 07 rsf 7f1 
A-2017-00017--02549 







The Title 
IRRELEVANT 
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IRRELEVANT 
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Title Punctuation: Comma 6) 
IRRELEVANT 
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Title Punctuation: Semicolon (;) 
IRRELEVANT 
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Title Punctuation: Colon 0 
RRELEVANT 
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Title Slug 
IRRELEVANT 
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Module 6: SIGINT Style 


Why do we need a style guide? 


Who updates the style guide? 


Who owns the report? 


Page 57 


To ensure a standard of reporting is followed 


Affords our clients a common-look-and-feel to all CSE reporting (predictability) 


Style guides contributed to by all users 


Updated by and members of on behalf of DGI 


Reports are owned by CSE not the individual authoring them. 
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Abbreviations Acronyms 
IRRELEVANT 
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Dates in SIGINT Reports 
IRRELEVANT 
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Dates - Examples 
IRRELEVANT 
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Currency 
IRRELEVANT 


102 


2017 01 05 AGCO206 I AA rsf I7!1 
A-2017-00017--02561 







Currency - Examples 
RRELEVANT 
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Lists 
IRRELEVANT 
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Lists (short) 
IRRELEVANT 
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Lists flan I 
IRRELEVANT 
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Lists (sentences) 
IRRELEVANT 
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Analytic Comments 
IRRELEVANT 
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Analytic Comments (embedded) 


IRRELEVANT 
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Analytic Comments (paragraph) 
IRRELEVANT 
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Footnotes 
IRRELEVANT 
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Footnotes (bad example) 
IRRELEVANT 
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Footnotes (better example) 


IRRELEVANT 
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Footnotes 
IRRELEVANT 
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Collateral 


Purpose: 
is information not derived from SIGINT 
puts the SIGINT in context or contributes to the 
understanding of the SIGINT information 


Format: 
must be clearly flagged and delimited, using the flag 
(End of collateral), 


must be classified according to the source 


should be included in the traffic metadata 


1 I H 
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Collateral (example) 
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The minimum classification for this section is SHSI 
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Edit the provided report. 


Use Annex 4 (page 89-91). I have 21 edits. Who can identify all the ones I have 
(prizes for top three participants). ---30 min 
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Module 7: Naming policy 


Suppress the Canadian and Second Party identity info. 


NEW: Suppress anyone's name in Canada. (as of Apnl 2014 


Enter the actual name and corresponding alias into 


Use generic terms: 


"a named Canadian person/company" 


"a [department name] official" 


"a named person in Canada" 
(See 


If identity info is not known, make that clear: 


"an unnamed/unidentified/unspecified Canadian entity" 
(Sec OPS 1 7 SIGINT Naming Proceoures for complete detail,•1 


1 2( 


Page 61 


What to do when you receive incidental collection on CA 


• OPS-1-7 SIGINT Naming Procedures 


LEGALLY — can't name CA 


As part of a REFLEXIVE AGREEMENT - don't name 2nd party entities 


• Suppress the names and identifying information  of Canadian and Second 
Party citizens, companies, and organizations. 


• The actual name is entered into with the corresponding alias. 


• Use generic terms 


Reader must formally request suppressed information (this is done through D2). 


• When traffic refers to an unnamed Canadian entity, state this to indicate that 
CSE is not suppressing the name. 


This would indicate there is nothing suppressed (no additional info) and therefore 
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no request for information would be made. 
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Naming policy (cont'd) 


When there is doubt about the nationality, err on the side 
of caution with validity wording 


"a possible Canadian citizen" 


Beware of contextual identification. 


(see page 64 in manual) 


If geographic references reveal the 
identities of provincial or municipal 
government officials or private citizens 
or organizations, they must be replaced 
with generic terms. 


• EG: mayor of Toronto 


• Lower level officials have a higher expectation of privacy 


• If a CAN is named (overtly or contextually) you must 


1. Contact D2 


2. Cancel report 


3. Reissue if necessary 
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Naming policy 
Exceptions for Canadian entities* 


An exemption may be granted if the subject: 


is in immediate/life-threatening danger 


is being held hostage by any foreign group, or imprisoned 
by an unfriendly government 


has or plans to commit a life-threatening act, or 


is outside Canada acting in an official capacity as an agent 
of a foreign organization or government; their citizenship 
should not be revealed 


approval by 02 required 


4. Dual citizens can be named but their citizenship not revealed 


Eg: 


Eg: 


Expectation of privacy ends with death: 
(name) 
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Naming policy 
Exceptions 


IRRELEVANT 


Foreign-registered subsidiaries and affiliates of Canadian 
corporations may be named (e.g. 


Current Cabinet ministers and federal public servants 
acting in their official capacities may be identified by 
title provided their identification is necessary to 
understand the foreign intelligence 


Federal Crown Corporations may be named (next slide) 


IRRELEVANT 


If a company is registered in CA it can not be named 
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Federal Crown. Corporations 
Atlantic Pilotage Authority 


Atomic Energy of Canada Limited (AEC) 


Bank of Canada 


The Blue Water Bridge Canada 


Business Development Bank of Canada 


Canada Council for the Arts 


Canada Deposit Insurance Corporation 


Canada Development Investment Corporation 


Canada Lands Company Limited 


Canada Mortgage and Housing Corporation (CMHC) 


Canada Pension Plan Investment Board 


Canada Post Corporation 


Canada Science and Technology Museum Corporation 
Canadian Air Transport Security Authority (CATSA) 


Canadian Broadcasting Corporation (CRC) 


Canadian Commercial Corporation 


Canadian Dairy Commission 


Canadian Museum of Civilization 


Canadian Museum of Nature 


Canadian Race Relations Foundation 


Canadian Tourism Commission 


Defence Construction Canada 


Enterprise Cape Breton Corporation 


Export Development Canada (EDC) 


Farm Credit Canada 


Freshwater Fish Marketing Corporation 


Great Lakes Pilotage Authority 


International Development Research Centre 


Laurentian Pilotage Authority 


Marine Atlantic 


National Arts Centre Co poi on (NAC) 


National Capital Commission (NCC) 


National Gallery of Canada 


Old Port of Montreal Corporation Inc. 


Pacific Pilotage Authority Canada 
Parc Downsview Park Inc. 


PPP Canada 


Public Sector Pension Investment Board 


Ridley Terminals Inc. 


Royal Canadian Mint 


Standards Council of Canada 


Telefilm Canada 


VIA Rail Canada INC 
see canada.gcca/depts/major/depind-eng.html 
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NAMING POLICY EXERCISE 


Resources in Annex 5 (pages 93-97); also available online (in SRWA under Policies 
and Procedures). 
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Module 8: Write-to-Release (WTR) 


WTR involves sanitizing (to the non-SI, usually SECRET 
level) all key information in a SIGINT report that can be 
released outside COMINT channels... 


... without compromising COMINT sources, methods or 
techniques. 


The WTR report contains SI and non-SI paragraphs. 


Page 67 


Once adopted allowed us to release to non-SI readers by weighing the gains of 
wider distro against possible risk of exposure 
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Why? 
It's CSE policy: OPS-5-3 Write-to-Release Procedures 


• Most intelligence users are not indoctrinated for 
COMINT. 


• If intelligence isn't used, the money spent producing it 
is wasted. 


• It's what the clients want. 


Allows us to get our reporting to the widest audience with a need to know 


Eg: border agents who are not SI cleared - distributed at S level 
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Prerequisites for WTR 
IRRELEVANT 


128 


2017 01 05 AGCO206 1 '21 rsf I 7!1 
A-2017-00017--02588 







IRRELEVANT 
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Exemptions 
See WTR Exemption List (on the Operational Policy website) 


Category Details 


Targets 


Sources 


Subjects • law enforcernent-related info with a Canadian angle 


• Information related to communications 
characteristics 


Other • R-series reports 


Page 69 


Targets 


ECI reporting lines (formerly 


Sources 


Subjects 


CEO 


IRRELEVANT 


Other 


Named distro for R-series (can't expand receivership) 


May be embarrassing if details of a 
to come up with 


are shared broadly; hard 
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Disguising COMINT 


Certain types of information must not be included in the 
WTR paragraphs. 


AVOID: 
COMINT markings and terminology (including 
collateral statements and comment flags and phrases 
such as "not further identified") 
Attribution (both ends of communication identified) 


Conversational words that suggest communications as 
the source 


Page 68 
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EXERCISE 
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Disguising COMINT 


Certain types of information must not be included in the 
WTR paragraphs. 


AVOID: 


Direct quotes 
Exact dates and figures 


Information that might reveal analytic methods, 
techniques, degree of success 


Suppressed identities 


(134) 


Mid-July rather than 15 July, round up numbers 


Who was privy to the info (only two ppl in the room). 
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WTR Report Format 
IRRELEVANT 
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WTR Report Format 
IRRELEVANT 
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IRRELEVANT 
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Com s Format Tear-Lines 


No crest 


Serial # truncated 


SI para's removed (generally at S level) 


Appears at the bottom of the print out and can physically "tear off' 
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Multiple Tear-Lines 
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Multiple Tear-lines Comms Format
ccrF ffi


TEAR LINE 
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i►TR - BAD Example 


Revealing the attribution 


Not Detailed Enough 


Both revealed 
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Tips and Tricks 
• For think beyond the communicants of 


the traffic 


Consider how fast your can deliver 
information 


• A comments can be attributed to his/her 


e.g 


• Confine the information to just the most relevant facts 
from the full report. 


Take a step back 
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Suppressed Identities in the WTR 


4 Do not include suppressed idents (e.g., "a named 
Canadian company") in the WTR portion, because 


the intelligence won't be of much value to the SECRET-level 
reader without the name, and 


the SECRET-level reader can't request the identity 


If the 5-Eyes identity is essential to the report's 
intelligence value, do not write a WTR report. 


(143) 
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Attribution in the WTR 


Some identirical ion of the intel l igence source may he 
required when the "who said it" is at of the significance 
of the intel l igence. 


In these cases, generalize the in':el ligence source. 


None of these examples impl ies COMINT as the sourc_e: 
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Collateral in the WTR 


You can use collateral in the non-SI portion as 
long as: 


it's not TOP SECRET 


you don't mark it as collateral in the non-SI portion 


you repeat it, properly marked, in the SI portion 


(145) 


Must be repeated in the details with the appropriate mark up. 
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Comments in WTR 
IRRELEVANT 
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Do not mark as Comment, weave into text (probably for early July...) 
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WTR EXERCISES 


Three groups to individually work on WTRs for one of the examples. Discuss and 
pick best one for presentation. 
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Module 9 Topic and Area Guide (TAG) 


Based on 


Provides a quick summary of the intelligence source, 
type of information and major participants in a report 


Accessible from theme search on TAG 


Example: 


TAGS 


Page 71 
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consists of three letters: 


a country digraph indicating the source of the 
intelligence 


a function letter which identifies the functional 
association 


Example: 
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Intelligence Source Function Letters 


Topic Definition 
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Subject/Topic Component (STC) 
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Topics 
IRRELEVANT 
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Principal Component (PC) 
RRELEVANT 
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Topic Area Guides (TAGs) 
IRRELEVANT 
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Topic Area Guides (TAGs) 
Example:


IRRELEVANT 
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Topic Area Guides (TAGs) 
Create separate TAG lines for each. 


Example: 
IRRELEVANT 


I 
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Delivery Distribution Indicators (DDIs) 


The DDI is the used to permit 
automatic routing of a report to specific databases and 
elements within national SIGINT centers, primarily NSA 


There are two sets of DDIs: 
one used exclusively for EPRs, and 
one used exclusively for CIRs. 


Select DDIs for all 
in your 


report. 


DDI 


Different DDIs are used for CIRs and EPRs 
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Delivery Distribution Indicators (DDIs) 


DDIs can be used on any report. 


the DDI IRRELEVANT 
EPR templates in 


the DM  IRRELEVANT 


templates in 
EPR 
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Correction Guidelines 
IRRELEVANT 


1 
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Cancelation Guidelines 


When to CANCEL a report 


Its entire contents are found to be incorrect. 


It is underclassified or overclassified. 


It was issued CEO, but should have been shared with one or 
more Second Parties. 


It was sent to one or more ineligible addresses. 


It inadvertently discloses a Canadian or Second Party 
identity. 


(164) 
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References 


OPS 1 Protecting the Privacy of Canadians ... 


OPS 5-3 Write-to-Release Procedures and WTR Exemption List 


OPS 1-7 SIGINT Naming Procedures 


C.S01 4-1 SIGINT Reporting Procedures 


(165) 
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What's Next? 


online training 


Authoring 


Journalistic Writing 


Report Editing 


Happy Report Writing I 
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Before you leave, please... 


IRRELEVANT 


Thank you! 
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Privacy Annotations 
and the 


Accountability Marker 
A Tutorial 


TOP SECRET//SI//CEO 
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w do we apply Privacy 


e Accountaloility 
Marker? 


:tffeff633:633:IffethESORINIZE:0,9111210,911126 


When do;,.
annotations? 


by do we apply 
annotations? 


at Kerr


arifrninn Trii?Thr87 


EXIT 


What are Privacy Annotations? 


A Privacy Annotation is a mark applied to a traffic 
item collected from a Part A  source (see 
restrictions), when the traffic contains: 


• a private communication 


• a communication of a Canadian anywhere 


• information about a Canadian entity 


• a solicitor-client communication 


What if two (or more) of these conditions apply. 


Tables of Privacy Annotations for: 
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How do we apply Privacy 


e Accountaioility 
IVIarker7


3:IffethE' :tffeff633:633:IffethESORINIZE:0,9111210,911126 


Why do we apply 
annotations? 


at .ts The PrivacyPiEke??' 


arifrninn Trii?Thr87 


EXIT 


Why do we apply annotations? 


Privacy Annotations are applied because: 
• the Minister of National Defence requires an annual 


report of all private communications intercepted, 
retained, and deleted, as well as all solicitor-client 
communications intercepted, retained, and deleted. 


• Privacy Annotations determine the retention period 
of annotated traffic items. 


Accountability Markers are applied because: 
• the CSE Commissioner has directed CSE to provide 


the Minister of National Defence with statistics on 
the number of traffic items that required the 
Accountability Marker. 
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How do we apply Privacy 


111111111111111111 


W at is t e Accountability 
Marker? 


gensititititititHEL, 


by do we apply 
annotations? 


arifrninn TrtiMM? 


EXIT 


Who applies annotations? 


Analysts who 
1. produce SIGINT reports AND 
2. recognize a traffic item as requiring a Privacy 


Annotation or Accountability Marker 
are obligated to apply the Annotation or Marker 
to that traffic item. 


See What are Privacy Annotations  or What is the 
Accountability Marker for a description of the 
conditions which require an annotation/marker. 


Recognition occurs when a traffic item is opened 
and the content reveals 
(1) a possible Canadian privacy issue, and 
(2) the presence or absence of Fl. 
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How do we apply Privacy 


e Accountaioility 
(Via rker7


3:IffethE' :tffeff633:633:IffethESORINIZE:0,9111210,911126 


by do we apply 
annotations? 


arifrninn Tr" RV? 


EXIT 


When do we apply annotations? 


Analysts apply a Privacy Annotation as soon as they open 
a traffic item and recognize that the content contains: 
(a) a private communication, 
(b) a communication of a Canadian outside Canada, 
(c) information about a Canadian, or 
(d) a solicitor-client communication. 


Analysts apply an Accountability Marker when they open 
a traffic item 
and recognize that the content contains: 
(1) an e-mail 
(2) a 1-end Canadian communication, and 
(3) foreign intelligence. 


IMPORTANT: Upon recognition, apply an annotation or 
marker immediately; you can always change it later. 
(See What if I make a mistake) 
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How do we apply Privacy 
Annotations? 


What is the Accountability 
Marker? 


How do we apply the 
Accountability Marker? 


What is the Privacy Picker? 


What if I make a mistake? 


Who do I contact for help or 
guidance? 


EXIT 


How do we apply Privacy Annotations? 


In the Results pane ink select the traffic 
item requiring a Privacy Annotation. 
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How do we apply Privacy 


e Accountaoility 
MarkPc 


When do 
annotations? 


by do we apply 
annotations? 


EXIT 


What if I make a mistake? 


If you entered a wrong Privacy Annotation —
for example, you entered OUCA and it 
should have been OUCAN, or you entered 
INCA but it isn't a private communication —
you can simply delete the annotation or 
change it to the correct value. 


Anyone can upgrade an annotation —for 
example, by changing INCAN to INCA. 
However, only the analyst who annotated 
the item as having Fl can downgrade the 
annotation —for example, by changing INCA 
to INCAN or by deleting the annotation. 
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How do we apply Privacy 


Marker? 
91111Sititititititffitlititititititffittititititititffittititititiamitai 


When do,. PIY 
annotations? 


by do we apply 
5? 


at is qrrvac7y15TEReir 


arifrninn Trii?Thr87 


Who do I contact for help or 
guidance? 


EXIT 


Who do I contact for help or guidance? 


First, read OPS-1, particularly Annex 3 — SIGINT Privacy 
Annotations and Accountability Markings. 


If there are still questions, send an e-mail to 


(for guidance on how to apply annotations and markings) 


or 


(for questions on CSE's privacy policy). 


If you have technical questions or comments about this 
presentation, contact 
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How do we apply Privacy 


e Accountaloility 
Marker? 


:tffeff633:633:IffethESORINIZE:0,9111210,911126 


When do;,
annotations? 


by do we apply 
annotations? 


at is e Pr ivacyPiCke??".ik 


arifrninn Trii?Th RV? 


o a r 
guidance? 


EXIT 


What are Privacy Annotations? 


A Privacy Annotation is a mark applied to a traffic 
item collected from a Part A  source (see 
restrictions), when the traffic contains: 


• a private comm A Private Communication (PC) is a 
communication between two persons, 


• a communicatic where one person is geographically 
located in Canada, and there is an • information alp( expectation of privacy. 


• a solicitor-clien.
INCA— contains Fl 
INCAN — does not contain Fl 


What if two (or more) oft ese con ittons apply? 


Tables of Privacy Annotations for: 
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How do we apply Privacy 


e Accountability 
Marker? 


:tffeff633:633:IffethESORINIZE:0,9111210,911126 


When do;,
annotations? 


by do we apply 
annotations? 


at is e Pr ivacyPiCke??Iik 


arifrninn Trii?Th RV? 


o a r 
guidance? 


EXIT 


What are Privacy Annotations? 


A Privacy Annotation is a mark applied to a traffic 
item collected from a Part A  source (see 
restrictions), when the traffic contains: 


• a private communic A traffic item containing a 
communication of a Canadian 


• a communication of anywhere outside of Canada 
requires one of the following 


• information about a Privacy Annotations: 


• a solicitor-client cor 


What if two (or more 


OUCA — contains Fl 
OUCAN — does not contain Fl 


of these conditions apply? 


Tables of Privacy Annotations for: 
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How do we apply Privacy 


e Accountability 
Marker? 


:tffeff633:633:IffethESORINIZE:0,9111210,911126 


When do;,
annotations? 


by do we apply 
annotations? 


at is e Pr ivacyPiCke??Iik 


arifrninn Trii?Th RV? 


o a r 
guidance? 


EXIT 


What are Privacy Annotations? 


A Privacy Annotation is a mark applied to a traffic 
item collected from a Part A  source (see 
restrictions), when the traffic contains: 


• a private communi Information about a Canadian, 
including any personal information 


• a communication  or any business information about 
a Canadian corporation, requires a 


• information about  Privacy Annotation only if it does 


• a solicitor-client cc NOT contain L. 


IACN — does not contain Fl 
ese can itions apply? What if two (or more) of t 


Tables of Privacy Annotations for: 


TOP SECRET//SI//CEO 
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How do we apply Privacy 


e Accountaloility 
Marker? 


:tffeff633:633:IffethESORINIZE:0,9111210,911126 


When do;,
annotations? 


by do we apply 
annotations? 


at is e Pr ivacyPiCke??".ik 


arifrninn Trii?Th RV? 


o a r 
guidance? 


EXIT 


What are Privacy Annotations? 


A Privacy Annotation is a mark applied to a traffic 
item collected from a Part A  source (see 
restrictions), when the traffic contains: 


• a private communi A solicitor-client communication 
requires a Privacy Annotation if the 


• a communication  solicitor is licensed to practice law 
in Canada AND the communication 


• information about concerns the practice of law. 


• a solicitor-client cc 
INCAS — contains Fl 
INCASN — does not contain Fl 


What if two (or more) of t ese conditions apply? 


Tables of Privacy Annotations for: 


TOP SECRET//SI//CEO 


2015 12 22 AGCO207 A-2017-00017--02639 







What is the Accountability 
Marker? 


When do 
annotations? 


by do we apply 
annotations? 


..:rCva""'Cy7P-


arifrninn Trii?Thr87 


EXIT 


What is the Accountability Marker? 


The Accountability Marker (AM) is a mark 
applied to certain traffic which 
has all of the following properties: 


• 


• The content is an e-mail, 


• The content contains Fl. 


• The content is recognized as containing a 1-end 
Canadian communication. 
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How do we apply Privacy 


e Accountaloility 
Marker? 


3:IffethE' :ItH2633:633:IffethESORNIZE:0,9111210,911126 


When do 
annotations? 


by do we apply 
5? 


at .ts The PrivacIrTi5iEke??' 


arifrninn Trii?Thr87 


EXIT 


Why do we apply annotations? 


Privacy Annotations are applied because: 
• the Minister of National Defence requires an annual 


report of all private communications intercepted, 
retained, and deleted, as well as all solicitor-client 
communications intercepted, retained, and deleted. 


• Privacy Annotations determine the retention period 
of annotated traffic items. 


, 111111111111111111111,,,, 111111111111111111111,,,, 11 


Annotated traffic items that do 


Accountability M 
NOT contain Fl are deleted from 
the traffic database after 


• the CSE Cornmissii 
the Minister of Na Annotated traffic items that 
the number of tra contain Fl are retained according 


Accountability Ma to OPS-1-11 Retention Schedules 
for SIGINT Data. 
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How do we apply Privacy 


e Accountaloility 
Marker? 


:tffeff633:633:IffethESORINIZE:0,9111210,911126 


When do;,
annotations? 


hy do we apply 
annotations? 


at is 1 e 


arifrninn Trii?Th RV? 


o a r 
guidance? 


EXIT 


What are Privacy Annotations? 


A Privacy Annotation is a mark applied to a traffic 
item collected from a Part A  source (see 
restrictions), when the traffic contains: 


• a privat NO PRIVACY ANNOTATIONS 


• a COMir IACN only 


• informs IACN only 


take Privacy Annotations 


What if two (or more) of these conditions apply? 


Tables of Privacy Annotations for: 


TOP SECRET//SI//CEO 
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How do we apply Privacy 
Annotations? 


What is the Accountability 
Marker? 


How do we apply the 
Accountability Marker? 


What is the Privacy Picker? 


What if I make a mistake? 


Who do I contact for help or 
guidance? 


EXIT 


How do we apply Privacy Annotations? 


Right-click the traffic, select Set Privacy 
Annotation, then select the correct 
annotation e OUCAN 
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What is the Accountability 
Marker? 


How do we apply the 
Accountability Marker? 


What is the Privacy Picker? 


What if I make a mistake? 


Who do I contact for help or 
guidance? 


EXIT 


LHow do we apply Privacy Annotations? 


Traffic item is now annotated. 
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What is the Accountability 
Marker? 


How do we apply the 
Accountability Marker? 


When do we apply 
annotations? 


Why do we apply 
annotations? 


What is the Privacy Picker? 
ournampoupqmpomimpumpufflptimposommommumposomompos


" 'Wht -if 1-rnake'"a" mittake"?' ill 


EXIT 


What is the Privacy Picker? 


The Privacy Picker helps you determine the 
correct Privacy Annotation. In right-
click the traffic item, select Set Privacy 
Annotation select Privac Picker. 
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How do we apply Privacy 
Annotations? 


What is the Accountability 
Marker? 


How do we apply the 
Accountability Marker? 


When do we apply 
annotations? 


Why do we apply 
annotations? 


What is Privacy  the  Picker? 
tlfuu 


'Him! 11111 1,..:1111! 111111 


EXIT 


What is the Privacy Picker? 


Click the radio buttons 
according to the 


parameters of the traffic 
item 
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How do we apply Privacy 
Annotations? 


What is the Accountability 
Marker? 


How do we apply the 
Accountability Marker? 


When do we apply 
annotations? 


Why do we apply 
annotations? 


What is the Privacy Picker? 
tlfuu 


HI1H 111111 


EXIT 


What is the Privacy Picker? 


rivacy Picker tells you 
hich Privacy Annotation, if 


any, to choose. 
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How do we apply Privacy 
Annotations? 


!11..... 
What is the Accountability 


Marker? 


How do we apply the 
Accountability Marker? 


What is Privacy  the  Picker? 
tlfuu 


,111H. .1111 11H.111H. .11111 


EXIT 


How do we apply the 
Accountability Marker? 


In the Results pane in right-click the 
traffic item, select Set Accountability 


Marking, then select Set AM. 


TOP SECRET//SI//CEO 


2015 12 22 AGCO207 A-2017-00017--02648 







How do we apply Privacy 


e Accountaloility 
Marker? 


3:IffethE' :tffeff633:633:IffethESORINIZE:0,9111210,911126 


When do;,
annotations? 


by do we apply 
5? 


at Is 1i_e7PrEvacyPTEFeFr' 


arifrninn Trii?Thr87 


EXIT 


Privacy Annotation Hierarchy 


If more than one potential Privacy 
Annotation applies, the highest one in the 


hierarchy below takes precedence. 


\ olicitor-Client Communicatio 
INCAS / INCASN 


\ivate Communicati 
INCA / INCAN 


Commu 'cation of a Canadian 
abroad 


OUT N 0 TCAN 


Information bo t a Canadian 
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SECRET//SI 


Communications Centre de la securite 
Security Establishment des telecommunications 


h100I0r711111111111r):„
11111111111111Ediiittrliiii 111010001 0001111 


IIIIUIl


II uulu


00iii""111111111111"111111""' iso0111""111001111711116J1111111 IIII 0IIIIIIII III 
1 


""" 


111111111.il.ii11,11,11,111111111111


III IIIIIIIIIII 
III 


ERRID 13185920 


OPS-1 Awareness 
Privacy and Lawfulness at CSE 


voVpIll 111111111 
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SECRET//SI 


Communications Centre de la securite 
Security Establishment des telecommunications 


Objectives 


By the end of this presentation you should understand: 


• CSE's authorities and policy framework 
• Ministerial Directives and Authorizations 


• Key elements of OPS-1 


• Select procedures in OPS-1 series 
• How to apply elements of OPS-1 to your work 


CERRID 13185920 
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SECRET//SI 


lor 111 Communications Centre de la securite 
III Security Establishment des telecommunications 


The National Defence Act 


The National Defence Act mandates CSE to: 
a. Acquire and use information from the Global Information 


Infrastructure for the purpose of providing foreign 
intelligence, in accordance with GC intelligence priorities 
(Foreign Intelligence, Part A); 


b. Provide advice, guidance and services to help ensure the 
protection of electronic information and of information 
infrastructures of importance to the GC (Cyber protection, 
Part B); and 


c. Provide technical and operational assistance to federal law 
enforcement and security agencies in the performance of 
their lawful duties (Assistance, Part C) 


CERRID 13185920 
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SECRET//SI 


Communications Centre de la securite 
Security Establishment des telecommunications 


CSE's Authorities and Direction 


Parliament: Legislation 


PM and Cabinet: 
Government Priorities 


Chief, CSE 


er • 
0 


CERRID 13185920 


Management 
Control 


•Canadian Charter of Rights and Freedoms 
•National Defence Act 
•Criminal Code 
•Privacy Act 


•Cabinet Direction 
•Government Intelligence Priorities 


•Ministerial Directives 
•Ministerial Authorizations 


•National SIGINT Priorities List 
•Operational Policies 
•Organizational Policies 
•Operational Approvals 


•Operational Procedures 
•CSOls and ITSOls 
•Risk-based approvals and management monitoring 
•Training on lawfulness and privacy; internal audit and review 


Canada. 
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SECRET//SI 


l or  I Communications Centre de la securite 
Security Establishment des telecommunications 


CSE Information Cycle and Policy Framework 


CSE's operational policies translate 
legal requirements and government 
direction into policies that direct 
CSE's activities. 


CSE's policies are organized according 
to the CSE information cycle. 


There are privacy measures in place 
at each stage of the information 
cycle. 


CERRID 13185920 


DISSEMINATION 


ANALYSIS 


TARGETING 


PROCESSING 


COLLECTION 
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lor 111 Communications Centre de la securite 
III Security Establishment des telecommunications 


Value of OPS-1 
OPS-1: Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSE Activities 
• Is CSE's cornerstone policy and provides high-level guidance 


for CSE's mandated activities 


• Presents the principles and rules CSE must follow to be 
legally compliant with the National Defence Act 


Interpre s government direction which includes Ministerial 
directives and Ministerial authorizations .--


• Describes measures to protect th =Privacy of Canadians 


CERRID 13185920 Canada. 
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Communications Centre de la securite 
Security Establishment des telecommunications 


Canadian 


CERRID 13185920 


Key Terms 


Private 
Communication 


Canadian 
Identity 


Information (CII) 


Information 
about a 


Canadian 


Solicitor-Client 
Communication 
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Communications Centre de la securite 
Security Establishment des telecommunications 


Targeting and Data Queries 


Targeting :part (a) and part (c) 


Data Query: part (b) 


IN1111111,,,,,,0111111111111111111111111111111111111111111!!!!!!!!!!!!!;;;;A10111111111111111VA1111!!!!!!!;;;iiie,A1111111111111.!!!!!!:311111111111111!!!!1":ffil l111111!!!!:;;:,1111111!!!!;;;111101111111111111111111111A1111111111111111111


What's the difference? 


What are the rules? 
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LIIIIIII11111111111111•511111111 
11111111111111111111111111111111111 
.........,g111111111111111111111111111111111111
111111111111111111111111111111111111111111 
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11111111111111111111111111loo11111111
E111111111111111111111111111111111


Communications Centre de la securite 
Security Establishment des telecommunications 


Collection and Processing 


What information can I retain? 


How do I track information requiring protection? 
• Privacy Annotations 
• Accountability Markings 


CERRID 13185920 
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l or  I Communications Centre de la securite 
Security Establishment des telecommunications 


Collection and Processing 


Privacy Annotation Hierarchy 


Private communication / 
Solicitor-Client 
communication 


Communication of a 
Canadian located outside 


Canada 


Traffic containing information about 
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Communications Centre de la securite 
Security Establishment des telecommunications 


Targeting and Data Query Examples 
Examples 
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SECRET//SI 


Communications Centre de la securite 
Security Establishment des telecommunications 


Analysis 


As an analyst, what can I report on? 


What types of information must be 
suppressed in reports? 


CERRID 13185920 
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SECRET//SI 


If' Communications Centre de la securite 
Security Establishment des telecommunications 


Examples: 


Analysis: Reporting 


Part (a) activity: You are stealing 
from a convenience store in Ottawa. This information was obtained 
through a legitimate foreign selector. Can you report on this? 


Part (b) activity: You are writing a cyber defence report which focuses on 
a Canadian domain name that has been assessed as belonging to a 
foreign national. You would like to include this information in your report, 
unsuppressed. 


RRELEVANT 


1  
CERRID 13185920 
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SECRET//SI 


Communications Centre de la securite 
Security Establishment des telecommunications 


Dissemination 
Releasing Reports with a Privacy Interest 


Management must sign off as the release authority for SIGI NT (part a) 
and ITS (part b) reports based on: 


• A private communication, 
• A communication of a Canadian outside Canada, or 
• Communications containing information about Canadians or 


persons in Canada 


IRRELEVANT 
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SECRET//SI 


Communications Centre de la securite 
Security Establishment des telecommunications 


MISTAKES HAPPEN! 
Privacy Incidents  


Privacy Incidents File (PIE) 
• DG PC is the Privacy Officer for CSE 


• DG PC tracks privacy incidents and ensures CSE 
demonstrates a commitment to protecting privacy, ensuring 
transparency and improving internal practices 


1111111111111111111111111117I11111!IIIIIIII,....... !!! IIIIIIIIII11111110001.voilogol0001.11.11,11,11.11.11 
oloolii01111111g11111111011111011i ,ij 


donc,,,,,docuo111111r,HOOlhooll 111011-,


111011irio 100 
opy mu 1111111 


1011111111ln 


Reporting an Incident 
• Contact your supervisor 
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Communications Centre de la securite 
Security Establishment des telecommunications 


THE END 


11111111111111 11111111111111111 


Please refer to the appropriate policies for in depth guidance 
regarding operational activities and for reporting release 


authorities. 
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Privacy Annotations and 
Report Release Procedures 


(D2B) 


The overall classification of this briefing is 
TOP SECRET//SI//CEO 


Canada 
a -0 ri0 
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Overview 


• Why do we do privacy annotations? 


• What gets annotated? 


• What's the difference between the various privacy 
annotations and markings? 


• What are the release authorities for reports with a Canadian 
angle? 


Canada 


• Our intent is to help you understand why you are obliged to make privacy annotations and markings. 


• I will be covering a lot of material this afternoon. You don't need to remember it all —the key is to 
remember the concepts. We've also developed tools to help you determine how to annotate the 
traffic. 


• Ultimately, if you understand why the rules are there, you are better able to apply them 
appropriately. 


• Please feel free to ask questions as we go along. I'll also have some time at the end to answer any 
questions. 
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..f 


Why annotate? 


17426051 


Legislation 


Minister 


Chief, CSEC 


• National Defence 
Act 


• Criminal Code 
• Privacy Act 


• Ministerial Directives 
• Ministerial Authorizations 
• Commitment to the CSE 


Commissioner 


• Operational Policies 


C6EC ACTIV IBS 


ui da 


• Under the National Defence Act, CSEC is prohibited from directing its activities at Canadians anywhere or at 
any person in Canada. Further, CSEC's activities are subject to measures to protect the privacy of Canadians 
in the use and retention of intercepted information. 


• The National Defence Act, provides the Minister with two key tools to direct and enable CSEC activities: 
Ministerial Directives and Ministerial Authorizations. 


• MDs are written directions from the Minister to the Chief CSEC respecting how he is to carry out of his 
duties and functions. 


• They may relate to a specific program or activity (e.g. MD on , or to the Minister's general expectations 
for CSEC activities (e.g. the MD on Accountability). 


• The MD on the Privacy of Canadians was updated in November 2012 and contains specific instructions on 
how the Minister expects CSEC to protect the privacy of Canadians in the conduct of its activities. 


• Next are MAs. 


• The interception of a private communication is prohibited under the Criminal Code. The problem is that 
CSEC cannot eliminate entirely the risk of incidentally intercepting a private communication in the course of 
its mandated SIGINT or ITS activities. (For example, we cannot know in advance that a targeted foreign 
entity will not communicate with a Canadian or a person in Canada.) 


• MAs are, therefore, required for any activity where there is a risk of intercepting private communications 
under Part A or B of the mandate. You can think of an MA as a shield from prosecution in the event that 
CSEC intercepts a private communication. 


• Ministerial Authorizations relate to a specific activity or class of activities (i.e. a specific method of acquiring 
foreign SIGINT or protecting computer systems) rather than to a specific operation or target. They last for a 
maximum of one year. 


• Should operational requirements exist beyond this, CSEC must request a new Ministerial Authorization to 
continue an activity that risks the incidental interception of private communications. 
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• Before the Minister can issue an MA for an activity, he must be satisfied that certain 
conditions have been met, including specific measures to protect the privacy of 
Canadians. The pre-conditions for SIGINT and ITS MAs are slightly different and are laid 
out in sections 273.65(2) and (4) respectively. 


• CSEC currently has three Ministerial Authorizations that enable its foreign SIGINT 
collection: 


• A CSIS warrant is their equivalent of an MA. Warrants permit CSIS to intercept a private 
communication without breaking the law. 


• Before 2001 and the changes to the National Defence Act, CSEC couldn't conduct any 
collection where private communications might be encountered, such as 


IRRELEVANT 
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Why annotate? 


• To mark what communications should be retained or 
deleted 


• For accountability and oversight 
— Statistics measure our performance each year 
— Provides OCSEC and the Minister with greater transparency 


into what we do to protect the privacy of Canadians 


• Protect privacy of Canadians 


Canada 
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Annual MA Report to the Minister 
-INTERCEPTION 


• Number of recognized private communications intercepted; (tikito wlot
commutlicalorts interctaple,1 


• Number of private earnimmicattons us.d or retained' 


• Number of prtvats communications destroyed: 


• Number of recognized solicitor-anent communications intercepted:. 


o Number of solicitor-client communications used or retained!


o. Number of solicitor-client communications destroyed:. 


Number of intelligrase reports produced with information derived from privat, 
communications 


1 


11 


ill 


)iv 


Canada 


• Within four months of the expiration of an MA we need to report to the Minister on the number of 
private communications that intercepted and what we did with them. 


• Here's an example of a on our MA. As you can see, we've clearly identified: 


• The number of recognized private communications that are used or retained; 


• The number of solicitor-client privilege comms that are used and retained; 


• The number of intelligence reports produced from inforatmion derived from private intercepted 
pursuant to an MA; 


• The Fl value of these reports. 


• SPOC uses the annotations made by analysts in CSEC traffic databases to generate the required statistics 
regarding the use and retention of private communications and solicitor-client communications. 


• To come up with the stats for number 3, SPOC finds the traffic that has been annotated for retention in the 
traffic databases and uses the traffic ID number to find the related end-product report in 


• For the comments under number 4, SPOC will look at the client feedback. 


• If traffic has been annotated for retention but wasn't reported, SPOC will call the analyst who made the 
annotation (using the "viewed by" logs) to ask why it was retained. 


• If we can't report accurate numbers to the Minister, or we can't produce these statistics upon request, this 
will affect whether the Minister is satisfied that the pre-conditions for future MAs have been met. And, if 
we can't get an MA for an activity, we can't continue to operate those collection methods. Proper 
annotation matters. 


NOTE: CSEC is not required under an MA to report markedMtraffic to the Minister. SPOC reports to the 
Minister annually on total 
that are being retained for Fl purposes). 
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hat gets annotated? 


Traffic items collected from a Part A source that 
contains: 


— A private communication; 
— A communication of a Canadian (anywhere); 
— Information about a Canadian entity; or 
— Solicitor-client communication 


Canada 
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CONVIDEVU 


Who annotates? 


• Analysts whose functions are directly related to the 
production of SIGINT reports who recognize a Canadian 
angle to a communication 


• Why? 
- The annotations that you apply will determine whether these 


communications are retained or deleted. This: 
• Enables CSEC to demonstrate compliance with Ministerial Authorizations 
• Facilitates oversight of CSEC activities and demonstrate lawfulness 


Canada 


• All traffic in■ must be annotated when it is recognized as falling into one of four categories: 


• Private communications 


• Communications of Canadians outside Canada 


• Solicitor-client communications 


• Communications containing information about Canadians 


• As a quick reminder: 


• Private Communications are those where either the originator or the recipient is physically located in Canada 


• The determining factor is GEOGRAPHY, not nationality. 


• Bear in mind, though, that 
are taken into account when making -


The communications of Canadians outside Canada are also afforded the same privacy considerations as 
private communications. So, what is a Canadian? 


• A Canadian citizen or a Permanent Resident 


• A corporation incorporated under an Act of Parliament or of the Legislature of a province; and 


• Canadian organizations, which are accorded the same protection as Canadian citizens and 
corporations 


• There are two criteria for a communication to be considered solicitor-client: 


• It must be between a client and a person authorized to practice as a lawyer or a notary in the 
province of Quebec or as a barrister or solicitor in the rest of Canada - or with any person employed 
in the office of a lawyer, notary, barrister or solicitor. 


• AND, it must be directly related to the seeking, formulating or giving of legal advice or legal 


7 


2015 12 22 AGCO209 R fvf IO 
A-2017-00017--02673 







assistance. 


• There are special handling procedures for solicitor-client communications outlined 
in OPS-1. 


• Information about Canadians includes: 


• Any personal information about a Canadian (i.e. information that could identify a 
person), any business information about a Canadian corporation or any 
information about a Canadian organization. 


• The two exceptions to this are information about people who have been deceased 
for 20 years and information related to the position or function of a federal 
employee. 


• So — who annotates? 


• Only analysts whose functions relate to the production of SIGINT reports annotate 
traffic because they are best placed to determine whether a communication that 
falls into one of these four categories has Fl value. 


• When do you annotate?  When you're scanning traffic and something jumps out at you 
and says "Canada," then you may need to make a privacy annotation. 


• Why does this all this matter? 


• The annotations you apply to traffic determine whether a communication is 
retained or deleted. In accordance with Ministerial Authorizations, CSEC can only 
retain communications that fall into the categories above when they meet specific 
criteria and we need to report on an annual basis how many of these 
communications we intercept, how many of these are used or retained, and how 
many are deleted. 


• The CSE Commissioner will also review CSEC's activities to ensure they comply 
with the law and appropriately protect the privacy of Canadians. — Proper 
annotations are important and help CSEC demonstrate its compliance. 


will explain the "how to" in his briefing 


Examples ... 


Canadian 1 (in Canada) sends message to Foreigner 1 (outside Canada) 


= Private Comm 


Foreigner 1 (outside Canada) forwards that message to Foreigner 2 (outside Canada) 


* Private Comm 


Comm between two foreigners outside Canada where a 


* Private Comm 
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Comm from the 


= Private Comm 


Canadian 1 (in Canada) sends message to Foreigner in Canada 


= Private Comm (contact SPOC) 
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E-mail 


• Here's an example of an email that's a private communication. 


• What tells you that this is Canadian? 
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Privacy annotation vs 
Accountability Marker? 


• Different terms, same idea: 
— PA's are for 'normal' Part A traffic; 


— AM's are for 


• Marking an AM's on traffic means it's: 


— Collected from a Canadian 
— Is recognized as being one-end Canadian; and 
— Is being retained because it has Fl value. 


• Note: traffic gets privacy annotations. 


Canada 
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Privacy Annotation Hierarchy 


Private 
communication / 
Solicitor-Client 
cosilmonicalion 


Communication of a 
Canadian located outside 


Canada 


Traffic containing information about 
Canadion,, 


Cana( la 


• Annotations are mutually exclusive—you shouldn't apply more than one annotation to any piece of traffic. 


• This pyramid illustrates the hierarchy of different annotations and can help you determine how to annotate 
a piece of traffic that falls into more than one category. 


• Private communications and Solicitor-Client communications are at the top 


• Communications of Canadians located outside Canada are next 


• Information about Canadians is next 


• The hierarchical order for annotations stems from the origin of the requirement to annotate 


• Requirements under Ministerial Authorizations take precedence over policies. 


• So, looking at this pyramid, a communication of a Canadian located outside Canada that also contains 
information about Canadians should be annotated as a communication of a Canadian located outside 
Canada. 
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Mandate, Part A: Privacy Picker 


.1NCA I Ops-la 


Canada 


• The Privacy Picker is a tool to assist analysts in choosing the appropriate privacy annotation or 
accountability marking for traffic items they recognize as one-end Canadian or containing information 
about Canadians. 


• This tool is not meant to replace the informed assessment of the analyst, who may have other pertinent 
information that may alter the proposed annotation and/or OPS category. 


• The final decision of how to annotate a piece of traffic remains the responsibility of the analyst. 


• This is an example of a completed privacy picker form for a private communication that has foreign 
intelligence value. 
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Product Release Form 


Senior CSEC management must sign as the release 
authority for SIGINT reports based on: 
• Private communication 
• Communication of a Canadian outside Canada, or 
• Information about Canadians 


Canada 


• This brings us to the COMINT Product Release Form. 


• Canadian reports with a Canadian privacy angle require sign-off by a senior managers. 


• The approval authority for reports with a Canadian angle is determined by the source of the traffic on 
which the report is based and the type of content it contains. 


• When used properly, the report release form will tell you who needs to approve your report. 


• The decision to include this step was made by the Chief. It is another measure we use to safeguard the 
privacy of Canadians in the conduct of our activities. 


• Here are a few examples of typical release forms ... 
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A. Source and Type of Content: 
OPS-la 


Canada 
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N 
A. Source and Type of Collection: 


IRRELEVANT 


Canada 


IRRELEVANT 
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Key points 


• Why do we do privacy annotations? 


• What gets annotated? 


• What's the difference between the various privacy 
annotations and markings? 


• What are the release authorities for reports with a Canadian 
angle? 


Canada 


• Our intent is to help you understand why you are obliged to make privacy annotations and markings. 


• I will be covering a lot of material this afternoon. You don't need to remember it all —the key is to 
remember the concepts. We've also developed tools to help you determine how to annotate the 
traffic. 


• Ultimately, if you understand why the rules are there, you are better able to apply them 
appropriately. 


• Please feel free to ask questions as we go along. I'll also have some time at the end to answer any 
questions. 
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Questions? 


Canada 
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TOP SECRETAI 


Overview 


• Purpose of the brief 
— What will you learn today 


• Introduction to the Problem 


= Primary Data. Stewardship concerns 


IRRELEVANT 
— From a policy perspective 


• Questions OCSEC and Policy ask of systems 


• Automating policy (integrating it into systems) 


• Past & Future challenges 


• Summary slide 
— What did we learn 


Welcome to the SIGINT System Development Policy Awareness Course (SSDPAC) 


Here's an overview of what we will cover; the purpose of this session, I would like 
to know what you're hoping to get out of it and I can tell you what I have planned to 
cover. 


If there are gaps between your expectations and I had planned then I will try to 
address them at the end or will follow up by email, 


I will try to define what we consider to be the "problem" when it comes to systems 
development and compliance issues mainly around data storage, use. 


We will talk about some of the main data stewardship issues we (SPOC) come up 
against in handling SIGINT data 


I will talk about IRRELEVANT from a policy perspective as we have a scheme in 
mind that we hope will fit nicely with CSE's current IRRELEVANT tnitiative. 


From there we'll go over some of the questions the Minister and OCSEC ask us 
every year about our data- questions we hope systems will make it easy to answer as 
we move forward 


Next we'll talk about ways we hope systems can help us automate some of our 
policy and compliance needs to make it easier for analysts and for ourselves to 
handle the data in a compliant manner 


Finally I'll quickly go over some of the past issues we've come up against that we 
are hoping won't happen in future and I'll also discuss some of the current 
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challenges we have regarding handling and staying compliant 
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TOP SECRETAI 


What will you learn? 


• SIGINT Policy and Canadian legal issues 
regarding 


O 


- SIGINT Data 
• Different sources and maruiates different rules 


- Data Stewardship concerns 


IRRELEVA1 


- What policy needs systems to tell us 
• What is important to the Minister and OCSEC 


- VNrythatmsaters 


- How system design can impact policy compliance 


- Past mistakes 


- Future challenges 


For this slide before putting the lines up ask the participants to shout out what they 
are hoping to learn, why they came, or why their boss sent them. 


After everyone has had a chance to shout out their need, show them the bullet points 
you will cover. 


I'm hoping by the end of this session you will know more about how SIGINT policy 
and Canadian law impact what we can do with SIGINT data 


You will understand that data collected under different authorities or coming from 
different sources has different handling rules 


You'll find out the key policy concerns that come up regularly in handling data 
IRRELEVANT 


I'll tell you many of the questions SPOC needs to ask of systems on a regular basis 
in order to satisfy Ministerial and OCSEC requirements 


I talk about some of the things systems have been able to do to help us with 
compliance and give you some ideas of how we think systems might be able to help 
us implement policy more effectively in future 


Then I'll talk about some past issues we've had and current and future challenges 
we see in SIGINT data handling 
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TOP SECRET5St 


The Problem 
Lots of data — lots of rules 


lots of access needs 


Lots of data of various types 
- Different rules, cyber, part e. part b, 
- Need to make most effective use of this data while being 


legally and policy compliant 


IRRELEVA


The criminal code implications and NDA Act implications 
- Need to renew our MA every year 


• If we aren't seen to be compliant this won't happen 


Various rules, depending on 
- Data MSC* 
- Data type 
- Data use 


Analysts need to do all kinds d crazy shot' with data 
- chaserono to tiara sitars hiPPOIling with each data 


Need to develop systems that will help: 


- Protect data in various ways 
Security and protect privacy of Canadians 


- Allow for access to conduct complex analysis 


- Allow for useful/accurate metrics and compliance 
reporting C111,'M 


Lots of Data and various rules 


One problem is that we have tons and tons of data and tons of rules and it's 
sometimes difficult to figure out what rules go with what data. 


For instance CSE can only collect SIGINT data under the authority of the National 
Defence Act section 273.64 part a, b IRRELEV 


Part a — is data acquired for the purpose of providing foreign intelligence to the GC 
(SIGINT collected by CSE) 


Part b — is to provide advice and guidance to the GC on protection of electronic 
infrastructure (ITS stuff) 


IRRELEVANT 


So the rules around data acquisition, use, storage, and sharing, are different 
depending on whether your data is collected under the a, b IRREauthority — For the 
purpose of this brief I'll only be speaking to part a IRRELEVAdata, that is data 
collected by SIGINT for the purpose of providing foreign intelligence 
RRELEVANT 


IRRELEVA 


Part a data covered under Ministerial Authorization 


Another important issue for us to continue collecting SIGINT data under Part A is 
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that we have to have a Ministerial Authorization signed by the MND every year by 1 Dec, 
(MA s run from 1 Dec of a given year to 30 Nov of the next year) in order to keep collecting 
SIGINT. If we don't get those Mas signed then CSE would be in violation of the criminal 
code. The only reason we are allowed to continue doing what we are doing without breaking 
the law is for us to get a signed ministerial authorization each year. 


There are certain conditions we need to satisfy to get that authorization and one of the main 
ones is to REPORT on an annual basis what we are collecting, what we are doing with it, and 
how we are protecting privacy of Canadians while doing it. If we can't easily produce 
accurate metrics and be able to show that are systems are handling data in a proper manner 
and have measures in place to protect the privacy of Canadians then the Minister may decide 
not to sign our MA for that year. In addition, OCSEC the Office of the CSE Commissioner, 
completely separate from CSE, our oversight body, has the right to come in and look at 
anything they want to assure the minister that we are doing a good job at managing our 
SIGINT data and protecting the privacy of Canadians. If they come and see that our systems 
are not managing things well they will recommend changes to the Minister. 


More about Rules 


As stated earlier the rules are different depending on the authority under which the data was 
collected, part a,b, IRREL ell the rules are also different depending on the source of the data, 
(CSE, humint, etc). They also change depending on the type of 
data, raw SIGINT, assessed SIGINT, Content, metadata, collateral, etc. There are also rules 
that impact the way you are going to handle, use or share the data. Maybe it needs to be 
minimized before sharing with 2 parties but can be unminimized within CSE. Maybe it can't 
be shared will all 2Ps. Lots and lots of rules that need to be applied to the right types of data 
and not to other types of data. 


Crazy Stuff Analysts want to do with data 


So as if things weren't already hard enough we have those crazy analysts that want to do all 
sorts of weird things with data to find their bad guys. 
for instance. Now why would an analyst want to have analyse traffic 
items all at once to see if they have any Crazy I tell you! How can I 
possible ensure all those traffic items are properly annotated to protect Canadian privacy 
when they aren't even looking at them. As technology evolves we need to become more and 
more creative in handling data in order to get the best intelligence possible out of it, but we 
also need to remain compliant so that's a challenge (more on that later) 


Need SIGINT systems that will help us 


Need systems to not only protect each type of data according to it's bucket (I'll get into that in 
detail later), but also need to report stats as to what happened to the data from the time we 
collected it to it's final disposition on a yearly basis. One of the critical factors is how each 
system addresses the privacy of Canadians. 
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Please include us from the beginning when you are developing a new system or will be using 
data in a different way. 


Where do the rules come from, the Law National Defence 
Act, Canadian Criminal Code — can't do what we do 
without the ND Act and our protection under MA s from 
the Criminal Code 


-then Ministerial Directives that tell us how we will do 
what we do, down to OPS policies, CSOI Instructions, SPI 
Guidance 


- Also get recommendations from OCSEC that require us 
to adjust our activities — case in point "marking" one end 
email 
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TOP SECRETAI 


Data Stewardship 


• Privacy or Canadians 
- SIGINT Annotations 
- 5 Eyes Nationals 


• Purge 


• Security classification 


• Tracking exported data 


• Retention 
- Let's keep the data in the corporate repositories so the 


rules can be applied vs analysts H drive or desktop 


• Acoess - Viewed by/Used by 


• Source of the data (original source) 
- Did rules come with k from thai agency? 


• Reporting 


Here is a list of the main data stewardship issues that come up regarding data 
storage. 


Privacy of Canadians is always #1 for us, this is the key thing OCSEC is interested 
in. They want to know how are we collecting, using, storing, sharing/reporting, and 
retaining information about Canadians. So it will probably help to let you know 
what kinds of data fall into this Category. The key one here is raw SIGINT content. 
If you have intercepted an email or phone call on its way to a Canadian or anyone 
else in Canada - that it considered a private communication and this is where the 
Criminal code issues kick in. Under law you are not allowed to intercept private 
communications. You can not collect on anyone geographically located in Canada, 
this includes within 12 nautical miles of Canada. CSE does not target Canadians or 
anyone in Canada but we sometimes intercept communications coming from one of 
our foreign targets to someone in Canada. So that's why we need the MA coverage, 
to cover us from being prosecuted if we collect on of these private comms (PCs). 
When you hear us talk about private comms it's not just a "private" conversation or 
communication, a private comm is actually defined in the Criminal Code as a 
communication that has a sender or receiver geographically located in Canada.. So 
those are the intercepts we have to be very concerned about and which we need 
accurate metrics on. Also note that these must be intercepted while to 
count under this PC definition. So for instance if you have collection, you are 


and you have none of the 
would be considered PCs because the data was 
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data when we collected it. So it's not 
considered a PC under the criminal code. Having said that two years ago OCSEC offered that 
we should be giving some type of extra protection to any 


that is to or from a Canadian so we have instituted another type of rule to 
cover this data. 


So you can see how things can start to get confusing really fast. The rules are changing 
depending on what type of collection collected it. Also in the privacy of Canadians category 
are communications of Canadians outside of Canada. Now these aren't considered private 
comms, not illegal to collect under the Criminal code, but CSE does afford extra protection to 
any comms we happen to pick up that are either to or from a Canadian outside of Canada. So 
the rules aren't quite as strict for these but still important. Finally we have the case of 
information about a Canadian. This is a communication in which two foreigners located 
outside of Canada are talking about a Canadian or a Canadian company. (For definition of 
Canadian see OPS -1). Also just want to give honourable mention to intercepted traffic that 
has one of our 2Ps partner's nationals as the sender or receiver. So first off, we don't target 5 
eyes nationals It's not against the Criminal Code to do that, at least I don't think it is, but it 
is contrary to our Five-Eyes Agreement. We don't target them, they don't target us. 
However, we may sometimes intercept one of our foreign targets talking to a 5-eyes national. 
If this happens the only special measure we have in place is that we won't name that 5-Eyes 
person in a report. So we don't have extra measures to protect the traffic in this case but we 
have extra measures to protect the naming of that person in SIGINT reports we write and send 
out. 


Purge 


Again this applies mainly to Raw SIGINT content, but any systems storing raw SIGINT 
content need to have a purge capability. The ability to purge data as required in a timely 
manner. The principle reason for this is that if have inadvertently collect a communication of 
a Canadian or person in Canada or a 5-Eyes person then we need to be able to find it quickly 
and purge it from the system. This can happen for a variety of reasons. Maybe we thought 
someone was a foreigner, they have a number, are but then we 
find out after a week of this person that they are actually Canadian. When this 
happens there is a procedure analysts must follow which includes immediately detargeting the 
number and having the traffic purged and reports cancelled. So systems holding raw SIGINT 
traffic need to be able to purge. 


Security Classification 


Of course systems need to recognize the security access restrictions on various data items. I 
think in CSE we have this pretty well under control. But we also need to be able to change 
the classification on a piece of data if required. So much like the purge, we need to be able to 
find that piece of data and be certain that it's classification is changed and it's access is 
restricted to only those individuals who are allowed to see it. This is more a SPOR thing than 
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a SPOC thing. 


Tracking Exported Data 


After hearing about protecting data items or traffic that pertain to privacy of Canadians, the 
need to be able to purge or change classification you can probably imagine that this gets 
really tricky if copies of the data are located in more than one system or have been copied off 
on to the analyst's H Drive. This is a good spot to bring up M ag a i n , sorry one of my 
favourites. When wanted to develop M they involved SPOC from that beginning so 
that we could ensure measures were in place to provide for the tracking of the data that would 
go to to make sure it still followed all the rules it needed to follow. At the time we 
drafted a "stewardship agreement" that laid what we needed to do in order to keep us 
compliant in handling the data. For instance, a copy of the data goes to once the 
analytic has been run the copy if deleted from that server. So we still only have the one cofi 
in CTR to worry about for purging. However, maybe an item that was used to produce a 
result was subsequently purged from CTR, the analyst would have a result, let's say 
chart, showing purged after that result set was created. They 
would essential be using incorrect and uncompliant information. So -has built in a 
service that if that item is purged at some 
point after the the analyst is notified and told the delete their result set and 


Bottom line is that we want all data to remain stored in the systems we 
are aware of that have the compliance measures built into them. Otherwise we could have 
traffic lying around or being used in reports that should have been purged. 


Retention 


Only keeping data for the length of time we are allowed to keep it is also very important. 
There are various rules depending on the type of data, source, authority under which it was 
collected, etc that tell us how long we can keep it. 


IRRELEVANT 
IRRELEVANT 


IRRELEVANT  So there are lots of rules around retention that systems need to be able 
to implement. Again if data is held in private systems, or on private drives, it will likely not 
be deleted in accordance with it's established retention rules and if OCSEC finds it at some 
point it's a problem. 


Access to Data viewed by versus used by 


Another issue near and dear to our hearts is the difference between an analyst actually laying 
human eyes on a data item or piece of traffic and a process using the data to produce a result. 
The reason this is important comes back to the protection of the privacy of Canadians. The 
language in our policies says that we will annotate or mark a traffic item for protection with 
regard to privacy of Canadians when we "recognize" it to be a PC or communication of a 
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Canadian outside of Canada. In order to "recognize" it a human being has to determine first 
that it is one end Canadian, not just someone with a Canadian extension to their email address 
or vice versa a Canadian with a foreign email address for instance (analyst would be best 
positioned to know this) and second, they have to decide whether the item has Foreign 
Intelligence Value or not. We need to know whether the item has been "viewed" or not since 
this has implications as to whether it should have been annotated for privacy reasons. As you 
know our analysts don't view everything in the database. If no one saw an item that was to or 
from a person in Canada then it doesn't have to be recorded in our stats. So let's say OCSEC 
is reviewing some traffic and they notice that an item was not marked properly we would first 
have to determine if an analyst had laid eyes on it or not. 


Going back to my favourite again, ifMuses a piece of traffic in a process it doesn't 
get annotated with a privacy annotation unless the analyst notices it in the output and then 
looks at it and annotates it. So we need to know the difference between viewed data and data 
that is accessed for a process and not actually looked at by human eyes. I believe this will be 
coming up in some features as well. If you run a from say an 


shouldn't mark the data 
as viewed by until an analyst actually looks at that data. 


Source of Data 


Knowing the source of the data is always critical. You can't make any policy decisions until 
you know where the data came from. This is vital information when looking at data collected 
through SIGINT means but it is always very important for collateral data we get from other 
agencies. First off, if it's from another agency it falls under a completely different rule set 
and it is important to respect any rules the originator has imposed on the data as part of the 
sharing arrangement. For instance, we may get 


and perhaps they have indicated that we are allowed to hold that data for 2 
years, it is for our internal use only, and may not be reported. How are we going to keep track 
of those conditions? I think made provision for that type of thing and if not 
I'll need to be certain they do! 


Reporting 


Rules on reporting also change depending on the type of data and source of data. Some data 
we aren't even allowed to report on we are only allowed to use it for target development 
purposes. Systems need to be able to track if data is used in reporting. For example 


ties to CTR so we can look at a report in and find the traffic items that 
went into that report. This is needed as we need to let the Minister and OCSEC know, on an 
annual basis how many PC traffic items were used in end product reporting. Also if traffic is 
used in a report it needs to be retained. 
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• 


• 


• 


• IRRELEVANT 


• 


• 


TOP SECRET:1Si 


IRRELEVANT 


have distinct policy 


reporting, etc 


6 Broad Categories 
- Subdivide into 15 sub-categories 


Each of the 15 subcategories 
rules attached to them. 


Example: 
- 1.0 SIGINT collected (raw) content 


• 1.1 CSE collected 
• 1.2 2P collected 


- Our most rule intense category 
• Privacy, purge, retention, metrics, 


If the system is to accept that kind of data is has 
to be compliant in that it has rules in place to 
handle that kind of data 
- Otherwise the data can't go there. 


IRRELEVANT 


So one day I'm sitting at my desk, my portfolio in SPOC is SIGINT Policy 
relating to "Tools and Tradecraft", I work mainly with SSD, and. 
Group clients, and I realize that I keep getting the same kinds of questions 
over an over but with a slightly different twist. I'm trying to make my life 
easier so I tried to come up with all the possible types of data I've been 
asked about or know about and my plan was to find the policy box each one 
fell into. That way when someone asked I'd just point them to that box. I 
collaborated with a SPOC colleague who is really good at research and 
finding the right policy documents to cover various activities and we came 
up with 6 Broad categories that SIGINT data would fall into from a policy 
perspective. 


Part "a" data 


1. SIGINT collected Content (raw) 


2. SIGINT collected Metadata (bulk) 


3. 


4. 


5. Open Source 


IRRELEVANT 
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But unfortunately we couldn't stop there as different rules applied depending on 
which agency collected the data, which agency shared the data, or what happened to 
the data before or after it got here. So those 6 categories were further broken down 
into 


1. SIGINT Collected Content (raw) 


1.1 CSEC Collected 


1.2 2P collected SIGNT on behalf of CSEC 


2. SIGINT collected Metadata (raw-,see definition) 


2.1 CSEC Collected 


2.2 2P collected 


2.2.1 


3 CSEC assessed (not raw) SIGINT data 


3.1 Transcripts 


3.2 End Products 


3.3 Working Aids 


4. Non-SIGINT CSEC acquired data (part "a") 


4.1 From Other Government 
Departments 


4.2 


4.3 


5. Open Source 


6. 


6.1 


6.2 


6.3 


IRRELEVANT 


ELINT 


So I'll just walk you through an example, the category we are most concerned with and has 
the most rules attached to it, is the SIGINT collected (raw) content category. This category of 
data is directly linked to section 273.64(a) of the National Defence Act, by all three of our 
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SIGINT Mas, by 6 Ministerial Directives, the Government of Canadian Intelligence 
Priorities, 4 CSE Ops Documents and 2 CSOIs. Which means we need to be aware of the 
provisions that apply to this data contained in all of those documents to be certain we are 
handling the data in a compliant manner. The rules are slightly different within this category 
depending on whether CSE collected this data or if 2Ps collected the data on our behalf so we 
need to be aware of that detail when our systems handle the data. We need to provide lots of 
stats on this type of data. This category also has the greatest amount of overhead relating to 
privacy annotations and markings, purge requirements, and specific senior management sign-
off for reports generated from this data where there is a Canadian angle to the traffic. 


IRRELEVANT 


Where do I find what the rules are for each type of data? 


SPOC is working on a document that will probably take the form of annexes to a CSOI for 
data handling. Each annex will describe the type of data, the authorities that pertain to it and 
details on the compliant collection, use, storage, and sharing of that type of data. 
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TOP SECRETAI 


What Questions do we need the 
SIGINT systems to answer? 


• MA reports 
• Annual reports 
• OCSEC reviews 
• Compliance questions 
• Senior Management needs 


• Typical MA report or Annual Report type 
questions 


— Lots of metrics questions 
— Privacy of Canadians 


• Typical OCSEC type questions 
— Privacy of Canadians 


O 


• Compliance type questions 
— Was this data item purged? 
— Was this data deleted when it was supposed to be 


deleted? 


I will focus on the Ministerial reporting, OCSEC review, and compliance questions 
since those are the ones I work with every day. But we are aware that Management 
also asks questions of data for operational reasons that I won't get into here. 


We used to have 6 Ministerial authorities the Minister signed every year to cover all 
our collection activities last year it was condensed into 3 which makes a lot of sense 
and is much easier to manage. So the three MA s cover 1. 


We have to submit a report every year 
with certain details pertaining to these various programs. If we are not seen to be 
answering these questions reliably and honestly then the Minister may not sign the 
next year's MA and our collection would cease until we got things cleaned up. 


These are called our MA reports. So the type of information we need our SIGINT 
systems to provide for these reports are as follows; Between 1 Dec and 30 
November for a given year, 


How many intelligence reports did we produce based on traffic from this source 


What topics did these reports cover 


How many Canadian clients saw these reports 


What are the departments of these Canadian clients 
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How many reports were seen by each department 


What rating did the clients give to each of these reports 


Of this total # of reports how many were based in whole or in part on private communications 
(traffic items annotated as INCA) 


Of this total # of reports how many were based in whole or in part on solicitor clients 
communications (Canadian solicitor)(traffic items annotated INCAS) 


Of this total # of reports how many were based in whole in in part on one-end Canadian 
communications (traffic items annotated OUCA) 


How many reports were produced by 2P partners based in whole or in part on Canadian 
collection 


A detailed list of these reports by 2Ps will be made available on request 


How many total communications were intercepted 


How many of those were PCs (how many marked INCA or INCAN at some point — but don't 
double count) 


How many of those were Solicitor clients communications (how many marked INCAS or 
INCASN at some point but don't double count) 


How many of those PCs were annotated for deletion, how many were kept, and how many 
were used in Fl reports ( and which reports were they used in) 


Details on anything new or upcoming in the Collection area being reported on (ie 
initiative was mentioned in the 2013-14 MA report) 


A list including the title, what department saw it and the rating it received for every report 
produced by CSE for this source. 


A list of all reports that used PCs 


Total number of PCs intercepted 


Total number of PC deleted 


Total number of Solicitor client comms intercepted 


Total number of solicitor client comms deleted 


Total number of traffic items collected by CSE on behalf of 2p targeting and sent to them 


Fiscal Year report to the Minister 


How many items did we collect through 
Marking) 


that were one-end Canadian email (AM 


OCSEC Review type questions 


We don't issues annual or regular reports to OCSEC, how OCSEC works is that they give us a 
work plan and tell us what activities they plan to "review" in the coming year. How many 
recognized private communications did you record in total 
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Of that total how long was each item kept that wasn't used in an EPR 


How many were used in EPRs 


How many were marked for deletion immediately upon recognition 


How many were deleted each month 


Number of traffic items with information about Canadians used in reporting (can't do this, no 
marking for it) 


Number of traffic items of Canadians outside of Canada, intercepted, kept, deleted, used in 
reporting (OUCA, OUCAN, RPT or not) 


Number of traffic items deleted as they contained information about Canadians (by source) 


Provide background and information on the Privacy Picker tool 


Provide background and information on the in 


They like to have details on any privacy protection measures we are building into systems, so 
if you create these please keep a record of what you did and why. 


Compliance Questions 


How many privacy incidents were there and details on each one 


How many items were purged due to privacy incidents 


How many items did we ask 2Ps to purge, did we receive acknowledgement for those 


Did the systems delete the records they were supposed to — proof that the system are working 
properly? 


Was data only accessed by people authorized to access it 
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TOP SECRETAI 


Integrating Policy & Compliance 
functions in data systems 


• Existing needs 
— Purging 
— Deletion — record of deletion 
— Classification change 
— Privacy annotations/markings 
— Specific data and/or traffic item metrics 
— Proper access controls 


• Current/upcoming plans 
— Privacy picker 
— Auto-delete of annotated traffic 


IRRELEVANT 


CI I id. -Pi 


Existing features/capabilities 


Some systems have already integrated policy compliance features. For example 
CTR is capable of purging data when we need it to be immediately purged, records 
are regularly deleted according to various privacy markings or other restrictions that 
have been written into the code. CTR provides analyst the privacy annotation 
feature so analysts can mark data which allows us to collect stats for our reports 
mentioned earlier. Most systems hopefully have proper access controls built into 
them before any data actually flows in. 


Current/Upcoming plans 


A fairly recent policy feature developed in SPOC was added toMto help analysts 
choose the appropriate privacy annotation for their traffic. The rules were so 
complicated, in order to cut down on the number of errors made by analysts, SPOC 
developed a tool to help them follow the rules more easily. We would like to have 
system designed in such a way that our policy concerns can be addressed 
automatically by the system whenever possible. Another feature we would like to 
see added to CTR is an "auto-delete" function for traffic items that have been 
marked for deletion and have not been used within a time frame. This was 
an idea brought up by an analyst during a 2013 OCSEC review. OCSEC personally 
interviewed each analyst that had marked a PC for retention that year and had not 
used it in an End Product Report. The analyst had to explain why they marked the 
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item, what FI value it had to them. In most cases analysts legitimately marked the items of 
interest but then never got back to marking them for deletion when the project was over or the 
target was no longer of interest. This prompted the idea of an auto-delete and notification to 
analyst function. At the after annotation of a Privacy item for retention the item will 
automatically be changed to not required for retention and a notification will be sent to the 
analyst. If the analyst still needs the item they can re-mark it and the will begin 
again. OCSEC will be thrilled to hear of this once it's in place and the analysts are also 
happy as it makes less work for them. 


IRRELEVANT 
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TOP SECRETAI 


Past and Future Challenges 


• System back doors with no traceability as to who 
has the data 
- Policy needs to know what systems are out there 


and how they are protecting data 
- Prod vs staging - prod should only be for prod users 


• Legacy systems and legacy data 
- OCSEC often looks at older records 
- Sometimes can't find them or can no longer access 


them 


• Tracking Exported data 
- Data taken out of the systems of record 


• Nat protected (wrong classification) 
• Not deleted when requred 


• System Lifecyde Management 
- Systems evolve and the policy issues are not 


updated 
- Minimization issue 


and annotations 


.] I id.cr.i 


OK so I thought I would take some time at the end here to air some dirty laundry 
and talk about some of the problems we've seen that have caused us grief in the past 
and also talk about some of the challenges we're currently working on. 


In one OCSEC review the issue had come up in which an analyst exported a bunch 
of rows of data from CTR, removed the classification, and shared it with 2 parties. 
So that wasn't good and it resulted in the thinking that all data should stay in the 
database because if it's there we can be certain that compliance issues are 
addressed. However, we later found out someone 


could have exported data from 
CTR and no one would have known about it anyway. This back door was 


subsequently closed. All to say that we need systems to have the proper measures in 
place to protect the data we collect and we need to make analyst aware of their 
responsibilities if they take data out of the "corporate" repositories. We also had a 
problem a couple years ago when the prod system for■ 


development work and made quite a large error that affect 
So very important that development is done on staging not on prod! Not 


sure if there are any policies business rules in place for system development in 
general in CSE that speak to these issues, we don't really see them as SPOC type 
issues but they are extremely important nonetheless and I think this might be a bit of 
a gap.. 
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Legacy systems 


Something we've run into a lot with OCSEC reviews is our inability to produce legacy data 
or stats on legacy data. OCSEC always reviews a "past" time period and it seems like we are 
also migrating to a new system and then we can't get an accurate picture of what happened to 
data before that system was in place. We are asking that when new systems are built someone 
needs to save documentation on what happened to the data that was held in the previous 
system. For instance an OCSEC review last year was looking for records of some CSIS 
messages that were sent to us. We log these in spreadsheets which have links to the actual 
documents themselves. Well the links only work for the last few years, any links prior to that 
are broken and CIO can't find the messages, fortunately for me OCSEC didn't specifically 
ask for any of those messages as I wouldn't have been able to produce them. IRRELEVANT 


IRRELEVANT 


When OCSEC can't find what they need 


Just wanted to quickly inject what happens when OCSEC can't find what they need. At the 
end of each review OCSEC writes a report. This report goes to the Minister of National 
Defence. So for instance IRRELEVANT 


IRRELEVANT 


The idea I mentioned earlier of an "auto-delete" function for PCs that aren't used was borne 
out of an OCSEC recommendation. They actually recommended that we provide more stats, 
more than once a year, to the minister on PCs we keep. However, we felt that an auto delete 
function would be more effective in protecting Canadian privacy than providing more stats so 
we are addressing this recommendation with a slightly different solution. So we do have 
some leeway in addressing their recommendations but we do have to discuss that with them 
up front. 


Tracking Exported Data 


So we're getting better at this but this is something we are educating our analysts about. If 
you take data out of a "corporate" repository then YOU  are responsible for all the policy 
baggage that goes along with that. For instance say an analyst saves a copy of a piece of 
traffic to his H Drive, what happens if that item turns out to be from a Canadian or person in 
Canada and needs to be deleted. The analyst won't necessarily know that and that item might 
stay in his H Drive for a year or so. Then another analyst uses that information in target 
development and ends up targeting a Canadian. Bad things can happen when analysts save 
data outside of the corporate system that has the policy pieces built into it. 


System Lifecycle Management 


This is related to the legacy system issue but it's more than that as well. If you are upgrading 
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or changing a system that handles SIGINT data please let SPOC know! We've recently had a 
huge problem with The original system had all the right 
information in it, the right fields that needed But over the 
years collection systems changed and the fields that needed 


and eventually 
Big, big problem because 


It's important to make sure the policy implications have been looked at when 
upgrading/building new systems. 


Even when new features are added it sometimes impacts policy. For instance Mrecently 
added the functionality to  Didn't seem to be a policy issue so SPOC wasn't 
consulted. But later on we discovered that this new feature has a potentially huge impact on 
privacy annotations. The feature allows you to look at 


The problem is what if the analyst has to annotate those for privacy 
reasons? The analyst has to go back one by one and annotate. Then what it they want to 
change the annotation? Now I'm not saying that we will be ahead of the ball all the time 
because maybe we wouldn't have even thought about this at the time, but it never hurts to 
pass your ideas by SPOC so we can try to think of any policy issues that might be important 
to consider. 
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TOP SECRETAI 


Past and Future Challenges 


• Reporting 
— Using massive volumes of traffic in producing a 


report 


• Fusing data 


• Summarized data 
— What rules apply? 


• Viewed vs accessed or exported 


Future Challenges 


Reporting 


Linking massive volumes of traffic used in a given report is a problem we see 
coming very soon and in fact is here already. I believe 


Fusing Data 


More and more we're seeing folks using a bit of data from this source and that 
source and combining it together in the production of an EPR. So the question is 
what rules apply to that data? IRRELEVANT 


IRRELEVANT 
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Summarized Data 
IRRELEVANT 


Viewed vs Accessed or Exported 


So this is something that has recently come up with If I run the data through _I 
don't want it marked as "viewed" because once I do that I am responsible to annotate it for 
privacy reasons and if I've just sent it to MI haven't actually looked at it so I can't make 
the FI determination nor the Canadianness of it so I can't annotate and haven't officially 
"recognized" it. OCSEC could come back and say, they viewed that Canadian PC why 
didn't they annotate it? If I don't know that it was just accessed by-and not actually 
viewed then I can't explain why this happened to OCSEC. 


IRRELEVANT 
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TOP SECRET5St 


Wrap - Up 


- What did we learn 


- SIGINT Data 
• Different sources and mandates = different rules 


- Data. Stewardship concerns 


- IRRELEVAIN 


- What policy needs systems to tell us 
• What is important to the Minister and OCSEC 


- Why that matters 


- How system design can impact policy compliance 


- Past mistakes 


- future challenges 


..1 id.cri 


Get them to tell you what they learned. 


Put your bullets up after to see if we covered each of those. 
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SECRET 


IPOC 


• Roles and Responsibilities 


Policy Structure 


• Key Terms/Concepts 


• Relationships and Sharing 
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SECRET 


Part B of the Mandate 


to provide advice, guidance and services to 
help ensure the protection of electronic 


information and of information 
infrastructures of importance to the 


Government of Canada;" 
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ITS Cyber Defence is like being the goalie in a hockey match. Our role is to keep 
the puck out of our net as it comes to us. We don't focus on the opposing player, 
SIGINT handles that, our only concern is keeping our net free from pucks. 


Here's the problem though, we bring out own refs and abide by the rulebook. 
Unfortunately, the ref doesn't look at the other team and they don't have a rule 
book... They are always on the power-play and have more than one puck on the 
ice at time. 


So we try out best to stop the puck, but it's inevitable that some end up in the net. 
And if we focus our attention cleaning up our filled net, more pucks just get in... 
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SECRET 


IPOC Mission 


The purpose of ITS Policy Oversight and 
Compliance (IPOC) is to enable the 


development and delivery of IT Security 
cyber defence operations to external 
federal institutions by coordinating 


associated governance, compliance, policy 
and legal requirements. 
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SECRET 


ITS Policy Structure 
* OPS-1 


• OPS-1-14 


* OPS-1-15 


• 6 ITSOIs 
— Data Handling 


— Data Access and Sharing 


— Report Management 


— Data Querying 


— Tool deployments (in draft) 


— Compliance Monitoring 


1 
• -A 
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SECRET 


Definition of PC 


"A recognized private communication 
includes a recognized private 


communication in whole or in part, or 
metadata associated with a recognized 
private communication that can identify 


one or both communicants or the 
communication itself." 
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SECRET 


Idents in ITS 


• There are only 3 
— Email addresses 


— IP addresses 


— Domain names 


• CII can get complicated 
— Email addresses are often spoofed 


— .ca domains resolve to foreign IPs 


— Legitimate company names are registered by 
foreign threat actors 
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• Data 


• Raw Data 


• Used and Retained Data 


• MA vs Non-MA 


• Classification of ITS reports 
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SECRET 


Sharing 


• Sharing with SIGINT 


• Triaging 


• Sharing with the 5-eyes (Relevant and 
Essential) 


• Reporting domestically 


IPOC 
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SECRET 


Closing Thoughts 


• Many cyber players in Canada (Public Safety, 
SSC, DND, CSIS, etc.) 


• ITS / SIGINT collaboration in the 5-eyes 
community (e.g. 


• Working and sharing with Industry is 
extremely important (lessons learned from 
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SECRET 


Policy Activity 
• 4 examples to discuss 'directed at Canadians' in the context of ITS 


activities: 


1. 


2. 


3. 


4. 
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SECRET 
COP ,111.14,10, 


Notes from 


IT Security Cyber Defence Policy 
Briefing 


Welcome to IT Security 


Fa! guarding Canada's security through intonnathsn superiority 
ewer la se,irito do Canada par la superionte de !'information 


on briefing requirements: 


Types of data collected 
2nd - - pally model 


What is a PC? 


Types of info 


Targeted audience 


naal 
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SECRET 
COP ,111.14,10, In 


About IPOC 


• ITS Policy Oversight and Compliance (IPOC) 


• Policy Advice and guidance 
• Policy Development 
• Compliance 
• Review facilitation (OCSEC, Internal Audit...) 
• Contact: 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon nadi 
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SECRET 
COP ,111.14,10, In 


Overview► of Briefing 


• National Defence Act 
• Ministerial Authorizations 
• PC v. PI 
• Private Communications 
• OPS-1 
• OPS-1-14 
• OPS-1-15 
• Questions 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon nadi 


3 


2015 12 22 AGCO212 rvf A 
A-2017-00017--02724 







SECRET 
COP ,111.14,10, In 


National Defence Act (NDA) 


• CSE's Mandate (Parts a, b RRELEV 


• Part (b): to provide advice, guidance and services to 
help ensure the protection of: 


- Electronic information and of information infrastructures 
of importance to the GC 


- Ministerial Authorization (requirements) 


Safeguarding Canada's security through information superiority 
Praserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon naal 
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SECRET 
COP ,111.14,10, 


Ministerial Authorizations 


Authorization for CSE to engage in cyber defence 
activities on Government of Canada computer systems 
and networks that may intercept Private Communications 


• Consent of system owner or administrator 
• Deletion of Private Communications 
• Report Private Communication numbers 
• Protection of GC networks 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon naal 


• Authorization for CSE to engage 
in cyber defence activities on 
Government of Canada computer 
systems and networks that may 
intercept Private Communications 


• Federal institutions must submit a 
"Letter of Request" to CSE 


• Raw data containing Private 
communications can onl be 
retained for from 
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the date of collection 
• Count and report on private 


communications used or retained 
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SECRET 
COP ,111.14,10, 


PC v. PI 


• Private Communications 
Any oral or telecommunication sent with the expectation 
that it will not be intercepted 
Min. one end Canadian 
Sharing restrictions deriving from the Criminal Code 


• Personal Information 
- Includes individuals and corporations 
- Canadian Identifying Information (CII) — suppressed 


when required 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon natii 
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SECRET 
COP ,111.14,10, 


Intercepted Private Communications 


• Intercepted 


• Includes all parts of the communication 
Example: The malicious attachment in a phishing email 


Private Communication is 'any oral communication, or any telecommunication, that is made by an 
originator who is in Canada or is intended by an originator to be received by a person who is in 
Canada and that is made under circumstances in which it is reasonable for the originator to expect 
that it will not be intercepted by any person other than the person intended by the originator to 
receive it and includes any radio-based telephone communication that is treated electronically or 
otherwise for the purpose of preventing intelligible reception by any person other than the person 
intended by the originator to receive it." 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon naal 
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SECRET 
COP ,111.14,10, 


OPS — 1 
Protecting the Privacy of Canadians 


• Requires that Cyber Defence employees with access to 
data understand all relevant policies 


• Report release / signoff 
• Suppression rules (CII)— OPS-1-6 
• Essentiality for used and retained private 


communications 
• Not directing activities at Canadians 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to aurae 'urea de l'informatfon nadi 


Review the Cyber Defence Report Release Authorities for different report types! 
(OPS-1, 4.15) 
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SECRET 
COP ,111.14,10, In 


OPS 1-14 
Cyber Defence Operations 


• Cyber Defence Operations conducted under Ministerial 
Authorization 


• Covers the data collected under the MA that may 
contain Private Communications 


• Information on sharing private communications for 
CSE's mandate part (b) activities 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sup ri 'urea de l'informatfon nadi 
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SECRET 
COP ,111.14,10, In 


OPS 1-15 


• Data is provided to ITS by a system owner or an 
intermediary (i.e. Public Safety) to address a perceived cyber 
threat 


• ITS does not intercept private communication for these 
activities — no MA is required 


• System Owners may intercept and share private 
communications for the purpose of protecting their computer 
system or network (covered by the Criminal Code and 
Financial Admin. Act) 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon nadi 
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SECRET 
COP ,111.14,10, In 


Principles for sharing 
System Owner Data 


• Re uestor client consent must always be obtained in 
order to share data or reports 


• Expressed recipient consent must be obtained for 
sharing data from a private communication when the 
purpose is other than mitigating the cyber threat 
affecting the system owner (e.g. malware repository, 
situational awareness) 


• Exception — can share with CSIS and RCMP for their 
mandates. 


Safeguarding Canada's security through information superiority 
Preserver la secirrifil do ̂ anada par to sum' 'urea de l'informatfon naal 
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SECRET 
COP ,111.1•. :, In 


Next Steps 


1. Read the Policies 


2. Complete the online quiz (link provided by supervisors) 


3. IPOC will add you to our access list upon successful 
completion of the quiz 


4. Ask Questions 


Safeguarding Canada's security through infonnaffon superiority 
Preserver la securitil do ̂ anada par la supci'arlt4 de l'informatfon nadi 
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SECRET 
COP mt ,,:, 


Questions 


Safeguarding Canada's security through infonnaffon superiority 
Preserver la secirrifil do ̂ anada par la sum' 'urea de l'informatfon natii 
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SECRET 


Cyber Defence Policy Awareness Curriculum 


PRIVATE COMMUNICATIONS 


Rationale for this training covered on the "Objectives" slide. 
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-'Understand importa 


We want you to be able to Identify Private Communications, understand their importance from a Legal/Policy perspective 
and ultimately enable you to understand your responsibilities pertaining to working with Private Communications in the 
course of cyber defence activities. 


-Essentially it comes down to a need to maintain the delicate balance between: 


- 1) conducting the most advanced cyber defence operations that we can; and, 


- 2) ensuring we are in-step with the stipulations of the law surrounding private 
communications. 


- The goal of this workshop is to provide you with the knowledge you need to be able to 
confidently make decisions about what to do with private communications in various 
situations as you encounter it in your daily work and to appreciate how very important 
they are on so many levels! 


- Our presentation includes an overview of how policy at CSE defines Private 
Communications, where our authority to intercept PCs originates — we will have more 
specific details on how you handle them in your daily work in our segment on Data 
Handling, but it should be clear, why PC requires your special attention. 
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SECRET 


Before we move on... 


• Used or Retained Data: Used or retained data is data that has been 
determined to be relevant and/or essential and has been recorded as 
such in the approved CSE data repository. Once data is marked as 
'used or retained,' it is officially under CSE control. Private 
communications (including identifying metadata) must be deemed 
relevant and essential in order to be used or retained by CSE. For 
data types other than private communications, data must be relevant 
at minimum. 


• Raw Data: Raw data refers to data that has not been determined to be 
relevant or essential. (le. it has not been used or retained) 


• ALPR: Personnel authorized by DGCD to access raw data in support of 
cyber defence activities. 


Used or Retained Data: 


Used or retained data is data that has been determined to be relevant and/or 
essential (as defined above) and has been recorded as such in the approved CSE 
data repository. Once data is marked as 'used or retained,' it is officially under CSE 
control. Private communications (including identifying metadata) must be deemed 
relevant and essential in order to be used or retained by CSE. For data types 
other than private communications, data must be relevant at minimum. 


Raw Data: Raw data refers to data that has not been determined to be relevant or 
essential. (le. it has not been used or retained) 
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SECRET 


What is a Private Communication? 


A private communication is .... 


"any oral communication, or any telecommunication, that is made by an 
originator who is in Canada or is intended by an originator to be 
received by a person who is in Canada and that is made under 
circumstances in which it is reasonable for the originator to expect that 
it will not be intercepted by any person other than the person intended 
by the originator to receive it, and includes any radio-based telephone 
communication that is treated electronically or otherwise for the 
purpose of preventing intelligible reception by any person other than 
the person intended by the originator to receive it". 


4 


Incidentally this OPS-1 definition is identical to the Criminal Code definition section 
183. 


AND 


National Defence Act (Section 273.61) also points to the section 183 Criminal Code 
definition to confirm the same definition for CSE's purposes. 


Let's look at it in 'non-legal' jargon 
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SECRET 


What is a Private Communication? 


A Private Communication (PC) is: 


-An oral communication or telecommunication 
intercepted 


Where:
- An expectation of privacy is reasonable; 
- is human to human; and, 
- The originator is in Canada; or, 
- The originator intends the recipient to be in Canada. 


5 


Our OPS definition is derived from the Criminal Code section 183. The National Defence Act (273.61) further references the 
Criminal Code) definition of Private Communication for CSE Purposes. 


With our work covering of GC networks ... we are going to be dealing with one end Canadian PCs!! 


NOTE: Unlike SIGINT — the concern here is not Canadian Citizenship — We don't look at people — We look at the threat. 
For our purposes, a PC is one end 'in CANADA  or expected to be IN CANADA'. 
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Discuss 


The decision has been to not debate if a communication is 


Basically regardless of whether the content of the communication has not yet 
reached the intended recipient(s), ITS operators will treat the communication as 
a Private Communication... 


Where: 


- An expectation of privacy is reasonable; and, 


- The originator is in Canada 


- The originator intends the recipient to be in Canada 
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SECRET 


Why are we concerned about PC? 


MINISTERIAL AUTHORIZATION (NDA) 
The Minister outlines conditions that MUST be satisfied 
to intercept PC 


• Intercept to the extent necessary to identify, isolate or 
prevent harm to GC 


• To use or retain PC - MUST be ESSENTIAL to identify, 
isolate or prevent harm of CG systems/networks. 


• Subject to measures to protect privacy of Canadians — at 
minimum follow OPS 1 & Ops 1-14 
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Ministerial Authorization- NDA Sec 273.65 (3) — CSE — can intercept under MA for 
the SOLE purpose of protecting the computer systems or networks of the 
Government of Canada ("Note — NOT systems of importance... it's not applicable 
for the entire mandate B description) 
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SECRET 


Why are we concerned about PC? 


• MINISTERIAL AUTHORIZATION (NDA) 


Continued 


• Any PC copied but not used or retained by CSE under MA 
may only be held for a period of up to from 
date of copy. 


• Must report at end of MA or at any time upon request the 
number of PC used and retained to the Minister. 


8 


So when you have to identify your PC's in ...please remember...this is 
important for many reasons...the Minister even wants to know how many we keep! 
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SECRET 


Private Communications 


And so naturally.... 


• Very serious and important factor in Cyber 
Defence Activities as we strive to operate: 


— Lawfully 


— In accordance with Ministerial Authorization 


— In accordance with Ministerial Directives 
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-Financial Administration Act (can intercept for specific reasons) 


-Criminal Code of Canada (can intercept for specific reasons) 


-Privacy Act (must protect privacy!) 


-National Defence Act Subject to measures to protect the privacy of Canadians 


• NDA — Ministerial Authorization —can be issued that allows for interception of PC ONLY if: 


-necessary to identify, isolate or prevent harm to GC computer systems or networks; 


-could not reasonably be obtained by other means 


-consent of persons whose private communications may be intercepted cannot reasonably be obtained. 


-satisfactory measures are in place to ensure that only information that is essential to identify, isolate or prevent 


harm to the GC systems or networks will be used and retained 


-satisfactory measures are in place to protect the privacy of Canadians in the use or retention of that 


information 


Ministerial Authorization — Minister can impose additional conditions — for us : 


PC copied but not 'used and retained' — must be deleted within 


• Report to the Minister  on number of PCs used and retained (essential) to identify, isolate or prevent harm to 
the GC systems or networks. 
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SECRET 


Use and Retention of PCs 


Essentiality Test — MA (ITSOI-1-2) 


■ Characteristics of known malicious 


■ Indication of compromise to security, confidentiality, integrity or 
availability of GC system/network 


■ To identify deviation from the normal behaviour by capturing normal 
behaviour. (R&D/knowledge discovery) 


■ To improve or create cyber defence capability (R&D/knowledge 
discovery) 


■ Essentiality may be determined for other reasons; the rationale must 
be recorded 


10 


OPS-1, sec.4.9 Essentiality — Private Communications in MA Operations: A private 
communication may only be used or retained if essential to identify, isolate or prevent harm 
to GC computer systems or networks. Such information must be tracked in order to allow 
CSEC to fulfill Ministerial reporting requirements concerning use and retention. 


ITSOI-1-2: The Essentiality test: Private communications obtained during cyber defence 
activities under MA may only be used or retained if essential to identify, isolate or 
prevent harm to GC computer systems or networks. 


Private communications obtained under MA may be essential if they: 


- have one or more significant characteristics similar to malicious activities of concern 
previously seen in cyber defence activities; 


- provide an indication that a computer system is or may be attempting to, or succeeding 
in affecting the confidentiality, 


integrity, and/or availability of GC computer systems or networks; 


- characterize the normal behaviour of a computer system or network, or a part of it, for 
the purpose of identifying deviation 


from this normal behaviour which could be indicative of possible malicious activity 
against GC computer systems or networks; 


- can be used to improve or create a cyber defence capability. 
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Essentiality may be determined for other reasons; the rationale must be recorded. 
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SECRET 


Use and Retention of PCs 


Essentiality Test — DPSO (Non-MA► 


IRRELEVANT 
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Example to demonstrate a problem that attachments could possibly pose: 


In this example, the sender and recipient are using GC emails, so the 
communication is a PC. 


Despite that the file -- an executable masking as a .pdf — seems harmless but 
contains malcode, this attachment IS still considered a PC.  (It is part of the 
communication) 
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SECRET 


Which examples are Private Communications... 


■ spear phishing email sent to multiple email 


recipients at a GC department 


■ firewall logs 


■ automated messages, such as "out of office" 


■ results from executing malware taken from a 


private communication 


13 


Spear phising — YES 


Firewall logs — NO 


Automated messages such as 'out of office' - NO - counts as machine generated-
the machine has no expectation of privacy. A private communication must have a 
human originator and a human recipient. This applies even if the automatic 
message contains extracts from the original message, such as a subject line. 


Results from executing malware — NO (it is derivative information and not 
considered PC) 
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SECRET 


Which is the Private Communication? 


a) 26 3a 14 29 Od 3e 81 fc 


b)71 3d 30 2e 38 Od Oa 52 


14 


First one — payload data (malicious code), delivered as an email attachment (we 
have recipient consent!!!) 


Second — foreign to foreign. 
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SECRET 


Cyber Defence Policy Awareness Curriculum 


IPOC 
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'Who = 
hat we do 


Re tat ionsiups


11111y 


Introduction and Background to the Cyber Defence Policy Awareness 
Curriculum Workshop 


FACILITATOR NOTES: 


-Welcome participants to the class then... 


-use a graphic , or bullet points to explain why participants need to attend this 
training 
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What I'm going to do is explain to you who IPOC is, what we do, and how we 
support you, without using any org charts. Why? Because it doesn't matter for you. 
All you need to know is, contact IPOC, doesn't matter who. We'll figure out 
internally who's best suited to handle the issue. 


In the grand scheme of things, we sit in PMO and our director reports directly to 
DCITS. 
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SECRET 


IPOC Mission 


The purpose of ITS Policy Oversight and 
Compliance (IPOC) is to enable the 


development and delivery of IT Security 
cyber defence operations to external 
federal institutions by coordinating 


associated governance, compliance, policy 
and legal requirements. 
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Some of you may have seen or heard this analogy before 


ITS Cyber Defence is like being the goalie in a hockey match. Our role is to keep 
the puck out of our net as it comes to us. We don't focus on the opposing player, 
SIGINT handles that, our only concern is keeping our net free from pucks. 


IPOC, we are the equipment team. We get your pads and stick ready. Ensure your 
helmet is secure. Basically, we enable you to do your job of stopping that puck in 
accordance with league regulations. 
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SECRET 


What IPOC Does 


• Policy advice and guidance 


• Write and develop policy 


• Compliance monitoring 


• Education 


• Incident investigation 


• Reviews 


• ATIP 


We interpret the policy to give you advice for any questions or concerns you may 
have while conducting operations. To go along with that, we also apply the spirit of 
the legislation and policy to provide guidance when gaps are identified. 


We write policy. Even though DGPC controls the OPS policies, we play a huge role 
in assisting them to write sections of the policy that apply to the cyber defence 
team. We also write our own ITSOIs. 


We provide oversight on the cyber defence activities. We have plan and each 
quarter we check on some activities/tools to ensure that everything is compliant and 
provide reports to higher. 


Education is somewhat a new function in IPOC. We've always organized and 
coordinated info sessions, but now we are getting involved with the OCS faculties. 


The "dirty" part of the job is the incident investigations. Often incident investigation, 
be they for privacy or compliance reasons, draws fear into the heart of even the 
bravest of people, but don't fret. We are actually the "good guys" here. The aim of 
the investigations is not only to find out what happened, but to document it all and 
to provide recommendations on ways to ensure that it does not happen again. We 
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have the responsibility to report privacy incidents to the Minister, so it's always better 
to self report incident, including measures taken to prevent it from happening again. 


Reviews, this is the best part of the job! We basically coordinate an initial info brief, 
pull hundred of documents to satisfy requests for information (RFIs) and coordinate 
interviews. Tons of fun! Seriously though, this is once of the most important part of 
the job. We try to gather as much documentation as possible so operators don't have 
to, but be aware that you may be required to either find or review documents for 
RFIs. OCSEC is the main review body we deal with. 


Finally, we coordinate the ATIP request to come to ITS. By coordinate, we are more 
than just a mailbox. We push back on request, seek clarifications and try to make 
your lives easier when it come time to actually do the search or recommend 
redactions. Remember, ATIP is everyone's responsibility. 
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SECRET 


Relationships 


• SPOC 


• B Group 


• D Group 


• OCS 


• Second Parties 


I'm not going to talk about our relationship with the Cyber Defence Team because 
that should be pretty obvious, the CDT is pretty much the reason for IPOC's 
existence. But, there are groups, like ATA, that we deal with because they require 
report access. I'm not going to list groups that have report access, because it really 
is a business decision who gets access, with certain policy restrictions that we will 
get into more detail during this course. 


The way CSE is organized right now, we have cyber activities being conducted 
under both the SIGINT and the ITS business lines. That naturally leads to 
questions about sharing and joint activities for operations. IPOC and SPOC meet 
on a regular basis to discuss cyber issues, as well as ad hoc to discuss important 
issues as they arise. As CSE cyber grow and develops, so will the relationship 
between IPOC and SPOC. 


B Group is strategic policy. For IPOC, anytime anything has to be sent to the 
Minister of National Defence, we deal with B Group. So reports, MOUs, Mas, MDs, 
etc. 


D Group: 


• D1 for disclosures. Anytime CSE information could be used as evidence in legal 
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proceedings and inquiries. Or requests under the Access to Information Act or the 
Privacy Act. 


• D2 for anything to do with the Operational policies. This includes action on for 
suppressed identities. 


• D3 for all external reviews. Generally speaking, the bulk of our relationship with 
D3 is for OCSEC reviews and studies. 


OCS is a relatively new relationship. Our manager is the co-chair (along with SPOC) 
of the and we hold meeting to 
discuss learning initiatives. 


Finally, Second Parties. We deal with them on many policies issues related to 
sharing of data and idents. 


That list does restrict use from dealing with other teams/groups, it's just the main 
groups we deal with. 
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SECRET 


Why things are the way they are 


• The great shutdown of 2006 


• report, 8 June 2007 


• IPOC stood up August 2007 


It wasn't always like this, IPOC is a relatively young group as it was only stood up in 
August of 2007. So what happened? 


The great shutdown of 2006... Basically, with the passage of the Anti-Terrorism Act, 
, ITS was granted the authorization by the MND to conduct activities that may risk 
intercepting PC through MAs. Unfortunately, through a series of unfortunate 
circumstances that we won't delve into on this course, ITS did not receive the 
required support it needed for its MA governed operations. 


Which led to: October 2006, when ITS shut down it's cyber defence activities due 
to non-compliance with the MAs in effect during the period of June 2005 to October 
2006. 


DGAEE conducted two investigations (initial and detailed) and produced the 
report in 8 June 2007. 


The report contained a number of recommendations that needed to be done in 
order for cyber defence activities to resume. Some of those recommendations 
included: 


• Develop and revise ITS-related operational policy at the pace of 
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evolution of ITS' technological expertise 


• Revised versions of operational policies be approved and promulgated 


• Ensure ITS staff involved in MA activities receive periodic training on 
pertinent operational procedures and CSEC/s policy framework 


• Document and implement a management monitoring regime for CND MA 
activities 


• A Personal Information Bank be established 


So, based on all of that, a steering group (LIBRA) was established to ensure all 
recommendations were implemented. 


IPOC (formerly known as CDSO) was stood up in August 2007 and worked with DLS 
and DGPC to establish a comprehensive policy suite and compliance regime to 
enable the resumption of Security Posture Assessment (SPA) and CND operations. 


• Onsite Technical Vulnerability Assessment (OTVA) (non-MA portion of 
SPA) resumed in November 2007 with Mandrake as the client 


• Active Network Security Testing (ANST) resumed in January 2008 with 
DND as the client 


• CND resumed in March 2008 with CSEC/CIO as the client 
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Why things are the way they are 


So why are things the way they are? Because we don't want them to go back to the 
way they were when we shut down in 2006... 
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SECRET 


Closing Thoughts 


• Bi-weekly highlights 


• Web 2.0 and 


• IPOC webpage demo 


• Don't panic 


So some closing thoughts. 


If you are curious what we do, IPOC publishes bi-weekly highlights of what activities 
we have engaged in and send them out via email to level 4 and 5s. So feel free to 
ask your supervisor if you want to see them. 


Final thing I want to mention for this lesson is "don't panic". Things happen, we 
know. If you discover potential incidents, just follow the procedures set out in the 
policies. Inform your supervisor and let us know. We have a web form to report 
incident. Don't just delete all traces of the incident as it could effect the 
investigation. We'll work with you to resolve the issue and recommend a way 
forward to ensure the incident does not happen again. 
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Cyber Defence Policy Awareness Curriculum 


REPORTING 
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Introduction and Background to the Cyber Defence Policy Awareness 
Curriculum Workshop 


FACILITATOR NOTES: 


-Welcome participants to the class then... 


-use a graphic , or bullet points to explain why participants need to attend this 
training 
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SECRET 


Definition 


"A report, in the context of cyber defence activities 
conducted under part (b) of CSEC's mandate, refers to 
information prepared by those authorized to conduct or 
support cyber defence activities, which has been 
approved for distribution beyond CSEC and Second 
Party cyber defence counterparts (reports may also be 
sent to Second Party recipients for analytic 
collaboration, training, research and development, or 
for situational awareness/' 
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That's a pretty heavy definition to digest, but the key take away from this are that 
reports: 


• Authored by cyber defence team members 


• Meant for distribution beyond CSE 


• Authorized 
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SECRET 


Definition Re-visited 


"A report, in the context of cyber defence activities 
conducted under part (b) of CSEC's mandate, refers to 
information prepared by those authorized to conduct or 
support cyber defence activities, which has been 
approved for distribution beyond CSEC and Second 
Party cyber defence counterparts (reports may also be 
sent to Second Party recipients for analytic 
collaboration, training, research and development, or 
for situational awareness/' 
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This is what a report is: Information prepared by the cyber defence team for 
distribution beyond CSEC for Mandate B purposes. 
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SECRET 


Definition Re-visited 


"A report, in the context of cyber defence activities 
conducted under part (b) of CSEC's mandate, refers to 
information prepared by those authorized to conduct or 
support cyber defence activities, which has been 
approved for distribution beyond CSEC and Second 
Party cyber defence counterparts (reports may also be 
sent to Second Party recipients for analytic 
collaboration, training, research and development, or 
for situational awareness/' 
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And this is the requirement. 


Basically, any information (data) you send for Mandate B purposes is a report and 
you must get the proper authorization before distribution. 
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SECRET 


Formats 


• Traditional reports 


• Tippers 


• Cyber Flashes 


• Emails 


• Napkins 


• PPTs 
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Report can come in different formats. So your traditional reports are things like 
etc. 


Tippers and cyber flashes also count 


Any other e-mails also count. So if you want to send some malware samples, or 
provide rapid mitigation advice via email, you still need to get the proper approvals. 


Napkins? Seriously, if you want to provide mitigation advice on a napkin, feel free. 
But you still need to meet all the report policy requirements before you give the 
client your napkin. So really... don't... . 
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SECRET 


General Requirements 


• Storage on accredited systems 


• Retention and disposition schedules set by CIO 


• Caveats 


• Suppression 
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Speaking of report requirements.. . 


All reports must be stored on accredited systems and retain in accordance with 
CSE's retention and dispositions schedules set by CIO/Information Holding 
Services, which currently ranges from 5 - 20 years, depending on the type of report, 
then transfer to Library and Archives Canada. So if you want to write a report on a 
napkin 


Remember we are talking about reports here, not raw data. The base authority for 
the retention of reports comes from the Library and Archives of Canada act, 
whereas the authority for the retention of Raw Data comes from the Ministerial 
Authorizations. 


Caveats: Any classified or protected cyber defence reports must have a caveat 
stipulating how the reported info may be used, and any other restrictions as 
appropriate. IPOC can help you construct a caveat, if there are specific concerns 
you want to address. 


Suppression: Remember the common theme throughout this course, protecting the 
privacy of Canadians. There is where suppression comes in. So, the general rule 
is, You can send unsuppressed CII back to the institution from which the data was 
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obtained because it is their data. They have it already, they own the data, they can 
see it unsuppressed, so there is no requirement for us to suppress in this case. We 
are not compromising the privacy of any Canadians by releasing their identities to 
those who do not already have access/ownership of it. On the other hand, you must 
suppress CII in any reports that are being distributed beyond the institution from 
which the data was obtained, including non-cyber defence team members of CSE. 


There are some exceptions of course. CII may be unsuppressed beyond the 
institution from which the data was obtained if: 


• The information is necessary in order for recipients to use the mitigation advice to 
protect their own networks, or 


• CII has been compromised by, or is the target of, a malicious foreign actor. 


Honestly, the wording in the policy is not the greatest. What it is meant for is: You 


Please consult IPOC if you ever encounter a situation like this. 
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SECRET 


Report Release Documentation 


• Unique report number 


• List of recipients 


• Data source 


• Recommendation and approval 


• Whether report contains CH 


• Whether report contains PC 
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Here's what you have to document for all reports. So, if you are using traditional 
report dissemination methods this should all be part of the 
mandatory fields you need to i ou 


But, if you are using "non-traditional" report disseminations formats, make sure all of 
this information is captured and stored in an easily retrievable method. You should 
check with your supervisor/manager, as the documentation should be saved in a 
central location for easy retrieval. 
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SECRET 


Release Authorities 
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This is the release authorities table from ITS01-1-2 and based on OPS-1. It shows 
what the recommendation and approval levels are depending on what type of 
information is contained in the report (CII and/or PC). 


What I want to highlight though is what the recommendation and approval 
authorities should actually be looking for before signing off on a report. 
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SECRET 


Responsibilities of Release Authorities 
• Any equities impacted? 


• Is there any SIGINT info? Has SIGINT been consulted? 


• Is there any Second Party info? Has the appropriate 
Second Party been consulted? 


• PC — is it essential? 


• CII — Is it necessary? Suppressed? 


• Distribution justified? 


• Correct classification? 


• Caveats? 
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Here are some of the questions that the recommending and approving authorizes 
should be asking before they sign off a report. 


Release authorities have the responsibility of not only making sure the report meets 
the operational requirements, but also the policy requirements as set out in the 
policies. 
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SECRET 


Time-sensitive Reports 
A.K.A. Tippers 


• Manager can pre-approve 


— To institution from which the information was 
obtained under MA 


— Only mitigation advice 


— Only enough information to perform mitigation 


— Contain caveat against further action 


• No post-release manager approval required 


• Supervisor approval and tipper documented 
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I want to quickly mention tippers because there are some special procedures for 
these types of reports. 


Because we understand that some mitigation advice must be passed on as quickly 
as possible, there is a procedure that allows tippers to be released at the supervisor 
level. Basically, the manager can pre-approve all tippers that meet the above 
criteria. Once the manager formally pre-approves, supervisors are allowed to 
release tippers under their authority. 


Not that you must ensure that all of this information is documented and kept for 
compliance monitoring. 


Now approved and disseminated through 
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SECRET 


Corrections 
• Minor errors 


• Over-classification or over-restrictive 


• Incorrect distribution 


• Requirements: 
— Same serial number with "Correction" 


— Added to client file 


— Steps as per new report 


12 


If you note any minor errors in a report that must be fixed, you can issue a 
correction. 


Depending on the circumstances of the correction, you may have to notify recipients 
to destroy the original report. 


Remember the 'privacy incidents' we referred to earlier...we said "Accidents 
happen", so remember, if we have a potential impact to privacy of Canadians, we 
have an established procedure we must follow. Remember — don't panic! 
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SECRET 


Cancellations 
• Significant errors 


• Under-classification or under-restrictive 


• Disclosures of CII or Second Party identity 


• Requirements: 
— Removed from all holdings 


— Copy in the client file 


— Destruction notice 


— Unique serial numbers for new reports 
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Cancellations are meant for more serious errors. 


The procedures are slightly different, in that you are required to send a destruction 
notice to all recipients, and any follow-on "new reports" are unique and not linked to 
the cancelled report. 


Note that in both cases, IPOC must be informed because there may be impacts on 
privacy in both cases. 
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Cyber Defence Policy Awareness Curriculum 


DEVELOPMENT 
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The development portion of this course is relatively short as there is really no new 
information to be presented. But it is a very good lesson to finish off the curriculum 
as it takes into consideration everything that was already presented in the previous 
lessons. 


So, to start this lesson off, I'm going to put you all to work! 
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SECRET 


Exercise 


Instructions 


• In your groups, pretend you are responsible 
for developing a new tool framework. 


• On your flip charts, list all the policy 
considerations you can think of. 


• 10 mins. 
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Have each group present their considerations and have them explain why each was 
important. 
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SECRET 


Marking and Labelling 


• Client id 


• Date/time stamp 


• Authority 


• Relevant/essential 


• *PC and consent to share 
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If the tool framework stores data, it must mark the data with appropriate tags. 


All data obtained during Cyber Defence Activities must be marked with a client id, 
date/time stamp and the authority under which the data was obtained. 


Data that is used and retained must be properly marked as either relevant or 
essential. 


For Non-MA operations, data must be marked to show if it's a PC, a PC with 
recipient consent to share, or other data. 
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SECRET 


Auditing 


• Access logs 


• User activity logs 


• System logs 


• Change logs 


5 


Policy doesn't specifically state how to ensure auditability, just that it is required. 
Some examples of what to incorporate into tools would be access logs, user activity 
logs, systems logs and change logs. 


The specific requirements will depend on what is being developed and what type of 
data is being used. 


i.e. If the tool allows users to access raw data, you'll want more stringent and 
detailed auditing than if the tool \only access used and retained data. 


At the end of the day, ask yourself, "can I piece the story back together?". 
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SECRET 


PC Counting 


• MA requirement 


• Per client 


• Amendments 
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As an MA requirement, CSE must count all recognized PC retained during cyber 
defence operations under MA. 


The total count of retained PC must be calculated on a per client basis. 


Sometimes analysts will have to amend the PC count. If that happens, the system 
must be able to take that into account. i.e. As part of the PC count report, 
actually indicates if there were any changes to PC numbers from the last period. 


Every individual email retained are counted as one. 


If data from multiple identical emails is used and retained, then you have to could 
each of the emails. Think SPAM sent to multiple people. 


For other types of data recognized as PC, every individual data flow or, IP packet 
for non-data flow, is counted as one PC. Think chat session. 
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SECRET 


Data Deletion/Retention 


• Corporate retention schedules 


• Deletion scripts 


• Backups 
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Depending on the source (MA or Non-MA) raw data can only be kept for a limited 
time. for data collected under MA, for metadata under MA and■ 


after the completion of requested assistance for non-MA activities. 


Any used and retained data must follow the corporate retention. 


Any tool that stores data must have scripts in place to ensure data is not kept for 
any longer than allowed. 


You also should have backups in case the script doesn't run. This could be manual 
checks, an auto generated warning or even a second script. 
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SECRET 


Access Cont o 


• Raw data 


• Authorization 


• Policy Quiz 


• Clearance 


• Need to know 


• Sanitization 


$ 
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Raw data can only be accessed by those who have been authorized to conduct or 
support cyber defence activities by DG Cyber Defence. 


Once authorization has been granted, those personnel must completed an ITS 
policy quiz before being put on the "ALPR" list. 


So, as a developer, you need to make sure that there is a way to restrict access 
based on this list. It can be an automatic process fed by LDAP, or a manual 
process. The problem with the manual process is that the ALPR list changes as 
people move positions, so it would be require constant updating. 


Other than the ALPR list, you have to take into consideration security clearances, 
ECIs as well as need to know. 


What about suppression? Is there unsuppressed CI I which is viewable by 
everyone? 
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Remember, the goal of this lesson was not to tell you what to do when involved in 
developing a system, service or tool. The goal was to get you understand that 
there are many factors that need to be considered. The best thing to do is to 
engage IPOC early in the process so we can give you the proper policy advice and 
guidance as you move forward. 


Questions? 
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Introduction and Background to the Cyber Defence Policy Awareness 
Curriculum Workshop 
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SECRET 


Non-MA 
Data Provided by System Owner (DPSO) 


IRRELEVANT 
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SECRET 


Non-MA DPSO Requirements 
IRRELEVANT 
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SECRET 


Principles of Sharing Non-MA DPSO data 
IRRELEVANT 


5 


2015 12 22 AGCO217 1 R 
A-2017-00017--02794 







SECRET 


Non-MA DPSO Private Communications 
IRRELEVANT 


6 


2015 12 22 AGCO217 A 1 R 
A-2017-00017--02795 







SECRET 


Additional Policy Requirements.... 
IRRELEVANT 
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SECRET 


Examples of Non-MA (DPSO) 
IRRELEVANT 
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SECRET 


Ministerial Authorization for CDA 


Subsection 273.65(3) of the NDA permits the 
Minister to issue a Ministerial Authorization 
allowing CSEC to intercept private 
communications for the sole purpose of 
protecting computer systems or networks of 
the GC  from mischief, unauthorized use or 
interference. 
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Note: NOT 'for systems of importance to GC' — (ie. critical infrastructure) MA only 
possible for GC systems and networks as it is currently worded in the NDA. 


9 


2015 12 22 AGCO217 0 ,f 1 R 
A-2017-00017--02798 







SECRET 


MA for Cyber Defence Activities 
• ITS currently has one Ministerial Authorization (MA) 


• CDA on GoC computer systems and networks 


• Valid for no longer than one year 


• Activities NOT directed at Canadians/Persons in 
Canada 


• Activities must be compliant with the law 


• Subject to OCSEC review 


10 


• The ITS MA is currently "Ministerial Authorization for CSE Cyber Defence Activities" 


• Authorization for CSE to engage in cyber defence activities on Government of Canada 
computer systems and networks (that risk the interception of private communications) - This 
is a "Legislative Shield" from the Criminal Code (sec 184 — interception normally illegal) 


• The MA for CDA is valid for up to 12 months (NDA requires MA's to be no longer than 12months —
can be for smaller periods of time) 


• Note: we look for the threat... our target is the threat... however, Canadians or Persons in Canada 
may be implicated in threat discovery, as such, we must be very mindful about how we direct our 
activities to ensure we are not "targeting Canadians". We will get into more detail about this 
shortly. 


• Compliant with the law—we referenced laws that impact our operations —Criminal Code, Privacy 
Act, Financial Administration Act, National Defence Act — but no laws of Canada are to be 
contravened during our operations. An example of other laws to be mindful of --- our Mandate is 
for very specific purposes, we are not an investigative body. IRRELEVANT 


IRRELEVANT 
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SECRET 


Additional Conditions of Minister... 


• Advise the Minister of new clients 


• Measures to Protect Privacy of Canadians 
• At minimum follow OPS -1 and Ops 1-14 


• PC not kept longer than (unless retained) 


• Use and retain only if essential to identify, isolate or 
prevent harm to GC systems or networks 


• Report to Minister on number of PCs used and retained 


• Recognized Solicitor-Client communications 
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According to the NDA: 


• CSE needs a letter of request from the Federal institution for our services under MA — and 
subsequent MOU follows to solidify the specifics of the arrangement for CSE services under MA 


• CSE must advise the minister on each new client (Letter of Request). This used to be a 
requirement before beginning activities, but can now be done afterwards. 


• The MA may contain additional conditions that the Minister considers advisable to protect 
the privacy of Canadian, including additional measures to restrict the use and retention, access 
to and disclosure of information derived from Private Communications 


• *** PCs in their 'raw' state — NOT to be kept longer than Our MA only allows us to 
have them in this raw state for a maximum of If you want to keep it longer — it must be 
'used and retained' — and as noted earlier — must be 'essential'. So — this is significant because 
this is actually part of our 'conditions' of our MA that the Minister is imposing. Therefore —
retention around PC is serious business. 


• Private communications used and retained by CSE must be counted and reported to the 
Minister (It's pretty apparent, PCs are serious business to the Minister and ultimately to us) 
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SECRET 


Beginning an MA Activity 
A.K.A Establishing a Client. Relationship 


• We provide service BUT we need to be asked 
(Consent) 


• Client Arrangement (LoR) 


• Approval of Deputy Chief, ITS 


• Advise MND 


• Corporate Records - Documentation 
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OPS 1 (4.2) Precondition Consent: Before conducting cyber defence activities with or without an 
MA, CSE requires the consent of a system owner, or must be satisfied that the system owner has 
given consent if the requesting institution is an intermediary (eg.SSC or Public Safety) 


OPS 1-14 (2.1) — Details the documentation requirements 


System owners have their own authority to monitor their networks, for CSE to be assisting or acting 
on their behalf, we must be invited in. Therefore we need to document the request. NOTE: it must 
be signed by the 'appropriate' client authority. (we do not verify who that is, it is to the department to 
determine that.) 


Prior to deploying the tool or service, ITS establishes a client relationship to document a service 
agreement. This is now done through a Letter of Request (LoR) and a CSE response. This is to be 
approved by DCITS. 


Sometime after or before deploying the initial service/tool — we MUST advice the Minister of the new 
client (this is the MA requirement and is further captured in OPS 1-14) 


As these are either Policy or Ministerial Authorization requirements — we MUST keep proper 
documentation in the Client file in the Corporate Record system (CERRID). They must be 
retrievable for Compliance, OSCEC or other review requirements. 
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SECRET 


Ministerial Activities 


• Presently, clients 


• CSE is doing the interception 


• Protection of GC — not just individual clients 


• Larger scale mitigation possibilities 


13 


Current Clients: CSE , NRCAN, SSC, NRC, 
DFATD, 


(DND), 


Explain why CSE needed to be a client...as on the surface that seems odd. 


The MA gives a greater flexibility for Sharing and use of intercepted PC for the 
protection of the greater GC---not just protection of the ONE system from which 
data came. (which is the limitation of the CCC/FAA authority). 
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SECRET 


Bringing it together.... 


• What is the difference between and MA and 
an Non MA activity? 


• How could and MA activity turn into a Non-
MA activity? 


14 


Illustrate the difference of requirements in with an example of malcode received in 
an email to Kerri at DFATD (under MA) vs Kerri working at (Non-MA). 
Privacy consent...sharing restrictions etc.... 
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DATA HANDLING 
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What is 


Requirements 


oueryinp and 
signature' 


Rete 
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SECRET 


Definitions 


What is: 


• Data 


• Raw data 


• Derivative Information 


3 


Before we talk about how to handle data, we need to know what "data" is. 


When we say "data", under the context of cyber defence activities conducted under 
Part B of CSE's mandate, we are referring to the from computer 
systems and networks of importance to the GC. This includes all content as well as 
associated metadata. 


Raw data simply means data that has not yet been determined to be relevant or 
essential. So, once you use or retain the data, it is no longer considered raw. 


Derivative information is information you get as a result of executing a malicious 
code. The thing about derivative information is, it is not considered data. It was not 
intercepted, it not PC and is therefore not subject to use or retention requirements 
of the MA. So, if you run some malware obtained from a PC in a virtual 
environment and discover that, after execution, the malware causes your system to 
attempt to connect to a specific domain and download a certain file, that domain 
and file are considered derivative information. 


The best way I can explain the advantages of this are with DPSO activities. 
Remember back in day 1 we spoke about the different in how to share a PC in MA 
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vs non-MA activities? <ask someone in class to explain> So for non-MA, you need 
permission from the actual sender or recipient of the PC in order to share. Well, if 
you run the malware and get derivative information, you can now share the derivative 
information without the sender or recipient consent. 
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SECRET 


Definitions 


Metadata 


• Identifying Metadata 


• Technical Metadata 


• Detached Metadata 


4 


Metadata gets a whole slide by itself because of the sub categories. Please note, 
there are issues with these definitions and they are being address in future policy 
amendments. 


So, what is Metadata? Metadata is information associated with a 
telecommunication to identify, describe, manage or route that telecommunication or 
any part of it as well as the means by which it was transmitted, but excludes any 
information or part of information which could reveal the purport of a 
telecommunication, or the whole or any part of its content. 


So basically, everything about the telecommunication that is not actual content. 


For cyber defence activities under Part B of the mandate, we have identified several 
subtypes of metadata in an attempt to help you out conducting your activities. 


Identifying Metadata is pretty self explanatory. It is metadata that could identify 
one or both of the communicants, or the communication itself. The idea here is, if it 
was obtained from or associated with a PC, then identifying metadata must be 
treated as a PC itself. 
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Technical Metadata is metadata that does not identify either of the communicant or 
the communication itself. So things like the version of the email protocol, or the 
operating system, or the internet browser version, etc. The key here is that technical 
metadata is not treated as a PC and is not subject to use and retention requirements. 


Detached Metadata is an interesting one. The idea here is that, if metadata can be 
automatically separated from the associated content, there is no requirement to treat 
it as a PC. This metadata is considered relevant and may be kept for 
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SECRET 


Labelling Requirements 


• Client identifier 


• Date/Time stamp 


• Authority 


• Relevant and/or essential 


5 


There are requirements when Data is copied/obtained/retained by CSE. Many of 
the labels are applied automatically by tools, but some of them you need to mark 
yourselves. You need to know about this as, depending on these labels, you have 
certain requirements on how to treat the data. 


You need to know the client as this will determine whether or not you need 
supressed CII in reporting. 


You need to know the date/time stamp as raw data can only be kept for a limited 
amount of time. for MA and generally for non-ma. 


You need to know the authority as this determines retention, as I just mentioned, as 
well as sharing permissions. Remember when we discussed the difference 
between MA and non-MA? (ask class for examples and differences in 
treating/sharing data). 


Relevant and/or essential... we spoke about this one in part during the Private 
Communication lesson back in day one. Does anyone remember the requirements 
and how that applies to labelling? So, any data the you use and retain must be 
marked as relevant to Mandate B in the system. If that data happen to be a Private 
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Communication, it must then be determined to be and marked as essential to 
Mandate B. So that is your job. As you use and retain events in make sure 
you apply the proper markings and justifications, as well as the number of PCs 
included in the event. 
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SECRET 


DPSO Labelling Requirements 


• Private communication 


Private communication with consent to share 


• Other data 


6 


Surprise, surprise, when dealing with OPS-1-15, Data provided by System Owner, 
there are additional labelling requirements for the data. 


So, why do you think we need these additional labelling requirements? <ask class> 


It all comes down to the intercept authority. So, for MA activities, we are allowed to 
intercept and use PC for the purposes of Mandate B. But, for DPSO, the system 
owner is intercepting data for the purpose of protecting their own networks. They 
can give permission to us (CSE) to share non-PC, but do not have the authority to 
give us permission to share PC. That authority resides with the originator or 
recipient of the PC itself. 
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SECRET 


What can you do with Data? 


Anything you want! 
w roor dualthe isEn ward*. eMntWWeave wear stoi.Maf. Voir ma. moot b•CVecte4 
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SECRET 


The fine print 


*as long as your use of the data is in 
accordance with the relevant policies 
and authorities. Your actions cannot 
be directed at Canadians. 


8 


Policy is the fine print 


So what's the point of those slides? Basically, to tell you that, policy doesn't tell you 
what you can and cannot do. What we want policy to do is show you how you can 
do what you want to do. 


Sure, there are going to be some things that you just can't do, but I'd argue that is 
due to legislation, not policy. 


At the end of the day, IPOC is here to support cyber defence activities and, if we 
can find a way to enable you to do your jobs legally, we will. 
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SECRET 


Data Querying 


• Searching or scanning data 


• Can be automated or manual 


9 


So when we say manual queries, that's when an analyst goes and enters or 
chooses the search criteria for their tools. Manual queries can be analysis driven, 
research driven or development driven. 


Automated queries are when tools scan traffic based on pre-loaded criteria, scripts, 
signatures, etc. Automated queries can be alert driven, Anomaly driven or just set 
to capture certain subsets of data. 


So, remember back to when I said you can do anything you want with data? Well, 
just remember the "can't direct at Canadian's" caveat. 


So basically, you have to make sure that the criteria for your queries are not 
Canadian. Pretty simple right? 


It does get complicated of course with spoofed e-mails, dynamic IPs and .ca 
domains, so how do we get around this? Focus on the foreign threat! 
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Signatures are a form of automated query and are not to be directed against 
Canadians. 


Of course, most state sponsored foreign threat actors aren't dumb and know this, so 
they try to use Canadian infrastructure or spoofed Canadian email to mask their 
origins and to launch attacks. 


So, in order to help you do your job, we've introduced a new series of Signatures 
that allow you to include Canadian selectors. 


Tvge 1 — Signatures that are comprised of a Canadian selector 


Type 2 — Signatures that are comprised of only "Canadian" selectors. 
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SECRET 


Type 1 Signatures 


• Canadian Selector 


• Supervisor Approval 


• Six month review 


11 


Once again, make sure you mark the signature as Canadian in 
indicate when you've done your reviews. 


IPOC must be able to access and review all the signatures. 


plus 
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Type 2 Signatures 


• Canadian Selector 


You still need to review this signature every six months. 
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SECRET 


Deletion 


Raw data MA and non-MA DPSO 


• Metadata 


• Local data 


• Data deletion webform 


Deletion of used or retained data 


• Termination of Client Arrangement 
13 


Raw data obtained under MA must be deleted within 
copied. 


Raw data under DPSO (Non-MA) must be deleted within 
completion of the requested assistance. 


of the date it was 


of 


Metadata can been kept for up to before deletion, except if it is a PC. PC, 
even metadata, still has the up to before deletion requirement. 


In the case of our SAN, there are auto deletion scripts that handle this, so you, the 
operator does not have to worry about it deletion, except... 


It is understandable that sometimes you need to take raw data and save it onto your 
local workstation/desktop in order to conduct analysis. This is fine, except you have 
to remember to delete the data in the required amount of time. Every quarter, 
regardless if you save data locally or not, if you are part of the raw data access list 
(ALPR) you must fill out the webform confirming that you have verified your local 
workstation and deleted any required data. IPOC sends out quarterly reminders 
with the webform link to the entire ALPR dist list, so just make sure you do it. 


If you've retained data and later on determine that it no longer is relevant/essential, 
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it can be deleted. A Cyber Defence supervisor must approve the deletion, and IPOC 
informed to ensure that any stats for reports are correct. 


Also, if a client arrangement is being terminated, any used and retained data can still 
be kept as per CSE retention and dispositions schedules. Any copied, selected or 
intercepted data must be deleted within days form the notification of 
suspension/termination of the arrangement, or one year from the date the data was 
copied, whichever comes first. 
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SECRET 


Retention 


Used or retained 


• Relevant or essential 


• Data and reports 


• Metadata 


14 


Raw data may be marked as used or retained if you deem it relevant or essential to 
Mandate B. 


Can anyone explain the difference between Relevant and Essential in this context? 


Relevant = provide advice, guidance and services to help ensure protection 


Essential = identify, isolate or prevent harm 


Can only retain PC if it is essential. 


You do not have to write a report if you want to retain data. Translation, you can 
retain data without putting it in a report. 


On the flip side, any data used in a report must be retained for as long as the report 
is retained. 


Metadata that is used and retained is treated the same as regular data. Raw 
metadata has a shelf life of up to before deletion. 
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Exception, metadata used only to generate statistics or to show trends is not subject 
to use and retention policy. 


Exception 2 — Identifying metadata must be treated as a recognized PC and therefore 
can only be kept for up to before deletion or retention. 
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ACCESS AND SHARING 
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Acce 


Sharing requi 
2'hl party partn: 
SKiLNIT 


Introduction and Background to the Cyber Defence Policy Awareness 
Curriculum Workshop 


FACILITATOR NOTES: 


-Welcome participants to the class then... 


-use a graphic , or bullet points to explain why participants need to attend this 
training 
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SECRET 


Access vs Sharing 


• Access: 
— Refers to raw data available to those authorized to 


conduct or support cyber defence activities. 


• Sharing: 
— Refers to data that has been used and retained, 


which may be made available to cyber defence 
counterparts within the Five Eyes. 


3 


The big difference here is the type of data. Remember back in the data handling 
lesson we out lined the difference between raw data and used and retained data? 
Well, we give access to raw data, we share used and retained data. 


Why is there a distinction? Simple put, there are restrictions depending on who can 
access raw data and who you can share used and retained data with. 
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SECRET 


Who Can Gain Access? 


• Those authorized to conduct or support cyber 
defence activities 


— DGCD authorization 


— ITS Policy Quiz 


• CSE oversight or compliance 


• Reviewers 


• Integrees 


4 


"Those authorized to conduct or support cyber defence activities" is how it is worded 
in the policy, but what it really should say is "Those authorized to conduct or support 
cyber defence activities AND have a need to query/use/retain and manipulate raw 
data". 


In ITS, employees in CDO, CTEC and IPOC fall into this category. 


Additionally there are "specialists" from 
also fall into this category. 


that 


To gain access, you need to have a cyber defence team manger sponsor you and 
request authorization from DGCD. After that, you need to complete the ITS Policy 
Quiz to demonstrate you understand the applicable policies. If you are part of the 
aforementioned groups, once you receive authorization from DGCD the first time, 
you do not need to do so again unless you leave your group and then come back. 
But you still need to revalidate your understanding of the policies yearly by passing 
the ITS Policy quiz. 


Note — This quiz is NOT the same as the SIGINT OPS-1 Quiz. And by annual, it 
means every year, not a year after you've just done it. i.e. you join in Nov, you'll 
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have to do it again the next Spring. 


It is also possible to obtain access to raw data for a temporary/short period of time. 
For example, R&D projects, BIGDIG, workshops, etc. The same process is followed, 
except DGCD's authorization is for a limited amount of time. Also, the ITS Policy quiz 
may be focused on the issues particular to the temporary access request. i.e. if you 
are not reporting, there will likely not be many/any reporting questions on the quiz. 


second party partners are NOT allowed access to raw data 
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SECRET 


Triaging 


• Raw data passed to SIGINT 


• Determining relevancy/essentiality 


• SIGINT cannot use or retain the data 


5 


Triaging is a special form of access, whereby you (someone authorized to conduct 
or support cyber defence activities) can pass raw data to a SIGINT employee who is 
NOT authorized to conduct or support cyber defence activities for the sole purpose 
of determining if that data is relevant or essential to Mandate B. 


SIGINT is not allowed to use or retain that data for their own purposes, and it is the 
responsibility of the person seeking assistance to ensure that the recipients are 
aware of that. 
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SECRET 


Who Can You Share With? 


• Anyone with authorized access to raw data 


• SIGINT 


• Second Parties 


• Clients 


6 


Sharing is normally done in the form of a report, but there are other means of 
sharing data, mainly through Cyber Knowledge Bases (CKBs) with second party 
partners. 


Even though it is only used and retained data being shared, you must ensure that 
proper access controls are in place as well as appropriate caveats. Remember, 
everything must be auditable, so we have to be able to know what was shared and 
to whom. 


Also, just because we can share used and retained data, doesn't mean we can 
share it all. CII, still must be suppressed. 


Sharing outside of CSE and Second Party Partners must be in the form of a report. 


Raw data is not "shared" beyond CSE. 
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SECRET 


Cyber Knowledge Bases (CKBs) 


• Access controls 


• Limitations/Caveats 


• Statistics on amount of shared data 


• Cyber Defence Branch Manager approval 


• Not subject to OPS-1 sign-off 


• Not meant to circumvent reporting 
procedures 


7 


Sharing is normally done in the form of a report, but there are other means of 
sharing data, for example, through Cyber Knowledge Bases (CKBs) like the 
malware repo. 


To purpose of sharing data with Second Party Partners in order to: 


•Increase analytic coverage and efficiency 


•Allow analytic collaboration, training and R&D 


•Allow CSE to receive data from Second Parties 


Even though it is only used and retained data being shared, you must ensure that 
proper access controls are in place as well as appropriate caveats. Remember, 
everything must be auditable, so we have to be able to know what was shared and 
to whom. 


Also, just because we can share used and retained data, doesn't mean we can 
share it all. CII, still must be suppressed/access restricted. 
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CKBs are not subject to OP-1 sign-offs... Although it's not explicitly written, CKBs 
are meant for sharing with Second Party Partners and within CSE only, so you can't 
use a CKB to avoid sign off for reports/mitigation advice to clients. CKBs are not 
meant for mitigation. 
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Sharing with SIGINT 


• Only used and retained data 


• For activities related to cyber security 


• CII must be supressed 


• Track own use of data 


• Must follow CSE's retention and disposition 
schedules 


8 


None of this should really be a surprise and it's pretty straight forward. 


Remember, this is referring to used and retained data, not raw. SIGINT is allowed 
to use ITS shared data for part (a) of the mandate, but only if it's related to cyber 
security. Once data has been shared, it now "belongs" to SIGINT, so it must be 
tracked in accordance with SIGINT's applicable policy and oversight instructions. 


Reminder — CII must be supressed if it is sent outside of the cyber defence team at 
CSE. This includes used and retained data as well as reports. 


Different sharing mechanisms are: CKBs, 
etc. 
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SECRET 


Exercise YOU ARE IPOC 


• You are members of IPOC 


• You have been asked to provide any policy 
considerations that need to be taken into 
account for scenario 


• Suggest ways forward 
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Have class split into groups. 
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10 mins group discussion 


10 mins class discussion 
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SECRET 


Closing Thoughts 


"Basically this is like giving foreigners 
access to the greatest special source 


collection system on the GoC." 


11 


So why does any of this matter? 


A very wise man once said: "Basically this is like giving foreigners access to the 
greatest special source collection system on the GoC. Before I'll grant that I'd like 
to understand the research objectives, the controls around the data, what 
interaction they would have with the data, what systems will they be working on, will 
the data ever be sent to systems in the US, etc." 


Or another quote "With great power comes great responsibility." 


The point is, we must be careful what we give and to whom. Because once it's out 
of our hands, all we have left are our policies and procedures to show that we've 
done everything legally and in compliance with our regulations. 


11 


2017 01 05 AGCO219 'Z rvf 1 A 
A-2017-00017--02838 







12 


2017 01 05 AGCO219 lA ,f IA 
A-2017-00017--02839 








SECRET 


Cyber Defence Policy Awareness Curriculum 
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Remember, all this is from a policy perspective, so ignore the glaring technical 
inaccuracies and omissions. 


The aim of this lesson is to graphically show you how the major policy concerns fit 
into the system architecture and your day to day activities. 
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The concept of "collect" is an important one because, it's how we get our MA data. 


Basically, all traffic that passes through our  is automatically collect and 
sent to our Raw Data Database (a.k.a 


Note — Yes there may be black/white listing or firewalls applied at this time, but for 
policy purposes, this collect is treated as unaltered and unselected data. It is not 
targeted, it is a bulk collect of "everything". 


So now that we have the raw data, what is the next step? 
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The point of interception happens when selectors are applied against the collected 
raw data. 


Remember, although the term selector is normally associated to SIGINT, applies to 
us in ITS as well. Simply put, "selectors" are any alpha numeric string that is 
applied against data to identify or isolate it for further processing/analysis. 
Selectors can include, but are not limited to, e-mails, names, IPs, 


So collected data (as seen in the previous slide) has not yet been intercepted. 


We'll go into more detail in a future lesson, but essentially, data can be intercepted 
manually or by an automated process. In the manual case, the analyst uses her 
tools and applies her selectors against raw traffic. 


In the automated case, selectors are applied automatically via things through pre-
loaded/determined criteria, like signatures. 


In both cases, the interceptions happens before the analyst even see what data was 
returned/selected. 
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Data gets used, stored, analysed and manipulated in many different ways and in 
many different locations and we have the responsibility to ensure that it is always 
treated correctly. 


Depending on the type of data, the function of the tool or database and who has 
access, data handling requirement vary greatly. Don't worry though, we are gong to 
go through all the good stuff in the upcoming modules. The aim of this is just to 
show you how data handling policies fit into the big picture. 
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Finally, how do we get the information out to the appropriate audience? What can 
we give them? 


And once they get it, what can they do with it? Do we even care? 


All these issues will be covered we get further into the course, but what I want you 
to remember is: it's not what the tool is or what it is called that matters. It's what it 
is supposed to do with the data that matters. 
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And here's what it looks like all together. 
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SECRET 


Definitions 


Service: 


• Activities undertaken in support of Mandate 
B. Services may deploy a tool framework to 
achieve an objective. 


• Example: Dynamic Defence 


3 


Think of a Service like a concept. Big on ideas and small on details. 


Example: You are in the market for a car. The "Service" would be a new car 
dealership. So a Jeep, or Honda or Toyota dealer. 
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SECRET 


Definitions 


Tool Framework 


• A core hardware or software module 
developed in order to conduct cyber defence 
operations. 


• Example: 


4 


The Tool Framework is where we get into more specifics of what we are going to do. 
"We are going to install this special software that will traffic coming 
from It will also traffic." 


Example: Back to our example. If a Service is a new car dealership, what would a 
tool framework be? Each different type of car would be a tool framework. i.e. the 
Grand Cherokee, Patriot, Liberty, etc. 
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SECRET 


Definitions 


Toolset: 


• A set of software modules implemented 
within a tool framework to perform specific 
functions. 


• Example: 


5 


Here's where we get into the nitty gritty of exactly what is going to happen and how. 
These are the specific little bits an pieces that make up the tool framework. 


Example: So, if the Service is the Jeep new car dealership and the Tool Framework 
is the Liberty, what would be some examples of toolsets? AWD, GPS, A/C, etc. 
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SECRET 


Definitions 


Tool 
Framework 


Tool 
Framework 


6 


How it fits together. So you can have one or more Tool Frameworks as part of a 
service. Tool frameworks can have one or more toolsets. Toolsets can be repeated 
across tool frameworks or they can be unique to each. 


Example: Our Jeep dealership can have one or more different cars for sale. Each 
car will have one or more features. 
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SECRET 


MA Requirements 


MA Deployment: 


1. IPOC policy compliance verification 


2. A concept of operations 


3. Client consent 


7 


For service and tool deployments under MA, there are several policy requirements 
that must be met: 


1) The purpose of IPOC's policy compliance verification is to assess any potential 
privacy of Canadian impacts. IPOC has a cyber defence activities service and 
tool privacy verification form that we require filled out for any new deployments 
of tools or capabilities. 


2) Concept of Ops, we'll get to that in a minutes, but it must be provided to the 
client 


3) Client consent, we need this documented. The client consent can be built into 
the original MOU, or it could be a new document. Either way, this must be 
saved. 


Note — IPOC is not responsible for maintaining the client files and ensure all the 
required documents are saved properly, that is on the business side. IPOC can 
help you determine what documents you need to save and what you are missing, 
but we don't manage the client files. We have created some working aids that are 
available to assist you in making sure you have all meet all the policy requirements, 
so the sooner you contact IPOC the better. 
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Concept of Operations 


What is a Concept of Operations? (CONOPS) 


• Description 


• Proposed use 


• Potential risks 


8 


The CONOPS is the mystical document type that is mentioned in policy and whose 
name gets whispered around the hallways of EDB like a curse or taboo. For a 
proper CONOPS, you must include extensive documentation on the tool, including 
multiple diagrams. Anything less than 50 pages is probably not sufficient... 


BTW — in case you haven't figured it out yet, I'm joking. 


For policy, a Concept of Operations must contain three things: 


1) A description of the tool or service 


2) Its proposed use on the client system/network 


3) Any potential risks it poses to the client system/network 


The form it takes is irrelevant, as long as those three pieces of information are 
provided to the client and documented. In fact, it could be done in 3 separate 
documents as well. 
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Non-MA DPSO Requirements 
IRRELEVANT 
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IRRELEVANT 
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General Requirements 


• Technical discussions 
— with tool developers 


— with Client 


• Approval 


• Corporate Record 
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Finally, here are a few more general policy-related requirements for service and tool 
deployments. 


Technical discussions — make sure you discuss with the client and/or the developers 
to determine if the client's system/network can actually run the tool or service. 
There is nothing worse than doing all the work and then finding out that "oh, you are 
running Linux? Our tool only supports Windows 7 right now". 


Don't forget to get approvals before deploying a tool or service! There are various 
approval levels depending on the type of operation (MA or Non-MA) and client. 
Remember, we can give you the policy requirements, but a business decision can 
always require higher level approval if they want. 


Finally, as mentioned before, you are responsible for maintaining the client 
file/corporate record. IPOC keeps the documents we require for ourselves, but the 
responsibility for ensuring all documentation is kept and auditable is with the 
operations side of the house. Here you save the information and what you call the 
documents is up to you, as long as it is easily retrievable when required. 
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Contact IPOC 


• See us as soon as possible 


• Checklists 


• Reference charts 


• Internal Deployments 
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In closing, I just want to emphasize that the earlier you contact us the better. Even 
if you don't' have the exact details or requirements it doesn't matter. The sooner we 
can get the information, the sooner we can give advice. Policy does not want to 
hold you back from doing your job, s help us help you. 


We have checklists and references that can guide to you make sure you hit all the 
policy requirements. As well, we can outline what are policy requirements and what 
are business decisions. This will help you find out who you need to talk to for each 
requirement. 


Internal deployments may require policy verification as well. Think back to systems 
and tools lesson in day 1. Whenever a tool interacts with data, there are policy 
implications. 
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Cyber Defence Policy Awareness Curriculum 


YOU ARE IPOC 
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The aim of this activity to put all the info you've learned over the past 2 days 
together. 
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SECRET 


YOU ARE IPOC 


• You are members of IPOC 


• You have been asked to provide any policy 
considerations that need to be taken into 
account for the following scenarios 


• Suggest ways forward 
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Have class split into groups. 
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SECRET 


Scenario 1 


• An analyst is developing a tradecraft that will 
query ITS data for specific types of malware. 


• The analyst wants to save all the outputs of 
the tradecraft. 
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10 mins group discussion 


10 mins class discussion 
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SECRET 


Scenario 2 


• An analyst creates a page to work on 
a recent GOC cyber attack with colleagues. 


• The analyst posts all relevant cyber defence 
reports on the page. 


• The group uses the page to discuss current 
developments of the attack as well as 
mitigation. 
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10 mins group discussion 


10 mins class discussion 
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Cyber Defence Policy Awareness Curriculum 


CANADIAN IDENTITY INFORMATION 


- Present the title of the workshop 


- maybe give history on why IPOC decided this workshop was needed? 
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is ands not 
itindersta 11 d our 
responsibility toy 
'understand 
use and: 


Introduction and Background to the Cyber Defence Policy Awareness Curriculum 
Workshop 


- Given our mandated mission to protect GC infrastructures of importance, it is impossible 
not to encounter Canadian Identity Information while conducting our Cyber Defence 
activities 


- We have a legal responsibility to protect the privacy of Canadians in all our work at 
CSEC 


- Essentially it comes down to a need to maintain the delicate balance between: 


- 1) upholding the most stringent protection policies possible; and, 


- 2) conducting the most advanced cyber defence operations that we can. 


- The goal of this workshop is to provide you with the knowledge you need to be able to 
confidently make decisions about what to do with CII as you encounter it in your daily 
work 


- Our presentation includes an overview of how policy at CSEC defines CII, where the 
requirement to protect CII comes from, and how we handle, use and retain CII 
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- Saying this, IPOC will remain available to assist if ever you require guidance on how to 
comply with policy requirements regarding CII 
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SECRET 


What is 
Canadian Identity Information? 


Canadian Identity Information (CII) is any specific 
piece of information that identifies a Canadian, and 
it "includes, but is not limited to, names, phone 
numbers, email addresses, IP addresses, and 
passport numbers." 


OPS-1 (8.2) 


3 


Example for clarity and not to be confused with  "Information ABOUT a Canadian": 
was the victim of a successful malware deployment against its 


computer network. 


The Information about a Canadian (IAC) = that an attack was suffered by a 
company in Canada 


The Canadian Identity Information (CII) = that the company was 


So... .this OPS 1 definition clarifies a type of information requiring CSE's care for the 
"subject to measures to protect the privacy of Canadians in the use and 
retention of intercepted information" (requirement set forth in NDA & MA) 
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Defining "Canadian" 


`Canadian' can refer to: 


- a person (e.g. John Doe) 


- a corporation (e.g. Bridgehead), or 


- an organization (e.g. Conservative Party of Canada) 


4 


We need to have a common understanding of what can be considered "Canadian 
Identifying Information". 


For the purpose of these procedures, "Canadian organizations" are also accorded 
the same protection as Canadian citizens and corporations. A Canadian 
organization is an unincorporated association, such as a political party, a religious 
group, or an unincorporated business headquartered in Canada." 


*NOTE THAT THE NAME OF ANY FEDERAL INSTITUTION AND ITS IP 
ADDRESSES ARE NOT CANADIAN IDENTITY INFORMATION because they do 
not isolate a single Canadian 
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SECRET 


For Cyber Defence Activities... 


There are mainly 3 types of CII for Cyber Defence: 


❖Email addresses 


**IP addresses 


+Domain names 
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SECRET 


For Cyber Defence Activities.... 


CII can get complicated: 


+Email addresses are often spoofed 


❖.ca domains resolve to foreign Ips 


❖Legitimate company names are registered 


by foreign threat actors 


❖Is a signature "Canadian"? 
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THE CHALLENGE: 
Which are considered "Canadian Identity Information"? 


One of the three examples constitutes "Canadian Identity Information", according to 
CSE policy. Remember, this is considered sensitive personal information about a 
Canadian, so please treat accordingly. 


Ql: Can you tell which one? - C - ... correct (sort of... it's apparently a gateway so 
technically not CII). Now, 


Q2: Who is the "identifiable individual" to whom this information relates? 


Don't worry, even though this constitutes a disclosure of personal information, we 
have that person's consent. 


(first is second is third is "Canadian") 
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"Canadian Identity Information"? 


Answer: all except 


If discussion on these topics has not already occurred, bring up the point of: 
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SECRET 


Canadian Identity Information 
Protecting CII at CSE 


• National Defence Act 


• OPS 1: Protecting the Privacy of Canadians 


• OPS 1-6: Naming and Releasing Identities 


• OPS 1-14: Cyber Defence Operations under MA 


• OPS 1-15: Cyber Defence Activities using DPSO 


• ITS01 1-1: Data Querying and Signatures in Cyber Defence 


• ITS01 1-3: Accessing and Sharing Cyber Defence Data 


• ITS01 1-4: Report Management in Cyber Defence 
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Obviously Protecting Canadian Identity Information is important and sometimes 
complicated business at CSE 


- This is just a sampling of a well defined framework that governs our work with CII. 
— you don't have to memorize all of this! Just be aware, CII is important business 
and we have it covered. We will get into more detail shortly. 
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SECRET 


Measures to Protect CII 


Are embedded in all data handling processes: 


• Data collection 


• Data use, access and storage 


• Data sharing 


• Data retention 


• Data disposition 


10 


- As mentioned, we have a pretty large framework in place to ensure we protect 
CII properly in the course of our cyber defence activities. Handling CII is an 
embedded consideration at each phase of our operations. 
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SECRET 


Accidents happen..... 


• Improper inclusion CII in a report(unsuppressed) 


• Unknowingly targeting Canadian (CII selector) 


• Improper access controls on PC or CII 


• Improper deletion of CII 


This could be a Privacy Incident and we have 
established steps to take 


11 


Of course there could be other possibilities, so if you are not sure, always check! 
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SECRET 


Privacy Incidents — Don't Panic!!! 
Please don't delete everything yet.... 


• CSE maintains: 


Central Record of Privacy Incidents 


1. Bring possible incident to your supervisor 


2. Supervisor to notify to manager, director and IPOC 
(web form) 


3. IPOC will investigate the incident 


4. IPOC will provide a summary and mitigation plan to 
Corporate and Operational Policy and Review) 


12 


Really important that you understand — we know 'privacy incidents' will happen. 
Given the volume of CII we encounter in our on Canadian 
Government networks. 


We hope to make you more aware of their potential and to encourage you to 
promptly follow the established procedures to enable us to control the extent of 
damage and to take timely corrective measures. 


At some point all of our activities are reviewed by OCSEC — We rather find these 
things ourselves than in the course of a review. 
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SECRET 


Memory Challenge 


• What can you tell me about yesterdays topics? 


• Anything you picked up that you didn't know 
before attending this class? 


• I have a few questions for you... 
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SECRET 


Question 1 


• The MA for CSE Cyber Defence Activities 
authorizes what exactly? 


3 


Possible responses: 


- Authorizes CSE to engage in cyber defence activities on GC computer systems 
and networks (that risk the interception of private communications) 


- Is a legislative shield from the Criminal code (sec 184-interception normally 
illegal) 
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SECRET 


Question 2 


• What are some of the requirements that CSE 
needs to adhere to in terms of the MA for 
Cyber Defence Activities 


4 


Possible responses: 


- Activities are NOT directed at Canadians 


- Private communications used and retained by CSE must be counted and 
reported to the Minister 


- CSE must advise the minister on each new client 


- A new MA must be requested upon expiration of the old one or renewed to bring 
it to 12 months. (an MA can last up to 12 months) 


- PC must only be retained if it is essential to identify, isolate or present harm to 
GC computers systems or networks 
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SECRET 


Question 3 


• What are some of the conditions that MUST 
be satisfied to intercept PC? 


5 


Possible Responses: 


Valid MA in place 


Intercept to the extent necessary to identify, isolate or prevent harm to GC 


To use or retain PC - MUST be ESSENTIAL to identify, isolate or prevent 
harm of CG systems/networks. 


Subject to measures to protect privacy of Canadians — at minimum follow 
OPS 1 & Ops 1-14 


Under Ministerial Authorization- NDA Sec 273.65 (3) — CSE — can intercept under 
MA for the SOLE purpose  of protecting the computer systems or networks of 
the Government of Canada ("Note — NOT systems of importance... it's not 
applicable for the entire mandate B description) 
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QTC: What is this slide trying to depict? 


QTC: Can you fill in (at a high level) some of the blanks 


ANS: ... 


TOP level = Legislation 


Next level = GC authorities and direction (MAs MD etc) 


Next level = CSEC policies (Ops) 


Bottom level = procedures and instructions (ITSOIs) 
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SIGINT's Legal 
Framework 


Department of Justice, CSE Legal Services 
2012 


•Introduction of Counsel 


NEXT SLIDE: 
Solicitor-Client Privilege 
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NEXT SLIDE: NDA 
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(I.11 dkIl. 


National Defence Act 


• 2001 Anti-Terrorism Act amended Part V.1 of the 
National Defence Act to add provisions pertaining to 
CSE 


• Private communication defined as: 
— "an oral communication or any telecommunication that 


originates or terminates in Canada ands in which the 
originator has an expectation that it will not be intercepted". 


• Section 184 Criminal Code: 
— Unlawful to willfully intercept a private communication 


Cana( h 


Solicitor-Client Privilege 


NEXT SLIDE: CSE's Mandate 
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CSE's Mandate (s. 273.64(1)) 


A. To acquire and use information from the global information 
infrastructure for the purpose of providing foreign intelligence, in 
accordance with the Government of Canada intelligence priorities 
[Fl]; 


B. To provide advice, guidance and services to help ensure the 
protection of electronic information and information infrastructures 
of importance to the Government of Canada [IT Security]; and 


C. To provide technical and operational assistance to federal law 
enforcement and security agencies [Assistance]. 


Cana( 


Solicitor-Client Privilege 


NEXT SLIDE: MANDATE RESTRICTIONS 
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CSE Mandate Restrictions 
General (s. 273.6611, 


— CSE may only undertake activities within its mandate, consistent with 
ministerial direction and consistent with ministerial authorization if 
required. 


A and B Mandates — Fl and IT Security (ss. 273.64(2)) 
— shall not be directed at Canadians or persons in Canada; and 
— subject to measures to protect the privacy of Canadians in the use and 


retention of intercepted information 


IRRELEVANT 


D 
Cana& 


Solicitor-Client Privilege 


NEXT SLIDE: Mandate A 


May 29, 2015 A rat-, noo 
A-2017-00017--02893 







SECRETI1COMINPICE0 


Mandate "A" 
To acquire and use information from the global 
information infrastructure for the purpose of providing 
foreign intelligence, in accordance with the Government 
of Canada intelligence priorities [Fl]; 
- Gil includes electromagnetic emissions, communications 


systems, information technology systems and networks, and any 
data or technical information carried on, contained in or relating to 
those emissions, systems or networks. 


— Fl is information or intelligence about the capabilities, intentions 
or activities or a foreign individual, state, organization or terrorist 
group, as they relate to international affairs defence or security 
Fl must be in accordance with GoC intelligence priorities that are 
set by Cabinet 


Cana( 


Solicitor-Client Privilege 


NEXT SLIDE: MAs for Fl 
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MAs for Foreign Intelligence 
ss. 273.65(1) 


• For the sole purpose of obtaining foreign intelligence, the Minister 
may authorize the interception of a private communication in 
relation to an activity or class of activities, if satisfied that: 


— the interception is directed at foreign entities located outside Canada; 
— the information could not reasonably be obtained by other means; 
— the expected value of the information would justify it; 
— satisfactory measures are in place: 


• to protect the privacy of Canadians; and 
• to ensure that private communications will only be used or 


retained if they are essential to international affairs, defence of 
security. 
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Solicitor-Client Privilege 
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Solicitor-Client Privilege 


k LILh: 


Solicitor-Client Privilege 


NEXT SLIDE: Mandate C 


Cana( 
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Mandate "C" 
IRRELEVANT 
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SECRETS/COMM-VICE° 


CSIS Act 
IRRELEVANT 


A 
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IRRELEVANT 
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Mandate "C" - Example 


IRRELEVANT 


Cana ( 
IRRELEVANT 
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Solicitor-Client Privilege 


Solicitor-Client Privilege 


NEXT SLIDE: 
Solicitor-Client Privilege 
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Solicitor-Client Privilege 


Solicitor-Client Privilege 
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Measures to Protect the Privacy of 
Canadians 


CSE has measures in place to protect the privacy of Canadians at 
every stage of the process: collection, use/disclosure and 
retention: 


- Fl activities may not be directed at Canadians or persons in Canada 


all Fl reporting responds to GoC intelligence priorities 


- private communications are collected only under a MA 


information of or about Canadians is filtered out or destroyed unless it meets 
strict conditions 


— identities of Canadians are suppressed in reporting 
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Solicitor-Client Privilege 


NEXT SLIDE: CSE Commissioner 
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Independent Review by CSE 
Commissioner 


(273.63 NDA) 


• Supernumerary or a iretired judge 
• Reviews activities of CSE to ensure they a 


compliance with the law 
• Informs the Minister of National Defence and Attorney 


General of any activity not in compliance with the law 


• Undertakes investigations in response to complaints 
• Annual report to Minister is tabled in Parliament 


Solicitor-Client Privilege 


NEXT SLIDE: QUESTIONS 


re in 
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QUESTIONS? 


A 


PLEASE TAKE NOTE OF THE QUESTIONS ASKED AND THE ANSWERS PROVIDED 
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