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BIOGRAPHY OF THE HONOURABLE
JEAN-PIERRE PLOUFFE, C.D.

The Honourable Jean-Pierre Plouffe was appointed
Commissioner of the Communications Security
Establishment effective October 18, 2013, for a
period of three years.

A Mr. Plouffe was born on January 15, 1943, in
/ ‘ Ottawa, Ontario. He obtained his law degree, as

Couvte/Otiava well as a master’s degree in public law
(constitutional and international law) from the University of Ottawa.
He was called to the Quebec Bar in 1967.

Mr. Plouffe began his career at the office of the Judge Advocate General
at the Department of National Defence. He retired as a Lieutenant-
Colonel from the Canadian Armed Forces in 1976. He then worked in
private practice with the law firm of Séguin, Ouellette, Plouffe et
associés, in Gatineau, Quebec, as defence counsel and also as defending
officer for courts martial. Thereafter Mr. Plouffe worked for the

Legal Aid Office as defence counsel.

Mr. Plouffe was appointed a reserve force military judge in 1980, and
then as a judge of the Quebec Court in 1982. He was thereafter
appointed to the Superior Court of Quebec in 1990, and to the

Court Martial Appeal Court of Canada in March 2013. He retired as a
supernumerary judge on April 2, 2014,
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COMMISSIONER’'S MESSAGE

In this, my first annual report, I want to set the record straight on what
the Office of the CSE Commissioner does, how we do it and the way we
develop reports. Unlike what has been publicly speculated over the past
year, my role as Commissioner is to ensure Communications Security
Establishment Canada (CSEC) is conducting its activities in a manner
compliant with the law. Indeed, that is a good part of the reason why [
accepted the position of CSE Commissioner last October. I do not wish
to live in a society where the state makes unjustified intrusions into its
citizens’ privacy. Nor, however, do I wish to live in a country where the
security both of its citizens and of the nation itself is not a priority of the
government, especially at this time when increasingly serious and
complex challenges threaten our national interests.

My job of independent and external review is focused squarely on
CSEC and whether its operational activities respect the law and the
privacy of Canadians. CSEC’s legislated mandate has clear provisions
and limitations on its activities when it comes to protecting the privacy
of Canadians.

An intense public debate was sparked by unauthorized disclosures of
classified documents by Edward Snowden, a former contractor to the
United States’ National Security Agency (NSA), about activities of the
NSA, as well as of CSEC and its other Five Eyes partners (in the
United Kingdom, Australia and New Zealand). [ am concerned that
commentators are raising fears that are based, not on fact, but rather, on
partial and sometimes incorrect information regarding certain CSEC
activities. I want to reassure Canadians, especially those who are
skeptical about the effectiveness of review of intelligence agencies, that
I am scrupulously investigating those CSEC activities that present the
greatest risks to compliance with the law and to privacy. Rest assured
that I will do so with the requisite vigour and all the powers of the
Inquiries Act necessary to arrive at comprehensive conclusions. I will
make public as much information as possible about these investigations,
their resulting conclusions and any recommendations. Transparency is
important to maintain public trust.

www.ocsec-bcesl.ge.ca 3
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[ am also staying current with developments in CSEC’s world, whether
those developments concern technological capabilities, organizational
changes or legal issues. I will inform the Minister of National Defence if
I conclude that there is any law, direction or policy that I believe is not
clear or effective in terms of ensuring compliance and the protection of
privacy. However, it is for Parliament to determine whether the scope of
CSEC activities is to be changed. I am prepared to appear before
parliamentary committees and contribute to any such discussions.

The right to privacy is a fundamental tenet of a free and democratic
society. The Canadian Charter of Rights and Freedoms guarantees that
Canadians can enjoy a reasonable expectation of privacy. In a free and
democratic society, however, there are certain cases where a need for a
limit on the privacy of an individual can be demonstrably justified.

CSEC collects foreign signals intelligence in order to protect Canada’s
national interests, including against a number of foreign-based threats
such as terrorism, espionage, cyber attacks, kidnappings of Canadians
abroad or attacks on Canadian embassies. In collecting this intelligence,
it is unavoidable that CSEC will obtain some information about
Canadians. The National Defence Act prohibits CSEC from targeting the
private communications of a Canadian. However, at the same time, it
does permit CSEC to use and retain a private communication that is
intercepted under a ministerial authorization if: the interception is the
result of targeting a foreign entity outside of Canada; the information is
essential to international affairs, defence or security; and satisfactory
measures are in place to protect the privacy of Canadians. Parliament
would not have introduced requirements, in the National Defence Act,
for the protection of information about Canadians, if its intent was to
prohibit CSEC from using and retaining intercepted information about
Canadians. However, each particular piece of information about a
Canadian is subject to a privacy interest and this is a focus of each of my
reviews. [ also verify that CSEC’s activities do not intentionally target
the private communications of Canadians or any person in Canada,
which would be unlawful.

4 ANNUAL REPORT 2013-2014
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Over the years, my office has found that CSEC deletes almost all of the
small number of recognized foreign signals intelligence private
communications unintentionally intercepted by its collection programs.
This year, to increase the assurance that I can provide to the public in
this report, I directed my employees to examine all — rather than a
sample — of these private communications that were used or retained by
CSEC. The results of this review are described in detail in the highlights
section of this report.

[ welcome the engagement of Canadians in considering the role of
foreign signals intelligence and cyber defence activities in an
increasingly complex and interconnected world, and in reconciling the
requirements of privacy on the one hand, and public safety and
national security on the other. This debate is further complicated by
rapid technological developments, particularly in the area of
telecommunications, which have far-reaching implications for privacy,
cyber defence activities, and intelligence collection. It is my goal to
carry on my predecessor’s work to be more informative and
transparent about the activities of my office and of CSEC. To this end,
we have posted additional information on the office website
concerning current issues and how we go about our work. Other
measures include discussions with media representatives and
academics, as well as participation in a number of conferences on
privacy and security to explain our work and to learn about public
perspectives. As we continue our public outreach, 1 look forward to
feedback on our efforts.

Given the increased interest of the public over this past year in the
activities of my office, I want to take advantage of this opportunity to
better inform Canadians. This year’s report also repeats some
background information, which I believe is necessary in the current
context for readers to fully understand my review of CSEC.

www.ocsec-beest.ge.ca 5










LA L A S A 0 Y 30 A U 0 N S A i Ve N O I VG RN ST s T LRS00

MANDATE OF THE COMMUNICATIONS SECURITY
ESTABLISHMENT COMMISSIONER

My mandate under the National Defence Act consists of three important
functions:

1. reviewing CSEC activities to determine whether they
comply with the law;

2. undertaking any investigation | deem necessary in response
to a written complaint (more information on the
Commissioner’s responsibilities for conducting

investigations into complaints is available on the office’s
website); and

3. informing the Minister of National Defence (who is
accountable to Parliament for CSEC) and the
Attorney General of Canada of any CSEC activities that
I believe may not be in compliance with the law.

ANNUAL REPORT 2013-2014 - www.ocsec-bccst.ge.ca 7





With the emphasis on reviewing the lawfulness of CSEC activities and the
protection of the privacy of Canadians, the legislation requires that the
CSE Commissioner be a supernumerary or retired judge of a superior court.

The Commissioner’s legislative mandate includes:

+ full independence, at arm’s length from government and a
separate budget granted by Parliament;

» full access to all CSEC facilities, files and systems; and

 full access to CSEC personnel, including the power of subpoena
to compel individuals to answer questions.

To be effective, reviewers need specialized expertise to be able to
understand the technical, legal and privacy aspects of CSEC activities.
They also need security clearances at the level required to examine
CSEC records and systems. They are bound by the Security of
Information Act and cannot divulge to unauthorized persons the specific
information they access.
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[ also have a mandate under the Security of Information Act to receive
information from persons who are permanently bound to secrecy if they
believe it is in the public interest to release special operational
information of CSEC. (More information on the Commissioner’s

responsibilities for public interest defence is available on the office’s
website.)

Annex A contains the text of the relevant sections of the
National Defence Act and the Security of Information Act relating to my
role and mandate as CSE Commissioner (p. 55).

Our approach
The purpose of my review mandate is:

+ to determine whether CSEC complies with the law and, if I
believe that it may not have complied, to report this to the
Minister of National Defence and to the Attorney General of
Canada;

+ to determine whether the activities conducted by CSEC under
ministerial authorization are, in fact, those authorized by the
Minister of National Defence, and to verify that the conditions for
authorization required by the National Defence Act are met;

s to verify that CSEC does not direct its foreign signals intelligence
and information technology (IT) security activities at Canadians; and

» to promote the development and effective application of
satisfactory measures to protect the privacy of Canadians in all the
operational activities CSEC undertakes.

www.ocsec-bccest.ge.ca 9






Using a variety of methods, we are continuously conducting reviews of:

» selected activities based on a risk analysis, to ensure compliance
at a detailed level;

» electronic systems, tools and databases;

* across-section of activities to verify compliance in relation to
broad issues, such as privacy or metadata; and

* the content of policies, procedures and controls to identify
existing or potential systemic weaknesses and to determine how
they are applied by CSEC employees.

(More information on the Commissioner’s risk-based and preventative
approach to selecting and prioritizing reviews is available on the
office’s website.)

10 : ANNUAL REPORT 2013-2014





Each review includes an assessment of CSEC activities against a
standard set of criteria:

* Legal requirements: I expect CSEC to conduct its activities in
accordance with the National Defence Act, the Canadian Charter
of Rights and Freedoms, the Privacy Act, the Criminal Code, and
any other relevant legislation, and in accordance with Justice
Canada legal advice.

* Ministerial requirements: | expect CSEC to conduct its
activities in accordance with ministerial direction, following all
requirements and limitations set out in a ministerial authorization
or directive.

« Policies and procedures: [ expect CSEC to have appropriate policies
and procedures in place to guide its activities and to provide sufficient
direction on legal and ministerial requirements including the
protection of the privacy of Canadians. I expect CSEC employees
to be knowledgeable about and comply with policies and procedures.
[ also expect CSEC to have an effective compliance validation
framework and activities to ensure the integrity of operational
activities is maintained, including appropriately accounting for
important decisions and information relating to compliance and the
protection of the privacy of Canadians.

(More information on the Commissioner’s review methodology and
criteria is available on the office’s website.)

www.ocsec-bcest.ge.ca 11
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Reporting on our findings

My classified review reports document CSEC activities, contain findings
relating to the review criteria, and disclose the nature and significance of
any deviations from the criteria. Where and when appropriate, I make
recommendations to the Minister of National Defence aimed at
improving privacy protections or correcting discrepancies between
CSEC activities and my expectations.

[ determine the content of my reports, which are based on facts and
conclusions drawn from those facts. The reports are free of any
interference by CSEC or any Minister.

The results of individual reviews are the subject of classified reports to
the Minister of National Defence. Following the standard audit practice
of disclosure, draft versions of review reports are presented to CSEC for
confirmation of factual accuracy. This is essential to the review process
given that my recommendations are based on the facts as uncovered in
my reviews.

The Commissioner’s annual report for Parliament is a public document.
CSEC reviews the draft to verify that it does not contain any classified
information according to the Security of Information Act. In the interest
of transparency and better public understanding, I push the limits to
include as much information as possible in my report. The report is
provided to the Minister of National Defence who must by law table it
in Parliament.

In the interest of transparency within a stringent security framework, my
office publishes on our website the titles of all review reports submitted
to the Minister of National Defence (with any classified information
removed) — 81 to date — to demonstrate the depth and breadth of
Commissioners’ reviews.

The logic model in Annex B provides a flow chart of the review
program (p. 59).
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COMMISSIONER’S OFFICE

In 2013-2014, I was supported in my work by a staff of 11, together
with a number of subject-matter experts, as required. My office’s
expenditures were $1,943,120 which is within the overall funding
approved by Parliament. This was the first year the office operated in
expanded physical space to accommodate an increase in the number of
employees.

Annex C provides the 2013-2014 Statement of Expenditures for the
Office of the CSE Commissioner (p. 61).

(Information on the history of the Office of the CSE Commissioner is
available on the office’s website.)

www.ocsec-bcest.ge.ca 13






OVERVIEW OF THE 2013-2014 FINDINGS AND
RECOMMENDATIONS

During the 2013-2014 reporting year, six classified reports were
submitted to the Minister of National Defence on reviews and a study of
CSEC activities.

These investigations were conducted under two areas of my mandate:

» ensuring CSEC activities are in compliance with the law — as set
out in paragraph 273.63(2)(a) of the National Defence Act; and

+ ensuring CSEC activities under a ministerial authorization are
authorized — as set out in subsection 273.65(8) of the
National Defence Act.

The results

Each year, I provide an overall statement on my findings about the
lawfulness of CSEC activities. All of the activities of CSEC reviewed
in 2013-2014 complied with the law. CSEC was cooperative with my
office in the conduct of reviews.

This year, I made 10 recommendations to promote compliance,
strengthen privacy protection and support the Minister of
National Defence in his decision making and control of CSEC.

A number of reviews focused on the need for precision and accuracy of
language in information exchanges with CSEC’s domestic and
international partners.

I examined a number of new automated processes of CSEC, with privacy
protections being built into them. I verified CSEC’s use of technology to
diminish the possibilities of human errors or privacy violations.

ANNUAL REPORT 2013-2014





e T T €00 S N e 0 o s R 3 D A OGS ASR OET S BETAE U SE NI DR B RS S FSTROL 0D P S LA LTSRN i 84

Information sharing with international partners was the focus of a
specific in-depth review and was an important part of three other
reviews. I recommended that the Minister of National Defence issue a
new directive to CSEC on information sharing activities with its
second party partners in the United States, the United Kingdom,
Australia and New Zealand (that is, second party partners are CSEC’s
counterparts in the Five Eyes alliance), to clearly set out expectations
for the protection of the privacy of Canadians. I recommended that
CSEC promulgate guidance to formalize and strengthen practices for
addressing potential privacy concerns involving second party partners.
I also recommended that CSEC record second party partners’
confirmation that they have actioned CSEC requests to address any
privacy incidents relating to a Canadian.

Two recommendations require CSEC to make available to the

Minister of National Defence more comprehensive information
regarding communications it collects and the private communications it
unintentionally intercepts as part of authorized foreign signals
intelligence collection, as well as information CSEC obtains from its
second party partners.

Two recommendations emphasize the requirement for CSEC to
immediately identify a foreign signals intelligence private communication
for essentiality to international affairs, defence or security, and to
regularly assess whether the retention of a private communication is
strictly necessary and remains essential to international affairs, defence

or security, or whether that communication should be deleted.

Three recommendations address gaps in CSEC policy related to: proper
accountability and approvals for certain sensitive activities; certain
metadata activity; and the specific circumstances and handling of a
particular type of communication.

www.ocsec-bcest.ge.ca 15






16

The recommendations are described in the section on highlights of
reviews. My office and I will monitor developments.

In addition to the five reviews and one study completed this year, my
predecessor sent a letter to the Minister in June 2013 to report on a
follow-up review of certain CSEC activities. In this review,
Commissioner Décary examined a small number of additional CSEC
documents relating to certain individuals. He did not have any
outstanding questions relating to compliance with the law or to the
protection of the privacy of Canadians.
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UPDATE ON CSEC EFFORTS TO ADDRESS
PREVIOUS RECOMMENDATIONS

Since 1997, my predecessors and I have submitted Lo the Minister of
National Defence 81 classified review reports. In total, the reports
contained 148 recommendations. CSEC has accepted and implemented
or is working to address 93 percent (137) of these recommendations,
including all 10 recommendations this year.

Commissioners monitor how CSEC addresses recommendations and
responds to negative findings as well as areas for follow-up identified in
past reviews. This past year, CSEC advised my office that work had
been completed in response to three past recommendations.

At the end of the 2012-2013 reporting period, the office was awaiting
former Minister MacKay’s response to two recommendations relating to
my predecessor’s review of certain foreign signals intelligence activities.
Subsequently, the former Minister agreed with CSEC’s management
response and accepted the recommendations. Respecting the first
recommendation, CSEC has promulgated updated policy guidance
respecting how to clearly and consistently communicate with its partners
about what entity its activities are being directed at. CSEC also provided
training and awareness sessions to managers and analysts on the need for
clarity of language in communications. With respect to the second
recommendation, CSEC has taken a number of actions to ensure analysts
have complete knowledge of existing policy guidance on their
responsibilities for determining the foreign status of an entity and the
justification for directing an activity at that entity, as well as actions for
CSEC managers to verify that analysts follow this guidance. These
actions include: specific policy guidance introduced since the period

www.ocsec-beest.ge.ca 17
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under review that provides clear instructions to analysts on targeting;
policy compliance monitoring by a dedicated team; as well as mandatory
classroom training, on-the-job training and a compulsory on-line test on
protecting privacy.

CSEC implemented a third past recommendation by providing specific
policy guidance for targeting for a particular method of foreign signals
intelligence collection.

In addition, my office and I are monitoring 13 active recommendations
that CSEC is working to address — three outstanding recommendations
from previous years and 10 from this year.

Update on a review of CSEC assistance to the
Canadian Security Infelligence Service (CSIS) under
part (c) of CSEC’s mandate and sections 12 and 21

of the CSIS Act

In last year’s annual report, my predecessor reported on his findings and
recommendations respecting his review of CSEC assistance to CSIS
under part (c) of CSEC's mandate and sections 12 and 21 of the

CSIS Act. Commissioner Décary examined CSEC assistance to CSIS
following an October 2009 Federal Court order that authorized CSIS,
with the assistance of CSEC, to obtain a warrant to collect intelligence
on Canadians located outside Canada provided that the interception of
the communications or seizure of information occurred from within
Canada. One of Commissioner Décary’s recommendations, implemented
by CSEC, was that CSEC advise CSIS to provide the Court with certain
additional evidence about the nature and extent of the assistance CSEC
may provide to CSIS, namely respecting CSEC seeking assistance from
and sharing information about the Canadian subjects of the warrants
with its second party partners. Commissioner Décary shared with the
Security Intelligence Review Committee (SIRC) certain general points
relating to CSIS that arose out of the two recommendations, for SIRC to
follow up on as it deemed appropriate. (SIRC also conducted a review
on this subject, which was summarized in its 2012-2013 annual report.)
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Subsequent to the tabling in August 2013 of Commissioner Décary’s
annual report, the Honourable Mr. Justice Mosley issued an order in
September requiring that counsel for CSEC and CSIS appear before the
Federal Court to speak to the matter raised in the report.

In November 2013, Justice Mosley delivered Redacted Amended Further
Reasons for Order in this matter. He recognized “the hazards related to
the lack of control over intelligence information once it has been shared”
with foreign agencies that were highlighted in Commissioner Décary’s
and SIRC’s reports (paragraph 115). Justice Mosley concluded that the
Federal Court’s “jurisdiction does not extend to the authority to
empower the Service [CSIS] to request that foreign agencies intercept
the communications of Canadian persons travelling abroad either
directly or through the agency of CSEC under its assistance mandate”
(paragraph 119). Justice Mosley also indicated: “[t]he failure to disclose
that information [that CSIS would request assistance of the Second
Parties through CSEC] was the result of a deliberate decision to keep the
Court in the dark about the scope and extent of the foreign collection
efforts that would flow from the Court’s issuance of a warrant. This was
a breach of the duty of candour owed by the Service [CSIS] and their
legal advisors to the Court” (paragraphs 117 and 118).

Some have suggested that this matter points to a failure of the review
bodies to help control the intelligence agencies. On the contrary, these
events demonstrate how review works, as Justice Mosley was alerted to
this following Commissioner Décary’s recommendations. It also
demonstrates how review bodies — in this case the Commissioner’s
office and SIRC — can cooperate and share information within existing
legislative mandates.

www.ocsec-bcest.ge.ca 19
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Update on an ongoing review of CSEC use of metadata
The issue of metadata has served as the focal point for public discussion
about CSEC, its activities and my review of those activities. In June 2013,
in response (o greater public demand for information in the wake of
unauthorized disclosures of classified information on foreign signals
intelligence, my predecessor issued a statement explaining CSEC use of
metadata, the measures in place to protect the privacy of Canadians, the
role of the office and past reviews. This statement was unprecedented and
significant in that it contained information previously considered highly
classified by government and had therefore never been released.

In January of this year, I confirmed that my office was aware of a
particular metadata activity that was the subject of media reports
alleging that CSEC illegally tracked the movements and on-line
activities of persons at a Canadian airport. I stated that this activity did
not involve “mass surveillance” or tracking of Canadians or persons in
Canada as purported in some stories. (The statements are available on
the office’s website.)

What is metadata? Metadata is information associated with a
communication that is used to identify, describe, manage or route that
communication. It includes, but is not limited to, a telephone number, an
e-mail or an IP (Internet protocol) address, and network and location
information. Metadata excludes the content of a communication. CSEC
is allowed to use metadata only to understand the global information
infrastructure, to provide foreign intelligence on foreign entities located
outside Canada or to protect computer systems of importance to the
Government of Canada.
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Paragraphs 273.64(1)(a) and () of the National Defence Act authorize
CSEC to collect, use, share and retain metadata. A ministerial directive
provides additional guidance and places limits on CSEC metadata
activities. Thus far, I have confirmed that metadata remains fundamental
to CSEC’s mandated activities. CSEC uses metadata, for example, to
determine the location of a communication, to target the
communications of foreign entities outside Canada, and to avoid
targeting a Canadian or a person in Canada.

As with any of its activities, CSEC is prohibited from directing its
metadata activities at a Canadian or at any person in Canada. However,
some metadata collected by CSEC is information about Canadians and
CSEC must take measures to protect privacy in the use of that metadata.
The Minister of National Defence has provided direction to the Chief of
CSEC on metadata activities, including on the protection of the privacy
of Canadians. The Chief has further elaborated and provided guidance to
CSEC employees, through various internal policies, regarding the
procedures and practices that must be followed for activities that may
use metadata.

My office’s first focused review on metadata began in 2006. Over the
years, it has continued to examine and monitor CSEC use of metadata
and Commissioners have made a number of recommendations relating to
metadata. For example, in 2008, CSEC suspended certain activities
involving information about Canadians and made significant changes to
policies and practices before restarting those activities.

Planning for another comprehensive review of metadata was under way
prior to the unauthorized disclosures by Edward Snowden last June.

In light of the significant public interest in this issue, this ongoing
review is a high priority. It provides an opportunity to once again
examine CSEC’s metadata activities, to assess changes to the activities
and to determine compliance with the law and whether CSEC protects
the privacy of Canadians. It will also follow up on observations of past
Commissioners. For the first time, this review includes an in depth
examination of how CSEC uses metadata to identify cyber attacks and

www.ocsec-bccest.ge.ca 21
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threats to Canada’s critical information infrastructure. My review has
identified some important questions, which I will continue to examine
in the coming year, including: what are the vulnerabilities and risks to
the privacy of Canadians imposed by new technologies that CSEC uses
to collect and analyze metadata? How and to what extent can privacy
protections be built directly into the technologies and processes used by

CSEC for metadata collection and analysis? I will report on the results
in my next public annual report.

22
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HIGHLIGHTS OF THE SIX CLASSIFIED REPORTS
SUBMITTED TO THE MINISTER IN 2013-2014

1. Review of CSEC foreign signais intelligence
information sharing with international
partners

Background

CSEC’s ability to fulfill its foreign signals intelligence collection and

IT security mandates rests, in part, on building and maintaining
productive relations with its foreign counterparts. CSEC’s long-standing
relationships with its closest allies — the U.S. National Security Agency,
the U.K. Government Communications Headquarters, the Australian
Signals Directorate and the New Zealand Government Communications
Security Bureau — continue to benefit CSEC, and, in turn, the
Government of Canada. This cooperative alliance may be more valuable
to Canada now than at any other time, in the context of increasingly
complex technological challenges added to dynamic international affairs
and threat environments. Canada is a net importer of intelligence; the
amount of foreign signals intelligence CSEC receives from the

Second Parties is extensive.

The global nature of today’s threats requires security and intelligence
agencies to cooperate and share information with one another. The
Government of Canada’s response to the report of the Standing
Committee on Public Safety and National Security, Review of the Findings
and Recommendations Arising from the lacobucci and O’Connor
Inquiries, recognized that:

the exchange of information with foreign partners raises unique
challenges — policy, legal and operational — that are examined
on a case-by-case basis in the context of Canada’s national
security environment. The cumulative result of successive
commissions of inquiry, reports and lessons learned has been the
refinement of policies and practices surrounding the exchange of
information between foreign partners and Canada’s national
security and intelligence and law enforcement communities. (p. 4)

www.ocsec-bcest.ge.ca
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The need for information sharing is vital. However, information must be
exchanged in compliance with the law, including the Charter, and must
include sufficient measures to protect the privacy of Canadians.

The Five Eyes foreign signals intelligence alliance evolved from
collaboration during the Second World War. Long-standing agreements
and present-day resolutions provide the foundation for CSEC foreign
signals intelligence information sharing with the Second Parties.
Although these cooperative arrangements include a commitment by the
partners to respect the privacy of each other’s citizens, it is recognized
that each partner is an agency of a sovereign nation that may derogate
from the agreements and resolutions, if it is judged necessary for their
respective national interests.

This was the first review focused exclusively on CSEC foreign signals
intelligence information sharing activities with the Second Parties. In the
first part of the review, which was summarized in his 2011-2012 public
annual report, former Commissioner Décary found that CSEC has
substantial controls and measures in place to help ensure that its foreign
signals intelligence information sharing with the Second Parties is lawful
and protects the privacy of Canadians.

The second part of the review focused on two questions:

1. How does CSEC assure itself that its international partners follow
the long-standing agreements and practices that provide a
foundation for CSEC’s foreign signals intelligence information
sharing?

2. How many private communications and what volume of
information about Canadians does CSEC share with and receive
from the Second Parties?

Commissioner Décary assessed CSEC activities in the context of the
limitations in the National Defence Act for the protection of the
privacy of Canadians, that is, CSEC foreign signals intelligence
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activities “shall not be directed at Canadians or any person in Canada”
(paragraph 273.64(2)(a) of the National Defence Act) and “shall be
subject to measures to protect the privacy of Canadians in the use and
retention of intercepted information” (paragraph 273.64(2)(b) of the
Act). He examined the legislative framework for CSEC’s provision to
and receipt from the Second Parties of intercepted communications and
other foreign signals intelligence information, particularly private
communications and information about Canadians. He also examined
CSEC’s due diligence respecting its sharing activities, for example, to
see whether CSEC takes all reasonable steps to confirm that the
Second Parties treat Canadians’ privacy consistent with the laws of
Canada and the privacy protections applied by CSEC.

Findings and recommendations

Commissioner Décary’s review resulted in two recommendations to
support the Minister of National Defence in his accountability for CSEC
and to provide additional measures to protect the privacy of Canadians.

The first recommendation related to the first question about how
CSEC assures itself that its second party partners follow the long-
standing agreements and practices, including the protection of the
privacy of Canadians.

The allies recognize each other’s sovereignty and respect each other’s
laws by pledging not to target one another’s communications.
Consequently, CSEC policies and procedures state that collection
activities are not to be directed at second party nationals located
anywhere, or against anyone located in second party territory. Document
review, discussions in interviews and written answers suggest that CSEC
conducts its foreign signals intelligence activities in a manner that is
consistent with the agreements it has with its second party partners to
respect the privacy of the partners’ citizens, and to follow the partners’
policies in this regard.

www.ocsec-beest.ge.ca 25






T T e e B e SR S R S e Tl

26

CSEC trusts that its second party partners will follow the general
statements found in the agreements signed among the Second Parties and
similarly not direct activities at Canadians or persons in Canada.
Ilowever, Commissioner Décary was unable to assess the extent to
which CSEC’s second party partners follow the agreements and protect
the private communications and information about Canadians in what
CSEC shares with the partners. CSEC does not as a matter of general
practice seek evidence to demonstrate that these principles are in fact
being followed.

While CSEC uses indicators that it believes provide sufficient assurance
that the Second Parties are honouring their arrangements, it did not
initially demonstrate knowledge or provide evidence of how its second
party partners treat information relating to Canadians. During the
conduct of this review, CSEC declined to provide the Commissioner’s
office with a description of or a copy of relevant extracts of second party
policies on the handling of this information. CSEC also declined at that
time to identify for the Commissioner’s office any specific differences
— large or small — between respective partners’ laws, policies and
practices and how this may affect the partners’ protection of the privacy
of Canadians. CSEC suggested at that time that review of second party
authorities and activities pertain to the Second Parties and not to the
lawfulness of CSEC activities and these questions were therefore outside
of the Commissioner’s mandate.

As a result, Commissioner Décary recommended that the Minister of
National Defence issue a new ministerial directive to provide general
direction to CSEC on foreign signals intelligence information sharing
activities and to set out expectations for the protection of the privacy of
Canadians in the conduct of those activities. Commissioner Décary
recommended that the drafting of this new directive be informed by an
in-depth analysis of the potential impact of respective national
differences in legal and policy authorities on CSEC compliance with the
law and the protection of the privacy of Canadians, that is, a risk
assessment. He recognized that such a risk assessment is not a trivial
undertaking, would take time, and would require the cooperation of the
Second Parties.
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Subsequent to Commissioner Décary sending his classified report to the
Minister of National Defence, the new Chief of CSEC, Mr. John Forster,
re-examined CSEC’s initial position, sought permission from second
party partners, and provided the Commissioner’s office with detailed
documentation relating to respective second party policies and
procedures on the treatment of information about Canadians. This is one
example of Chief Forster’s positive leadership to promote increased
transparency of CSEC activities and to support review by my office. The
second party policies contain comprehensive guidance directing their
respective employees to protect and treat information about Canadians in
a manner comparable to CSEC’s approach.

However, in light of recent controversies in some second party countries,
including about alleged domestic spying by their foreign signals
intelligence agencies, I remain in agreement with Commissioner Décary
that a risk assessment is essential. My office and I continue to follow
developments in second party countries closely.

To formalize and strengthen practices for addressing potential privacy
concerns involving second party partners, the new ministerial directive
should explicitly acknowledge the risks associated with the fact that the
information CSE shares with the Second Parties may include the
communications of Canadians and information about Canadians, and
that CSEC cannot demand, for reasons of sovereignty, that its second
party partners account for any use of such information.

Commissioner Décary went beyond the basic scope of this review and
recommended that the new directive address IT security information
sharing with the Second Parties, as well as foreign signals intelligence
information sharing.

Commissioner Décary’s second recommendation related to private

communications and the volume of information about Canadians CSEC
shares with and receives from the Second Parties.
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The unintentional interception of a private communication by CSEC is a
different situation than the unintentional acquisition by CSEC from a
second party source of a one-end Canadian communication.

The 2001 amendments to the National Defence Act established the
ministerial authorizations regime. Ministerial authorizations allow
CSEC to direct its activities at foreign entities abroad, for the sole
purpose of providing foreign signals intelligence in accordance with
the Government of Canada’s intelligence priorities, even if doing so
risks the unintentional interception of private communications of
Canadians. By means of a ministerial authorization, the Minister of
National Defence may authorize CSEC to conduct activities that risk the
interception of private communications, as long as CSEC has met
relevant criteria outlined in the National Defence Act (for example, by
directing collection at foreign entities located outside Canada and
implementing measures to protect the privacy of Canadians with respect
to the use or retention of private communications unintentionally
intercepted). Foreign signals interception activities conducted under a
ministerial authorization must satisfy conditions stated in subsection
273.65(2) of the National Defence Act, and may also be subject to
additional measures that the Minister of National Defence considers
advisable. For example, to protect the privacy of Canadians, pursuant to
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subsection 273.65(5) of the Act, a ministerial authorization may require
CSEC to report certain information to the Minister.

The requirements in ministerial authorizations apply only to
interceptions conducted by CSEC under CSEC authorities using
CSEC’s own capabilities. The ministerial authorization regime is a
Canadian instrument and applies to CSEC; it has no application to the
Second Parties or to their respective sovereign regimes, since those
parties treat information according to their own domestic authorities.
Ministerial authorizations cover CSEC’s unintentional interception of
private communications, not CSEC’s acquisition of foreign signals
intelligence from second party sources. Such sharing is implicitly
authorized under part (a) of CSEC’s mandate [paragraph 273.64(1)(a)
of the National Defence Act].

As a result, CSEC has not reported to the Minister of National Defence
details, for example, regarding communications involving Canadians or
information about Canadians that have been shared by its second party
partners. Therefore, to support the Minister of National Defence in his
accountability for CSEC and as an additional measure to protect the
privacy of Canadians, Commissioner Décary recommended that CSEC
report such details to the Minister on an annual basis.

Strong arguments can be made that a Canadian’s expectation of privacy
in her or his communications would be at least the same if not greater
whether the communications are unintentionally intercepted and
recognized by CSEC itself or are unintentionally acquired by a second
party partner and shared with CSEC.
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Regularly reporting to the Minister of National Defence a wider range
of statistical information relating to information shared with the
Second Parties, in a manner similar to the existing ministerial
authorization statistics, would support the Minister in his
accountability for CSEC. This would make the Minister aware of the
extent of such information relating to Canadians and thereby
supplement existing measures to protect the privacy of Canadians.

Conclusion

Information sharing with CSEC’s second party partners is an essential
component of CSEC’s foreign signals intelligence collection and other
activities. It is also a fact that each of the Second Parties, as a sovereign
nation, can derogate from agreements made with CSEC as dictated by
their own national interests. Attempting to prescribe in agreements or
policies all details and to anticipate all eventualities respecting CSEC
foreign signals intelligence information sharing with the Second Parties
is not reasonable.

However, CSEC foreign signals intelligence information sharing
activities with the Second Parties has the potential to directly affect the
privacy and security of a Canadian when private communications or
identity information is shared. Precision and accuracy of language in
exchanges of information can be critical and affect outcomes, including
how individuals are treated. That is why this review resulted in two
recommendations to support the Minister of National Defence in his
accountability for CSEC and to provide additional measures to protect
the privacy of Canadians. The Minister of National Defence accepted
and CSEC is working to address the two recommendations on a new
ministerial directive on sharing and on reporting details to the Minister
regarding communications involving Canadians or information about
Canadians that have been shared by its Second Party partners. My office
and I will monitor developments.

[ will continue to examine the controls in place and measures taken by
CSEC to help ensure that its foreign signals intelligence information
sharing with the Second Parties is lawful and protects the privacy of
Canadians in the conduct of future reviews.
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In addition, this review provided the Commissioner’s office with
background information on CSEC disclosures of Canadian identity
information to second party partners. Starting this year, I included
disclosures of Canadian identities to second party partners in an
expanded annual review (see summary of the annual review of a sample
of disclosures of Canadian identity information, pages 43—45).

I will also continue to include privacy incidents involving the second
party partners in my annual review of the incidents identified by CSEC
(see summary of the annual review of privacy incidents and procedural
errors identified by CSEC in 2013 that affected and had the potential to
affect the privacy of Canadians and measures taken by CSEC to address
them, pages 45-47).

In the coming months, I will explore options to cooperate with review
bodies of second party countries to examine information sharing
activities among respective intelligence agencies and to verify the
application of respective policies. A number of Canadian and
international academics have referred to an accountability gap
concerning an absence of international cooperation among review
bodies. These researchers suggest that growing international intelligence
cooperation should be matched by growing international cooperation
between review bodies. I will examine opportunities for cooperation.

2. Review of the activities of the CSEC Office of
Counter Terrorism

Background

This review was started by my predecessor and completed under my
authority. The purpose of the review was to acquire detailed knowledge
of CSEC’s Office of Counter Terrorism (OCT) and to assess any changes
to its activities since the last in-depth review was completed in 2007.

[ examined a sample of recent OCT activities to determine whether the
activities complied with the law and the extent to which CSEC protected
the privacy of Canadians.
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Another specific objective was to follow up on matters raised in a review
of certain foreign signals intelligence activities, summarized in
Commissioner Décary’s report of last year. The purpose of this aspect of
the review was to determine whether developments in CSEC policies
and procedures since the period previously under review have resulted in
an improvement in the clarity of language in CSEC information
exchanges with partners, and CSIS in particular.

The OCT was established in October 2001, in the aftermath of the
events of September 11, to centralize CSEC foreign signals intelligence
efforts relating to international terrorism threats. OCT operational
activities involve acquiring and using information from the global
information infrastructure for the purpose of providing foreign
intelligence relating to terrorism, and providing technical and
operational assistance to federal law enforcement and security agencies
in the performance of their lawful duties to investigate terrorism. The
OCT collaborates closely with CSIS and the Royal Canadian Mounted
Police and with CSEC’s second party partners. The OCT may also
support the government’s response to critical incidents such as a
Canadian being taken hostage abroad.

Findings and recommendations

OCT activities are subject to the same legal requirements to protect the
privacy of Canadians that apply to all CSEC activities. CSEC has
sufficient policies and processes to satisfy the legal requirement not to
direct its OCT activities at a Canadian wherever he or she may be or at
any person in Canada. OCT employees demonstrated knowledge of
policy and practices aimed at ensuring compliance with the law and
privacy protection, and managers routinely monitored the activities

for compliance.

I found that a sample of metadata activities involving information about
Canadians conducted by the OCT was generally conducted in
compliance with operational policy. I did, however, find that parts of
CSEC policy related to this metadata activity did not reflect standard
practices. I recommended that CSEC modify its policy for these
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activities to reflect its current practices, specifically for record keeping.
I will pursue examination of this issue as part of my ongoing review of
CSEC foreign signals intelligence and IT security activities that may
use metadata.

I also recommended that CSEC promulgate written guidance to
formalize and strengthen existing practices for addressing potential
privacy concerns with Second Party partners. Although CSEC
cooperative arrangements include a commitment by the partners to
respect the privacy of each other’s citizens, it is recognized that each
partner is an agency of a sovereign nation that may derogate from
the arrangements, if it is judged necessary for their respective
national interests.

Since the 2007 review of the OCT, CSEC has promulgated new
guidance and introduced a new process for recording information
exchanges between itself and federal law enforcement and security
agencies. This procedural change is significant and will promote
clarity of language in such information exchanges. As a result,

[ concluded that CSEC addressed the recommendation in my
predecessor’s review of certain foreign signals intelligence activities
respecting clarity of language. The OCT materials reviewed raised no
concerns such as those encountered in my predecessor’s review reported
last year; the information exchanges were clear and unambiguous.

Conclusion

While [ made two recommendations to the Minister of National Defence
to strengthen CSEC policy, I found that the OCT activities were
conducted in compliance with the law and ministerial direction. The
Minister of National Defence accepted and CSEC is working to address
the two recommendations by promulgating new and updated operational
policy guidance to address the issues identified in the recommendations.
My office and I will monitor developments.
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3. Study of CSEC policy compliance monitoring
framework and related activities

Background

This study was started by my predecessor and completed under my
authority. Policy compliance monitoring is a long-standing program
internal to CSEC that assists it in ensuring and demonstrating that its
foreign signals intelligence and IT security operational activities comply
with the law, ministerial requifements and policy, including protecting
the privacy of Canadians. Policy compliance monitoring may identify
areas of possible concern, but also has an educational role within CSEC.
This was the first comprehensive study of CSEC policy compliance
monitoring activities since a 2009 audit by CSEC internal auditors
resulted in CSEC changing a number of its related policy framework and
activities. A central finding of the 2009 audit was that some supervisors
in operational areas believed the direction in CSEC policy was not
sufficiently clear.

Records of CSEC monitoring activities inform my reviews by
demonstrating CSEC efforts to ensure compliance. Commissioners have
emphasized the importance of a robust policy compliance monitoring
framework and activities. For example, in his February 25, 2011,
Review of CSEC's Activities Under Foreign Intelligence Ministerial
Authorizations, Commissioner Décary recommended that “given the
importance to helping to ensure compliance and the protection of
privacy, CSEC should accelerate the timeline for implementation of an
improved foreign signals intelligence Active Monitoring Program.”

The objectives of the study were:

* to acquire detailed knowledge of and to document CSEC’s new
monitoring framework and how related activities contribute to
CSEC compliance and privacy protection;

* to observe the level of awareness among foreign signals
intelligence and IT security operational managers and employees
of the policy framework and activities;
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* to use the knowledge gleaned to inform my standard criteria and
methodology used for reviews, namely how to assess whether
CSEC has an effective management control system; and

* to identify any issues that may require follow-up.

Findings

Since the 2009 audit, CSEC has promulgated comprehensive policy and
procedures that clearly define the roles and responsibilities for those
involved in policy compliance monitoring. The new guidance contains
detailed and specific requirements and activities for monitoring under
seven themes: data handling; reporting; retention and disposition;
collection management; information management; conditions of
ministerial authorizations; and dissemination.

I found a rigorous approach to policy compliance monitoring based on
document reviews, interviews with CSEC operational managers and
employees, and with those employees in the foreign signals intelligence
and IT security program areas that are dedicated and responsible for
compliance and oversight of operational activities. The direction on
monitoring is clear and comprehensive and is being followed.
Monitoring activities are now part of CSEC’s day-to-day activities. Both
the foreign signals intelligence and IT security program areas have
incorporated mandatory policy awareness and policy knowledge tests for
employees into their compliance monitoring programs. In addition,
requirements for policy compliance monitoring are being built into new
or updated CSEC tools and systems.

One area that | identified for improvement is the establishment of
consistent naming conventions for policy compliance monitoring records
within CSEC’s system of corporate records. This would help ensure the
timely availability of these records to demonstrate CSEC efforts to
ensure compliance with the law, ministerial requirements and policy.
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Conclusion

Since the 2009 audit, CSEC foreign signals intelligence and IT security
have taken significant measures to strengthen compliance by
implementing a new framework for policy compliance monitoring and
detailed operational instructions, training and testing, as well as a
number of new related activities.

I will continue to assess and verify CSEC policy compliance monitoring
activities in the conduct of reviews.
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4. Review of CSEC 2012-2013 foreign signals
intelligence ministerial authorizations

Background

The National Defence Act allows the Minister of National Defence to
give CSEC written ministerial authorization to conduct activities that
risk the unintentional interception of private communications while
collecting foreign signals intelligence. The law specifies the conditions
under which a ministerial authorization can be issued. Ministerial
authorizations relate to an “activity or class of activities” specified in the
authorizations. This term is interpreted by Justice Canada as meaning a
specific method of acquiring foreign signals intelligence (the how). The
authorizations do not relate to a specific individual or subject (the whom
or the what). (More information on ministerial authorizations as well as
on the authorities for and limitations on CSEC activities are available on
the office’s website and CSEC website.)

The law also directs the CSE Commissioner to review activities carried
out under a ministerial authorization and to report annually to the
Minister of National Defence on the review. An annual combined review
of the foreign signals intelligence ministerial authorizations is one way
that [ fulfill this part of my mandate. This year, I examined the three
foreign signals intelligence ministerial authorizations in effect from
December 1, 2012, to November 30, 2013, relating to three activities or
classes of activities.

The purpose of this review was to: ensure that the activities conducted
under the ministerial authorizations were authorized; identify any
significant changes — for the year under review, compared with
previous years — to the authorization documents themselves and to
CSEC activities or class of activities described in the authorizations;
assess the impact, if any, of the changes on the risk to

non-compliance and on the risk to privacy, and, as a result, identify any
subjects requiring follow-up review; and examine private
communications unintentionally intercepted by CSEC under these
authorizations, for compliance with the law and the protection of the
privacy of Canadians.
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In past years as part of this annual review, Commissioners examined
samples of unintentionally intercepted private communications. This
year, [ examined all of the 66 private communications unintentionally
acquired by CSEC in the conduct of its foreign signals intelligence
activities that CSEC used in reports or retained at the end of the
2012-2013 ministerial authorization period for use in future reporting.
[ examined all reports produced by CSEC in 2012-2013 containing
information derived from private communications. For these 66 private
communications, my employees tested the contents of CSEC systems
and databases and listened to the intercepted voice recordings, read the
written contents, or examined the associated transcripts of the
communications. I also examined key metrics relating to interception,
private communications and the privacy of Canadians.

Findings and recommendations

The 20122013 foreign signals intelligence ministerial authorizations
were authorized, that is, they met the four conditions for authorization
set out in the National Defence Act.
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CSEC made significant changes to the format of its foreign signals
intelligence ministerial authorizations in 2012-2013. As a result,
collection that was formerly authorized under six ministerial
authorizations in 2011-2012 was authorized under three ministerial
authorizations in 2012-2013. I examined the changes to the
documents, carefully comparing the contents to previous documents
and evaluating CSEC’s justification for the changes made to the
documents. I had no questions about the changes. The new format
resulted in documents that are more properly aligned with the purpose
of the ministerial authorizations — that is, to shield CSEC from
potential liability under Part VI of the Criminal Code in the event that
CSEC unintentionally intercepts private communications as part of
authorized foreign signals intelligence collection — and that are clear
and comprehensive. It is important to note that reporting requirements
to the Minister of National Defence did not change under the new
ministerial authorizations.

[ also examined changes to CSEC operational policies relating to the
conduct of the activities under foreign signals intelligence ministerial
authorizations. To ensure proper accountability for certain sensitive
activities, I recommended that CSEC promulgate detailed guidance
regarding the additional approvals required for these particular activities.
I had no concerns about the other changes made by CSEC to its
operational policies.

In 2012-2013, CSEC made some changes to the technology used for
some of its foreign signals intelligence collection activities. I had no
concerns about the changes and will examine any impact of the changes
in subsequent in-depth reviews of the activities.

During the period under review, CSEC finalized and launched one tool
(referred to in my predecessor’s report of last year), and implemented
another tool, both of which will assist CSEC analysts in correctly
identifying and marking collected communications that might be private
communications or contain information about Canadians. These
markings are important because they determine how CSEC systems and
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databases treat, retain or delete the communications. The new tools
should reduce the potential for human error. It remains, however, the
analysts’ responsibility to validate the results of these automated tools.

While CSEC made a significant change to how it counts the “collected
communications” that it reports to the Minister of National Defence,
CSEC is also continuing to use the same method as in previous years to

count and report recognized private communications. This ensures the
ability to make year-over-year comparisons of the overall number of
collected communications and the number of unintentionally intercepted
private communications.

I found that all CSEC reports based on private communications contained
foreign intelligence relating to international affairs, defence or security.

However, during my review I found instances where procedures relating
to the identification of private communications were not followed
correctly by CSEC employees. In one instance, a private communication
was recognized but, contrary to policy, that communication was
incorrectly marked for retention even though it had not been assessed as
essential to international affairs, defence or security. In another situation,
CSEC identified several private communications, but did not mark them
for retention or deletion until several weeks after they were identified.
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In addition, there were other instances of analysts retaining foreign
intelligence private communications — in some cases, for several
months — that had been, but no longer were, essential to international
affairs, defence or security. In these cases, CSEC reminders to delete
these communications were not actioned in a timely manner. However,
these private communications were ultimately deleted prior to the end
of the ministerial authorization period, on which reporting to the
Minister of National Defence is based.

As a result of these examples, I made three recommendations. First,

I recommended that CSEC analysts immediately identify recognized
private communications for essentiality to international affairs, defence
or security, as required by the National Defence Act, or, if not essential,
for deletion. Second, I recommended that CSEC analysts regularly
assess, at a minimum quarterly, whether the ongoing retention of a
recognized private communication not yet used in a report is strictly
necessary and remains essential to international affairs, defence or
security or whether that private communication should be deleted.
Third, I recommended that CSEC make available to the Minister of
National Defence more comprehensive information regarding the
number of collected communications and intercepted private
communications that it acquires and retains throughout the period that
a ministerial authorization remains in effect.

As a result of another example in which an analyst retained for some
time private communications pending further guidance, I recommended
that CSEC promulgate policy on the specific circumstances and handling
of a particular type of communication.

Finally, I found that CSEC made further progress in implementing a
recommendation from the 2010-2011 annual review of foreign signals
intelligence ministerial authorizations to report to the Minister of
National Defence certain information relating to privacy. My office and I
will continue to monitor developments.
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Conclusion

[ found that all private communications that were recognized by CSEC
were intercepted unintentionally. There was no intention on CSEC’s part
in collecting these communications with a Canadian end; the Canadian
end was in all cases incidental to CSEC’s intentional targeting of a
foreign entity outside Canada (the foreign end).

The Minister of National Defence accepted and CSEC is working to
address the five recommendations I made to promote compliance,
strengthen privacy protection and support the Minister in his
accountability for CSEC. CSEC has committed to issuing guidance for
the approval of certain sensitive activities. CSEC indicated it will
include more information in its 2013—2014 ministerial authorizations
annual report on the number of private communications retained
throughout the reporting year. CSEC has committed to enforcing the
roles and responsibilities of analysts as identified in existing operational
policies and procedures respecting the identification of private
communications. CSEC has also committed to ensuring that all analysts
review their retained private communications quarterly to assess whether
the communications remain essential and should be retained or whether
the communications should be deleted. Finally, CSEC has committed to
developing and promulgating policy guidance on the specific
circumstances and handling of a particular type of communication. My
office and I will monitor developments.
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5. Annual review of a sample of disclosures
by CSEC of Canadian identity information
to Government of Canada clients and
second party pdriners

Background

This is the fourth annual review of disclosures by CSEC of Canadian
identity information from foreign signals intelligence reports to
Government of Canada clients. For the first time, this review included
a sample of disclosures to CSEC’s second party partners, as well as
disclosures through a Government of Canada client or second party
partner to non-Five Eyes recipients. The review encompassed the
period of July 1, 2012, to June 30, 2013.

The National Defence Act and the Privacy Act require CSEC to take
measures to protect the privacy of Canadians, including personal
information. Canadian identity information may be included in CSEC
foreign signals intelligence reports if it is essential to understanding
the intelligence. However, with some limited exceptions that are stated
in CSEC policy, any information that identifies a Canadian must be
suppressed in the reports — that is, replaced by a generic reference
such as “a named Canadian.” When receiving a subsequent request for
disclosure of the details of the suppressed information, CSEC must
verify that the requesting Government of Canada client or second party
partner has both the authority and operational justification for
obtaining the Canadian identity information. Only then may CSEC
provide that information.

Findings

My office selected and examined a sample of approximately 20 percent
of disclosure requests received by CSEC from all clients and partners
during the period under review, associated end-product reports, and
any associated disclosures of Canadian identity information. Denial of
disclosures to Government of Canada clients and international partners
were also examined.
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I found that CSEC’s disclosure of Canadian identity information from
foreign signals intelligence reports to Government of Canada clients
and second party partners complied with the law and with ministerial
direction concerning the protection of the privacy of Canadians. CSEC
effectively applied satisfactory measures to protect personal
information and the privacy of Canadians in its disclosures.

Investigation by my office identified two privacy incidents pertaining
to two Canadians mentioned in four reports. It appears that a second
party partner unintentionally included Canadian identity information
in the reports, that is, Canadian identity information was not initially
suppressed in those reports as required by CSEC and second party
policies. This is not to suggest that there was any deliberate
non-compliance on the part of CSEC or of any of its partners; at that
time, it was unknown that the individuals were Canadians. CSEC
recorded the incidents in its Privacy Incidents File. I will be
examining CSEC’s responses to these incidents.

My office also identified and discussed with CSEC a number of minor
instances where records of the disclosures were not in accordance with
best practices. [ will monitor these issues as part of future annual
reviews of disclosures.

CSEC has comprehensive policies and procedures that guide its
disclosure of Canadian identity information from foreign signals
intelligence reports to Government of Canada clients. It is a positive
development that CSEC is amending its policy guidance to provide
further direction regarding disclosures to second party partners.

CSEC employees interviewed were fully knowledgeable about and
complied with the policies and procedures, and CSEC managers
routinely and closely monitored disclosures to ensure compliance and
privacy protection.
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It is a positive development that CSEC continues to give priority to the
completion of the full automation of its information and records
management processes for the disclosure of Canadian identity
information from foreign signals intelligence reports.

Conclusion

My review did not result in any recommendations. CSEC conducted its
activities in a thorough manner; all of the requests reviewed were
authorized and justified.

Should there be an instance of non-compliance in CSEC disclosure of
Canadian identity information, the potential impact on the privacy of
Canadians could be significant. It is for this reason that I intend to
continue to conduct an annual review of disclosures.

6. Annual review of incidents and procedural
errors identified by CSEC in 2013 that
affected or had the potential to affect the
privacy of Canadians and measures taken
by CSEC to address them

Background

CSEC requires its foreign signals intelligence and IT security employees
to report and document privacy incidents in order to demonstrate
compliance with legal and ministerial requirements and CSEC policies,
and to prevent further incidents. Incidents are documented in one of two
files, depending on the severity. The Privacy Incidents File (PIF) is a
record of CSEC incidents where privacy was breached. The Minor
Procedural Errors Report (MPER) contains operational errors that
occurred in connection with information relating to Canadians but that
did not result in that information leaving the control of CSEC, or in that
information being exposed to external recipients who ought not to have
received it. The PIF and MPER are voluntary CSEC initiatives to record
what CSEC defines as privacy incidents.
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Every review I conduct of CSEC activities generally includes an
examination of any privacy incident relating to the subject of the review.
The annual review of the entire PIF and MPER focuses on incidents not
examined in detail in the course of my other reviews. This is done to
assure myself that CSEC took appropriate corrective actions for all
privacy incidents it identified.

The objectives of this review were: to acquire knowledge of the
incidents, procedural errors and subsequent CSEC actions to correct the
incidents or mitigate the consequences; to inform development of my
work plan by determining what privacy incidents, procedural errors and
related activities, if any, may raise issues about compliance or the
protection of the privacy of Canadians, and therefore should be subject
to follow-up review; and to assist me in evaluating CSEC’s policy
compliance monitoring framework and related activities.

Findings and recommendation

Based on my review of CSEC records, CSEC answers during interviews
and in response to written questions, as well as independent verification
by my office of reports in a CSEC database, | am satisfied that CSEC
took appropriate corrective actions in response to the procedural errors
and privacy incidents it identified and recorded during 2013.

I found that the procedural errors were minor and none involved a
breach of privacy.

Where privacy was breached, CSEC did not discover any adverse impact
on the Canadian subjects.

CSEC has implemented or is working on certain remedial actions to
prevent future privacy incidents similar to those identified. For example,
CSEC created new guidance and is clarifying other policy to help
prevent the unintentional naming of Canadians in CSEC reports. I will
monitor the impact of the changes in future reviews.
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One privacy incident resulted from the sharing of information between
CSEC and CSIS. In his 2012-2013 review of certain foreign signals
intelligence activities, my predecessor made a recommendation
respecting clarity of language for when CSEC is sharing information
with its Government of Canada partners. In my Review of the Activities
of the CSEC Office of Counter Terrorism of this year, I discuss the
implementation of a process introduced by CSEC that has helped
prevent the use of imprecise and inconsistent language in CSEC
exchanges of information with its Government of Canada partners.

[ accept CSEC’s explanation of why a technical issue at the time of the
privacy incident resulted in this particular exchange being made outside
of the new process. My office and I will continue to monitor CSEC
information exchanges with partners to ensure proper processes are
followed and that there is clarity of language to avoid any ambiguous
situations that might raise questions about compliance.

I also found that CSEC generally takes appropriate measures to protect
the privacy of Canadians when a privacy incident arises from activities
of a Second Party. However, because of the enhanced potential of the
violation of the privacy of a Canadian when a privacy incident involves
a Second Party, I recommended that CSEC request that its second party
partners confirm that CSEC requests to address any privacy incidents
relating to a Canadian have been actioned by the partners, and that
CSEC record the responses in the PIF.

Conclusion
My review did not reveal any systemic deficiencies or issues that require
follow-up review.

[ intend to continue to conduct an annual review of CSEC’s PIF and
MPER.

The Minister of National Defence accepted the recommendation. My
office and I will monitor developments with regard to the findings and
recommendation I have made in this review.
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COMPLAINTS ABOUT CSEC ACTIVITIES

Anyone, including an employee of CSEC, can write to me to complain
about CSEC activities, for example, to express concerns that CSEC is
engaging in unlawful activity or is not taking sufficient measures to
protect the privacy of Canadians. In 2013-2014, I was contacted by a
growing number of individuals who were seeking information or
expressing concern about CSEC activities. My office or [ replied to
many of the inquiries. Other inquiries were assessed as outside of the
Commissioner’s mandate or as lacking credibility. No complaints about
CSEC activities warranted investigation. (More information on the
complaints process is available on the office’s website.)

DUTY UNDER THE SECURITY OF INFORMATION ACT

[ have a duty under the Security of Information Act to receive information
from persons who are permanently bound to secrecy seeking to defend
the release of special operational information — such as certain
information relating to CSEC activities — on the grounds that it is in the
public interest. No such matters were reported to me in 2013-2014.
(More information on the Commissioner’s responsibilities under the
Security of Information Act is available on the office’s website.)

ACTIVITIES OF THE COMMISSIONER’S OFFICE

At the beginning of my term as Commissioner, my office provided me a
series of briefings to introduce the overall operations and activities that
are conducted under the Commissioner’s authority. CSEC subsequently
provided me with numerous detailed information sessions on legal,
operational, technical and administrative issues respecting its activities.
I want to thank Chief Forster and his team for these important briefings,

during which I also had the opportunity to meet many CSEC senior
managers and personnel.
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During the past year, CSEC also provided a number of detailed briefings
to employees of my office as part of the conduct of reviews. As well,
CSEC provided an annual overview briefing on recent and important
operational, policy and organizational changes and issues. Several of my
employees sat in as observers on CSEC training courses on foreign
signals intelligence and on IT security activities.

Transparency and communications

During the past year, following disclosures of classified documents by
former U.S. NSA contractor Edward Snowden, my office and I
responded to a dramatic increase in the number of requests by the media
and academics for information about my role and activities. In the past,
it was difficult for the Commissioner and the office to gain the attention
of more than a handful of journalists and academics with specialized
interests. General public awareness was minimal. Times have changed.
Now, aside from the increase in requests for information, my office and
[ have been receiving more requests for participation in various
conferences and meetings.

In November 2013, as part of the Canadian Association of Security and
Intelligence Studies symposium in Ottawa, the Executive Director of my
office participated in a panel discussion on “Intelligence Collection and
Accountability: Getting the Balance Right.” Also participating in the
panel were a senator and a number of academics with expertise in
national security law and privacy. The Executive Director explained the
Commissioner’s mandate, powers and activities, as well as the impact of
review, and corrected certain misconceptions, for example, related to the
Commissioner’s independence and capacity, and to CSEC authorities,
judicial warrants and ministerial authorizations.

As a result of the various issues raised publicly during this past year, and
questions about the Commissioner’s role and office, we added
information to the office website in a question-and-answer format. The
purpose was to clarify the issues, to dispel some misconceptions and to
correct inaccuracies.
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In December 2013, the Executive Director and I appeared before the
Senate Committee on National Security and Defence. I welcomed this
opportunity so early in my mandate to discuss the raison d’étre of my
position as Commissioner and to provide the committee with concrete
examples of the impact of my work as an independent entity within the
Canadian security and intelligence community. I would welcome
additional invitations from the Senate or from a House of Commons
committee to discuss my role, activities and any issues of concern.

In February 2014, the Executive Director participated in the 15" Annual
Privacy & Security Conference, “Harnessing the Power of the Digital
Storm: Can We Have It All?,” in Victoria, British Columbia. In a panel
session entitled “Privacy and Security: A False Dichotomy?” that also
included the SIRC Executive Director and a law professor from the
University of Alberta, the Executive Director addressed questions about
the Commissioner’s mandate and topics of current media attention.

(A copy of the Executive Director’s opening remarks can be found on
the office’s website.)

Also in February, the Executive Director joined a lawyer from the
British Columbia Civil Liberties Association and a University of Ottawa
law professor specializing in national security in a debate organized by
The Globe and Mail and published both in print and on-line. The
session, “Privacy or national security: Have spy agencies gone too far?,”
included discussion of metadata, the role of the Commissioner and the
impact of review.

To contribute further to informing the public, detailed information on our
activities was added to the office’s website, as noted, to clarify
misconceptions and to address issues raised about the role and work of the
Commissioner. The website is still being enhanced, with more detail to
come about how my office and I review the operational activities of
CSEC. My aim is to help reassure the public that I, as Commissioner, have
full access to CSEC, its personnel, facilities and systems, and that the
review process and my investigations are probing, rigorous and as detailed
as necessary to allow me to determine whether CSEC has complied with
the law and has adequately protected the privacy of Canadians.
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Finally, this past year, my office made a total of seven presentations to
new CSEC employees attending a course that is mandatory for them to
take in order to work at CSEC. The presentations consist of an overview
of my office, the type of work we do and what to expect if the activity or
area they are involved in is subject to review by my office.

Review bodies working cooperatively

In December 2013, the Review Agencies Forum, which consists of
employees of the Commission for Public Complaints Against the RCMP,
SIRC, the Office of the Privacy Commissioner and my office, met to
discuss issues of common interest and compare best practices in review
methodology. A senior manager from the Privy Council Office provided
a brief on national security issues. Officials also discussed cooperation
among review bodies.

My office also organized a one-day training workshop, held in
November, for new employees of the review bodies, in order to enhance
the effectiveness of independent review.

This year, my office and I will continue to work with Review Agencies
Forum partners to explore opportunities for the conduct of coordinated
or joint reviews under existing legislation.

During the past year, my predecessor, and then myself, met with the
former Privacy Commissioner of Canada and [ met with the

Interim Privacy Commissioner to discuss issues of mutual concern.
The Office of the Privacy Commissioner oversees the entire public
service as well as federally regulated businesses for compliance with,
respectively, the Privacy Act and the Personal Information Protection
and Electronic Documents Act. My position as CSE Commissioner was
created specifically to review CSEC for compliance, including for the
protection of the privacy of Canadians. The Privacy Commissioner and
[ will continue to cooperate on shared priorities.
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WORK PLAN — REVIEWS UNDER WAY AND
PLANNED

Commissioners use a risk-based and preventative approach to reviews.
A three-year work plan is updated twice a year. Developing the work
plan draws on many sources. An important one consists of regular
briefings from CSEC on new activities and changes to existing activities.
Another is the classified annual report to the Minister of National Defence
from the Chief of CSEC on CSEC’s priorities and its legal, policy and
management issues of significance.

The results of several reviews currently under way are expected to be
reported to the Minister of National Defence in the coming year and
included in my 2014-2015 annual report. The subjects of these reviews
include: another focused review on metadata; a review of particular
foreign signals intelligence activities conducted under ministerial
authorizations; a review of CSEC IT security activities conducted under
ministerial authorizations in support of Government of Canada efforts
to address cyber threats; a follow-up review of certain CSEC activities
with the Canadian Armed Forces; and a review of CSEC assistance to
CSIS under part (¢) of CSEC’s mandate and sections 16 and 21 of the
CSIS Act.

Some of the reviews planned for 2014-2015, which may carry over to
the next year, are: a review of particular foreign signals intelligence
activities conducted under ministerial authorizations; and foreign
signals intelligence and IT security activities conducted using
exceptional procedures.

In addition, I plan to continue the annual reviews of: (1) foreign signals
intelligence ministerial authorizations; (2) CSEC disclosures of
Canadian identity information; and (3) privacy incidents and procedural
errors identified by CSEC and the measures subsequently taken by
CSEC to address them.
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IN CLOSING

Six months after my appointment, as I write this first public annual report —
the 18" report by a Commissioner — I am continuing to learn about and to
question the activities of CSEC. I appreciate the support and professionalism
of my office team.

[ have read and heard questions raised about the independence of the
Commissioner. There is no question that the scope of the powers that I have
is sufficient to fully investigate CSEC. Also, the size of my budget and office
are sufficient to conduct an adequate amount of meaningful review. As I
continue to learn, however, | will also continue to assess whether I have
adequate resources.

Alongside fulfilling my mandate, transparency will remain a priority focus
for the coming year. While my mandate is to review CSEC activities to
determine compliance with law — that is, making sure CSEC is doing things
right — I am prepared to contribute to any public policy debate before
Parliament as to whether CSEC is doing the right things, particularly relating
to the protection of the privacy of Canadians. I am also following with
interest the ongoing civil claim in the Supreme Court of British Columbia
about whether CSEC activities infringe individuals® Charter rights.

Like my predecessors, I remain confident that Chief Forster and CSEC
take very seriously their responsibilities to comply with the law and protect
the privacy of Canadians. It is my job to investigate and verify that CSEC
continues to do so and I take my job equally seriously. I encourage the
strengthening of a culture of compliance within CSEC, which is the best
assurance for employees doing the right thing and against breaches

of privacy.

One last issue gives me cause for concern because of the time that has elapsed
from when it was first identified. Since the enactment of Part V.1 of the
National Defence Act in December 2001, all CSE Commissioners have voiced
concerns that certain fundamental provisions in the legislation lack clarity. In
2007, the government committed to amending the legislation to clarify these
ambiguities. It is hoped that this can be resolved in the near future.
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ANNEX A: EXCERPTS FROM THE NATIONAL DEFENCE ACT
AND THE SECURITY OF INFORMATION ACT RELATED TO THE
COMMISSIONER’'S MANDATE

National Defence Act — Part V.1
Appointment of Commissioner

273.63 (1) The Governor in Council may appoint a supernumerary judge or a retired
judge of a superior court as Commissioner of the Communications Security
Establishment to hold office, during good behaviour, for a term of not more
than five years.

Duties
(2) The duties of the Commissioner are

(a) to review the activities of the Establishment to ensure that they are in
compliance with the law;

(b) in response to a complaint, to undertake any investigation that the
Commissioner considers necessary; and

(¢) to inform the Minister and the Attorney General of Canada of any
activity of the Establishment that the Commissioner believes may not be
in compliance with the law.

Annual report

(3) The Commissioner shall, within 90 days after the end of each fiscal year,
submit an annual report to the Minister on the Commissioner’s activities and
findings, and the Minister shall cause a copy of the report to be laid before
each House of Parliament on any of the first 15 days on which that House is
sitting after the Minister receives the report.
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Powers of investigation

(4) In carrying out his or her duties, the Commissioner has all the powers of a
commissioner under Part 11 of the Inguiries Act.

Employment of legal counsel, advisers, etc.

(5) The Commissioner may engage the services of such legal counsel, technical
advisers and assistants as the Commissioner considers necessary for the
proper performance of his or her duties and, with the approval of the
Treasury Board, may fix and pay their remuneration and expenses.

Directions

(6) The Commissioner shall carry out such duties and functions as are assigned
to the Commissioner by this Part or any other Act of Parliament, and may

carry out or engage in such other related assignments or activities as may be
authorized by the Governor in Council.

[.]

Review of authorizations
273.65 (8) The Commissioner of the Communications Security Establishment shall review

activities carried out under an authorization issued under this section to ensure
that they are authorized and report annually to the Minister on the review.
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Security of Information Act

Public interest defence

15. (1) No person is guilty of an offence under section 13 or 14 if the person establishes
that he or she acted in the public interest.

[.-.]
Prior disclosure to authorities necessary

(5) Ajudge or court may decide whether the public interest in the disclosure

outweighs the public interest in non-disclosure only if the person has complied
with the following: [...]

(b) the person has, if he or she has not received a response from the deputy head
or the Deputy Attorney General of Canada, as the case may be, within a

reasonable time, brought his or her concern to, and provided all relevant
information in the person’s possession to, [...]

(i1) the Communications Security Establishment Commissioner, if the
person’s concern relates to an alleged offence that has been, is being or
is about to be committed by a member of the Communications Security
Establishment, in the purported performance of that person’s duties and
functions of service for, or on behalf of, the Communications Security
Establishment, and he or she has not received a response from the

Communications Security Establishment Commissioner within a
reasonable time.
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ANNEX B: COMMISSIONER'S OFFICE REVIEW PROGRAM —
LOGIC MODEL
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ANNEX C: 2013-2014 STATEMENT OF EXPENDITURES

Standard Object Summary (8)
Salaries and Benefits
Transportation and Telecommunications
Information
Professional and Special Services
Rentals
Repairs and Maintenance
Material and Supplies
Machinery and Equipment
Capital Assets, Including Leasehold Improvements

Total

1,158,827

16,331

13,040

351,481

328,892

2,638

16,509

10,491

44911

1,943,120
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Minister
of National Defence

Ministre
de la Défense nationale

Ottaws, Canada KA OK2
CERRID # 1088863

MINISTERIAL AUTHORIZATION

COMMUNICATIONS SECURITY ESTABLISHMENT
CYBER DEFENCE ACTIVITIES

In the matier of subsection 273.65(3) of the National Defence Act:

i. In the exercise of the power conferred on me, I have read the submission of John
Forster, Chief, Communications Security Establishment (CSE), and [ am satisfied
that the conditions enunciated in subsection 273.65(4) of the National Defence
Aet have been met.

2. [ therefore authorize CSE to engage in cyber defence activities on computer
systems and networks of the Government of Canada that risk the interception of
private communications where the sole purpose of those activities is to protect
those computer systems and networks from mischief, unauthorized use or
interference.

3 As required by the National Defence Act:

a) This Ministerial Authorization authorizes CSE to intercept private
communications to the extent necessary to identily, 1solate or prevent harm to
Government of Canada computer systems and networks.

b) Activities carried out pursuant to this Ministerial Authorization shall be
subject, as a minimum, to measures to protect the privacy of Canadians,
contained in the following operational policics and other operational policies
referred to therein:

(i) OPS-1 ~*Protecting the Privacy of Canadians and Ensuring Legal
Complianee in the Conduct of CSEC Activities”; and

(i1) OPS-1-14 — “Operational Procedures for Cyber Defence Operations
Condueted under Ministerial Authorization™.

¢) For the purpose of paragraph 273.65(4)dh) of the National Defence Act, a
private communication intercepted pursuant to this Ministerial Authorization
shall only be used or retained if it is essential to identify, isolate or prevent
harm to Government of Canada computer systems or networks.
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4. Prior to engaging in activities associated with this authorization, CSE shall inform
me of the receipt of any new “Letter of Request”™ signed by an appropriate
mdividual acting on behalf of the reguesting federal institution,

5. Any private communications copied but not used or retained by CSE under the
authority of this Ministerial Authorization may be held for a period of up to
twelve months from the date that private commmunication was copied.

6. After expiration of this Ministerial Authorization or at any time upon request,
CSE shall provide me with a report that specifies, on a per federal institution
basis, the number of private communications used or retained that, pursuant to
this Ministerial Authorization, contained information that was essential to
identify, isolate or prevent harm to Government of Canada computer systems or
networks.

7. Pursuant to subsection 273.65(3) of the National Defence Aet, 1 consider it
advisable, for the protection of the privacy of Canadians, that the following
additional measure apply to the interception of private communications carried
out in accordance with this Ministerial Authorization:

a) The activities carried out pursuant to this Ministerial Authorization shall be in
strict compliance with the current versions of the Ministerial Directives
“Privacy of Canadians”™ and “Accountability Framework™.

8. Pursuant to section 273.63 and subsection 273.63(8) of the National Defence Act,
the Commissioner of CSE is charged with the review of activities carried out
under this Ministerial Authorization to ensure they are in compliance with the law
and authorized, and the Establishment shall support and assist the Commissioner
in carrying out such reviews.

9. This Ministerial Authorization shall have effect for one year, from 1 December
2012 to 30 November 2013,
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The Honourable Petér MacKay. P.Cy, MLP.
Minister of National Defe;{ce s
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Ministre
de la Défense nationale

Minister
of National Defence

Ottawa, Canada K1A 0K2
CERRID # 1088862

MINISTERIAL AUTHORIZATION

COMMUNICATIONS SECURITY ESTABLISHMENT

B 0L ECTION ACTIVITIES

1. In the exercise of the power conferred on me by the National Defence Act, 1 have
read the submission of John Forster, Chief, Communications Security
Establishment (CSE), and [ am satisfied that the conditions enunciated in
subsection 273.65(2) of the National Defence Act have been met.

b

[ therefore authorize CSE to intercept private communications acquired through
the activity described as Collection Activities for the sole purpose

of obtaining foreign intelligence in accordance with the Government of Canada
intelligence priorities.

A

As required by the National Defence Act;

a) Activities carried out pursuant to this Ministerial Authorization shall be
directed at foreign entities located outside Canada.

b) Activities carried out pursuant to this Ministerial Authorization shall be
subject, as a minimum, to measures to protect the privacy of Canadians,
contained in the following operational policies and other operational policies
referred to therein:

(i) OPS 1~ “Protecting the Privacy of Canadians and Ensuring Legal
Compliance in the Conduct of CSEC Activities”; and

(i) OPS 1-13 ~ “Operational Procedures Related to (?ame:iian-
Collection.”

¢) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a
private communication intercepted pursuant to this Ministerial Authorization

Ca
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shall be considered essential to international affairs, defence or security, and
used or retained only if it contains information that is clearly related to the
intelligence priorities of the Government of Canada.

(%4

Pursuant to subsection 273.65(5) of the National Defence Act, | consider
advisable, for the protection of the privacy of Canadians, that the following
additional measures apply to the interception of private communications carried
out in accordance with this Ministerial Authorization:

a) The activities carried out pursuant to this Ministerial Authorization shall be in
strict compliance with the current versions of the Ministerial Directives
“Privacy of Canadians™. “Accountability Framework”, “Collection and Use of

Metadata, and _?mgram”.

b) In cases where an analyst recognizes a communication directly related to the
seeking, formulating or giving of legal advice between a client and a person
authorized to practice as a lawyer or a notary in the province of Quebec or as a
barrister or solicitor in any territory or other province of Canada, or any
person employed in the office of such a lawyer, notary, barrister or solicitor
(“solicitor-client communication™):

(i) the analyst shall annotate that communication for destruction unless the
analyst believes it may contain foreign intelligence;

(i) if the analyst belicves that a solicitor-client communication may contain
foreign intelligence, then the analyst shall annotate that communication
for retention and forthwith bring the communication to the attention of
his/her director or supervisor (via the reporting chain);

(iti) the director or supervisor shall forthwith obtain legal advice from the
Department of Justice, CSE Directorate of Legal Services, on whether
the continued retention or use of the solicitor-client communication
would be in conformity with the laws of Canada, and not bring the
administration of justice into disrepute; and

(iv) where legal advice has been obtained that the retention or use of a
solicitor-client communication containing foreign intelligence would be
in conformity with the laws of Canada, and not bring the administration
of justice into disrepute, CSE may only use or retain the information
derived from the solicitor-client communication in conformity with the
legal advice received.

¢) To facilitate the review by the Commissioner of CSE of the statutory
requirement that interceptions of private communications must be directed at
foreign entities located outside Canada, CSE shall maintain an automated
directory of selectors which it is satisfied relates to foreign entities located

%]
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outside Canada.

d) CSE shall record the following information, and shall send the report to me
within four (4) months following the expiration of this Ministerial
Authorization, or at any time upon request:

(i)  the number of recognized private communications intercepted pursuant
to this Ministerial Authorization that are used or retained on the basis
that they are essential to international affairs, defence or security;

(i1) the number of recognized solicitor-client communications intercepted
pursuant to this Ministerial Authorization, that are used or retained on
the basis that they are essential to international affairs, defence or
security and in conformity with the legal advice received;

(i) the number of intelligence reports produced from the information
derived from private communications intercepted pursuant to this
Ministerial Authorization; and

(iv) the foreign intelligence value of these reports, as they relate to
international affairs, defence or security.

6. CSE shall report to me when any serious issue arises in the implementation of this
Ministerial Authorization, such as a sustained substantial decrease in the value of
this source of foreign intelligence, or any sustained major increase in the number
of recognized private communications or solicitor-client communications
intercepted pursuant to this Ministerial Authorization.

7. Pursuant to section 273.63 and subsection 273.65 (8) of the National Defence Act
the Commissioner of CSE is charged with the review of activities carried out
under this Ministerial Authorization to ensure that they are in compliance with the
law and authorized, and CSE shall support and assist the Commissioner in
carrying out such reviews.

8. This Ministerial Authorization shall have effect for one year, from 1 December
2012 to 30 November 2013.
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Minister
of National Defence

Ministre
de la Defense nationale

Ottawa, Canada K1A K2
CERRID # 1088861

MINISTERIAL AUTHORIZATION

COMMUNICATIONS SECURITY ESTABLISHMENT
OLLECTION ACTIVITIES

In the exercise of the power conferred on me by the National Defence Acet, 1 have
read the submission of John Forster, Chief, Communications Security
Establishment (“the submission™), and [ am satisfied that the conditions
enunciated in subsection 273.65(2) of the National Defence Act have been met.

I therefore authorize CSE to engage in foreign intelligence collection activities
described as that risk the interception of
private communications.

As required by the National Defence Act:

a) This Ministerial Authorization authorizes CSE to intercept private
communications for the sole purpose of obtaining foreign intelligence.

b) Activities carried out pursuant to this Ministerial Authorization shall be
directed at foreign entities located outside Canada.

¢) Activities carried out pursuant to this Ministerial Authorization shall be
subject, as a minimum, to measures to protect the privacy of Canadians,
contained in the following operational policies and other operational policies
referred to therein:

(i) OPS 1 —“Protecting the Privacy of Canadians and Ensuring Legal
Compliance in the Conduct of CSEC Activities™; and

(i) OPS 3-1 — “Procedures for- Activities”,

¢) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a
private communication intercepted pursuant to this Ministerial Authorization
shall be considered essential to international affairs, defence or security, and

used or retained only if it contains information that is clearly related to the
intelligence priorities of the Government of Canada.
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Pursuant to subsection 273.63(5) of the National Defence Act. | consider it
advisable, for the protection of the privacy of Canadians, that the following
additional measures apply to the interception of private communications carried
out in accordance with this Ministerial Authorization:

a) The activities carried out pursuant to this Ministerial Authorization shall be in
strict compliance with the current versions of the Ministerial Directives

“Privacy of Canadians”, “Accountability Framework”,
ﬁand “Collection and Use of Metadata™.

b) In cases where an analyst recognizes a communication directly related to the
secking, formulating or giving of legal advice between a client and a person
authorized to practice as a lawyer or a notary in the province of Quebec or as a
barrister or solicitor in any territory or other province of Canada, or any
person employed in the office of such a lawyer, notary, barrister or solicitor
(“solicitor-client communication™):

(1) the analyst shall annotate that communication for destruction unless the
analyst believes it may contain foreign intelligence;

(i1) if the analyst believes that a solicitor-client communication may contain
foreign intelligence, then the analyst shall annotate that communication
for retention and forthwith bring the communication to the attention of
his/her director (via the reporting chain);

(iif) the director shall forthwith obtain legal advice from the Department of
Justice, CSE Directorate of Legal Services, on whether the continued
retention or use of the solicitor-client communication would be in
conformity with the laws of Canada, and not bring the administration of
justice into disrepute; and

(iv) where legal advice has been obtained that the continued retention or use
of a solicitor-client communication containing foreign intelligence
would be in conformity with the laws of Canada, and not bring the
administration of justice into disrepute, the Communications Security
Establishment may only use or retain the information derived from the
solicitor-client communication in conformity with the legal advice
received.

¢) The Communications Security Establishment shall record the following
information, and shall send the report to me within four (4) months following
the expiration of this Ministerial Authorization, or at any time upon request;

(1) the number of recognized private communications intercepted pursuant
to this Ministerial Authorization that are used or retained on the basis
that they are essential to international affairs, defence or security;

bad
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(i) the number of recognized solicitor-client communications intercepted
pursuant to this Ministerial Authorization, that are used or retained on
the basis that they are essential to international affairs, defence or
security and in conformity with the legal advice received;

(iii) the number of intelligence reports produced from the information
derived from private communications intercepted pursuant to this
Ministerial Authorization; and

(iv) the foreign intelligence value of these reports, as they relate to
international affairs, defence or security.

5. The Communications Security Establishment shall report to me when any serious
issue arises in the implementation of this Ministerial Authorization, such as a
sustained substantial decrease in the value of this source of foreign intelligence, or
any sustained major increase in the number of recognized private communications
or solicitor-client communications intercepted pursuant to this Ministerial
Authorization.

6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act
the Commissioner of the Communications Security Establishment is charged with
the review of activities carried out under this Ministerial Authorization to ensure
that they are in compliance with the law and authorized, and the Communications
Security Establishment shall support and assist the Commissioner in carrying out
such reviews.

7. This Ministerial Authorization shall have effect for one year, from 1 December
2012 to 30 November 2013.
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Minister of National Dﬁe;f;nct
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Ministre
de la Défense nationale

Minister
of National Defence

Oltawa, Canada K1A OK2

CERRID # 1088856

MINISTERIAL AUTHORIZATION

COMMUNICATIONS SECURITY ESTABLISHMENT
COLLECTION ACTIVITIES

1. In the exercise of the power conferred on me by the National Defence Act, | have
read the submission of John Forster, Chief, Communications Security
Establishment (CSE), and [ am satisfied that the conditions enunciated in
subsection 273.65(2) of the National Defence Act have been met.

2. [ therefore authorize CSE, with the assistance of the Canadian Forces or other

government departments or agencies where necessary, to intercept private
communications acquired through the activity described d&h
Interception for the sole purpose of obtaining foreign intelligence in accordance
with the Government of Canada intelligence priorities.

3. As required by the National Defence Act:

a) Activities carried out pursuant to this Ministerial Authorization shall be
directed at foreign entities located outside Canada.

b) Activities carried out pursuant to this Ministerial Authorization shall be
subject, as a minimum, to measures to protect the privacy of Canadians,
contained in the following operational policies and other operational policies
referred to therein:

(i) OPS I —“Protecting the Privacy of Canadians and Ensuring Legal
Compliance in the Conduct of CSEC Activities™; and

(i1) OPS 1-13 — “Operational Procedures Related to Canaciian-

Collection™.

¢) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a
private communication intercepted pursuant to this Ministerial Authorization
shall be considered essential to international affairs, defence or security, and
used or retained only if it contains information that is clearly related to the
intelligence priorities of the Government of Canada.

Canada 1
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Pursuant to subsection 273.65(5) of the National Defence Act, 1 consider it
advisable, for the protection of the privacy of Canadians, that the following
additional measures apply to the interception of private communications carried
out in accordance with this Ministerial Authorization:

a) The activities carried out pursuant to this Ministerial Authorization shall be in
strict compliance with the current versions of the Ministerial Directives
“Privacy of Canadians”, “Accountability Framework”, and “Collection and
Use of Metadata™.

b) In cases where an analyst recognizes a communication directly related to the
seeking, formulating or giving of legal advice between a client and a person
authorized to practice as a lawyer or a notary in the province of Quebec or as a
barrister or solicitor in any territory or other province of Canada, or any
person employed in the office of such a lawyer, notary, barrister or solicitor
(“solicitor-client communication™):

(i)  the analyst shall annotate that communication for destruction unless the
analyst believes it may contain foreign intelligence;

(ii) if the analyst believes that a solicitor-client communication may contain
foreign intelligence, then the analyst shall annotate that communication
for retention and forthwith bring the communication to the attention of
his/her director (via the reporting chain);

(i11) the director shall forthwith obtain legal advice from the Department of
Justice, CSE Directorate of Legal Services, on whether the continued
retention or use of the solicitor-client communication would be in
conformity with the laws of Canada, and not bring the administration of
justice into disrepute; and

(iv) where legal advice has been obtained that the continued retention or use
of a solicitor-client communication containing foreign intelligence
would be in conformity with the laws of Canada, and not bring the
administration of justice into disrepute, CSE may only use or retain the
information derived from the solicitor-client communication in
conformity with the legal advice received.

¢) To facilitate the review by the Commissioner of CSE of the statutory
requirement that interceptions of private communications must be directed at
foreign entities located outside Canada, CSE shall establish and maintain an
automated directory of selectors which it is satisfied relates to foreign entitics
located outside Canada.

b
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d) CSE shall record the following information, and shall send the report to me
within four (4) months following the expiration of this Ministerial
Authorization, or at any time upon request:

(i)  the number of recognized private communications intercepted pursuant
to this Ministerial Authorization that are used or retained on the basis
that they are essential to international affairs, defence or security;

(i1)  the number of recognized solicitor-client communications intercepted
pursuant to this Ministerial Authorization, that are used or retained on
the basis that they are essential to international affairs, defence or
security and in conformity with the legal advice received;

(iii) the number of intelligence reports produced from the information
derived from private communications intercepted pursuant to this
Ministerial Authorization; and

(iv) the foreign intelligence value of these reports, as they relate to
international affairs, defence or security,

5. CSE shall report to me when any serious issue arises in the implementation of this
Ministerial Authorization, such as a sustained substantial decrease in the value of
this source of foreign intelligence, or any sustained major increase in the number
of recognized private communications or solicitor-client communications
intercepted pursuant to this Ministerial Authorization.

6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act
the Commissioner of CSE is charged with the review of activities carried out
under this Ministerial Authorization to ensure that they are in compliance with the
law and authorized, and CSE shall support and assist the Commissioner in
carrying out such reviews.

8. This Ministerial Authorization shall have effect for one year, from 1 December
2012 to 30 November 2013.

g ™ \ bas
Dated at A aT this #¢ day of No epdean 2012.
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The Honourable Peter MacKay, P.C., M.P.
Minister of National Defence—~"
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A-2017-00017--01434

« MAs authorize CSEC to undertake activities or a class of activities to pursue its
mandate foreign intelligence collection or information technology security
mandates when these activities risk contravention of the Criminal Code
provision against the interception of private communications.

 The MA regime enables CSEC to conduct operations consistent with its foreign
intelligence collection (SIGINT) and information technology security protection
(ITS) mandates

«  Without an MA in place, CSEC would be in violation of the Criminal Code if it
intercepted a private communication in the conduct of its mandated activities

« The National Defence Act outlines specific criteria that CSEC must meet before
you can issue an MA. The protection of the privacy of Canadians is paramount
In all CSEC activities

« All activities conducted under MAs are reviewed by the CSE Commissioner

e To date, CSE Commissioner has determined that all of CSEC’s activities that
he} hq‘s rseyiewekd\_@ haye \beewn Iawfu_\l}_

Canada
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« CSEC undertook a significant effort over the past year to rationalize
application of the CSEC MAs to ensure they are applied against classes
of activities, as specified in the legislation

 The MA Request Memos this year better describe how mandated
activities risk interception of private communications and how CSEC
mitigates this risk

 The intent of this new approach is to provide you with a more fulsome
understanding of the value of each Class of Activity and to locate the
risk of intercepting private communications

« This has reduced the number of SIGINT MAs from six to three

 MAs will no longer be used to approve new programs and these will be
authorized in accordance with existing authorities, and if relevant, an
updated Annex will be submitted to the Minister

Canada
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CSEC is requesting three new SIGINT MAs:

1 T 2 rgets foreign communications—

« This new MA incorporates activities that were
the MAs for
Activities Involving
and Interception Activities

previously conducted under
Interception

Targets foreign communications

« This MA includes activities that were previously conducted under the
_as well as an MA for collection activities

Canada
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A-2017-00017--01438

You may issue a Ministerial Authorization only if you
are satisfied that CSE has met four conditions:

The interception will be directed at foreign entities located outside
Canada;

The information to be obtained could not be reasonably obtained by
other means;

The expected foreign intelligence value of the information that would
be derived from the interception justifies it; and

Satisfactory measures are in place to protect the privacy of Canadians
and to ensure that private communications will only be used or
retained if they are essential to international affairs, defence or
security.

How CSEC meets these conditions is outlined in the
enclosed SIGINT MA request memos

Canada
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« CSE minimizes the inadvertent interception of private
communications through application of selection criteria

to collected data or targeted foreign || EEGEGN

« CSE cannot know in advance if the targeted foreign
entities will communicate with persons in Canada,

— CSE may end up intercepting a one-end Canadian
communication originating or terminating with the foreign entity

« CSE has measures in place to protect the privacy of
Canadians and to ensure that private communications
will only be used or retained if they are essential to
international affairs, defence, or security

Canada
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A-2017-00017--01440

CSEC is requesting one Information Technology Security MA:

1. Protection of Government of Canada Computer Systems and
Networks: Cyber Defence Activites (CDA): Upon request from a
client department, CSEC will undertake cyber operations to detect
threats and vulnerabilities in Government networks and systems
and to mitigate malicious cyber activity directed at Government
networks and systems

« The previous Active Network Security Testing (ANST) MA is
not being renewed since CSEC ceased offering this
program during the past year

2017 01 05 AGCO0155 8 of 17
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Communications Security  Centre de la sécurité

You may issue a Ministerial Authorization only if you

are satisfied that CSE has met five conditions:

the interception is necessary to identify, isolate or prevent harm to
Government of Canada computer systems or networks;

the information to be obtained could not reasonably be obtained by other
means;

the consent of persons whose private communications may be intercepted
cannot reasonably be obtained,;

satisfactory measures are in place to ensure that only information that is
essential to identify, isolate or prevent harm to Government of Canada
computer systems or networks will be used or retained; and,

satisfactory measures are in place to protect the privacy of Canadians in
the use or retention of that information.

How CSEC meets these conditions is outlined in the
enclosed CDA MA Request Memo

AGCO0155
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CSE cyber defence activities are conducted on
Government of Canada systems and networks

All communications transmitted on those systems and
networks between two or more persons are private
communications

Suspect communications may be intercepted for further
analysis by CSE cyber defence personnel

All information obtained by CSE from a federal
institution’s network or system during cyber defence
activities is used or retained in accordance with

established policies and procedures

Canada
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It is recommended that you approve CSEC’s 2012-2013
requests

Canada
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Four Ministerial Directives (MDs) related to CSEC

B - ctivities require your signature.

e These MDs govern CSEC

« These (ECI) MDs are:

Canadﬁ
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* Replaces 2001 Accountability Framework MD to reflect
CSEC'’s new stand-alone status.

* Responds to Prime Minister’s directive that relevant CSEC
MD be amended.

« This MD was specifically highlighted as one requiring
updating by the Prime Minister.

« CSEC revision do not alter fundamental direction but
streamline the Chief’s reporting to the MND.
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« The following MDs were also updated to reflect CSEC's
new stand-alone status.

— MD on Privacy of Canadians
— MD on
— MD on
— MD on

- I o
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« Proposed changes to 2005 MD reflect evolving threat environment
where sharing of foreign metadata between business lines is needed
for cyber defence

« The updated MD will enable SIGINT to provide ITS cyber defence
personnel access to a subset of unsuppressed foreign metadata for
cyber defence purposes.

« CSEC's reporting structure and disclosure procedures remain
adequate to protect the protect the privacy of Canadians

« As a priority, all relevant Operational Policies will be updated before
this MD is operationalized

« CSEC will return to you should there be any issues with
operationalizing the MD

Canada
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« CSEC recommends that the Minister of National
Defence approve the following Ministerial Directives:
— Four (ECI) | NG Ds;
— Six PinG update MDs;
— The annual Intelligence MD; and

« Itis recommended you approve the eleven proposed
Ministerial Directives

Canada
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CONFIDENTIAL

PURPQSE

1. The Communications Security Establishment {CSE) and Natural Resources Canada (together with
CSE, the Participanis) recognize the importance of cooperalion to ensure that the highest standards of
security are applied to signals intelligence (BIGINT) report handling. This Memorandum of Understanding
{(MOU) is intended to clarify roles, responsibilities and standards governing the dissemination and usage
of classified information supplied by CSE to Natural Resources Canada.

AUTHORITIES

2. C8BE's mandate, powers and authorities are defined in Part V.1 of the National Defence Act, as
amended by the Anti-Terrorism Act of December 2001, In broad terms, CSE provides: foreign signals
intelligence in accordance with Government of Canada (GoC) intelligence priorities; advice, guidance and
sarvices o help protect electronic information and information infrastructures of importance to the GoC,
and technical and operational assistance to federal law enforcement and security agencies in the
performance of their lawful duties. CSE is also the crypiology and information technology security
authority under the Policy on Government Security (PGS).

3. Natural Resources Canada's mission is to enhance the responsible development and use of Canada's
natural resources and the competitivensss of Canada’s natural resource sector. The intelligence program
aids in this through the effective exploitation of classified information to aid strategic policy making,
emergency management and risk assessment, and by identitying economic or political trends and threats
to provide informed decision making.

ACCESS

4. Natural Resources Canada recognizes CSE's authority to manage the distribution of SIGINT reports
as outlined in Treasury Board's Pollcy on Government Securily (PGS)

8. Under this autherity, CSE authorizes Natural Resources Canada to access SIGINT end-product
raporting at its CSE-accredited sites, as outlined in this MOU, with the exception of restricted reporting.

8. Natural Bescurces Canada will provide CSE with current copies of the procedures and processes that
describe Natural Resources Canada’s use of SIGINT at each location.

7. _Es the CSE application that enables Web-based dissemination of SIGINT information to
client desklops based on specified client requirermnents. Appropriately security-cleared Natural Resources
Canada staff may be granted access to_using terminals located within a SIGINT Secure
Area {SSA).

8. CSE will support dissemination within Natural Resources Canada by granting, to selected,
aqurity»clearedsindoctrinatad and trained Natural Resources Canada smployees, access lo
the| Client Service Interface. This will permit selected users to enter client profiles, feedback
and requirements, allowing CSE In return, to track and measure SIGINT end-product usage of clients a
Natural Resources Canada. Natural Resources Canada personnel with access 1o the Client Service
Interface will be required to complete a standard training program on the SIGINT process and policies as
determined by CSE.

9. Natural Resources Canada users will keep ihei{- information accurate and current.

10. Natural Resources Canada understands and agrees that all access, handling, distribution, retention
and destruction of SIGINT material will be executed in accordance with the Canadian SIGINT Security
Standards {C858) and other applicable policies and procedures, CSE reserves the right to conduct, in
cooperation with Natural Resources Canada, on-site security audits on the handling of SIGINT material.

AGC0156 A-2017-00017-01451
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11. CS8E is commitled to providing Natural Resources Canada the training, policy and operational support
required 10 utiiize* Likewise, Natural Resources Canada is committed to keeping CSE
abreast of any changes to its internal policies and procedures concerning SIGINT handiing.

AUTHORIZED USE AND HANDLING

12. Natural Resources Canada recognizes that “authorized use” af_ refers to any use of
SIGINT by Natural Resources Canada that can be clearly shown to be in support of its mandate, which
may include “need-to-know’-based searches of * internal dissemination, inclusion of SIGINT
in briefings and assessments, and actions taken based on SIGINT, any and all of which must receive
prior approval by CSE’s Disclosure, Policy and Review Group. Terms and conditions of SIGINT use are
subject to the CSSS, SIGINT Dissemination Procedures and all CSE Operational Policies, and may be
further refined by CSE in MOU's or letters of agreement.

13. “Need-to-know” is a determination made by an authorized holder of information to assess whether a
recipient requires access to that information in order to perform an authorized govemment function. This
is a fundamental aspect of SIGINT handling and reflects the principle that not everyone who is cleared
and indoctrinated to see SIGINT necessarily needs to see all of it. {For further details, see C855-700,
Canadlian SIGINT Security Standards, available on the CSE Mandrake homepage.)

14. Natural Resources Canada will ensure that all Natural Resources Canada products that contain
information from SIGINT are appropriately security marked and referenced.

MONITORING

15. Natural Resources Canada understands that _ is subject to system and sscurity auditing
and monitoring by CSE. Any use of must follow the principles of “authorized use” and
"need-to-know”. Users understand that their use is subject fo rnonitoring, and unauthorized
activities are subject to sanctions.

16. Natural Resources Canada must report compromises or suspected compromises of SIGINT in
accordance with the CS8S8-100.

RESTRICTED BEPORTING

17. The Parties recognize that the dissemination of restricted SIGINT reporting to Natural Resources
Canada officials will be performed by a CSE Client Relations Officer (CRO). Naturai Resources Canada
officials reviewing product will direct content related queries to the designated CSE CRO.

CONFIDENTIALITY AND SECURITY OF INFORMATION
18. Information provided by CSE will only be used for the specific purpose for which it is provided. The
Participants will ensure that appropriate procedures are in place to protect the information from any

further disclosure.

19. The Participants will not disclose any information provided pursuant to this MOU to a third party
without the permission of the originating Participant.
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CONTACTS

20. The primary CSE client relations contact person is_

21. The primary Natural Resources Canada contact person is Alan Dickie, Manager of Intelligence and
COMCO.

MODIFICATION

22. This MOU may be modified at any time by written consent of the Participants.

EFFECTIVE DATE

23. This MOU will come into effect when signed by the Participants and shall remain in effect until
terminated.

TERMINATION

24. Either Participant may terminate this MOU at any time upon written notification.

REVIEW

25. This Memarandum of Understanding will be reviewed periodically to ensure it remains current with
operational requirements and administrative changes.

f%’g{ﬁ/“ f bae b6 TUNE 2013

Peter Cork !

Director General,
Intelligence Branch
Communications Security Establishment Canada

Director General
Human Resources and Security Management Branch
Natural Resources Canada
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1.3 Context
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1. Introduction

The objective of these instructions is to define the Canadian SIGINT
Production Chain, in order to determine who can have access to SIGINT data.
Access to SIGINT data must be limited due to the potential for exposure to
information about Canadians, as well as the potential for compromising
SIGINT methods, sources and capabilities. SIGINT data refers to:

e Raw SIGINT data,

¢ Evaluated and/or altered SIGINT data, and

e Non-releasable SIGINT products.

SIGINT data does not refer to releasable SIGINT products.

As stated in the Policy on Government Security, CSE is the government’s
national authority for SIGINT and COMSEC, and is the lead security agency
responsible for developing SIGINT-related policy instruments and providing
advice and guidance to departments on the protection and distribution of
SIGINT.

As such, these instructions introduce or refine the following terms:
e The Canadian SIGINT Production Chain
e Canadian SIGINT Production Chain activities
e Raw SIGINT data
e FEvaluated and/or altered SIGINT data
e Non-releasable SIGINT products
e Releasable SIGINT products

This Canadian SIGINT Operations Instruction (CSOI) is issued under the
authority of the CSE Deputy Chief, SIGINT (DC SIGINT).

These instructions identify who may have access to SIGINT data and should
be used in conjunction with CSSS-100 Canadian SIGINT Security Standards
when making decisions to grant such access.

These instructions do not address the dissemination, release, disclosure, or
sanitization of releasable SIGINT products.
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1.4 References

1.5 Application

1.6
Accountability
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Policy on Government Security, 1 July 2009

e Ministerial Directive on the Integrated SIGINT Operational Model
(ISOM), May 2004

e OPS-1, Protecting the Privacy of Canadians and Ensuring Legal
Compliance in the Conduct of CSE Activities

e OPS-1-1, Procedures for Release of Suppressed Information from SIGINT
Reports

e OPS-1-7, Operational Procedures for Naming in SIGINT Report

OPS-1-8, Active Monitoring of Operations fo Ensure Legal Compliance

and the Protection of the Privacy of Canadians

CSSS-100, The Canadian SIGINT Security Standards

CSOI-1-1, The National SIGINT Priorities List Process

CSOI-4-1, SIGINT Reporting

CSOI-4-2, Producing Gists for Indications and Warning Purposes

These instructions apply to all individuals and elements within the Canadian
SIGINT System authorized to conduct SIGINT activities under the authority
of DC SIGINT. This includes Information Technology Security (ITS),
Government of Canada (GC), Second Party integrees and personnel operating
under the authority of the Canadian Armed Forces (CAF) SIGINT Technical
Control Authority (STCA).

The following table outlines responsibilities with respect to these instructions.

Who Responsibility
Deputy Chief SIGINT Approving these instructions
Director General SIGINT Recommending these instructions for
Programs approval
Director SIGINT e Promulgating and implementing these
Requirements, SIGINT instructions
Programs e Revising these instructions as required
e Seeking legal and/or policy advice if
required
e Responding to questions concerning
these instructions

AGC0157 A-2017-00017-01458
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All CSE Directors-General e Applying these instructions
and Directors who are
affected by these instructions
and the Canadian Armed
Forces SIGINT Technical
Control Authority (CAF
STCA)
All CSE managers and Ensuring that their staff have read,
CAF/DND leaders and understood and comply with these
supervisors who are affected | instructions and any amendments to these
by these instructions instructions
All CSE, DND staff and Reading, understanding and complying with
employees and CAF members |these instructions and any amendments to
who are affected by these these instructions
instructions

1.7 Amendment Amendments to these instructions may be required because of changing

Process

1.8 Enquiries

1.9 Review

requirements or unforeseen circumstances. All approved amendments will be
announced to staff and posted on the SIGINT Programs Oversight and
Compliance (SPOC) web pages.

Questions related to these instructions should be directed to Operational
Managers who in turn will consult with SPOC staff. E-mail inquiries can also
be directed to spoc-staff-dl@cse-cst.ge.ca.

The activities outlined in these instructions are subject to internal monitoring
for policy compliance, audit, and review by various government bodies,
including, but not limited to, the Office of the CSE Commissioner (OCSEC).
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2. The Canadian SIGINT Production Chain

2.1 The The Canadian SIGINT Production Chain refers solely to the production and
Canadian use of SIGINT. This is limited to SIGINT activities conducted under the
SIGINT authority of DC SIGINT, including delegated activities.
Production
Chain

To be considered part of the SIGINT Production Chain, individuals must be:

a CSE employee;

a CSE contractor;

a GC secondee working at CSE and under the direction of CSE SIGINT
management;

a CAF member posted to CSE and under the direction of CSE SIGINT
management;

a CAF or civilian member of Canadian Forces Information Operations
Group (CFIOG) or other member of the CAF operating under the CAF
STCA;

1 sccond ot I - I

a deployed CSE employee working under DC SIGINT authority; or
a deployed CAF member working under the authority of the CAF STCA.

2.2 SIGINT The SIGINT Production Chain refers to those individuals, elements and
Production components that engage in the following:

Chain Activities
L ]

SIGINT production activities: These include activities or tradecraft that use
information acquired from the Global Information Infrastructure (GII) to

generate foreign intelligence. Examples include:
analysis, reporting and evaluation of intelligence value.

AGC0157 A-2017-00017--01460
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o  SIGINT oversight activities: These include activities or processes designed
to assess and ensure the proper handling of SIGINT data. Examples
include: monitoring for compliance with legislation, ministerial direction
and policy instruments, creating and amending policy instruments, audit
and review.

e CSFE activities associated with protecting networks of importance fo the
Government of Canada:

Individuals who do not conduct Canadian SIGINT Production Chain activities
are not treated as a part of the chain and therefore are not eligible for access to
SIGINT data. Examples of activities that are not part of the chain include:

¢ Oversight of activities in SIGINT organizations not directly related to
SIGINT business. This includes, but is not limited to: evaluation,
management accountability for human resources purposes, financial audit,
and personnel security reviews;

e SIGINT product dissemination conducted by persons who are not CSE
staff or CAF members, and who are operating outside of the authority of
the CAF STCA;

¢ Liaison with or by GC departments and Second Parties,_

activities;

e Operational activities of CSE personnel or CAF members integrated at
other organizations and whose activities are governed by the host
organizations; and

¢ Creation of products (e.g. assessments, briefings, etc.) by certain clients.

In addition, individuals accessing SIGINT data must:

e Be operating in an accredited SIGINT Secure Area (SSA), also known as a
Sensitive Compartmented Information Facility (SCIF);

¢ Be cleared for TOP SECRET (TS); and

¢ Hold a SIGINT Information Access (SIA) indoctrination.
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3.1 Raw
SIGINT Data

3.2 Access to
Raw SIGINT
Data
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3. Access to Raw SIGINT Data

Raw SIGINT data is information acquired by Canadian or Allied SIGINT
collection activities that has not been evaluated for foreign intelligence or
privacy considerations; this may be communications or non-communications
content or metadata. Raw SIGINT data includes information acquired through
targeted collection operations against foreign intelligence targets as well as
research and development activities (e.g. network analysis, signals analysis).

Access to raw SIGINT data must be limited due to the potential for exposure
to information about Canadians, as well as the potential for compromising
SIGINT methods, sources and capabilities.

Individuals conducting Canadian SIGINT Production Chain activities under
the authority of DC SIGINT (or delegated authorities) can have access to raw
SIGINT data as needed to fulfill their official duties.

Within CSE, direct supervisors of personnel who conduct SIGINT activities
under the authority of DC SIGINT are responsible for requesting access to
raw SIGINT data as needed to fulfill official duties.

Within the CAF, direct supervisors of personnel who conduct raw SIGINT
activities under the authority of the CAF STCA are responsible for requesting
access to raw SIGINT data as needed to fulfill official duties. Access requests
are assessed and authorized according to the established chain of command.

To ensure that any policy and/or tradecraft-training requirements for access to
raw SIGINT data access have been met, supplementary review mechanisms
and prerequisites may be put in place for account requests.

Managers must ensure that appropriate procedures for proper handling of the
information as well as an intelligence oversight reporting processes are
established and documented.

Managers are responsible for ensuring that access is removed, as necessary,
when an employee changes positions or leaves the Canadian SIGINT
Production Chain.
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3.3 Use of Raw
SIGINT Data

3.4 Access to
Raw SIGINT
Data Under
Part (b) of

CSE’s Mandate _ With their management’s recommendation, ITS
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Once access is granted, the protection of SIGINT methods, sources, and
capabilities is dependent upon the rigorous application of these instructions,
The Canadian SIGINT Security Standards (CSSS) and other referenced
handling standards.

Individuals accessing raw SIGINT data for the purpose of enabling the
production of SIGINT shall:

¢ Conduct activities only in support of their official duties and to the extent
necessary to do their job;

e Apply measures to protect the privacy of Canadians and ensure legal
compliance in the conduct of their SIGINT activities, and act in
accordance with all relevant SIGINT legislation, ministerial direction and
policy instruments;

¢ Employ only those selectors and/or search terms reasonably likely to
produce information in support of clearly identified GC foreign
intelligence priorities and in accordance with OPS-1, Protecting the
Privacy of Canadians and Ensuring Legal Compliance in the Conduct of
CSE Activities; and

e Prevent unauthorized access to raw SIGINT data by applying appropriate
security measures.

ITS personnel located in the and

with _ can be granted access to raw SIGINT
BT

personnel within those offices will be granted access following formal
notification to IPOC and SPOC. ITS personnel in other offices may be
granted access to raw SIGINT data dependent on the approval of SPOC and
SIGINT Office of Primary Interest (OPI) concurrence. Any request for access
to _ auditable SIGINT databases must follow |
established policy requirements. As part of the SIGINT Production Chain
individuals noted above are subject to all provisions outlined in SIGINT
policy instruments that govern the handling, storage and dissemination of
SIGINT data. Provisions include, but are not limited to, the annual OPS-1
quiz and the biannual “SIGINT and the Law” briefing. It is incumbent on
individuals granted access under this section to notify SPOC and IPOC if their
circumstances change and they are no longer employed in the appointment
under which they received this access.

10
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3.5 Access to Raw SIGINT data including content and associated metadata, which has been
Raw SIGINT targeted (i.c., selected traffic) by approved | N SN <c\cctors, is provided
Data I o he targeting [l Non-selected, unaltered raw SIGINT data (i.e.,

L] unselected, unminimized metadata) [

Note: The provision of unknown data to _for technical analysis
is dealt with in OPS-1-13, Operational Procedures Related to Canadian

B o/lcction Activities.

11
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4. Access to Evaluated and/or Altered SIGINT Data

4.1 Evaluated Evaluated SIGINT data is raw SIGINT data that has been evaluated for
SIGINT Data  foreign intelligence value.

4.2 Altered Altered SIGINT data is raw SIGINT data that has been altered to protect the
SIGINT Data  privacy of Canadians (e.g., through minimization or suppression), or to
protect source information (e.g., sanitization).

4.3 Sharing and  Individuals conducting Canadian SIGINT Production Chain activities under
Disseminating  the authority of DC SIGINT (or delegated authorities) who wish to share
Evaluated and/or disseminate SIGINT data to partners and clients outside the SIGINT

and/or Altered  p.,4,,ction Chain may only do so via a releasable SIGINT product.
SIGINT Data

4.4 Access to Raw SIGINT data consisting solely of metadata may be made accessible to
Altered B < (on¢ as identifiers known to belong to Canadians or

SIGINT Data persons located in Canada are altered in such a way as to render them

- impossible to identify the persons to whom the identifiers relate.

12
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5.1 Non-
Releasable
SIGINT
Products

5.2 Releasable
SIGINT
Products
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5. Access to SIGINT Products

Non-releasable SIGINT products do not conform to all of the necessary
requirements for releasable SIGINT, and include:

Gists (Indications & Warnings); for more information, please refer to
CSOI-4-2, Producing Gists for Indications and Warning Purposes;

Technical SIGINT Reports (Cryptologic/Communications Information

Reports (CIR)

Releasable SIGINT products have been:

Evaluated and deemed to hold foreign intelligence value;

Associated with clearly identified GC foreign intelligence requirements

(GCRs);

Altered to protect the privacy of Canadians, in accordance with OPS-1-7,

Operational Procedures for Naming in SIGINT Reports, as necessary;
Refined to comply with reporting standards and to protect SIGINT
methods and sources; and

Approved for release according to the procedures outlined in OPS-1,
Protecting the Privacy of Canadians and Ensuring Legal Compliance
the Conduct of CSE Activities and CSOI-4-1, SIGINT Reporting.

in

Releasable SIGINT products that meet all of these requirements are eligible
for release to SIGINT clients and include the following:

Canadian, _End—Product Reports (EPRs)

Advance Reports

SIGINT Summaries and Assessments
Information Items

Tactical Reports (TACREPs)

AGCO0157
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6. Granting Access in Special Circumstances
6.1 Approval Under exceptional circumstances, individuals outside the Canadian SIGINT
Process for Production Chain may be granted access to SIGINT data. This includes:

Special
Circumstances Any CAF or DSO personnel who are deployed under DC SIGINT or CAF
STCA authority and operating G

o o
|

All such requests must be sent to Manager SPOC, and must include:

Specifics of whom the exemption is for;

Specifics of what data is needed;

A justification for why the exception is required; and

An explanation for why access to existing releasable SIGINT products is
not sufficient.

Manager SPOC will review and approve requests and consult with Director
SPR if required.

All CAF requests will be forwarded to CFIOG Oversight and Compliance for
review, and then forwarded to SPOC.

14
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Altered
SIGINT Data

Canadian
Armed Forces
SIGINT
Technical
Control
Authority (CF
STCA)

Canadian
SIGINT
Production
Chain

Canadian
SIGINT
Production

Chain Activities
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7. Definitions

Raw SIGINT data that has been altered to protect the privacy of Canadians
(e.g. through minimization or suppression).

The Canadian Armed Forces authority responsible for the management of
CAF SIGINT and the oversight of CAF SIGINT to ensure compliance with
National and CAF SIGINT policies, orders, directives, procedures and
standards.

Under the framework of the Integrated SIGINT Operational Model, the CAF
STCA operates under the delegated authority of DC SIGINT. The CAF STCA

will normally be assigned _

The CAF STCA is responsible for SIGINT technical control over all CAF

SIGINT operations, | << ordless of the

chain of command of the units actually conducting the operations.

The Canadian SIGINT Production Chain refers to SIGINT enabling,
production or oversight activities conducted under the authority of DC
SIGINT, including those activities delegated to non-CSE organizations. This
does not include the consumption of SIGINT Products, but does include the
activities that enable consumption.

The SIGINT Production Chain refers to those individuals, elements and
components that produce and use of SIGINT by engaging in the following
activities:

«_ SIGINT Enabing activic:: I
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e SIGINT Production activities: These are any activity or tradecraft that uses
information acquired from the GII to create foreign intelligence. Examples
include, but are not limited to: analysis, reporting
and evaluation of intelligence value.

e SIGINT Oversight activities: These are any activity or process designed to
assess and ensure the proper handling of SIGINT Data. Examples include,
but are not limited to: monitoring for compliance with legislation,
Ministerial direction and policy instruments, creating and amending policy
instruments, audit and review.

e Protecting yetworls of imnortance to the (zovernment of Canada
activities:

Content is defined as the message substance (voice or text, for example) of
the communication.

Raw SIGINT data that has been evaluated for foreign intelligence value.

The Global Information Infrastructure (GII) includes electromagnetic
emissions, communications systems, information technology systems and
networks, and any data or technical information carried on, contained in, or
relating to those emissions systems and networks.

Metadata is defined as information associated with a telecommunication to
identify, describe, manage, or route that telecommunication or any part of it
as well as the means by which it was transmitted, but excludes any
information or part of information which could reveal the purport of a
telecommunication, or the whole or any part of its content.

16
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Need-To-Know  Need-to-know is a determination made by an authorized holder of information
to assess whether a possible recipient requires access to that information in
order to perform an authorized GC function. Need-to-know is a fundamental
aspect of CSE’s information handling system and is a way of further
restricting access to classified and protected information. It reflects the
principle that not everyone who is cleared to see certain information
necessarily needs to see all of it. See CSSS-100 Canadian SIGINT Security
Standards.

Non-releasable  Non-releasable SIGINT products do not conform to all of the necessary
SIGINT requirements for releasable SIGINT, and include:
products
e Gists (Indications & Warnings); for more information, please refer to
CSOI-4-2, Producing Gists for Indications and Warning Purposes;
¢ Technical SIGINT Reports (Cryptologic/Communications Information
Reports (CIR)

Raw SIGINT SIGINT data is any SIGINT information acquired as a result of research and

Data development, or from targeted collection operations against a particular
foreign intelligence target, before the information has been evaluated for
foreign intelligence value and altered to protect the privacy of Canadians. It
may consist of content and/or metadata. Content is defined as the message

substance (voice or text) of the communication. |

Releasable Releasable SIGINT products are SIGINT products that:
SIGINT

Products e Have been evaluated and deemed to hold foreign intelligence value;

e Respond to clearly identified Government of Canada foreign intelligence
requirements (GCRs);

e If necessary, has been altered to protect the privacy of Canadians, in
accordance with OPS-1-7, Operational Procedures for Naming in SIGINT
Reports;

e Have been refined to comply with reporting standards and to protect

(2}
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SIGINT methods and sources; and

e Have been approved for release according to the procedures outlined in
OPS-1, Protecting the Privacy of Canadians and Ensuring Legal
Compliance in the Conduct of CSE Activities and CSOI-4-1, SIGINT
Reporting.

Search Terms Search terms are terms (which may or may not include a wildcard) used for
purpose of querying in SIGINT databases in order to identify traffic for
further analysis.

Second Parties  Second Parties refer to CSE’s SIGINT counterparts and include: the US
National Security Agency (NSA), the UK Government Communications
Headquarters (GCHQ), Australian Signals Directorate (ASD), and New
Zealand’s Government Communications Security Bureau (GCSB).

Selectors Selectors may include a name, | IP

or e-mail address, facsimile or telephone number, or other alphanumeric

character strear |
- for the purpose of identifying traffic that relates to national foreign

intelligence requirements and isolating it for further processing.

SIGINT Clients A SIGINT client is a person employed in a GC client organization authorized
to receive SIGINT who uses this information for strategic warning, policy
formulation, decision-making, and/or day-to-day assessment of foreign
entities’ capabilities and intentions.

Specific GC organizations could include:

o Department of National Defence (DND) and the Canadian Armed
Forces (CAF);

o Department of Foreign Affairs, Trade and Development Canada
(DFATD),

o Citizenship and Immigration Canada (CIC);

o Canadian Security Intelligence Service (CSIS); and

o Privy Council Office (PCO).

Note: Normally, client organizations are federal-level government
departments and agencies, including overseas missions and military
commands, but they can also include private contractors of such
organizations.

18
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SIGINT Data SIGINT data refers to raw SIGINT data, evaluated and/or altered SIGINT
data, and non-releasable SIGINT products. SIGINT data does not refer to

releasable SIGINT products.

SIGINT SIGINT products are based on SIGINT data and respond to identified GC

Products foreign intelligence priorities. SIGINT products fall into two categories:
releasable (to clients) and non-releasable (limited to the SIGINT Production
Chain).

19
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CSO0I-1-2 Promulgation

Reviewed and Recommended for Approval

I have reviewed and hereby recommend these instructions for approval.

26 March 2014

James Abbott Date
Director General Production

Approved

I hereby approve CSOI-1-2: The Canadian SIGINT Production Chain and Access to SIGINT
Data. These instructions are effective immediately.

Original signed by DC SIGINT 26 March 2014
Shelly Bruce Date
Deputy Chief SIGINT
20
20170105 AGCO0157 A-2017-00017--01473






TOP SECRET//SI

%,\ﬁ% Cormmiunications Seciwrity.  Centre de la-ssourité %‘ 3
# 7 Establishment Canada des telécommunications Canada f :

Canadian SIGINT Operations Instructions
CSOIl-4-1

SIGINT Reporting

Last Updated:

25 June 2014

nad:

2017 01 05 AGCO0159 A-2017-00017-01474 «





20170105

TOP SECRET//SI
CS0OIl4-1
25 June 2014

Table of Contents

Authoring a Report: A Step-by-step Guide

Fundamentals of SIGINT Reporting

General principles
Characteristics of a good SIGINT report

Report Content and Presentation

The report body: Structure and formatting
The report body: Content

Analytic comments

Footnotes

Attribution
In the body of the report
In the title

Collateral
The role of ¢collateral
Restrictions on collateral
Placement and flagging of collateral
Unclassified collateral
Classified collateral
Record-keeping requirements

Identities

Rules on reporting identitics

Marking and handling suppressed information
Contextual identification

SIGINT Style Guide

Abbreviations and acronyms

Code words, cover names and cover numbers
Dates

(Geographic coordinates

Linguistic information

Measurements
Military equipment and unit designators
Money

AGCO0159

2 ~Af10Q7
A-2017-00017--01475





20170105

TOP SECRET//SI
CS0OIl4-1
25 June 2014

Validity wording

Attachments

Report Externals

General Metadata page

Distribution page
Collective address groups (CAGs)
Plain-language addresses (PLAs)
Delivery distribution indicators (DDIs)

TAGs plaie

Subject/topic component
Principal component

Creating TAG lings in

Effective use of the TAG system

Corrections and Cancellations

Determining whether to correct or cancel
Corrections

Appendices

Report Classification
General aspects of classification

Other components

Reporting Nationally Sensitive Information
Feedback reports
Canadian sensitivities
Second Party sensitivities

Severing (issuing more than ong report)

Preparine CEOQ and RESTRICTED reports in -

AGCO0159

i

2 A~Af10Q7
A-2017-00017--01476






TOP SECRET//SI
CS0OIl4-1
25 June 2014

Write-To-Release Reporting
Determining a report’s eligibility for WTR
Writing the tear-line portion of a report
Including collateral or comments in a tear-line
Releasing a tear-line report

Preparing a SIGINT Summary_in |
Preparing a SIGINT Assessment in [

Cryptologic Information Reports (CIRs)
CIR reporting requirements
CIR reporting priorities

Preparing a CIR in _

Information Items

T R penting

Introduction

Advance Reports

I : coo:ting

Introduction

ELINT Reporting
Introduction

COMINT reports containing ELINT
SIGINT Report Release Authorities

“Native Format” Reporting

il

2017 01 05 AGCO0139 A-2017-00017-01477 ©





TOP SECRET//SI
CSOIl4-1
25 June 2014

1. Introduction

1.1 Objective

These instructions provide direction to CSEC and CFIOG staff regarding the content,
presentation and technical aspects (externals) of SIGINT reports. Their purpose is to
ensure compliance with legal and policy requirements (reporting standards) and to
promote quality and consistency in CSEC and CFIOG reporting (guidelines).

1.2 Authority

This CSEC SIGINT Operations Instruction (CSOI) is issued under the authority of the
CSEC Deputy Chief, SIGINT.

1.3 Supersession

This document supersedes OPS-5-2, SIGINT Reporting Procedures.

1.4 References

¢« OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the
Conduct of CSEC Activities

¢« OPS-1-7, Operational Procedures for Naming in SIGINT Reports

e OPS-1-11, Retention Schedules for SIGINT Data

o OPS-5-3, Write-to-Release Procedures

1.5 Standards versus guidelines

As suggested in section 1.1, this document contains two types of reporting instructions:
guidelines and standards.

Guidelines represent best practice in SIGINT report-writing style. Use them intelligently,
balancing them against your own knowledge of the subjects you report on and of the
various users of your reports. Deviate from them if there is compelling reason to do so.

Standards are instructions that must be followed. Here are a few examples:

¢ Reports must have the correct protective markings (classification, control system
markings and dissemination control markings).
« Politically sensitive reports must be sent to the appropriate addressees.
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¢ Reports must safeguard information that could be used to identify Canadian or
Second Party individuals, corporations or organizations, in accordance with OPS-1-7.
¢ The information in reports must be accurate.

1.6 Application

This CSOI applies to all CSEC and CFIOG staff engaged in authoring, editing, reviewing
or releasing SIGINT reports.

SIGINT reports include, but are not limited to, the following types of reports:

¢ COMINT reports
Cryptologic Information Reports (CIRs)
ELINT reports
FISINT reports
IRRELEVANT |
1&W GIST reports
SIGINT Assessment reports
SIGINT Summary reports
SIGINT Support Element (SSE) reports
Synopsis reports
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This table outlines responsibilities with respect to these instructions.

Who

Responsibility

Deputy Chief SIGINT

Approving these instructions

Director General SIGINT Programs

Recommending these instructions for approval

Associate Director Mission Management
(AMM), SIGINT Programs Group

¢ Promulgating and implementing these
instructions

+ Secking legal and/or policy advice if
required

Director General Intelligence and
Intelligence Branch Directors

Applying these instructions

Production Support, Intelligence Branch

¢ Maintaining these instructions
¢ Answering questions concerning these
instructions

All CSEC and CFIOG managers who are
affected by these instructions

Ensuring that their staff complies with these
instructions and any amendments to these
instructions

All CSEC and CFIOG staff who are
involved in authoring, editing, reviewing
or releasing SIGINT reports

Complying with these instructions and any
amendments to these instructions

1.8 Amendment process

Situations may arise where amendments to these instructions may be required because of
changing or unforeseen circumstances. All approved amendments will be announced to

1.9 Enquiries

All questions regarding this CSOI should be directed to CSEC/_

AGCO0159
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2. Authoring a Report: A Step-by-step Guide

2.1 Before you write
Step|Action Resources
1 |If you are planning to prepare one of the following special types
of reports, please consult the associated reference document
before you begin. Reporting Nationally Sensitive
¢ CEO, RESTRICTED or involving a Second Party national  [Information (including CEQ and
sensitivity Restricted)
¢ A Synopsis report Synopsis Reports
¢ AnI&W Gist report Producing Gists for I&W Purposes
¢  SIGINT Summary, SIGINT Assessment SIGINT Summaries and Assessments
¢ Cryptologic Information Report (CIR) CIRs
s A report containing information Using SRR [nformation
e A report containing [EEEEEEE nformation I Rcoorting
s Areport contal:n%ng ELINT data ELINT Reporting
e Areport ;ontammg Bl data Bl R-porting
* A native format report “Native Format” Reporting
IRRELEVANT
2 |Determine the classification and distribution that your report will [Special Reporting Conventions
have. You will need this information to select the correct report
template.
If you’'re using the Default Product Template, go to Step 5.
3 |On the [ toolbar, click the Bookmark icon. In the
Standard Templates folder, find the appropriate template and
click it.
4 |Create a new report from the template by clicking Create Draft
From on the left side of the toolbar.
5 [Determine whether a tear-line can be included in the report. 'Write-To-Release Reporting
6 |Click Preview, then click Product Release Form. Click Open. Product Release Form
Complete the form on the screen and print a copy.
2.2 Writing your report
Step|Action Resources
1 |On the [N toolbar, click Edit, then click Editor.
2 |in the SN pone, compose the report according to the  [Report layout
procedures in this CSOL. 'Write-To-Release Reporting
3 |On the | toolbar, click the Save icon.

20170105
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2.3 Entering the report metadata

Step|Action Resources
1 |TAGs About the TAGs page
TAGs Working Aid

For each TAG line required, select the appropriate TAGs, then

click Add TAG Line.
2 [Traffic About the Traffic page
Identifving the traffic
Contribution percentage
Traffic language

OPS-1/S.16 category

3 |Distribution About the Distribution page

NB: This step applies only to reports shared with Second Parties.

appropriate DDIs. DDI Working Aid for regular

reports

DDI Working Aid for CIRs
About CAGs

On the [l toolbar, click Distribution, then select all About DDIs

If you are not using a template, please see the detailed

4 |Actors About the Actors page

Assign each person the correct role (type).

Make sure the Actors list matches the signatories on the Product
Release Form.

5 |General Metadata About the General Metadata page

Additional Warnings: Select any that apply.
Type: Select the report type (CIR,

[Reason for Write to Release Exemption: If your report does not
have a tear-line, select the appropriate reason.

[RET ID: If your report addresses an RFI, enter the number.

STR: If your report addresses an SIR, enter the number.
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6 |Attachments

This step applies only to reports to which attachments must be
added.

To add an attachment to a report, click Attachments, then click
Attach a file or Attach from clipboard. Complete the fields in the
popup window and click Attach.

About the Attachments page

2.4 The edit/release process

AGCO0159

Step |Acti011 IResources

SIGINT Report Release
Authorities
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Product Release Form

Product Release Form

Retention Schedules for SIGINT

Data (OPS-1-11)

AGCO0159

Page 7 of 190

11 ~F 107
A-2017-00017--01484





TOP SECRET//SI
CSOIl4-1
25 June 2014

3. Fundamentals of SIGINT Reporting

3.0.1 Overview

This part describes the key principles that apply to SIGINT reports, and the ingredients
of a good SIGINT report.

3.0.2 Contents
This part contains the following sections:

o General principles of SIGINT reporting
o Characteristics of a good SIGINT report

3.1 General principles

3.1.1 Emphasis on SIGINT

Your job as a SIGINT analyst is to report the SIGINT facts. However, be sure to include
all appropriate cross-references, clearly-labelled analytic comments, and collateral that
explains, clarifies or refutes the SIGINT.

3.1.2 Focus on foreign intelligence

One of CSEC’s mandates is to provide the Government of Canada with foreign
intelligence (for the official definition of foreign intelligence, see section 8.9 of QPS-1).
This means that in drafting your reports, you must focus on the activities of foreign
intelligence targets. For example, if a report covers discussions between a foreign person
and a Canadian, emphasize the foreign person’s description or assessment of the
discussion, and not the identity, statements or views of the Canadian. For more
information and more detailed examples, see the section on report focus.

3.1.3 Use of generic identifiers
Replace the names and other identifying information of Canadian and Second Party

persons, corporations and organizations with generic terms, except under specific
circumstances. For more information, see the chapter on identities in reports.
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3.1.4 Need to know
CSEC and CFIOG disseminate SIGINT reports only to authorized persons and
organizations that are appropriately cleared and indoctrinated for access and have a need
to know.
Having a need to know means having a requirement for the information in order to be

able to perform one’s duties or functions. For more information, see the Need-to-Know
Guidelines (OPS-5-15).

3.1.5 Classification
Be sure to classify SIGINT information at a level consistent with
¢ the potential damage to Canada’s national interest if the information were
compromised

¢ the requirement for the protection of sources and collection methods

For further guidance, see SIGINT Classification Standards (CSSS-103).

3.2 Characteristics of a good SIGINT report

3.2.1 Relevant

Make sure the information in the report meets one or more customer requirements.

3.2.2 Timely

Issue the report while the information it contains is still useful to the client.

3.2.3 Accurate

Make sure the information in the report is correct and complete.

3.2.4 Objective

Make sure the interpretations and conclusions in the report are free of distortion or
manipulation due to self-interest or bias.
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3.2.5 Clear and concise
IRRELEVANT

3.2.6 Written for the reader

IRRELEVANT
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4. Report Content and Presentation

4.0.1 Overview

This part provides guidelines on the layout of a SIGINT report and on how to include
attribution, collateral and identities in a report. It also describes the various style
conventions specific to SIGINT reporting (acronyms, capitalization, spelling, etc.) and
how to add attachments to a report.

4.0.2 Contents

This part contains the following chapters:

Attribution
Collateral
Identities

SIGINT Stvle Guide
Attachments
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4.1 Report Layout

4.1.0.1 Overview
This chapter describes the main structural components and subcomponents of SIGINT

reports and provides guidelines for organizing the contents of each component and
subcomponent.

4.1.0.2 Structural components

IRRELEVANT
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4.1.0.3 Journalistic principles
IRRELEVANT

4.1.0.4 Contents

This chapter contains the following sections:

Title slugs
The report body: Structure and formatting

The report body: Content
Analvtic comments
Footnotes
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4.1.1 The report title

4.1.1.1 What it’s for
IRRELEVANT

4.1.1.2 Title components
IRRELEVANT

4.1.1.3 Title classification
IRRELEVANT

4.1.1.4 The subject
IRRELEVANT

4.1.1.5 Capitalization in the subject
IRRELEVANT
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4.1.1.6 Length
IRRELEVANT

4.1.1.7 Verb tense
IRRELEVANT
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4.1.1.8 Punctuation

IRRELEVANT

4.1.1.9 Dates in titles
IRRELEVANT
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4.1.1.10 Collateral in titles
IRRELEVANT

4.1.1.11 Tear-line titles

In general, titles of tear-line portions are subject to the same rules as overall report titles,
with the following exceptions:

e classify tear-line titles at the SECRET level (usually S//REL TO CAN, AUS, GBR,
NZL, USA or S//CEO)
e omit attribution

4.1.2 Title slugs

4.1.2.1 Purpose of slugs
IRRELEVANT

4.1.2.2 Slug types
IRRELEVANT
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4.1.2.3 Special slugs
IRRELEVANT

4.1.2.4 Generic slugs
IRRELEVANT
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IRRELEVANT

4.1.3 The report body: Structure and formatting

4.1.3.1 Components
IRRELEVANT

4.1.3.2 Block headings
IRRELEVANT

4.1.3.3 Heading content

IRRELEVANT

4.1.3.4 Classifying block headings

IRRELEVANT

Page 19 of 190

2017 01 05 AGCO159 A-2017-00017-01296





TOP SECRET//SI
CSOIl4-1
25 June 2014

IRRELEVANT

4.1.3.5 Classifying paragraphs

IRRELEVANT
4.1.3.6 Tables
IRRELEVANT
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IRRELEVANT
4.1.3.7 Lists
IRRELEVANT
4.1.3.8 Images
IRRELEVANT
Page 21 of 190
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IRRELEVANT

4.1.4 The report body: Content

4.1.4.1 Components
IRRELEVANT

4.1.4.2 Key points

IRRELEVANT

4.1.4.3 Analysis
IRRELEVANT
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IRRELEVANT

4.1.4.5 The lead

IRRELEVANT

4.1.4.6 Lead contents

IRRELEVANT

4.1.4.7 Lead style

IRRELEVANT

4.1.4.8 When the lead is a summary

IRRELEVANT
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IRRELEVANT

4.1.4.9 When the lead is not a “Summary”
IRRELEVANT
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IRRELEVANT

4.1.4.10 Collateral or comments in the lead
IRRELEVANT
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4.1.4.11 Dates/times in the lead
IRRELEVANT

4.1.4.12 Parenthetical data in the lead
IRRELEVANT
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IRRELEVANT

4.1.4.13 The rest of the report
IRRELEVANT

4.1.4.14 What to include
IRRELEVANT

4.1.4.15 Sequence

IRRELEVANT

4.1.4.16 Focus on foreign intelligence

When a report covers discussions between a foreign person and a Canadian or Second
Party | ensure that the emphasis of your report is on the foreign person’s
assessment of the discussion, not on the identity, statements, or views of the Canadian or

Second Party | N

In example 1 below, the reporter properly emphasizes [
I ot the statements themselves.

Example 2 shows how a report incorrectly focuses on the views and statements of a

Canadian [
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Example 1: Correct Approach

i tis exanpl, | R - . 1o

Example 2: Incorrect Approach

In this example on the same subject, the reporter incorrectly focuses on
actions and statements.

...
B |

Page 28 of 190

2017 01 05 AGCO159 A-2017-0001701305





TOP SECRET//SI
CSOIl4-1
25 June 2014

4.1.5 Analytic comments

4.1.5.1 Purpose
IRRELEVANT

4.1.5.2 Comment placement
IRRELEVANT

4.1.5.3 Flagging of comments
IRRELEVANT
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4.1.5.4 Collateral is not comment

IRRELEVANT

4.1.5.5 Metadata analysis is not comment

When a report’s conclusions are based on an analysis of metadata (e.g., contact
chaining), do not use the “Comment” flag.

4.1.5.6 Comments that do not require flagging

Do not flag comments in tear-lines.

You may include shorter comments (single words or phrases) in a report either directly or
in parentheses, as appropriate, without flagging them. The following are examples of
materials that do not need to be flagged:

aliases or alternative spellings;
“not further identified” or “no further information™;

¢ identifications of people, locations, etc. based on metadata or non-SIGINT
information.

4.1.5.7 Comment paragraphs
IRRELEVANT
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4.1.6 Footnotes

4.1.6.1 Purpose
IRRELEVANT

4.1.6.2 Footnote structure
IRRELEVANT

4.1.6.3 Footnote placement
IRRELEVANT
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4.1.6.4 How to add a footnote
IRRELEVANT

4.1.6.5 Classification

IRRELEVANT

4.1.6.6 Cross-references
IRRELEVANT
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IRRELEVANT

4.1.6.7 Lists of references

IRRELEVANT

4.1.6.8 Reference format

IRRELEVANT

Page 33 of 190

2017 01 05 AGCO159 A-2017-00017201510





20170105

4.2 Attribution

4.2.0.1 Introduction
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IRRELEVANT

4.2.0.2 Definitions

IRRELEVANT

4.2.0.3 Contents

This chapter contains the following sections:

e Attribution in the bodv of the report
o Attribution in the title

AGCO0159
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4.2.1 Attribution in the body of the report

4.2.1.1 Identifying the intelligence source

IRRELEVANT

4.2.1.2 Placement of attribution

IRRELEVANT
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4.2.1.5 Focus on the foreign target

When drafting reports involving Canadian or Second Party (US, UK, Australian or New
Zealand) persons or entities, especially when one of the communicants is a Canadian or
Second Party person or entity, focus on the activities, capabilities and intentions of the

communications of persons located in Canada, Canadians outside Canada, and
information about Canadians.

For example, in a report based on an e-mail .
I_ the attribution could take the following form:

o]
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4.2.1.7 Avoid double attribution

IRRELEVANT

4.2.1.8 Avoid empty attribution

IRRELEVANT

4.2.1.9 Secondary sources
IRRELEVANT
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IRRELEVANT

4.2.1.10 Attribution after the lead

IRRELEVANT

4.2.1.11 Avoid conversational style

IRRELEVANT
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4.2.2.1 Requirement for attribution
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IRRELEVANT

4.2.2.2 Attribution not required

IRRELEVANT

4.2.2.3 Attribution required

IRRELEVANT

AGCO0159
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IRRELEVANT
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4.3 Collateral

4.3.0.1 Introduction

This chapter provides guidelines for the effective use of collateral information in SIGINT
reporting.

4.3.0.2 Definition

Collateral is non-SIGINT information that is included in SIGINT reports because it
contributes in some way to the SIGINT story.

Non-SIGINT information is information that is not derived from SIGINT intercept
(traffic), analyzed or processed SIGINT, or SIGINT reports.

Note: Press information passed from one target to another or discussed by communicants
is SIGINT intercept, not collateral.

4.3.0.3 Types of information

Collateral may be derived from unclassified sources such as media reports, Web sites and
reference publications, or from classified sources such as non-SIGINT reports produced
by members of the Canadian or allied intelligence community.

4.3.0.4 Contents
This chapter contains the following sections:

o The role of collateral

e« Restrictions on collateral

¢ Placement and flageing of collateral
o Unclassified collateral

e Classified collateral

o Record-keeping requirements
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4.3.1 The role of collateral

4.3.1.1 Contribution of collateral

IRRELEVANT

4.3.1.2 Collateral provides context
IRRELEVANT

4.3.1.3 Emphasis on the SIGINT
IRRELEVANT
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4.3.1.4 Last piece of the puzzle

IRRELEVANT

4.3.1.5 Collateral is not comment

IRRELEVANT

4.3.2 Restrictions on collateral

4.3.2.1 Background

Certain restrictions apply to the use of all collateral information, whether classified or
not. These restrictions relate to issues such as permission to use the collateral, the use of
a Canadian or Second Party identity, and the role of collateral.
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4.3.2.2 Canadian identities
Treat identities derived from collateral the same way as those derived from SIGINT.
When a Canadian identity appears in collateral that is being used in a report, replace it
with a generic term such as “Canadian company” or “Canadian person” unless the

identity qualifies for inclusion under the Operational Procedures for Naming in SIGINT
Reports (OPS-1-7) and is essential to the understanding of the report.

4.3.2.3 Second Party identities

When a Second Party identity appears in collateral that is being used in a report, follow
the national rules of the country concerned; see the Operational Procedures for Naming
in SIGINT Reports (OPS-1-7), Annexes 3 to 6.

4.3.2.4 Copyright

IRRELEVANT

4.3.2.5 Consent

When issuing a report containing collateral, comply with all the original restrictions
imposed on the collateral you are citing unless the originating agency has granted you
permission to do otherwise.

4.3.2.6 ORCON

IRRELEVANT

4.3.2.7 Commentary not to be used

IRRELEVANT
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4.3.2.8 Availability
IRRELEVANT

4.3.2.9 Quotations
IRRELEVANT

4.3.2.10 Using collateral in tear-line reports
IRRELEVANT
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IRRELEVANT

4.3.3.2 Flagging of collateral

IRRELEVANT

4.3.3.3 Automated flagging

IRRELEVANT

4.3.3.4 Classification

IRRELEVANT
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IRRELEVANT
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IRRELEVANT

4.3.3.5 Collateral that does not require flagging

IRRELEVANT
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4.3.4 Unclassified collateral

4.3.4.1 Definition

Unclassified collateral includes radio and television broadcasts, wire service reports,
newspapers, periodicals, reference works, public reports of government departments and
agencies, and other information that has not been classified by a Canadian or Second
Party government department or agency.

4.3.4.2 Identify the source
IRRELEVANT

4.3.4.3 Canadian and Second Party media
IRRELEVANT

4.3.4.4 Foreign media

IRRELEVANT

4.3.4.5 Books and pamphlets

IRRELEVANT
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IRRELEVANT

4.3.4.6 Reference works

IRRELEVANT

4.3.5 Classified collateral

4.3.5.1 Definition

IRRELEVANT

4.3.5.2 Types

IRRELEVANT
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4.3.5.3 Disclosing sources of collateral

IRRELEVANT

4.3.5.4 Description of collateral type

IRRELEVANT

4.3.5.5 Dating the collateral
IRRELEVANT

4.3.5.6 ORCON material
IRRELEVANT
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4.3.6 Record-keeping requirements

4.3.6.1 What to keep
IRRELEVANT

4.3.6.2 Purpose
IRRELEVANT

4.3.6.3 Entering information about collateral in [

IRRELEVANT
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4 .4 ldentities

4.4.0.1 Introduction

This chapter provides general guidance on the inclusion of identifying information about
Canadian and Second Party nationals, organizations and corporations in SIGINT reports.

4.4.0.2 Contents
This chapter contains the following sections:
+ Rules on reporting identities

o Marking and handling suppressed information
 Contextual identification
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4.4.1 Rules on reporting identities

4.4.1.1 Naming policies

In keeping with the legal authorities governing its activities, it is CSEC policy to protect
the privacy of Canadians by suppressing the identities of Canadian persons, corporations
and organizations in SIGINT reports, except in specific circumstances. CSEC’s naming

in SIGINT Reports (OPS-1-7).

For Second Party identities, it is CSEC policy to honour the naming rules of Second
Party partners. For summaries of Second Party naming policies, see Annexes 3 to 6 of
OPS-1-7. More detailed guidance is provided in the following policy documents:

Seed_ [

o New Zealand:
¢ United Kingdom:| B

.+ United States I

4.4.1.2 Identifying Canadian federal public servants

You may identify senior federal public servants, acting in their official capacity, by title,
but only if such identification is necessary to understand the foreign intelligence or assess
its importance. In practice, it usually is necessary, if for no other reason than to ensure
that the report is shown to the official in question.

“Senior federal public servants” means directors general and above. For federal public
servants at the director level and below, you may use only a generic reference, such as “a

official”. Note: According to section 4.4 of QPS-1-7, a generic reference is
required only for “federal public servants below the level of Director”, but this is
incorrect; a generic reference must also be used for directors.
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4.4.2 Marking and handling suppressed information

4.4.2.1 Need for retention

When you have to suppress the identity of a Canadian or Second Party person,
organization or corporation in a report, you are required to enter the name in -so
that Operational Policy (D2) can retrieve it later if necessary (see “Release of identities”
below). In the case of a Canadian or Second Party terrorist, you should include all
available information (e.g., phone number, e-mail address) to assist CSIS and other law
enforcement agencies.

4.4.2.2 Marking idents in [

IRRELEVANT
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Note 1| When a suppressed ident appears more than once in a report, only
the first occurrence should be “marked™; the alias should be used for
all other occurrences.

Note 2 | You may use abbreviations to simplify subsequent reference to the
aliases of suppressed idents (e.g., CA1 for named Canadian citizen
1, CA2 for named Canadian citizen 2, etc.). However, it is best not
to use abbreviations to refer to unidentified Canadians (this tends to
confuse the reader); if it is absolutely essential to use such
abbreviations, be sure to clearly distinguish them from abbreviations
for suppressed idents (e.g., UC1 for unnamed Canadian 1, UC2 for
unnamed Canadian 2, etc.).

4.4.2.3 Release of identities

Access to ident information in the -database is strictly controlled. All requests —
whether by GC departments, Second Parties or even CSEC staff — for the release of
names or other identifying information suppressed from end product must follow the
process described in the Procedures for the Release of Suppressed Information from
SIGINT Reports (OPS-1-1).

4.4.3 Contextual identification

4.4.3.1 Definition
Contextual identification occurs when an end-product report provides enough detail
about a suppressed Canadian or Second Party entity so that a reasonably well-read person
can easily guess the identity behind the alias.
Contextual identification is equivalent to naming and is therefore not permitted.
Note: In isolated cases, combining the information in two or more reports may result in
contextual identification. It is not necessary to take active measures to prevent this

possibility, but cross-report contextual identification is not be used as a means of
circumventing the naming rules.
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4.4.3.2 Types of contextual identification

There are three ways in which contextual identification can occur:

1. The alias is too specific. For example, if Untel Manufacturing Co. of Canada is the
only company in Canada that makes widgets, using the alias “a Canadian widget
manufacturer” in a report constitutes contextual identification.

2. The information accompanving the alias reveals its identity. For example. the
I__—was involved.

3. 'The alias and the accompanying information combined give away the identity.

The key point here is that in determining whether your report identifies a Canadian or
Second Party entity by context, you must consider all the relevant information in the
report.

4.4.3.3 Determining whether there is contextual identification

20170105

Often, contextual identification is not as clear-cut as in the examples above. This can
make it difficult to determine whether there is contextual identification. However, there
are a couple of questions you can ask yourself to help you make the determination:

1. Looking at all the information in the report, not just the individual bits of information,
could an alert reader narrow the range of entities associated with the information to
just a few?

Suppose a report contains the following information:
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2. Would a reasonably well-read Canadian (someone who routinely reads a major
newspaper, watches TV news or visits news websites) be able to figure out whom or
what I’'m referring to in this report?

e st

reporting would provide no protection for the person’s identity.

It is important to consider the converse as well. Would a reader have to have “specialized
knowledge” (knowledge that could only be obtained from foreign magazines and
newspapers, technical publications or other non-SIGINT information that seldom
receives mass media attention) to determine the identity of the person, company or
organization behind the alias? If so, it is probably not a case of contextual identification.

If you’re not sure, check with Operational Policy (D2).

4.4.3.4 What to do if there is contextual identification

If the answer to question 1 or 2 above is yes, the information in your report will result in
contextual identification of a Canadian or Second Party entity. You then have two
options:

1. make the alias and/or the accompanying information less specific, so that contextual
identification is no longer a realistic possibility; or

2. if the contextual identification is essential to the intelligence story, request the
necessary approvals. See section 5.4 of the Operational Procedures for Naming in
SIGINT Reports (OPS-1-7).

4.4.3.5 Posting of approvals and authorizations

The links below provide access to the lists of blanket approvals for contextual
identifications and threat-to-life naming and ||l

The lists are also posted on the Intelligence Branch
website under Publications.

e List of Blanket Identification Approvals
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4.5 SIGINT Style Guide

4.5.0.1 Introduction

This chapter provides guidelines on the elements of style that relate specifically to
SIGINT reporting. The goal is to promote quality, consistency and clarity in CSEC and
CFIOG reports.

4.5.0.2 Style
IRRELEVANT

4.5.0.3 Key elements of SIGINT style
IRRELEVANT

4.5.0.4 Clarity
IRRELEVANT

4.5.0.5 Brevity
IRRELEVANT
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4.5.0.7 Contents

This chapter contains the following sections:

 Abbreviations and acronyms

+ Capitalization
o Code words. cover names and cover numbers

e Geographic coordinates

¢ Linguistic information

¢ Measurements

e Military equipment and unit designators

o Numerical expressions

¢ Quotations

¢ Ships
» Spelling
o Time

o Validity wording
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4.5.1 Abbreviations and acronyms

4.5.1.1 Definitions
IRRELEVANT

4.5.1.2 Purpose
IRRELEVANT

4.5.1.3 How to use

IRRELEVANT

4.5.1.4 Approved abbreviations and acronyms
IRRELEVANT
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IRRELEVANT

4.5.1.6 NFI

IRRELEVANT

4.5.1.7 Countries

IRRELEVANT

4.5.1.8 Organizations

IRRELEVANT

4.5.1.9 Plurals

IRRELEVANT

20170105 AGCO0159

Page 62 of 190

QR ~f 107
A-2017-00017--01539





TOP SECRET//SI
CSOIl4-1
25 June 2014

4.5.1.10 Foreign abbreviations and acronyms
IRRELEVANT

4.5.2 Capitalization

4.5.2.1 General rule

IRRELEVANT

4.5.2.2 Initial caps

IRRELEVANT
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4.5.2.3 Full caps

IRRELEVANT

4.5.3 Code words, cover names and cover numbers

4.5.3.1 Code words
IRRELEVANT
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IRRELEVANT

4.5.3.3 Cover numbers

IRRELEVANT

4.5.4 Dates

4.5.4.1 Format

IRRELEVANT
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IRRELEVANT

4.5.4.2 Stating the year
IRRELEVANT

4.5.4.3 Hyphenation in date ranges
IRRELEVANT

4.5.4.4 Hyphenation in date modifiers
IRRELEVANT
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4.5.5 Geographic coordinates

4.5.5.1 When to use

Include coordinates for place names or locational data only when they are likely to be of
value to the reader. For example, the expected readers of a particular product line may
require only general location information.

Avoid using coordinates in report titles, summary paragraphs, or lead sentences of longer
reports (four or more paragraphs). Include them in the body of the report.

If you include coordinates in a tear-line, make sure you have sufﬁcient_
for the level of detail provided.

4.5.5.2 Types of coordinates
IRRELEVANT

4.5.5.3 Unnecessary coordinates
IRRELEVANT

4.5.5.4 Placement of coordinates
IRRELEVANT
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IRRELEVANT

4.5.5.5 Degrees-minutes-seconds (DMS) notation
IRRELEVANT
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4.5.5.6 Decimal-degrees notation
IRRELEVANT

4.5.5.7 Military Grid Reference System (MGRS) notation
IRRELEVANT

4.5.5.8 Universal Transverse Mercator (UTM) notation

IRRELEVANT

Page 69 of 190

2017 01 05 AGCO159 A-2017-0001701546





TOP SECRET//SI
CSOIl4-1
25 June 2014

4.5.6 Linguistic Information

4.5.6.1 Language used

IRRELEVANT

4.5.6.2 Peculiarities

IRRELEVANT

4.5.6.3 Foreign words

IRRELEVANT

4.5.6.4 Obscenities
IRRELEVANT
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4.5.7 Measurements

4.5.7.1 Reporting measurements given in Sl units
IRRELEVANT

4.5.7.2 Reporting measurements given in non-Sl units

IRRELEVANT
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4.5.8 Military equipment and unit designators

4.5.8.1 Contents
This section covers the following topics:

Military aircraft

Aircraft designators in reports
Weapon systems

Weapon system designators in reports
missiles

Unit designators

Unit designators in reports

4.5.8.2 Military aircraft
IRRELEVANT

4.5.8.3 Aircraft designators in reports

IRRELEVANT
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4.5.8.4 Weapon systems
IRRELEVANT

4.5.8.5 Weapon system designators in reports

IRRELEVANT

4.5.8.6 Missiles
IRRELEVANT

4.5.8.7 Unit designators
IRRELEVANT
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4.5.8.8 Unit designators in reports
IRRELEVANT

4.5.9 Money

4.5.9.1 How to report
IRRELEVANT

4.5.9.2 Currency names
IRRELEVANT
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4.5.9.3 Format

IRRELEVANT

4.5.9.4 Conversion rate

IRRELEVANT
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4.5.10 Numerical Expressions

4.5.10.1 Spelled out
IRRELEVANT

4.5.10.2 Numerals

IRRELEVANT
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4.5.10.3 Punctuation and spacing
IRRELEVANT

4.5.10.4 Hyphenation in modifiers
IRRELEVANT

4.5.10.5 Hyphenation in ranges
IRRELEVANT

4.5.10.6 Fractions
IRRELEVANT

4.5.10.7 Ordinals
IRRELEVANT
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4.5.11 Quotations

4.5.11.1 General rule

IRRELEVANT

4.5.11.2 Approved uses
IRRELEVANT

4.5.11.3 Maps, charts and diagrams

Fax and e-mail intercept may contain maps, charts and/or diagrams. Consider whether
the information lends itself to narrative reporting or would be easier for the customer to
grasp in “native format” (i.e., insert the traffic in the report as an image, or attach an
image to the report). Keep in mind that if you opt for native format, you must

+ embed the appropriate classification marking in the image

+ suppress any Canadian or Second Party identities in the image

s remove any-or irrelevant information from the image

¢ provide English translations for any foreign-language markings on the image

For more details on native format reporting, see Appendix M.
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4.5.11.4 Punctuation
IRRELEVANT

4.5.11.5 Interpolations

IRRELEVANT
4.5.12 Ships
45121 R
IRRELEVANT
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IRRELEVANT

IRRELEVANT
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IRRELEVANT

4.5.12.4 Spelling
IRRELEVANT

4.5.12.5 Capitalization

IRRELEVANT
4.5.12.6 ltalics
IRRELEVANT
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IRRELEVANT

4.5.13.2 Personal names

IRRELEVANT

4.5.13.3 Country names

IRRELEVANT

4.5.13.4 Place names

IRRELEVANT
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IRRELEVANT

4.5.13.5 Nationalities
IRRELEVANT

4.5.13.6 Organization names

IRRELEVANT

4.5.13.7 Ship names
IRRELEVANT
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4.5.14 Time

4.5.14.1 Format
IRRELEVANT

4.5.14.2 Format rules
IRRELEVANT

4.5.14.3 Multiple time entries
IRRELEVANT

4.5.14.4 General phrases
IRRELEVANT

4.5.14.5 Local time

IRRELEVANT

Page 84 of 190

2017 01 05 AGCO159 A-2017-00017-01361





TOP SECRET//SI
CSOIl4-1
25 June 2014

IRRELEVANT

4.5.15 Validity wording

4.5.15.1 Purpose
IRRELEVANT

4.5.15.2 SIGINTese
IRRELEVANT
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IRRELEVANT

4.5.15.3 Fact
IRRELEVANT

4.5.15.4 Probability
IRRELEVANT

4.5.15.5 Possibility
IRRELEVANT
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4.6 Attachments

4.6.1 Introduction
IRRELEVANT

4.6.2 Definition
IRRELEVANT

4.6.3 Attachments and report serial numbers
IRRELEVANT

4.6.4 Adding attachments to reports

IRRELEVANT
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5. Report Externals

5.0.1 Introduction
IRRELEVANT

5.0.2 Contents
This part contains the following chapters:

General Metadata page
Distribution page
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5.1 General Metadata Page

5.1.1 Introduction

This chapter provides guidelines for filling in the General Metadata page in -

5.1.2 Important fields
IRRELEVANT

5.1.3 Additional warnings

IRRELEVANT
5.1.4 Type
IRRELEVANT
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5.1.5 Precedence

IRRELEVANT

5.1.6 Reason for write-to-release exemption
IRRELEVANT

5.1.7 RFI IDs
IRRELEVANT

5.1.8 SIR

If your report addresses a standing intelligence requirement (SIR), enter the SIR number
in the SIR box. If more than one SIR is addressed, put a comma between the SIR

numbers. The letter component of SIRs must be in lower case:_
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5.2 Distribution Page

5.2.0.1 Introduction

This chapter provides guidelines on filling in the Distribution page in_ The
selections you make on this page determine which agencies in the Canadian and Second
Party intelligence communities receive copies of your report via

Note: This chapter applies only to reports shared with one or more Second Parties. For
CEQ and Restricted reports, the Distribution page should be left blank.

5.2.0.2 Use templates
IRRELEVANT

5.2.0.3 Procedure if not using a template

IRRELEVANT

5.2.0.4 Contents
This chapter contains the following sections:
¢ Collective address groups (CAGs)

o Plain-language addresses (PLASs)
o« Delivery distribution indicators (DDIs)
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5.2.1 Collective address groups (CAGs)

5.2.1.1 Definition
IRRELEVANT

5.2.1.2 CAGs in templates
IRRELEVANT

5.2.1.3 Write-in addressees

IRRELEVANT
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IRRELEVANT

5.2.1.5 Excluding recipients from a CAG

IRRELEVANT

5.2.1.6 Finding out the list of recipients

IRRELEVANT

5.2.2 Plain-language addresses (PLAs)

5.2.2.1 Definition

IRRELEVANT
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5.2.2.2 Selecting PLAs individually
IRRELEVANT

1.

2.

3.

4.

5.2.23 Selecting-addressees
IRRELEVANT

5.2.2.4 Adding sub-addressees to a PLA
IRRELEVANT
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5.2.3 Delivery distribution indicators (DDls)

5.2.3.1 Definition
A delivery distribution indicator (DDI) is a || Us<d to route messages

electronically to specific databases and elements within national SIGINT centres,
primarily NSA.

5.2.3.2 Limit

No more than 14 DDIs can be used on any report.
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