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March 20, 2012 


The Honourable, Peter MacKwyr, P.C., 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
Ki A OK2 


Dear Mr. MacKay: 


The purpose of this letter is to provide you with the results of my review of CSEC's 
Privacy Incident File (PIE) for calendar year 2011, This review was undertaken under my general 
authority as articulated in Part V. I, paragraph 273.63(2)(a) of the National Lk:knee Act f.NDA). 


According to CSEC, a privacy incident occurs when the privacy o?' a Canadian is put at 
risk in a manner that runs counter to, or is not provided fbr in, its operational policies. CSEC 
policy requires CSEC SiGINT and FT Security employees to report and document privac.y 
incidents in order to demonstrate compliance with legal and ministerial requirements. CSEC 
policies, and to prevent further incidents. The NU represents a voluntary CSEC initiative, begun 
in 2007, to record events that CSEC defines as - privacy incidents". The PIF is made aveable fbr 
my review as a proactive means to demonstrate CSEC's commitment to transparency and to 
measures to protect the privacy of Canadians. 


Based upon my review of the PIT: record, I am satisfied that CSEC took appropriate 
corrective actions in response to the privacy incidents it recorded during 2011. My review did 
not reveal any systemic deficiencies or issues that require fbilow-ort review. I did not make any 
recommendations. 


My reviews of CSEC activities generally include an examination of any privacy incidents 
relating: to the subject of review. This second annual review of the entire CSEC PIP focused on 
those incidents not examined in detail in the course of my other current reviews. I examined all 
signals intelligence (S1G1NT) and information technology security (IT Security) privacy 
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incidents recorded by CSEC in its PIT m 2011. The objectives of the review were to: acquire 
knowledge of the incidents and subsequent actions to correct the .incidents or mitigate the 
consequences; arid inform development of ray work plan, by determining what privacy incidents 
arid related activities, if any, may raise issues about compliance in the protection of the privacy 
of Canad ions, and theretbre should be subject to follow-on review, in addition, review of the PIE 
assists me in evaluating CS.EC's management control framework. 


In 2011. CSEC identified and recorded in its Pit' Eprivacy incidents. Of these, 
incidents involved the inadvertent sharing or inclusion, in a CSEC or second party report. of 
Canadian identity inthrmation by CSEC orb, one of its second party partners (i.e.. the United 
States' National Security Agency, the United Kingdom's Government Communications 
Headquarters or Australia's Defence Signals Directorate).=incidents concerned CSEC or a 
second party partner unknowingly targeting a Canadian or a pko.son En Canacia.=incidents 
concerned CSEC or a second. puny partner both inadvertently targeting and 'naming a Canadian 
or a person in Canada. involved a gap in (.'SEC" guidance. Of the Eprivaay 
incidents,. itivialved C S[  second party partners and -incidents involved other. 
Government of Canada departments. 


.1. am particularly interested in the remedial actions CSEC plans to take to address three 
particular incidents. One involves CSEC issuing guidance to address a policy gap relating to 
C'SEC analytical exchanges of Canadian identity information with second party partners. This 
gap was identified during my ongoing review of CSEC's activities relating to a Canadian person. 
My report on this review, which you will receive early in the new fiscal year, will address this 
issue in detail. For two incidents relating to certain sensitive 11' Security information, 1 am also 
pleased to note that ('SEC will issue guidance to its operations centre for receiving such 
information as we': as monitor the process .for the proactive release of such information and 
associated reporting. d will monitor CSEC's efibris to address these three .fbllow-on activities. 


I am generally satisfied that CSEC addressed the suggestions referred to in my review 
last year of CSEC's .13IF to make the PIE record complete and consistent. This year, most entries 
contained sarticient inforrrlation, including about corrective and mitigation actions taken by 
C.SEC. or by its partner agencies. 


intend to continue to conduct an annual review of CSEC's PM. 


if you have any questions or comments,. I will he pleased to discuss them with you at 
your eonvemence. 


Yours sincerely. 


Robert Decary 
c.c. Mr. John Forster, Chief, CSEC 
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Minister 
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1 3 202 


The Honourable Robert Decary 
Commissioner of the Communications Security Establishment 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
KIP 554 


Dear Commissioner Decary: 


I am writing to respond to your 20 February 2012 report entitled 'A Review of CSEC's 
COPCC and its activities and those SIGINT activities conducted in Support 


am pleased to note that during the course of the review, you found that CSEC's 
activities related to the CSEC Operational and Production Coordination Centre (COPCC) 
and its support to were conducted in accordance with the law. 
As always, the Chief CSEC is open to discussion with your-office regarding any aspect 
of this review. 


Thank you.for your review report, 1 value your reviews, and continue to depend on you 
to bring to my attention any issues regarding 0SEC's compliance with the law. 


Sincerely, 


The Honourablei3bter MacKay, P.C., M.P. 
Minister of Nati pg.VDefence 


c.c. John. Forster. Chief CSEC 


Canada 
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Ottawa, Canada K 1 A OK2 


JUN I 1 2012 
The Honourable Robert De.cary 
Commissioner of the Communications Security Establishment 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
K1 P 5E4 


Dear Commissioner Decary, 


am writing to respond to your 13 March 2012 letter Pre.-;enting the results of -your review 
of Communications Security Establishment Canada's (CSEC) disclosures of Canadian 
Identity Information to Government of Canada clients for calendar year 201i. 


Lam pleased to note that during the course of the review, you found that CSEC's 
activities related to the disclosure of suppressed Canadian Identity Information to 
Government of Canada clients was conducted in accordance with the law. 


As always, the Chief CSEC is open to disousscri vAh your office regarding any aspect-
of this review. 


Sincerely, 


,--,-Th—e—Honourable Fqter, MacKay, P.C., M.P. 
Minister of National-Defence 


Canada 
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The Honourable; Robert Decary 
Commissioner of the Communications Security Establishment 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
K-I P SBA, 


Dear Commissioner Decary, 


I am writing to respond to your letter dated 20 March 2012, containing the results of your 
review of the Communication Security Establishment Canada (CSEC) Privacy Incident 
File (P1F) for calendar year 2011. 


I am pleased to note that your annual review did not result in concerns regarding 
lawfulness that would warrant further review. 


As always, the Chief CSEC is open to discussion with your office regarding any aspect 
of this review. 


Sincerely, 


The Honourabl - \peTiar-VlacKay,P.C„ M.P. 
Minister of National-Defence 


Canada 


September 5, 2014 1 of 1 A f - % t f A 
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COMMUNICATIONS SECURITY ESTABLISHMENT CANADA


 EVALUATION C 


This report is the property of the Communications Security Establishment Canada (CSEC). The report 
must be: 


Securely stored according to the security classification, 
Subject to access control, and 
Used in a manner which will protect sources or methods. 


Information contained in this report may only be shared with staff responsible for network defence or 
cyber threat analysis within your department or organization and must be accompanied by a statement of 


those restrictions. Any actions based on the information contained in this report, other than those 
prescribed in the report's contents, must be pre-approved by the Operational Policy section at the 


Communications Security Establishment Canada. 


This report contains information from recognized private communications. The report is provided to the 
recipient on the understanding that the report is essential to identify, isolate, or prevent harm to 
Government of Canada computer systems or networks, and is therefore intended for Canadian 


Government use only. 


INTRODUCTION 


(U) This is a report on cyber-security threats to Government of Canada (GC) systems, produced by 
the Cyber Threat Evaluation Centre (CTEC). The report highlights the key cyber threat incidents 
detected for Q1 2013. 


(U) This report is based on confirmed malicious threats affecting Government of Canada systems. 
Other suspicious activities may have taken place but are not included in this report. Should further 
analysis determine that the observed suspicious activity is malicious, details will be reported at that 
time. 


(U) Information included in this report is based on current knowledge and available data from CSEC 
operations. CSEC leverages a variety of data sources on unclassified networks, 


should be exercised in making comparisons between data points. 


(U) Contact Information: 


ctec@cse-cst.gc.ca 


As such, care 
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SUMMARY (S//REL TO CAN, AUS, GBR, NZL, USA) 


Figure 1: Q1 2013 Overview 
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COMMUNICATIONS SECURITY ESTABLISHMENT CANADA 
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CYBER THREAT ACTORS 


(U) Q9 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


Figure 3: Cyber Threat Actors - Q1 2013 
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SEVERITY OF INCIDENTS 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


tigure 4: :bellefitY:01:::1 
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SECRETHREL TO  CAN, AUS, GBR ZL and U 


COMMUNICATIONS SECURITY ESTABLISHMENT CANADA 


 EVALUATION C 


COMMONLY DETECTED THREAT VECTORS 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) The most common threat vector this quarter was spear-
phishing email 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) Please see Annex 2 for Common Vulnerabilities and 
Exposures (CVE) information relevant to the incidents reported this quarter. 


Figure 5:...Commonly Detected Threat Vectors — Q4 201.2 
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CYBER-SECURITY HIGHLIGHTS 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


2017 01 05 AGC0106 f-rf '71 
A-2017-00017--00846 







SECRETHREL TO  CAN, AUS, GBR ZL and U 


COMMUNICATIONS SECURITY ESTABLISHMENT CANADA '2E 


 EVALUATION C 


CYBER-SECURITY HIGHLIGHTS (CONTINUED) 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 
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CYBER-SECURITY HIGHLIGHTS (CONTINUED) 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 
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CYBER-SECURITY HIGHLIGHTS (CONTINUED) 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) 
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SECRETHREL TO  CAN, AUS, GBp.,..tat. and U  • :.: 
COMMUNICATIONS SECURITY ESTABLISHMENT CANADA 


 EVALUATION C 


CYBER-SECURITY HIGHLIGHTS (CONTINUED) 
(U) Q9 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


ACTIVITIES MOST OFTEN RELATED TO CRIMINAL INTENT (S//REL TO CAN, AUS, GBR, NZL, 
USA) 


Please note that `cybercrime' activity is tracked and reported separately from foreign state-sponsored activity. 
The number of `cybercrime incidents being reported continues to rise as detection tradecraft improves. 
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]]]]EqpiNE ENWE:"]"" ]]ERNOMi ]]§§] 


Fl ure b: Q4 'c bercrune overview 


Cyber activity most often related to criminal intent resulted in of GC systems 
this quarter. The majority of related 'cybercrime' tools (for the most part exploit kits and botnets) 
exploit known vulnerabilities, indicating that timely patching of GC systems may aid in decreasing the 
number of compromises. Possible consequences of compromise are: theft of login credentials, theft 
of protected data, and downloads of ransomware, malware, or trojans. Exploit kits are continuously 
effective against GC systems because of their constantly evolving nature. They take advantage of 
common vulnerabilities, allow for customizable implants, and are often inexpensive, making them 
appealing to a variety of threat actors. 
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CYBER THREAT ACTOR TRADECRAFT 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) The top five malicious domains observed in 2013 to-date are 
shown in the table below. 


Table 1: Top 5 Malicious Domains — 2013 


IMPLANTS & MALWARE 


(U) Q1 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) 
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GC Sectors Affected: 


Figure 7: Implants Detected in Cyber Threat Incidents - Q1 2013 


USA 
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ANNEX 1 
SUMMARY OF MALICIOUS DOMAIN NAMES, URLs, & IP ADDRESSES AFFECTING GC 
SYSTEMS 


(S//Rel to CAN, AUS, GBR, NZL, USA) Q1 2013 
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ANNEX 1 (CONTINUED) 
(S//Rel to CAN, AUS, GBR, NZL, USA) Q1 2013 
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ANNEX 1 (CONTINUED) 
(S//Rel to CAN, AUS, GBR, NZL, USA) Q1 2013 
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ANNEX 1 (CONTINUED) 
(S//Rel to CAN, AUS, GBR, NZL, USA) Q1 2013 
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ANNEX 2 
COMMON VULNERABILITIES & EXPOSURES (CVE) REFERENCE 


(S//Rel to CAN, AUS, GBR, NZL, USA) Q1 2013 
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ANNEX 3 
REFERENCE MATERIAL 


(S//Rel to CAN, AUS, GBR, NZL, USA) Q1 2013 


The following reference materials can be found on CSEC's 


• Lexicon of terms used in this report: 


• Government of Canada Departments by Sector: 


• 
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GCHQ 
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DISTRIBUTION (CONTINUED) 


GCSB 


DSD 


CS1S 


CSEC 


John Forster, Chief CSEC, 
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This report is the property of the Communications Security Establishment Canada (CSEC). The report 
must be: 


Securely stored according to the security classification, 
Subject to access control, and 
Used in a manner which will protect sources or methods. 


Information contained in this report may only be shared with staff responsible for network defence or 
cyber threat analysis within your department or organization and must be accompanied by a statement of 


those restrictions. Any actions based on the information contained in this report, other than those 
prescribed in the report's contents, must be pre-approved by the Operational Policy section at the 


Communications Security Establishment Canada. 


This report contains information from recognized private communications. The report is provided to the 
recipient on the understanding that the report is essential to identify, isolate, or prevent harm to 
Government of Canada computer systems or networks, and is therefore intended for Canadian 


Government use only. 


INTRODUCTION 


(U) This is a report on cyber-security threats to Government of Canada (GC) systems, produced by 
the Cyber Threat Evaluation Centre (CTEC). The report highlights the key cyber threat incidents 
detected for Q2 2013. 


(U) This report is based on confirmed malicious threats affecting Government of Canada systems. 
Other suspicious activities may have taken place but are not included in this report. Should further 
analysis determine that the observed suspicious activity is malicious, details will be reported at that 
time. 


(U) Information included in this report is based on current knowledge and available data from CSEC 
operations. CSEC leverages a variety of data sources on unclassified networks 


should be exercised in making comparisons between data points. 


(U) Contact Information: 


ctec@cse-cst.gc.ca 


As such, care 
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SUMMARY (S//REL TO CAN, AUS, GBR, NZL, USA) 


inadent 5eventy Methods 


Figure 1: Q3 2013 Overview 
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COMMONLY DETECTED THREAT VECTORS 


(U) Q3 2013 


(S//Rel to CAN, AUS, GBR, NZL, USA) The most common threat vector this quarter was spear-
phishing email 


(S//Rel to CAN, AUS, GBR, NZL, USA) The threat vector used 


(S//Rel to CAN, AUS, GBR, NZL, USA) 


(S//Rel to CAN, AUS, GBR, NZL, USA) Please see Annex 2 for Common Vulnerabilities and 
Exposures (CVE) information relevant to the incidents reported this quarter. 


Figure 3: Commonly Detected Threat Vectors — Q3 2013 
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CYBER-SECURITY HIGHLIGHTS 


(U) Q3 2013 
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DETAILS OF EXPLOIT KITS & BOTNETS (S//REL TO CAN, AUS, GBR, NZL, USA) 


Please note that `cybercrime' activity is tracked and reported separately from foreign state-sponsored activity. 
The number of `cybercrime' incidents being reported continues to rise as detection tradecraft improves. 


figure 4: Q3 `Cybercrime' Overvie* 


Cyber activity often related to criminal intent resulted in this quarter. The 
majority of related `cybercrime' tools (generally exploit kits and botnets) exploit known vulnerabilities, 
indicating that timely patching of GC systems may aid in decreasing the number of compromises. 
Possible consequences of compromise are theft of login credentials, theft of protected data, and 
downloads of ransomware, malware, or trojans. Exploit kits are continuously effective against GC 
systems because of their constantly evolving nature. They take advantage  of common  
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DETAILS OF EXPLOIT KITS & BOTNETS (S//REL TO CAN, AUS, GBR, NZL, USA) 


EXPLOIT KIT ACTIVITY HIGHLIGHT 


(SHRel to CAN, AUS, GBR, NZL, USA) 


(SHRel to CAN, AUS, GBR, NZL, USA) Shared Services Canada (SSC)1


I Shared Services Canada (SSC) was created to centralize GC IT infrastructure. SSC is "mandated to deliver email, data 
centre and telecommunication services to 43 federal departments and agencies." (www.ssc-spc.qc.ca/oaces/mndt-
eng,,html).. 
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Figure 5: Implants Detected in Cyber Threat Incidents — Q3 2013 
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This report is the property of the Communications Security Establishment Canada (CSEC). The report 
must be: 


Securely stored according to the security classification, 
Subject to access control, and 
Used in a manner which will protect sources or methods. 


Information contained in this report may only be shared with staff responsible for network defence or 
cyber threat analysis within your department or organization and must be accompanied by a statement of 


those restrictions. Any actions based on the information contained in this report, other than those 
prescribed in the report's contents, must be pre-approved by the Operational Policy section at the 


Communications Security Establishment Canada. 


This report contains information from recognized private communications. The report is provided to the 
recipient on the understanding that the report is essential to identify, isolate, or prevent harm to 
Government of Canada computer systems or networks, and is therefore intended for Canadian 


Government use only. 


INTRODUCTION 


(U) This is a report on cyber-security threats to Government of Canada (GC) systems, produced by 
the Cyber Threat Evaluation Centre (CTEC). The report highlights the key cyber threat incidents 
detected for Q3 2013. 


(U) This report is based on confirmed malicious threats affecting Government of Canada systems. 
Other suspicious activities may have taken place but are not included in this report. Should further 
analysis determine that the observed suspicious activity is malicious, details will be reported at that 
time. 


(U) Information included in this report is based on current knowledge and available data from CSEC 
operations. CSEC leverages a variety of data sources on unclassified networks, 


should be exercised in making comparisons between data points. 


(U) Contact Information: 


ctec@cse-cst.gc.ca 


As such, care 
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Figure 1: Q3 2013 Overview 
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(S//Rel to CAN, AUS, GBR, NZL, USA) The most common threat vector this quarter was spear-
phishing email 


(SHRel to CAN, AUS, GBR, NZL, USA) The threat vector used 


(SHRel to CAN, AUS, GBR, NZL, USA) Please see Annex 2 for Common Vulnerabilities and 
Exposures (CVE) information relevant to the incidents reported this quarter. 


Figure 3: Commonly Detected Threat Vectors - Q3 20131
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Please note that exploit kit and botnet activity is tracked and reported separately from foreign state-
sponsored activity. 


-- f.f.5555 


iinigg]]i] 


Figure 4: Q3 Exploit Kit Botnet Overview' 


Exploit kit and botnet activity resulted in this quarter. The majority of related 
tools exploit known vulnerabilities, indicating that timely patching of GC systems may aid in 
decreasing the number of compromises. Possible consequences of compromise are: theft of login 
credentials, theft of protected data, and downloads of ransomware, malware, or trojans. Exploit kits 
are continuously effective against GC systems because of their constantly evolving nature. They 
take advantage of common vulnerabilities, allow for customizable implants, and are often 
inexpensive, making them appealing to a variety of threat actors. 
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This report is the property of the Communications Security Establishment Canada (CSEC). The report 
must be: 


Securely stored according to the security classification, 
Subject to access control, and 
Used in a manner which will protect sources or methods. 


Information contained in this report may only be shared with staff responsible for network defence or 
cyber threat analysis within your department or organization and must be accompanied by a statement of 


those restrictions. Any actions based on the information contained in this report, other than those 
prescribed in the report's contents, must be pre-approved by the Operational Policy section at the 


Communications Security Establishment Canada. 


This report contains information from recognized private communications. The report is provided to the 
recipient on the understanding that the report is essential to identify, isolate, or prevent harm to 


Government of Canada computer systems or networks. 


INTRODUCTION 


(U) This is a report on cyber-security threats to Government of Canada (GC) systems, produced by 
the Cyber Threat Evaluation Centre (CTEC). The report highlights the key cyber threat incidents 
detected for Q4 2013. 


(U) This report is based on confirmed malicious threats affecting Government of Canada systems. 
Other suspicious activities may have taken place but are not included in this report. Should further 
analysis determine that the observed suspicious activity is malicious, details will be reported at that 
time. 


(U) Information included in this report is based on current knowledge and available data from CSEC 
operations. CSEC leverages a variety of data sources on unclassified networks 


should be exercised in making comparisons between data points. 


(U) Contact Information: 


ctec@cse-cst.gc.ca 


As such, care 
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(S//Rel to CAN, AUS, GBR, NZL, USA) The most common threat vector this quarter was spear-
phishing email 


(S//Rel to CAN, AUS, GBR, NZL, USA) The threat vector used 


(S//Rel to CAN, AUS, GBR, NZL, USA) Please see Annex 2 for Common Vulnerabilities and 
Exposures (CVE) information relevant to the incidents reported this quarter. 


Figure 2: Commonly Detected Threat Vectors — Q4 20131
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Please note that exploit kit and botnet activity is tracked and reported separately from foreign state-
sponsored activity. 


Fi ure 4:04 Er.loit Kit & 'etriet Overview 


Exploit kit and botnet activity resulted in this quarter. The majority of these 
tools exploit known vulnerabilities, indicating that timely patching of GC systems is critical in 
decreasing the number of compromises. Possible consequences of compromise are: theft of login 
credentials, theft of protected data, and downloads of ransomware, malware, or trojans. Exploit kits 
take advantage of common vulnerabilities, allow for customizable implants, and are often 
inexpensive, making them appealing to a variety of threat actors. 
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Figure 5: Implants Detected in Cyber Threat Incidents — Q4 2013 
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Communications Security 
Establishment Commissioner 


The Horseurable Charles D. Gonthrer, O.C. 
Canada 


The Honourable Gordon J. O'Connor, PC, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA 01C2 


Dear Mr. O'Connor: 


Cornmissaire du Centre de la 
socurite des telecommunications 


L'honorable Charles D. Donthier, ca. 


CSE /CST 
Chief's Office / Bureau du chef 


APR 0 3 2007 


Feopossier CcAef o1-ooSLq 


TOP SECRET/COMINT/CE0 
(with attachment) 
30 March 2007 


The purpose of this letter is to advise you of the results of a review of the 
lawfulness of the activities of both the CSE client relations officers, called CROs, 
and the Operational Policy Section, known as D2, as they relate to the request for 
and release of Canadian identities suppressed in CSE foreign intelligence reports 
made available to Government of Canada clients. The review was undertaken under 
my general authority articulated in Part V.1, paragraph 273.63(2)(a) of the National 
Defence Act (NDA). 


In brief, the review concluded that the activities of the CROs and D2 in the 
release of Canadian identities were in compliance with the law and generally with 
CSE's related policies, although a number of inconsistencies were identified in the 
processes of requesting and releasing identities. 


By way of background, the CRO programme was created by CSE in 1985 to 
facilitate the provision of foreign intelligence reports based on signals intelligence to 
officials in government departments. While there are several elements within the 
responsibilities of the CROs, this review focused on the role they play in the release 


P.O. Bax/C.P. 1934, Station Irateccursale.i8. 
Ottawa. Canada 


K1P 6R5 
(613) 992-3044 Fax: (613) 992.4096 


2017 01 05 AGC0110 
A-2017-00017--00911 







-2-


of Canadian identities (idents) in CSE foreign intelligence reports. It is CSE policy to 
suppress information that could identify a Canadian person or corporation (also 
referred to as Canadian identity information), or U.S./U.K./Australian/New Zealand 
persons and corporations in accordance with respective Second Party policies.' For 
example, where a Canadian is mentioned by name, the name is replaced by a generic 
reference such as "a Canadian businessman," If a client has both the authority and 
the need to know the name, he/she must make a formal request and provide 
justification. Since 1988, requests for release of idents have been centralized in 132. 
Over the past decade, the trend has been increasingly to direct secure electronic 
communication with D2, and access to the CSE report database known as 


However, CROs continue to be involved in ident requests, 
particularly from senior clients who do not have electronic access, notably in Foreign 
Affairs and International Trade Canada (DFAIT). 


This review examined the roles of both the CROs and D2 in releasing 
Canadian identity information to Canadian clients and to Second Parties. Over a six 
month period, requests for suppressed information and the releases of that 
information were examined in detail to ensure compliance with law and policy. 
Interviews were also conducted with six CROs, two managers who co-ordinate the 
activities of the CROs reporting to them, and the manager of D2. 


The review identified areas where I believe that both policy and practice can 
be improved to enhance the protection of privacy. In particular, I have made 
recommendations regarding: i) replacing a missing MOU between CSE and DFAIT; 
ii) where practical, expanding training of clients who make requests for the release of 
such information; iii) establish, where feasible, of more secure, electronic access by 
clients to D2 as a means of reducing inconsistencies and enhancing control over the 
ident release process; iv) re-examining its processes for releasing and accounting for 
multiple releases within a client department or agency; and v) examining the release 
of idents under the authority of the Privacy Act and amending the Request for 
Release of Suppressed Information form to include the appropriate section of the 
Privacy Act under which the release is authorized to be received by the requesting 
agency. With respect to recommendation i) above, I was pleased to learn that CSE 
has already begun the process to develop a new MOU. 


The review also identified two areas that presented concerns during the 
period of review but that are currently being addressed by CSE. These areas are: i) 
training for personnel in the Operational Policy Section who are responsible for 
authorizing the release of suppressed information; and ii) records management, 
which has been a recurring theme of OCSEC recommendations. 


' Second Party refers to CSE's SIGINT partners in the U.S. (NSA), the U.K. (GCHQ), Australia 
(DSD) and New Zealand (GCSE). 
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As is my practice, I have provided officials at CSE an opportunity to review 
and comment on this report, prior to finalizing and forwarding it to you. I will 
continue to monitor the issues raised. 


Please let me now if you have any questions or comments. 


Yours sincerely, 


Charles D. Gonthier 


c.c. Mr. John Adams, Chief; CSE 
Ms. Margaret Bloodworth, National Security Advisor, PCO 
Mr. Ward Elcock, Deputy Minister, National Defence 


2017 01 05 AGC0110 A-2017-00017--00913 







TOP SECRET/COMINT/CEO 


Role of the CSE's Client Relations Officers 
and the Operational Policy Section (D2) in the 


Release of Canadian Identities 


30 March 2007 


2017 01 05 
A


AGC0110 A-2017-00017--00914 







TOP SECRET/COMINT/CE0 


I. AUTHORITY 


This report was prepared on behalf of the Communications Security Establishment (CSE) 
Commissioner under his general authority articulated in paragraph 273.63(2)(a) of the National 
Defence Act (NDA)1. 


II. PERIOD OF REVIEW 


The period of review is from 01 January to 30 June, 2005. 


OBJECTIVES 


The purpose of this review, pursuant to paragraph 273.64(/)(a) of the NDA, is to assess the 
lawfulness of the activities of both the CSE Client Relations Officers (CROs) and the 
Operational Policy Section (D2), as they relate to the request and release of Canadian identities 
suppressed in CSE foreign intelligence reports made available to Government of Canada clients. 


The initial objectives of this review were to: 


1. identify and describe the origin, mandate and the scope of activities of the CROs; 


2. identify and examine authorities that govern CROs' activities; 


3. examine.the CROs' role in releasing Canadian identities or information about 
Canadians to CSE clients; 


4. examine a sample of releases to clients, including second parties2 to ensure 
compliance with the law and with CSE policy; and 


5. examine, review and report on any other issue that may arise during the course of this 
review and that may impact on CSE's ability to conduct its activities lawfully and 
safeguard the privacy of Canadians. We will inform CSE of our intention to examine 
"any other issue that may arise"; and 


Subsequently, as described in our letter to Director, Corporate and Operational Policy dated 14 
February, 2006, the scope of this review, in particular objective 3, was broadened to incorporate 
the role of the Operational Policy Section (D2) and include requests for Canadian identities from 
second parties. 


I R.S.C. 1985, c. N-5. 
2 Second party countries are the CSE's partner SIGINT agencies in the United Kingdom (GCHQ). the United States 
(NSA), Australia (DSD) and New Zealand (GCSB). 
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IV. METHODOLOGY 


Applicable documentation was examined, as noted above, as well as any records and files 
deemed relevant to the activities of the CROs. A sample of requests for suppressed information 
(Canadian identities) and the releases of that information were examined in detail to ensure 
compliance with law and policy. Interviews were conducted with six CROs and two managers 
who co-ordinate the activities of the CROs reporting to them. Toward the end of the review 
process and prior to forwarding the draft report to CSE for comment as to factual accuracy, a 
meeting was held at CSE, to present a summary of findings. 


Y. REVIEW FINDINGS 


Origin, Mandate and Scope of Activities of the Client Relations Officers (CROs) and the 
Operational Policy Section (D2) 


CSE has provided foreign intelligence reports based on signals intelligence (SIGINT) to officials 
in government departments since its formal establishment in 1946. Reports were delivered by 
hand. In 1985, the client relations officer (CRO) programme was created and the CROs began 
providing reports to clients, though reports continued to be delivered by hand from CSE to some 
clients. At that time, there were three primary clients: the Department of External Affairs (now 
called Foreign Affairs and International Trade Canada - DFAIT), the Privy Council Office 
(PCO) and the Department of National Defence (DND). CSE negotiated space in the client 
departments for the CROs who moved "on-site". Throughout the 1990s, the client base expanded 
to include many other departments and agencies such as CSIS, RCMP, Industry Canada. 
Agriculture, Fisheries & Oceans. and Finance_ 


In addition to providing intelligence 
reports and explaining to individual clients and potential clients the role of CSE and SIGINT, 
CROs receive feedback from clients about CSE reporting and assist in determining client needs 
based on Government of Canada intelligence priorities. 


The CROs play a role in the release of Canadian identities (idents) that have been suppressed but 
referenced in generic terms in CSE's foreign intelligence reports. CSE's Operational Policy 
section, D2, is the authority for releasing idents (OPS-1-1, 2.4). 


As a result of the increase in the number of both clients and CROs, a small staff was required to 
provide administrative support. Early in 2002, there was a minor re-organization that resulted in 
supervision of the CROs being transferred to three SIGINT managers, each becoming 
responsible for certain CROs. 


In mid-1990s, the CROs were also becoming involved in what are referred to as "action-on" 
cases, for example, where information from CSE reports is worked into a client's departmental 
note or report. The requester, with the help of the CRO and D2 would consult to "sanitize" the 
CSE information, that is, ensure that the source(s) and method(s) used to obtain the information 
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was not exposed (OPS-5-9, "End Product Sanitization/Action-on Procedures"). The resulting 
note or report might still be classified but would no longer have to be handled through COMINT 
channels, thus allowing a broader distribution and facilitating the action a client was 
contemplating taking on the basis of the information. D2 was, and remains, the responsibility 
centre for the "sanitization" of reports. If a client wishes to use CSE information in a 
departmental note, the CROs will work with clients and then submit the "sanitized" information 
to D2 for approval. If a report involves Second Party information, D2 will seek appropriate 
approval, i.e. from the relevant Second Party. 


During the period of review, there were 31 client departments/agencies of the federal 
government receiving CSE reports. These clients were served by 15 CROs with the largest 
concentration being at DFAIT where there are four CSE CROs as well as six DFAIT CROs. The 
unique situation at DFA1T results from the large number of individual clients within the 
department and from the fact that the vast majority of those clients do not have direct, secure 
electronic access to CSE, as compared to the individual clients at CSIS for example, who do 
have electronic access. Some of the CROs serve multiple departments, especially for 
departments where the demand for CSE reporting is not as great or as constant. 


There has been a notable trend over the past decade. The role of the CROs has become more 
focused on key senior clients (e.g. Ministers, Deputy Ministers and Assistant Deputy Ministers), 
with lower-level clients increasingly using secure computer communication with CSE and access 
to its foreign intelligence reporting. CSE places its reports in a database known as 
which can be accessed by a broad but select number of CSE clients who have been cleared for 
access to the secure government computer network called MANDRAKE. is used 
primarily by policy and intelligence analysts in key security and intelligence departments and 
agencies. 


The majority of ident requests are now made via email directly to D2. This is largely because of 
the development of the secure electronic computer system (MANDRAKE) and CSE's drive to 
provide improved service to its clients3; CSIS is the primary example, as briefly noted above. 
However, DFAIT and PCO still largely work with the CROs. At DFAIT, the CROs have a 


_ prominent role in serving the large number of individual clients v of w o hni1 n eon; r 
positions. There are some cases where 
(OPS-1-1, 4.2, 5.2 — 5.4). CROs receiving nts from D2 via (i.e. not 
MANDRAKE) delete all related e-mails after the ident has been provided to the client. As per 
policy prevailing during the period of review, hardcopy forms were kept (see below, subsection 
on "Retention and Storage"). 


Many senior clients such as ministers, deputy ministers and directors-general do not use or do 
not have access to electronic foreign intelligence reports. Not all client departments or agencies 


3 The CSE 2005 Vision document, issued in 2040, sets out direct access by clients to CSE databases as a priority. As 
analysis of the vision proceeded, we were informed that unforeseen difficulties arose that did not make achieving the 
objectives possible. Pursuant to a request for the document, an initial search of the CSE intranet failed to retrieve a 
copy, however, a hardcopy version was subsequently obtained from CSE records and provided to OCSEC following 
the OCSEC briefing of the findings and recommendations of this review. 
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are served by the MANDRAKE network. Therefore, much of the CRO's activity focuses on 
these particular senior clients. Reports will be individually provided to senior clients. 


A feedback system was developed to help guide report production for servicing clients. A 
significant part of the success of the CRO programme is attributed by CSE officials to the direct 
and tailored access to CSE intelligence that is provided to individual senior clients. 


Authorities and Guiding Documents for CROs and the Operational Policy Section (D2) 


CROs and staffof D2 who deal with requests for the identity of a Canadian in CSE reporting are 
guided by the following policies, all of which flow from the National Defence did which states 
that CSE's foreign intelligence collection and information technology security (ITS) activities 
"shall be subject to measures to protect the privacy of Canadians in the use and retention of 
intercepted information" (273.64(2) of the NDA): 


• OPS-1 ("Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSE Activities" dated 20 June 2002); 


• OPS-1-1 ("Procedures for the Release of Suppressed Information from SIGINT 
Reports" dated 11 February 2003); 


• OPS-1-7 ("SIGINT Naming Procedures" dated 15 September 2004); and 


The above-noted policies were those in effect during the period of review. They have since been 
updated. 


In addition, the Ministerial Directive on Privacy of Canadians, dated June 19, 2001, sets out 
ministerial expectations for CSE in protecting privacy while carrying out its mandate. 


The Role of the CROs and D2 in the Request and Release of Suppressed Information 


CSE foreign intelligence reports that are distributed to client departments and agencies and that 
contain personal information about Canadians or citizens of Second Party countries, have the 
identifying information suppressed. For example, where a Canadian was mentioned by name, the 
name would be replaced by a generic reference such as "a Canadian businessman". If a client has 
both the authority and the need to know the name, they must make a formal request and provide 
justification (explained in detail below). Since 1988, requests for release of Canadian identities 
(idents) have been centralized in the Operational Policy section (D2). In recent years; the nature 
of idents has also changed. For example, since September 11, 2001, the value of analyzing 
metadata (data about data) has increased, with certain metadata identifying Canadians, for 
example telephone numbers and IP addresses. 
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CROs provide advice to their clients with respect to idents suppressed in CSE reporting. When 
an individual client requests the release of suppressed information about a Canadian that was 
contained in a CSE-generated report, the CRO may, when the client does not have direct 
communication to CSE/D2, "request the information on behalf of the client following a meeting" 
(OPS-1-1, 5.2). The "Request for Release of Suppressed Information" form (see appendix "A") 
must be completed, which includes providing the justification for the request. It is then 
forwarded to D2. In certain cases, a CRO may request the information in advance of a meeting 
with a client (OPS-1-1, 5.2 to 5.5 "Advance Release"), anticipating such a request because of the 
CRO's familiarity with that particular client. Most often, advance releases involve senior clients, 
for example Deputy Ministers. Advance release may also be prompted by emergency situations 
or situations where prior access to the client is difficult, for example located in another part of 
the city or because the client's schedule does not permit frequent meetings (OPS-1-1, 5.2). 


As previously stated, the largest number of CROs serving one client department is situated 
within the Department of Foreign Affairs and International Trade (DFAIT). The reason for this 
unique situation is that the Department decided it preferred to use the CROs rather than 
electronic service. Therefore, only 15 of approximately 300 individual clients in DFAIT have 
direct electronic access to CSE via the MANDRAKE system and therefore most requests for the 
release of suppressed information are made through the CROs. Of the ten CROs, six are DFAIT 
employees and the remaining four are from CSE. This includes the CRC Unit Head who is a 
DFAIT employee but was formerly an employee of CSE. We were informed that an MOU exists 
specifically to address this special arrangement. However, when we requested to see the MOU, 
despite a concerted effort over time, the document could not be located, either within CSE or 
DFAIT. This is a concern to us. 


Recommendation #1: If the Memorandum of Understanding between DFAIT and 
CSE cannot be located, It Is recommended that a replacement MOU be prepared. 


The importance of a comprehensive and efficient information management system is difficult to 
overstate. Information management has been a recurring theme in OCSEC recommendations for 
the past six years.4 CSE responded most recently to OCSEC that a hard copy file retention 
system for operations and tracking is in place within SIGINT, and that implementation of an 
electronic IM system is set for completion in fiscal year 2007-2008 (see CSE response to 
OCSEC recommendation 1 in the report "CSE Support to, Law Enforcement RCMP —Phase II" 
dated 16 June, 2006). Among other purposes, proper information management is essential for 
ensuring CSE's own accountability and compliance with its authorities. 


4 See: "A Study of the EPR Process — Phase II: Handling Information About Canadians" dated 6 April, 2001; 
IRRELEVANT I dated 13 November, 2002: "ITS Activities Pursuant to mme. dated.20 May, 
2003; 'MN Review" dated 1 June, 2004; "A Study of theMM Collection Program" dated 15 March, 
2005; "External Review of CSE Information Technology Security Activities Conducted Under MA" dated 29 
March, 2006; "CSE Support to Law Enforcement RCMP (Phase HT dated 16 June, 2006; "Review of CSE's 
Activities Conducted Under the Industry Canada MA" dated 18 December, 2006. 
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Observation #1: We encourage CSE to continue on a priority basis the 
implementation of these records management systems for both hardcopy and 
electronic documents. 


We were informed that CROs are generally selected for their experience and knowledge of 
SIGINT processes and reporting, as well as for knowledge of policy. There may not be a 
competition, particularly if an individual is judged suitable for such a position and is willing to 
become a CRO. One of the managers indicated that individuals who are selected are still 
interviewed by a board. CROs are assigned standard goals to achieve and are evaluated by their 
respective CRO manager, based on meeting client needs and adherence to policy. A statement of 
qualifications for CRO Unit Heads which lists formal requirements, experience and personal 
suitability requirements was provided at the time of the interviews but a statement of 
qualifications for CROs was not, though one was subsequently provided, following the briefing 
to CSE on the findings and recommendations of this review. 


'Part of the examination of the role of the CROs involved inquiring what training was received, 
especially as regards the release of Canadian identities suppressed from CSE reporting. 
Interviews were conducted with two CRO managers and five CROs whose experience ranged 
from 6 to 20 years. 


Subsequent to being selected, a new CRO receives training from Operational Policy (D2), the 
section that manages requests for and releases of suppressed information (i.e. Canadian 
identities) in CSE reporting. Training consists of familiarization with all relevant policies 
regarding identities, suppression, request jrequirements sanitization and "action-on". We were 
also'informed that training occurs on the database, client requirements and the 
SIGINT production areas (i.e. the writing of the foreign intelligence reports that are entered into 


). 


Traini is also provided by D2 to the principal clients who have direct access to CSE for email 
and (CSE reports), via MANDRAKE, as stated above. CSIS and PCO analysts 
receive a half-day presentation by a D2 staff member. We were provided the PowerPoint 
presentation and attended one of the sessions given at PCO. 


Examination of Releases of Suppressed Information 


Under paragraph 273.64(2)(b) of the NDA, CSE's foreign intelligence collection activities "shall 
be subject to measures to protect the privacy of Canadians in the use and retention of intercepted 
information." Three CSE policies provide guidance in this area (as cited above in the section on 
"Authorities and Guiding Documents"). Dates are given for the version of the policy in effect for 
the period of review: 
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• OPS-1, "Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSE Activities", dated 20 June, 2002: this policy sets out basic principles 
and provides overall guidance on how CSE is to protect the privacy of Canadians in 
the use and retention of intercepted information; 


• OPS-1-1, "Procedures for the Release of Suppressed Information from SIGINT 
Reports", dated 11 February, 2003: this policy provides direction to the staffs of CSE 
and the Canadian Forces Information Operations Group (CFIOG) involved in 
requesting, releasing and storing information suppressed from SIGINT reports to 
ensure compliance with the NDA, the Ministerial Directive on Privacy of Canadians, 
OPS-1 and second party policies; and 


• OPS-1-7, "SIGINT Naming Procedures", dated 15 September, 2004: this policy sets 
out specific procedures for protecting the privacy of Canadian persons, corporations 
and organizations in SIGINT reports. 


When reviewing the "Request for Release of Suppressed Information" forms, we expected that: 


• requests would comply with three sections of OPS-1: 6.9 (setting out the 
requirements of the requester to provide justifying information, and requiring the 
release authority to ensure the request is consistent with the criteria set out); 6.10 
(appropriate authorizations to release the suppressed information); and 7 (retention 
and storage of private communications or information about Canadians); 


• the conditions specified in OPS-1-1, 3.3 (conditions governing the release of 
suppressed information) would be met and also that the information specified in 
sections 3.4, 3.5 and 3.6 would be provided (information required for the release, 
rationale for the request, and any action to be taken on the basis of the information); 


• the process for release of suppressed information, as per section 4.1 of OPS-1-1 
would be followed (process for releasing suppressed information). 


We asked to see the total number of requests for releases of suppressed information during the 
period under review (January to June, 2005). We were informed that there were 203 requests 
from Government of Canada clients, involving the release of NM Canadian identities isnmp 
requests involve more than one identitv151RRFI FVANT 
IRRELEVANT 


RRELEVANT  mese exemptions must be approved by 
me urrector timers! Intelligence or the Deputy Chief SIGINT and the Director General, Policy 
and Communications. An additional eight requests came from Second Parties (also described 


5 A total figure of.was provided initially, but subsequent to another verification by CSE a revised total was 
provided. 
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below, in subsection on "Requests Involving Second Parties"). More than half the requests ■ 
of 203) were from CSIS while 20% (43 of 203) were from DFAIT. 


In examining the release request forms we found that the majority met our expectations and 
fulfilled the requirements set out in CSE policies. There were, however, inconsistencies 
identified regarding some requests and releases. 


There were instances where the same, or similar, inconsistencies appeared. We pursued these 
with the Manager of D2 and have included them in our analysis, accompanied by a 
recommendation, where appropriate. The following paragraphs describe the nature of the 
inconsistencies, and any implications for compliance or for the protection of the privacy of 
Canadians. 


Request for Release of Suppressed Information Form 


The Request for Release form requires, apart from the basic client information and CSE report 
reference number, a response from the requester to four questions: 


i) section F.1 - why the information is required (checking off one or more of 
13 categories); 


ii) section F.2 - if there is an actual or potential violation of a Canadian law, 
cite the law; 


iii) section F3 - how the information requested relates to the client's 
operating program or to the activity of the department or agency; 


iv) section G - is any action anticipated, based on the information. 


The requirements for client information and the form itself were amended subsequent to 
recommendations from a 2000/2001 OCSEC review of CSE End Product Reports (EPRs) 
production and process.6 The requirements as they are set out in the release request forms we 
examined, and as currently stated in policy, remain valid. 


We noted that several requests, mostly from DFAIT or involving a diplomatic advisor to the 
Prime Minister, had inappropriate rationales checked off in section F.1 of the form. When an 
explanation is provided of how the information being requested relates to an operating program 
or activity of the requester's department (section F.3 of the form), it should be reconcilable with 


6 "A Study of the EPR Process — Phase An Analysis of EPR Production and Safeguards". 6 April, 2001. 
Recommendations included: i) CSE must update its release criteria used to support requests for the release of 
Canadian names/identities; ii) CSE must ensure that ... a client must provide a clear and independent rationale to 
justify each request — one which can be linked to the operating program of the client department ...; iii) CSE should 
require clients to provide a clear indication of the intended use of the released Canadian information... 
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the rationale checked off in section F.1. In a number of cases, this could not be done. We 
discussed these examples with the Manager of D2, who agreed with us in most instances. In 
those instances where the Manager did not agree, we generally accepted the explanations. In one 
example, the explanation in F.3 stated that a senior advisor  at PCO rea th n in 
identities for a briefing about 


The rationale check o in F.1 was 


winch is more for technical purposes and cannot be reconciled with the explanation. In another 
example, three individual clients in DFAIT were making the same request but the two rationales 
checked off (in F.1) were not appropriate for the explanation provided in F.3. The Manager of 
D2 agreed with this observation. 


Section F.2 of the Release form states that "(i)f the request relates to a potential or actual 
violation of a Canadian law, please cite the law." There were two inconsistencies of note with 
this section. The first concerns ident release request forms (almost 10% of the total), all 
from within CSE (Group; three individuals, though the majority of requests were from one 
person in particular). Section 273.64 of the NDA (CSE mandate) was cited in response to this 
question, which is inappropriate in this context. The manager ofD2 agreed. The CSE mandate 
provisions cannot be violated in the context of a request for a Canadian identity. The analysts 
may have been thinking of their authority to make the request, as opposed to what law may be 
violated by the subject of the report which contained suppressed Canadian identity information. 
This situation suggests a lack either of a careful reading of the form and what it is asking for, or a 
lack of understanding of the NDA. In either case, it leads to questions about the training and 
guidance provided to the CSE analysts making the release requests. While there is no issue of 
non-compliance or lack of protection of the privacy of Canadians in this situation per se, the 
concern is in the confusion about what is required. 


The second inconsistency in this section relates to what would be an expected link between 
question F.1 ("Rationale for Request") and F.2 (cite which law if there is any potential or actual 
violation of a law). forms (approximately 5% of the to 1) indicated that the rationale in 
F.1 concerned or 


but dia not cite any w in .2 which would be expected for these particular rationales. 
e issue here relates directly to the protection of the privacy of Canadians and that the release 


of a Canadian identity should only occur in those instances where the client demonstrates a 
justifiable need to know that information. The policy in this case is adequate and clear. Section 
3.5 of OPS-1-1 states that the client "must be explicit regarding the requirement for suppressed 
information." This situation suggests that either the clients require more familiarization or 
training on the requirements to request the release of suppressed information, or the CSE 
officials (CROs or in D2) processing the requests should return to the client to require the 
additional information. 


Inconsistency also arises in section F.3 which requires the client to "(e)xplain how this 
information relates directly to an operating program or activity of your department." Most clients 
in the Release forms we reviewed cite the law governing their department or agency. However, 
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for certain clients from within CSE (e.g.11 activity111ILIIIGroup), the 
described includes a specific, foreign co try get while clients within the same group, 
where the described activity of the client is virtually the same, a specific target is not cited. 
Citing a specific target for an internal CSE request may confirm two things. First, that it is 
indeed a foreign target, consistent with CSE's foreign intelligence collection mandate, and 
second, that it could be linked back to the Foreign Intelligence Priorities and the Government of 
Canada Intelligence Requirements. Without the specific target named, the description of the 
activity still does demonstrate the use to which the information is being applied and that it falls 
within CSE's mandated activities. Nonetheless, the inconsistency about naming, or not, a 
specific, foreign target raises the questions "Why?" and "Is it required?" 


In a request from an individual client at CSIS, the explanation provided in P.3 
Accepting this as an 


oversight, since a   we nonetheless 
verified in the origins report and found that and 
that therefore there was no need for the information to have been suppressed in the first place. 
This should have been evident to the release authority in 02. This same official in D2, however, 
in another request by the same client at CSIS, but involving several Canadian identities, 
appropriately advised the client that each requested identity must be linked to the client's 
authority to have the information and a justifiable need to know it. 


We observed an additional inconsistency with respect to a comment in section H of the Release 
Request form, to the effect that the information may only be used for the purposes described in 
Section G of the form "AND must be treated as TOP SECRETHCOMMITHCE0." Other requests 
that were similar, signed off by different release authorities, did not have such caveats. This point 
addresses the protection of CSE information, which is especially important when it involves 
information about Canadians. It also raises the question why a caveat is needed in one case and 
not inanother similar one. Again, the inconsistency raised for us the question of training and 
awareness regarding the processing of requests for the release of suppressed information. 


One of the requests noted that it was for  lt was not clear from the 
form whether the request  was providing telephone 
numbers to CSIS who then inquired as to the identities. We sought clarification from CSE/D2 
and were informed that this was indeed an unusual request made in th's v. Normally...II 


armed, possibly because the telephone numbers in 
 the information (telephone numbers) but we e 


and that therefore there was a SIGINT connection' 
A CSE manager noted to the CSIS liaison officer at UNE that: "We haven't had this kind of 
request before, so we want you to know about it and when CSIS receives this information you'll 
know what the path was." The CSE manager also noted that they had filled in the Request for 
Release of Suppressed Information form so they could track the release of the phone 
numbers; this, even though there was no indication the telephone numbers originated from a CSE 
end-product report. 
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During a meeting with the Manager of D2 to discuss questions we had about the client Request 
for Release of Suppressed Information forms, we appreciated the manager's frankness and the 
seriousness with which she approached the issues we raised. She acknowledged those areas that 
were not consistent with policy, indicating that she would look into them and if similar situations 
were still occurring how they might be corrected. The manager also pointed out certain steps that 
have been taken since the period of review to strengthen compliance with policy. For example, a 
new procedure has been implemented in which a release of a Canadian ident, authorized by a 
newer member of D2, will be reviewed by a more senior individual in the section. In certain 
instances that we raised, the manager's explanations clarified points and alleviated our concerns. 
In addition, since July, 2005 — that is, subsequent to the period of review the D2 Manager 
conducts a once-monthly review of a random sample of ident releases to examine them for 
compliance with policy. 


During the course of our review of these Release Request forms, a number of positive elements 
were also observed. In certain instances, the CSE release authority would go back to the 
requesting client who had made a very general statement in the form. The releasing official in D2 
advised the client of the requirements for making a request.7 We understand from the D2 
manager that they do refuse requests or may advise that insufficient information has been 
provided. She noted that clients will often re-submit the request with additional information and 
the release is then authorized. D2 does not record these instances, and we do not see a need to do 
so. 


We also observed that the direct link from CSIS analysts to D2 at CSE appears to facilitate more 
accurate and complete release request forms. The requests from CSIS that we reviewed were 
almost always complete and complied with CSE policy. We noted two instances where the CSE 
release authority advised the individual client on how to improve their requests. We examined 
these and noted that the basic information required from the client was supplied but that the 
additional advice offered by D2 was usefhl. 


During a meeting with the Manager of D2 to review and discuss the inconsistencies that we had 
noted in the Release Request forms, it was observed that of the two major clients requesting 
ident releases (CSIS and DFAIT) inconsistencies were more likely to involve DFAIT. Looking at 
what may help to explain this, we examined factors that distinguish these two major clients from 
each other. One distinction, as already noted, is that CSIS analysts have direct, secure electronic 
access to CSE for making requests whereas moat individual clients in DFAIT are served by 
CROs (though the one CRO at DFAIT who was interviewed had not received any requests for 
release of Canadian identities during the past year). Another distinction is that CSIS analysts are 
provided with a half-day training session from CSE/D2. DFAIT personnel do not receive this 
formal training, and it would be impractical for senior clients (e.g. ADMs, DMs) who are 
unlikely in any case to access reports electronically. There is also the point that clients who do 
have direct electronic access, including the Request for Release of Suppressed Information form, 
are reminded each time of the requirements for requesting a release. These distinctions suggest 
that where clients are given training by CSEID2 and have direct, secure electronic access to CSE 


7 For example, report numbers and 
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to make requests, there appears to be a higher probability that the requests will fulfill the 
requirements of policy more consistently and comprehensively. This is positive for both 
compliance and protecting privacy. We suggest CSE examine this further. 


Observation #2: Recognizing that steps have been taken since the period of review 
to strengthen compliance with policy for authorizing release of idents, we encourage 
CSE to conduct more comprehensive training for those who are authorized to 
release Canadian identity Information in D2, to ensure policy is consistently applied. 


Recomm ndation #2: That, where practical, more comprehensive and 
frequent training for clients be conducted, referring to the model of what is 
done for CSIS and PCO analysts. 


Recommendation 03: That, where feasible for other clients, CSE follow the 
model it has established for direct, secure electronic communication between 
CSIS analysts and CSE/D2 to make requests. 


IRRELEVANT 


Direct Access Between Clients and CSE/D2. 


As previously noted, certain clients have direct access to CSE, most notably CSIS. This includes 
direct access to the CSE end-product report database known as as well as secure e-
mail access to D2 for requesting the release of suppressed information contained in reports found 
on . The secure email includes attachments such as the form for Request for 
Release of Suppressed Information. Both and the secure email are accessed by 
clients through a secure Government of Canada communication system known as MANDRAKE 
that links various departments and agencies within the security and intelligence community. The 
CROs play a role in assisting clients to gain access to MANDRAKE and to determining 
information that is relevant to client needs that is available through the system. 
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Multiple Releases of the Same Ident 


One area of concern we identified relates to two individual clients in the same department 
requesting the release of the same suppressed information from a CSE report. Based on answers 
we received in interviews with the CROs and in responses from the manager of D2, there appear 
to be potential gaps with respect to consistency in applying the release criteria. 


Once one individual client in a department or agency has requested an ident and it has been 
released, CSE policy (OPS-1-1, section 4.3) states that "that information may be disseminated to 
other staff in the same department as necessary, without the need to fill in an additional Request 
for Release of Suppressed Information form." The released information is then under the control 
of the client department or agency (OPS-1-1, 3.3) which is subject to the Security of Information 
Act (S0148, the Access to Information Ac? and the Privacy Adm. Therefore, client departments 
must ensure that if released suppressed information is provided to another individual, that 
individual must have a need to know it. 


We were informed that in certain instances where a report and ident are particularly sensitive, not 
all individual clients within the department or agency who request the same suppressed 
information may receive it. For example, if a Director General in the Department of Foreign 
Affairs requests an ident that was already provided to an Assistant Deputy Minister, it does not 
hold that the DG will automatically receive it. If, however, they did receive it and a release 
request form is not required to be filled out, there is no hardcopy record of the request or 
justification; there would only be a verbal request, most likely involving a CRO. We were 
informed by the manager of D2 that if multiple forms requesting the same suppressed 
information are received, D2 accepts them and does not necessarily spend the time looking to see 
whether they were from the same department and that therefore, according to OPS-1-1, 4.3, the 
request forms subsequent to the first one were not necessary. This inconsistency in whether each 
request is or is not submitted on a request release form raises questions about the accuracy of the 
statistics. As stated, the released information is under the control of the requesting client 
department, where it is beyond the scope of the CSE Commissioner's mandate. Nonetheless, we 
believe this is an area that could be addressed at the CSE end, in the interests of being able to 
account for au clients who receive ident information. 


Recommendation #4: That CSE re-examine its processes with respect to the 
release of the same ident to individual clients within the same department or 
agency, with the objectives of i) ensuring consistency of application; and ii) of 
accounting for each release, including multiple releases of the same Went, 
within a client department or agency and thus ensuring more accurate 
statistics. 


R.S.C. 1985. c. 0-5. 
.R.S.C. 1985, c. A-1. 
10 R.S.C. 1985, c. P-21. 
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Requests Involving Second Parties 


Also during the period of review, there were a total of eight requests from second parties, guided 
by OPS-1-1, sections 6.1 and 6.2 (involving the process for and handling of requests from second 
parties). There were identities released and denied (Sato NSA andillto GCHQ). No 
issues of concern arose with respect to these requests and their conformance with policy. 


Advance Releases 


Advance release of a Canadian identity, that is releasing the ident prior to the receipt of a formal 
request from a client, invariably involves a Client Relations Officer. Procedures are set out in 
CSE policy OPS-1-1, 5.2-5.5. In certain circumstances, a CRO may request suppressed 
information from D2 in advance of a meeting with a client, in anticipation that the client will 
request the release of suppressed information in a CSE report. Based on experience, the CRO is 
familiar with the needs of individual clients and is in a position to anticipate such a request. This 
occurs primarily when servicing senior clients such as Assistant Deputy Ministers, Deputy 
Ministers or Ministers, or when access to the client is difficult. It can also occur for emergencies 
or urgent situations. The CRO is accountable for the release of the information. If the client does 
make the request for the release and the rationale satisfies the CRO, then it will be released. 
Subsequent to releasing the ident, the CRO will complete a form for Request for Release of 
Suppressed Information and forward it to D2. 


During the period of review, there were requests for advance releases, all originating from 
CROs at the Department of Foreign Affairs. We requested, and received, all related information 
and explanations with respect to these advance requests, including the follow-up forms which 
had been filled out and submitted, as required by policy. There were no issues of concern. 


Inadvertent Disclosure 


Inadvertent disclosure of Canadian identity information, dealt with in section 4.2 of OPS-1-1, 
occurs when identifying information about a Canadian or person from a second party country is 
included in a report when it should have been suppressed and replaced by a generic description, 
according to policy (OPS-1-7 "SIGINT Naming Procedures"). We were informed by several 
interviewees that inadvertent disclosure is most likely to occur in second party reports. There are 
very few incidents like this that occur. Two of the CROi were interviewed independent of each 
other, and each noted that Canadian identities had appeared in a second party report. The CROs 
told us that they informed the originator and D2 as required by policy (OPS-1-1, section 4.2). 
The reports were withdrawn and then re-issued with the identity information suppressed. 


AGC0110 
2017 01 05 


A-2017-00017--00928 







-15- TOP SECRET/COMINT/CE0 


R ention and Storage of Suppressed Information 


CROs, who are involved in advising and releasing idents to clients, demonstrated during the 
interviews that they were fully aware of retention policy (OPS-1-1, 7.2 "Retention and Storage of 
Suppressed Information", dated 1 I February, 2003) and practice. All the CROs interviewed 
informed us that e-mails from D2 containing the suppressed information requested by the eh= 
is deleted immediately after it has been provided to the client. D2 retains, for a minimum of Ell 


a soft copy (i.e. electronic) in the suppressed information repository to which only D2 
staff, system administration staff and the original report writer have access. The CROs informed 
us that hardcopies of the Request form are kept for up to subsequent to which they are 
destroyed (put in "bum bags" which are collected and burned). The manager of D2 explained 
and demonstrated how the suppressed information repository was used and maintained. We were 
satisfied that it performs as required; it remains the responsibility of the individuals using it and 
the managers to ensure that policy is applied appropriately. 


Client retention of Canadian identities is also set out in CSE policy OPS-1-1, section 7.2. The 
version in effect at the time stated that a requester could retain a hard copy of the ident 
information in an approved container for a maximum of -


A previous recommendation by OCSEC ("Report on the Activities of CSE*s 
dated 22 June, 2005) stated that "CSB establish a mechanism to track and verify 


adherence to its op lice requiring that clients retain hard copy forms with Canadian identities for a 
maximum of and that soft copies be deleted from all e-mails." CSE accepted the 
recommendation, with modification, responding that the involvement of the CROs has been 
reduced and the responsibility of the clients to properly store the information has been re-
inforced, "in accordance with Government of Canada policy on the protection ofprivate 
information". CSE also noted that OPS-1-1 would be clarified to this effect. We note that the 
policy has since been amended and that the maximum retention period has been 
dropped in favour of emphasizing that requesters "may retain hard/soft copy according to: 
classification markings and departmental procedures related to the handling of information about 
Canadians". 


Disclosure and the Privacy Act 


OPS-I -I makes general reference to the Privacy Act. It is not, however, referred to in the 
Request for Release of Suppressed Information form. A previous OCSEC reviewtt raised the 
issue of disclosure of Canadian identities and what section of the Privacy Act would apply. 
Reviewers at the time were advised that in most instances, disclosure of idents was made under 
the authority of 8(2)(a) as foreign intelligence (FI) and as a consistent use. As the report 
observed, 8(2)(a) may be appropriate for disclosing to DFAIT which has a foreign intelligence 
mandate and therefore is consistent in requesting personal information retained and used by CSE 
as essential to foreign intelligence. However, in the case of a law enforcement or security 


"CSE Support to Law Enforcement: Royal Canadian Mounted Police, Phase /I" dated 16 June, 2007. 
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agency, 8(2)(e) may be the more appropriate section under which to disclose the ident ("the 
request for information must come from an investigative body listed in the •ns of the 
Privacy Ace 


IRRELEVANT 


Recommendation 5: That CSE examine the disclosure of idents under the 
Privacy Act with a view to amending the Request for Release of Suppressed 
Information form to include the section of the Privacy Act that is the 
appropriate authority. 


VI. CONCLUSIONS 


The review of the activities of the CSE client relations officers (CROs) and the Operational 
Policy Section (D2) in the release of Canadian identities (suppressed information) to requesting 
clients found the activities to be in compliance with the law and generally with CSE's related 
policies. The expectations that we established in reviewing the Request for Release of 
Suppressed Information forms were generally met, though there were a number of 
inconsistencies identified with respect to client requests and CM authorizations to release the 
suppressed information. These inconsistencies exposed areas where we believe that both policy 
and practice can be improved to enhance the protection of privacy. In particular, we have made 
recommendations regarding: 1) the training of clients who make requests for the release of such 
information; ii) the establishment of more secure, electronic access by clients to CSE Operational 
Policy Section as a means of reducing errors and enhancing control over the ident release 
process; iii) the re-examination of its processes for•releasing and accounting for multiple releases 
within a client department or agency; and iv) the examination of release of idents under the 
authority of the Privacy Act and amending the Request for Release of Suppressed Information 
form to include the appropriate section of the Privacy Act under which the release is authorized 
to be received by the requesting agency. 


We also made observations in two areas that are.currently being addressed by CSE but which for 
the period of review raised concerns. These areas were: training for personnel in the Operational 
Policy Section who are responsible for authorizing the release of suppressed information; and 
records management, which has been a recurring theme of OCSEC recommendations. 


12 R.S.C. 1985, c. C43. 
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Summary of Recommendations 


Recommendation #I: If the Memorandum of Understanding between DFAIT and CSE 
cannot be located, it is recommended that a replacement MOU be prepared. 


Recommendation #2: That, where practical, more comprehensive and frequent 
training for clients be conducted, referring to the model of what is done for CSIS 
and PCO analysts. 


Recommendation #3: That, where feasible for other clients, CSE follow the model it has 
established for direct, secure electronic communication between CSIS analysts and CSE/D2 
to make requests. 


Recommendation #4: That CSE re-examine its processes with respect to the release of the 
same (dent to individual clients within the same department or agency, with the objectives 
of i) ensuring consistency of application; and ii) of accounting for each release, including 
multiple releases of the same (dent, within a client department or agency and thus ensuring 
more accurate statistics. • 


Recommendation #5: That CSE examine the disclosure of (dents under the Privacy Act with 
a view to amending the Request for Release of Suppressed Information form to Include the 
section of the Privacy Act that is the appropriate authority. 
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Appendix "A" 
Request for Release of Suppressed Information Form 


(when completed) 


TOP SECRETi/COMENV/Canadian Eyes Only 


A. Requesting Client's Name B. Client Title and Department 


C. Report Serial Number D. Date of Request 


E. Information Requested 


F. Rationale for Request (please complete all three questions) 


This information is required because it MOP to (mark an 'r in the appropriate space(s)): 


If the request relates to a potential or actual violation of a Canadian law. please cite the law. 


Explain how this information relates directly to an operating program or activity of your department. 


G. Please indicate what action. if any, is being contemplated based on this information, (Note that some 
actions require prior CSE approval.) 


H. Suppressed Information 


Released by: 


Comments: 


This information is provided on the understanding that the requesting deparanent,requires 
information to perform its lawful ditties, and that this information wil be itandled.itt:acciozdallag with 
the Access, tolniormailon dot and:thaPiivatv Aci. 
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Appendix "B" 
CSE Personnel Interviewed 


Director, Corporate and Operational Policy 
Manager, Operational Policy Section 
Manager, External Review and Policy Compliance 
CRO Manager 
CRO Manager 
CRO for CSIS and the RCMP 
CRO for PCO and Special Events 
CRO for Foreign Affairs and International Trade Canada 
CRO for the Department of National Defence 
CRO for Agriculture Canada, PSEPC, Canadian Food inspection Agency, 
formerly at Industry Canada 
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V/ ana Atfaires etrangeres et 
International Trade Canada Commerce international Canada 


April 14, 2007 125 Sussex Drive, 
Ottawa, Ontario 
1{1A 0G2 


Mr. Peter Laneville, SECRET 
Deputy Chief Information Technology Security 
Communications Security Establishment Canada IST-0029 
(CSEC) 
P.O. Box 9703 
Terminal Ottawa, Ontario 
K1G 3Z4 


Request for As011ancs,- Computer Network Defence JCNtol 


Dear Mr. Larteville 


This is a formal request for assistance from the CSE/IT Security Computer Network 
Defence team to conduct CND operations, including CND-related analysis, network 
monitoring and the provision of mitigation advice on the networks and systems of the 
Department of Foreign Affairs and International Trade (DFAIT). This requirement stems 
from the need to increase reassurance in the proactive defence posture of our systems. 


The Chief Information Officer (CIO) is the approval authority for corporate IM/IT for 
DFAIT. The Departmental Security Officer (DSO) is responsible for all aspects of WAIT 
security. In our respective roles, we have the authority to provide CSEC/IT Security with 
access to DFAIT systems, networks and information. 


We understand that during the course of CND operations, private communications may be 
intercepted. However, this will only occur after an Authorization to CSEC from the 
Minister of National Defence is granted for the period of time during which this operation 
will be performed. 


A MOU between our two organisations will be concluded setting out respective roles and 
responsibilities and defining the exact nature and scope of the assistance to be provided. 


CanaM 


  T 'cl, 17LT'ON 
0E170416 OSI lIe40 Wd170:2- 8002'9T'eldid 
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We authorize direct liaison between DFAIT staff and CSEC/Tr Security in order to facilitate 
assistance. Ms. Elizabeth Keighley, A(Manager, DFAIT Information protection Centre is 
designated as the primary contact for this CND operation. Please direct any questions or 
concerns to her at (613) 9442498. 


Sincerely, 


Gaston Barban, 


A/CIO 


DFAIT 


Paul Meyer, 


DSO 


DFAIT 


0EVO-OP6 DSI WdP0:2 8092'9T'adti 
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SECRET//Canadian Eyes Only 


Minister 
of National Defence 


MAY 7 2007 


Ministre 
de la Defense nationals) 


Ottawa, Canada KIA 0K2 


The Honourable Charles D. Gonthier, Q.C. 
Communications Security Establishment Commissioner 
P.O. Box 1984, Station "B" 
Ottawa, Ontario 
K 1 P 5R5 


Dear Mr. Gonthier: 


I am writing to you in response to your March 30, 2007 report on the activities of CSE's 
Client Relations Officers (CROs) and the Operational Policy Section (D2) as they, relate 
to the release of Canadian identity information suppressed in CSE foreign intelligence 
reports. I understand that you find the activities reviewed to have been in compliance 
with the law, and generally with CSE's policies, although some inconsistencies were 
observed. 


I trust you will be pleased to note that CSE has accepted, and is actioning, the five 
recommendations included in your report, which have been noted in the attachment to 
this letter. 


Sincerely, 


The Ho rdon J. 01
Minister 1 Defence 


or, P.C., M.P. 


c.c. Mr. John Adams, Chie4 CSE 


Attachment 


SECRETHCanadian Eyes Only Canada 


AGC0112 .-6-1 
A-2017-00017--00936 







SECRET 
Canadian Eyes Only 


! ! f. 1..! i • !
Operational Policy Section intitaRielease of Canadian Identities 


On 30 March, 2007, the CSE Commissioner reported, to the Minister of National Defence, his 
findings arising from a review of the roles of CSE's Client Relations Officers (CROs) and the 
Operational Policy Section (D2) in the requesting and releasing of Canadian identity information 
which has been suppressed in foreign intelligence reports. In the report, the Commissioner 
confirmed the lawfidness of the activities reviewed, while noting some inconsistencies in 
application of the release process. The Commissioner made five recommendations aimed at 
addressing these inconsistencies. 


CSE's Executive Committee has reviewed the recommendations and has agreed upon the 
responses and actions outlined below: 


OCSEC Recommendation 1: 


"If the Memorandum of Understanding (MOU) between DFAIT and CSE cannot be 
located, it is recommended that a replacement MOU be prepared" 


CSE Response: 


Accepted: CSE has conducted an extensive search for this MOU. as has DFAIT. 
Regrettably, neither organization has been able to produce a copy of the agreement. Accordingly, 
CSE has already commenced the internal development of a new MOU with DFAIT. 


OCSEC Recommendation 2: 


"That, where practical, more comprehensive and frequent training for clients be 
conducted, referring to the model of what is done for CSIS and PCO analysts." 


CSE Response; 


Accepted: The recommendation refers to the D2-sponsored half-day training program 
currently established for CSIS and PCO clients. This half-day training, or a longer session if 
required, will be offered to DFAIT and other Government of Canada (GC clients, 
where appropriate and feasible. 


SECRET 
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OCSEC Recommendation 3: 


"That, where feasible for other clients, CSE follow the model it has established for 
direct, secure electronic communication between CSIS analysts and CSE/D2 to make 
requests." 


CSE Response: 


Accepted: In expanding CSE's (self-serve) program there are a number of 
considerations related to technology, finances, and client preference. Whereas there have been 
some relatively recent additions, such as CBSA, RCMP/SIHU (Special Information Handling 
Unit), and Public Safety Canada's Emergency Management and National Security Branch, in 
other cases, such as DFAIT, departments or sub-elements of departments opt instead for CRO 
service in order to maintain a high level of personal service to their middle- and higher-level 
managers. Should DFAIT or other GC clients at any time request expansion of 
service among their analyst communities, CSE will incorporate considerations for requesting 
identity information. This, in combination with the training discussed above, should serve to 
improve the overall level of consistency in identity requests. 


OCSEC Recommendation 4: 


"That CSE re-examine its processes with respect to the release of the same 'dent to 
individual clients within the same department or agency, with the objectives of 1) ensuring 
consistency of application; and 11) of accounting for each release, including multiple 
releases of the same 'dent, within a client department or agency and thus ensuring more 
accurate statistics." 


CSE Response: 


Accepted with modification: With respect to the first aspect (i) of the recommendation, 
CSE will re-examine its existing procedures, as recommended, to ensure consistency of 
application when receiving multiple requests from a given organization for Canadian identity 
information suppressed from a given report, and CSE/D2 will review, process and file each 
request individually. 


Satisfying the second aspect (ii) of the recommendation would require imposing additional 
process on SIGINT clients requiring them to return to CSE for permission to share identity 
information with their indoctrinated departmental colleagues. We assess that this would be 
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cumbersome from the client's perspective, and unenforceable from CSE's, and prefer instead to 
rely upon each department's Privacy Act obligations to ensure proper handling of the 
information. Current CSE policy (OPS-1-1, section 4.3) allows that, once a Canadian identity 
has been released to an indoctrinated individual within a client department, the same identity may 
subsequently be further released to other indoctrinated officials within the same department 
without the need for additional formal applications to CSE/D2. Once initially released to a given 
client, the information is thereafter deemed to be under the control of the client organization. 


That said, CSE will address the statistical consistency issue by tabulating, for metrics purposes, 
only the release of identity information to a given organization, and not to individuals within the 
organization. 


OCSEC Recommendation 5: 


"That CSE examine the disclosure of idents under the Privacy Act with a view to 
amending the Request for Release of Suppressed Information form to include the section of 
the Privacy Act that Is the appropriate authority." 


CSE Response: 


Accepted: CSE will undertake to re-examine the disclosure of idents under the Privacy 
Act. Legal counsel at CSE are currently working closely with the Department of Justice, 
Information Law and Privacy Section to finalize an opinion in this regard, stemming from a 
previous OCSEC review. 
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Communications Security 
Establishment Commissioner 


Commissaire du Centre de la 
s6curile des telecommunications 


Canada 
The Honourable Charles D. Gonthier. G.C., C.G. L'Ilonorable Charles ❑. Ganthier. C.C., c.r. 


TOP SECRET/COMINT/CE0 
(with attachment) 
16 January 2008 


The Honourable Peter G. MacKay, PC, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
K IA 01,2 


Dear Mr. MaeKay: 


The purpose of this letter is to advise you cif the results of a review by my 
office (OCSEC) of the lawfulness of CSE's activities in providing foreign 
intelligence support to the Canadian Security Intelligence Service (CSIS) under 
CSE's (a) mandate (National Defence Act (NDA) paragraph 273.64(1)(a)). The 
review was undertaken under my general authority articulated in Part V.1, paragraph 
273.63(2)(a) of the NDA, and covered activities from April 01, 2004 to March 31, 
2005 and from November and December 2006. 


My office began ibis study in August 2005. The delays in finalizing the 
report were caused, in part, by other operational commitments of the OCSEC analyst 
conducting the review. However, the report was also delayed because my staff did 
not receive requested documentation from CSE in a timely manner. CSE officials 
have acknowledged that this was in part due to the Jack of a formal system of record-
keeping during the period under review, and therefore an inability on CSE's part to 
easily compile the required documentation. This issue is addressed in my report and 
CSE has committed to implementing a new corporate information management 
system during 2007/08. My staff have been receiving regular updates on the 
implementation process. 


Background 


As part of its (a) mandate, CSE provides regular foreign intelligence 
reporting to CSIS, most of which addresses general areas of interest that complement 


NOT REVIEWED 
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and support CSIS's own mandated responsibilities. CSE also receives and responds 
to specific CSIS requests for intelligence-related information (REls), provided that 
the requirement is consistent with documented Government of Canada Requirements 
(OCRs) and CSR's National MINT Priorities List (NSPL). A final aspect of CSE's 
(a) mandate support to CSIS is that it responds to requests for the release of 
suppressed Canadian identities or other suppressed information contained in foreign 
intelligence reporting. 


Overall Findiries 


This review was conducted by OCSEC pursuant to the Department ofJustice 
legal opinions and its interpretation of the legislation. Overall, I am of the opinion 
that CSE acted within its mandate in conducting the activities it undertook and I am 
in accord with the advice and guidance provided by Department of Justice counsel to 
CSE. In somc cases, however, I do not support the application of that advice. I am 
of the opinion that some activities undertaken by CSE based on requests for 
information from CSIS should have been done under mandate (c) as an Agent of 
CSIS) rather than mandate (a) (collection of foreign intelligenee). I have 
recommended that CSE re-examine the application of the Department of Justice 
advice and asked whether additional questions need to be posed when assessing 
whether a request from a Government of Canada client, in this case CSIS, falls under 
mandate (a) or mandate (c). My officials discussed this matter with CSE in 
November 2007. Recently my office provided a discussion paper to CSE on this 
issue and will meet to review it further. 


I would also note that in the previous review year l submitted two classified 
reports to your predecessor that had findings and recommendations applicable to, 
and that re-inforce some of the findings and recommendations of this review. These 
reports were CSE Support to Law Enforcement: Royal Canadian Mounted Police 
(RCMP) Phase H: CSE Mandate (a) and Role of the CSE's Client Relations geicers 
and the Operational Policy Section (D2) in the Release of Canadian Identities.' 


In summary, my observations, specific findings and my recommendations 
from this review are as follows: 


Ministerial directives 


Ministerial directives issued to CSE and dated June 19, 2001 preceded the 
passage of Part V.1 of the National Defence Act, and I would suggest they be 
reviewed to ensure they are in keeping wills the mandated authorities articulated in 
the legislation. In response to the same observation in previous reviews. CSE has 
indicated that this task will be undertaken after the legislation has been amended. 


Submined June 16, 2006 
2 Submitted March 30, 2007 
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Corporate Records 


CSE has no centralized function to track or centrally locate its discussions 
and actions after a request for information (RFI) has been received. Accordingly, 
recommend that CSE ensure its new corporate information management system, 
which will be implemented in 2007/2008, can capture and attribute to a centralized 
file all activities by individual analysts, so that the work is thoroughly documented 
for future reference, and that supporting documentation can be readily linked to the 
request or operation under which it was conducted. 


Acquisition of Foreign intelligence 


CSE does not normally question how CSIS obtained the information 
contained in a request for information. CSE policy states it must be assured via the 
CSIS request that the information has been acquired lawfully. While 1 consider this 
policy to be reasonable, it does not appear to be stringently applied when processing 
CSIS requests. Accordingly, 1 recommend that CSE consider re-examining CSIS 
REIs to ensure all information required under CSE policy is contained in the RF1, 
including the written assurance that the information was acquired lawfully, in 
accordance with an investigation or warrant under section 12 of the C'SE.,4ct, and 
linked to a Government of Canada Requirement. 


Mandate (a) vs. Mandate (c) 


1 question whether some of the activities undertaken en behalf of CSIS 
should have been conducted under mandate (e) rather than mandate (a), and I 
recommend that CSE re-examine this matter to ensure that al! decisions and resulting 
activities are based upon criteria that have been consistently applied and are 
statutorily defensible. This includes clarification of the relevant mandate under 
which contact chaining activities should be conducted, for example, a matter dealt 
with in more detail in my office's review of the Ministerial Directive, 
Communications Security Establishment, Collection and Use of Meiaclatcz, March 9, 
2005 submitted to you on January 9, 2008, 


Requests for Release of Suppresssed Information 


After reviewing requests for release of suppressed information in the review 
period, my staff determined that although CSE had followed the relevant policies and 
procedures in place at the time, there were a number of inconsistencies in the 
completion of the forms or the degree of detail provided by CSIS. Accordingly, / 
believe CSE should consider amending the Request for Release form to ensure it is 
clear to clients that all parts of the form must be completed regardless of whether any 
action is contemplated based on the suppressed information requested. I identified 
questions about the provisions for the disclosure of identities under the Privacy Act 
with a view to amending the Request for Release form to include the section of the 
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Privacy Act that is the appropriate authority. I note that in response to 
recommendations made in the reviews of CSE Support to Law Enforcement: Royal 


Canadian Mounted Police (RCMP) Phase II; CSE Mandate (a): of the Role of the 
CS s Client Relations Officers and the Operational Policy Section (D2) in the 
Release of Canadian Identities; and of the Office ofCortnier Terrorism. CSE has 
indicated that a review was undertaken by CSE's legal eounsel following 
consultations with the Information Law and Privaey seetion of the Department of 
Justice. Solicitor-Client Privilege 
Solicitor-Client Privilege 


Treatment of Requests for Information (RFIs) 


My staff was concerned to note that CSE treats information provided by 
CSIS in the same way as any other foreign information it obtains through its own 


searches or through other GoC departments or collaborating ageneies, i.e. as lead 
information that may assist CSE with subsequent targeting and tasking. In my 
opinion, CSE is contravening the Memorandum of Understanding between CSIS and 
CSE dated November 1, 1990, which indicates CSE is to consult with CSIS prior to 
the dissemination of any security or foreign intelligence derived from information 
provided by CSIS. When my stair questioned CSE on this matter, we were advised 
that CSIS and CSE believe consultation is not required when CSIS provides lead 
information used in obtaining foreign intelligence in relation to Government of 
Canada intelligenee requirements. Accordingly, I recommend that CSE ensure that 
the CSIS-CSE Memorandum of Understanding is revised to reflect current practices 
and agreements. 


As is my practice, I have provided officials at CSE an opportunity to review 
and comment on this report, prior to finalizing and forwarding it to you. I will 
continue to monitor the issues raised. 


Please let me know if you have any questions or comments. 


Yours sincerely, 


(...101.04%.544


Charles D. Gonthier 


Mr. Julia Adams, Chief, CSE 
Ms. Margaret Bloodworth. National Security Advisor, PCO 
Mr. Robert Ponberg, Deputy Minister, National Defence 
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I. AUTHORITY 


This report was prepared on behalf of the Communications Security Establishment (CSE) 
Commissioner under his general authority articulated in Part V.1, paragraph 273.63(2)(a) 
of the National Defence Act (NDA). 


II. INTRODUCTION 


The purpose of this review was to examine and assess the lawfulness of CSE's activities 
as they relate to the provision of support to the Canadian Security Intelligence Service 
(CSIS) under subsection 273.64(1) of the JVDA, and in particular paragraph 273.64(1)(a). 


CSE collects foreign signals intelligence in support of the Government of Canada's 
(GoC) annual intelligence priorities, under the authority of paragraph 273.64(1)(a) of the 
NDA (referred to hereafter as the (a) mandate): 


(a) to acquire and use information from the global information infrastructure 
for the purpose of providing foreign intelligence, in accordance with 
Government of Canada intelligence priorities; 


As part of its (a) mandate, CSE provides regular foreign intelligence reporting to its 
clients, including CSIS, most of which addresses general areas of interest that 
complement and support CSIS's own mandated responsibilities. 


CSE also receives and responds to specific CSIS requests for intelligence-related 
information (also referred to as RFIs), provided that the requirement is consistent with 
documented Government of Canada Requirements (GCRs) and CSE's National SIGINT 
Priorities List (NSPL). 


A final aspect of CSE's support to CSIS is that it responds to requests for the release of 
Canadian identities or other suppressed information contained in foreign intelligence 
reporting. 


III. PERIOD OF REVIEW 


The following report presents our findings as they relate to CSE's (a) mandate activities 
in support of CSIS for the period April 01, 2004 to March 31, 2005. During the review 
we agreed to a suggestion by CSE to also look at MI RFIs actioned in the period 


Where practices have changed subsequently, this will be 
noted. 


We began this study in August 2005. The delays in finalizing the report were caused, in 
part, by other operational commitments of the OCSEC analyst conducting the review. 
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However, the report was also delayed because we did not receive requested 
documentation from CSE in a timely manner. CSE representatives have acknowledged 
that. this was in part due to the lack of a formal system of record keeping during the 
period under review, and therefore an inability on CSE's part to easily compile the 
documentation we requested. 


IV. OBJECTIVE 


The objective of this review was to assess the lawfulness of CSE's activities under its (a) 
mandate, in support of CSIS. 


V. LINES OF INQUIRY 


The review pursued the following lines of inquiry: 


• Identify and describe the nature of the CSE—CSIS relationship and the forms of 
assistance provided under the authority of CSE's mandate. 


• Identify and examine all related authorities that govern CSE—CSIS activities 
conducted pursuant to CSE's mandate, and for the purposes of this review its (a) 
mandate, including: 


• ministerial directives; 
• memoranda of understanding; 
• legal advice and opinions; and 
• policies and procedures. 


• Examine CSE's process for reviewing and accepting/denying requests for 
assistance made by CSIS under the authority of the (a) mandate, and identify and 
understand how CSE tracks and accounts for the assistance it provides CSIS. 


6 Identify and examine any related records, files, correspondence, and any other 
material such as CSE internal audits or reviews conducted in respect of CSE's 
assistance to CSIS. 


• Examine, review and report on any other issue that may arise during the course of 
this study and that may impact on CSE's ability to conduct its activities lawfully 
and safeguard the privacy of Canadians. 
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V. METHODOLOGY 


To begin this review we requested and received a general briefing pertaining to the 
support CSE provides to CSIS. In addition, we submitted a series of written questions 
pertaining to support provided to CSIS by CSE under its (a), (b) and (c) mandates. In the 
interest of time, we advised CSE on September 6, 2006 that we would focus specifically 
on CSE's support to CSIS under its (a) mandate. A reassessment of the focus and time 
frames of support to CSIS under CSE's other mandates (b) and (c), as outlined in our 
original Scope Statement, will be done at a later date. We also conducted three onsite 
interview /information sessions with individuals working in the areas involved. During the 
course of this review we were advised that CSE had not conducted any internal audits or 
reviews specific to its support to CSIS. CSE has since advised us that various elements 
of SIGINT support to CSIS may have been captured in audits or evaluations pertaining to 
the IRRELEVANT program (November 2003 — March 2004) and Support to Lawful 
Access program. 


We obtained a list of the CSIS Requests for Information (RFIs) during the period under 
review. This list inchidedMrequests for intelligence-related infonnationMof which 
were from the Counter Terrorism branch of CSIS. We chose  ii) of these RFIs to 
review in more detail, as these appeared to be requests for information related more 
specifically to Canadians, or to investigations relating to Canadians. In December 2006 
we received a listing of".  RFIs and the related material form of these (the 
documentation for one was missing); this constituted approximately half of theave had 
originally chosen. CSE was unable to provide the documentation for the remaining El 
RFls we had originally requested in a reasonable time frame; therefore, in the interest of 
avoiding any further delays, we agreed to continue the review with what CSE was able to 
provide. 


We completed the analysis and then a draft of this report in September 2007, after which 
we reiterated our request for the remainingERFIs. We received them, along with most 
of the related documentation, on November 29, 2007. We have included the analysis of 
these RFIs in an annex to this report, and results have been referred to in the conclusions. 


SinceiEllRFIs we actually received were from CSIS' Counter Terrorism branch, 
we arranged to meet with representatives of CSE's Office of Counter Terrorism (OCT) to 
determine the best way to proceed and complete this review. After our initial meeting, we 
decided that we would, in the interest of time, choose and review a small sampling from 
thclE RFIs CSE provided. In addition, CSE also suggested reviewing RFIs received in 
the latter part of in order to see how the process had changed from the original 
review period. As a result, we reviewed five R.FIs from the original review period of 
April 2004 to March 2005, and four received between 


that CSE randomly picked. 


In addition, CSE had advised us that during the review period a total of MICanadian 
identities had been released to CSIS. Therefore, we requested the related documentation 
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and then reviewed-Release of Suppressed Information fortes, which we were advised 
were the total for the review period. Most of the forms contained multiple release 
requests. 


The findings of the above-noted review areas are described in the following section. 


VII. REVIEW FINDINGS 


Overall, this review found that CSE's support to CSIS under its (a) mandate during the 
review period was within the law, as interpreted by the Department of Justice, and 
followed CSE policies, as they existed during the review period. However, we did 
identify a number of issues, some of which we have addressed with recommendations. 


It should be noted that two previous classified reports submitted to the Minister had 
findings and recommendations applicable to this review. These reports were CSE Support 
to Law Enforcement: Royal Canadian Mounted Police (RCMP) Phase .II: CSE Mandate 
(a),1 and Role of the CSE's Client Relations Officers and the Operational Policy Section 
(D2) in the Release of Canadian Identities.' We will not repeat findings that have already 
been highlighted, discussed and analyzed quite extensively in the two aforementioned 
reports, but simply note where they apply to this review as well. The findings of the two 
previous reports, as they relate to C SE's mandates (a) and (c), are the subject of ongoing 
discussions. This report will inform those discussions as well. 


(a) Authorities 


In addition to its legislated authority as identified above, CSE's foreign signals 
intelligence support to CSIS is guided by several supporting instruments, including: 


• Three ministerial directives dated June 19, 2001: 
• CSE Support to Law En/al-cement and National Security Agencies; 
• Accountability Framework; and 
• Privacy of Canadians. 


• The CSIS—CSE Memorandum of Understanding (.40U), effective November 1, 
1990, outlining the nature of operational and technical cooperation in relation to 
signals intelligence activities. 


▪ Operational policies and procedures in force for the review period, including: 
• OPS-1 Protecting the Privacy of Canadians and Ensuring Legal Compliance 


in the Conduct of CSE Activities; 


Submitted June 16, 2006 
2 Submitted March 30, 2007 
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• OPS-1-1 Procedures for the Release of Suppressed Information from SIGINT 
Reports; 


• OP S-1-7 SIGINT Naming Procedures; 
• OP S-4-2 Procedures ,for Assisting CSIS Section 12 Activities; and 
• OP S-5-9 End-Product Sanitizati on/Action-on Procedures. 


The CSE personnel we interviewed have a clear understanding that their activities must 
respect the laws of Canada--not only the National Defence Act., but also the Criminal 
Code, the Charter, and the Privacy Act. 


Observation no. 1 


Ministerial directives issued to CSE and dated June 19, 2001 preceded the passage of 
Part 17.1 of the National Defence Act and should be reviewed to ensure they are in 
keeping with the mandated authorities articulated in the legislation. 


In response to the same observation in previous reviews by this office, CSE has indicated 
that this task will be undertaken when the legislation has been amended. More 
specifically, CSE responded to a similar recommendation contained in the RCit,IP Phase 
review in January 2005 as follows: 


"Accepted and Active. - It is integral to CSE's plan to revisit all three of the original 
MDs that pre-date legislation. This work was initiated during the first quarter of FY 
05/06, and the revised MDs will be ready for signature by our Minister on completion of 
the Anti-Terrorism Act review." 


This matter remains outstanding as of the date of this report. 


(b) Corporate Records: An Ongoing Issue 


Operational files associated with any RFIs or other CSE activities vary between 
individual work areas in respect to their organization and completeness. CSE has advised 
in its written responses that there is no requirement to maintain a central file with respect 
to the CSE-CSIS relationship as it pertains to mandate (a). CSE's Office of Counter 
TeiTorism (OCT) has its own centralized or shared system for recording and tracking 
RFIs. However, there is no requirement or centralized function to track or centrally locate 
information, discussions or e-mails between the CSIS and CSE analysts after an RFI has 
been received and during the course of the RFI cycle. This makes it difficult for CSE 
employees to respond to queries about why certain actions were taken, or why an 
approach was followed that differed from the original RFI. 


It is important for accountability that ail interaction between CSE's analysts and clients, 
especially those with investigative mandates, be documented and that records be kept 
centrally for such transactions, All activity by CSE should be linked to the RFI or a 
central corporate record, rather than to the analyst, particularly for activities that may 
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relate to the safeguarding of the privacy of Canadians. A recent briefing by CSE suggests 
that this matter will be addressed with the implementation of the new corporate 
information management system. 


(C) Acquisition of Foreign Intelligence 


When CSIS requests foreign intelligence from CSE, the RFI normally indicates 


We have been advised that CSE assesses all information provided by 
CSIS, and seeks clarification if there are any questions or concerns. However, CSE does 
not normally question how CSIS obtained the information in question the presumption 
is that CSIS has lawfully acquired the information that it is providing. 


Observation no. 2 


CSE 's failure to ensure that material provided by CSIS has been lawfully acquired would 
appear to be contrary to the stated objective and requirements of CSE Operational 
Policy OPS-4-2. 3


Recommendation no. 1: 


CSE, should consider re-examining CSIS RFIs to ensure all information 
required under OPS-4-2 is contained in the RE!, including the written 
assurance that the information was acquired lawfully and in accordance with 
an investigation or warrant under section 12 of the CSIS Act, and linked to a 
Government of Canada Requirement. 


(d) Mandate (a) vs. Mandate (c) 


When CSE receives an RFI from CSIS or arty other GoC client department, we were 
advised that it assesses whether the request falls under mandate (a) by asking: 


• Is the activity directed at a foreign person or entity? 
• Is the foreign person or entity located outside of Canada? 
s Does the expected information or intelligence relate to the capabilities, intentions 


or activities of the foreign person or entity? and 
• Does the expected information or intelligence relate to an intelligence priority of 


the Government of Canada? 


3 OPS-4-2, Procedure for Assisting CSIS Section 12 Activities, dated July 25, 2001, states under the policy 
objective that the procedures contained therein are intended to "reassure CSE staff that any material 
provided to them by CSIS has been acquired lawfully". The procedures require that "written requests 
should contain whether there is a valid warrant or not, background of the CSIS operation, clear description 
of kind of assistance being sought, urgency of request and form the response should take". 
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If the answer is yes to all four questions, then CSE proceeds under mandate (a) and in 
accordance with CSE operational policies. 


However, we suggest that additional questions may need to be included to address 
whether the information being provided by CSIS relates to the subject of an authorized 
investigation by CSIS. Additional questions would assist in determining whether the 
activity CSE undertakes is in fact "directed at" the person who is the subject of or 
associated with the information C-SIS provided. Such questions could include: "Is the 
request part of an authorized or lawful investigation?" and "What is the intent or focus of 
the investigation?" 


Observation no. 3 


CSIS requests for information that may relate to a specific investigation or warranted 
activity under section 12 of the CSIS Act, such as anARRELEVANT 


IRRELEVANT  may be more appropriately 
made and dealt with under CSE (c) mandate,' as they are in fact being used by CSIS to 
farther an authorized investigation being conducted by CSIS. 


As was indicated in the report on CSE support to the RCMP dated June 2006, and the 
review of the Ministerial Directive, Communications Security Establishment, Collection 
and Use of Metadata, March 9, 2005, submitted to the Minister in January 2008, CSE 
should be able to assess its activities in response to any client department seeking 
intelligence support based on foreign information obtained from, and/or linked to, 
persons in Canada under lawful investigation. 


Whereas sectio.n.16 of the CSIS Act expressly states that CSIS may collect foreign 
intelligence in Canada at the request of either the Minister of National Defence or the 
Minister of Foreign Affairs, section 12 does not preclude CSIS from collecting this 
information overseas. The section 12 mandate reads: 


"The Service shall collect, by investigation or otherwise, to the extent that is 
strictly necessary, and analyse and retain information and intelligence respecting 
activities that may on reasonable grounds be suspected of constituting threats to 
the security of Canada and, in relation thereto, shall report to and advise the 
Government of Canada." 


In order to meet this mandate, CSIS can request that USE provide what for CSIS 
purposes is "security intelligence" about foreign persons or entities that may be related to 
CSIS targets under investigation in Canada. 


4 Mandate (c) (NDA, Part V.1, paragraph 273.64(1)(c)) authorizes CSE to "provide technical and 
operational assistance to federal law enforcement and security agencies in the performance of their lawful 
duties," 
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The scope and intent of section 12 of the CSIS Act has been explained by current and 
former Directors of CSIS before parliamentary committees and in other public forums. 
Indeed, a former Solicitor General said during debate on the bill in 1984 that resulted in 
the CSIS Act, "There is no statutory requirement that the entire activities of the Security 
Intelligence Service be petformed in Canada. I think that would be unduly inhibiting." 
As a former Director of CSIS has observed: "...the legislation authorizes us to conduct 
operations abroad. It wasn't in hindsight that some loophole has been discovered. The 
Act was designed that way in the first place to protect Canada from threats to its 
security." 


CSIS requests for security intelligence concerning foreign entities in support of 
authorized section 12 investigations in Canada are therefore requests to provide 
operational support to a national security agency, thus requiring CSE to conduct its 
activities under its (c) mandate. This distinction is important because it determines how 
CSE handles the information it is collecting, which differs depending on whether it is 
acting as the principal, under mandate (a), or as the agent, under mandate (e). 


In addition, by including additional questions in its criteria for determining whether an 
activity should be conducted under mandate (a) or (c) (such as whether or not there is an 
authorized investigation—which does not necessarily require a federal court warrant), the 
resulting answers may allow it to act under mandate (c) without resorting to determining 
what CSIS can or cannot do within its own mandate. 


Just as is the case in section 16 activities, CSE would not be precluded from further 
disseminating foreign intelligence gathered at the request of CSIS for a domestic 
investigation. Upon sign-off by CSIS (as allowed for under the section 12 Memorandum 
of Understanding), that foreign intelligence could be provided to Government of Canada 
clients and allies that have a requirement. 


This issue is further described below in the context of CSE's treatment of the REIs we 
selected for detailed review. 


Recommendation no. 2: 


In accordance with the above-noted observation and 
Recommendation no. 1, as well as with Recommendation no. 2 from 
the RCMP Phase II reviews CSE should re-examine its interpretation 
and application of mandates (a) and (c) and ensure that all decisions 
and resulting activities are based upon criteria that have been 
consistently applied and are statutorily defensible. 


3 RCMP Phase IL submitted to the Minister of Notional Defence, June 6, 2006. 
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(e) Treatment of Requests for Information (REIs) 


We were advised that CSIS information andfor requests are provided to the relevant 
production areas. The analysts' activities in 


response to that request/information might include searching various data sources for 
further foreign information related to the CSIS information/request, or targeting the 
foreign selectors to collection sources to obtain additional 
foreign intelligence. in this instance the Director General Intelligence Production Group 
could engage other components or collection programs within CSE 


Following our selection of MREIs for review, we arranged an initial meeting with 
representatives of CSE's Group), as our preliminary 
review of the Rills and related end-product reporting raised a number of questions and 
concerns. 


Evolution of the RFI Process 


'Group explained that what has typically been called an RH is in fact treated the same as 
any other lead information CSE may acquire on its own or through other client agencies 
or Second Party partners. The RH becomes simply a starting point for the production of 
foreign intelligence for GoC clients and partners generally. The assigned production unit 
reviews the information contained in the RFI for foreign selectors. No further action is 
taken with any information that CSE defines as "contextual" infbimation about 
Canadians. The foreign selectors are then entered into various CSE databases, first to 
determine if any previous reporting exists on that selector or targ-t An y information that 
may arise is then corroborated 


Depending on what information is found as a result of this 
preliminary search, USE may or may not target the specific selectors contained in an RFI. 
CSE personnel also added that they do not often get results based specifically on the lead 
information provided by the RH, and if they do receive traffic it is not necessarily foreign 
intelligence. If CSE holds the information for a period of time, an analyst may eventually 
be able to develop something usable, but there is no guarantee. 


We were unable to correlate the end-product reporting, which had been associated with 
several of the RFls, to the information contained in the original request. CSE advised us 
that this results from the process the original RFI lead information undergoes as the 
foreign selectors are tasked. It became clear that what we thought was a linear process 
leading from an RFI and subsequent targeting, to appropriate Government of Canada 
Requirements (GCRs) / National SIGINT Priorities Lists (NSPLs) to CSE's (a) mandate 
and legal authorities, to an end-product report, was in fact much more complicated. 
CSE's analysis is what representatives referred to as a process. The lead 
information/RH is, as we previously noted, merely a starting point for a process that 
spreads in many different directions, sometimes producing many new leads, which are 
then pursued, ultimately resulting in new and different end products not necessarily 
related to the information that started the process. 
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We then inquired how CSE would respond to the original CSIS RFI, and were advised 
that the original Security Product Line (SIT.) or CSIS-specific reporting line, no longer 
exists, other than when information CSE obtains is specific to a CSIS-only requirement. 
CSE advised that, in some particularly sensitive cases. 


There was a short-lived attempt to segregate information received that related 
specifically to CSIS, but this was abandoned because of other priorities such as CSE's 
relationship with its four Second Party partners. CSE believes that when it is prevented 
from sharing intelligence, this inhibits the ability to obtain additional intelligence of value 
to the Government of Canada. Through the development of this "partnership" principle, 
CSE believes it is still getting the required information back to CSIS but just not on a 
one-to-one basis. CSIS receives any and all foreign intelligence information that relates 
to the mandated requirements it has provided to CSE, as do all other GoC departments to 
which CSE provides reporting. 


When CSE treats information provided by CSIS in the same way as any other foreign 
information it obtains through its own searches or through other GoC departments or 
collaborating agencies, i.e. as lead information that may assist CSE with subsequent 
targeting and tasking, CSE appears to be contravening the Memorandum of 
Understanding between CSIS and CSE dated November 1, 1990. This MOU indicates 
CSE is to consult with CSIS prior to the dissemination of any security or foreign 
intelligence derived from information provided by CSIS.6 When we questioned CSE on 
this matter, we were told that the provisions of the MOU are invoked when CSIS makes a 
formal request for assistance (usually technical) under CSE's (c) mandate. However, we 
were advised by CSE that they and CSIS believe this is not required when CSIS provides 
lead information used in obtaining foreign intelligence in relation to GCRs. 


Recommendation no. 3: 


CSE should review the Memorandum of Understanding between CSE and 
CSIS, dated November 1, 1990, relating to information/intelligence exchange 
and operational support (section 12 activities), to ensure it reflects current 
practices and agreements. 


We asked if CSE would treat information or requests received from CSIS differently if 
CSE was aware that the information related to a section 12 investigation that CSIS was 
conducting under a warrant. CSE advised us that it would depend on the wording of the 
RFI and whether it dealt with a group or an individual. As mentioned previously, CSE 
advised that the Canadian content or identifiers contained in an RH are considered 
contextual and not acted upon. However we were provided with.examples where 


CSIS-CSE 1015 dated November 1, 1990 — Appendix C, Section A, #5(a) & (b), Section D 414(a) & 


(1)), 
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CSE, in response to a CSIS RFI, sought specific permission through an internal process 
of review and managerial approval, to contact chain in order to obtain 
foreign intelligence; 


In =of the above-noted examples, CSE commenced the activity at the specific request 
of CSIS using information supplied by CSIS. were 
not acquired by CSE as part, of its own foreign intelligence collection activities, -


counsel sel o CSE, in May and September 2004, noted that 
Solicitor-Client Privilege 


Further, Department of Justice 
Solicitor-Client Privilege 


• 


Observation no.4 


The foregoing supports the recommendation made in the review of the Ministerial 
Directive, Communications Security Establishment, Collection and Use of Metadata, 
March 9, 2005, submitted to the Minister on January 2008. that CSE should re-examine 
and reassess the legislative authority used to conduct its contact chaining activities 
commencing with particularly those supplied by clients, including 
law entbrcement and security agencies engaged in ongoing criminal and national 
security investigations. 


Such re-examination, as suggested in the recent Metadata review, would require that 
attention be given to the meaning of, for example, "directed at" (paragraph 273.64(2)(a), 
_AIDA), intercepted information (paragraph 273.64(2)(b), ADA), and metadata (both 
foreign and that is incidentally obtained versus that which is 
supplied by a client. 


In addition, it was found that while the above Micases were well documented, the CSE 
policy governing contact chaining was not instituted until June 2006. 


This policy was 
marked as a draft policy. To date an approved final policy has not been issued. 


In the absence of the above-noted policy during the review period covered by this report, 
we questioned under which authority CSE was able to seek and obtain management 
approval to conduct such activity, and we were provided with copies of draft policies and 
memoranda from 2003. None dealt specifically with the section 12 situations described 
above; one memorandum indicated that 


should not be undertaken in the absence of a legal 
opinion. 
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The activity of contact chaining is dealt with in greater detail in 
the above-noted OCSEC review of the Ministerial Directive on the Collection and Use of 
Metadata, which was completed and sent to the Minister in January 2008. The 
circumstances described in the present review support the findings made in the Metadata 
review that contact chaining will have to be studied and assessed, along with and in the 
context of the October 2003 Department of Justice legal opinion that deals with the 


We were informed in late August 2007 that CSE 
pending the outcome of internal 


As previously noted, we chose ERFIs provided to us by CSE, as 
each had a very clear Canadian content angle. In addition, some had related end-product 
reporting. The CSE Tracking — Requirements and RFIs sheet provided to us indicated 
that for two RFIs, special authorization had been sought and granted to contact chain 


and two were de-tasked as they either very clearly contained 
andfor there was insufficient information provided by CSIS for CSE 


to determine if the 


CSE representatives from the Office of Counter Terrorism (OCT) described to us the 
process CSE would follow in dealing with the above-noted RFIs. The first RFI we dealt 
with had been processed by the project leader from OCT we were meeting with, and 
therefore the CSE process was very easily explained and found to be in order. 


The other REls were not so straightforward, as the employee who was helping us could 
only second-guess in some areas what approach the analyst who had handled the RFI 
would have taken. It was explained that although all the same tools/databases are 
available to everyone working in OCT, each analyst can approach the information 
differently and subsequently come up with different information or different directions to 
go in. This, along with the process described earlier, explains why some of the 
EPRs we reviewed that were shown as being related to a specific RFI did not resemble 
the information contained in the RFI. 


Observation no. 5 


It is problematic from a corporate accountability perspective that the end product may 
not relate to the GCR that WC/3 given in the first instance. In such instances, CSE's 
systems and policies do not require that a separate tracking be kept and that the "new" 
GCR that is being met be provided. 


(t) CSE Requirement Tracking Forms 


We observed that the information contained in CSE's Requirement Tracking Forms for 
the period under review was incomplete. We would expect that CSE policies and 
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procedures would indicate a requirement for analysts to complete tracking forms in order 
to account for actions taken and results obtained. However, we found that CSE analysts 
were identified by first names only, if at all, and the column for CSE file number/office 
assigned was invariably blank. CSE representatives provided us with a copy of the 
current tracking sheet used within OCT, which provides for greater detail. It is a 
continuing problem, however, that completion of tracking ibrms is somewhat of a 
voluntary process, as the fields contained on the form are not mandatory insertions 
dictated by the software system used. When the forms are riot completed, there is a gap in 
the accountability chain, because there is no way of ensuring RFIs have been handled 
appropriately from beginning to end. 


Observation no. 6 


It was not always possible to draw a line from the authorities and requirements of 
legislation and policy, to CSE practices and the actual activities undertaken in response 
to a request from CSIS. 


All RFIs we reviewed were written requests/e-mails from CSIS. Some of the RFIs were 
very detailed, whereas others were more general in what they requested. In keeping with 
CSE policy (LOS-4-2), we would expect to see consistency in the amount of information 
required and provided before CSE actions any request. 


(g) Requests for Release of Suppressed Information 


As previously noted, CSE advised us that during the period under review CSIS had 
requested and received Mreleases of suppressed information about Canadian identities 
contained in foreign intelligence reporting. We received copies of =Requests for 
Release of Suppressed Information. Most of these obviously contained requests for more 
than one identity. 


After reviewing each of these requests and subsequent releases we determined that 
although CSE had followed the policies and procedures governing the release of 
suppressed information in place during the period of this review, there were a number of 
inconsistencies in the completion of the forms or the degree of detail provided by CSIS. 


These inconsistencies or omissions of detail occurred most notably in sections: 


F.2 if there is an actual or potential violation of a Canadian law, cite the law; 
9 F.3 


9 G — indicate what action, if any, is being contemplated based on the information, 


We noted that when section F.1 of the forms provided to  us indicated that the CSIS 
rationale for requesting the information was that it related to Cabinet Confidence  or 


Cabinet Confiden4 and Cabinet Confidence section F.2 requesting CSIS to 
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cite the Canadian law which would potentially or actually he violated, was in all 
instances blank. This supports similar findings contained in a recent review, Role of the 
CSE's Client Relations Officers and the Operational Policy Section (D2) in the Release 
of Canadian Identities. ' 


The policy governing this (OPS- -1, Procedures for the Release of Suppressed 
Information in SIGINT Reports)8 requires that the client be explicit with respect to the 
requirement for suppressed information. We expected that completion of this field would 
be mandatory and that it would be incumbent upon those processing these forms in. D2 to 
ensure they contained all the required information; if not, we would have expected the 
form to be returned to the client for proper completion. 


While many of the forms clearly articulated the relationship between the information 
being requested and the operating program or activity at CSIS under which the request 
was being made, many others did not. Again, we would have expected the officials in D2 
to ensure this information was complete and if not, to return the forms. 


Section G of the form requires that the client indicate what action, if any, is being 
contemplated based on the information being provided. Although many explanations 
provided by CSIS were thorough, others were not, and on =forms the section was left 
blank or did not provide a response which addressed the question at all. Again, this is 
contrary to OPS-1- 1, specifically Sections 3.4 and 3.6. 


Observation no. 7 


CSE should consider amending the Request for Release of Suppressed Intiarmation form 
to ensure it is clear to all GoC clients requesting suppressed information, that Section C 
of the form must be fidly completed regardless of whether any action is contemplated 
based on the suppressed information requested. 


CSE policy also refers to legislative authorities such as the Privacy Act when dealing 
with releases of suppressed information contained in end-product reporting. Both the 
RCMP Phase II and OCT reviews included a discussion of the issue of the release or 
disclosure of Canadian identities under the Privacy Act and what section of that Act 
would apply. It was noted that the disclosure of identities under paragraph 8(2)(a) 
(consistent use) of the Privacy Act would be appropriate for CSE clients having a foreign 
intelligence mandate, such as DFAIT. However, for a national security agency such as 
CSIS. paragraph 8(2)(e) (release to an investigative body) may be the more appropriate 
section under which to disclose the information to CSIS, as it is receiving the identity 
information under its section 12 mandate. 


Submitted to Minister of National Defence March 30, 2007. 
S tips-1-1, Procedures for the Release of Suppressed lOnnation from SIG1N T Reports, effective date 11 
February 2003; last modified 3 January 2006. 
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CSE has advised us that, in this regard, a review was undertaken by CSE's legal counsel 
following consultations with colleagues from the Information Law and Privacy section of 
the Department of Justice and  Solicitor-Client Privilege 
Solicitor-Client Privilege 


Our last point with respect to the release of suppressed information contained in foreign 
intelligence reports to CSIS relates to the multiple releases of the same identity to 
different individuals within the agency. OPS-1-1 allows individuals within the client 
department, in this case CSIS, to share the released suppressed information with other 
individuals should it be required. The onus is on CSIS to ensure that information is only 
shared with those having the need to know it. This issue was also raised in the CRO 
review and noted as Recommendation #4. CSE's response, dated May 7, 2007, indicated 
that it has accepted this recommendation with modifications. Existing procedures 
governing the release of identities will be re-examined to ensure consistency of 
application when receiving multiple requests from a given organization, and CSE will 
review, process and file each request individually. CSE has advised that it will also 
address the statistical consistency issue by tabulating only the release of identity 
information to a given organization, and not to the individual within the organization. 


The above-noted matters were also contained in the CRO report of March 2007 and 
analyzed in detail; therefore we did not repeat the process for the purpose of this report. 
However, we did meet with a representative of Operational Policy Branch to ask 
questions related to a sampling of some forms that contained the above-noted issues. It 
was explained that since the time of this review CSE has implemented new procedures 
whereby releases that are authorized by newer members of D2 will be reviewed by a 
more senior member or the unit. In addition, the D2 manager now conducts monthly 
reviews of a random sample of releases to ensure policy is being complied with. Future 
OCSEC reviews will monitor this, as appropriate. 


VIII. CONCLUSION 


This review was conducted by OCSEC pursuant to the Department of Justice legal 
opinions and its interpretation of the legislation. Overall, we agreed that CSE was within. 
its mandate to conduct the activities it had undertaken, and we also agreed with the 
relevant advice and guidance provided by Department of. Justice counsel to CSE. We 
disagreed, however, with the application of that advice and believe that some activities 
undertaken by CSI•=; based on requests for information from CSIS should have been done 
under mandate (c) (as an agent of CSIS) rather than mandate (a) (collection of foreign 
intelligence). We discussed this matter with CSE in November 2007, subsequent to 
requesting their comments as to the factual accuracy of a draft report of this review, as is 
our practice. 


We agreed with CSE on the importance of examining each request on a. case-by-case 
basis. We also found it helpful during discussions that CSE agreed on the importance of 
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terminology and its consistent use. We believe, however, that the disagreement over 
application of legal advice reinforces our recommendation that CSE re-examine the 
application of the Department of Justice advice, and also that additional questions may 
need to be asked when assessing whether a request from a Government of Canada. client, 
in this case CSIS, falls under mandate (a) or mandate (c). This is consistent with a 
recommendation made in the OCSEC report on CSE's Support to Law Enforcement: 
RCMP Phase II in June 2006. 


Included in Annex A to this report is a summary of information obtained from the 
additional RFIs we initially requested in September 2006, but which were not available to 
us until November 2007. In reviewing the additional RFis we have drawn the same 
conclusions as noted above. Although we have not reached a common agreement or 
interpretation in this matter with CSE at the time of concluding this report, we have in the 
interim prepared a discussion paper on the subject of CSE's interpretation and use of 
mandates (a) and (C) that has been forwarded to CSE for review, We anticipate having 
fin-flier discussions on this matter in the near future, 
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SUMMARY OF RECOMMENDATIONS 


Recommendation no. I: 


CSE should consider re-examining CSIS RFIs to ensure all information required under 
OPS-4-2 is contained in the RFI, including the written assurance that the information was 
acquired lawfully and in accordance with an investigation or warrant under section 12 of 
the CSIS Act, and linked to a Government of Canada Requirement. 


Recommendation no. 2: 


In accordance with Recommendation no. 1 above, as well as with 
Recommendation no. 2 from the RCMP Phase H review,9 CSE should re-examine 
its interpretation and application of mandates (a) and (c) and ensure that all 
decisions and resulting activities are based upon criteria that have been 
consistently applied and are statutorily defensible. 


Reconunendation no. 3: 


CSE should review the Memorandum of Understanding between CSE and CSIS, dated 
November 1, 1990, relating to information intelligence exchange and operational support 
(section 12 activities), to ensure it reflects current practices and agreements. 


`'RCMP Phase II, submitted to Minister of National De Inca, June 16, 2006 
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Annex A 


On November 29, 2007, we received the remainingERFIs and resulting reporting 
associated with each RFI, which were outstanding at the time we completed the draft. of 
this report, These RFIs corresponded to the original review period of April 1, 2004 to 
March 31, 2005. 


These RFIs were accompanied by a detailed chart entitled CST Activity on Selected 
Messages from CSIS. of these RFIs appeared straightforward; however, we 
noted that, in addition to the=REIs previously noted in this report, 


contained inlEof the newly-provided batch were used by CSE for contact 
chaining. 


In RFIs reviewed, Canadians were the subject of and/or connected to 
CSIS investigations. CSIS requested "assistance" and each RFI contained CSIS caveats 
indicating that the "information was loaned in confidence," "was for internal use only," 
"was the property of CSIS," and that "the information was from sensitive sources." 


We requested the "Selector Identification and tracking approval forms to contact 
chain for each of the above-noted ■ RFIs, and received 
them on December 13, 2007. 


Resulting reporting from the contact chaining included reports 
in which were suppressed but were 
subsequently requested by and provided to CSIS. We did not ascertain which other CSE 
clients or allies might have requested and received the suppressed identifiers from the 
reporting. 


This in turn indicates that although initially CSE uses telephone numbers and e-mail 
addresses as metadata for the purpose of to collect foreign 
intelligence, the information can subsequently be put to other uses. That is, the original 


can become part of the content of an end-product report and, 
although suppressed in accordance with CSE policy, can be requested and released to 
clients and allies. 


The client, in this instance CSIS, is providing information identifying a Canadian, which 
results from a section 12 investigation, to CSE. 


We believe that this is the same as (Solicitor-Client Privilege 
Solicitor-C1as described in the Department of Justice opinion to CSE, dated October 2003, 
and therefore should be conducted under CSE's (c) mandate. 
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January 18, 2008 


Corona Harting 
Chief Information Officer 
CornmuMcations Security Establishment 
1500 Bronson 
Ottawa. Ontario 
K1G 3Zel 


Mrs. Halting, 


The Communications Security Establishment (CSE.) Information Technology Security (ITS) 
program would like to thank you for your request for an saase3 meat of :CSE corporate 
computer systems and net arks by the'CSEITS Computer Network Defence (CND) team. 


ITS has approved a CND OSSessment of the -CSE corporate computer systems and networks 
and looks f4-rward to :providing this service. Our Client RelalionShip Management team will 
contact you to determine the timeframe and scope of this assessment. 


As you know. CSE/ITS has thelegislative.authority to conduct these a tivitie oursuartt.to' 
section 27.5:65 of the National Defence Act. . ITS also hat tofOus procedures and oversight 


place to ensure that onlyinforrrcation essential to rritgate threats to, and protect, the 
corporate computer systems and networks of. CSE will be collected. At all times, the CIO witt-
nave control over the traffic until it is transformed into produCts. In addition,-appropriate 
measures vM1 be taken to protect the privacy of Canadians during the CND assessment. 


If there ara.aav issues that arise at an exetutive level from this pint forward, the. CSE pu4ft 
of contact is For operationa issues, the point of Contact 
is 


Thank you for your continued support of the iTS Computer Network Defence service, 


Regards 


PeTei' Laneville 
Deputy Chief. IT Security 
Communication Security Establishment 
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1, Mationa1 Dfence 


irbtiorol Defence Headqu4rters. 
Olt noa, Oniqrio 


01(2 


2100-2 (CFNOC) 


stg)tine 200S 


Defe0.4'3 .mitiou,o16. 


Olja( tier geuero.€ de to 06fienf.ii? nationale 


K▪ 1A cK2. 


Mr. Peter Lanevilie 
Deputy Chief Infornuninn Technology-Security. 
Communications Security E.stablistarient Canada 
P.O. Box 9703, Terminal 
Ottawa ON K1 G 3Z4 


PS EiCST 
ieStYtYiarkgif& ti intifitM tqC11gi TY 


;r1fIMS3:ITZ.if.Vg.it 11-640314gSVi ;1cd:1), 


Jot, aliN: 19 71108 


HLE-


1, DNDIA; has, for a long time, been considered a high value tary.et by cyber threat 
agents and more specifically foreign intelligence services, The first known attack of that 
sort came These cyber attacks continue 
today and it has been assessed that they will contizwe.witla vreater volume, sophistication, 
and vefocity for the foreseeable Cuture, A such, Mot e. effeetiVe: iuitiotts to initintito.
4cainst these constantly evolving threats should seriously considered and initiated 
immediately. 


2. The purposi of this letter is therefore to formally request technical advice, 
enidance and assittatice• front CSEC to help ensure the protection of OND/C.'F's 
information systems and electronic information against advanced eyber threats. Based on 
our requirements and initial discussions With your :eta if, this assistance c.s,;-oulii preferably 
be in the :form of a deployment, This new capability, now slated for 
initial deployment with DFAIT, could be either used as a complement to the existing 


infrastructure or, more li ely,.as its eventual. tepineemen, 


a. ln light of ongoing military opmitions around the world as well as the upcoming 


den- and for information assurance and computer network defence leading up to and 
during the I ant convinced that would 
greatly enhanced the existing DND/CF cyber security posture and position its END staff 
to better prepare, detect, analyse, report, contain, eradicate and recover from a serious, 
sophisticated computer netwoik .exploitations or attack, I Therefbre loOk to CSEC 
assistance in eNpoditing implcinciliation of such. an advanced cyber defence capability 
within DNDICT and in defining the support and information sharing mo:hartisins 
associated with its subsequent operations. 


1 
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1. 1 or my Comri3; i1ding Officer itio Catiadia{1 Forces Network Opc;rations Ceure 
(MOO, Lieutenant Colonel Michel Drapeao, can Ise; c-onlarted to aloe! with you or 
your staff in order to fi.Irther discuss our requirements and define the hesi approach to 
proceed as cxNditiousiy as possible given other COHCATICElt oporation4 priorities, 


„/ 


17,


-1 \-4/
Th`rtiCifd 


• 
Commander Canadian Forces 
information Operations Group 
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MEMORANDUM OF UNDERSTANDING (MoU) 


BETWEEN THE 


COMMUNICATIONS SECURITY ESTABLISHMENT (CSE) 


AND THE 


CANADIAN FORCES (CF) 


(each a Party and together, the Parties) 


Computer Network Defence Service 


PART 1 — INTRODUCTION 


WHEREAS the Climmander Canadian Forces Information Operations Group (CMG) on behalf of the CF has 
requested in writing that CSE provide Computer Network Defence (CND) service on the networks and systems of 
the CF and DND (the provision of the CND service will be accomplished through a partnership between the CF and 
CSE where CSE will be performing the activities specified in Part Ill of this 14IoU); 


WHEREAS CSE, which is part of the Department of National Defence, has the legislative mandate, inter cilia, to 
provide advice, guidance  and services to help ensure. the protection of electronic information and of information 
infrastructures of importance to the Government of Canada pursuant to paragraph 273.641(l )(b) of the National 
Deftnce Act (NDA) (LSE's "Mandate B"); 


WHEREAS DND is authorized by section 161 of the Financial Administration Act to take reasonable measures to 
manage or protect its computer systems; 


WHEREAS DND has, pursuant to paragraph-S(2).N of the Privacy Act, the authority to disclose to CSE personal 
information it has under its control for any purpose in accordance with any Act of Parliament that authorizes its 
disclosure and hereby authorizes CSE to collect such information solely for the purposes mentioned in and under the 
conditions provided in this Moll; and 


WHERE.AS, when a Ministerial Authorization (MA) has been issued pursuant to subsection 273.65(3) of the 
Nattonal Defence CSE has the authority to intercept private communications for the sole purpose of protecting 
the computer systems or networks of the Government of Canada from mischief, unauthorized use or interference. 


PART II — CND TERMS AND CONDITIONS 


Therefore, the Parties agree as follows, 


Purpose 


The purpose of this Moll is to set out the terms and conditions according to which CSE, in partnership with 
the CF, will provide CND network monitoring, related analysis, and mitigation advice to the CF. Over the 
period of this CSE and the CF will explore the feasibility of CSE transferring, in whole or in part, the 
CND network monitoring and related analysis services to the CI' as per Part V of this Moil. 


1 t) 
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2. Definition of CND conducted under Ministerial Authorization 


As part of the CSE CND service, CND activities conducted under an MA for the sole purpose of protecting 
computer systems or networks, provide advice, guidance and services to select Government of Canada 
(GC) institutions by detecting, analyzing, andlor mitigating sophisticated cyber threats. Where activities 
are conducted under an MA, CSE may use knowledge and tradecraft gained from assisting one Client for 
the protection of other GC systems or networks. 


3. CND  Management --- Roles and Responsibilities 


The terrris "Manager, Technical Threat and Analysis", "Oversight Committee", "CSE Technical Team", 
and "CNI) Team" are used to distinguish the roles and responsibilities of individuals managing the CND 
service, This section describes these roles and responsibilities. 


(I) CF


(a) The CF will provide management personnel to work on the Oversight Committee and will assist 
in fulfilling the terms and conditions of this MoU. 


(b) Subject to CF's and CST's operationalreqUirernents, the CF may provide CND analysts to work 
On the CND Team. When part of the. CND Team, CF personnel and DIED employees 
supporting CF Operations will operate under (SE's authorities, policies and procedures when 
conducting CND activities. 


(c) The CF will provide technical personnel to support the installation, deployment and 
maintenance activities related to the CND service, subject to CF's operational requirements. 


(d) The CF will provide all the necessary information. requited by CSE to set up and activate the 
CND service, ensuring that the CND Team conducts the service only on computer systems and 
networks for which the CF and I)ND are the owner or authorized user. 


(c) The CF will provide ongoing support, during the CND activity, keeping the CND 'learn 
informed of any network changes which could affect the CND service. 


(0 The CF will be responsible for ensuring all appropriate authorizations are obtained prior to the 
commencement of the CM) service. 


(g) In order to protect classified sources, methods or techniques, the CF will not take any action on 
the basis of CND reports, other than following mitigation advice provided in the report, without 
the permission of the Manager, Technical Threat and Analysis, or for COMINT reports, CSE 
Operational Policy. The CND Team will obtain the necessary approvals related to mitigation 
advice before including it in a CND report. 


(h) The CF agrees to consider implementing all mitigation advice received from CSE resulting from 
the CND service, 


(2) CSE


(a) (SE will provide management personnel to work on the Oversight. Committee and will assist in 
fulfilling the terms and conditions of this Moil. 


{b) Manager, Technical Threat and Analysis (CSE). The Manager, Technical Threat and Analysis 
will oversee all aspects of the CND activities performed by the CND Team, and ensure they are 
performed according to this MoU and CSE policies. 


2/10 
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(e). CND Team. The CND learn will perform network monitoring, related analysis, provide 
mitigation advice, and generate reporting (including alerts). specific reporting details to be 
determined. 


(d) CSE Technical Team, The CSE Technical Team (which is part of the CND Team) deploys the 
CND system and ensures that the CND system is functioning as intended. The CSE Technical 
Team will maintain and monitor the CND system and adapt its architecture during the provision 
of the CND service based on CF and DND network changes or CND optimizations. 


(3) Oversight Committee 


(a) The Oversight Committee will consist of management representatives from the CF and CSE 
personnel involved in the coordination and management. of the CND service as agreed by the 
Parties (see Part VI). 


(b) The Oversight Committee is responsible for ensuring the CND service is conducted in 
accordance with the terms and conditions of this IVIoU. The Oversight Committee will provide 
direction and guidance to the Manager, Technical Threat and Analysis with respect to legal 
issues and information indicating criminal activity. In dealing with legal issues, the Oversight 
Committee will consult with CFIOG's Legal Advisor and CSE's Directorate of Legal Services 
(DLS), who will work together to resolve these issues. 


Intellectual Property belonging to Third Parties 


The CF represents and warrants that CSE, when using hardware, sofiware or technical data present on the 
CE and DND networks and systems, for the provision of the CND service covered under this Moti, will not 
be in breach of any intellectual property belonging to third parties, including copyright, trademark, patents 
or trade secrets. 


Control of Computer Systems and Networks 


The CF confirms that the CF and DND are is the sole owners of the computer systems and networks that 
will be the subject of the CND service. 


Fees and Expenses 


Each Party will be responsible for its own fees and expenses during the conduct of the CND service-, Other 
costs associated with the CND service covered under this MOLT will be handled as follows: 


(I) The CF will be responsible for costs associated with communications lines (set up and maintenance) 
and costs associated with CF and DND facilities needed. 


(2) CSE will be responsible for costs associated with the equipment needed for the provision of the 
CND service, including replacing and upgrading equipment as needed. 


7. External Review 


(1) Pursuant to subsection 273.63(2) of the NDA, all CSE activities arc subject to review by the CSE 
Commissioner to ensure that they are in compliance with the law. Pursuant to subsection 273.63(4) 
of the NDA, the CSE Commissioner has all the powers of a commissioner under Part Il of the 
Inquiries Act and, therefore, has the power to access all information under LSE's control related to 
the conduct of CND activities, and may request information from the CF as part of such review of 
the CND service. The CF will cooperate fully with any such requests from the CSE Commissioner 
as it pertains. to /SE's area of responsibility. 
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(2) 


(3) 


Pursitant to the ;seers to information Act and the Privacy Act, CSE is subject to review by the 
Information Commissioner and the Privacy Commissioner respectively to ensure that CSE is 
properly discharging its obligations under the above statutes. The Inthrmation Commissioner and 
the Privacy Commissioner have the authority to make whatever examinations and inquiries are 
necessary to enable them. to carry out their inquirystatutory functions. Any such examination and 
may include. a review of information related to the conduct of the CND service, and may require an 
interview with or documentation from the CF as part, of such review of the CND service.. The 
Parties will cooperate fully in responding to such requests from the information Commissioner and 
the Privacy Commissioner as it pertains to CSFIs area of responsibility. 


Pursuant to the Auditor General Act, CSE is subject to review by the Office of -the Auditor General 
(GAG) to ensure that CSE is meeting its obligations under the Financial Administration Act and 
other relevant statutes. The. Auditor General has authority to make whatever examinations and 
inquiries are necessary to report as required by the Act. Any such examination and inquiry may 
include a review of information related to the conduct of the CND service, and may require an 
interview with or documentation from the CF as part of such review of the CND service. The 
Parties will cooperate fully in responding to such requests from the Auditor General as it pertains to 
CSE:; area of responsibility, 


8. Classified and Protected Information 
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(1) Cf: and DND' s Classified or Protected Information 


(a) The CF will ensure that any classified or protected information provided to CSE pursuant to this 
MOD., including but not limited to software, technical reports, working papers and technical 
data, is clearly and appropriately marked as such. 


(hi All information disclosed by the CF to CSE about the CF and DND networks and systems will 
be marked with the appropriate classification, or marked "Unclassified". 


(c) CSE will appropriately store all such information and will hold and use such information in 
confidence, in accordance with CSE security standards: Access to the CF and DND's classified 
or protected information is limited to the CND Team, IT Security management, and others 
within CSE. who require access to conduct or support the CND service covered under this Moti. 
Any further access within CSE must be authorized by Director, Threat and Vulnerability 
Analysis in consult with the CF. The Parties acknowledge that this non-disclosure undertaking 
is subject to the Access to Information Act and the Privacy Act. 


(d) All information classified or protected by the CF will remain the property of the CF and will be 
handled in accordance with this MoLl, the Government .Security Policy, CSE policies, or 
specific instructions from the CF. at the option of the CF. At the conclusion of the CND 
service, or when no longer necessary, information classified or protected by the CF will be 
returned to the CF. 


(2) C.SE's Classified or Protected Information 


(a) CSE, will ensure that any classified or protected information provided to the CF pursuant to this 
Moll is clearly and appropriately marked as such. 


(b) The CF will appropriately store all such information and will hold and use such information. in 
confidence, in accordance with departmental security standards. Without the prior written 
consent of CSE, the CF shall not provide CSE's classified or protected information to anyone 
other than members of the Oversight Committee. The Parties acknowledge that this non-
disclosure undertaking is subject to the Access to Information Act and the Privacy Act. 
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(3) MoU and CF or DND CND Data Obtained during the C'ND Service 


(a) This Mo-U is SECRET. 


(h) All CND data obtained from the CF and DND networks and systems and remaining under the 
control of the CF will be appropriately classified or protected at a.minimum Protected LI level. 


(c) Access to CND data obtained from the CF and OND networks and systems, and other 
information obtained by CSE from or about the CF and MD networks and systems during the 
provision of the- CND service covered under this Mott, is limited to the CND Team. The CF 
agrees that access by other persons within CSE may only be authorized by the Director, Threat 
and Vulnerability Analysis in consultation with the CF. 


(d) All CND reports resulting from the provision of the CND service covered by this MoU will be 
classified as appropriate. 


Personal Information and Information  About  Canadians


CSF, will handle personal information under its control in accordance with the Privacy Act. 


As required 'by paragraph 273.64(2)(b) of the NDA, CSE will also follow established policies to protect 
Information about Canadians (that is, any personal information about a Canadian, or any information about 
a Canadian corporation), as well as information that might identify GC employees. 


10. Interception of Private Communications 


It is understood that for CSE to provide the CND service covered under this MoU, which may involve the 
interception of private communications, CSE requires an MA from the Minister of National Defence, 
pursuant to subsection 273,65 (3) of the NDA. CSE will only intercept private communications for the sole 
purpose of protecting the Government of Canada's computer systems or networks from mischief 
unauthorized use or interference. Pursuant to paragraph 273.65(4)(e) of the NDA, CSE has satisfactory 
measures in place to protect the privacy of Canadians. 


11. . Control of CM) Data 


(1) Even though CSE, is providing the data repository (see paragraph 12), the data in the repository 
remains under CF Control. This control of CND data consists of the CF maintaining the ability to 
cease the CND service at any time and starting the CND data deletion process as per paragraph 13. 


(2) CND data obtained by USE from the CF and DND networks and systems during the provision of the 
CND service covered under this MiitI remains under the control of the CI' until it is identified as 
being: 


(a) relevant to CSE's mandate as stated in the NDA, paragraph 273.641(1)(b), so use and retain for 
the purpose of providing advice, guidance and services to help ensure the protection of 
electronic information and of information infrastructures of importance to the Government of 
Canada, 


and in the case of Private Communications, 


(b) essential to use and retain for the purpose of identifying, isolating or prevent harm to CC 
computer systems or networks (as required by paragraph 273.65(4)(d) of the NDA), 
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at which point the CND data comes under the control of CSE. 


(3) CSE may make use of information that is relevant to CSE's mandate, as stated in the NDA, 
paragraph 273.64(1)(b), and in the ease of private communications, essential to identifying, isolating 
or preventing harm to Government of Canada coroptiter systems or networks (as required by 
paragraph 273.65(4)(d) of the NDA): 


(a) By sharing it with Government of Canada departments and agencies beyond the CF, DM), 
and/or with CSE's counterpart organizations in the United States, United Kingdom, Australia 
and New Zealand, and 


(b) By supporting CSE IT Security initiatives to improve security architectures, to secure 
technologies andm advance sophisticated cyber-defence products and services. 


12. Data Repository 


) The provision of the CND service by the CND Team requires the use of a CND data repository to 
store a copy that may include all tapped CF and DND traffic. As part of the CND system 
architecture, CSE will employ and maintain a CSE controlled repository to store this data. 


(2) CND data will be classified to the highest level of network traffic tapped (the same as paragraph 8 
(3) (b). Alt CND data from the CND system shall be stored in a TOP SECRET/IC-OWN-1T 
repository in a suitably accredited facility. 


(3) Retention time of actital CF's CND data within the repository will vary based on operational need 
and on physical capacity. All CND data under CF's control will be stored for a maximum of 


=from the date it is copied (provided a Ministerial Authorization in place, and this MoU remains 
in effect). This does not include data which is under the control of CSE (see paragraph 11). 


13. Controls Provided for Communications Link (s) 


CND data that is still under CF's control can he deleted by the CF at any time. Such a request to delete 
CND data under CF's control can be made by contacting members of the Oversight Committee or 
terminating the flow of copied network traffic on the communications link (s) between the CF and CSE. 
CSE will react to such a termination by immediately stopping activity, blocking access to data under CF's 
control and seeking further guidance from the CF. 


14. Termination of CF CND Service 


Within of the termination of this Mai (either at the expiry of this Moll, or earlier at the 
request of the CF (see paragraph 13), or at CSE's request), CSE will provide confirmation in writing that 
all of CF's CND data has been destroyed in accordance with CSE 


15. Support to the CND Activity 


Subject to operational capacities, the Parties will provide the support necessary to carry out the CND 
service covered under this Mol.I. 


16. Term of this MoU 


(1) This MoU comes into effect on the day it is signed by the Parties and will remain in effect for a 
period of four (4) years from that date. This MoU will be reviewed annually, and any changes 
needed to this Mal as a .result of partnership expansion will be completed and initialed by both 
parties.. The term of this Mal rosy be. extended or shortened with the written consent of the Parties. 
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(2) The Parties to this MoU acknowledge that if at any point during the term of this MoU there is a 
period of time where no applicable MA is in fiirce, CSE will not carry out CND activities that may 
intercept private communications during that period. 


'Information Indicating Criminal Activit 


If, in conducting CND activities, any member of a CND Team discovers information or evidence of 
activity that appears to be criminal (but not related to sophisticated Ober intrusion attempts): 


(1) details concerning the discovery shall be strictly controlled and shared on a "need•to-know" basis: 
and 


(2) the Manager, Technical Threat and Analysis will notify the Oversight Committee of the relevant 
findings. 


The CF shall have sole discretion with respect to the follow-on action(s) and notification of the appropriate 
authorities. 


18. Termination or Suspension of Services 


Either Party may terminate or suspend the CND service at any time upon providing appropriate notice in 
accordance with paragraph 19 of this Moll 


19. Notice 


(1) Any notice to either Party hereunder Must be in Writing and signed by the Party giving it. Notices 
shall be addressed as follows: 


Director Commander 
Threat and Vulnerability Analysis Canadian Forces Information Operations Group 


Communications Security Establishment 
719 Heron Road 
P.O. lox 9703 Terminal 
Ottawa, Ontario 
KIG 3Z4 


Canadian Forces Station Leitrim 
3545 Leitrim Rd 
Ottawa, OntariO. 
K IA 0K4 


Fax Number: Fax Number: (613) 945-3199 


(2) Such notice may be delivered by hand, by regular mail, by courier or by facsimile. A notice shall be 
deemed to have been received on the day of its delivery if delivered by hand, on the fifth. (5') 
business day after mailing if sent by regular mail, on the date of delivery if sent by courier, and on 
the first business day alter the date of transmission if sent by facsimile. 


70. Modification 


This Mot may he muddied in writing at any time with the written consent of both Parties. 


21. Survival 


The sections of this MoU dealing with information about Canadians (as required by paragraph 273.64(2)(b) 
of the NDA), Classified and Protected Information, and Control of Data, shall survive the termination of 
this MoU. 
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22. Entire Agreement 


This MoU constitutes the entire agreement between the Parties. 


PART III - CND SERVICE 


23. Details, including the monitoring points, will be agreed upon by the CF and CSE prior to starting the CND 
activity. The Parties agree that. as part of the CND service covered under this MoU, the following will be 
provided by CSE (subject to operational resources): 


(1) Setup and activation, including, hardware and software setup and configuration; 


(2) Installation and deployment of the CND data repository; 


(3) Equipment shall be provided by CSE and returned to CSE. upon Mot; termination or ownership of 
the equipment transferred to the CE; 


(4) Communication lines setup and configuration; 


{5) Installation and deployment of a "cease activity" capability, to allow the CF to terminate the CND 
service immediately and remotely (in accordance with paragraph 14 of this MoU) by stopping the 
copying of data into the CND data repository; and 


(6) Provision of the CND service will include.: 


(a) Incident Analysis — an investigation of alerts triggered by detection capabilities, in order to 
determine whether the alert is a real incident or a false positive, 


(b) Forensic Intrusion Analysis — detailed investigation to understand the damage caused by a 
malicious network intrusion, and to identify additional systems or network components that may 
have been infected, 


(c) Anomaly Analysis the creation of statistical profiles of client network behaviour in order to 
recognize abnormal or suspicious network traffic that may indicate a malicious activity, 


(d) Incident Reporting — the development and transmission of reports that provide detailed analysis 
of successful or attempted intrusions, as well as mitigation advice, and 


(e) Advanced 'fool Development --- the creation of sophisticated non-commercial CND tools and 
detection capabilities through the use of knowledge gained from analysis of malicious network 
traffic. These sophisticated tools will improve detection of current and future threats. 


PART IV — INCIDENT RESPONSE 


Outside of this MoU, and beyond the scope of the MA, while conducting CND activity, potential cyber 
incidents may take place where CSE would need to conduct further analysis on the CF or DND's computer 
hardware and/or information -contained therein, 


25. 
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26. For each suspected cyber incident, CSE IT Security Client Relations Management will obtain (in the form 
of an email) from the CF authority signing this MoU (or their designate or delegate (see paragraph 28)): 


(I) consent prior to initiating analysis; 


(2) confirmation that the hardware or information to be analyzed belongs to the CF or MD (if not, the. 
CF will provide the owner's identity); 


(3) approval to share beyond the Cr (subject to the provisions of the Criminal Cade and Financial 
Administration Act) the: 


(a) hardware, andlor 


(b) information contained therein, andirn 


(c) results of analysis; and 


(4) the name(s) of the CF technical representative(s) who will be able to assist CSE personnel in the 
analysis. 


27. This arrangement will remain in place for the length of this Mol_T unless it is rescinded prior to that date by 
the CF. 


2R. The CF authority signing this Moll delegates, by signing this Moil, any person occupying the position of 
Commanding Officer Canadian forces Network Operations Centre (CO CFNOC) to make decisions on-
their behalf regarding any potential cyber incidents involving CF or DND's computer systems or networks, 


PART V PARTNERSHIP DEVELOPMENT 


29. CSE .# DND/CF Partnership 


(I) CSE, in partnership with the CF, will provide CND network monitoring, related analysis;
provide mitigation advice-, and generate reporting under the authorities noted in PART I of this MoU 
by deploying and operating the CND system on specified portions of the CF and DND's networks. 


(2) The CF may provide personnel to work on the CND Team. CF members will perform Detection, 
Analysis and Reporting work as part of the CND Team, will receive relevant training, and will 
operate- under CSE authorities while part of the CND Team.. -.Ibis training and exposure to the CND 
Team will help to enable future partnership possibilities. 


(3) 


(4) 
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A committee will be formed, which will include members of the Oversight Committee, in addition to 
other CF and CSE representatives, to explore the feasibility of and the protocol for transferring the 
conduct of the CND activity covered under this MoU from CSE to the CF. This committee will 
endeavour to address equity management and report release approval as well as any other oversight 
aspects to allow the CF to incrementally assume control over the. CND activity. 


This partnership will be examined at least annually, with a view to possibly expanding CF's 
responsibilities in the CM) activity incrementally, with the ultimate goal of transferring control of 
the CND service entirely to the CF after the expiry or termination of this Moll. 
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PART VI - :MEMBERS OF THE CN OVERSIGHT COMMITTEE 


CSF Members 
Director, Threat and Vuhierahility An
Manager, Technical  Threat  and Analysis 
Manager, Technical Aualvsis and Incident Re2ponse 


4CF/DND) Members 
Corranander CF InfOrmation Operations Group 
Director General Information Management Technology 
Commanding Officer CF Network Operations Centre 
Officer Commanding A Sqn CF Network Operations 
Centre 


For the .COMMUN1CATIONS SECURITY ESTABLISHMENT.: 


Acting Deputy Chief 
IT Security 
Communications Security Establishment 


For the DEPARTMENT OF NATIONAL DEFENCE: 


.!..  
Ja9L- R, Eerron ,,,, 


‘_,Eiligadier tieneral .-/r-... ....,' 
Director Gene-tat information Management Operations 
Department of National Defence 
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Communications Security 
Establishment Canada 


Centre de la securite 
des telecommunications Canada 
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1. Introduction 


1.1 Objective 


1.2 What are 
tools deployed 
for Cyber 
Defence 
Support? 


L3 Application 


1.4 Federal 
Institution 
Engagement 


L5 Relevance 


This document. outlines the mandatory instructions for the deployment of 
tools for Cyber Defence Support. This is conducted without a Ministerial 
Authorization (MA). 


These instructions also set out measures to protect the privacy of Canadians in 
the handling of information acquired during the course of deploying tools for 
Cyber Defence Support, as required by OPS-1, Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSE Activities. 


As part of its cyber defence program, at the request of a federal institution 
CSEC will deploy tools at approved sites in order to help protect their 
systems and networks from sophisticated cyber threats. Provided it has been 
demonstrated that these tools do not intercept private communications, a 
Ministerial Authorization (MA) is not required to deploy these tools. 


Note: The same tools used for Cyber Defence Support may also be used as 
part of other cyber defence activities, such as MA sensor activities. If the 
tools are deployed as part of another activity under MA, the policies 
governing that activity must be used. 


These instructions apply to CSEC personnel and anyone else involved in 
deploying tools for Cyber Defence Support conducted under CSEC 
authorities, including secondees, contractors and integrees. 


The Cyber Threat Evaluation Centre (CTEC) manages all federal institution 
engagement. 


CSEC must only use or retain information resulting from tools deployed for 
Cyber Defence Support that is relevant to providing advice, guidance and 
services to help ensure the protection of electronic information and of 
information infrastructures of importance to the GC. 
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2. Legal and Policy Requirements 


2.1 Non-IV1A 
requirement 


2.2 
Requirement to 
not target 
Canadians 


2.3 Cyber 
Defence Team 
Composition 


In order to deploy tools for Cyber Defence Support at federal institution sites 
there must be no foreseeable risk of the tool intercepting private 
communications. 


Before the first deployment of a new or upgraded tool, the responsible 
operational area must provide the CDSO with evidence that confirms the tool 
does not intercept private communications. 


If, at any time, the tool capabilities change, the CDSO must be contacted and 
provided with a new tool description. Any changes to the existing tools that 
would risk intercepting private communications require legal advice, senior 
CSEC management approval, and thus may be conducted under a different 
authority and corresponding policy suite. 


As per OPS-1, CSEC Mandate B activities must not target Canadians. 
Operational CONOPs for cyber defence tools should specify how this is 
achieved. 


See OPS-1-14 for the definition of the cyber defence team, which applies to 
this instruction. 


2A ALPR Sec OPS-1-14 for information regarding the requirement for an ALPR, which 
applies to this instruction. 


2.5 All information produced by CSEC during deployments of tools for Cyber 
Classification Defence Support will be classified according to the sensitivity of the 


infoiniation, (e.g. the impact of vulnerabilities in the federal institution 
network becoming publicly known, or methods and techniques used in the 
analysis process.) 


2.6 Labelling 
and Storage 


All file folders, documents and electronic media obtained and/or used during 
the course of an assessment must be properly labelled to ensure proper 
storage and completion of the data destruction process. 
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2.7 Active 
Monitoring 
Program 


2.8 Information 
Indicating a 
Criminal 
Offence 


2.9 Personal 
Information 


2.10 Oversight 
Committee 


See OPS-1-8 and OPS-210-50-1 for information regarding the Active 
Monitoring Program. 


If, during Cyber Defence Support, any member of the Cyber Defence Team 
finds indications of a Criminal Code offence that is unrelated to a cyber 
threat, the incident must be brought to the attention of the relevant Cyber 
Defence Branch Director. The Director may seek advice from DLS, as 
required, prior to informing the Federal institution, who has sole discretion 
with respect to follow-on action. DC ITS must be notified. 


All details concerning any such discovery must be strictly controlled and 
shared on a "need-to-know" basis. 


To comply with its obligations under the Privacy Act regarding personal 
information, CSEC must account for all personal information it retains while 
conducting deployments of tools for Cyber Defence Support. This 
information must be accounted for in CSEC's P113 for cyber protection. 


An Oversight Committee may be established, consisting of representatives 
from the federal institution and CSEC, for the purpose of coordinating and 
managing the tool deployment, as well as being the coordinating body for any 
further action that may be required. This committee is optional and is formed 
if required at the discretion of CTEC, in consultation with the Director, Cyber 
Defence Operations and Capabilities Development. 
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Pre-Deployment Requirements 


3.1 Required 
approval to 
deploy tools for 
Cyber Defence 
Support 


To deploy tools for Cyber Defence Support, during which information from 
the federal institution network may be encountered, CSEC requires: 


• the written consent of the federal institution, and 
• the approval of Deputy Chief IT Security (DC ITS) 


Federal Institution consent and/or DC ITS approval is documented in the 
form of 


1. a written request, signed by a federal institution representative who 
has the authority to grant CSEC access to the federal institution's 
systems and networks 


2. a written response, signed by DC ITS 


Director CTEC, in consultation with the Director, Cyber Defence Operations 
and Capabilities Development and Director, PMO, will make the 
determination if the deployment requires an MoU with the federal institution, 
signed prior to the tool deployment. If an MoU is required, it must be signed 
by: 


a. the same federal institution representative who signed the written 
request, or another federal institution representative given that 
responsibility in the written request, and 


b. DC ITS 


Note 1: In order to determine if a deployment is appropriate and/or feasible, 
some technical discussions may need to occur before the written request is 
sent. However, before these discussions can occur, DG Cyber Defence must 
confirm in writing that approaching the federal institution is approved. 


Note 2: Both the written response and/or the MoU may include provisions for 
other IT Security services. 
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3.2 Confirming Before tool deployment, CSEC and the federal institution must define the 
Technical service scope and boundaries of the deployment. The information about the 
Scope with the client network 
Federal 
Institutions is integrated into an Operation Plan. 


In some cases, the federal institutions may request a change in scope for the 
deployment. However, before any changes are made to the scope, they must 
be agreed to beforehand by the federal institution and CSEC and must be 
included in the Operational Plan. 


3.3 Completion 
of Pre-
deployment 
requirements 


Once all of the above requirements have been completed, the Director PMO 
notifies DC ITS. 
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4. Deployment Requirements 


4.1 Authorizing DC ITS authorizes the deployment of the tool after Director PMO has 
start of confirmed that all requirements noted in section 3 have been completed. 
deployment 


4.2 Data Access 
Permissions 
and Sharing 
Restrictions 


4.2 Reporting 


See OPS-1-14 for the requirements for access permissions and sharing 
restrictions on cyber defence data, which apply to these instructions. 


If any reports are generated based on information obtained during tool 
deployment, the requirements set out in OPS-1 and 0PS-210-50-5 Report 
Management must be followed. 


4.3 Information Information from or about the federal institution's network that is relevant to 
Retention and CSE's Mandate B may be retained at the end of the tool deployment, 
Destruction including information used to trigger Incident Response (which will be 


retained as part of the corporate record for the corresponding activity). 


4.4 The 
Corporate 
Record 


All other data obtained from or about the federal institution's network must 
be destroyed within following the removal of the tool from 
the federal institution network 


The relevant manager, Cyber Defence Branch verifies that the data 
destruction is complete, and then issues written confirmation to the federal 
institution technical lead that the data has been destroyed (the Director, Cyber 
Defence Operations and Capabilities Development is also notified). 


The required corporate records demonstrating compliance with OPS-1, these 
instructions, the federal institution written request and/or MoU, and the 
operational CONOP arc saved to a client file in order to prepare for future 
audit and review. 
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5. Roles and Responsibilities 


5.1 Roles and Roles, responsibilities and authorities must be clearly defined and understood. 
Responsibilities The key responsibilities are set out in the following table. 


.. 7;Y•49 :-,,2:):. . Roles .. . 
Deputy Chief, IT • Signing the written response to the federal institution 
Security • Signing the MoU with the federal institution (if applicable) 


* Authorizing the deployment of the cyber defence tool(s) 
Director General, 
Cyber Defence 


• Confirming in writing that approaching the federal institution is 
approved 


Director, Cy her • Informing the federal institution and DCITS of criminal offences 
Defence Operations detected during tool deployments 
and Capabilities • Determining with Directors CTEC and PMO if an MoU is 
Development (N) required 


• Providing a recommendation on the requirement for an 
Oversight Committee for each new tool deployment 


Director, Cyber • Advising DCITS that all pre-deployment requirements have 
Program been met 
Management and 
Oversight (PMO) 


® 


• 
Scheduling ad hoc legal/policy briefings as required 
Determining with Directors CTEC and N if an MoU is required 


Director, Cyber • Determining with Directors N and PMO if an MoU is required 
Threat Evaluation • Determining if an Oversight Committee is required for each new 
Centre (CTEC) deployment, in consultation with Director N 


a Coordinating all en.a_ement with the Federal Institution 
Cyber Defence • Ensuring that Active Monitoring measures are implemented 
Branch Managers • Providing CDSO with evidence that new and/or upgraded tools 


do not intercept private communications 
® Ensuring the cyber defence team complies with all relevant 


policy instruments and documentation 
® Ensuring and then confirming in writing to the federal institution 


and Director N the completion of the data destruction process 
o Reviewin the client file u .on assessment corn oletion 


Cyber Defence 0 Ensuring the data destruction process is properly completed 
Branch Supervisors Verifying that corporate records are complete and accurate 


before storing 
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Cyber Defence 
Team Members 


• 
• 
• 


Conducting activities in accordance with approved procedures 
Complying with all Active Monitoring requirements 
Following the data destruction process 


CDSO • Determining whether new or updated tools intercept private 
communications, and engaging DLS as required 


• Drafting the written response to the federal institution 
• Drafting the MoU (if applicable) 
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6. Additional information 


6.1 This table outlines the responsibilities with respect to these instructions. 
Accountability 


Position: . ; ?' ReSpoOSibillty : . 
Deputy Chief, If 
Security 


• Approving these instructions 
Seeking legal advice, when required 


Director General, Cyber 
Defence 


• Reviewing these instructions 
Seeking legal advice, when required 


Director, Corporate and 
Operational Policy 


• 
• 


Seeking legal advice, when required 
Reviewing these instructions prior approval to ensure 
consistency with related policy instruments 


Director, Program 
Management and 
Oversight 


• 


• 


Recommending these instructions for approval 
Updating these instructions as required 
Seeking legal advice, when required 
Responding to questions concerning these instructions 


Director, Cyber Defence 
Operations and 
Capabilities 
Development 


Implementing these instructions 
Seeking legal and/or policy advice, when required 
Responding to questions concerning these instructions 


6.2 References • National Defence Act, part V.I 
• Privacy Act 
• Ministerial Directive on Privacy of Canadians, June 2001 
• Ministerial Directive on LSE's Accountability Framework June 2001 
• UPS-1, Protecting the Privacy of Canadians and Ensuring legal 


Compliance in the Conduct of CSE Activities 


6.3 Amendment Situations may arise where amendments to these instructions may be required 
Process because of change or unforeseen circumstances. All amendments will be 


communicated to the relevant staff. Please contact CDSO for any questions 
regarding the amendment process. 


6.4 Enquiries Questions related to these instructions should be directed to Operational 
Managers. 
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OPS-210-50-15 - Instructions for Deployment of Tools for 
Cyber Defence Support 


Promulgation 


Approved by: 


I hereby approve OPS-210-50-1 5, Instructions for Deployment of Tools for Cyber Defence Support. 
These instructions are effective on FebriActo‘l 3.1310. 


Fc/3 c, >01 0 
Toni Moffa Date 
Deputy Chief, IT Security 


Recommended for Approval by: 


Director, Program Management and Oversight 


Reviewed by: 


Director, Corporate and Operational Policy 


Reviewed by: 


fr
el? 


13roueau 
,,,Director deneral, Cyber Defence 


f.8 Z 1 & / 
Date 


ate 


Eate 
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Communications Security Commissaire du Centre de la 
Establ ishment Commissioner '1 securite des telecommunications -,,4* 


Canada 
The Honourable Robert Decary, O.C. L'honoreble Robert Ddcary, c.r. 


TOP SECRET/COMINT/CE0 


March 15.201.1 


The Honourable Peter G. MacKay, PC, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
K I A 0K2 


Dear Mr. MacKay: 


The purpose of this letter is to provide you with the results of a review of 
Communications Security Establishment Canada (CSEC) signals intelligence (SIGINT) targeting 
and selector management activities. This review was undertaken under my general authority as 
articulated in Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA). I examined 
CSEC's processes and practices in place while the review was being conducted — September 
2009 to December 2010 — and tested specific activities for the period September 2008 to August 
2009, that is, the period immediately preceding the start of the review, given that review is of 
past activities, 


Paragraph 273.64(1)(a) of the NDA mandates CSEC "to acquire and use information 
from the global information infrastructure for the purpose of providing foreign intelligence, in 
accordance with Government of Canada intelligence priorities". To comply with the NDA, CSEC 
must distinguish those communications which involve foreign entities located outside Canada 
and those that are not, In the course of its foreign intelligence collection activities, CSEC must 
target only foreign entities located outside Canada. It cannot intercept any one-end Canadian 
communications, unintentionally in the course of its foreign intelligence collection, unless it is 
authorized to do so by the Minister. Finally; CSEC's targeting and selector management 
activities must contain measures to protect the privacy of Canadians. 


In a SIGINT context, targeting means to single out for collection or interception purposes. 
CSEC targets communications using selectors. A selector is an identity used by an entity for 
communications, such as a phone number, Internet Protocol or e-mail address. Targeting and 
selector management are at the foundation of CSEC's foreign intelligence collection programs. 
Specific and important controls are placed on these activities to ensure compliance with legal, 
ministerial and policy requirements. The potential impact to the privacy of Canadians would in 


P.O. Box/C.P. 1984, Station "6"/Succursale 
Ottawa, Canada 


K1 P 5115 
(61'3) 992-3044 Fax: (613) 992-4096 
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significant, should there he an instance of non-compliance with the law while conducting these 
activities. Past Commissioners made findings and recommendations respecting these activities and 
which required follow-up, Major changes to certain technology and procedures relating to these 
activities have recently occurred and others arc in progress. It is for these reasons that CSEC 
SIGINT's targeting and selector management activities were selected as the subject of this review. 


The objectives of the review were to: document CSEC SIGINT's targeting and selector 
management activities and associated processes and practices; assess whether the activities comply 
with the law; and assess the extent to which CSEC protected the privacy of Canadians in carrying 
out the activities. 


Based upon the information reviewed and the interviews conducted. CSEC conducts its 
SIGINT targeting and selector management activities in accordance with the law. CSEC has 
sufficient policies and processes to satisfy the legal requirement not to direct its SICINT 
interception activities at a Canadian (anywhere) or any person in Canada. 


During the period under review. CSEC identified and recorded privacy incidents 
involving the unintentional targeting of a Canadian. I am satisfied that CSEC responded 
appropriately to these privacy incidents. 


CSEC takes measures in the design of its targeting and selector management systems 
and databases to promote compliance with the law and the protection of die privacy of 
Canadians. As identified in my report, recent enhancements made or planned to these systems 
and databases assist in ensuring and demonstrating compliance with the law, ministerial 
requirements and policy. 


I did find, however, certain deficiencies in some of the targeting and selector 
management systems and databases, and I will monitor ongoing CSEC efforts to address these 
weaknesses, Specifically, I will monitor CSEC's efforts to implement in one system known as 


as well as a capability to record the Government of Canada intelligence requirements) 
associated with a second party targeting request. I will also monitor CSEC efforts to modify its 
systems to permit a monthly comparison of targeted selectors in 
"dictionaries" (holding the selectors) 
efforts to modify the selector database known as 


tor targeting capability. 


with those in the 
Finally, I will monitor CSEC 


to accommodate targeting for 
and 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
SIGINT targeting and selector management activities in accordance with ministerial direction. 
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Operational policies and procedures for SIGINT targeting and selector management activities 
are in place and provide sufficient direction to CSEC employees respecting the protection of the 
privacy of Canadians. CSEC employees interviewed and observed were aware of relevant policies 
and procedures and their application to SIGINT targeting and selector management activities. CSEC 
managers routinely and closely monitor SIGINT targeting and selector management activities to 
make certain the activities comply with governing authorities. 


However, operational policies and procedures applicable to= provide only limited 
direction respecting targeting for such activities. I am recommending that CSEC provide specific 
guidance for=targeting. 


Based on the interviews conducted by my officials, for the period under review, while most 
targeting documentation requirements were met, CSEC's intelligence analysts did not always 
document in the source of a selector. Recording such information is important for 
accountability purposes and to assist CSEC in demonstrating that it met statutory requirements. 
When the source of a selector was documented, it was done in different ways, and with different 
levels of detail. It is, however, a positive development — that assists in demonstrating compliance 
with the law, ministerial requirements and policy — that in March 2009, analysts were required — by 
policy and by technical means — to record in the source of a selector. CSEC 
indicated that it is considering changes to policy and procedures to provide additional guidance 
respecting how to document in the source of a selector and I will monitor CSEC's 
efforts respecting this subject. 


In addition to the above-noted objectives, I examined CSEC's activities in response to 
associated findings and recommendations made by former Commissioner Gonthier in his reports 
to you of June 2008 respecting and March 2008 respecting I am 
satisfied that improvements to CSEC's policies and procedures as well as significant 
development efforts made and other planned enhancements to associated systems and databases 
address the recommendation and negative findings in these reports. 


Finally, I examined CSEC's activities in response to previous associated 
recommendations of CSEC's internal Audit, Evaluation and Ethics Directorate. I am satisfied 
that CSEC has addressed the negative findings in CSEC's 2006 SIGINT Legal Compliance Final 
(audit) Report respecting second party targeting requests. 


The enclosed report contains detailed information on these and other findings as well as 
related issues. CSEC officials were provided an opportunity to review and comment on the report, 
for factual accuracy, prior to finalizing it. 
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If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


Enclosure: (1) 


C_C. 


Robert Decary 


Mr. John Adams. Chief, CSEC 
Mr. Stephen Rigby, National Security Advisor to the Prime Minister, 


Privy Council Office 
Mr. Robert Fonberg, Deputy Minister, National Defence 
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I. AUTHORITIES 


This review was conducted under the authority of the CSE Commissioner as articulated 
in Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA). 


The review is in conformance with signals intelligence (SIGINT) ministerial 
authorizations (MAs) permitting the unintentional interception of private communications 
(PCs) - as defined in section 183 of the Criminal Code - under collection programs 
known as 


 and Interception Activities 
Conducted in Support of Canadian Forces Operations in Afghanistan (Afghan MA 
activities). 1 Section 273.63 and subsection 273.65(8) of the NDA mandate the CSE 
Commissioner to review activities carried out under MAs. 


The review is also in accordance with ministerial directives (MDs) on "Accountability 
Framework" 2 , "Privacy of Canadians"', and "Collection and Use of Metadata"4 that 
indicate that associated activities will be subject to review by the CSE Commissioner or 
that require CSEC to cooperate fully with the Commissioner in the exercise of reviews. 


II. INTRODUCTION 


Paragraph 273.64(I)(a) of the NDA mandates CSEC "to acquire and use information 
from the global information infrastructure for the purpose of providing foreign 
intelligence [FI], in accordance with Government of Canada [GC] intelligence priorities" 
[part (a) of CSEC's mandate]. 


To comply with the NDA: 


• CSEC must distinguish those communications which involve foreign entities 
located outside Canada and those that are not; and 


• CSEC's targeting and selector management activities must contain measures 
to protect the privacy of Canadians. 


In a SIGINT context, targeting means "to single out for collection or interception 
purposes".' CSEC collects operationally meaningful data using selectors. CSEC policy 
OPS -1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 


Activities conducted under MA must be undertaken in accordance with conditions set out by the Minister 
of National Defence in the MAs, e.g., respecting measures to protect intercepted PCs. This review 
encompassed and Afghan MA activities under the MAs in 
effect from December 23, 2007 to December 22, 2008 and from December 23, 2008 to December 22, 2009. 
2 Issued June 19, 2001. 
3 Issued June 19, 2001. 
Ì Issued March 9, 2005. 
5 OPS-1, p. 51 (CERR1Dit 342875-v6E), 
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Conduct of CSE[C] Activities, effective December 23, 2009, indicates selectors "are 
terms that may include a name, [Internet Protocol] IP or e-mail address, 
facsimile or telephone number, or other alphanumeric character stream 


for the purpose of identifying traffic that 
relates to national foreign intelligence requirements and isolating it for further 
processing." (p. 49) The Canadian SIGINT Operations Instruction (CS01) CSOI-4-4, 
Targeting and Selector Management Using National SIGINT Systems For 
Intelligence Reporting Purposes, effective March 5, 2009, defines a selector as: "an 
identity used by an entity for communications, such as an e-mail address, 


or phone number 


In CSEC, there are two approaches to targeting using collection 
(CSOI-4-4 refers): 


I. Targeting using "Strong Selectors", which allows SIGINT to direct its 
targeting activities at foreign entities located outside Canada and which are 
associated with foreign intelligence requirements. "Strong selectors" allow 
SIGINT to select information from the Gil on the basis of unique communications 
addresses which can be reliably correlated with entities in the physical world.' 


2. 
the basis of 


Targeting, which selects inlbrmation from the GII on 


Another approach to targeting involves 


(OPS-3-1, Procedures for  activities.) 


Selector management refers simply to the process of managing selectors, including the 
research and development of selectors, the analysis of associated intercepted 
communications to confirm targeting is valid and productive, and the de-targeting of 
selectors that are no longer valid or productive. 


Afghan MA activities are CSEC's interception 
collection.=is considered an interception activity. 


An entity means: "a person, croup, trust, partnership, or fund or an unincorporated association or 
organization and includes a state or political subdivision or agency of a state." (NDA, section 273.61). 
8 "Strong selectors" are metadata, such as a telephone number, e-mail address or Internet address that are 


into a dictionary. Metadata is: "information associated with a 
telecommunication to identify, describe, manage or route that telecommunication or any part of it as well as 
the means by which it was transmitted, but excludes any information or part of information which could 
reveal the purport of a telecommunication, or the whole or any part of its content." (MD on the Collection 
and Use of Metadata) 
9 Targeting for is described at pp. 28-3O. 
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The NDA requires that activities under part (a) of CSEC's mandate "shall not be directed at 
Canadians or any person in Canada" [paragraph 273.64(2)(a)].1°


One of the conditions to issue an MA under the NDA is that the Minister of National 
Defence (Minister) must be "satisfied that the interception will be directed at foreign 
entities located outside Canada" [paragraph 273.65(2)(a) of the NDA]. 


All MAs include the following requirement: 


To facilitate the review by the Commissioner of the Communications 
Security Establishment of the statutory requirement that 
interceptions of private communications must be directed at foreign 
entities located outside Canada, the Communications Security 
Establishment [Canada] shall establish and maintain an automated 
directory of selectors which it has grounds to believe relate to 
foreign entities located outside Canada. 


Targeting and selector management activities are also conducted pursuant to ministerial 
direction. Specifically, the MD on "Privacy of Canadians" indicates: 


...it is incumbent upon you, as Chief of CSE[C], to ensure that CSE[C] does not target 
the communications of Canadians and will continue to adopt procedures to minimize 
the inadvertent [unintentional] collection of such communications... (p. 1) 


CSEC's OPS-1 policy requires, at a minimum, selectors to be subject to annual review to 
ensure they remain consistent with the GC intelligence priorities. 


Rationale for conducting this review 


CSEC's Fl collection activities conducted under MA involve a number of distinct methods 
of acquiring information from the Gll. Nevertheless, there are a number of common 
business processes and associated tools, as well as common systems and databases, which 
support these collection methods and which CSEC uses to deal with the information 
obtained. For example, common to all of the collection methods are the processes by which 
CSEC: selects foreign entities located outside Canada that are of Ft. interest (the subject of 
this report); uses, shares and reports information to clients and international partners; and 
retains or disposes of intercepted communications. Rather than examine thoroughly 
individual MAs, it was assessed as more effective to examine thoroughly each process 
common to CSEC's FT collection activities under MA. This new approach, which cuts 
across the collection methods, is referred to as horizontal review and is designed to provide 
the Commissioner with an even more comprehensive understanding of how CSEC 
conducts its activities. Ultimately, its objective is to increase the degree of assurance the 


1° In a crisis situation where the life and safety of Canadian individuals are threatened, such as during, a 
kidnapping, and 


CSEC is required to closely monitor any resultant 
intercepted communications and to de-target the selectors when the situation is resolved or when the 
selectors no longer result in communications related to GC intelligence priorities. 
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Commissioner can provide to the Minister that CSEC is complying with the law and 
protecting the privacy of Canadians. 


Targeting and selector management are at the foundation of CSEC's SIGINT collection 
programs. SIGINT collection relies on targeting. Specific and important controls are placed 
on SIGINT targeting and selector management activities to ensure compliance with legal, 
ministerial and policy requirements. The potential impact on the privacy of Canadians 
would be significant, should there be an instance of non-compliance with the law while 
conducting these activities. Past Commissioners made findings and recommendations 
respecting these activities and which require follow-up. Major changes to certain 
technology and procedures relating to these activities have recently occurred and others are 
in progress. It is for these reasons that the Commissioner selected CSEC SIGINT's 
targeting and selector management activities as the subject of one of the first in-depth 
horizontal reviews of a SIGINT common business process. 


HI. OBJECTIVES 


The objectives of the review were to: 


• document CSEC SIGINT's targeting and selector management activities and 
associated processes and practices; 


• assess whether the activities comply with the law; and 


• assess the extent to which CSEC protected the privacy of Canadians in 
carrying out the activities. 
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IV. SCOPE 


The Commissioner's office examined CSEC's processes and practices in place while the 
review was being conducted — September 2009 to December 2010 — and tested specific 
activities for the period September 2008 to August 2009, that is, the period immediately 
preceding the start of the review, given that review is of past activities. 


In addition to acquiring detailed knowledge of CSEC SIGINT's targeting and selector 
management activities, the Commissioner's office examined: 


I . the legislative and policy framework; 


2. how CSEC develops selectors, e.g., from its collection, contact chaining 
activities, lead information, other sources; 


3. whether selectors relate only to foreign entities located outside Canada; 


4. whether selectors are in accordance with GC intelligence requirements 
(GCRs)1 1 and consistent with CSEC's National SIGINT Priorities List 
(NSPL) I2; 


5. the extent to which technology is used and other efforts are applied to protect 
the privacy of Canadians; 


6. the content of dictionaries and databases of selectors, how they work, how 
they interact with other tools, collection equipment and databases; 


7. how selectors are validated (e.g., to ensure they remain in accordance with GC 
intelligence priorities) or de-targeted (e.g., in the event that a Canadian or 
person in Canada is unintentionally targeted); 


8. what occurs when an intelligence analyst recognizes that a PC (including 
solicitor-client communications) or information about Canadians is associated 
with a particular selector; 


9. how CSEC approves selectors proposed by the Second Partied'; 


CS01-1-I, The Notional SIGINT Priorities List (NSPL) Process, effective July 17.2008, defines the 
GCRs as: "an index which permits the tracking of the SIGINT Process against client requests. GCRs are 
applied to requests, reports, targets, feedback, etc. GCRs are also mapped to the NSPL as appropriate to be 
able to track effort against national priorities," (p. 14) 
12 According to CS01- I -I, the NSPL is: "A tiered list which officially defines issues of national interest 
from a SIGINT perspective and the level of interest and effort afforded to each one. The list is divided into 
Standing Issues and Watching Briefs...". (p. 14) 


The Second Parties are CSEC's four SIGINT partners: the U.S. National Security Agency (NSA), the 
U.K. Government Communications Headquarters (GCHQ), the Australian Defence Signals Directorate 
(DSD), and the New Zealand Government Communications Security Bureau (GCSB). Collectively, the 
Second Parties and CSEC are known as the Five-Eyes alliance. According to long-standing conventions, 
the Five-Eyes do not target one another's communications, Accordingly, CSEC's interception activities are 
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l0. CSEC's activities in response to previous associated findings and 
recommendations of the Commissioner, namely: a number of findings in the 
March 2008 review report respecting (see pp. 48-49 and p. 56) 
as well as finding no. 6 and recommendation no. 1 in the June 2008 


'review report and the September 2008 response from the 
Minister of National Defence (see pp. 49-50 and p. 56), (The March 2006 
report on =and the February 2005 report also provide 
background information respecting targeting and selector management); and 


. CSEC's activities in response to previous associated recommendations of 
CSEC's Audit, Evaluation and Ethics Directorate, namely: recommendations 
2.8.2 of the Directorate's April 2006 SIGINT Legal Compliance final report 
respecting selectors. (See p. 51) 


The review did not include an examination of; 


• information technology security activities under part (b) of CSEC's 
mandate 14 ; 


• tasking requests respecting Activity Authorization Requests for 
SIGINT development 


activities'', 


- targeting and selector management activities in support of federal law 
enforcement or security agencies under part (c) of its mandate' s 


IRRELEVANT 


IRRELEVANT and 


• by CSEC and the Second Parties.'`' 


not to be directed at second party nationals located anywhere, or against anyone located in second party 
territory. 
14 Paragraph 273.64(1)(b) of the ;VDA mandates CSEC "to provide advice, guidance and services to help 
ensure the protection of electronic information and of information infrastructures of importance to the 
Government of Canada." 
15 The Commissioner's March 2009 report respecting CSEC's Network Analysis and 
Prioritization and Activities discussed and SIGINT development activities, 
including the use of "soft selectors". "Soft selectors" relate to 


16 Paragraph 273.64(1)(c) of the NDA mandates CSEC "to provide technical and operational assistance to 
federal law enforcement and security agencies in the performance of their lawful duties." 
17 This will be addressed in a separate review. 
is 


19 This will be addressed in a separate review. 
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V. CRITERIA 


A) Legal Requirements 


The Commissioner expected that CSEC conducts its targeting and selector 
management activities in accordance with the NDA, Privacy Act, Criminal Code, 
Canadian Charter of Rights and Freedoms and any other relevant legislation and 
Justice Canada advice. 


B) Ministerial Requirements 


The Commissioner expected that CSEC conducts its targeting and selector 
management activities in accordance with ministerial direction, namely the 
requirements and approval frameworks outlined in relevant MAs and MDs. 


C) Policies and Procedures 


The Commissioner expected that CSEC: 


i) had appropriate policies arid procedures that guide its targeting and selector 
management activities; 


ii) had personnel who are aware of and comply with the policies and procedures; and 
iii) had an effective management control framework to ensure that the integrity of the 


activities is maintained on a routine basis, including appropriately accounting for 
important decisions and information. 


VI. METHODOLOGY 


The Commissioner's office examined relevant written and electronic records, files, 
correspondence and other documentation, including policies and procedures and legal 
advice.-) Throughout the course of the review, CSEC provided answers to a number of 
written questions. 


The Commissioner's office conducted interviews with 21 CSEC managers and other 
employees involved in the activities (Annex B). With the assistance of CSEC employees 
acting under our direction, we tested the contents of relevant databases and systems to 
ensure conformity with legal and ministerial requirements and associated policies and 
procedures. 


As a first step, the Commissioner's office documented and described CSEC's targeting 
and selector management activities, processes and systems, the legislative and policy 
framework, and ensured a common understanding of concepts and terminology. 


20 If legal advice given to CSEC is shared with the Commissioner's office, this is done on the understanding 
that the sharing by CSEC of information which is subject to solicitor-client privilege does not constitute a 
waiver by CSEC of its privilege. 
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Subsequently, we assessed CSEC's activities against the established criteria and developed 
conclusions respecting the objectives. This is a report of the outcomes of the review. 


Prior to forwarding a draft report to CSEC for comment as to factual accuracy, the 
Commissioner's office presented a summary of our findings to CSEC. 


VII. BACKGROUND 


In CSEC, there are two approaches to targeting using collection 
(CSOI-4-4 refers): 


1. Targeting using "Strong Selectors", which allows SIGINT to direct its 
targeting activities at foreign entities located outside Canada and which are 
associated with foreign intelligence requirements. "Strong selectors" allow 
SIGINT to select information from the G1.I on the basis of unique communications 
addresses which can be reliably correlated with entities in the physical world. 


2. 
the basis of 


Targeting, which selects information from the GII on 


Another approach to targeting involves 


(OPS-3- , Procedures for • activ ities.) 


CSEC's and its analysts21 are responsible to 


1. .authorities


develop selectors, namely: 


• to conduct research and document that all conditions for targeting have been 
met; 


• submit targeting requests to CSEC's 
group22 ; and 


• on an annual basis, or more frequently as required, validate targeted selectors 
(i.e., being used in a collection system(s) to filter and intercept only wanted 


21 In this report, references 0) a analyst may include a Canadian Forces Information Operations Group 
(CHUG) analyst performing the same targeting activities. 


CSEC's- group in its Advanced Network Tradecraft Directorate performs mission management 
control functions, including approving and monitoring for compliance 


authorities and responsibilities are discussed at pp. 18-19. 
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communications), and de-target selectors which are no longer valid, or which 
are resulting in intercepted communications of no Fl value, or for which there 
is no longer an associated GCR.23


A analyst is responsible to monitor intercepted communications and confirm that the 
targeting is valid (i.e., the entity is of a foreign nationality and located outside Canada) 
and productive (i.e., the communications contain FI associated with a OCR and aligned 
with the NSPL). 


AManalyst must regularly update a selector with any elements of information that 
may have changed (e.g., different location digraph 24), and de-target a selector that is no 
longer valid or productive.25


23 Section 2.8, CS01-4-4, p. 10. 
24 Targeting digraphs and trigraphs are discussed at p. 26 and at Annex D. The digraph is a two-letter code 
representing the assessed location of the targeted entity. The trigraph is a three-letter code representing the 
assessed nationality (two letter digraph of the country Of nationality) as well as a single letter code 
representing the targeted entity's function, 
25 Section 3.4, CSO1-4-4, p. 16. 
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2. Targeting and selector management tools 


On October 15, 2009, the Commissioner's office received a technical brief respecting 
targeting and selector management systems and tools. 


TOP SECRET/ICOMINTPC,MADIAN EYES ONLY 


1+1 COn.n.4.1.40Ca: Setandy Contra eal siduna: 
Ealabbahenard Canada Ali 31.CLIS Cordell 


ihliraMaMiirAiriVraUck: legf*AtniBalliM, 


Canada 


Ch111t.ID# 368869, October 15, 2009, slide 6, e-mail from Policy and Review Advisor, bAternai Review and 
Policy Manaaement, November 27, 2009. Note: The above representation of a targeting system is a simplified 
version for presentation purposes ' is a template used by a analyst to seek 
approval for targeting selectors and for targeting 


See p. 29,) 


— Target Knowledge Base 


The target knowledge [data] base (or TK.B, commonly and hereinafter referred to by its 
cover name contains information — from a variety of sources — 
populated by  analysts respecting foreign entities of FI interest to the GC and 
associated selectors, links CSEC's target knowledge with selectors. 


In addition to containing a target knowledge database, provides a 
targeting tool, whichManalysts use to submit selectors to for validation and 
targeting. permits a=analyst to monitor the status of any selector for 
which they are responsible (targeted or not). 
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digital network intelligence (DNI)26 selector — such as an e-mail 
address or Internet Protocol (IP) address 


for a dialled number recognition (DNR)27 selector — such as a telephone or fax 
number. 


On October 5, 2009, a CSEC Specialist-Linguist provided a comprehensive "live" 
demonstration of involving extant FI entities and associated selectors, 
including: forei•n entity. a DNR (wireless telephony) selector and 


a DN1 selector (e-mail address) 


is a CSEC-designed targeting and selector management database. It is 
accessed exclusively by analysts do not 
have direct access to 


26 DNI is also referred to as 
different types of information (e.g., e-mail 


(Internet) communications and may contain many 


DNR metadata generally refers to telephone and fax communications, and includes identifiers such as 


CLRRID#3.)8097-v1A, November 27, 2009, e-mail from Policy and Review Advisor, External Review 
and Policy Management, p. 7 and CERR.ID# 699823, February 8, 2011, e-mail from Director, Corporate and 
Operational Policy, p. 6. 
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3. How the tools process targeting and de-targeting requests 


DNR selectors 


TOP SECEETJICO 
Cal


EVIZ '  :s.1713:elec.otadadoetris Canada 
. . . 


. . 


TIJGANAOIAN EYES ONLY 


CSE analyst targeting! de-targeting 
DN1R SelPrt a 


Canada 
CERRID# 368869, slide 14, October 15, 2009, e-maii rrom Policy and Review Advisor, 1-.Ki_rnal Review and 
Policy Management, November 27, 2009. Note: The above representation of a targeting system is a simplified 
version for presentation purposes. 


To target or de-target a DNR selector, aManalyst enters certain information into 
(a analyst's responsibilities respecting targeting and documentation 


requirements are discussed at pp. 24-27).
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DNI selectors 


TOP NECNETRCONIINTi.r,ANADIAN EYES ONLY 


CSE analyst targeting/de-targeting 


Canada' 


CERRID# 368869, slide iS, October b, 2U09, e-mail from Policy and Review Advisor, External Review and 
Policy Management, November 27, 2009. Note: The above representation of a targeting system is a simplified 
version for presentation purposes. 


There are three ways to target or de-target a DN1 selector: 


. 


2. 


3. 


is the cover name forMactivities and associated systems. 
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4. How the tools process targeting and de-targeting requests from the Second Parties 


A Second Party sends a request to target a DNR selector  


A Second Party sends a  request to target a DNI selector  


5. authorities 


roles and responsibilities respecting targeting are namely: 


• to validate and action, if appropriate, a targeting request of a Manalyst; and 


• to inform a Manalyst of the status of a targeting request (approved or 
disapproved) and selector (targeted or de-targeted). 


authorities are detailed in CS01-3-7 
Authorities3° . For a targeting request, in accordance with CS01-3-7, targeting is actioned 
by provided that: 


• the selector is in the right format; 


• the targeting is directed at a foreign entity outside Canada; 


• the targeting is related to an active GC intelligence requirement; and 


• the targeting justification is adequate. 


(pp. 24-27 and 34-36 contain detailed information respecting targeting research and 
documentation requirements.) 


If all elements of a targeting request are valid forwards a selector to a collection 
system or systems, and thel. analyst receives a notification that the targeting request 
has been approved. 


If the request is deemed not valid, rejects the request and provides a reason(s) for 
denial to the -analyst, who may adjust and re-submit the request. The new request for 
targeting is a new record in and the original request that was refused 
remains a record. 


31" Effective September 2, 2008, 
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On November 25, 2009, the Commissioner's office received a demonstration and briefing 
from the Team Leader, a Analyst and a Analyst 
respecting how validates and denies a targeting request— for both CSEC-initiated 
and second party-initiated selectors — in (with references to 


In addition, the Commissioner's office examined examples of special targeting 
circumstances, such as those involving the temporary use of 


We had also asked to examine a sample in 
of selectors33 involving 


IP addresses or other identifiers; however, as of the date of the demonstration 
(November 25, 2009), CSEC had not yet targeted any selectors because no such 
selectors were identified to be of Fl interest. 
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6. Volume of targeting requests 


Respecting the quantity of selectors generally processed by the Commissioner's office 
asked CSEC for information concerning the targeting requests validated and forwarded 
to the collection systems in June to August 2009, CSEC responded:i4


Due to limitations inherent to targeting systems, CSEC can only provide a 
breakdown by agency for Digital Network Information (DNI) [Internet] selectors. 
For the months of June 2009, July 2009 and August 2009, validated and 
forwarded to the collection systems the following number of targeting requests, 
by agency, as per data: 


[Requesting] 
Agency 


Month 


DSD 


GCHQ 


NSA 


GCSB 


CSEC 


June 2009 
ily 2009 


August 2009 
June 2009 
July 2009 


August 2009 
June 2009 
July 2009 


August 2009 
June 2009 
July 2009 


August 2009 
June 2009 


Lily 2009 
August 2009.


Total number of [ON] 
targeting requests 
approved by as 


processed these DNI selectors from June to August 2009. teams were 
operational for 12 hours a day, five days a week, during that period of 


CSEC indicated that in June to August 2009, the U.S. NSA sent CSEC a series of updates 
to existing targeting requests DNI selectors'', and 


34 CERRID# 338097-v1C, e-mail from Policy and Review Advisor, External Review and Policy 
Management, January 8, 2010, p. 21. 


CERRID# 338097-v11-I, e-mail from Policy and Review Advisor, External Review and Policy 
Management, September 1, 2010, p. 2. 


DNI selector DNI selectors 
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that these were automatically approved as they did not modify the four essential elements 
of information to validate a targeting request. This accounted for the increased volume of 
DNI selectors from the U.S. NSA during that period of time. The Commissioner's office 
has no questions respecting these updates. 


CSEC targeting systems do not log the amount of time employees dedicate to 
specific activities. CSEC indicated that the amount of time allocated to validate a 
targeting request may vary greatly depending on, e.g., whether the request contains one or 
several selectors, whether the selector(s) will be sent and 
whether the seleetor(s) requires follow-up with the requestor to obtain clarification. 


The Commissioner's office asked what action CSEC is taking to address the "limitations 
inherent to targeting systems" that permitted CSEC to only provide a breakdown by 
agency for DNI selectors. CSEC indicated that when 


the ability to  generate statistics regarding selectors across 


Given the absence of automated capabilities to generate statistics on DNR selectors for 
the period under review, the Commissioner's office asked CSEC to estimate and provide 
a general description based on experience of the approximate volume of DNR targeting 
requests in comparison to DN1 requests. CSEC indicated: 


...for the period of 1 September 2008 to 31 August 2009, based on manual 
extraction of available data, counted DNR selectors and 
DNI selectors. From day to day, volumes vary considerably. Several factors may 
impact these numbers, such as 
capabilities, shifting intelligence requirements, etc." 


Therefore, for the period under review, CSEC targeted approximately 
times the amount of DNI selectors than DNR selectors. Based on the volume of selectors 
and number of employees, it appears employees process a significant 
number of selectors.'' While these volumes appear significant, we assess them as 
manageable at this time because of the automation and safeguards built into CSEC's 
systems, the direction contained in CSEC's policies and procedures and the awareness of 
CSEC employees of the policies. 


if the communications intercepted by CSEC's collection system is 


Supra, note 35, at p, 3. 
ss Supra, note 35, at p. 3, 
' 9 Five =employees processed more than selectors in one year. -processes targeting 
requests - not selectors — which may vary greatly in the number of selectors they contain, and the volume 
of targeting requests submitted on a daily basis may vary greatly. 
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The Commissioner's office also asked for information respecting the number ofMI 
analysts' targeting requests initially rejected in June to August 2009. CSEC 
responded:4°


Due to limitations inherent to targeting systems, CSEC can only provide a 
monthly breakdown of rejected targeting requests for Digital Network 
Information (DNE) selectors, based on data stored in 
The number of targeting requests generated byM analysts that were rejected by 


for the months of June 2009, July 2009 and August 2009 are: 


Agency Month Total number of 
targeting requests 
rejected by as per 


CSEC 
June 2009 
July 2009 


August 2009 


Finally, respecting the quantity of selectors generally processed by the 
Commissioner's office asked CSEC for information respecting the number of de-
targeting requests received by in November 2008 to January 2009. CSEC 
responded:`` 


Based on data (which holds targeting information about DNI 
selectors), received the following de-targeting requests, by agency, for the 
months of November 2008, December 2008 and January 2009: 


Agency Month 


DSD November 2008 
December 2008 


January 2009 
GCHQ November 2008 


December 2008 
January 2009 


NSA November 2008 
December 2008 


January 2009 
GCSB November 2008 


December 2008 
January 2009 


CSEC November 2008 


4° Supra, note 34, at p. 23. 
41 Supra, note 34, at pp. 23-24. 


Total number of de-
targetinu requests received 


by based on 
data 
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December 2008 
January 2009 


7. Targeting using "strong selectors" — "Metadata-first rule" 


Targeting using "strong selectors" allows SIGINT to pull information from the Gil on the 
basis of unique communications addresses which can be reliably correlated with foreign 
entities in the physical world, 


CSOI-4-4, Targeting and Selector Management Using National SIGINT Systems 
for Intelligence Reporting Purposes, March 5, 2009, (p. 33) describes a "strong selector" 
as follows: 


In the context of targeting activities, a strong selector is defined as an "identifier 


Section 2.5 oICSOI-3-7 indicates that "ensure[s] that selectors targeted. 
metadata fi rst." (emphasis added) Based on this statement, 


42 According to CSOI-4-4, 
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the Commissioner's office asked CSEC jilt intercepts communications, for itself or for 
the Second Parties, using selectors 
CSEC responded: 


In accordance with CS01-3-7 and CS01-4-4, CSEC intercepts communications 
using a metadata-first approach. An exception is made for 
targeting [see pp. 30-37J; due to the 


of the intercept related to 
i.e. metadata and content. In addition, much 


involves 


an associated expectation of privacy. At this time, 


"Strong selection" targeting research and documentation 


is CSEC's system of record for all selectors involving "strong selection". 


In order to target a "strong selector", and in accordance with OPS-I and UPS-I-13, 
CSOI-4-444 requires the following information to be researched by a. analyst and 
documented in (each of which is described in detail below): 


• the source of the selector and a security classification45: 


• associated GC intelligence requirement(s) (GCRs) and priority in line with the 
NSPL; 


• foreign assessment (assessment to determine foreignness); and 


• targeting justification. 


Source of the selector 


Examples of sources include: from SIGINT (e.g., an intercepted communication), 
metadata analysis, CSIS information or other human intelligence (FIUMINT) and open 
sources (e.g., media). 


43 CERRID# 338097-v1E, February 19, 2010, e-mail from Policy and Review Advisor, External Review and 
Policy Management pp. 12-13 and CERRID# 699823, February 8, 201 1, e-mail from Director, Corporate and 
Operational Policy, p. 8. 
41 Section 3.2, Strong Selection Targeting Research and Documentation, pp. 11-15. 


OPS-5-14, The SIGINT Classification System, June 2006, provides guidance respecting assigning 
security classification markings. 
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It has been a requirement to document the source of a selector since 
March 2009,46 also now includes a "technical block" that does not 
permit an analyst to continue with targeting until she/he completes a specific field in 


with information respecting the source of a selector. The field is "free 
form"; analysts may choose what information and the level of detail to include in the field 
respecting the source of a selector. 


Associated GCRs and priority in line with the NSPL 


The ■analyst must associate the selector with an entity (e.g., person, organization, 
network or communications equipment) of Fl interest. According to CSEC, the GCRs are 
prioritized regularly and the NSPL is updated weekly." 


Foreign assessment 


The ■ analyst must make an informed assessment of the foreign status 
of the entity associated with the selector by considering both the nationality as well as the 
location of the entity of interest (i.e., determine if the entity is not Canadian, and not .from 
one of the 5-Eyes countries). Various pieces of information can assist in making this 
assessment, for example: 


• 


• 


• 


In isolation, some of these factors may be insufficient to make an assessment. it is the 
=analyst's responsibility to determine whether there is enough information to make an 
informed assessment of the foreign status of the entity. Second Party targeting requests 
are subject to the same validation process. 


A • analyst may encounter information that indicates that an entity may be Canadian 
or a Canadian dual-national, e.g., intelligence suggests that the person studied or worked 
in Canada or has relatives in Canada. In such a case, an analyst may obtain passport or 


4° CSEC overview briefing respecting SIGINT Targeting and Selector Management, slide 7, September 2, 
2009: CS01-4-4 was effective March 1 1, 2009. 
-17 The Commissioner receives a copy of the CSEC Intelligence Priorities Ministerial Directive that outlines 
the yearly GC intelligence priorities as approved by the Ad Hoc Committee of Ministers on Security and 
Intelligence. The MD directs CSEC to use these priorities to guide its Fl activities in accordance with its 
legislative authority. CSEC derives the GCRs from this direction. CS01-1- I, The .14`ational SlCILVT 
Priorities List (NSPL) Process, effective July 17, 2008, outlines the process involved in the creation and 
maintenance of the NSPL. CSEC maps the GCRs to the NSPL to track efforts against national priorities. 
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citizenship information from Foreign Affairs and International Trade Canada, Citizenship 
and Immigration Canada, or the Canadian Border Services Agency in order to clarify the 
nationality of the entity. 


A Manalyst may also use open source information, e.g., information on 
is often publicly available on the Internet. 


Once the assessment to determine foreignness is made, the analyst must document
it by assigning the entity a location digraph 


and an trigraph indicating nationality 
(country digraph) and function (single letter code representing an entity's function, such 
as 


The Five-Eyes community has 
adopted a common list of digraphs (Annex D). The nationality digraph in theMtrigraph 
may not be the same as the target  location digraph, 


I 


As a matter of practice, does not question the 
party) and relies on the analyst's informed assessment.46


foreign assessment (or second 


Targeting justification 


TheManalyst must enter a justification respecting why the selector is being targeted: 


• who is the entity of interest? 


• why is it being proposed for targeting? 


• what activities is it suspected or known to he involved in? 


CS01-4-4 provides examples of adequate and inadequate justifications. 


In addition to the above core elements, the •analyst must assign a 


CSOI-4-4 contains detailed guidance respecting the actions, roles and responsibilities 
respecting the process for submitting a taroeting request relating to a "strong selector".4)
For each entity of interest, generates a target identification number 
(TED). 


43 brief and interviews, November 25, 2009; and August 25, 2010. 
4r' Section 3.4, Submitting a Targeting Request, pp. 15-16. 
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According to CSEC as indicated in CSOI-4-450, a valid location digraph, nationality and 
function trigraph, GCR number, and an adequate targeting justification demonstrate that a 
=analyst has reasonable grounds to believe that targeting activities are aimed at a 
foreign entity located outside Canada, in response to a GC intelligence priority. 


When viewing a communication intercepted by CSEC, a El analyst can determine the 
However, if an intercepted 


communication is  


I. 
=analysts perform ongoing maintenance of selectors as part of their day-to-day jobs. 


will flag for re-examination selectors that are resulting in unusually large 
volumes of intercepted communications. does not flaat, selectors that do not result 
in any intercepted comimmications.51 In deciding whether to action anitargeting, 
request, "often" examines the detailed information in respecting 
the source of the selector and the justification for targeting.52


Once a Manalyst sends a selector to for approval, the . analyst may not re-
open and make changes to the associated record in If rejects the 
request for targeting, the =analyst may change and re-submit the request. The new 
request for targeting is a new record in and the original request that was 
refused remains a record. 


As indicated above, in October and November 2009, the Commissioner's office received 
demonstrations from and employees respecting "strong selection" and the use 
of 


and the incident reported as a privacy 
incident.' CSEC keeps all incidents in the central Privacy Incidents File that is reviewed 
by the Commissioner's office. 


'° Section 3.3, Demon.skating Legal Compliance, p. 15. 
Demonstration and interviews, October 5, 2009. 


52 interview, November 25, 2009. 
CS01-4-4, section 3.12, p. 20. 
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The Commissioner's office asked CSEC to explain the rationale to not treat as a privacy 
incident the first occurrence 
CSEC responded: 


CSEC does not treat instances of as privacy incidents, 
as the initial targeting request is based on a valid foreign assessment made by the 
analyst on the basis of information available at that time, which included a valid 
foreign 


II=On a daily basis, a listing of 
is forwarded to who manually de-


targets the associated selectors, and then notifies the analysts that the selectors 
were de-targeted 


CSEC recognizes that there is the potential for delays between the time-
and the time it is de-targeted. At this time, the DNR 


targeting system cannot support automated de-targeting.'4


CSEC explained how the automated tool works as follows: 


8. Targeting for 


On December 22, 2009, a Manalyst provided an overview briefing on targeting for 
including targeting processes, roles and responsibilities, associated documentation, 


51 Supra, note 35, at p. 3. 
5' E-maiE from Policy and Review Advisor, External Review and Policy Management, October 6, 2010. 
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and information repositories. In addition, the Commissioner's office observed first-hand 
in a shared electronic 


directory. 


OPS-3-1, Procedures for Activities, 
December 23, 2009, governs CSEC's =activities conducted under both parts (a) and 
(c) of its mandate. used by foreign entities of interest 


are the targets of activities. =opportunities may be 
identified by the Group or a=analyst may identify a gap in 
collection and request such access. Sources for selectors include oven source 
information (e.g., public directories such as an e-mail list 


analysis of previously acquired SIGINT, HUM IN I and information provided 
by GC and second party partners. 


Selectors for 


SIGINT collection methods 
that involve "strong selection". Commissioner Gonthier's February 26, 2009, review 
report respecting CSEC activities under the 2004 to 2007=Ministerial Authorizations 
provides in-depth background information respectingMactivities. 


is CSEC's system of record for all selectors A 
analyst sends to a targeting request for These-
are stored in a shared electronic folder, while associated research and documentation, 
including the assessment of foreignness, is stored in Therefore, like 
targeting involving "strong selection", all targeting requests for=receive a unique 
target identification number (in 


CSEC is modifying to accommodate-capabilities and eliminate the 
need to use CSEC indicated that it is planning to take a phased 
approach, enabling requests for activities as a first step, beginning in the 
next fiscal year (2011-2012).56


While developing or if there is any suggestion that a targeted 
entity is not foreign, is located in Canada or that 
communications of a Canadian may be involved, the  employee is required to halt 
activities and immediately file a Non-Standard Operations report.57


The analyst interviewed by the Commissioner's office indicated that he validated 
selectors on an ongoing basis 


(in his case, approximately Therefore if a selector 


5`' E-mail from Policy and Review Advisor, External Review and Policy Management, November 25, 2010. 
The activities are described in OPS-3-1, Procedures for 


Standard Opercding Procedure, section 206, Reporting Non-Standard Operations. 
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did not after some time result in intercepted communications or if it produced irrelevant 
communications, the analyst would de-target the selector. 


targeting research and documentation 


Like targeting involving "strong selection", and in accordance with OPS-], all targeting 
requests for =requires the following information to be researched by aManalyst 
and documented in 


• the source of the selector and a security classification; 


• associated GCRs and priority in line with the NSPL; 


• assessment to determine foreignness; and 


• targeting justification. 


However, CSOI-4-4 does not apply to Section 1.3 of CSOI-4-4 notes: 


Section 6.2 of OPS-3- I indicates that: 


CSEC maintains a list of selection criteria for identifying targets 


[i.e., intercepted] Before any =activities can be conducted, CSEC personnel 
must be satisfied, based on all the information that CSEC has available to it at the 
time, that the proposed selection criteria are associated with a foreign entity 
located outside Canada, and that they relate to a GC intelligence priority." (p. 17) 


OPS-3-1 does not contain detailed guidance like the CS01-4-4 instructions. (See finding 
no. 16, Policies and Procedures far Targeting, p. 53) 


9. Targeting for 
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At the time of the preparation of this report, CSEC conducted


which will reduce 
the likelihood of inadvertently targeting Canadian persons or persons in Canada."53


largeting process 


M Supra, note 28, at p. 13, 
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The preceding diagram59 illustrates the targetin process. In short, 
targeting is developed by =approved by and actioned by 


group. First, a analyst reserves a 


mostly involves the analysis of 


analysts in 
examine both the metadata and content of intercepted data, 


to provide Fl 


On November 2. 2009, CSEC provided an overview briefing olIMMand 
  On November 2.5, 2009, the Commissioner's office received a second 
brief from an Analyst, 
respecting targeting processes, roles and responsibilities, associated 
documentation, and information repositories. In addition, the Commissioner's office 
observed first-hand the use of targeting and 


for targeting. 


targeting requests are stored in targeting — like those used 
for - in a shared electronic folder, while associated research and documentation, 
including the assessment to determine foreignness, is stored in 


59 CERRID# 368869-v1, e-mail from Policy and Review Advisor, External Review and Policy 
Management, November 27, 2009, at slide 4 (with amendments). 


November 2, 2009. 
Supra, note9, 
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CSEC indicated that: "Hequirements for to accommodate 
selectors for targeting have been submitted to 


Due to current priorities and limited resources, CSEC has not yet set timelines for 
implementing targeting capability in ' 63


Following approvals from targeting information in 


Prior to conducting 
to identify 


inform-
CSEC SIGINT 


A number of tools such as 
targeting by 


When intercepted communications related to are deemed essential for Fl 
purposes and become the subject of a SIGINT end-product report, the communications 
are stored in a special directory in I and the analyst 
can link the communications to the associated report in When the 
intercepted communications are not used in a report, the communications are 
automatically deleted fromI Records in 
whether on a retention schedule 
only by employees. 


retained materials - are accessible 


analysts view intercepted communications using tools which offer 
a view of the information exchanged by 


retained for analysis and reporting, the content of that communication is assessed, and if 
it is recognized to be a PC, it is marked and handled as such, in accordance with OPS-1. 


The intercepted communication viewed by a 


communication that is 


analyst may consist of 


or 
that suggests the possibility of When the intercepted communication 
viewed by a analyst consists of a 


communication or is but is 
not deemed essential for FL purposes and is not used in reporting, it is automatically 
deleted alter along with all unessential, un-reported communications. 


67; Supra, note 43, at p. 7. 
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In the context, a large portion of intercepted communications is 


CSEC indicated that: "[h]istorically and for the period under review, CSEC did not have 
clarity on the status of and erred on the side of caution 
by marking as 'private 
communications'.' as well as 


collected for the purpose of and 
used in reporting were stored in a special directory inl itracked in 


and reported as PCs in the context of the annual accountability letter to the 
Minister on MAs for each of CSEC's collection programs. CSEC does not compile 
separate metrics for 


CSEC indicated that: 


CSEC recognizes that this reporting practice may have distorted results for the 
period under review, as we did not distinguish between 


communications. Under the current version of 
OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSEC Activities, Solicitor-Client Privilege 


Solicitor-Client Privilege 


  in the annual accountability letter to the Minister on Ministerial 
Authorizations for each of our collection programs.'


Solicitor-Client Pr 


Solicitor-Client Privilege 


Similar to "strong selection", 


targeting research and documentation 


targeting activities require the 
following to be documented in targeting and in 


• justification; 


The analyst in must describe the 


• assessment to determine foreignness (based on past observed activities); 


The analyst in Mmust make an informed assessment 
respecting the foreign status of the entity associated with the activity 
by considering, 


" Supra, note 43, at pp. 7-8. 
65 Supra, note 43, at p. 8. 
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further characteristics 
such as may assist CSEC in 
making the foreign assessment, 


• extent of targeting; and 


The analyst in is responsible to develop 
are as specific as possible 


and to refine them as Fl becomes available. 


• associated GCRs. 


The following GCRs are related to activities: 


The associated NSPL priorities are: 


• Tier I - 


• Tier 2 - 


CSOI-4-4 contains detailed guidance respecting the actions, roles and responsibilities 
respecting the process for targeting.69


The Commissioner's office questioned the following statement in CSO1-4-4: 


The targeting documentation requirements for selectors 


61 Supra, note 35, at p. 5. 
" mid. 
69 Section 4,4, Submitting a Targeting Request, pp. 25-26. 
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of the potential for collecting private communications or traffic with Canadian 
content. (p. 23) 


In some respects at first glance, this statement appears to be inconsistent with the foreign 
assessment requirements that appear to be less rigid than for targeting using "strong 
selection". It also appears inconsistent as a "strong selector" is generally linked to a 
specific GCR related to the targeted entity whereas a selector for 
targeting is generally linked to broad GCRs. The Commissioner's office asked CSEC to 
clarify why it believes targeting documentation is more extensive. 
CSEC responded: 


SIGINT analysts who conduct activities develop 


Targeting could therefore be perceived as being a more 
activity than "metadata-first" 


While the entity 


Therefore, in theory, the 
likelihood of intercepting a communication (but not necessarily a private 
communication) originating or terminating in Canada may increase, In practice, 
what CSEC targets and acquires are-


The language in the CSOI. was intended to reflect this 
potential for collecting private communications. As CSEC's familiarity with and 
experience in targeting further develops, CSEC will consider revising 
the language in the CSOI. 


analysts in 
extensively, by describing the 


Furthermore, analysts inure expected to develop that are as 
specific as possible, to reduce the volume of interception, which in turn reduces 
the risk of inadvertently collecting private communications or communications 
with information about Canadians. 


Finally, requirements for documentation assist with audit and review activities, by 
providing supporting evidence that the selectors are associated with 
activities of foreign entities located outside Canada, in support of Government of 
Canada intelligence priorities." 


7° Supra, note 28, at pp. 2-3. 
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The Commissioner's office accepts CSEC's explanation and has no remaining questions 
respecting the controls in place for targeting. CSEC has indicated 
that it will consider revisions to its procedures and we will monitor any changes made. 


SIGINT indicated that it may provide 


The Commissioner's office asked questions resoectine how CSEC SIGINT's 
interacts with CSEC IT Security's 


Specifically, we asked 
questions respecting a statement made during interviews that sharing between SIGINT 
and IT Security is limited to reporting CSEC 
responded: 


The Commissioner's office has no outstanding questions respecting the sharing of 
selectors between CSEC SIGINT and IT Security. 


71 E-mail from Policy and Review Advisor, External Review and Policy Management, December 10, 2010. 
72 Supra, note 28, at p. 4. 
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10. Volume of/metrics resoectina selectors 


Number of "strong selectors" in 


The Commissioner's office asked CSEC: what is the total number of "strong selectors" in 
and how many of the selectors are CSEC selectors and how many were 


originated by CSEC's second party partners? CSEC responded:73


Current targeting systems are not designed to produce comprehensive metrics. 
is the target knowledge base which contains the selectors 


targeted by CSEC analysts, not those targeted by other agencies. 


CSEC is able to extract information from which holds targeting 
data on Digital Network Information (DNI) selectors only, by agency. 


As of 3I August 2009, the total number of strong ONE selectors with a targeted 
status in by agency: 


Agency Total number of strong DNI 
'selectors targeted via CSEC 


in 
DSD 
GCHQ 
NSA 
GCSB 
CSEC 


Number of "strong selectors" 


The Commissioner's office asked CSEC: how many CSEC "strong selectors" and how 
many second party selectors were into the dictionaries 


CSEC responded: 


Due to limitations inherent to targeting systems, CSEC can only provide a 
breakdown by agency and by collection program for (Dialled Number 
Recognition (DNR)) 


Silpra, note 35, at p. 18. 
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As of 31 August 2009, the following numbers of DNR selectors were targeted 
under each collection program, by agency: 


Collection 
Program 


Agency 


CSEC 
GCHQ 
NSA 
DSD 
GCSB 
TOTAL 
CSEC 
GCHQ 
NSA 
DSD 
GCSB 
TOTAL 
CSEC 
GCHQ 


SA 
DSD 
GCSB 
TOTA 
CSEC 
GCHQ 
NSA 
DSD 
GCS 
TOTAL 
CSEC 
GCHQ 
NSA 
DSD 
GCSB 
TOTAL 


74 ,Supra, note 34, at pp. 8- 19. 


Total number of targeted DNR 
selectors by collection 
program 


2017 01 05 AGC0118 d 1.-6f 1 rig 
A-2017-00017--01033 







- 40 - TOP SECRET/COMINTICEO 


Number of selectors 


Respecting the Commissioner's office asked CSEC: what is the 
total number of targeted by CSEC in the collection systems? 
During the November 2, 2009, brief, the Manager, queried the 
system and indicated that as of the brief, were currently being targeted. In 
response to a written question, CSEC indicated that as of August 31, 2009, CSEC had 


Number of selectors per Manalyst 


The Commissioner's office asked CSEC: "Generally, how many selectors is a 
analyst responsible to manage?" CSEC responded: 


The number of selectors that aM analyst is responsible to manage varies 
greatly, depending on the nature of the entities that are targeted. Some manage. 
some. some manage Some entities have many selectors associated 
with them, and therefore the task of managing is not as demanding as it seems. 
Other entities have few selectors, which produce considerable amount of traffic. 
There is not an "average" number of selectors.76


CSEC's written response is consistent with the answers provided by El analysts in 
interviews. 


Audit of selectors 


The Commissioner's office asked CSEC a number of questions respecting whether it 
in its 


CSEC 
audits the selectors 
targeting databases 
responded: 


CSEC does not have an automated means to regularly audit selectors 
in its targeting databases, 


Each 


In accordance with CSOI-5-8. 


responsible for conducting a monthly comparison of targeted selectors in 


75 Supra, note 28, at p. 12. 
76 Supra, note 28, at p. 6. 
77 Supra, note 28, at pp. 6-7. 
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with those dictionaries; however, 
current systems do not allow for this. A requirement has been submitted for IM 
to develop the capability. In the meantime, dictionaries are synchronized 
with on a basis. maintains a copy 
of the synchronization. At this time, the synchronization is applied for DNI 
selectors there is no capability to perform synchronization 


gi For DNR selectors, a synchronization is 
on a basis, and for other directories 


it is done when needed, approximately every For 
receives an e-mail acknowledgement that 11 


collection did indeed receive a given targeting request (for both DNR and 
DNI selectors), which reduces the need for synchronization, as potential issues are 
flagged in almost reartime.79


performed for 


(See finding no. 8, Limitations in Targeting and Selector Management Systems, p. 45, 
and finding no. 10, Demonstrating Legal Compliance — Follow-up to the Commissioner's 
2008 Review of Activities, p. 48.) 


It is perplexing that CSEC would put in policy a requirement to do something that its 
current systems do not permit. 


11. Targeting by CSEC for the Second Parties 


CSEC subjects second party targeting requests to CSEC's requirements, e.g., selectors 
must be metadata associated with a foreign entity outside Canada and associated with a. 
GC intelligence priority. According to CSEC, it will not enable a Second Party to target 
entities that CSEC is not permitted to target. CSEC rejects requests that do not match its 
criteria 


validates and forwards targeting requests when selectors 
submitted by a Second Party: 


• relate to a foreign entity (expressed via the nationality trigraph); 


• relate to an entity located outside Canada (expressed via the location 
digraph); 


• are accompanied by a justification detailing why the entity is of 
interest; and 


Supra, note 43, at pp, 10-11, 
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• are consistent with an active Government of Canada intelligence 
requirement (GCR). 


Assessment to determine foreignness 


Second Parties provide CSEC with a foreign assessment consisting of a location digraph 
and a nationality and function trigraph. Like a CSEC targeting request, the foreign status of 
the entity is documented in the form of (the trigraph) 
which is a three-letter combination that indicates the target's nationality and 
function As a matter of practice, does not question and relies on the 
Second Parties' foreign assessments associated with a proposed selector. 


Also like a CSEC targeting request, a second party targeting request includes a location 
digraph that identifies the second party analyst's assessment of the of 
the targeted entity. Provided the targeting request contains an acceptable target digraph, as 
a matter of practice, accepts and does not question the Second Party's assessment of 
the foreign location of the entity. 


As a result of limitations in certain for the 
period of review, in some cases in relation to CSEC targeting of second party DNR 
selectors, the foreign location information submitted by the second party may not have 
accurately represented the second party analyst's assessment of the 
of the targeted entity. This is because second party 
digraph automatically based on the associated with the targeted selector and 
could not therefore take into account targets This limitation has been 
addressed in 


Targeting justification 


Due to targeting tool design constraints associated with to be addressed in 
the five-eyes community has developed a list of agreed upon 


abbreviations (Annex G provides a sample of these abbreviations) to include justification 
information 


When the information is unclear or incomplete, 
contacts the requester for additional details. If the information provided still does not 
clearly answer the essential questions of who, what, where and why, rejects the 
request. The Commissioner's office reviewed and has no questions respecting a sample 
of second party targeting requests with abbreviated justifications.8O


Associated GCR 


A selector submitted by a Second Party for targeting 


8° CERRIDO 605885, September 1, 2010, c-mail from Policy and Review Advisor, External Review and 
Policy Management. pp. 2-14. 


2017 01 05 AGC0118 AR ..-6f 1 rig 
A-2017-00017--01036 







- 43 - TOP SECRET/COMINT/CEO 


analysts are trained to match the second party request to a OCR based on the 
information provided regarding the foreignness and the justification for targeting. For the 
period under review, this was a manual process and associated GCRs were not recorded 
in At this time, a specific field does not exist in 
these tools to record such information. CSEC indicated that: "Targeting systems are 
currently undergoing a transformation; the new system is being designed to address this 
requirement. Based on the assumption that there are no changes in resources, priorities, 
or strategy, CSEC plans to implement a capability to associate Second Party targeting 
requests to GCRs during FY 2011/2012."81


interaction with the Second Parties 


is in regular contact with the Second Parties to clarify operational, policy and 
technical requirements. rejects incomplete second party targeting requests and 
may contact a Second Party to obtain more information regarding a specific request that 
is deficient and can not be actioned. For example, on November 25, 2009, =sent an. 
e-mail to the !indicating that CSEC will not target a selector relating to an 
"unknown" or "unidentified" location or nationality. CSEC does not accept these values 
as they do not provide assurance that an entity of interest is foreign and/or located 
outside Canada.82


The Commissioner's office was interested in whether the Second Parties have work groups 
that perform similar functions to and in the controls in place and the rigour of the 
second party targeting processes. In response to a request to review for factual accuracy 
draft notes based on an interview with CSEC, CSEC wrote: "With respect to other 
agencies' organizational design, CSEC does not have all the details._ has counterparts 
at all five-eyes partner agencies, however internal business processes vay."8' 


VIII. FINDINGS AND RECOMMENDATION 


A) LEGAL REQUIREMENTS 


Finding no. 1: Compliance with the Law 


Based upon the information reviewed and the interviews conducted, CSEC 
conducts its SIGINT targeting and selector management activities in accordance 
with the law. 


Supra, note 43, at pp. 4-5. 
32 CERRIDii 452880, February 19, 2010, e-mail from Policy and Review Advisor, External Review and 


Policy Management. 
3' Supra, note 43, at p. 3. 
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Finding no. 2: Protection of Canadians 


CSEC has sufficient policies and processes to satisfy the legal requirement not to 
direct its SIGINT interception activities at a Canadian (anywhere) or any person 
in Canada. 


The NDA requires that activities under part (a) of CSEC's mandate, including SIGINT 
targeting and selector management activities, shall be: 


• consistent with the GC intelligence priorities (paragraph 273.64(1)(a))54; 


• not directed at Canadians or any person in Canada (paragraph 273.64(2)(a)); and 


• subject to measures to protect the privacy of Canadians in the use and 
retention of intercepted information (paragraph 273.64(2)(b)). 


The Commissioner's office's examination and sample results indicate that CSEC is only 
using approved selectors for collection, the selectors are directed at foreign entities 
outside Canada, and the selectors are consistent with the GC intelligence priorities. 


The number of -analysts' DNI targeting requests initially rejected by is an 
indication that ME is performing its function to validate a targeting request for compliance 
with the law and CSEC policy. (See p. 22.) 


The number of. analysts' DNE de-targeting requests processed by is an indication that 
=analysts 


regularly de-target a selector that is no longer valid or productive. (See pp. 22-23.) 


Finding no. 3: Targeting by CSEC for the Second .Parties — Volume of Selectors 


Approximately per cent of the selectors CSEC targeted 
=were originated by CSEC; approximately per cent of the selectors at 


CSEC were targeted by CSEC for the Second Parties. 


CSEC, with approximately 1,800 employees, is a member of a community that is 
approximately! strong (the US' NSA employs approximately! the UK's 
GCHQ. approximately! Australia's DSD approximately' and New Zealand's 
GCSB approximatelyIM. As such, personnel-wise, CSEC represents approximatehl 
of the community. 


1 he volume of selectors is discussed at pp. 38-40. 


94 According to OP S-1, selectors are subject to annual review to ensure they are consistent with CEC 
intelligence priorities. 


CERRID# 699823, February 8, 201 1, e-mail from Director, Corporate and Operational Policy, p. 10. 
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Finding no. 4: Targeting by CSEC Ibr the Second Parties — Foreign Nationality 
and Location Assessments 


As a matter of practice, CSEC relies on and does not question the Second Parties' 
foreign nationality and location assessments for targeting. 


CSEC conducts its targeting for the Second Parties in accordance with the law and 
assesses second party selectors using the same criteria applied to CSEC-initiated 
selectors, CSEC ensures that the Second Party assessment of foreign location and 
nationality are congruent with the targeting justification. Second party targeting requests 
do not contain contextual information respecting how the nationality and location of a 
target was determined. CSEC's employees are trained to recognize, and targeting systems 
flag, identifiers likely relating to a Canadian or person in Canada (e.g., Canadian 
telephone area codes or Internet addresses) (See pp. 40-42.) The Commissioner's office is 
reviewing SIGINT information sharing with the Second Parties. 


Finding no. 5: Targeting by CSEC for the Second Parties — Government of 
Canada Intelligence Requirements 


CSEC's plan to implement in FY 201 1-2012 a capability into 
record the Government of Canada intelligence requirement(s) associated with a 
second party targeting request is a positive development that will increase 
accountability with legal requirements. 


Currently, however, CSEC does not record the GCR(s) associated with a second party 
targeting request. The Commissioner's office will monitor CSEC's efforts to implement in 


a capability to record the GC intelligence requirement(s) associated with a 
second party targeting request. 


Finding no. 6: Demonstrating Legal Compliance — Recording the Source of a 
Selector 


it is a positive development that assists in demonstrating compliance with the 
law, ministerial requirements and policy —that in March 2009, =analysts were 
required — by policy and by technical means —to record in the 
source of a selector. 


CSEC practices and sample results respecting documenting the source of a selector arc 
discussed at pp. 24-25, 27, 30, 33, 54-55 and 57. 
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Finding no. 7: Targeting and Selector Management Systems that Promote 
Privacy Protection 


CSEC takes measures in the design of its targeting and selector management 
systems and databases to promote compliance with the law and the protection of 
the privacy of Canadians. 


CSEC has automated the targeting process to the extent possible and has in place 
extensive audit logging as well as active and compliance monitoring. To the extent 
current technology permits, CSEC regularly synchronizes dictionaries of selectors. 


with targeting systems and databases. 


automatically de-targets selectors with the Edigraph that have not been 
reviewed and updated with a precise country digraph within of the initial 
targeting request, as required by CS01-4-4. (See footnote 32, p. 19.) 


contains controls to document compliance. For example, once aM 
analyst sends a targeting request to for approval, theManalyst may not re-open 
and make changes to the associated record in An amended request for 
targeting is treated as a new record in and the original request that was 
refused remains a record. (See p. 27.) 


CSEC uses technology to limit the unintentional targeting of DNR 
however, CSEC does not have at this time an automated tool to 


identify if other DNR or DNI Internet devices (See p. 28.) 


Respecting CSEC targeting for the Second Parties, it is a positive development that 
has addressed previous limitations in respecting justification 


information and to address targets (See p. 42.) 


Finding no. 8: Limitations in Targeting and Selector Management Systems 


The Commissioner's office will monitor ongoing CSEC efforts to address 
deficiencies in targeting and selector management systems and databases. 


It is a positive development that will, when fully deployed, address 
limitations in current targeting systems that permit CSEC to only provide a breakdown of 
targeted selectors by agency for DNI selectors and include the ability to generate statistics 
regarding selectors (See p. 21.) 
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The Commissioner's office will monitor CSEC efforts to modify its systems to permit a 
monthly comparison of targeted selectors in with those 
in the dictionaries (See p. 60.) 


The Commissioner's office will also monitor CSEC efforts to modify to 
accommodate targeting for=and targeting capability 
and eliminate the need to use (See pp. 29 and 33.) 


1. Targeting of selectors 


During the period under review, approved targeting requests for 
selectors. All were for DNI selectors. Such e-mail or 1P addresses, 


which may be may be targeted 
provided =analysts have adequate justification to demonstrate the associated entity is 
foreign. The Commissioner's office examined a random sample of five such targeting 
requests generated by CSEC and by the Second Parties. g6 These selectors complied with 
CSEC policies and procedures, specifically the requirement to demonstrate that the 
associated entity is foreign. 


2. Privacy incidents — unintentional targeting of a Canadian or person in Canada 


Finding no. 9: Privacy Incidents — Unintentional Targeting of Canadians 


During the period under review, CSEC responded appropriately to the
privacy incidents it identified and that involved the unintentional targeting of 
Canadians. 


It is possible that a Canadian or a person in Canada is unintentionally targeted, e.g., as a 
result of unexpected travel or incomplete information received by CSEC from another 
GC entity. 


Sections 2.6 and 2.7 of OPS-1. and section 3.15 of CSOI-4-4 require CSEC to take the 
following actions as soon as possible if a Canadian or person in Canada is unintentionally 
targeted: 


• the •analyst informs her or his supervisor, immediately submits a de-
targeting request, annotates in the CTR" any associated traffic for deletion, 
and cancels SS any associated SIGINT reports; 


86 Supra, note 80, at pp. 3-14. 
CSEC's Common Traffic Repository (CTR1 is the single data repository for CSEC SIGINT's intercepted 


in formation. 
ss —is CSEC's SIGINT production and dissemination system (including Second Party 
reporting). It is used for client requirements gathering; end-product report authoring, storage and searching; 
dissemination of reports; and as a reporting feedback tool. Access to documents in is strictly 
controlled, e.g., based on security clearance and indoctrinations, caveats, and user access permissions. 
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• dc-targets the selector on a priority basis; 


• the section deletes any communications from CSEC 
databases; 


• aMsupervisor notifies SIGINT Programs, Oversight and Compliance 
(SPOC)8) and Operational Policy Section of the incident and apprises them of 
actions taken; and 


• the incident is recorded in CSF,C's Privacy Incident File (PIO, 


During the period under review, CSEC identified and recorded privacy incidents 
involving the unintentional targeting of a Canadian (Annex E).9° The PTF includes a 
description oldie incidents, the groups involved, how the incident was observed, why the 
incident occurred, potential damages, actions taken and follow-on activities. The 
Commissioner's office assessed CSEC's responses to the incidents as appropriate. 


3. CSEC's activities in response to the 2008 review of CSEC's activities conducted 
under the MD and MA 


Finding no. 10: Demonstrating Legal Compliance — Follow-up to 
Commissioner's 2008 Review of Activities 


The improvements to CSEC's policies and procedures —namely CSOl-3-7 and 
CSOI-4-4 — as well as the enhancements made or planned to associated systems 
and databases address the negative findings relating to targeting and selector 
management in the Commissioner's 2008 review of CSEC's 
activities. 


Specifically, the Commissioner's office considers findings 12, 13, 25, 27 and 28 of 
Commissioner Gonthier's 2008 review as addressed.91


89 Among its responsibilities, SPOC conducts compliance validation monitoring of =active monitoring 
procedures for SIGINT targeting and selector management activities. SPOC is authorized to halt targeting 
activities that are not compliant. 
90 CERR1D11345109, October 22, 2009, e-mail from Policy and Review Advisor, External Review and 
Policy Management. 
)̀1 Finding no. 12: Based upon the information provided and the comments of the CSE[C] staff interviewed, 
policy was found stating the requirement of this imposed condition [that the interception will be directed at 
foreign entities located outside Canada] but little evidence could be found reflecting specific procedures. 
Finding- no, 13: The absence of any requirement to document the reasonable grounds upon which an analyst 
has determined that a selector is directed at foreign entities located outside Canada and is consistent with 
the [CC] intelligence priorities leaves no means to audit and review approved selectors and thus renders 
[the Commissioner's office] incapable of verifying compliance with this condition. Finding no. 25: As a 
result of the identified limitations, [the Commissioner's office] cannot assess compliance with the statutory 
requirement that intercept of private communications must be directed at foreign entities located outside 
Canada. Finding no. 27: The provided information leads to the conclusion that   IS all 


incomplete database of DNI and DNR selectors 
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CSOI-4-4 requiresManalysts to record all selectors in 92 CSEC has 
implemented processes to enforce the use of as the single repository for 
targeted selectors. All targeting requests forwarded to for approval 


must have a -generated target identity number, 
confirming the selectors are recorded in CSEC indicated: 


The selector dictionaries and other collection= are updated 
on a or more frequent basis to make certain that the content of the 


dictionary (and that of other collection programs) matches the list of authorized 
selectors documented in (the synchronization processes are described in 
detail at p. 41 and 60). 


4. CSEC's activities in response to the 2008 review of CSEC's 
activities 


Finding no. 11: Second Party Targeting Requests — Follow-up to 2008 Review 
of'CSEC's Activities 


Improvements to CSEC's policies and procedures — namely CSOI-4-4 — as well as 
significant systems development efforts by CSEC will address the negative 
finding relating to targeting and selector management in the Commissioner's 2008 
review of CSEC's lactivities. 


Finding no. 6 in Commissioner Gonthier's 2008 review report was: 


Pending the development of an automated system, we question how CSEC can 
confirm that selectors (proposed by CSEC or by a Second Party) remain valid, 
directed at a foreign entity located outside Canada, and consistent with a FI 
priority of the Government of Canada. 


At the time of the report, there was no standard process, annually or 
otherwise, when CSEC sought confirmation from its analysts and the Second Parties that 
a selector remained valid and should continue to be used. There was no set period of time 
after which CSEC and second party selectors automatically expired. CSEC asked its 
analysts and the Second Parties to confirm that selectors related to ongoing and important 
targets in cases where 


Finding 170. 28: Analysis of the content of the required automated database of selectors does not provide the 
means to verify that CSE[C] has grounds to believe that all intercept of private communications is related 
to foreign entities located outside Canada, 
9= This is a requirement of all MAs except for the  MA, 
9' Supra, note 28, at p. 8. 
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The Minister responded to the report in a September 10, 2008, letter: 


In your letter, you questioned how CSEC can confirm that SIGINT selectors 
remain valid, directed at a .foreign entity located outside Canada, and consistent 
with a foreign intelligence priority of the Government of Canada. While it is clear 
that the present system does not facilitate annual reviews of selectors, CSEC is 
developing an automated system which will require that selectors are reviewed 
and validated annually. This system will be implemented by the end of May 2009. 


CSOI-4-4, section 5, Validation and De-Targeting (pp. 27-29) now requires targeted 
selectors to be reviewed on a regular basis. It requires- analysts to validate, at a 
minimum annually, the four elements of a targeting request (i.e., assessment to determine 
.foreignness, location, GCR(s), and justification). When any of the four elements are no 
longer valid, the analyst must send to a de-targeting request. The targeting history 
of a selector is recorded in including: the date range during which a 
selector was targeted, and, if appropriate, the reason for de-targeting. 


CSEC has also invested significant development resources to address this previous 
finding of the Commissioner. which will replace current targeting tools, 
will prompt analysts to review and validate selectors once a year after a selector is first 
submitted. CSEC described the status of this work as follows: 


Presently, CSEC is finalizing work on the annual selector validation tool to 
implement the automatic de-targeting of selectors when validation has not been 
performed in the last year (365 days). This automatic de-targeting mechanism will 
be an additional safeguard in ensuring that targeted selectors are directed at 
foreign entities located outside Canada, and that the associated intercept is in 
response to Government of Canada intelligence requirements. CSEC anticipates 
this work will be completed before the end of the current fiscal year [2009-20101 
This date is based on the assumption that there are no changes in resources, 
priorities, or strategy. The automated system will apply an expiry date to a 
selector upon targeting, such that a selector will "expire" 365 days after the initial 
targeting is approved, or 365 days after the last update or validation was 
performed. Also, a Validation Date will be generated, based on the initial 
approval date of the last update or validation date (whichever is later). Three 
months (90 days) prior to the expiry date of a targeted selector (365 days after its 
approval), an alert will be sent to the analyst responsible for this selector, 
reminding them to validate the selector by the expiry date. if the selector is not 
validated at the expiry date, it will be automatically de-targeted by the system.')4


94 ibhl, at p. 7. 
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5. CSEC's activities in response to 2006 CSEC audit of SIGINT Legal Compliance 


Finding no. 12: Second Party Targeting Requests — Follow-up to 2006 CSEC 
Audit of SIGINT Legal Compliance 


The Commissioner's office is satisfied that CSEC has addressed the negative 
finding in CSEC's 2006 SIGINT Legal Compliance Final (audit) Report 
respecting second party targeting requests. 


An April 12, 2006, audit by CSEC's Directorate of Audit Evaluation and Ethics (DAEE) 
entitled `'SIGINT Legal Compliance Final Report" found: "Some of these [Second Party] 
tasking requests do not have a corresponding Canadian requirement. Nevertheless, the 
resulting collection is forwarded to both the requesting second party and to the CSE 
DT/1R [the DT/IR is CSEC's former primary SIGINT information repository that has 
been replaced by the CTR]. As a result, there can be intercepts in the DT/IR that are not 
directly linked to an approved Canadian selector or a GCR." DAEE recommended: "DC 
SIGINT should assess the consequences of acquiring collection within the DT/IR that is 
not associated with an appropriate GCR". (pp. 8-9) 


As a follow-up to the 2006 audit; the Commissioner's office asked CSEC how it has 
addressed this recommendation of DAEE; is it now possible to link all second party 
selectors to a GCR? CSEC responded: 


The data stored in the CTR (formerly DT/IR) is exclusively based on CSEC 
selected traffic, which is associated with a selector targeted in support of 
Government of Canada intelligence needs, expressed via [GCRs]. Collection 
managers responsible for the vetting of targeting requests, including those from 
[the] Second Parties, are expected to map all requests to GCRs, in accordance 
with on-the-job training guidelines. Collection managers refer to the weekly 
Watching Briefs and [the] National SIGINT Priorities List, as they assess the 
validity of Second Party targeting requests.95


6. Legal Advice 


Finding no. 13: Communications 


CSEC's decision to no longer count 
communications will clarify accountability reporting to the Minister. 


Solicitor-Client Privilege 


95 Ibid, at pp. 14-15. 


as private 
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Solicitor-Client Privilege 


OPS-1; CSEC did not request and Justice Canada did not provide a separate 
on this subject. 


egal opinion 


OPS- I, dated December 23, 2009, section 2.8, SIGINT Privacy Annotations and 
Verification Requirements, states that  


As explained in the section on targeting research and 
documentation at pp. 34-37, data intercepted for the purpose of 


is purged after 
is deemed essential for Fl purposes. 


The Commissioner's office has no questions respecting the advice 
Solicitor-Client Privilege 


B) MINISTERIAL REQUIREMENTS 


Finding no. 14: Ministerial Direction 


unless it 


Solicitor-Client Privilege 


Based upon the information reviewed and the interviews conducted, CSEC 
conducts its SIGNT targeting and selector management activities in accordance 
with ministerial direction. 


CSEC met the requirement in the ministerial authorizations to facilitate the review by the 
CSE Commissioner of the statutory requirement that interceptions of private 
communications must be directed at foreign entities located outside Canada by 


Solicitor-Client Privilege 


Supra, note 43, at p. 8. 
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establishing and maintaining an automated directory of selectors which 
CSEC has grounds to believe relate to foreign entities located outside Canada. 


CSEC met the requirement in the Ministerial Directive on Privacy to have procedures to 
minimize the unintentional collection of the communications of Canadians. 


One of the conditions to issue an MA under the NDA is that the Minister of National 
Defence must be "...satisfied that... the interception will be directed at foreign entities 
located outside Canada" [paragraph 273.65(2)(a)]. CSEC has indicated that the threshold 
of "reasonable grounds to suspect" is appropriate for this condition because there may be 
technological challenges (e.g., 


and because prior to targeting, CSEC may have only information about the 
Unlike the RCMP or CSIS that have 


other methods to learn about their targets, CSEC may know little or nothing about the 
foreign entities to be targeted. 


C) POLICIES AND PROCEDURES 


Finding no. 15: Appropriateness of Policies and Procedures 


Operational policies and procedures for SIGINT targeting and selector management 
activities are in place and provide sufficient direction to CSEC employees respecting 
the protection of the privacy of Canadians. 


The Commissioner's office expected that CSEC would have appropriate policies and 
procedures that guide its SIGI.NT targeting and selector management activities. CSEC has 
a number of policy instruments — issued under the authority of the Chief, CSEC —
and procedures — issued under the authority of the DC, SIGINT, CSEC — that contain 
guidance respecting targeting and selector management. Overall, the following policies 
and procedures provide comprehensive guidance for targeting and selector management 
activities: 


a) OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance 
in the Conduct of CSEC Activities, effective and last updated March 1 1, 2010 
(CERRID# 142875-v6J); 


OPS-1 is CSEC's "cornerstone" policy and provides direction respecting the 
protection of the privacy of Canadians in the use and retention of intercepted 
information and compliance with the laws of Canada, including Part V.1 of 
the NDA, and with ministerial direction. 


b) OPS-1-13, Procedures for Canadian 
Activities, December 23, 2009 (CERRID# 319956-v5); 
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This policy documents the approval process for collection programs 
conducted under part (a) of CSEC's mandate; prescribes an accountability 
trail for these activities; provides direction respecting the treatment of 
communications acquired pursuant to MDs and MAs relating to these 
activities: and outlines measures to protect the privacy of Canadians. 


c) OPS-3-1, Procedures for 
December 23, 2009 (CERRIDO 317036-v3); 


Activities, 


This policy documents the approval process for =activities; prescribes an 
accountability trail for these activities; provides direction respecting the 
treatment of communications acquired pursuant to MDs and MAs relating to 
these activities; and outlines measures to protect the privacy of Canadians. 


IRRELEVANT 


e) CS01-1-1, The National SIGINT Priorities List (NSPL) Process, July 17, 
2008; 


These instructions outline the process for the creation and maintenance of the 
NSPI. 


1) CSOI-3-7, 
2008; and 


Authorities, September 2, 


These instructions describe the authorities and responsibilities of = 


g) CSOI-4-4, Targeting and Selector Management Using National 
SIGINT Systems for Intelligence Reporting Purposes, March 5, 2009; 


These are the principal instructions providing detailed direction to CSEC and 
the Canadian Forces Information Operations Group (CEIOG) SIGINT 
analysts respecting the targeting of foreign selectors and the management of 
these selectors. 


CSEC indicated that it is considering changes to CSOI-4-4 to provide 
additional guidance respecting how to document in the source 
of a selector.°  Increased specificity and consistency in such records could 


9g Interview, Manager, SIGINT Programs, Oversight and Compliance, August 25. 2010. 
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permit CSEC to better demonstrate compliance (as well as enhance 
operations). For example, it is unclear why, when appropriate,Manalysts 
are not required to record in the serial number of a report or 
an identifier of an intercepted communication that was the source of a 
selector. The Commissioner's office will monitor CSEC's efforts respecting this 
subject. (See finding no. 6, Demonstrating Legal Compliance Recording the 
Source of a Selector, p. 44) 


Finding no. 16: Policies and Procedures for 
Targeting 


Operational policies and procedures applicable to =provide limited direction 
respecting targeting for such activities. 


CSOI-4-4 does not apply to targeting requests for= While the interviews 
and sample results demonstrated that CSEC used appropriate selectors for 
=collection, CSEC should document specific policy or operations 
instructions for=to clarify obligations and strengthen CSEC's ability to 
meet legal and ministerial requirements. 


liecomniendation nO. 1: Policies rind  PriiccdureS 
Targeting 


CSEC should .provide specific guidance Rm  targeting.. 


h) GPW-003-07 (GPWs are working aids), 


i) GPW-004-07, Summary of interim CSE[C]/CFIOG Targeting Procedures, 
May 10, 2007. 


These guidelines summarize targeting rules for Canadian collection activities 
conducted under part (a) of CSEC's mandate. 
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It should be noted that the GPW-003-07 and GPW-004-07 working aids were 
in effect in 2008 and were subsumed by the publication of CS01-4-4 in March 
2009 (Annex 2 and Annex 1 respectively). 


CSEC's activities in response to the 2008 reviews of CSEC activities conducted 
under the MM 


Finding no. 17: Guidance for Targeting and Selector Management — Follow-up 
to 2008 Reviews of CSEC's Activities 


Improvements to CSEC's policies and procedures — namely CSOi-3-7 and CS01-
4-4 — address the recommendation in the Commissioner's 2008 
review and the negative finding in the 2008 review relating to 
guidance for targeting and selector management. 


The 2008 MA and 2008 MA reviews identified as an issue 
the lack of documentation, to support the reasonable grounds upon which a Manaiyst 
has assessed that a selector is directed at a foreign entity located outside Canada and is 
consistent with a GC intelligence requirement, which diminishes the Commissioner's 
capability of review. 


Recommendation no. 1 of the 2008 MA report was that: "CSEC adopt and 
publish, as soon as practicable, written guidance respecting the process analysts are 
to follow when deciding whether to approve or reject a selector." 


On September 18, 2008, CSEC promulgated CS01-3-7 which addresses the authorities 
and responsibilities ofd analysts for validating selectors. CSOI-4-4 provides 
comprehensive guidance respecting targeting, including requirements for documenting 
and validating selectors. 


Finding no. 18: Awareness of Personnel 


CSEC employees interviewed and observed were aware of relevant policies and 
procedures and their application to SIGINT targeting and selector management 
activities. 


Finding no. 19: Policies and Procedures 


Based upon the information reviewed and the interviews conducted, CSEC met 
the policy requirement that selectors are subject at a minimum to annual review to 
ensure that the selectors remain consistent with the Government of Canada 
intelligence priorities. 
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The Commissioner's office expected that CSEC employees would be aware of and 
comply with the policies and procedures respecting SIGINT targeting and selector 
management activities. 


All of the CSEC employees with whom the Commissioner's office spoke were 
forthcoming and demonstrated knowledge of and a professional approach to the activities 
under review. The managers and employees in ._and in SPOC that we interviewed 
demonstrated a mastery of SIGINT targeting and selector management activities and 
associated policies and procedures. 


The Commissioner's office conducted interviews with six • analysts to assess their 
awareness of and compliance with the policies and procedures. Annex F provides details 
respecting the approach and sample for the 


= in ter v iews. The •employees 
interviewed and observed were aware of relevant policies and procedures and their 
application to SIGINT targeting and selector management activities. The information and 
documentation reviewed indicated that the actions of the =employees were in 
compliance with policies and procedures. The= analysts regularly reviewed selectors 
to ensure that the selectors remain consistent with the GC intelligence priorities. 


Based on our sample, while most targeting documentation requirements were met, 
analysts did not always document in the source of a selector. When it 
was documented, it was done in different ways, and with different levels of detail. Some 
analysts included in comprehensive information or a clear link to the 
source of a selector (e.g., link to a CSEC report or to intercepted communications). Other 
analysts included more limited information in notes fields. Some-analysts did not 
include in information about the source of a selector. In such cases, 
however, the analysts readily identified in interviews the source of their selectors, despite 
the fact that the source was not documented in 


The uneven compliance by ■analysts with the policy requirement to document the 
source of a selector observed during interviews, results in part because of the period of 
time of the interview sample (i.e., pre-policy) and the newness of this as a mandatory 
requirement. It is our expectation that the changes made by CSEC to policy and to 


has increased compliance with this requirement. (See finding no. 6, 
Demonstrating Legal Compliance — Recording the Source of a Selector, p. 45.) The 
Commissioner's office will monitor CSEC's efforts respecting this subject. 


Finding no. 20: Management Control Framework 


CSEC managers routinely and closely monitor SIGINT targeting and selector 
management activities to make certain the activities comply with governing 
authorities. 


The Commissioner's office expected that CSEC would have an effective management 
control framework to maintain the integrity of MINT targeting and selector 
management activities, including appropriately accounting for important decisions and 
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information. To assess CSEC's compliance with this criterion, the Commissioner's office 
asked CSEC a number of questions respecting its active and compliance monitoring 
activities. 


The Commissioner's office asked CSEC: pursuant to section 2.8 of CSOI-4-4, does 
CSEC have evidence to demonstrate that analysts have successfully completed the OPS-1 
on-line quiz and that ME Te a m Leaders and CFIOG Supervisors "ensure analysts review 
and validate targeted selectors on a regular basis, at least annually, in accordance with 
OPS-1-8 [Active Monitoring of Operations to Ensure Legal Compliance and the 
Protection of the Privacy of Canadians, effective December 23, 2008]..."? Does CSEC 
record and maintain written records of the test results respecting such management 
monitoring? CSEC responded: 


The Office of SIGINT Studies (OSS) keeps records of the test results of the online 
OPS- I quiz. Quiz results are automatically forwarded to the OSS and to the 
analyst who has taken the quiz. Monitoring of OPS-1 Quiz results is not done at 
the moment. Team leaders and managers also ensure analysts act in compliance 
with all OPS and instructions including OPS-1 and CSOI-4-4, as part of their 
ongoing supervisory duties and also in the context of the annual performance 
review exercise.


It is perplexing that CSEC would require a quiz but not evaluate the results. 


The Commissioner's office asked CSEC whether management monitoring occur annually 
or more frequently. CSEC responded: "Monitoring is ongoing, with a minimum 
requirement of once per year. CSEC team leaders send reminders to their team members 
to conduct validation. CSEC does not have a record that team leaders or managers have 
audited the validation process."1°° Interviews with  employees and mangers 
confirmed that validation occurs on an ongoing basis. 


The Commissioner's office asked CSEC: consistent with section 2.1 of OPS-l-8, Active 
Monitoring of Operations to Ensure Legal Compliance and the Protection (?f the Privacy 
of Canadians, December 23, 2008, please describe in concrete terms what active 
monitoring activities -operational supervisors and managers do on a regular basis and 
what compliance monitoring activities SPOC does respecting CSEC SIGINT's targeting 
and selector management activities. CSEC responded: 


In accordance with OPS-I -8 and CS01-4-4,Moperational supervisors and 
managers ensure that: 


staff is familiar and complies with all policies and instructions that impact 
targeting; 


staff has successfully completed the OPS- I online quiz; and 


99 SUpT(?, note 28, at p. -I 4. 
IOU Md. 
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• staff validates selectors at least once per year. 


supervisors and managers also inform Operational Policy and SPOC when 
Canadians or persons in Canada have been unintentionally targeted and report the 
corrective measures that have been applied. 


While not in the period of review, CSOI-5-8, Active Monitoring Procedures, for 
came 


into effect on January 2009. Since then, SPOC has been working with to 
ensure compliance checks are implemented. 


SPOC gathers information when an unintentional targeting incident has occurred, 
and reports the matter to Operational Policy. If SPOC identifies a problem in a 
given area, SPOC meets with the supervisor and staff of that area, and provides 
additional guidance to ensure compliance and prevent further incidents.101


The Commissioner's office asked CSEC: Consistent with section 1.5 of OPS-1-8, please 
provide copies of documentation maintained for audit and review purposes respecting 
active and compliance monitoring activities in relation to CSEC SIGINT's targeting and 
selector management activities for the period of June 1, 2009, to August 31, 2009. CSEC 
responded: 


On a daily basis, the steam must ensure targeting and collection activities on 
each selector submitted by CSEC and Second Party analysts are compliant with 
and abide by Canadian and allied laws, statutes or policies. 


In accordance with OPS-1-8 and CSOI-5-8, Active Monitoring Procedures for 


collection managers in receive a daily report from the= 


On receipt 
of this report collection managers perform the following actions: 


• use current operational policies and guidelines to identify which selector 
needs to be de-targeted; 


• query selectors in targeting tool to identify the SIGINT analyst responsible 
for them; 


• notify the responsible SIGINT analyst that selector de-targeting has 
occurred for their target; 


• ensure that have been de-targeted will only be retargeted 
upon the receipt of data confirming and 


luI Supra, note 43, at p. 10. 


2017 01 05 AGC0118 rvf 1 flg 
A-2017-00017--01053 







- 60 - TOP SECRET/COMINT/CEO 


produce a monthly summary ofi activity; the monthly 
summary will be documented in CERRID. 


For the period under review, has produced the following monthly■ 


reports: 


• CERRID #322588 (August 9 to August 31, 2009); and 


• CERRID #317976 (July 9 to August 6, 2009). 


[The Commissioner's office reviewed and has no questions respecting these 
reports (CERRID# 447609 and 447612).] 


In accordance with CS01-5-8, Active Monitoring Procedures.* 
is 


responsible for conducting a comparison of targeted selectors in 
with those on collection at however, 


current systems do not allow for this. A requirement has been submitted for 
[SIGINT Systems Development] to develop the capability. In the meantime, 


=dictionaries are synchronized with 
basis._ maintains a copy ofthe synchronization. At this time, the 


synchronization is applied for DNI selectors there is no 
capability to perform synchronization   For DNR 
selectors, a synchronization is performed for on a 
basis, and for other directories it is done when needed, 
approximately every receives an e-mail 
acknowledgement that collectionMdid indeed receive a given 
targeting request (for both DNR and DNI selectors), which reduces the need for 
synchronization, as potential issues are flagged in almost real-time.1)2


Finally, the Commissioner's office asked CSEC: please describe in brief the differences 
between verification function and both types of monitoring. CSEC responded: 


In accordance with UPS-I -8, Active Monitoring is defined as the monitoring of 
operational activities to assess compliance with policy instruments in effect 
specifically related to legal compliance, and protection of the privacy of 
Canadians. This monitoring is done by operational supervisors and managers on a 
regular basis; first line Supervisors do this frequently (e.g., daily, weekly) while 
other levels of Management will do this on a less frequent basis (e.g., monthly), in 
accordance with operational instructions. 


Compliance Validation Monitoring is typically performed by SPOC (for 
SIGINT). As part of the second phase of.Active Monitoring, SPOC will 
periodically and independently assess operational activities for compliance with 
policy instruments aimed at ensuring legal compliance, including the protection of 
the privacy of Canadians. 


102 Mid, at pp. 10-1 1. 
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Active Monitoring 


On a daily basis, collection managers in conduct active monitoring of 
targeting requests, in accordance with CS01-5-8, Active Monitoring Procedures 
,for. 
Validation of targeting and collection activities constitutes Active Monitoring, as 
it ensures that targeting requests are compliant with and abide by Canadian laws 
and policies. 


On a monthly basis, Collection managers conduct active monitoring of targeted 
selectors in targeting applications (e.g., ) with those on 
collection in dictionaries; any discrepancies are reported to the manager 


also conducts active monitoring of selectors and compiles a 
monthly report. 


Compliance Validation Monitoring 


On an annual basis, SPOC ensures that staff have reviewed the necessary 
policies and procedures and completed the sign-off forms. SPOC documents any 
anomalies against this requirement and takes appropriate follow-up action. 


On a monthly basis, SPOC conducts Compliance Validation Monitoring or 
reports prepared by and the synchronization of dictionaries and 


103 


CSEC's answers to the above questions, as well as the results of the interviews with 
and SPOC employees, permit the Commissioner's office to conclude that, despite 


ongoing CSEC efforts to clarify OPS-l-8 and improve SIGINT's active monitoring 
program in general, CSEC has a robust management control framework for SIGINT 
targeting and selector management activities. While not in the period of review, 
CSOI-5-8 appears to provide a solid foundation for active monitoring of SIGINT 
targeting and selector management activities. 


IX. CONCLUSION 


CSEC's FE collection activities conducted under MA involve a number of distinct methods 
of acquiring information from the GIL Nevertheless, there are a number of common 
business processes and associated tools, as well as common systems and databases, which 
support these collection methods and which CSEC uses to deal with the information 
obtained. For example, common to all of the collection methods are the processes by which 
CSEC selects foreign entities located outside Canada that are of Fl interest (the subject of 
this report), uses, shares and reports in formation to clients and international partners, and 
retains or disposes of intercepted communications (the subjects of ongoing reviews). Rather 
than examine thoroughly individual MAs, it was assessed as more effective to examine 


Ibid, at pp. 11-12. 
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thoroughly each process common to CS.EC's Fl collection activities under MA. This new 
approach, which cuts across the collection methods, is referred to as horizontal review and 
is designed to provide the Commissioner with an even more comprehensive understanding 
of how CSEC conducts its activities. Ultimately, its objective is to increase the degree of 
assurance the Commissioner can provide to the Minister that CSEC is complying with the 
law and protecting the privacy of Canadians. 


In a SIGINT context, targeting means to single out for collection or interception purposes. 
CSEC targets communications using selectors. Targeting and selector management are at 
the foundation of CSEC's SIGINT collection programs. SIGINT collection relies on 
targeting. Specific and important controls are placed on SIGINT targeting and selector 
management activities to ensure compliance with legal, ministerial and policy 
requirements. The potential impact to the privacy of Canadians would be significant, 
should there be an instance of non-compliance with the law while conducting these 
activities. Past Commissioners made findings and recommendations respecting these 
activities and which require follow-up. Major changes to certain technology and procedures 
relating to these activities have recently occurred and others are in progress. It is for these 
reasons that the Commissioner selected CSEC SIGINT's targeting and selector 
management activities as the subject of one of the first in-depth horizontal reviews of a 
SIGINT common business process. 


To comply with the NDA, CSEC must distinguish those communications which involve 
foreign entities located outside Canada and those that are not. CSEC's targeting and 
selector management activities must also contain measures to protect the privacy of 
Canadians. 


The objectives of the review were to: document CSEC SIGINT's targeting and selector 
management activities and associated processes and practices; assess whether the activities 
comply with the law; and assess the extent to which CSEC protected the privacy of 
Canadians in carrying out the activities. 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
SIGINT targeting and selector management activities in accordance with the law. CSEC 
has sufficient policies and processes to satisfy the legal requirement not to direct its 
SIGINT interception activities at a Canadian (anywhere) or any person in Canada. During 
the period under review, CSEC responded appropriately to the- privacy incidents it 
identified and that involved the unintentional targeting of Canadians. 


CSEC takes measures in the design of its targeting and selector management systems and 
databases to promote compliance with the law and the protection of the privacy of 
Canadians. As identified in this report, recent enhancements made or planned to these 
systems and databases assist in ensuring and demonstrating compliance with the law, 
ministerial requirements and policy. 


However, the Commissioner's office will monitor ongoing CSEC efforts to address 
deficiencies identified in this report respecting targeting and selector management 
systems. The Commissioner's office will monitor CSEC's efforts to implement in 


the ability to generate statistics regarding selectors across 
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as well as a capability to record the GC intelligence requirement(s) 
associated with a second party targeting request. The Commissioner's office will also 
monitor CSEC efforts to modify its systems to permit a monthly comparison of targeted 
selectors in with those on collection in the dictionaries 


Finally, the Commissioner's office will monitor CSEC efforts to modify 
to accommodate targeting for=and for 


targeting capability (and thereby eliminate the need to use targeting—). 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
SIGINT targeting and selector management activities in accordance with ministerial 
direction. 


Operational policies and procedures for SIGINT targeting and selector management activities 
are in place and provide sufficient direction to CSEC employees respecting the protection of 
the privacy of Canadians. CSEC employees interviewed and observed were aware of relevant 
policies and procedures and their application to SIGINT targeting and selector management 
activities. CSEC managers routinely and closely monitor SIGINT targeting and selector 
management activities to make certain the activities comply with governing authorities. 


However, operational policies and procedures applicable to= provide only limited 
direction respecting targeting for such activities. It is recommended that CSEC provide 
specific guidance for =targeting. 


Based on our interviews, while most targeting documentation requirements were met, 
analysts did not always document in the source of a selector. This is 


important for accountability purposes and to assist CSEC in demonstrating that it met 
statutory requirements. When it was documented, it was done in different ways, and with 
different levels of detail. It is, however, a positive development — that assists in 
demonstrating compliance with the law, ministerial requirements and policy — that in 
March 2009,-analysts were required — by policy and by technical means — to record 
in the source of a selector. CSEC indicated that it is considering changes 
to CSO1-4-4 to provide additional guidance respecting how to document in 


the source of a selector. The Commissioner's office will monitor CSEC's 
efforts respecting this subject. 


In addition to the above-noted objectives, the Commissioner's office examined CSEC's 
activities in response to previous associated findings and recommendations of the 
Commissioner in the June 2008 review report and the March 2008 review 
report respecting Improvements to CSEC's policies and procedures as 
well as significant development efforts made and other planned enhancements to 
associated systems and databases address the recommendation and negative findings in 
these reports. 


Finally, the Commissioner's office examined CSEC's activities in response to previous 
associated recommendations of CSEC's Audit, Evaluation and Ethics Directorate, The 
Commissioner's office is satisfied that CSEC has addressed the negative fi ndings in 
CSEC's 2006 SIGINT Legal Compliance Final (audit) Report respecting second party 
targeting requests. 
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• A list of findings and the re,commendadon is enclosed at Annex A. 


- 
`vim


Robert D6eary, Commissioner 
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ANNEX A— Findings and Recommendation 


Finding no. 1: Compliance with the .Law 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
SIGINT targeting and selector management activities in accordance with the law. 


Finding no. 2: Protection of Canadians 


CSEC has sufficient policies and processes to satisfy the legal requirement not to direct 
its SIGINT interception activities at a Canadian (anywhere) or any person in Canada. 


Finding no. 3: Targeting by CSEC for the Second Parties — Volume of Selectors 


I 


Approximately per cent of the selectors CSEC targeted—
were originated by CSEC; approximately per cent of the selector 


sere targeted by CSEC for the Second Parties. 


Finding no. 4: Targeting by CSEC fen. the Second Parties — Foreign Nationality and 
Location Assessments 


As a matter of practice, CSEC relies on and does not question the Second Parties' foreign 
nationality and location assessments for targeting. 


Finding no. 5: Targeting by CSEC far the Second Parties — Government of Canada 
Intelligence Requirements 


CSEC's plan to implement in FY 201 1-2012 a capability in to record the 
Government of Canada intelligence requirements) associated with a second party 
targeting request is a positive development that will increase accountability with legal 
requirements. 


Finding no. 6: Demonstrating Legal Compliance — Recording the Source of a Selector 


It is a positive development — that assists in demonstrating compliance with the law, 
ministerial requirements and policy — that in March 2009, analysts were required --
by policy and by technical means — to record in the source of a selector. 


Finding no. 7: Targeting and Selector Management Systems that Promote Privacy 
Protection 


CSEC takes measures in the design of its targeting and selector management systems and 
databases to promote compliance with the law and the protection of the privacy of 
Canadians. 
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Finding no. 8: Limitations in Targeting and Selector Management Systems 


The Commissioner's office will monitor ongoing CSEC efforts to address deficiencies in 
targeting and selector management systems and databases. 


Finding no. 9: Privacy Incidents — Unintentional Targeting of Canadians 


During the period under review, CSEC responded appropriately to the -privacy 
incidents it identified and that involved the unintentional targeting of Canadians. 


Finding no. 10: Demonstrating Legal Compliance — Follow-up to Commissioner's 
2008 Review of Activities 


The improvements to CSEC's policies and procedures — namely CSOI-3-7 and CSOI-4-4 
— as well as the enhancements made or planned to associated systems and databases 
address the negative findings relating to targeting and selector management in the 
Commissioner's 2008 review of CSEC's activities. 


Finding no. 11: Second Party Targeting Requests — Follow-up to 2008 Review of 
CSEC's Activities 


Improvements to CSEC's policies and procedures — namely CSOI-4-4 — as well as 
significant systems development efforts by CSEC will address the negative finding 
relating to targeting and selector management in the Commissioner's 2008 review of 
CSEC's activities. 


Finding no. 12: Second Party Targeting Requests — Follow-up to 2006 CSEC Audit of 
SIGINT Legal Compliance 


The Commissioner's office is satisfied that CSEC has addressed the negative finding in 
CSEC's 2006 SIGINT Legal Compliance Final (audit) Report respecting second party 
targeting requests. 


Finding no. 13: Communications 


CSEC's decision to no longer count as private 
communications will clarify accountability reporting to the Minister. 


Finding no. 14: Ministerial Direction 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
SIGINT tameting and selector management activities in accordance with ministerial 
direction. 
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Finding no. 15: Appropriateness of Policies and Procedures 


Operational policies and procedures for SIGINT targeting and selector management activities 
are in place and provide sufficient direction to CSEC employees respecting the protection of 
the privacy of Canadians. 


Finding no. 16: Policies and Procedures for Targeting 


Operational policies and procedures applicable to= provide limited direction 
respecting targeting for such activities. 


Finding no. 17: Guidance for Targeting and Selector Management — Follow-up to 
2008 Reviews of CSEC's Activities 


Improvements to CSEC's policies and procedures— namely CSOI-3-7 and CS01-4-4 —
address the recommendation in the Commissioner's 2008 review and the 
negative finding in the 2008 review relating to guidance for targeting and 
selector management. 


Finding no. 18: Awareness of Personnel 


CSEC employees interviewed and observed were aware of relevant policies and 
procedures and their application to SIGINT targeting and selector management activities. 


Finding no. 19: Policies and Procedures 


Based upon the information reviewed and the interviews conducted, CSEC met the policy 
requirement that selectors are subject at a minimum to annual review to ensure that the 
selectors remain consistent with the Government of Canada intelligence priorities. 


Finding no. 20: Management Control Framework 


CSEC managers routinely and closely monitor SIGINT targeting and selector 
management activities to make certain the activities comply with governing authorities. 


Recommendation no. 1: PoliCies And Procedure for 
Targeting 


CSEC should provide specific  guidance  for. 
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ANNEX B Interviewees 


Director, SIGINT Requirements 
Manager, 
Manager, 
Manager, SIGINT Programs, Oversight and Compliance (SPOC) 
Manager, SIGINT Systems Development 
Team Leader, 
Collection Analyst, 
Specialist - Linguist, 
Intelligence Analyst, 
Intelligence Analyst 
Intelligence Analyst 
Intelligence Analyst 
Intelligence Analyst 
Intelligence Analyst, 
Intelligence Analyst 
Intelligence Analyst, Office of Counter Terrorism 


Senior Advisor, SPOC 
Director, Corporate and Operational Policy 
A/Director, Corporate and Operational Policy 
Manager, External Review and Policy Management 
Policy and Review Advisor, External Review and Policy Management 
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ANNEX C — Generic "Screenshots" of 


Soun•ce: CERRID# 364700, 10 pages, hand delivered by Policy and Review Advisor, 
External Review and Policy Management on November 2, 2009. 
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ANNEX D Five-Eyes' Common List of Digraphs 


The location digraph is a two-letter code representing the assessed location of a targeted 
entity. The trigraph is a three-letter code representing the 
assessed nationality (two letter digraph of the country of nationality) as well as a single 
letter code representing the targeted entity's flinctior 


Source: CERRID# 358663, six pages, e-mail from Policy and Review Advisor, External 
Review and Policy Management, October 22, 2009 and one page "target designator" 
handout from interview and demonstration, November 25, 2009. 
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Coun;ryfArkia, Organ'irition, or Target Activity AccePted in 'Accepted in 


1C5EC as 
nationality 
TRIGRAPN 


by 
CSEC as 
tecation 
DIGRAPH 


CERF110,1358663-v1-
Targeting_antcpeloctor_Managernent_Aesponseio...RFIJi-1__Question_l__Oigrapris.XLS Page 1 
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location 
DIGRAPH 


CERRID-058663-v1-
Targellng_ancLSeector _Management IThcsponse_to_RFI.J1_Question_1,...digraphs.XLS Page 2 
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csn as 
location 
DIGRAPH 


CERRID-4358663-v1-
Targoling...and_Selectorivianagernect_ Response..to_RF1_01_Question,,l_digraphs.XLS Page 3
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ANNEX E — Summary of Privacy Incidents 


Source: CERRID# 345109, one page, e-mail from Policy and Review Advisor, External 
Review and Policy Management, October 22, 2009, 
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CSE Privacy incidents Fite 
Date Description Groupie) Involved How Incident Observed Why Incident Potential 


Occurred Damages 
Actions Taken for Non-Compliance Follow-on Activities 


...,,Antsses gy,,,,anatacIrid,es. 
:reasvres 


CERRID41345S09, v1A-TergeihIg_trd_Sekxtor_kkenincmcal_Ficvit._-__RFI JILinsponse_lo_OuesEion_51/6 Page 1 
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ANNEX F Interviews 


We conducted interviews with sixiManalysts to assess their awareness of and 
compliance with the policies and procedures respecting SIGINT targeting and selector 
management activities. 


Initially, CSEC proposed a list of names of 13 analysts with varying lengths of 
experience in=and at CSEC. We randomly selected four analysts: 


1I Analyst with less than one year experience at CSEC; 


2. Analyst with less than 
three years of experience; 


3. Office of Counter Terrorismi Analyst with between three and 
10 years experience; and 


4. (Analyst with over ten years of experience. 


CSEC provided the number of EPRs produced by the four analysts (as primary author) by 
month for the period of review. We selected for review, again at random, the "nth" report 
from specific months: 


I. for the fi rst analyst! 
review, one in July 2009 and one in August 2009 


two reports produced in the period of 


2. for the second analyst, one report produced in May 2009 
•104  one in June 2009 and two in July 2009105; 


3. for the third analyst, the second report produced in each month of September 
October , November 


and December 2008 and 


4. for the fourth analyst, the third report produced in each month of December 
2008 and January February 


and March 2009 


We reviewed II EPRs with the above four analysts. 


Following these interviews, we selected, at random using the directory of employees on 
CSEC's Intranet (i.e., not from a list proposed by CSEC), an additional twoManalysts. 
As was done previously, CSEC provided the number of EPRs analysts produced as 
primary author by month for the period of review and we selected at random, specific 
reports for review: 


04 We did not question the analyst respecting this EPR as it was a re-issue of a 
1°5 Not completed due to time constraints. 


ieport, 
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1. Intelligence Analyst' three to 10 years experience, the second report 
produced in February March April 


and May 2009 


2. intelligence Analyst' one to three years experience, the two 
reports prepared in March 2009 and and 
the two reports prepared in August 2009 and 


This next set of two analysts accounted for an additional eight EPRs reviewed. 


Proceeding in this manner permitted us to prepare questions in advance respecting the 
EPRs we selected and provided the analysts with time to refresh their memories. 


We asked each analyst general questions respecting their work designed to test their 
knowledge of the policies and procedures respecting SIGINT targeting and selector 
management activities. For each of the analysts' EPRs, we assessed whether the selectors 
and documentation in associated with the EPRs complied with the 
policies and procedures. We used the following checklist to record our findings. 


record indicates selectors are metadata El 
type (e.g., phone number, e-mail or IP address):  


• source of selector documented ❑ 


• associated with a GCR E and aligned with the NSPL ❑ 


foreign assessment (location digraph, nationality and function trigraph..: 
• associated with foreign entity (nationality) ❑ outside Canada (location) CI 
• sufficiently documented rationale respecting reasonable grounds (facts and 


analytical assumptions) ❑ 


• evidence of enquiries to DEALT, CBSA, others, as appropriate E"


• clear targeting justification (what/who is entity, why is it targeted, what is it doing?) FE 


• at time of review, selector is active ❑ or de-targeted LI 
• if > 12 months, evidence of annual review and validation El 


Reports: 


• source(s) of collection: Afghan MA 


• relates to same FI priority as selector record in 
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ANNEX G — Sample of abbreviations used to■


amongst Five Eyes 
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Source: CERRID# 605885, September 1, 2010, e-mail from Policy arid Review Advisor, 
External Review and Policy Management, pp. 15-23. 
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CONFIDENTIAL 


Memorandum of Understanding 
between Communications Security Establishment (CSE) IT Security and CSE-C10 


PART I — BACKGROUND 


CSE-CIO has requested in writing that CSE-ITS conduct cyber defence operations to help protect CSE-CIO's 
information, computer systems and networks; 


CSE-ITS has the legislative mandate, inter alio, to provide advice, guidance and services to help ensure the 
protection of electronic information and of information infrastructures of importance to the Government of Canada 
pursuant to paragraph 273.64(1)(b) of the National Defence Act (NDA) (Part (b) of CSE-ITS's Mandate); 


CSE-CIO is authorized by section 161 of the Financial Administration Act to take reasonable measures to manage or 
protect CSE-CIO information, computer systems and networks; 


CSE-CIO has, pursuant to paragraph 8(2) (b) of the Privacy Act, the authority to disclose to CSE-ITS personal 
information and hereby authorizes CSE-ITS to collect such information solely for the purposes mentioned in and 
under the conditions provided in this MoU; and 


The Cyber Defence Operations Ministerial Authorization (MA) has been issued to CSE-ITS per subsection 
273.65(3) of the National Defence Act. 


PART II — CYBER DEFENCE OPERATIONS TERMS AND CONDITIONS 


Therefore, the Parties agree as follows: 


1. Purpose 


The purpose of this MoU is to set out the terms and conditions under which CSE-ITS's cyber defence 
operations will be conducted. Subject to operational capacity, the Parties will provide support necessary to 
catty out cyber defence operations. CSE-ITS's cyber defence operations supplement CSE-CIO's user 
baseline security requirements and responsibilities. 


2. Cvber defence operations conducted under Ministerial Authorization (MM 


Cyber defence operations arc conducted under an MA for the sole purpose of protecting information, 
computer systems and networks, and providing advice, guidance and services to CSE-CIOs in order to 
prevent, predict and respond to cyber threats. 


A description of the cyber defence operations will be provided in a separate concept of operations 
document. 


The authority signing this MoU on behalf of CSE-CIO delegates signing authority for concept of operations 
to any person occupying the position of Director Information Security at CSE-C10. 


3. Roles and Responsibilities 


CSE-CIO will; 


• Provide management personnel to assist in fulfilling the terms and conditions of this 
MoU. 


• Provide technical personnel to respond to queries and to action mitigation 
recommendations from CSE-ITS. 
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• Provide all the necessary information required by CSE-ITS to set up and activate the 
cyber defence operations, ensuring that CSE-ITS staff conducts the service only on 
computer systems and networks for which CSE-CIO is the owner or authorized user. 


• Ensure that any required authorities or permissions are obtained prior to the 
commencement of cyher defence operations. 


In order to protect classified sources, methods or techniques, CSE-CIO will not take any action on 
the basis of cyber defence reports, other than following mitigation advice provided in the report. 
CSE-ITS will provide all caveats and handling instructions related to mitigation advice included in 
a report or service. 


CSE-ITS 


• Perform computer and network monitoring and related analysis, and will provide 
mitigation services. 


• Be responsible for deploying cyber defence systems and ensuring those systems function 
as intended, 


• Maintain and monitor the system and adapts its architecture during operations based on 
networks changes or cyber defence capabilities. 


• Consult with CSE-ITS's Directorate of Legal Services (DLS). who will work together 
with CSE-CIO's legal department to resolve any legal matters. 


5. Fees and Expenses 


Each Party will be responsible for its own fees and expenses during the conduct of cyber defence activities. 


6. External Review 


CSE-ITS activities are subject to review by the CSE-ITS Commissioner, the Information Commissioner, 
the Privacy Commissioner, and the Auditor General. Interviews or documentation may be requested as part 
of a review; the Parties will cooperate fully. 


7. Control of Data 


Cyber defence data obtained by CSE-LTS from CSE-C10 during cyher defence operations will he 
considered to be under the control of CSE-ITS only if it is identified as being relevant to CSE-ITS's 
mandate as stated in the NDA paragraph 273.64(1) (b), and in the case of private communications, essential 
to use and retain for the purpose of identifying, isolating or preventing harm to GC computer systems or 
networks (as required by paragraph 273.65(4) (d) of the NDA). 
CSE-ITS may share data that has come under CSE•1TS control (as described above) with other federal 
departments and agencies, as well as with counterpart organizations in the United States, United Kingdom. 
Australia and New Zealand. 


S. Data and Information Handling 


(I) CSE-CIO will ensure that any classified or protected information provided to CSE-ITS in order to 
support cyber defence operations (for example network diagrams) are clearly marked as such. 


Page 2 of 5 


CERRID 1042571 


2015 12 22 AGC0119 
A-2017-00017--01097 







CONFIDENTIAL 


(2) CSE-ITS's Classified or Protected Information 


(a) CSE-ITS will ensure that any classified or protected information disclosed to CSE-CIO pursuant 
to this MoU is clearly and appropriately marked as such. CSE-CIO will handle such information 
in accordance with departmental security standards and handling instructions from CSE-ITS. 


(b) All cyber defence data obtained from CSE-CIO that has not come under the control of CSE-ITS 
will be PROTECTED B. 


(c) Access to cyber defence data obtained from CSE-CIO and other information obtained by CSE-ITS 
from or about CSE-CIO during cyber defence operations is limited and controlled according to 
CSE-ITS policies. CSE-C10 agrees that access by other persons within CSE-ITS may only he 
authorized by the Director General Cyber Defence at CSE-ITS. 


9. Personal Information and Privacy of Canadians 
CSE-ITS will handle personal information under its control in accordance with the Privacy Act. 


As required by paragraph 273.64(2)(b) of the NDA, CSE-ITS will have measures in place to protect the 
privacy of Canadians, as established in CSE-ITS policies. 


10. Interception of Private Communications 


It is understood that for CSE-ITS to conduct cyber defence operations which may involve the interception 
of private communications, CSE-ITS requires an MA from the Minister of National Defence, pursuant to 
subsection 273.65 (3) of the NDA. CSE-ITS will only intercept private communications for the sole 
purpose of protecting the Government of Canada's computer systems or networks from mischief, 
unauthorized use or interference. 


CSE-ITS may share data that has come under CSE-ITS control (as described above) with other federal 
departments and agencies, as well as with counterpart organizations in the United States, United 
Kingdom, Australia and New Zealand.. 


I I . Data Retention 


Retention duration of cyber defence data in the CSE-CIO repository will vary based on operational need 
and on technical capacity, as advised by CSE-ITS. All cyber defence data in the CSE-CIO repository will 
be stored for up to a maximum of  from the date it is copied (provided a Ministerial Authorization is 
in place, and this MoU remains in effect). This does not include data that is under the control of CSE-ITS. 


12. CSE-CIO Cease Operation Capability 


CSE-CIO can at any time suspend cyber defence operations by contacting CSE-ITS's Cyber Threat 
Evaluation Centre, or by terminating the flow of copied network traffic on the communications link 
between CSE-CIO and CSE-ITS. 


13. Destruction of CSE-CIO's Data 


Within of the termination of this MoU (at the request of CSE-C10 (see paragraph 12), or 
at CSE-ITS's request), CSE-ITS will provide confirmation in writing that all data in the CSE-CIO 
repository has been destroyed in accordance with CSE-ITS policy. 


14. Information Indicating Criminal Activity 


In the unlikely event that any member of CSE-ITS encounters indications of a criminal code offence on the 
computer systems or networks of CSE-CIO, the incident and the data will be brought to the attention of 


Page 3 of 5 


CERRID 1042571 


2015 12 22 AGC0119 nf g 
A-2017-00017--01098 







CONFIDENTIAL 


CSE-CIO management. If CSE-CIO attempts to locate this data on their networks and systems, and is 
unable to find it, CSE-ITS can provide the data to CSE-CIO. CSE-CIO shall have sole responsibility with 
respect to follow-on action and notification of the appropriate authorities. 


15. Term of this MoU 


(1) This MoU comes into effect on the day it is signed by the Parties and will remain in effect until either 
party rescinds this MoU. 


(2) The Parties to this MoU acknowledge that if at any point during the term of this MoU there is a period 
of time where no applicable MA is in force, during that period CSE-ITS will not carry out cyber 
defence operations that may intercept private communications. CSE-ITS will inform CSE-CIO if this 
situation occurs. 


(3) This MoU may be modi fied in writing at any time with the written consent of both Parties. 


(4) Either Party may terminate or suspend the services at any time upon providing appropriate notice. 


(5) Any notice to either Party hereunder must be in writing and signed by the Party giving it. Notices shall 
be addressed as follows: 


Director, Cyber Threat Evaluation Centre 


Communications Security Establishment 
IT Security 
1500 Bronson Avenue 
P.O. Box 9703 Terminal 
Ottawa, Ontario 
KIG 3Z4 


Fax Number: 


Director, Information Security 


Communications Security Establishment 
Chief Information Office 
1929 Ogilvie Road 
P.O. Box 9703 Terminal 
Ottawa, Ontario 
KIG 3Z4 


Fax Number: (613) xxx-xxxx 


(6) Such notice may he delivered by hand, by regular mail, by courier or by facsimile. A notice shall be 
deemed to have been received on the day of its delivery if delivered by hand, on the fifth (51h) business 
day after mailing if sent by regular mail, on the date of delivery if sent by courier and on the first 
business day after the date of transmission if sent by facsimile. 
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Memorandum of Understanding 
between Communications Security Establishment (CSE) and Department of Foreign Affairs and 


International Trade (DFAIT)1


PART I — BACKGROUND 


DFAIT has requested in writing that CSE conduct cyber defence operations to help protect DFAIT's information, 
computer systems and networks; 


CSE has the legislative mandate, inter alia, to provide advice, guidance and services to help ensure the protection of 
electronic information and of information infrastructures of importance to the Government of Canada pursuant to 
paragraph 273.64(1)(b) of the National Defence Act (NDA) (Part (b) of CSE's Mandate); 


DFAIT is authorized by section 161 of the Financial Administration Act to take reasonable measures to manage or 
protect DFAIT information, computer systems and networks; 


DFAIT has, pursuant to paragraph 8(2) (b) of the Privacy Act, the authority to disclose to CSE personal information 
and hereby authorizes CSE to collect such information solely for the purposes mentioned in and under the conditions 
provided in this MoU; and 


The Cyber Defence Operations Ministerial Authorization (MA) has been issued to CSE per subsection 273.65(3) of 
the National Defence Act. 


PART H — CYBER DEFENCE OPERATIONS TERMS AND CONDITIONS 


Therefore, the Parties agree as follows: 


1. Purpose 


The purpose of this MoU is to set out the terms and conditions under which CSE's cyber defence 
operations will be conducted. Subject to operational capacity, the Parties will provide support necessary to 
carry out cyber defence operations. CSE's cyber defence operations supplement DFAIT's user baseline 
security requirements and responsibilities. 


Cyber defence operations conducted under Ministerial Authorization (MA) 


Cyber defence operations are conducted under an MA for the sole purpose of protecting information, 
computer systems and networks, and providing advice, guidance and services to clients in order to prevent, 
predict and respond to cyber threats. 


A description of the cyber defence operations will be provided in a separate concept of operations 
document. 


The authority signing this MoU on behalf of DFAIT delegates signing authority for concept of operations 
to any person occupying the position of Deputy Director of the Information Protection Centre at DFAIT. 


3. Roles and Responsibilities 


DFAIT will: 


' As the Shared Services Canada (SSC) organization evolves and the division of roles and responsibilities of SSC 
versus the individual Government of Canada departments is finalized, this MoU may be amended to reflect such 
structure as required. 
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• Provide management personnel to assist in fulfilling the terms and conditions of this 
MoU. 


• Provide technical personnel to respond to queries and to action mitigation 
recommendations from CSE. 


• Provide all the necessary information required by CSE to set up and activate the cyber 
defence operations, ensuring that CSE staff conducts the service only on computer 
systems and networks for which DFAIT is the owner or authorized user. 


• Ensure that any required authorities or permissions are obtained prior to the 
commencement of cyber defence operations. 


In order to protect classified sources, methods or techniques, DFAIT will not take any action on 
the basis of cyber defence reports, other than following mitigation advice provided in the report.. 
CSE will provide all caveats and handling instructions related to mitigation advice included in a 
report or service. 


CSE will; 


• Perform computer and network monitoring and related analysis, and will provide 
mitigation services. 


• Be responsible for deploying cybcr defence systems and ensuring those systems function 
as intended. 


• Maintain and monitor the system and adapts its architecture during operations based on 
networks changes or cyber defence capabilities. 


• Consult with CSE'S Directorate of Legal Services (DLS), who will work together with 
DFAIT's legal department to resolve any legal matters. 


5. Fees and Expenses 


Each Party will be responsible for its own fees and expenses during the conduct of cyber defence activities. 


6. External Review 


CSE activities are subject to review by the CSE Commissioner, the Information Commissioner, the Privacy 
Commissioner, and the Auditor General. Interviews or documentation may be requested as part of a review; 
the Parties will cooperate folly. 


7. Control of Data 


Cyber defence data obtained by CSE from DFAIT during cyber defence operations will be considered to be 
under the control of CSE only if it is identified as being relevant to CSE's mandate as stated in the NDA 
paragraph 273.64(1) (b), and in the case of private communications, essential to use and retain for the 
purpose of identifying, isolating or preventing harm to GC computer systems or networks (as required by 
paragraph 273.65(4) (d) of the NDA). 
CSE mat' share data that has come under CSE control (as described above) with other federal departments 
and agencies, as well as with counterpart organizations in the United States, United Kingdom. Australia 
and New Zealand. 
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8. Data and Information Handling 


(1) DFAIT will ensure that any classified or protected information provided to CSE in order to support 
cyber defence operations (for example network diagrams) are clearly marked as such. 


(2) CSE's Classified or Protected Information 


(a) CSE will ensure that any classified or protected information disclosed to DFAIT pursuant to this 
MoU is clearly and appropriately marked as such. DFAIT will handle such information in 
accordance with departmental security standards and handling instructions from CSE. 


(b) All cyber defence data obtained from DFAIT that has not come under the control of CSE will be 
PROTECTED B. 


(c) Access to cyber defence data obtained from DFAIT and other information obtained by CSE from 
or about DFAIT during cyber defence operations is limited and controlled according to CSE 
policies. DFAIT agrees that access by other persons within CSE may only be authorized by the 
Director General Cyber Defence at CSE. 


9. Personal Information and Privacy of Canadians 
CSE will handle personal information under its control in accordance with the Privacy Act. 


As required by paragraph 273.64(2)(b) of the NDA, CSE will have measures in place to protect the privacy 
of Canadians, as established in CSE policies. 


10. Interception of Private Communications 


It is understood that for CSE to conduct cyber defence operations which may involve the interception of 
private communications, CSE requires an MA from the Minister of National Defence, pursuant to 
subsection 273.65 (3) of the NDA. CSE will only intercept private communications for the sole purpose of 
protecting the Government of Canada's computer systems or networks from mischief, unauthorized use or 
interference. 


CSE may share data that has come under CSE control (as described above) with other federal departments 
and agencies, as well as with counterpart organizations in the United States. United Kingdom. Australia 
and New Zealand.. 


I I. Data Retention 


Retention duration of cyber defence data in the DFAIT repository will vary based on operational need and 
on technical capacity, as advised by CSE. All cyber defence data in the DFAIT repository will be stored for 
up to a maximum of from the date it is copied (provided a Ministerial Authorization is in place, and 
this MoU remains in effect). This does not include data that is under the control of CSE. 


12. DFAIT Cease Operation Capability 


DFAIT can at any time suspend cyber defence operations by contacting CSE's Cyber Threat Evaluation 
Centre, or by terminating the flow of copied network traffic on the communications link between DFAIT 
and CSE. 


13. Destruction of DFAIT's Data 


Within of the termination of this MoU (at the request of DFAIT (see paragraph 12), or at 
CSE's request), CSE will provide confirmation in writing that all data in the DFAIT repository has been 
destroyed in accordance with CSE policy. 
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14. Information Indicatine Criminal Activity 


In the unlikely event that any member of CSE encounters indications of a criminal code offence on the 
computer systems or networks of DFAIT, the incident and the data will be brought to the attention of 
DFAIT management. If DFAIT attempts to locate this data on their networks and systems, and is unable to 
find it, CSE can provide the data to DFAIT. DFAIT shall have sole responsibility with respect to follow-on 
action and notification of the appropriate authorities. 


15. Tenn of this MoU 


(I) This MoU comes into effect on the day it is signed by the Parties and will remain in effect until either 
party rescinds this MoU. 


(2) The Parties to this MoU acknowledge that if at any point during the term of this MoU there is a period 
of time where no applicable MA is in force, during that period CSE will not carry out cyber defence 
operations that may intercept private communications. CSE will inform DFAIT if this situation occurs. 


(3) This MoU may be modified in writing at any time with the written consent of both Parties. 


(4) Either Party may terminate or suspend the services at any time upon providing appropriate notice. 


(5) Any notice to either Party hereunder must be in writing and signed by the Party giving it. Notices shall 
be addressed as follows: 


Director, Cyber Threat Evaluation Centre 


Communications Security Establishment 
719 Heron Road 
P.O. Box 9703 Terminal 
Ottawa, Ontario 
K1G 3.Z4 


Fax Number: 


Elizabeth Keighley 
Dep Dir Information Protection Centre 


Department of Foreign Affairs and 
International Trade 
125 Sussex Drive 
Ottawa, Ontario 
KlA 0G2 


Fax Number (613) 996-1186 


(6) Such notice may be delivered by hand, by regular mail, by courier or by facsimile. A notice shall be 
deemed to have been received on the day of its delivery if delivered by hand, on the fifth (5th) business 
day after mailing if sent by regular mail, on the date of delivery if sent by courier and on the first 
business day after the date of transmission if sent by facsimile. 
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1+1 National Delanco . . 
National Defence 1-4eadquarte,s 
Ottawa, Canada 
KfA 0K2 


3M0-1 (CFNOC) 


February 2013. 


Director General Cyber 
Mr. Scott Jones 
PO Box:9703 
Ottawa ON KIG 3Z4 


Ntense. rationale 
aja•di6r general do la D6fende nationals 
Ottawa, Canda 
Krl A OK2 


COMPUTER NETWORK DEFENCE 
SERVICE MOLT EXTENSION REQUEST 


References: A. E-mail CSEC DG Cyber/DGIMO, 13 Feb 2013 
B. MOLT FOR THE PROVISION OF COMPUTER NETWORK DEFENCE SERVICES, 
CERRO 162578, 20 .Feb 2009 


1. As agreed to in reference A I have enclosed the DGIMO signed original of the 
extension request for reference B. 


Sir, I request your support in having the CSI.*: Deputy Chief a IF Security sign 
the enclosed letter to Officially extend our MOU. In addition I would request that a copy, 
electronic or hard, he provided once completed to CFNOC, Maj in order 
to fulfill the DND staffinc., requirements. 


Lietq.e4ta Colonel Dave Yarker 
CO CFNOC 
Department of National Defence 


Canada 
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Amendment to the MEMORANDUM OF UNDERSTANDING (MoU) 
Dated 20 February 2009 


BETWEEN THE 
COMMUNICATIONS SECURITY ESTABLISHMENT (CSE) 


AND 
DEPARTMENT OF NATIONAL DEFENCE (DND) 


(each a Party and together, the Parties) 


Computer Network Defence Service 


The Parties hereby agree to amend the following paragraph: 


Paragraph 14 (1), Term of this MoU, by extending the effective date by 6 months to read as 
foliows: 


This IVlotl comes into effect on the day it is signed by the Parties and will remain in effect 
for a period of 54 months from that date. The term of this MoU may be extended or 
shortened with the written consent of the Parties. 


For the Communications Security Establishment — CSE IT Security: 
r ". 


C-V.PS 


Toni Moffa 
Deputy Chief 
IT Security 
Communications Security Establishment 


For the.Departr#ent of National Defence: 


Roberta. Mazes 
Brigadier General 
Director General Information Management Operations 
Department °Mebane' Defence 


Date 


(3


Date 
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1. Introduction 


1.1 Objective 


1.2 Application 


These instructions provide direction in the handling of data obtained by 
CSFC during cyber defence activities conducted under past (b) of CSEC's 
mandate, including those conducted under Ministerial Authorization (MA), 
and non-MA cyber defence activities using Data Provided by a System 
Owner (DPS0). 


These instructions apply to :SEC personnel and any other parties, including 
secondees, contractors and intcgrees, involved in conducting or supporting 
cyber defence activities. 


2. Data Types 


2.1 Data For cyber defence activities conducted under part (b) of CSE's mandate, "data" 
refers to Obtained from computer systems or networks of 
importance to the Government of Canada (GC); it includes content and 
associated metadata. 


2.2 Metadata 


"Raw data" refers to data that has not been determined to he-relevant or essential. 
(i.e., it has riot been used or retained). 


Metadata is defined as information associated with a telecommunication to 
identify, describe, manage or route that telecommunication or any part of it as 
well as the-means by which it was transmitted, but excludes any information 
or part of information which could reveal the purport of a telecommunication, 
or the whole or any part of its content (for example, the subject line). 


4" Note: The descriptions of data types noted in 2.3 to 2.6 apply only to 
cvber defence activities conducted under part CID) of CSEC's mandate. 


2.3 "Detached" 
Metadata 


In certain situations, metadata may be automatically separated from associated 
content so that there is no requirement to consider it a private communication, 
regarriless.ofits source (i.e., there is no essentiality test, nor a Ministerial. 
reporting requirement). Such metadata (known as detached m.etadata) is 
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considered relevant, and may he retained for up to (for longer retention, 
or to share with. Second Parties, the detached metadata must he marked as used 
or retained). 


Contact IPOC for guidance on determining what types of metadata may be 
considered detached, and under what conditions. 


2.4 Identifying 
metadata 


2.5 Technical 
Metadai 


2,( Derivative 
formation 


"Identifying metadata" is metadata that could identify one or both 
communicants, or the communication itself (e.g., "from", "to" fields of an email, 
or an IP address linked to the communication). If obtained from, or associated. 
with, content from a private communication, identifying metadata must be 
treated as a private communication if it is used or retained (including being 
subject to an essentiality test, and Ministerial reporting requirements). 


In consultation with IPOC, identifying metadata may qualify to become 
detached metadata. In such situations, the detached metadata is no longer 
"identifying metadata", and would not be considered a private communication., 


Technical metadata is metadata that does not identify either of the communicants 
or the communication itself (e.g., email protocol version, operating system, 
statistical information). 


Technical metadata 
is not treated as a private communication, and 
is not subject to use and retention requirements, 


'For example, when a recognized private communication i,s tunnelled in another 
protocol but the tunnel is distinct from the recognized private communication 
itself, then the tunnel is considered to be technical metadata. 


Derivative. information is produced or discovered as a result of executing a 
malicious code (e.g., running a malicious attachment in a virtual environment). 
Derivative. information contains no data and is therefore not subject to use or 
retention requirements. It is the decision of analysts whether or not to retain 
the original data (see paragraph 3.2). This includes DPS() activities, where 
derivative information obtained from executing malicious code, which was 
originally embedded in a private communication attachment, may be used for 
part "b" of CSEC' s mandate without having to obtain the.recipient's consent.. 


As with other data types, use of derivative information must be for the purpose 


of fulfilling part (b) of CSEC's mandate; it is subject to the reporting process 
described in ITS01-l-4, 
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Examples: 
- a malicious 'beaconing to' IP address uncovered after executing malwarc 
- machine activity or patterns observed as a result of executing malware 


3. Marking and Labelling Requirements 


3.1 Overview Accurate data marking is required in order to fulfil MA and/or client 
arrangement conditions related to retention and disposition, as well as to 
determine appropriate report approval levels (see OPS-1 for approval levels). 


3.2 Labelling Data (including detached inetadata) obtained during eyber defence activities 
must be marked with: 


• a client identifier; 
• a date/time stamp indicating when the data was copied or obtained.by 


CSEC; and 
• the authority under which the data was obtained. 


Data that is used and retained must also be marked as relevant and, for private 
communications obtained under MA, essential (essentiality must. be based on a 
documented rationale). 


In addition to the above, DPSO must he marked to show whether it is 
• a private communication, 
• a private communication with recipient consent to share, or 
• other data.. 


Data markings must he preserved for the lifespan of the data at. CSEC. 


Note: DPSO stihtnitte.d to CSEC under OP 11-15 (e.g., erneil sett to 


is incidentally copied by MA sensors at CGE, if such DPSO is 
encountered in MA collection, analysts must contact CTEC in order to 
determine what, it" anything, may be done with the data under OPS-1-14, 


h-3 situations where CTEC has identified sensitive DPSO, contact 1POC 
for guidance. 


3.3 Changes to 
Data Markings 


Not marked as private communication: If data that has been used and.retained 
is later determined to he a private communication, the essentiality test and 
correct labels must he applied. This must be reported to the relevant manager in 
the Cyber Defence Branch, as well as to IPOC. Reports resulting from the data 
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must be cancelled and re-issued (with appropriate sign-off level); see ITSOI 1 4, 
and statistics related to private communications (an NIA requirement) must be 
amended (see Note in 4.4). 


Marked as private cozmntatication: Non private communication data marked 
as a private COMMUIliCatiOn roust have the correct label applied (in order to 
ensure an accurate count of private communications used or retained). 1PUC 
must be informed in order to ensure statistics (related to private 
communications) are accurate. No further action is required. 


14 Hardware 


4.1 Key 
Elements of a 
Private 
Communication 


The receipt of hardware (e.g., USB, hard drive, CD) provided as part of DPSO 
activities must be logged for tracking purposes (including serial numbers, if 
applicable). The hardware itself must be labelled for tracking purposes, with the 
log included in the relevant client file. CSEC is accountable for all DPSO 
hardware in its possession; hardware is disposed of in accordance with client 
instructions. 


Data obtained from hardware is subject to conditions imposed by the requestor 
(sec paragraph 5.1) 


Logs provided by clients are disposed of in accordance with client instructions. 


4. Private Communications 


Within the context of cyber defence activities, the key elements of a private 
communication are as follows: 


• private communications involve the transmission or exchange of 
information between two or more. human beings; 


• at least one of the communicants must be physically located in Canada 
(this is the case for all communications obtained during CSEC' s 
collection activities, including cyber defence activities); and 


• private communications are captured in transit. Data at rest is not 
considered a private communication, 


Identifying inetadata (unless it is detached, as per paragraph 2.4) and email 
attachments taken from a private communication arc treated as private 
communications; they are subject to essentiality tests and Ministerial reporting 


requiretnents. See paragraph 4.2 for examples of what does nut constitute a 


private communication. 


For cyber defence operations under MA, the determination of whether data is a 


private communication is made at the same time as the decision to use and retain 


the data. For DPSO, the requestor makes the determination. 
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4.2 
Interpretation 


Determining what constitutes a private communication is not always 
straightforward. The following examples are not private communications: 


• results from executing nialware taken from a private communication. (this 
is derivative information - see paragraph 2.6: the ..tnal.ware itself .is 
private communication, and may be retained only if essential to do so.) 


• signatures created from a private communication (derivative 
information); the original private c.:ommunieation may be retained, if 
essential 
.firewall logs 


o automated (machine-generated) messages, such as "out of office" 
responses — the originator (a machine) has no expectation of privacy. A 
private communication must have a human originator and a human 
recipient. This applies even if the automatic message contains extracts 
from the original message, such as a subject line. 


® data obtained from a hard drive. 


The. distinction between "data at rest" and "data in transit" is not always clear; 
IPOC should be consulted if there is doubt. 


43 Essentiality Private communications obtained during cyber defence operations under MA 
may only be used or retained if essential to identify, isolate or prevent harm to 
GC computer systems or networks. 


Private communication obtained under MA may be essential if they: 


• have one or more significant characteristics similar to malicious 
activities of concern previously seen in cyber defence activities; 


• provide an indication that a computer system is or may be attempting 
to, or succeeding in affecting the confidentiality; integrity, and/or 
availability of GC computer systems or networks; 


tbt characterize the normal behaviour of a computer system or network, 
or a part of it, for the purpose of identifying deviation from this 
normal behaviour which could be indicative of possible .malicious 
activity against GC computer systems or networks; 


® can .be used to improve or create a cyber defence capability. 


Essentiality may be determined for other reasons; the rationale must be 
recorded. 


Once the data is no longer essential, it may be deleted (see paragraph 5.2). 


Private communications provided to CSEC by a system owner or requestor 
(DPSO) may only be used or retained if essential for the protection of the 
specific system., unless consent to share has been given by the originator or 
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recipient. 


4.4 Counting 


5.1 Raw Data 


As an MA requirement, CSEC must count all recognized private 
communications retained during cyber defence operations under MA, as 
follows: 


• every individual email retained will be counted as one recognized private 
communication, even if that email contains email attachments (retained 
email attachments are counted if the source email itself is not retained). 


• if data from many identical emails is used or retained, the count must 
reflect the number of emails from which data was obtained. 


for example, identical entails containing malicious attachments are 
sent to two individuals. if the "to" metadata from both emails is 
retained, count as two private communications used and retained. 


• for other types of data recognized as private communications, every 
individual recognized data flow (or 11) packet for non-flow data) retained 
will be counted as one recognized private communication. 


The total count of recognized private communications that have been retained 
must be calculated on a per client basis for the MA under which the data was 
obtained. When requested by IPOC, a record of the count must. be generated 
by a supervisor in the Cyber Defence Branch. 


4000 Note: The total number of private communications 
reported to the Minister must not he altered (for 
example, do not alter the count of private 
communications flr delete a private cornmunicer,,,
once it has been accounted for in a report to the 
Minister), without lirst informing IPOC:. IPOC will 
ensure that any changes to the reported total for an 
MA period are reflected in subsequent reports to the 
Minister. 


5. Data Retention and Deletion 


• Raw data obtained under MA operations must be deleted within 
=of the date it was copied, unless marked for retention. 


® DPSO is subject to conditions imposed by the requestor; unless 
retention is approved, raw data must be deleted within 


of completion of the requested assistance. 


• Under MA operations, a client may direct that raw data obtained from 
their systems and networks he deleted (far example, if the client 
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terminates the operation). Raw data must be deleted within• 
of the client request; analysis is not permitted on the raw 


data, and the data must not he used or retained. 


5.2 Data 
Retention 


• Raw data. may be marked as used or retained (if relevant or essential), 
for analysis purposes without having to be included in a cyber defence 
report (see ITS01-1-4 for definition). Supervisors (or higher levels) 
may approve the deletion of data that has been used or retained (hut 
riot. used in a report) if it no longer merits further retention from an 
operational perspective. Inform IPOC of any such deletions (to ensure 
statistics are accurate). 


• Data used in a report must be retained for as long as the report is 
retained. Report retention is also subject to CSEC schedules. 


• Detached metadata (see paragraph 2.3) is relevant for up to 
there is a requirement to retain the information beyond 
share the information with Second Parties, it must be marked as used 
or retained. Otherwise it must be deleted. 


• Metadata used only to generate statistics or to show trends is not 
considered to he used or retained; no retention is required. 


5.3 Compliance Supervisors in the Cyber -Dcfchce 'Branch are responsible for 
• ensuring automated deletion processes are functioning properly, and 


• ensuring staff delete raw data that is not accessible by automated 
deletion processes (e.g., stored on a desktop). 


IPOC will send quarterly verification reminders to those authorized to 
conduct or support cyber defence activities. 


6. Additional Information 


6,1 This table establishes the areas of responsibilities as they relate to these 
Accountability instructions. 


Who What 


Deputy Chief, IT Security • Approving these instructions 


Director, Program 
Management and. Oversight 


® Recommending these instructions for approval 


• Revising these instructions as necessary 


Monitoring compliance with these instructions 


• Communicating guidance to those authorized to 
conduct cyber defence. activities -regarding any 
revisions to these instructions 
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Manager, Corporate and 
Operational Policy 


* Reviewing these instructions to ensure compliance 
with CSEC policy 


6.2 References • OPS-1, Ptvtecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC's Activities 


• UPS-1-14•, Operational Procedures fir Cyber .Defence Operations 
Conducted under Ministerial Authorization 


• IMPS-1-l5, Operational Procedures for Cvher Defence Activities Using 
System Owner Data 


• Instructions jOr Commencing and Ceasing Cyber Defrrzce Operations 
(IPOC Working Aid) 


• ITS01-1-3,Accessing and Shoring Cyber Defence Data 
• ITSOI-1 -4, Report Management in Cyber Defence Activities 


63 Enquiries Questions relating to these instructions should he directed to supervisors in 
the Cyher Defence Branch, who in turn will contact IPOC as required. 
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7. Promulgation 


I hereby approve Operational Instructions rrsor.- -2, Data Handling in Cyber Defence 


These instructions are effective on  juk e % a-0 
(Date) 


Approved 


Toni IN4offa 
Deputy Chief, IT Security 


Revrewe(Viiiid Recommended for Approval 
/ if 


JohdOiltnianne-y-


Oector, Program Manageffient and Oversight 


1 I 


i 


Date 


Date 
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1. Introduction 


1.1 Objective These instructions provide direction concerning access to and sharing of 
data obtained by CSEC during.cyber defence activities conducted under 
part (b) of CSEC's mandate, including those conducted under Ministerial 
Authorization (MA), and non-MA cyber defence activities using Data 
Provided by a System Owner (DPSO). 


1.2 Application These instructions apply to CSEC personnel and any other parties, 
including secondees. contractors and integrees, involved in conducting 
or supporting cyber defence activities. 


Terminology 


1.3 Access For these instructions, "access" refers specifically to raw data that is 
available to those within CSEC who are authorized to conduct or support 
cyber defence activities. 


1.4 Sharing For these instructions,."sharing" refers to data that has been used or 
retained, which may be made available to cyber defence counterparts 
within the Second Party cryptologic community. 


2. Access to Raw Data 


2.1 Definitions For cyber defence: activities, "data" refers to obtained 
from computer systems or networks of importance to the. Government of 
Canada (GC); it includes content and metadata.. 


2.2 Ceneral 
Principles 


"Raw data" refers to data that has not been determined to be relevant or 
essential (i.e., it has not been used or retained). 


Access to raw data must be strictly controlled and limited to those 
authorized to conduct or support cyber defence. activities, as per OPS-1-
141 (raw data may also be accessed by CSEC personnel involved with 
oversight or compliance, as well as by review bodies such as the CSE 
Commissioner's Office). 


Raw DPSO dam my be provided to CSIS aad the RCMP iti certain sialatiens; see PS- 1- 15. 
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Second Party cyber defence counterparts may, not access raw data (data 
that has been used or retained may be shared with Second Parties - see 
section 3). 


Detached Metadata (as described in ITSOI-1-2) is, for the purpose of 
these instructions, subject to the same conditions as raw data; it. may 
only be accessed by those authorized to conduct or support cyber 
defence activities. 


2.3 Authority to 
Conduct or 
Support Cyber 
Defence 
Activities 


2.4 ITS Access 
to SITANT 
Data 


Personnel responsible for conducting or supporting cyber defence 
activities (primarily analysts is the Cyber Defence Branch) are in 
designated or temporary positions that are justified and approved yearly 
by DC Cyber Defence Branch. Access to raw data is granted without 
further justification provided they have read relevant policies and 
successfully completed the policy knowledge quiz. Those conducting or 
supporting cyher defence activities may query, use, retain and 
manipulate raw data. 


Others in IT Security or SIGINT may also seek the approval of DG 
Cyber Defence for access to raw data if they will be conducting or 
supporting cyber defence activities. Temporary access may be granted to 
those involved in research and development (e.g., Second Party 
personnel attending cyher defence workshops). 


Requests must be supported by the relevant Cyber Defence Branch 
manager, and include an operational justification. Prior to being 
authorized, individuals must read relevant policies and complete 
policy knowledge quiz. 


Note: Access to systems conf ining MA and DP SO 
raw data is limited to those authorized to conduct or 
support cyber defence activities, and those involved 
with oversight and compliance activities. CIO 
system administrators may have incidental access 
to raw data while performing their duties. 
Any access to these systems must be logged; loos 
must be backed 


ITS personnel may he give r! access to. raw SKINT data, in accordance 
with CSOI-5-3. IPOC should be consulted for further details and/or 
assistance in gaining access. 


2017 01 05 AGC0123 A ..-6f 7 
A-2017-00017--01122 







2.5 SWIM 
"Triaging" 


3.1 General 
Principles 


SECRET 
liTS014-3 


OPS-1- 14 and (BPS-1-15 allow raw data to be passed (by those 
authorized to conduct or support cyber defence activities) to individuals 
in SIGINT who are not authorized to conduct or support cyber defence 
activities, in order to seek assistance in determining whether the data is 
relevant or essential. 


Attention: personnel providing raw data to BIGiNT 
for triaging are responsible for ensuring recipients 
are aware of their responsibilities with respect to 
use and handlin.I of the. data 


3. Sharing Data 


Second Parties are not authorized to access to raw data. However, they 
may access data that has been used or retained, for example in ITS Cyber 
Knowledge Bases (CKBs) such as the Malware Repository. 


The purpose of sharing used or retained data with Second Party 
counterparts is to 


• increase, analytic coverage and efficiency, 
• allow analytic collaboration, training, and R&D, 
• allow CSE to receive data from Second Parties in return, and 
• help protect Second Party infrastructures, which are 


interconnected with Canadian infrastructures of Maportance. 


Conditions: 
▪ Access controls must be in place to ensure only authorized users 


can access the data 
a Users must be aware of any limitations concerning use of the data 


(caveats may be used within CKBs) 
Statistics on the amount of used or retained data shared via CKT3s, 
including results from signatures which produce output that is 
automatically used or retained, must be available for review 
purposes (see ETSOI-1-1, paragraph 4.4). 


Cyber Defence Branch managers are responsible for approving use of and 
access to TT Security CKBs. IPOC must be consulted prior to each new 
scenario involving the sharing of data with Second Parties. 


Data sharing within ITS CKBs. is not subject to OPS-1. report sign-off 
authorities. 


3,2 Sharing CII Canadian Identity Information (CB) contained within TT Security CBKs 
must not be accessible by Second Parties. However, it may he possible to 
share the CTI unsuppressed if the CII is being used by a malicious foreign 
actor. IPOC must be consulted prior to each new scenario involving the 
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sharing of unsuppressed with Second Party counterparts (in 
accordance with OPS-1, paragraph 4.7). 


4. Additional Information 


4.1 
Accountability Who Responsibility 


DC -Ur Security  
Director, Program 
Management and Oversight 


a Approving these instructions 
o Recommending these instructions for 


approval 
• Revising these instructions as necessary 
o Monitoring compliance with these 


instructions 
o Communicating guidance to those 


authorized to conduct cyher defence 
activities regarding any revisions to 
these instructions 


Manager, Corporate and o Reviewing these instructions to ensure 
Operational Policy compliance with CSEC policy 


5.2.12eferences a OPS-I, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC's Activities 


o OPS--1-14, Operational Procedures for Cyber Defence Operations 
Conducted Under Ministerial Authorization 


o OPS- 1-15, Operational ProcedureS.tbr Cyber Def.e.nce Activities Using 
System Owner Data 


• ITS01-1-2, Data Handling in Cyber Defence Activities 
o ITSOI--1-4, Report Management in Cyber Defence Activities 


5.3 Amendment Situations may arise where amendments to these instructions are required 
Process because of changing or unforeseen circumstances. Such amendments will 


he communicated to relevant staff. 


5.4 Enquiries Questions related to these instructions should be directed to managers 
within the Cyber Defence Branch, who in turn will contact IPOC. 
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6. Promulgation 


I hereby approve Operational Instructions ITS01-1-3, ziccess and Sharing Cyber Defence 
Data. 


These instructions are effective on  31.-^ } I  . 
(Date) 


Approved.


Toni Moffa 
Deputy Chief n Security 


Reviewed Recoinniended for Approval 


1 iil 
f ,' f 


r or; / . 


.1Ohn Omnianney , _


Director, Program IVizraffgeinent and Oversight 
•...., 


Date 
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1. Introduction 


1.1 Objective 


1.2 Application 


2.1 General 
Principles 


These operational instructions provide direction concerning reports 
produced during cyber defence activities conducted under part (b) of 
CSEC's mandate, including those conducted under Ministerial 
Authorization (MA), and non-MA cyber defence activities using Data 
Provided by a System Owner (DPSO). 


These instructions apply to CSEC personnel and any other parties, 
including secondees, contractors and integrees, involved in conducting 
or supporting cyber defence activities. 


2. Cyber Defence Reporting 


During the course of cyber defence activities, several different types of 
reports may he generated by those authorized to conduct cyber defence 
activities. 


Reports and data used in the creation of the reports are official CSEC 
records, subject to requirements set forth in the Access to Information 
Act, the Privacy Act, and the Librory and Archives of Canada Act. 


2.2 Definition of A report., in the context of cyber defence activities conducted under part 
"Report" (h) of CSEC's mandate, refers to information prepared by those 


authorized to conduct or support cyber defence activities, which has been 
approved for distribution beyond CSEC and Second Party cyber defence 
counterparts (reports may also be sent to Second Party recipients for 
analytic collaboration, training, research and development, or for 
situational awareness). 


2.3 Report 
Types 


Report formats may vary and can include a variety of vehicles, from 
traditional narrative reports to email. Report series, formats and 
classifications  are determined by C EEC and written by analysts within 
the Cyber Defence Branch. 


For distribution methods that do not fit the definition of "report", contact 
IPOC to determine approval levels and compliance requirements. 


:3 


2017 01 05 AGC0124 11 
A-2017-00017--01128 







ITS01-1-4 


2A Report 
Access 


2.5 Time-
sensitive 
Reports 
("Tippers") 


All reports, regardless of the report format or type, must be stored on 
accredited systems and retained in accordance with CSEC retention and 
disposition schedules (which are the responsibility of CIO). 


Access to reporting systems, as well as databases containing reports, 
ma.y be granted to anyone at CSEC authorized to conduct or support 
cyber defence activities. Access [nay also be granted on a case by case 
basis through, IPOC, for purposes of supporting part (h) of CSEC's 
mandate; au appropriate rationale must he provided to IPOC. 


In order toprevent or mitigate a cyber incident, reports often must be 
passed to a client immediately (i.e., cyber defence tippers). Tippers May 
be pre-approved for release by the operational manager, provided they: 


are-issued only to the client from which the information was 
obtained, under MA (this may also include SSC, as the system. 
owner) 


- only contain enough information. to allow the recipient to perform 
mitigation. This may include 


o domains, 
o IPs, 
o email header information 


- include only mitigation advice, such as: 
o block domain/IP (X)" 
o "unplug from your network the machine matching 


timestamp and TP (x)", -and/or 
o "remove traces of email (x) from your departmental mail 


servers", and 
contain standard caveats warning against further action. 


There is no requirement to obtain post-release manager approval. Any 
proposed tipper that does not meet the above conditions must be 
approved at the manager level prior to release. 


For compliance purposes: 
- The granting of pre--approval for these tippers must be retained 
- Supervisor approval for each release is required, and must be 


retained 
- A copy of the tipper must be retained 


IPOC will review tippers as part of compliance monitoring. 


2.6 Use el Data provided to the IT Security program from SIGINT sources may be 
SIGINT used for: 


(2 Cyber defence activities -under part (b) of the mandate 
e Triage and correlation 
(9 Situational awareness 


The SIGINT program will stipulate handling instructions for .reporting 
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their information, including classification and what action, if any, may 
be undertaken. 


IPOC should be consulted if instructions have not been provided. 


2.7 Forwarding 
Second Party 
Non-classified 
Reports 


2.8 Forwarding 
Second Party 
Classified 
Reports 


2.9 Use of 
Cyber Defense 
Reports 


With the approval of a Cyber Defence Branch supervi&or (or higher), 
non-classified i reports from Second Parties without any restrictive 
caveats may be sent to: 


• Other government departments, as required; 
• Public Safety -- CCIRC (which may in turn forward the 


reports to information infrastructures of importance to the 
Government of Canada). 


A record of the distribution, including recipients, must be kept. 


Classified Second Party cyber defence reports normally contain specific 
handling instructions that outline what usage, including dissemination, 
may be undertaken on the basis of the reports without prior consultation, 
and at what classification. For usage not addressed by handling. 
instructions, those authorized to conduct or support cyber defence 
activities must first consult the relevant. Second Party (the consultation 
must be documented). 


In cases where Canadian or Second Party identities are involved, contact. 
IPOC to determine whether suppression is required. 


Factor & to consider prior to forwarding classified Second Party reports 
include: 


O limitations outlined in the handling instructions 
ffi equity issues 
• tradecraft sensitivities 
O requisite clearance and storage capability of the intended 


reciplent(s). 


Forwarding classified Second Party reports requires the approval of a 
Cyber 'Defence Branch supervisor (or higher). A record of the 
distribution, including recipients, must be kept. 


Classified or Protected cyber defence reports most carry a caveat, 
describing how the. reported information may be used, and obligations 
regarding other uses. See Annex A for an example of a caveat that might 
be used. Other caveats relating to the report's source., sensitivity, and 


distribution may also be included, if necessary. 


1 "Non-classified" roferi to information that is riot "confidential", "secret' or "top seem". Non-classified 


includes Prote,cted A, B., or C, as well as second pnrtyrna icings such as For Official Use Only, or Restricted. 
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IPOC must he n formed of any proposed usage that goes beyond 
permitted mitigation (e.g., the recipient wants to distribute information 
beyond their department). IPOC in turn will inform DCIPC (Disclosure, 
Policy and Review) as necessary, for example if the proposed usage may,
result in: 


• infOrmation being disclosed in a legal proceeding 
• CII (that had originally been suppressed) being distributed 


beyond the recipient's department 
a information being sent to 


2.10 Equities Authorities responsible for recommending and approving cyder defence 
reports must ensure that reports which 'night impact equities (e.g.,. 
MINT and/or Second Party equities) have been identified and 
appropriate consultations have taken place prior to report release. 


CT.EC is responsible for managing equities in reporting on behalf of the 
Cyber Defence Branch. 


2.11 CII For reports distributed beyond the federal institution from which the data 
was obtained, and beyond CSEC, unsuppressed Canadian Identity 
Information (CII) may be included if: 


• the information is necessary in order for recipients to use CSEC 
mitigation advice to protect their own networks, or 


• on a case by case basis, CII has been compromised by, or is the 
target of, a malicious foreign actor (contact IPOC for details). 


Otherwise, CIT must he suppressed. 


2.12 Second 
Party identities 


Domain names and websites associated with federal institutions, as well 
as the name of the federal institution, are not If in doubt, consult a 
supervisor in the Cyber Defence Branch, who may in turn contact IPOC 
as necessary. 


Reports containing suppressed identities must be made accessible to 
Corporate and Operational Policy (D2)- staff to manage requests for 
suppressed. identities. 


IT Security treats Second Party identifying information in accordance 
with their respective policies. Identities must be linked to malicious 
cYbc,T activity. 


Most Second Party identifiers must be suppressed when_ reported, 
however various Second Party policies allow for some exceptions. For 
more information, contact IPOC. 


1.f VP Security discovers. all intrusion that affects one of the other Second 
Party partner nations, identities (of that Second Party) related to that. 
intrusion_ may be included in a report and sent. to the affected partner, 
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unsuppressed. For example,. 


2.13 Second 
Party Reports 
Containing 
Ihisuppressed 
C11 


2.14 Report 
Release 
Authority 


2.15 
Recommend/ 
'Release 
Authority.
Considerations 


2.16 Report 
Release 
Documentation 


CSEC may receive unsuppressed CH from. Second Party counterparts (if 
(.7SEC is the only recipient), on the understanding that the. CIi will he 
suppressed in reports issued to other recipients. .if the CII is entailed 
directly to IT Security, Corporate and Operational Policy must be 
informed. 


See OPS-I Cyber Defence Report Release Authorities - also attached in 
Annex B 


Cyber Defence Recommend and Release Authorities responsible for 
recommending and approving release should consider the following 
before signing: 
• Does the report contain private communications? If so, is reporting 


essential to protect the GC? 
• Does the report contain Canadian or Second Party identity 


Information? If so, is it necessary to include that information? 
Should the information he suppressed or unsuppressed? 


• Is the. proposed distribution justified? 
• Based on the above, are the "recommend for release" and the "report 


approval" levels consistent with OPS-I requirements? 
• Is the report classification appropriate? 
• If the report contains information provided by the SIGINT program, 


has the appropriate consultation taken place and been documented'? 
• If the report contains information received from a Second Party, or 


reveals a Second Party's tradecraft or equity, is the approval of that. 
Second Party required? 


Details concerning the release of cyber defence reports must be recorded 
in a corporate repository and be accessible for future audit and review. 


The report details must contain the following information: 
• unique report identifying number 
ffi list of recipients 
• the data source(s) (e.g,, MA, DPSO, Second Parties, Open Source:). 


• recommendation and approval 
• whether the report contains CIf (either suppressed or unsuppresscd) 
• whether the report contains private communications. 
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3. Cancelling and Re-issuing Reports 


3.1 Report 
Cancellation 


3.2 Report 
Corrections 
and Re-issues 


While reports may be corrected to address minor errors, Cyber Defence 
Branch supervisors must cancel a report when: 
• a re-evaluation of the status of the original data is required. For 


example, data is later determined to be a portion of a private 
communication, in which case a higher level of approval is required. In 
such cases, data must be noted as being an essential private 
communication. (Note that a cancellation is not required if a higher 
sign-off level than required approves a report, although data markings 
and statistics related to private communications would require 
correction) — inform IPOC of changes to data markings; 


• a significant portion of the report is found to be incorrect; 
• it is nationally sensitive (e.g., it should have been CEO); 
• it is under-classified (i.e., the classification of the original report was 


lower than required, or one or more caveats were omitted); or 
• it inadvertently discloses a Canadian or Second Party identity that 


should not have been included or that should have been suppressed 
(IPOC must be notified of the potential privacy incident, and in turn 
will inform D2 of a confirmed privacy incident). 


Reports may also be cancelled for other reasons, as determined by 
supervisors in the Cyber Defence Branch. 


Cancelled reports must be removed from all holdings except the client file 
(held by CTEC). The supervisor must send a destruction notice to all 
recipients of such cancelled reports. The rationale for cancelling the report 
and the steps taken to do so must be documented and added to the client 
file. A new report may be issued depending on the circumstances, as 
determined by the relevant supervisor in the Cyber Defence Branch. 


IPOC must be informed of any report cancellations. In addition, IPOC 
must be notified if there are any suspected privacy incident(s). IPOC will 
inform Operational Policy (D2) of a confirmed privacy incident. 


A report may be corrected and re-issued when: 
• part of its contents are found to be incorrect because of new 


information or a re-evaluation of the original data; 
• it contains significant typographical or spelling errors; 
• it is over-classified (i.e., the classification of one or more portions of 


the original report was higher than required, or one or more 
unnecessary caveats were included), preventing potential users from 
accessing information they might need; or 


• it has an incorrect dissemination control marking that is too restrictive, 
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e.g., it was issued CEO but should have been shared with one or more 
Second Parties; or 
it was sent to one or more incorrect recipients (the incorrect recipients 
must be asked to destroy the report. Follow-on action may include a 
security investigation, if required). 


A re-issued report will have the same report serial number as the original, 
with the word "Correction" immediately following. A subsequent 
correction may be noted as "Correction 2"; if more than two corrections 
are required, a cancellation may be in order. 


The corrected report will he added to the client file. A report re--issue will 
follow all of the steps required for a new report, 


4. Additional information 


4.1 
Accountability 


4.2 References 


This table outlines the accountability with respect to these instructions. 


Who Responsibility 
DC Ti' Security 
Director, Program 
Management and Oversight 


o Approving these instructions
o Recommending these instructions 


.for approval 
o Revising these instructions as 


necessary 
o Monitoring compliance with these 


instructions 
o Communicating guidance to those 


authorized to conduct cyher defence 
activities regarding any re-visions to 
these instructions 


Manager, Corporate and 
Operational Policy 


o Reviewing these instructions to 
ensure compliance with CSEC 
policy 


• OP-S-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in. the Conduct of CSEC's Activities 


• OPS- 1-6, Operational Procedures ibr Naming and Releasing Identities 


in Cyber Defence Reports 


• OPS- 1-1 4, Operational Procedures for Cyber Da fence Operations 


Conducted Under Ministerial Author•iatiiion 


• OPS-1-1 5, Operational Procedures fin. Cyber Defence Activities Using 
System Owner Data 
mo1-I-2, Data Handling for Cyber Defence Activities 
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4.3 Amendment 
Process 


Situations may arise where amendments to these instructions are required 
because of changing or unforeseen circumstances. Such amendments will 
be communicated to relevant staff. 


4.4 Enquiries Questions related to these procedures should he directed to managers within 
the Cyber Defence Branch, who in turn will contact IPOC. 
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5. Promulgation 


I hereby approve Operational Instructions ITSOI-14 Report Management in Cviter 
Deface Activities. 


These instructions are effective on  ..31.4.,-+E n 1 90 E  . 
(Date) 


Approved. 


<1 


Toni Moffa 
Deputy Chief IT Security 


Reviewed and Recommended fi r Approval 


to i Omi,rcanney 
Director, Program Management and' Oversight 


Date 
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Annex A — Sample Report Caveat 


A.1 Example Classified or Protected eyber defence reports must contain a caveat on 
the cover page. The following example may he used: 


"This report contains details of entities, techniques or intrusion 
identifiers relating to malicious activities against information 
systems. Do not attempt to conduct open-source queries, probes or 
scans on the identities, techniques, domains, RLs, IP Addresses 
or other intrusion identifiers contained in this report. Such actions 
may tip hostile entities, harm information systems and/or produce 
false positives in security monitoring systems. Any proposed use 
beyond mitigation advice provided in this report must he approved 
by the originator of this report." 
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Annex B — Cyber Defence Report Release Authorities 
(from OPS-1) 


To the institution from 
which the information was 
obtained (with no further 
release) 


Reports containing 
* nn CII (or CII allowed 


under paragraph 4.7 of 
OPS-1) 


* no private 
communications 


• private communications 
previously approved by 
DC ITS in other cyber 
defence reports 


Reports containing 
suppressed CH but no 
private communications 
Reports containing private 
communications 


To any recipient, including 
or beyond the institution 
from which the information 
Was obtained 


To any recipient beyond the 
institution from which the 
information was obtained 


Operational 
Supervisor 


Director-


Director 
General 


Operational 
Manager 
(or higher) 


DC ITS 


Open source To any recipient n/a 
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St.C.P,F1 


. National Defence Defense nationale 


National Defence Headquarters 
Ottawa, Ontario 
K1A OK2 


344-1 (Comd) 


July 2013 


Quartier general de la Defense nationale 
Ottawa, (Ontario) 
K1A 0K2 


Scott Jones 
Director General Cyber Defence 
C.'ommunications Security Establishment 
1500 Bronson Avenue 
Ottawa, ON K1A 0K2 


AMENDMENT 2 TO MOD BETWEEN CSE DND ON COMPUTER. NETWORK 
DEFENCE, SERVICES 


References: A_ Amendment 2 to the Moli dated 20 February 2009 between CSE and 
DND on Computer Network Defence Services (enclosed) 
B. Mot I between CSE and the Cl" on COMputer Network Defence Services, dated 20 
February 2009. 
C. SSC Letter to DND/CSE dated 25 July 2013 (enclosed) 


1. 1-1:nclosed far signature at Reference A is an extension to the Reference B original 
MoO between CSE and the CF on Computer Network Defence Services, dated 20 
February. 2009. As is identified in Reference C. Shared Services Canada (SSC) supports 
an extension of the existing MOO between CSE and DND until the end of Fiscal Year 
13/14, during which time terms of a new tri-departmental MOO will need to established, 


7). 'The enclosed Amendment 2 has been signed by BCien Mazzoni), DGIMO, for 
DND. Your signature is requested to officially extend this MOO until the end of FY 
13114. I would ask that a copy of the document. once signed, be provided back to Cdr 


CMG DCOS Plans. 


I. A en 
( lone 
Coi.firn ail de r 


Canadian Forces Information Operations Group 


Enclosures: 2 


SEC RE1 


C an a 
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Amendment 2 to the MEMORANDUM OF UNDERSTANDING (MoU) 
Dated 20 February 2009 


BETWEEN THE 
COMMUNICATIONS SECURITY ESTABLISHMENT (CSE) 


AND 
DEPARTMENT OF NATIONAL DEFENCE (DND) 


(each a Party and together, the Parties) 


Computer Network Defence Service 


The Parties hereby agree to amend the following paragraph: 


Paragraph 16 (1), Term of this MoU, by extending the effective date until the end of Fiscal Year 
13/14, to read as follows: 


This MoU comes into effect on the day it is signed by the Parties and will remain in effect 
until 31 March 2014. The term of this MoU may be extended or shortened with the written 
consent of the Parties. 


For th Comrutlhications Security Establishment — CSE IT Security: 


/ 


ott„,,Iones IX. IT 5 Tovi 1'torpri-
)111tritior General Cyber Defence 


'Omrnunications Security Establishment 


For te-
,/ 


partment of National Defence: 


Robert G.Ititazzolin 
Brigadi0 General 
Director General Information Management Operations 
Department of National Defence 
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1. introduction 


1.1 Scope 


1.2 Application 


1.3 Objective 


ISPOC 
Compliance 
Monitoring 
Program 


These instructions address the requirements for conducting Compliance 
Monitoring of Cyber Defence Activities, in response to OPS-I-8, Operational 
Procedures ,for Policy Compliance to Ensure Legal Compliance and the 
Protection of the Privacy of Canadians, and identify compliance monitoring 
responsibilities for the Cyber Defence Branch, Cyber Defence Team, and ITS 
Policy, Oversight & Compliance ( oc). 


These instructions apply to CSEC personnel and any other parties, including 
secondees, contractors and integrees, involved in conducting or supporting 
eyber defence activities. 


As required by law, CSEC must have measures in place to ensure lawfulness 
and protect the privacy of Canadians when conducting its activities. For 
Cyber Defence, these measures are set forth in:. 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC .Activiries 


• OPS-1 -6, Operational Procedures for Naming and Releasing 
Identities in Cyber Defence Reports 


• OPS-1- 14, Operational Procedures for Cyber Defence Operations 
Conducted Under Ministerial Authorization 


• OPS- - 1 5, Operational Procedures for Cyber Defence Acclivities 
Using System Owner Data 


• ITS Operational Instructions (MOTs) 


Following these instructions will ensure that: 
• CSEC management and staff follow policies and procedures related to 


the privacy of Canadians and the lawfulness of activiiieS, 
6  there is documented verification regular monitoring is conducted, Laid 
• gaps or errors in existing policies, procedures or processes are 


identified, which in turn, supports a compliance monitoring program 
that. is responsive to changing requirements, 


1P C has established a compliance monitoring program. in accordance with 
OPS- I-8 to assess the compliance of Operational activities with pctlicy 
instruments, addressing legal requirements and the protection of the privacy of 
Canadians. This program will document all compliance monitoring activities 
conducted by IPOC. 
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2. Compliance Monitoring Roles and 
Responsibilities 


21 Roles and 
Responsibilities The roles and responsibilities for compliance monitoring within IT Security are 


as follows: 


Who Roles and Responsibilities 
Deputy Chief, 
ITS (DCITS) 


I * Ensuring that a compliance monitoring program is in place; 
j ci, Reviewing quarterly compliance monitoring reports. 


Director General, 
Cyber Defence 
(DGCD) 


* 


a 


Reviewing compliance monitoring plans to ensure they are 
consistent with operational direction; 
Reviewing quarterly compliance monitoring reports. 


Director, 
Program 
Management and 
Oversight (PM0) 


* 


2


.:, 


* 
* 


Ensuring that a compliance monitoring program is developed and 
imp[enienied; 
Directing the monitoring program as a whole; 
Taking a leadership role in addressing any identified deficiencies; 
Reviewing quarterly compliance monitoring reports: 
Forwarding  compliance monitoring reports to DGCD and DCITS. 


ITS Policy 
Overs.ight and. 
Compliance 
(IPOC) 


2


0 


® 


* 
2


* 


Developing, implementing and updating the policy compliance 
monitoring program; 
Assisting managers in the conduct of policy compliance 
monitoring; 
Maintaining records of policy compliance monitoring activities; 
Compiling and forwarding reports. 
Coordinating resolution of legal issues; 
Providing compliance monitoring reports to Director, EMO with 
copies provided to D2. 


Cyber Defence 
Team Directors 


k 


Cyber Defence 
Team Managers 


* 
* 


* 


a 
2


Supporting the compliance monitoring program as a whole; 
Reviewing reports forwarded to them and taking a leadership role 
in addressing any identified deficiencies. 


Conducting policy compliance monitoring iri accordance with 
direction from IPOC; 
Reporting any non-compliance to their director, and to IPOC; 
Taking appropriate corrective action when non-compliance or 
weaknesses are identified or communicated to iheirl; 
Seeking policy advice, when appropriate. 


Cyber Defence. 
seam 
Operational 
Personnel 


* Cooperating. with any elements conducting policy compliance 
monitoring. 
Reporting non-compliance or other weaknesses to the appropriate 
Manager. 
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3. Compliance Monitoring Activities 


The following table identifies "theme" activities related to lawfulness and 
protecting the privacy of Canadians that are subject to policy compliance 
monitoring as per OPS-I-8. These activities and specific categories must be 
monitored over a 3-year period. The, specific categories May be revised over 
tune, as monitoring or operations develop, 


3.1 Compliance 
Monitoring 
Activity 
Themes 


Theme Activity Specific Category 
Data handling • 


a 


gi 


Essentiality 
Privacy annotations and 
accountability markings 
Access to databases 


Reporting * Sign-off levels 
Data retention and 
disposition 


8


* 
Retention schedules 
Destruction 


Collection  management * IT Security data collection 
Information management * Corporate files related to authorities 
Conditions imposed by 
Ministerial 
Authorizations 


a Inputs to Reports to Minister 


Dissemination a 


*. 
Sharing data 
Sharing reports,


The annual compliance monitoring plan identifies how IPOC will monitor 
each of the "theme- activities at least once every three years. Compliance 
monitoring activities to be conducted by the Cyber Defence Branch, Cyber 
Defence Team., and rpm: that correspond to the themes identified in OPS-1-8 
are outlined in these instructions. These activities may also be modified as 
eyber defence operations evolve. 


For the purpose of these instniciions, "The Cyber Defence Team" refers to 
CSEC personnel, secondees,. contractors, or integrees who are authorized to 
conduct or support cyber defence activities, 


5 
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3.2 Data The Data Handling theme contains. the following sub-items: 
Handling 6 Essentiality: Have essentiality and relevancy tests been met? 


• Privacy annotations: Have private communications, in whole or in 
part, or metadata associated with a private communication that can 
identify one or both communicants or the communication itself, been 
marked for the purposes of identifying and tracking the use and 
retention of cyber defence data collected under Ministerial 
Authorization? 


® Access to databases: Have approvals related to accessing data been 
obtained? Is data access restricted to only those that require it? 


Essentiality 


The Cyber Defence Team must ensure relevancy and essentiality tests 
are incorporated within cyber defence tools, and that relevancy and 
essentiality rationales are applied at the time the decision is made to 
retain data and remain compliant with policy. 


IPOC will verify that relevancy and essentiality tests are incorporated into the 
system of record for storing private communications, and that essentiality 
justifications remain consistent with policy. 


Privacy Annotations and Accountability Markings 


Recognized private communications must be counted when they are initially 
used or retained. Refer to ITS01-1-2.for guidance on recognizing private 
communications in data. 


The Cyber Defence Team must notify IPOC when: 
6 Changes are made to the system of record for tagging, storing 


and reporting private communications that could impact 
reported private communications counts, 


6 Private communications are deleted from the systein of record. 
* Data that has been used and retained is later determined to 


contain private communications. 
6 A service or tool that could impact privacy is being developed. 


For compliance monitoring, IPOC will: 


* Conduct random sampling of events containing private 
communications to ensure counts are accurately recorded. 


ffi Verify that privacy annotations and markings are appropriately.
applied. 
'• Verify that the system of record tracks. modifications to private 
communications counts. 
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Access to Databases 


CSEC Access 


Access to raw tuber defence data is restricted to individuals that have 
acknowledged the legal and policy requirements for cyber defence operations 
and have been authorized by DO, Cyber Defence. (DGCD). 


Cyber Defence Team Supervisors must inform IPOC of new personnel 
requiring access to raw data, and notify IPOC if a member no longer 
requires access. 


IPOC will oversee access to databases by: 


• Administering an annual policy briefing, and providing guidance as 
required. 


▪ Administering an annual mandatory J1'S Policy quiz with a required. 
pass mark to the Cyber Defence Team. 


• Administering the ITS Policy Quiz to new employees prior to them 
being granted data access permissions. 


® Maintaining a validated list of staff that have demonstrated an 
understanding of operational policy and are authorized by DGCD. 


Second Party Access 


Cyber Defence Team Managers must ensure ITS Cyber Know ledge 
Bases (CKBs) that contain only used and retained data are compliant. 
with policy regarding Second Party data access, and meet the following 
conditions: 


O Only authorized Second Party users may access used or retained 
data. 


• Users must be aware of any limitations concerning use of the 
data. 


IPOC 'will conduct compliance monitoring of Second Party access to CKBs to 
verify that these conditions are met. 


Rporting The Reporting theme contains the following sub-item: 
O Sign-off levels: Have all required policy requirements and approvals 


been obtained for reports? 
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Cyber Defence Team Managers most ensure all cyber defence reports 
are compliant with policy and that the appropriate release approvals 
have been obtained. 


For cyber defence report release authorities, see OPS-.1, paragraph 4.15. 
Refer to USN- l -4 for guidance on cyber defence reporting and Recommend 
and Release Authority Considerations. 


IPOC will conduct random sampling of released cyher defence reports to 
ensure that the required approvals have been obtained and policy 
requirements have been met. A sample of reports using both automated and 
manual dissemination processes will be verified. 


For any changes to report release mechanisms or processes the Cyber 
Defence Team is responsible for ensuring that policy requirements arc 
met. 


3.4 Data 
Retention and 
Disposition 


The Data Retention and Disposition theme contains the following sub-
items: 


® Retention schedules: Has data or information been retained with the 
correct protections, for the right purpose and for the correct amount 
of time? 


* Destruction: Has data or information been disposed of after the 
specified time period'? If required, is there a record of the 
disposition? 


Cyber Defence Team Managers roust ensure that: 


• Automated deletion processes are functioning properly to ensure 
data collected under Ministerial Authorization that has not been 
used or retained is deleted within Detached metadata 
must be deleted within when no longer relevant: 


* Data Provided by a System Owner (IPSO) is tracked in a 
centralized repository that can be accessed by IPOC. The data 
must he tagged as non-MA and labelled with an identifier (e.g„ 
event number) to ensure the proper application of retention and 
disposition schedules. 


* Data Provided by 'a. System Owner (DP-SO) is deleted within= 
of completion of the requested assistance, unless 


retention is approved by the requnstor. if retention is approved 
by the recuestor, consent must be documented and stored in a 
centralized repository that can he accessed by IPOC. 
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Cyber Defence Team Members must: 


* Ensure raw data that is not accessible by automated deletion 
processes (e.g., saved on a desktop) is retained or deleted in 
compliance with specified retention schedules (i.e., 
MA data, and for non-MA data). 


• Acknowledge and document on a quarterly basis via a Web 2.0 
Form submission that they have deleted all locally stored data. 
(IPOC will send quarterly verification reminders' that will 
include a link to the Web Form.) 


Cyber Defence Team Managers are responsible for ensuring that their 
employees have acknowledged and documented deletion of locally 
stored data. 


IPOC will monitor compliance by verifying that: 


a Deletion scripts are functioning properly. 
• DPSO. data is tagged, tracked, and deleted in accordance with 


retention schedules. 
• Cyber Defence Team members have acknowledged deletion of 


locally stored data in accordance with retention schedules by 
conducting spot checks of data deletion acknowledgments. 


3.5 Collection 
ilagetutint 


The Collection Management theme contains the following-sub-item: 
• ITS Data Collection: Is data collected in a manner that is not 


directed at Canadians or other persons in Canada? Are intercepted 
private communications properly accounted for and auditable? 


Cyber Defence Service and Tool Policy Compliance Verification 


The Cyber Defence Team must contact IPOC for policy compliance 
verification when developing a new service or tool framework. 


The CYber Defence Activities Service and Tool Privacy Verification Form 
(see Annex Al will beused IPOC to establish whether: 


• private communications could he intercepted? 
• use of the tool could he_ directed against Canadians? 
▪ the tool will collect personal information? 
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The Cyber Defence Activities Service and Tool Privacy Verification Form 
will also be used to confirm that all intercepted private communications are 
properly accounted for and the data selection is ElLidiiable. The Form must 
be updated when new tool .frameworks or toolscts within an existing 
.service are implemented. that involve: 


® the possibility of interception private communications 
* using Canadian Identity Information (CII) as a search criteria 


When a new service o.r tool framework is developed the relevant Cyber 
Defence Team Manager must complete and sign a.Cyber Defence 
Activities Service and Tool Privacy Verification Form. 


Prior to the deployment of any MA or non-MA services or tool. 
frameworks the relevant Cyber Defence Team Manager must also 
complete and sign the Cyher.Defence Activities Tool Framework Policy 
Checklist (see Annex Al.. 


The Cyber Defence Team will also provide IPOC with all relevant 
operational documentation related to cyber defence capability 
deployments (e.g., Client Consent Briefings, CONOPS, SOPs). 


Cyber Defence Operations Signature Selector 'Verification 


When deploying signatures (i.e., automated queries that scan traffic or data 
in order to detect malicious Cyber activity) that contain Canadian selectors: 


The Cyber Defence Team must: 


• Seek approval from the Cyber Defence Team Supervisor for 
Type 1 signatures (i.e., comprised of a Canadian selector 


• Seek approval from the Cyber Defence Team. Manager for Type 
2 signatures (i.e.., comprised only of a Canadian selector), 
provide sufficient documentation that the signature returns 100%: 
foreign malicious activity, and notify IPOC. 


• Track and review signatures every six months. 
• De-task signatures if obsolete, or pulling in legitimate traffic. 


_Refer to ITS'01-1-1„S'eclion for• guidance on signattwas and selectors. 


For compliance monitoring purposes. the Cyber Defence Team must 
make the signature database accessible to IPOC. 


l ii 
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1POC will verify that the signature database enables the Cyber Defence 
Team to tag all signatures containing Canadian selectors. Signatures 
containing Canadian selectors will be reviewed by IPOC for policy 
compliance. 


Cyber Defence Operations Query Auditing for Inadvertent. Targeting 
of Canadians 


Cyber Defence Team Managers are responsible for ensuring: 


Analyst queries from the cyber defence data analysis repository 
at the triage and analysis levels are reviewed to detect any 
possible anomalous user activity. The results of the review must 
he documented and submitted to IPOC on a quarterly basis. 


a Raw data queries that could be inadvertently directed at 
Canadians are sampled on a quarterly basis. The results of the 
reVieW will be documented and submitted to 1POC on a quarterly 
basis. 


Queries run on tools that may impact privacy are logged, 
auditable, and backed-up as necessary. 


9 Any findings of queries inadvertently directed at Canadians are 
reported to IPOC immediately. 


When queries against raw data are sampled, these queries will be logged in the 
database in order to assist Cyber Defence Team Managers in documenting their 
compliance monitoring activitie.s for review purposes, 


IPOC will verify that the Cyber Defence Team Managers are conducting 
reviews and that any anomalous activity has been properly addressed. 


3,611-iformation 
Managertietit 


The Wormation: Management theme contains the following sub-item: 
s Corporate files related to authorities: Are the required 


corporate files complete and up to date? 


For activities conducted under Ministerial Authorization, the relevant. 
Q/ber Defence Team Managers must ensure a documented request is 
received, stored in a corporate repository accessible for review, and 
IPOC is notified. 
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Cyber Defence Team Managers must ensure a corporate record for all 
cyber defence .activities is established and maintained. This includes all 
relevant documentation regarding decisions, and approvals that require 
pod icy oversight. 


'For DPSO activities, the relevant Cyber Defence Team Managers 
must ensure a documented request was received from the system owner, 
or an appropriate representative of the system owner with the system 
owner's consent. This request must be stored in a corporate repository 
accessible for review. 


IPOC will conduct compliance monitoring to: 


di Verify that a documented request for each activity conducted 
under Ministerial Authorization is recorded and stored in the 
client file for the given MA. period. 


* Verify that non-MA activities are compliant with operational 
policy and procedures and documented as required. 


IPOC will document all compliance monitoring activities and reported 
complianceand privacy incidents, 


3.7 Conditions 
Imposed by 
Ministerial 
Authorizations 


The Conditions hnposed by Ministerial Authorizations theme contains the 
following sub-item: 


* Required reporting elements: Are the necessary records being 
kept up to date so that reporting to the Minister will be timely 
and accurate? 


Cyber Defence Team Managers will ensure all private 
communications used and retained are recorded and counted per federal 
institution and made available to iPOC upon request. 


In order to meet tile conditions imposed by Ministerial Authorization IPOC 


• With assistance from the. Cyber Defence Team, prepare 
reporting for the Minister on the number of private 
comnniunications used or retained upon expiration of the 
Ministerial Authorization, or at any tune upon request. 


12 
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• Co-ordinate bi-annual technical audits by lion-Cyber Defence 
Team personnel to verify the integrity of the: system of record 
used to count private communications. 


• Review database change logs in order to identify any 
documented technical modifications to the syste.m of record 
used to count private communications that could affect the 
count accuracy. 


® Notify Strategic Policy of all new requests for activities 
conducted under Ministerial Authorization, and. verify that. the 
Minister has been notified prior to.condueting the cyber 
defence operation. 


3.8 
Dissemination 


The Dissemination theme contains the following sub-items: 
® Sharing data: is data shared according to the rules set out in 


policy documents? 
▪ Sharing reports: Are reports-shared according to the rules set 


out in. policy documents? 


Sharing Data 


Cyber Defence Team Managers are responsible for: 


Approving use of and access to IT Security CKI3s and ensuring 
data is shared in accordance with policy requirements. 


if. Ensuring ITS CM:3s maintain statistics on the volume of used or 
retained data shared with Second Parties, including results from 
signatures which produce output that is automatically used or 
retained. Documentation of all output shared with Second 
Parties must he kept and made available to IPOC. 


IPOC will conduct random sampling of data share with Second Parties to 
ensure policy compliance. 


i3 
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Sharing Reports 


Cyber• Defence Recommend and Release Authorities must: 


* Ensure released reports meet the relevant policy requirements 
outlined in ITSOTI-4„Section 2.15. 


• Ensure details concerning the release of eyher defence reports, 
regardless of the report format type, are recorded in a corporate 
repository that is accessible to IPOC. Refer to ITS014-4, 
Section 2.16 for report release documentation requirements. 


IPOC will conduct random sampling of eyber defence reports that are. 
released both through, and outside of automated report dissemination tools to 
verify policy compliance. 


14 
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4. Additional Information 


4.1 Accountability This table establishes the areas of responsibilities as they relate to these 
instructions. 


4,2 
Anlendrueuts 


Who 
Deputy Chief, IT Security 
Director, Program 
Management and Oversight: 


Manager, Corporate and 
Operational Policy 


Responsibility 
e A. roving these instructions 
• Recommending these instructions for 


approval 
ffi Revising these instructions as 


necessary 
ffi Monitoring compliance with these 


instructions 
• Communicating guidance to those 


authorized to conduct cyber defence 
activities regarding any revisions to 
these- instructions 


* Reviewing these instructions to ensure 
compliance with CSEC policy 


Situations may arise where amendments to these- instructions axe required 
because of changing or unforeseen circumstances. Such amendments will be 
communicated to relevant staff, and will be posted on the IPOC website. 


4.3 Enquiries For additional information or any questions related to compliance monitoring 
activities Or requirements please contact IPOC. 


15 
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5. Promulgation 


I hereby approve Operational Instructions ITSOI- 1-6, Cyber Di fence Activities:. Compliance 
Monitoring. 


These instructions are effective on. 


(Date) 


Approved 


Toni Moffa 


Deputy Chief, IT Security 


Reviewed and Recommended for Approval 


A/Director, Program Management and Oversight 


16 
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6. Annex A 


Cyber Defence Activities Service and Tool Privacy Verification Form 


Client(s) 


Service or Tool Framework (Note: additional 
tool frameworks and toolsets require IPOC 
consultation in advance) 


Specific Client name or "All" 


Enter the short name of the Detection Capability 


Description 
Enter a description and provide examples if needed to help clarify, 
Attach any amplifying documentation to assist in the review and 
approval process 


Yes. No ) N/A Fs data that contains intercepted private 
eommunications collected or selected? 


Please provide documentation explaining 
where data is collected or selected.. If this is 
unknown, IPOC will work with operations to 
assist in that determination. 


Enter description or do.cumentati on reference 


Links to s upporting documentation 
Add CERRID links to supporting documents (e.g. diagrams, 
CONOPS, etc.) if applicable. 


Point of Contact woo POC for further information on the service/tool and its deploymont. 


We have reviewed the information provided and re•satklied that the deployment of this capability does not direct 
Cyber Defence Operations at Canadians or other persons in Canada, Also, that all intercepted private comrnanivations 
are properly accounted for and the data selection process is auditahle„ 


Tp0(7 Miinags4.4Wievr' uric : Position: 


Sigma a e: 
- 


Date: 
— .r :•::, :.:•:::i.,.: .. . ::::. . ::: ..? • •••• — •: ,: ..: a...-i::::-::.::::::•,...:.:-:::. • • :: ...: :....::::.::::::::*]::::..:•:::::::::::•:•:::.:., 


if.10 144 1'44ilag.atf: iii. 001.A   tp4.0:i:0#0...::,4..:.::.:., 00040 ii.OtikOMOg#4.090kg.b.  ............. 
Name: Position: 


Signamte: Date: 


NOTES: 


.D33.a fan  t,ACti 'MI h 1.13t.:.: ii,:131.,.1.i:lic- ::Ind ...NIA attthority. 


zkilak.:i%t i til.ust. be. aide.: i s ytIci i•er:i :- i :re .whi eh <tam... .. i L-I ibtimat f in:. iiii:::iiiiibletik* lir3V0 ::ifir,,,,atagiiiI 11 


:if00 :0:140,11) .1400410.0i.EN,,f040.01.t.0 -: 3igo-Aol[ as Siit .*itte:ihis:(it:ierliliiiiiiii.)6:,
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MA Cyber Defence Activities Tool Framework Policy Checklist 


Client: Tool Framework: 


Requirement Comments Date initials 


Client 


U Existing MOU in place with client 


❑ Technical discussion with Client, if required 


(e.g. system compatibility') 


0 


Potential risks (business and technical) 


explained to Client 


(May be parr of a CONOP, brief 410(1, etc.) 


❑ Tool framework scope outlined with Client 


(May be part of a CO "JOY, brief; 1140(4 ere.) 


❑ Client conSent to the dephrptienl. 


CSE 


1
1 


Prior to technical discusion will; Client, 


cousidl,iion with Cyber Defence Branch 
(CDC)) to di ;ettss technical requirements for 


the tool deployment : if required 


0 
Tool conforms with CSE data 


retentionidelelion policies 


Ei iPOC policy compliance verification — 


Service& Tool Privacy Verification Form 


0  Corporate record established/maintained and 


1 is audirable 


trtif‘rt 


• . 14yll:4.4..4xt:„.


N;inie• Position: 


Signature: Date: 
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Non-MA Cyber Defence Activities Tool Framework Policy Checklist 


Tool Framework: 


Requirement Comments Date Initials 


Clitut. 


0 Client request for assistance (documented) 


D 


Client permission to use data for part (h) of 
CSE mandate 


(For tt:ole retarnin data. to CSE) 


❑ Client data .disposal guidance 


(For tools- returning data to csf-,1 
❑ Technical discussion with Client 


e.g. system compatibility) 


❑ 


Potential risks (business and technical) 
explained to Client 


(MaTy he part e.t.a CONOP„ brkf MOP, etc.) 


❑ Tod) scope outlined with Client 
(May he part of a. CONOP, brief MOO, etc.) 


CSE 


❑ CSE decision to assist documented 
(Nuiti-GC only) 


Evidence tool doesn't intemuept PC 
(Only if tool returns data to CSE) 


0 


Consultation with Cyber Defence Branch 
(CDO) to discuss technical requirements for 
the tool deployment 


IPOC policy compliance YeriTication — 
SerViee tST.. Tool Privacy Verification Form 


❑ 


Approval from: (Cb-ele relevant authority ) 


Operational Manager rIXICD / DC ITS 
❑ Corporate record established/maintained and 


is auditabic 


rEfy t 


u;yanl Managenito  t tie 


Natnet 


Signet crc: 


- -- , ---- -- -- --- - 


Position: 
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November 14.2013 


Toni Moffa 
Deputy Chief Information Technology Security 
Cormnunications Security Establishment 
PO Box 9703 Terminal 
Ottawa, ON 


G 3Z4 


L)eex ,Moffa„ 


UNCLASSIFIED 


This is a forma! request :fix- the Conitrumications Security Establishment (CSE) to conduct cyber defence 
activities, including related analysis, computer and network monitoring and the provision of mitigation 
services on the computer systems and networks under the control and supervision of Shared Services 
Canada. This request stems from the need to increase reassurance in the proactive defence posture. of 
These systems. 


In my role as Senior ADM, Operations, I have the authority to provide CSE with access to the computer 
systems and networks under the control and supervision of Shared Services Canada. 


I understand that, during the coupie of cyber defence activities, private communications may be 
intercepted, which necessitates that an Authorization from the Minister of National Defence be in effect 
for the period of time during which the Cyber defence activities will lac performed. 


A Memorandum of Understanding (MoIT) will set the roles and responsibilities of all involved, as well as 
the scope of the activities. 


I authorize direct liaison between Shared Services Canada staff and CU, in order to develop the technical 
scope of the cyber defence activities; Eric Belzile, Director General Process Management and IT Security 
Operations is now designated as the primary contact for this purpose. Please direct any questions or 
concerns to Eric at 613-2908682. 


Sincerely, 


Cf 
,/ 


Kevin Radford 
Senior ADM, Operations 
Shared Services Canada 
434 Queen Street 
PO Box 9808, Station T CSC 
Ottawa, Ontario 
K G 4AS 


Ca nadi 
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Memorandum of Understanding between 
Communications Security Establishment (CSE) and 


Shared Services Canada (SSC) 


PART I — BACKGROUND 


SSC has requested in writing that CSE conduct cyber defence activities to help protect computer 
systems and networks under the control and supervision of SSC; 


CSE has the legislative mandate to provide advice, guidance and services to help ensure the 
protection of electronic information and of information infrastructures of importance to the 
Government of Canada; 


The Financial Administration Act authorizes SSC to take reasonable measures to manage or 
protect the computer systems and networks under its control and supervision; 


A Ministerial Authorization issued pursuant to -the Notional Defence Act (NDA) authorizes CSE 
to conduct cyber defence activities that may involve the interception of private 
communications, for the sole purpose of protecting the computer systems or networks of the 
Government of Canada from mischief, unauthorized use or interference. 


PART II CYBER DEFENCE ACTIVITIES TERMS AND CONDITIONS 


CSE and SSC agree as follows: 


1. Purpose 


The purpose of this MoU is to set out the terms and. conditions under which CSE's cyber 
defence activities will be conducted. Subject to operational capacity, the Parties will 
provide the support necessary to carry out cyber defence activities. CSE's cyber defence 
activities supplement SSC's user baseline security requirements and responsibilities, 


2. Roles and Responsibilities 


SSC will: 


g, Provide management personnel to assist in fulfilling the terms and conditions of 


this rviol..). 
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® Provide technical personnel both to respond to queries and action mitigation 
recommendations from CSE. 


e Provide the necessary information required by CSE to set up and activate cyber 
defence activities, to ensure that CSE conducts services only on computer 
systems and networks under the control and supervision of SSC. 


66 Ensure that CSE is kept apprised of the nature and extent of SSC authorities and 
any changes that are made to those authorities, as they happen. 


• Notify CSE of any changes to any system or network under the control and 


supervision of SSC that may impact upon CSE's cyber defence activities, such as 
providing timely notification of changes to Internet Protocol (IP) allocations. 


• Ensure that SSC clients have been informed that CSE may acquire their data, 
including personal information and/or private communications, while conducting 
cyber defence activities for SSC. 


• Facilitate CSE's interactions. with SSC's vendors or suppliers as necessary. 


CSE will: 


• Perform cyber defence activities to protect SSC's computer systems and 
networks from mischief, unauthorized use or interference. 


® Test tools prior to deploying them on SSC computer systems and networks. 


• Provide details prior to initial tool or service deployment on any of SSC's 


computer systems or networks. Details will include 


o operational engagement processes and procedure% 


o possible risks of deploying a tool or service, and 


o technical information and parameters of tools or services (to allow SSC to 


assess potential impacts). 


O Inform SSC of any significant changes to deployed tools or services that may 
affect the level of risk. 
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Investigate possible undue effects of cyber defence tools that are reported by 
SSC. 


o Keep SSC, informed when engaging with SSC clients on deployment of cyber 
defence tools on assets under client authority, if these assets connect or may 
connect to SSC owned systems or networks. 


3. Risk Acceptance 


CSE and SSC recognize that while cyber defence activities enhance and contribute to the 
defence of SSC systems, certain inherent risks accompany any level of activity. Any 
potential risks associated with tools or services will be brought to the attention of SSC 
prior to deployment. 


4. Fees and Expenses 


Each Party will be responsible for its own fees and expenses during the conduct of cyber 
defence activities. 


S. External Review 


CSE activities are subject to review by the CSE Commissioner, the Information 
Commissioner, the Privacy Commissioner, the Auditor General and arty other body 
established by Parliament for review purposes. Interviews or documentation may be 
requested as part of a review; CSE and SSC will cooperate fully with any such requests. 


6. Control of Data 


Cyber defence data obtained by CSE from SSC during cyber defence activities will be 
considered to be under the control of CSE only if it is identified as being relevant to 
CSE's mandate as stated in the NDA paragraph 273.64(1) (b), Further, data from SSC 
which contains private communications will he deemed under the control of CSE Where 
it is found to be essential to use and retain for the purpose of identifying, isolating or 
preventing harm to GC computer systems or networks (as required by paragraph 
273,65(4) (d) of the NDA). Any data not deemed to be relevant or essential will be 
deleted in accordance with CSE's policy. 


CSE may share data that has come under its control (as described above) with domestic 
and international partners involved in cyber security (both public and private sectors), 
for the purpose of Understanding and mitigating threats. 
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7. Data and Information handling 


(1) SSC will ensure that any classified or protected information provided to CSE in order 


to support cyber defence activities (for example, network diagrams) is clearly and 


appropriately marked. 


(2) SSC will inform CSE of clients that may have an increased level of sensitivity 


regarding their data. CSE will handle such data accordingly. 


(3). C:SE's Classified or Protected information 


a. CSE will ensure that any classified or protected information disclosed to SSC 


pursuant to this MoU is clearly and appropriately marked as such. SSC will 


handle such information in accordance with departmental security standards 


and handling instructions from CSE. 


b. All cyber defence data obtained from SSC that has not come under the 


control of CSE will be considered PROTECTED 8, unless marked otherwise. 


Application of CSE's policies will limit and control access to cyber defence data obtained 


from SSC and to other information obtained by CSE from, or about, SSC during cyber 


defence activities. Cyber defence data will be stored for up to a maximum of from 


the date it is copied; this does not include data that has come under the control of CSE. 


8. Personal Information and Privacy of Canadians 


CSE will handle personal information under its control in accordance with the Privacy 


Act. As required by paragraph 273.64(2)(b} of the NDA and established in CSE 


CSE will have measures in place to protect the privacy of Canadians. 


9. Interception of Private Communications 


It is understood that for CSE to conduct cyber defence activities which may involve the 


interception of private communications, CSE requires a Ministerial Authorization from 


the Minister of National Defence, pursuant to subsection 273.65 (3) of the NDA. CSE will 


only intercept private communications for the sole purpose of protecting the 


Government of Canada's computer systems or networks from mischief, unauthorized 


use or interference. 
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if at any point during the term of this MoU no applicable MA is in force, CSE will inform 


SSC of the fact; and will cease cyber defence activities that may intercept private 


communications until such time as a new MA is in place. 


SSC can at any time suspend cyber defence activities by contacting CSE„ or by 


terminating the flow of copied network traffic on the communications link between SSC 


and CSE. 


10. Information Indicating Criminal Activity 


in the unlikely event that any member of CSE encounters indications of a Criminal Cade 


offence (unrelated to a cyber threat) on the computer systems or networks of SSC, the 


incident and the data will be brought to the attention of SSC management. If SSC 


attempts to locate this data on their networks and systems, and is unable to find it, CSE 


can provide it to SSC if the data is available: SSC shall have responsibility with respect to 


follow-on action and notification of the appropriate authorities. 


11. Term of this MoO 


This MoO comes into effect on the day it is signed by the Parties and will remain in 


effect until either Party rescinds this agreement in writing. 


This MoU may be modified at any time with the written consent of both Parties (those 


signing this Mot!, their successors, or equivalents). 


Either Party may terminate or suspend services at any time, upon providing signed, 


written notice. 


Within of the termination of this Mold, CSE will provide notice in 


writing that all data in the SSC repository has been destroyed in accordance with CSE 


policy. 


Such notice may be delivered by hand, by regular mail, by email, or by courier. A notice 


shall be deemed to have been received on the day of its delivery if delivered by hand, on 


the fifth (51 business day after mailing if sent by regular mail, and on the date of 


delivery if sent by courier or email. 
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For the COMMUNICATIONS SECURITY ESTABLISHMENT: 


Toni Moffa 


Deputy Chief 


IT Security 


Communications Security Establishment 


For SHARED SERVICES CANAVt: 


/ 
/ 


Kevin Radford 


Senior Assistant Deputy Minister 


Operations 


Shared Services Canada 


Date 


MAR 2 7 2014 


Date 
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Objective of Today's Meeting 
M. 


9,L SK ik i58V367k §*!;;:YR•SG :,•••:.:.:•;;iQf * 


• 


• 


• Seeking your approval for the 2013-2014 SIGINT and ITS 
Ministerial Authorizations (MAs) and Ministerial Directives (MDs) 
on 


• There are four MAs to be renewed for 2013-2014 


— MAs authorize CSEC to undertake collection activities which 
risk the incidental interception of private communications 


• There are five MDs to be renewed for 2013-2014 
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Ministerial Authorizations (M 
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. . 


• MAs authorize CSEC to undertake activities or a class of 
activities to pursue its foreign intelligence collection or 
information technology security mandates when these 
activities risk contravention of the Criminal Code provision 
against the interception of private communications 


• The MA regime also enables CSEC to conduct operations 
consistent with its foreign intelligence collection (SIGINT) and 
information technology security protection (ITS) mandates 


• Without an MA in place, CSEC would be in violation of the 
Criminal Code if it intercepted a private communication in the 
conduct of its mandated activities 
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Ministerial Authorizations (MAs): Overview 
(cont'd) 


• 


. .. 
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he National Defence Act outlines specific criteria that CSEC 
must meet before an MA can be issued; the protection of the 
privacy of Canadians is paramount in all CSEC activities 


• All activities conducted under MAs are reviewed by the CSE 
Commissioner 


• In his latest report, the Commissioner once again concluded 
that CSEC continues to act lawfully in the conduct of its 
current activities 
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SIGINT Ministerial Authorizations: 2013-2014 


%." 


CSEC is requesting the approval of three SIGINT MAs which 
target foreign data and communications: 


1. Targets foreign communications 


2. tar ets forei n 
communications 


3 • 
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Conditions to be Satisfied: SIGINT MAs 


You may issue a SIGINT Ministerial Authorization only if you are 
satisfied that CSEC has met four conditions: 


I. The interception will be 
directed at foreign entities 
located outside Canada 


2. The information to be 
obtained could not be 
reasonably obtained by other 
means 


MR :1413490 


• 


Rn. 


CSEC uses "selectors" (communications addresses such as 
phone numbers, email addresses) as well as other precise 
search criteria to target foreign entities located outside 
Canada. Analysts conduct in-depth research on targets and 
selectors to confirm they are foreign. 


CSEC's targets are foreign entities who conceal information 
that is required b the Government of Canada —whether 
terrorist plans 
Except for a human intelligence asset, intercepted 
communications are the only potential source for the 
information being sought. 
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Conditions to be Satisfied: SIGINT MAs (cont'd 


3. The expected foreign intelligence 
value of the information that would 
be derived from the interception 
justifies it 


4. Satisfactory measures are in 
place to protect the privacy of 
Canadians and to ensure that 
private communications will only be 
used or retained if they are 
essential to international affairs, 
defence or security 


tilD.1413490 


CSEC collection activities provide unique intelligence on all 
Cabinet-approved intelligence priorities. The Request 
Memorandum for each MA activity also includes a 
description of the value of its intelligence collection. Year-
end metrics will also be provided for each collection 
activity in early 2014 in the MA Year-End Report to MND. 


CSEC conducts its activities in accordance with all relevant 
legislation, Ministerial Directives and operational policies 
in order to protect the privacy of Canadians. Examples of 
specific measures which protect privacy are: access to 
databases which may contain Canadian information is 
highly restricted; identities of Canadians are suppressed in 
intelligence reports so nobody can identify them; and 
communications to, from or about Canadians with no 
foreign intelligence value are purged from CSEC systems. 
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Canada, 
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ITS Ministerial Authorization: 2013-2014 


CSEC is requesting the approval of one Information Technology 
Security MA: 


1. Cyber Defence Activities (CDA): Upon request from a client department, 
CSEC will undertake cyber operations to detect threats and vulnerabilities 
in Government networks and systems and to mitigate malicious cyber 
activity directed at Government networks and systems 
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Conditions to be Satisfied: ITS MA 


You may issue an IT Security Ministerial Authorization only 
if you are satisfied that CSEC has met five conditions: 


.:. 
: .w:... 


1. The interception is 


necessary to identify, isolate 
or prevent harm to 
Government of Canada 
computer systems or 
networks 


2. The information to be 
obtained could not be 
reasonably obtained by other 
means 


ti1D1413490 


CSEC identifies and mitigates cyber threats on Government 
computer systems and networks in accord with its IT security 
mandate. Because CSEC is monitoring Government networks 
it is likely that CSEC will intercept private communications in 
the course of its activities as malicious activity directed 
against GoC computer systems and networks is often 
disguised as normal or legitimate files or network traffic. 


It is impossible to effectively identify and prevent potential 
cyber threats from harming GoC computer systems or 
networks without acquiring and analyzing a copy of suspicious 
files, computer processes or network traffic. 
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Conditions to be Satisfied: ITS MA (cont'd) 


3. The consent of persons whose 
private communications may be 
intercepted cannot reasonably be 
obtained 


4. Satisfactory measures are in place 
to ensure that only information that is 
essential to identify, isolate or prevent 
harm to Government of Canada 
computer systems or networks will be 
used or retained 


5. Satisfactory measures are in place 
to protect the privacy of Canadians in 
the use or retention of that 
information 


f319).11.3490 TOP SECRET 


While CSEC obtains the consent of the requesting federal 
institution, it is impossible to obtain the consent of all 
persons outside the federal institution network. 
Obtaining this advance consent may also alert malicious 
actors to CSEC's activities. 


CSEC only conducts Cyber Defence Activities on the 
networks of requesting departments or agencies. In 
addition, CSEC deletes all network data not used 
or retained for reporting. 


Examples of specific measures which control the use of 
network information include suppression of Canadian 
identities in reporting, highly restricted access to 
databases containing Canadian information. 
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Ministerial Directives: 
.......................... . : 


Five Ministerial Directives (MDs) related to the CSEC 
Program require your signature. 


• These MDs :overn 


• MDs are renewed annually. 
• 


• The collection that is enabled by 
D is essential to the CSEC SIGINT program. 


- In the 2011-12 MA year intelligence reports generated by CSEC, 
CFIOG and Five Eyes partners based on CSEC n. 


anadA 
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Ministerial Directives: 
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• There are two types of Ministerial Directives that govern the 
Program: 


1. Overarching 2012 Ministerial Directive on 
(This is a standing MD and does not require annual renewal) 


2. Five MDs (renewed annually) 


• The five 
Each 
by a cover name: 


1. MD on 


2. MD on 


3. MD on 


4. MD on 


5. MD on 
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Privacy Protection: Overview 
/7,044S,4fFF 


]] i 


• CSEC is prohibited by law from directing its foreign intelligence 
activities against Canadians anywhere or any person in Canada 


• CSEC applies rigorous protections to inadvertently collected 
private communications 


— Dedicated Operational Policy unit focused largely on privacy protection 


— Embedded Department of Justice team to provide advice to CSEC staff 


— External review by the CSEC Commissioner and Privacy Commissioner 


• Ministerial Directive (MD) sets out Minister's expectations for 
the protection of the privacy Canadians 


— Privacy of Canadians MD: revised MD nearing completion 
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Privacy Protection: Specific Measures 
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• Specific measures taken by CSEC to protect the privacy o 
Canadians include: 


- Access to 'raw SIGINT' databases is restricted within CSEC; allies and domestic partners do 
not have access to CSEC-collected raw intelligence which may contain Canadian information 


- Canadian information in both cyber defence and SIGINT reporting is suppressed so no 
Canadian can be identified by domestic partners or allies 


— The release of a Canadian identity to a domestic or allied partner requires a rigorous 
justification; there are no exemptions or blanket approvals to release Canadian information 


- All network data derived from cyber defence activities is deleted unless 
specifically marked for retention by a CSEC analyst; a similar process exists in SIGINT for 
information to, from or about a Canadian 


- For both SIGINT and cyber defence activities, CSEC conducts regular internal monitoring 
and auditing to ensure policies and procedures are being implemented diligently 


- All metadata associated with a Canadian that is shared with Five Eyes partners is 
"minimized" so our allies cannot identify the Canadian 
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• Strict policy controls on sharing of information about Canadians 
with domestic and allied partners 


• Domestic: CSEC shares intelligence with several Canadian security 
and intelligence organizations (e.g. CSIS, RCMP, CAF, CBSA, DFATD) 


— Any information that could identify a Canadian is removed from all CSEC 
intelligence reports 


— Domestic partners may request the release of the identifying information, 
but must provide a thorough justification and an explanation of how that 
information will be used 


• International: Agreements with allies regulate sharing of Canadian 
information with Five Eyes partners 


• CSEC guided by MD on Risks in Foreign Information Sharin 
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Summary 
.. .. 
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... 


... 


• A table of significant changes to the MAs and Memoranda has 
been provided for your reference (Annex A) 


— From the 2012-13 MAs and Memos to the 2013-14 versions there have 
been minimal changes to the MAs and the activities they authorize 


• The CSE Commissioner has found CSEC to be lawful in all 
activities conducted under Ministerial Authorization 


— The CSE Commissioner reviews CSEC activities under MA on an annual 
basis 


• CSEC will return to you immediately should any serious issues 
arise in the conduct of MA activities 
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... 


• It is recommended that you approve by Nov 30 


1. CSEC's 2013-2014 requests for new Ministerial 
Authorizations, and 


2. CSEC's 2013-2014 requests for new Ministerial 
Directives on 


• CSE will return with an enhanced Ministerial 
Directive on the Privacy of Canadians in the near 
future 
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Annex A: Changes to 2013-2014 MAs and Memos 
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MA The change Reason for change 


Cyber Defence 1. "on which it intends to act." Added to clarify when CSEC Previously, the wording suggested that CSEC should go to the 
Activities would notify the Minister of a Letter of Request. Minister whenever it received a Letter of Request, even if it did 


not intend to act on it. Therefore the change was to clarify that 
2. "Letter of Request" replaced with "request in writing". 


3. "signed by an appropriate individual acting on behalf of the 


CSEC would only go to the Minister when it received a request 
on which it had decided to act. Additionally, the wording "Letter 


requesting federal institution." Removed to clarify language. 
of Request" was replaced with "request in writing" as there was 


concern that the former wording was too limiting. 


All Memos: All statistics and metrics were updated for 2013-2014. 


Cyber Defence Activities (CDA) Memo: Cyber incident stats were updated with 2012 statistics. There was a notable decrease in cyber threat incidents in 2012 in 
comparison to 2011 due to improved mitigation efforts, but there was concern that this misrepresented the threat environment (making it appear as if cyber threats 
were diminishing), therefore 2011's cyber threat incident numbers were not included in this year's memo. (p.2 para 1) 
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28 May 2008 


1. Introduction 


1.1 Objective These instructions outline CSEC's roles, responsibilities and procedures to be 
followed in failure notifications. These notifications are issued 


DNI 
DNI 


an Expertise Request must be completed manually. 


1.2 Authority This Canadian SIGINT Operations Instruction is issued under the authority of 
the CSEC Deputy Chief, SIGINT. 


1.3 References • CSEC OPS-1 
• CSEC OPS-3-1 
• User Guide Version 1.7, dated 4 June 2007 
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1.4 Context Targeting of DNI strong selectors to Canadian 
collection systems may result in the interception and collection of information 
confirming the 1 Those strong selectors which are 
targeted in order to intercept DNI must meet the same requirements 
as any other form of DNI targeting (i.e., only foreign entities believed to be 
located outside Canada are targeted). This information, or DNI 
may provide with an opportunity which 
lasts DNI are forwarded to the 


If the IP address is identified as being foreign, then it has passed the test. 
A message is automatically generated and forwarded to.for further action. 


DNI 


automatically generated 
Expertise Requests are 


These instructions apply in those scenarios, 
as well. 


does not perform activities using DNI 
unless an Expertise Request results 


in a roreign aetermmarion. 


1.5 Application These instructions apply to all SIGINT staff participating in or supporting 
these operations. 


DNI 
DNI DNI 
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1.6 The following table outlines the responsibilities with respect to these 
Accountability instructions. 


Who Responsibility 
Deputy Chief SIGINT Approving these instructions 
Director General SIGINT 
Programs 


Recommending these instructions for 
approval 


Director, SIGINT 
Requirements, SIGINT 
Programs 


• Promulgating and implementing these 
instructions 


• Revising these instructions as required 
• Seeking legal and/or policy advice if 


required 
• Responding to questions concerning 


these instructions 
SIGINT Directors-General and 
Directors 


Applying these instructions 


All CSEC and CFIOG 
managers who are affected by 
these instructions 


Ensuring that their staff read, understand 
and comply with these instructions and any 
amendments to these instructions. 


All CSEC and CFIOG staff who 
are affected by these 
instructions 


Reading, understanding and complying with 
these instructions and any amendments to 
these instructions. 


1.7 Amendment 
Process 


Situations may arise where amendments to these instructions may be required 
because of changing or unforeseen circumstances. All approved amendments 
will be announced to staff and will be posted on the SIGINT Programs 
Oversight and Compliance (SPOC) website at 


1.8 Enquiries Questions related to these instructions should be directed to Operational 
Managers, who, in turn, will consult with SPOC staff (e-mail 


') when necessary. 
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2. Roles and Responsibilities 


2.1 The following table outlines the responsibilities of various areas of CSEC in 
Responsibilities the Expertise Request process for DNI 


Group Responsibility 


• Completes Expertise Requests received during 
regular working hours 


• Distributes determinations, as described in 3.2 
• Populating the collateral database 


Production • Complete Expertise Requests received outside 
the regular working hours 


• Distribute determinations, as described in 3.2 


Areas 


Collection 
Management 


• Reviews Approval Requests and notifies 
when they may be actioned 


• De-targets the targeted selector, if a completed 
Expertise Request results in a 5-Eyes 
determination 


CANSOC • Contacts during off-hours by e-mail 
and/or telephone, if is required (i.e., to 
review an Approval Request or if a selector must 
be de-targeted immediately) 


• Contacts during off-hours by e-mail and/or 
telephone, if an operation needs to be conducted 
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2.2 Work 
hours, call-in 
schedules 


The table below details the regular working hours and off-hours of the areas 
involved in Expertise Requests. 


Group Regular Working Hours Off Hours 


• 08:00-16:00, Monday to 
Frida 


• 08:00 — 22:00 on weekends 
and holida s 


• 06:00 — 22:00, Monday to 
Friday 


• 22:00 — 06:00, Monday to 
Friday 


• 24 hours on weekends and 
holidays 


Production 
Areas 


• 08:00 — 16:00, Monday to 
Friday 


• 
also works 08:00 —


16:00 on weekends and 
holidays 


• 08:00 — 16:00, Monday to 
Friday 


N/A 
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3. Expertise Request Process 


3.1 Request Expertise Requests are forwarded by 
Generation relevant in the event of an 


notification in the following situations: 


3.2 How to 
Complete an 
Expertise 
Request 


• The target-associated IP 
• 
• 


to the or the 
failure 


The email will use subject headings beginning with Request 
Expertise — 


A summary at the beginning of the email will detail 
what caused the failure (see 4.1 "Example of a Message"). 


The Expertise Request will also have editable fields for the analyst to fill in 
certain types of information in order to support the determination of whether or 
not the target- is foreign. 


Step Action 
1 Expertise Request — 


Consult `DNI entry which 
contains a table of previously 


2 Determination 


If Then 
No match is found on the page Go to step 3 
Country listed is 5-eyes Go to step 4 
Country listed is foreign Go to step 4 


3 Other Research and Working Aids 


Use any resources at your disposal, including working aids to determine 
where the 
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4 Expertise Request Completion — 


Use the link provided within the - Request Expertise' 
message to launch the Web GUI interface. Log in to the 
interface. 


Complete the Expertise Request according to the steps provided in the 
User Guide. 


Ensure that you have entered as much information as possible in all 
fields, including the COMMENTS section, so that has this for 
future reference. The completed Expertise Request will be forwarded on 
as a notification. 


5 Determination 


If determination is... Then 
5-Eyes nation • The team must submit 


de-targeting request for the 
original strong selector to 


• The team shall review 
any other selectors directly 
associated with the target 
and submit any additional 
de-targeting, if necessary 
(i.e. other email addresses 
belonging to the target, cell 
phone numbers, etc.) 


• In off-hours, CANSOC 
contacts to 
immediately de-target the 
selector(s) which resulted in 


• The team shall ensure 
that all traffic associated 
with the target must be 
expunged from all traffic 
databases 


• The •team shall submit 


a 
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documentation to SPOC, 
demonstrating that the above 
steps have been taken, 
within 24 hours of the de-
targeting request 


6 Approval Request — 


receives the Approval Request, which includes the information 
as entered by the or analyst. Based on that information, 


will approve or not approve the potential activity. 


a 


a 5-


If Then 
Approved Go to step 7 
Not approved No further action is taken; 


automatically de-targets 
the selector 


Approval Examples 
If the • analyst can provide confirmation through a that 
target is in a non-5-Eyes location, the operation can be approved. 
Alternatively, a or analyst may have a technical 
explanation for why the was initially assessed to be in 
Eyes country, but has then been confirmed as foreign. 


Page 10 of 14 


2017 01 05 AGC0130 fl 
A-2017-00017--01194 







TOP SECRET//COMINT//CEO 
CSOI-3-2 


28 May 2008 


7 Notification to Conduct an Operation — 


■ receives notification when an operation needs to be conducted. The 
email, sent by includes the response history, as 
provided by the Production Area, or , 


CANSOC will call in in off-hours, if necessary. 


8 Results of an Operation 


Any resulting traffic from the • operation is forwarded to the 
appropriate repositories for DNI traffic. Traffic resulting from these 
operations is marked as 'CEO' and will have the 
and the tetragraph attached to it. 


Any resultant FI will be handled by in accordance with standard 
reporting procedures. 


3.3 Deadline for 
to Review 


an Expertise 
Request 


3.4 Expired 
Expertise 
Requests 


Generally, the Expertise Requests must be completed as quickly as possible for 
operational and compliance reasons. However, during off-hours, the required 


analyst or team (i.e. who is responsible for targeting the selector) may or 
may not be available when the Expertise Request is sent. The relevant =team 
has a 24-hour grace period, beginning with regular working hours to review and 
complete any outstanding Expertise Requests. For example, if an Expertise 
Request is forwarded to the responsible = production area on a Sunday 
morning, the team has until Tuesday at 08:00 to review the Expertise Request. 
This is to ensure that the target is not currently in a 5-Eyes nation. If the target is 
in a 5-Eyes nation, then the appropriate actions shall be taken, as per 3.2. 


All Expertise Requests must be completed, even if the opportunity 
has expired. This is to ensure that the target was not in a 5-Eyes country at the 
time the DNI was generated. If the target is in a 5-Eyes nation, then 
the appropriate actions shall be taken, as per 3.2.2
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4. Examples 


4.1 Example C:TS//SI//CE0 


message 
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5. Definitions 


5.1 Automated 


Test 


m5.2 DNI Automated message sent to CSEC, indicating that a foreign intelligence target 
DNI 


DNI 


5.3 Foreign An entity not located in a 5-Eyes nation or territory. 


5.4 Notification 


5.5 Request 


5.6 Strong 
Selector 


In the context of these instructions, a notification is an email generated by 
which requires no further input from the user. For example, 


notifications are sent to• when an operation must be conducted. 


In the context of these instructions, requests are emails generated by 
which require input from the user. For example, Expertise 


Requests solicit additional information from the Mor analyst to 
determine the 


A "Strong Selector" is 


5.7 5-Eyes Refers to Canada and the Second Party allies: Australia, New Zealand, the 
United Kingdom and the United States and their dependent territories. 
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CSOI-3-2 Promulgation 


I hereby approve CSOI-3-2, Handling of DNI 
Notifications. These instructions are effective immediately. 


Mictnal DvvaEley 
CSEC Deputy ChiefSIGINT 


Reviewed. and Recommended for. Approval 


Peier Cork 
Director Gerieral. SIG INT Progra 


l :1l  D'Iorio 
.Dirf:C:tOr Cfetteral .A.CCbis 


..... 


Toni Molta. 
Director General 'Arad gence 


Failure 


Date 


0Z, AITUta  
Date 


I 


Date 
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1. Introduction 


1.1 Objective These instructions outline the procedures that apply to the 
in establishing and 


implementing an active monitoring program for SIGINT systems and 
processes within their area of responsibility. These instructions also describe 
how SIGINT Programs Oversight and Compliance conduct compliance 
validation monitoring of active monitoring procedures. 


1.2 Authority This Canadian SIGINT Operations Instruction is issued under the authority of 
the CSEC Deputy Chief, SIGINT. 


1.3 Context 


1.4 References 


These instructions were created in response to OPS-1-8 Active Monitoring of 
Operations to Ensure Legal Compliance and the Protection of the Privacy of 
Canadians. Active monitoring is required in order to ensure that SIGINT 
activities are being pursued using tools and processes that are compliant with 
CSEC's legal and policy obligations. An active monitoring program also 
ensures compliance issues are identified, addressed, and tracked. 


This instruction focuses on three aspects of that require regular 
auditing: 


• Ensuring existing systems, procedures, and practices are legal and 
compliant; 


• Ensuring personnel within the have a full understanding of the 
legal and compliance obligations that apply to their duties; 


• Ensuring that legal and compliance issues are tracked and measures 
are taken to address them. 


OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the conduct of CSEC Activities 
OPS 1-8, Active Monitoring of Operations to Ensure the Legal 
Compliance and the Protection of the Privacy of Canadians 
OPS-1-13, Procedures for Canadian 
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Activities 


OPS 2-1, Get Policy Wise(GPW-005-07) 
OPS 3-1, Procedures for 
OPS 4-1, 
OPS 4-2, 
OPS 4-3, 
CSOI-1-1, The National SIGINT Priorities List(NSPL) Process 


IRRELEVANT 
Operations 


1.5 Application These instructions apply to all individuals employed within-
and SIGINT 


1.6 
Accountability 


Programs Oversight and Compliance (SPOC). 


The following table outlines responsibilities with respect to these instructions. 


Who Responsibility 
Deputy Chief SIGINT Approving these instructions 
Director General SIGINT 
Programs 


Recommending these instructions for 
approval 


Director SIGINT 
Requirements, SIGINT 
Programs 


• Promulgating and implementing these 
instructions 
• Revising these instructions as required 
• Seeking legal and/or policy advice if 
required 
• Responding to questions concerning 
these instructions 


Director Applying these instructions 


All SIGINT Directors and 
managers who are affected by 
these instructions 


Ensuring that their staff has read, 
understood and complies with these 
instructions and any amendments to these 
instructions 


All SIGINT staff who are 
affected by these instructions 


Reading, understanding and complying with 
these instructions and any amendments to 
these instructions 
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1.7 Amendment Situations may arise where amendments to these instructions may be required 
Process because of changing or unforeseen circumstances. All approved amendments 


will be announced to staff and will be posted at 


1.8 Enquiries Questions related to these instructions should be directed to operational 
managers, who in turn will consult with SIGINT Programs Oversight and 
Compliance staff (e-mail) spoc-staff-dl when necessary. 
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2. Validation Check Process: Collection Managers 


2.1 
Introduction 


2.2 
Collection 
Managers 


This section outlines the existing systems, procedures, and practices used by 
collection managers as well as the measures they take to ensure their 


activities are compliant with CSEC's legal and policy obligations and to 
ensure the protection of the privacy of Canadians. The collection manager 
relies on experience, analysis, research and target development skills in 
producing effective targeting. 


On a daily basis, collection managers are responsible for validating and 
implementing targeting requests on the basis of: 


• appropriate justification 
• valid Government of Canada requirements (GCRs) 
• adherence to SIGINT priorities, and compliance with policy and legal 


constraints 
• technical feasibility 
• ensuring the SIGINT system is not jeopardized 


The Collection management team must ensure targeting and collection 
activities on each selector submitted by CSEC and Second Party analysts are 
compliant with and abide by Canadian and allied laws, statutes or policies. 
The work is guided by a variety of targeting methods and techniques, 
as well as special computer applications, formats and protocols applicable to 
each particular source. 
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2.3 CSEC 
Targeting 
Requests 


Collection managers are responsible for validating and implementing 
targeting requests on behalf of CSEC analysts. In order to complete these 
targeting requests, collection managers must: 


• confirm targeting requests are properly formatted and include 
applicable handling instructions (i.e. access control lists (ACLs) , 
zip/categories, expiration dates, a uthorizations as required) 


• ensure the targeting requests are directed at a foreign entity located 
outside Canada (as reflected in the digraph/trigraph) 


• confirm there is a valid GCR 
• confirm targeting requests have a valid and well-defined justification 
• confirm targeting requests comply with CSEC mandates and policies 
• ensure targeting requests are applied to the appropriate Canadian. 


collection assets in accordance with most recent 
rules, restrictions and guidelines 


• notify SIGINT sponsoring element of targeting requests results 


2.4 Second Collection managers are responsible for validating and implementing 
Party Targeting targeting requests on behalf of Second Party analysts. In order to complete 
Requests these targeting requests, they must: 


2.5 = 


• confirm targeting requests are properly formatted and include 
applicable handling instructions 


are 
applied. 


• ensure the targeting requests are directed at a foreign entity located 
outside Canada (as reflected in the digraph/trigraph) 


• confirm there is a valid GCR 
• confirm targeting requests have a valid and well-defined justification 
• confirm targeting requests comply with CSEC mandates and policies 
• ensure targeting requests are applied to the appropriate Canadian 


collection asset in accordance with most recent rules, restrictions 
and guidelines 


• notify SIGINT sponsoring element of targeting requests results 


Collection managers receive a daily report from-
The report identifies targeted entities that have 


(i.e. that are found to be located within Canada) and therefore, must be 
de-targeted. On receipt of this report collection managers perform the 
following actions: 
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• use current operational policies and guidelines to identify which 
selector needs to be de-targeted 


• query selectors in targeting tool to identify the SIGINT analyst 
responsible for them 


• notify the responsible SIGINT analyst that selector de-targeting has 
occurred for their target 


• ensure that have been de-targeted will only be retargeted 
upon the receipt of data confirming the target has left Canada 


• produce a summary of activity; the 
summary will be documented in CERRID Corporate 
Management/Authorities/Policy/Operational Policy using 
SLUG: 1-8 2.5 Summary yyyy/mm/dd 


2.6 Targeting 
Dictionary 
Validation 


Collection managers shall conduct a comparison of targeted selectors 
in targeting applications (i.e. ) with those on active collection in 


dictionaries; any discrepancies will be reported to manager 
The checks will be documented in CERRID Corporate 
Management/Authorities/Policy/Operational Policy using SLUG: 1-8 
2.5 Dictionary yyyy/mm/dd 


9 


2015 12 22 AGC0131 a 0.7 
A-2017-00017--01207 







SECRET//COMINT 
CSOI-5-8 


5 Jan 2009 


3. Validation Check Process: Managers 


3.1 The management team writes, validates, and, changes if necessary, 
Introduction the following criteria based on established business rules: 


3.2 System 
Changes 


3.3 Data 
Minimization 
Required 


3.4 Request for 
new dataflow 


• Access control compartments and restrictions (not covered by ECI 
program) 


• Restriction rules to prevent misrouted data 
• Data expiry date 
• Security classification 


and data are evaluated in order to perform 
these functions. 


Following system software or hardware changes or upon deployment of new 
systems, the management team shall: 


• Revalidate business rules upgrades and maintain a record of these 
revalidation checks 


• Revalidate business rules on a basis and maintain a record of 
the revalidation checks in CERRID Corporate 
Management/Authorities/Policy/Operational Policy using an EXCEL 
spreadsheet and SLUG: 1-8 3.2 Business Rule Revalidation 
yyyy/mm/dd 


Regarding data that requires minimization, the management team 
shall: 


• Ensure minimization rules are applied to applicable data prior to 
release of data to appropriate repository 


• Revalidate minimized data following system upgrades and upon 
deployment of new systems 


Upon request for establishment of a new dataflow, the management 
team shall: 


• Ensure justification is submitted prior to establishing any new 
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dataflow; new dataflows will only be established as a result of 
authorized targeting or tasking 


• Ensure destination repositories for new dataflows within CSEC are 
authorized and have a traffic annotation capability if the data is 
accessible to= analysts 


• Maintain a record of approved dataflow requests in CERRID 
Corporate Management/Authorities/Policy/Operational Policy using 
SLUG: 1-8 3.4 Dataflow Requests yyyy/mm/dd 
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4. Validation Check Process: Mission Coordinators 


4.1 
Introduction 


The mission coordination team is responsible for all tasking to and from 
CSEC for CSEC collection assets. Tasking is only 
established upon the completion and signed approval of an Activity 
Authorization Request (AAR). 


4.2 Tasking Upon the receipt of a new tasking request the mission coordination team 
Request shall: 


• Complete Activity Authorization Request(AAR) and obtain 
approval 
• Activity Authorization Requests must include at a minimum: 


o an intelligence requirement 
o associated GCR 
o NSPL Tier Level 
o Sponsoring Element 
o Tracking number 


• Maintain an automated record of all tasking requests and make 
accessible to SPOC upon request 


4.3 Tasking 
Revalidation 


Following an initial tasking request the mission coordination team shall: 
• Revalidate at 
• Maintain an automated record of all revalidation requests and 


make available to SPOC upon request 


4.4 Tasking On a periodic basis, the mission coordination team shall: 
Check • Confirm collection activity at CSEC and CFIOG collection assets is in 


accordance with an existing AAR on a basis 
• Remove any unauthorized tasking immediately until such time as a 


valid AAR is written and approved 
• Report unauthorized tasking to manager and SPOC staff and 
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Management/Authorities/Policy/Operational Policy using SLUG: 
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5. Validation Check Process: Manager 


5.1 
Introduction 


The manager is responsible for tasking, targeting, and teams 
and as such is responsible to ensure all staff adhere to the provisions of this 
CSOI. 


5.2 Application The manager shall ensure staff understand and adhere to the active 
of this CSOI monitoring procedures outlined in these instructions. 


5.3 
Vulnerability 
Noted 


5.4 Occurrence 
of Non-
Compliance 
Incident 


5.5 
Compliance 
Checks 


In the event that an operational vulnerability is noted during the normal 
course of operations, the manager shall: 


• Report any vulnerability or weakness in operational activities 
to SPOC using the vulnerability report form (see ANNEX C for 
details) 


• Include a plan to address the weakness identified in the report 
• Document the vulnerability in CERRID Corporate 


Management/Authorities/Policy/Operational Policy using SLUG: 


Upon the discovery of an incident of non-compliance, the manager 
shall: 


• Immediately report incidents in accordance with operational policy 
• Document the occurrence in CERRID Corporate 


Management/Authorities/Policy/Operational Policy using the Incident 
report form (ANNEX D) and SLUG: 


The manager is responsible for ensuring all monthly compliance 
checks completed by collection mangers, managers, and mission 
coordinators are available in CERRID as described in this document and 
accessible to SPOC staff. 
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5.6 staff 
Legal and 
Compliance 
Policy Sign-off 


The manager is responsible for maintaining a copy of staff policy sign 
off sheets(ANNEX B) in CERRID Corporate 
Management/Authorities/Policy/Operational Policy using SLUG: 


and make available to SPOC 
upon request. 
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6. Personnel 


6.1 
Introduction 


This section outlines the measures to be taken by staff to ensure they 
have a thorough understanding of CSEC legal obligations with respect to 
protecting the privacy of Canadians. 


6.2 Policies All staff will be knowledgeable with respect to policies and guidelines 
pertaining to legal compliance and protecting the privacy of Canadians. (See 
Annex A for a list of applicable guidelines and policies.) 


staff will, on an annual basis, read and acknowledge having read all 
documents listed in Annex A. 


manager is responsible for assisting staff in their understanding of all 
applicable policies and guidelines. 
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7. SPOC Compliance Validation Monitoring Process 


7.1 
Introduction 


7.2 Frequency 
of compliance 
validation 
monitoring 
activities 


This section outlines procedures for SPOC staff in assessing the 
validation process for compliance with C SEC policy instruments aimed at 
ensuring compliance and protection of the privacy of Canadians. 


The frequency of SPOC compliance validation checks and processes are 
outlined in the following table. 


Step Action 
1 


- Review a sample of active monitoring checks done by 
- 1-8 2.5 Summary yyyy/mm/dd 
- 1-8 2.6 Dictionary yyyy/mm/dd 
- 1-8 3.4 Dataflow Requests yyyy/mm/dd 


- Review a sample of active monitoring logs created by 
- 1-8 3.2 Business Rule Revalidation yyyy/mm/dd 


- Review all tasking by 


2 


- Review Staff Legal and Compliance document sign-
off forms 


- Review active monitoring procedures to ensure they are 
up-to-date 


- Review targeting dictionary validation check 
- Document any anomalies in policy or procedures and take 


appropriate follow-up action 


3 As required: 


- Document any vulnerability from a compliance perspective 
and ensure appropriate remedial action is taken 


- Report incidents of non-compliance to the appropriate 
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CSOI-5-8 


5 Jan 2009 
authority for follow-up action 


4 Periodically: 


- Conduct oversight compliance spot checks on targeting, 
tasking, and dataflow activities and procedures 
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5 Jan 2009 


ANNEX A 


personnel must be knowledgeable on all laws, policies and guidelines pertaining to legal 
compliance and the protection of the privacy of Canadians. It is critical that staff have a 
thorough understanding of the information contained within the following documents: 


Law: 


• The National Defence Act 
• Section 16 of the CSIS Act 
• Section 8 of the Canadian Charter of Rights and Freedoms 
• Section 184 of the Criminal Code 
• 


• Privacy Act 


Policies: 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of CSE Activities 


• OPS 1-8, Active Monitoring of Operations to Ensure Legal Compliance and the 
Protection of the Privacy of Canadians 


• OPS 1-13, Procedures for Canadian 
Activities 


OPS 3-1, Procedures for=Operations • 


• 


• 


• 


IRRELEVANT 


GPW Documents: 


• 


• 


CSEC SIGINT Operations Instructions: 


• CSOI-1-1: The National SIGINT Priorities List (NSPL) Process 
• CSOI-3-3: Instructions for Initiating and Processing Request for 


collected via 
• CSOI-3-7 Authorities 
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ANNEX B 


pataflowAspalyst: >!.i:: €: 


Date 


Laws: 


The National Defence Act 
.Section 16 of the.CSIS Act 
Section 8 of the Canadian Charter: fRights and Freedoms 
Section 184 of theCriminal Code 


Privac Act 


Policies: 


OPS-1 Protecting the Privacy of Canadians and Ensuring Legal Compliance in the Conduct of 
CSE Activities 


OPS 1-8 Active Monitoring of Operations to Ensure Legal Compliance and the Protection of the 
Privacy of Canadians 


OPS 1-11 Retention Schedules for SIGINT Data 
OPS 1-13 Procedures of Canadian 


OPS 3-1 Procedures for-Operations 


OPS 4-1 


OPS 4-2 


OPS 4-3 


IRRELEVANT 


OPS 5-7 ECI Handling Standards 
OPS 5-14 The SIGINT Classification System 


OSECsioittrObeiiitiolit 
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CSOI-5-8 
5 Jan 2009 


Collection Manager: 


Laws: 


The National Defence Act 
Section 16 of the CSIS Act 
.Section 8 of the Canadian Charterof Rights and Freedoms 
Section 184 of theCriminal Code 


Privacy Act 


.„4 
Policies: 


OPS-1 Protecting the Privacy of Canadians and Ensuring Legal Compliance in the Conduct of CSE 
Activities 


OPS 1-8 Active Monitoring of Operations to Ensure Legal Compliance and the Protection of the Privacy of 
Canadians 


OPS 1-13 Procedures of Canadian Activities 


OPS 3-1 Procedures for• Operations 


OPS 4-1 


OPS 4-2 


OPS 4-3 


RRELEVANT 


........ ................ .............. 


GPW Documents: 


Tarcietinci Justification 


PSEC VOINT °mations iaskurtio 
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Mission Coordination Analyst: 


Section 16 of the CSIS Act 
Section 8 of the Canadian Charter of Rights and Freedoms 
Section: 184 of the CrimmatCode 


Privacy Act 


Policies: 


OPS-1 Protecting the Privacy of Canadians and Ensuring Legal Compliance in the Conduct of CSE Activities 
OPS-1-8 Active Monitoring of Operations to Ensure Legal Compliance and the Protection of the Privacy of Canadians 
OPS-1-13 Procedures of Canadian Activities 
OPS-3-1 Procedures for=Dperations 


VAEOSIGINVOiNatibtalif ittididiEng 


COf37 
:CSOtn.:6,8
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ANNEX C 


Vulnerability Report 


Date: 


Nature of vulnerability (provide detailed explanation of vulnerability being reported) 


Corrective Action Taken: 


Analyst: 


Manager: 


SPOC POC: 
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5 Jan 2009 


ANNEX D 


Incident Report 


Date: 


Nature of Incident: (provide detailed explanation of incident being reported) 


Impact on Privacy: 


Corrective Action Taken: 


Analyst: 


Manager: 


SPOC POC: 
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CSOI-5-8 Promulgation 


Reviewed and Recommended for Approval 


I have reviewed and hereby recommend this instruction for approval. 


James Abbott Date 
A/Director General SIGINT Programs 


Approved 


I hereby approve CSOI-5-8: Active Monitoring Procedures for 
This instruction is effective immediately. 


Peter Cork Date 
A/CSEC Deputy Chief SIGINT 
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2010-2011 Ministerial Authorization 
Requests 


Briefing to the Minister of National Defence 
November 2010 
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TOP SECRETHCOMINTIICE0 


Communications Security Centre de !a securite 
Establishment Canada des telecommunications Canada 


......... AMM 


Briefing Summary 


• CSEC is seeking Minister's approval of 7 new Ministerial 
Authorizations (MAs) for 2010-2011 


• These MAs are intended to replace the 7 now in effect: 
• 5 SIGINT MAs: All expire 22 December 2010 
• 2 Information Protection MAs: 


— Active Network Security Testing expires 3 December 2010 
— Cyber Defence Operations MA expires 10 March 2011 


• Approval of new MAs needed before current ones expire, 
or CSEC would have to suspend operations 


• Seeking early approval of MAs is related to proposed new 
MA cycle 
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TOP SECRETHCOMINTIICE0 


Communications Security Centre de !a securite 
Establishment Canada des telecommunications Canada 


M:M 


Ministerial Authorizations: Overview 


• MAs shield CSEC from criminal liability when engaged in 
activities where there is a risk of incidental interception of 
private communications 


• The MA regime enables CSEC to conduct operations 
consistent with its mandate and Government of Canada 
security and intelligence priorities 


• Protection of Canadians' privacy a key element 


• All MAs are reviewed by the CSE Commissioner. All 
reviews to date have confirmed CSEC's lawfulness 
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• • • • • • • • • • • • • • • • • • • • • • • 


SIGINT Ministerial Authorizations: Activities 


SIGINT MAs being requested by CSEC are: 


1 


2. 


3. Support of Canadian Forces (CF) Operations in Afghanistan: Tactical 
support and strategic intelligence to CF, Government of Canada, and allies 


4. 


5. 
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Communications Security Centre de !a securite 
Establishment Canada des telecommunications Canada 


• 


Information Protection 
Ministerial Authorizations: Act V ties 


Information Protection MAs being requested by CSEC are: 


1. Protection of Government of Canada Computer Systems and 
Networks: Active Network Security Testing (ANST): Upon 
request, CSEC actively attempts to penetrate a Government 
client's networks to assess the effectiveness of its defences, 
uncover vulnerabilities, and evaluate client reactions to 
unauthorized activities 


2. Protection of Government of Canada Computer Systems and 
Networks: Cyber Defence Operations (CDO): Upon request, 
CSEC detects and mitigates malicious cyber activity directed at 
Government networks 
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TOP SECRETHCOMINTIICE0 


Communications Security Centre de !a securite 
Establishment Canada des telecommunications Canada 


Proposed Changes 
• No major substantive changes proposed to this year's 


MAs and scope of MAs remains unchanged 
• Some minor changes to update information related to 


the conduct of operations under each MA, or for clarity. 
Notable changes include: 


— Malicious Activity Detection has been added to the activities to 
be conducted under the ANST MA 


— Addition of respond to activities to be undertaken under the 
CDO MA to correspond with dynamic defence capabilities 


— Improved wording respecting CSEC's process for using 
selectors that more accurately aligns the MAs with the Act. This 
change reflects the CSE Commissioner's views on this issue. 


• Improved, synchronized annual process to seek 
Ministerial Authorizations (next slide) 
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' ' .......................... ..• •• •• •• •• •• •:•: • •: • •:•: • •:•: • •:•: • • ... .... • • •'" ''' ''''' ''' '''''''''''' ' ...................................... 


New Annual MA Cycle 
• Will bring planning efficiency by having a single 


consistent calendar period of effect for all CSEC MAs 
• Once authorized, new MAs will supersede current MAs as 


means to implement new synchronized MA cycle 
• Neither the meaning nor authority of the MAs is altered 


CURRENT ANS't 
EXPIRtS 


3 DECENIBER201t) 


5 CURRENT SI GI_NT 
EXPIRES 


22 DEC EN1IIER 241 


CURRENT C_DO::Iv 
• 


10 NL.4ACit:: t2  i:1 . . . ..............  . . . . . ... . . 


REQUEST: P.ACIS.TA(;'k. lill; 


ALL 7. CSEC:ALXs ....
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Communications Security Centre de !a securite 
Establishment Canada des telecommunications Canada 


Recommendation 


• The National Security Advisor concurs with CSEC's 
recommendation that the Minister of National Defence 
approve the MA package 


• The Deputy Minister of National Defence has been 
informed of this recommendation 


• It is recommended you approve the MA package for 
2010-2011 
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Establishment Canada des telecomrr3unications Canada 
.. .. .... .... 


. ............. ..  . 


Part I 


2011-2012 Ministerial Authorizations: 
Request for Renewals 


Briefing to the Minister of National Defence 
21 November 2011 
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CSEC 2011-2012 MA Request Package 


• CSEC is seeking approval of 8 new Ministerial 
Authorizations (MAs) for 2011-2012 


• These MAs will replace the 8 currently in effect: 
• 6 SIGINT MAs 
• 2 Information Protection MAs 
• All current MAs expire 30 November 2011 


• Approval needed before current MAs expire, or CSEC will 
be required to suspend operations 


• Scope of MAs remains unchanged 
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Establishment Canada des telecommunications Canada 


TOP SECRET/in/CEO 


......... AMM 


Ministerial Authorizations: Overview 


• MAs authorize CSEC to engage in activities which risk 
incidental interception of private communications, which 
would otherwise be considered a violation of the Criminal 
Code 


• The MA regime enables CSEC to conduct operations 
consistent with its mandate and Government of Canada 
intelligence priorities 


• Protection of Canadians' privacy is a key element 


• All MAs are reviewed by the CSE Commissioner (OCSEC) 


• To date, OCSEC has found CSEC activities reviewed to be 
lawful 
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SIGINT Ministerial Authorizations: 2011-12 


CSEC is requesting the following SIGINT MAs : 
1. Targets foreign communications 


Tar• ets forei n communications 


4. Support to the Government of Canada Mission in Afghanistan: CSEC collection 
in support of Canada's longer-term regional goals in 
Afghanistan 


• 
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SIGINT Ministerial Authorizations 2011-2012: 


6. nterce•tion Activities 
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... .. ... .. . .. .. 
• . . 


Information Protection 
Ministerial Authorizations: 2011-12 


CSEC is requesting the following Information Protection MAs: 


1. Protection of Government of Canada Computer Systems and 
Networks: Active Network Security Testing (ANST): Upon client 
request, CSEC actively attempts to penetrate their networks to 
assess defences, reveal vulnerabilities, and evaluate client 
reactions to unauthorized activities 


2. Protection of Government of Canada Computer Systems and 
Networks: Cyber Defence Operations (CDO): Upon client request, 
CSEC detects and mitigates malicious cyber activity directed at 
Government networks 
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Communications Security Centre de !a securite 
Establishment Canada des telecommunications Canada 


Minor Changes 


• Minor changes include: 


— Support to the Government of Canada Mission in 
Afghanistan: MA title change and corresponding change 
to language throughout Memo 


— `Effective Dates' for operational policies referenced in the 
MAs removed 


• Scope of MAs remains unchanged 
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Proposed Change: COO MA 


• Under previous Computer Defence Operations MAs, CSEC 
reported on the number of private communications ITS 
shared with SIGINT 


• This requirement removed from the 2011-12 CDO MA 
— 2005: this sharing was new and occasional 
— 2011: this sharing is an essential, routine component of 


the CSEC cyber defence mission 


• By signing the CDO MA you will signal concurrence 
with this change in reporting requirements 


• CSEC will continue to report to you on all private 
communications used or retained under every MA 
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Recommendation 


• The National Security Advisor concurs with CSEC's 
recommendation that the Minister of National Defence 
approve the MA package 


• The Deputy Minister of National Defence has been 
informed of this recommendation 


• It is recommended you approve the 2011-2012 CSEC MA 
request 
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Part II 


Ministerial Directives: 
Request for Signature 
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: : : : : : : : 
........ . . . . 


. . . . .... .... .... .... .... .


Ministerial Directives: 


• Four Ministerial Directives (MDs) related to CSEC 
require your signature. 


The MDs are: 


1. MD 


2. MD 


3. MD 


4. MD 
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IRRELEVANT 
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MD on Framework for Addressing Risks in 
Sharing Information with Foreign Entities 


• MD is consistent with Cabinet-approved Framework 
related to information sharing when there is a substantial 
risk of mistreatment 


• Cabinet-directed requirement for Minister of National 
Defence to issue separate direction for CSEC 


• CSEC MD recognizes CSEC's role as a foreign signal 
intelligence agency, and maintains long-standing alliance 
with Five-Eyes partners 


• In the absence of the MD, CSEC has developed interim 
measures that respect the Cabinet-approved Framework 


• With your approval, and as a priority, CSEC will finalize 
and codify these interim measures to support the MD 
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MD on Collection and Use of Metadata 


• Proposed changes to 2005 MD reflect evolving threat environment 
where sharing of foreign metadata between business lines is needed 
for cyber defence 


• The updated MD will enable SIGINT to provide ITS cyber defence 
personnel access to a subset of unsuppressed foreign metadata for 
cyber defence purposes. 


• CSEC's reporting structure and disclosure procedures remain 
adequate to protect the protect the privacy of Canadians 


• As a priority, all relevant Operational Policies will be updated before 
this MD is operationalized 


• CSEC will return to you should there be any issues with 
operationalizing the MD 


Safeguarding Canada's security through information superiority CanadaPreserver la security du Canada par la superiority de !'information 


:#0:#0:#0:#0:#0:#0:•##:#0:#0:#0:#0:#0:#0:##•:#0:#0:#0:#0:#0:#* 


N
N 


9 


0 
0 0 
ti
0 
N 


2017 01 05 AGC0133 14 of 15 
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Recommendation 


• The National Security Advisor concurs with CSEC's 
recommendation that the Minister of National Defence 
approve the following Ministerial Directives: 


— Four MDs; 


— Updated Assistance MD; 
— Information Sharing MD; and 
— Metadata MD. 


• It is recommended you approve the seven proposed 
Ministerial Directives 
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1. Introduction 


1.1 Objective These instructions describe the process used by SIGINT analysts to release 
gists to other SIGINT personnel for the purposes of indications and warning 
(I&W). 


1.2 Authority This Canadian SIGINT Operations Instruction is issued under the authority of 
the CSE Deputy Chief, SIGINT. 


1.3 Context Gists are exempt from the approval process described in OPS-1 because they 
are used to forward tactical intelligence on an imminent situations that carry 
significant and clear threat to life risks. 


The provision of gists outside CSE/CFIOG is limited because they are used 
primarily in support to military operations to quickly provide indications and 
warning of imminent activities. This accounts for the need to release them 
quickly to a limited, predominantly tactical, audience consisting of other 
SIGINT personnel. 


By definition, gists are raw and largely unassessed, and therefore do not 
necessarily provide a complete picture of events. Significant pieces of 
information and, in some cases, multiple gists, are sometimes followed up by 
a full end-product report for dissemination to clients of SIGINT. 


1.4 References • OPS-I, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities 


• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 
• CSOI-4-1, SIGINT Reporting 
• Indication and Warning Gist Report Type Procedural Guideline, 


September 2008 


1.5 Application These instructions apply to all individuals and elements within the Canadian 
SIGINT Production Chain authorized to conduct SIGINT activities under the 
authority of CSE Deputy Chief, SIGINT, including GC and Second Party 
integrees and personnel under the authority of the Canadian Forces SIGINT 
Technical Control Authority. 
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3. Additional Information 


3.1 Linguists' 
Names in Gist 
Titles 


3.2 Suppressing 
Canadian 
Identity 
Information 


3.3 Gist 
Contact List 


3.4 Caveats 


Linguists' names are often included in the gist title so that recipients: 
• know whom to contact should they have questions 
• can accord a degree of confidence to the material (certain analysts are 


more familiar with specific targets than others). 


When SIGINT analysts include Canadian Identity Information (CII) in a 
gist, this information shall be suppressed and replaced with a generic term. 
For details, see OPS-1-7, Operational Naming in SIGINT Reports. 


Should an analyst release a gist containing errors or in violation of Canadian 
reporting policy with respect to the inclusion of CII, the gist must be recalled 
(analysts must obtain written confirmation by email indicating that the gist 
has been recalled). After corrections have been made, the corrected gist may 
be released. For more details, see CS01-4-1, SIGINT Reporting. 


Team Leaders are responsible for maintaining the authorized recipient list and 
shall regularly disseminate the updated list to analysts via email. 


Analysts are responsible for placing the most recent copy of the contact list in 
their own contacts folder in Outlook to ensure that gists go to the correct 
distribution. 


Analysts must not copy and paste email addresses from previous gists since 
the distribution could have changed. 


The following caveats must be included on all gists serialized for I&W 
purposes: 


Inserted at the top of all emails containing gists: 


(SIISI) INFORMATION CONTAINED IN THIS RESPONSE MAY BE 
DERIVED FROM SENSITIVE SOURCES. FOR THAT REASON, NO 
FURTHER DISSEMINATION IS PERMITTED. IT IS INTENDED FOR 
SIGINT PRODUCERS ONLY. 
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Inserted at the bottom of the report: 


(SHSI) THE INFORMATION IN THIS GIST IS DERIVED FROM 
SENSITIVE SOURCES AND IS NOT FULLY ASSESSED. FOR THAT 
REASON NO DIRECT ACTION IS TO BE TAKEN SOLELY ON THE 
BASIS OF THIS INFORMATION. IT IS PROVIDED FOR THE PURPOSES 
OF INDICATIONS AND WARNING AND LEAD DEVELOPMENT 
ONLY. IT IS INTENDED FOR SIGINT PRODUCERS ONLY. NO 
FURTHER DISSEMINATION IS PERMITTED. 


35 Secret 
Portions and 
Tear Lines 


A SECRET Rel to CAN, AUS, GBR, NZL and USA portion or tear line is 
mandatory for every Gist that is issued to theatre. If required, analysts are to 
consult their Team Leader for further instructions on the WTR procedure. 
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1. Introduction 


1.1 Objective These instructions provide direction to employees in the Canadian SIGINT 
Production Chain' regarding targeting activities using identifiers to leverage 
national SIGINT collection assets, for the purpose of acquiring information 
from the Global Information Infrastructure (GII) to produce foreign 
intelligence, in response to Government of Canada (GC) priorities, in 
accordance with CSE's foreign intelligence authorities specified under Part 
(a) of the Mandate. 


This document supersedes CSOI- 4-4, Targeting and Selector Management 
Using National SIGINT Systems For Intelligence Reporting 
Purposes, dated 5 March 2009. 


1.2 Authority This Canadian SIGINT Operations Instruction (CSOI) is issued under the 
authority of the CSE Deputy Chief, SIGINT (DC SIGINT). 


1.3 Context In a SIGINT context, to "target" means to single out for collection or 
interception purposes. 


Under Ministerial Authorizations (MAs) for collection activities, CSE must 
satisfy the following four conditions to demonstrate it is appropriately 
managing the risk of intercepting private communications: 
• The interception will be directed at foreign2 entities located outside 


Canada; 
The information to be obtained could not be reasonably obtained by other 
means; 


• The expected foreign intelligence (FI) value of the information that would 
be derived from the interception justifies it; and, 


• Satisfactory measures are in place to protect the privacy of Canadians and 


1 The Canadian SIGINT Production Chain is defined in CSOI-5-3, The Canadian SIGINT Production Chain and 
Access to SIGINT Data. 
2 According to existing conventions, the 5-Eyes recognize each other's state sovereignty and show respect for each 
other's laws by pledging not to target one another's communications. Therefore, CSE treats SIGINT allies (i.e. the 
United States, United Kingdom, Australia and New Zealand) as non-foreign. 
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to ensure that private communications will only be used or retained if they 
are essential to international affairs, defence or security. 


These instructions outline the information that must be recorded and the steps 
that must be followed to ensure that CSE targeting activities using identifiers 
to leverage national SIGINT collection assets for intelligence reporting under 
Part (a) authorities are compliant with the four MA conditions and fully 
auditable. 


Specifically, operational areas must document available facts and analytical 
assumptions indicating that a targeted entity is foreign and located outside of 
Canada. Furthermore, all targeting activities must be associated with a 
foreign intelligence priority of the GC, aligned with the National SIGINT 
Priorities List (NSPL). Collection of operationally meaningful and compliant 
material is achieved through strong selection, coupled with the use of 
to eliminate unwanted traffic. 


Finally, CSE must maintain an electronic repository of all selection criteria 
which it has reasonable grounds to believe are associated with foreign entities 
located outside Canada in relation to a foreign intelligence priority. 
Accordingly, these instructions also provide guidelines on identifier 
management. 


1.4 References • OPS- 1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSE Activities 


▪ OPS- 1-1, Procedures for the Release of Suppressed Information from 
SIGINT Reports, 
OPS-1-8, Active Monitoring of Operations to Ensure Legal Compliance 
and the Protection of the Privacy of Canadians 
OPS-1-13, Procedures for Canadian 


Activities 
OPS-3-1, Procedures for 
Activities 


• CSOI-1-1, The National SIGINT Priority List (NSPL) Process 
• CS 01-3-3, Requesting Collected via Operations 
• CS01-3-7, Authorities 
• CS01-5-3, The SIGINT Production Chain and Access to SIGINT Data 
• CS SS-103, The SIGINT Classification System 
• The Canadian Security Intelligence Service Act 
• IM-1, CSE Information Management Policy 


5 


2017 01 05 AGC0135 
A-2017-00017--01263 







TOP SECRET//SI//CEO 
CSOI-4-4 


27/03/2014 


1.5 Application These instructions apply to all individuals and elements within the Canadian 
SIGINT Production Chain, including Government of Canada (GC) and 
Second Party integrees, authorized to conduct SIGINT activities under the 
authority of CSE Deputy Chief, SIGINT. This includes personnel operating 
under the authority of the Canadian Armed Forces SIGINT Technical Control 
Authority. 


1.6 The following table outlines responsibilities with respect to these instructions. 
Accountability 


1.7 Amendment 
Process 


  Who • 
DC SIGINT 


 Responsibility  
Approving these instructions 


Director General SIGINT 
Programs 


Recommending these instructions for 
approval 


Director SIGINT 
Requirements, SIGINT 
Programs 


• Promulgating and implementing these 
instructions 


* Revising these instructions as required 
• Seeking legal and/or policy advice if 


required 
Responding to questions concerning these 
instructions 


All CSE Directors-General 
and Directors who are 
affected by these instructions 
and the Canadian Armed 
Forces SIGINT Technical 
Control Authority (CAF 
STCA) 
All CSE managers and 
CAF/DND leaders and 
supervisors who are affected 
by these instructions 


Applying these instructions 


Ensuring that their staff has read, understands 
and complies with these instructions and any 
amendments to these instructions 


All CSE, DND staff and 
employees and CAF 
members who are affected by 
these 
instructions 


Reading, understanding and complying with 
these instructions and any amendments to 
these instructions 


Situations may arise where amendments to these instructions may be required 
because of changing or unforeseen circumstances. All approved amendments 
will be announced to staff and will be posted on the SIGINT Programs 
website. 
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1.8 Enquiries 


1.9 Review 


Questions related to these instructions should be directed to operational 
managers, who in turn will consult with SIGINT Programs Oversight and 
Compliance (SPOC) staff (e-mail spoc-staff-dl) when necessary. 


The activities outlined in these instructions are subject to internal monitoring 
for policy compliance, audit and review by various federal government 
bodies, including, but not limited to, the Office of the CSE Commissioner. 
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2. Targeting Identifiers 


2.1 
Introduction 


2.2 Identifiers 


2.3 


There are specific statutory and policy requirements on selection criteria used 
to leverage national SIGINT systems to acquire information from the GII for 
intelligence reporting under Part (a) authorities. 


In order to comply with MA conditions for intercepting communications, the 
selection criteria must be: 


• directed at foreign3 entities located outside Canada; 
associated with GC intelligence priorities; 


• related to an external component of a communication; and, 
• subjected to annual review to ensure consistency with GC intelligence 


priorities. 


These instructions outline how the use of "identifiers" meets the above 
statutory and policy requirements for compliant selection criteria. 


Identifiers are alphanumeric strings that may be used to reliably identify a 
person, organization, corporation or machine/network, in a pre-defined 
context on the GII, like an e-mail address, a telephone number, an IP address. 


Examples of include: 


6 


3 
According to existing conventions, the 5-Eyes recognize each other's state sovereignty and show respect for each 


other's laws by pledging not to target one another's communications. Therefore, CSE generally treats SIGINT allies 
(i.e. the United States, the United Kingdom, Australia and New Zealand) as non-foreign. 


8 


2017 01 05 AGC0135 itiz 
A-2017-00017-01266 







TOP SECRET//SI//CEO 
CSOI-4-4 


27/03/2014 


A list of approved for targeting is available on the CSE SIGINT 
or via Analysts may propose 


new by sending a ticket through the IT Service Desk. 


2.4 
Selection 
Contexts at 
CSE 


2.5 Strong 
Selection 


and At CSE, the concept of is implemented in conjunction with the 
requirement to select information on the basis of 
communications. 


of 


For example, an identifier that is assigned the when it is 
submitted for targeting through Canadian collection systems, will only select 
traffic which contains the identifier in the and 


but not in the 
Consult the CSE SIGINT for further details on 


implementation. 


SIGINT aims to optimize the selection of information of FI interest while 
minimizing the risk to the privacy of Canadians and persons in Canada. This 
principle has become known as "strong selection". 


Targeting 
strong selection strategy because it 


The following are examples of strong selection strategies that may be 


0 


The documentation requirements associated with strong selection are outlined 
in section 3 of these instructions. 
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2.6 Identifier 
Management 
and Validation 


Note: Other types of selection criteria, 


on 
the GII may also achieve strong selection, and are 
addressed in separate CSOIs. 


All targeting activities must be managed and re-validated on an annual basis, 
at a minimum, to ensure continued compliance. The validation process is 
described in section 7 of these instructions. 


All deployed selection criteria must be stored and readily accessible for 
review in directory, and handled in accordance with the 
Agreement for the Transfer of Archival Records between CSE and Library 
and Archives Canada (LAC)6. 


2.7 Roles and The following table outlines the roles and responsibilities associated with 
Responsibilities targeting identifiers for intelligence reporting: 


[ who does  it  Roles and Responsibilities 
Team Leaders 


(TLs), 


Supervisors 


Ensure analysts: 
o have attended all mandatory policy 


briefings, including the Privacy 
Annotation & Sign Off Procedures 
briefing and the SIGINT Legal 
Framework briefing; 


o have successfully completed the annual 
OPS-1 quiz; and 


o are familiar and comply with all related 
operational policies, procedures, and 
instructions. 


• Provide direction and guidance, as required. 
• Ensure analysts validate targeted identifiers on a 


regular basis, at least annually, in accordance 
with OPS-1-8. 


• Inform SPOC when Canadians, allied persons or 
persons in Canada or in allied territory have 
been inadvertently targeted and report which 


6 Under the agreement, all records documenting CSE involvement in the identification and execution of individual 
taskings and targeting, including SIGINT development and overall coordination and specific taskings with 


ire considered "archival records" and must be selected and transferred to the 
care and control of the LAC when they are no longer required by SIGINT. 


10 


2017 01 05 AGC0135 1 ,1 lfA= 
A-2017-00017-01268 







TOP SECRET//SI//CEO 
CSOI-4-4 


27/03/2014 


corrective measures were applied (refer to OPS-
1 for details, and consult SPOC's online form). 


DGI and CFIOG 
Analysts 


• Conduct research and document that all 
conditions for targeting have been met. 


• Propose targeting justifications for the pre-
approved list, as required. 


• Submit targeting requests to 
• On an annual basis, or more frequently as 


required, validate targeted criteria, and de-target 
those which are no longer valid, or which are 
pulling traffic of no foreign intelligence value, 
or for which there is no longer an associated 
intelligence priority. 


• Ensure that all targeting and selection criteria 
management activities are compliant with these 
instructions. 


SPOC 


Operational Policy 


• Develop, implement and maintain targeting 
actions in the 
system. 


• Approve and maintain the list of pre-approved 
targeting justifications. 


• Validate and action referred targeting requests. 
• De-target selection criteria in certain 


circumstances (see section 7). 
▪ Inform analysts of targeting request status (when 


referred for manual review) and identifier status 
(targeted or de-targeted). 


• Provide guidance, as required. 
• Respond to incidents of inadvertent targeting of 


Canadians or persons in Canada and ensure 
mitigation is complete (see section 6). 


• Provide guidance, as required. 
• Act as a liaison with partners when foreign 


assessments require consultations (see 3.6). 
• Track cases of inadvertent targeting and 


corrective measures taken (as per section 6). 
• Approve targeting requests in a crisis situation, 


in accordance with paragraph 5.2 of these 
instructions. 
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3. Documenting Targeting Requests 


3.1 
Introduction 


3.2 TKB 
Records 


In order to deploy identifiers to collect information from the GII, the 
following elements of information must be researched and documented in the 
Target Knowledge Base (TKB): 


• Identifier(s) and applicable 
• Source of selection criteria; 
• Foreign assessment of associated entities; 
• Intelligence priority; 
• Targeting justification or expected results. 


The elements of information are explained below, followed by detailed 
instructions on how to prepare a targeting request. 


All identifiers must be associated with an entity record (person, organization, 
group, ) of foreign intelligence interest in the TKB. Care should be 
taken to clearly establish the link between an identifier and its user(s) or 
subscriber(s), which enables teamwork and review. 


3.3 Identifiers, Assigning a_within which an identifier is believed to be valid and 
and 


Strong 
Selection 


3.4 
Permutations 


"strong selection" strategy. 


have a set of attributes, which include 
These attributes affect the strength or precision of 


the selection strategy. Consult the CSE SIGINT for up-to-date 
information on enabled at CSE. 


Permutations are format variations of an identifier within a given 


For example, an identifier such as could appear 
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as 


An identifier could also be permutated depending on the 
the telecommunications network. 


Permutations are usually applied and deployed automatically by the SIGINT 
system once a targeting request has been approved. Consult for more 
information. 


3.5 Source of 
Selection 
Criteria 


3.6 Foreign 
Assessment —
Nationality and 
Location 


The source of the identifier or selection criteria must be documented and 
assigned the appropriate classification. 


Examples of sources include, but are not limited to: 
• Open Source (Press articles, etc.), 
▪ HUMINT (CSIS information), 
• COMINT (traffic content or metadata), 
to, SIGINT End Product Reports (EPRs). 


When a source reference number exists (eg. a SIGINT report serial or a traffic 
identity number), it should be recorded in the TKB, for tracking purposes. 


In certain circumstances, there may be multiple sources, which may all be 
documented. 


In the event that a source is particularly sensitive, a codename or other form 
of protection may be applied, as appropriate. 


Consult CSSS-103, The SIGINT Classification System, for guidance on 
assigning appropriate classification markings for source information. 


It is the analyst's responsibility to determine whether there is sufficient 
information to make an informed assessment about the foreign status of an 
entity. 


For targeting to be compliant, the foreign status of the entity associated with 
the identifier must be assessed by considering factors which could reveal the 
likely nationality and location of the entity. 


7 The standard applied to an informed assessment is one of "reasonableness", that is the assessment must be based 
on analysis that would reasonably lead a reviewer to the same conclusion. 
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Various elements of information may assist in making this assessment, 
including: 
* contextual information from COMINT collection, intelligence reporting, 


open source publications, etc.; 


When making a foreign assessment, consideration must be given to the fact 
that identifiers may be 


and these may or may not reflect the foreign status of 
the user (see section 5 on context-neutral identifiers). 


Analysts may encounter information which raises the possibility that an entity 
of interest may be Canadian or in Canada (e.g. the person studied or worked 
in Canada, or has close relatives in Canada). In such cases, analysts may 
make enquiries of the Department of Foreign Affairs, Trade and Development 
Canada (DFATD) or the Canadian Border Services Agency (CBSA) through 
Corporate and Operational Policy (D2), to obtain passport and/or citizenship 
information in order to clarify the status of the entity. 


Note: A foreign assessment is made against a person or 
group of persons, 


DFATD and CBSA 
usually require a date and place of birth in order to provide 
accurate information about the status of a person of interest. 


Once analysts have sufficient information to make a foreign assessment, they 
must document it by assigning each entity: 
*  one or more appropriate location digraphs8, e.g. 


* an appropriate trigraph indicating 
nationality (one or more country digraphs', as appropriate) and function 
(single letter code representing an entity's function, such as -


8 Where more than one location digraph is applicable, only the first one will be sent to collection sites. 
9 Where more than one foreign nationality digraph is applicable, all will be forwarded to collection sites. Only one 
function letter will be 
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Consult for the approved list of targeting digraphs and trigraphs; refer 
to section 5 for guidance on special digraphs. 


3.7 Intelligence 
Priority 


3.8 Justification 


Entities must be linked to relevant intelligence priorities, in line with the 
priorities set out in the NSPL. 


A justification documents why an identifier is being targeted, by 
answering as many of the following questions as possible: 


* Who is the entity of intelligence interest? 
* Why is it proposed for targeting? 
6, What is the entity suspected or known to be doing? 
▪ What is the expected result of the targeting activity? 


Examples of adequate justifications are: 


Below are examples of inadequate justifications: 


eis 


In some cases, the justification will contain information that is not shareable 
with Second Party partners. Such information must not be 


must bear the Canadian Eyes Only 
(CEO) marking. 


With the automated processing of targeting requests, a list of pre-approved 
justifications has been drafted by DGI teams and validated by This list 
is maintained by and updated as required. In order to facilitate the 
handling of the justification field in targeting systems, each justification entry 
is abbreviated 
When preparing a targeting request, analysts will select one of the pre-
approved justifications. If none is adequate, they will propose a new 
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justification to their TL, who will forward to for validation. will 
add the new justification to the pre-approved list, as required. 


3.9 
Demonstrating 
Legal 
Compliance 


Note: It is recommended that, where appropriate, a 
justification be drafted in such a way as to allow for targeting 
more than one individual, to avoid the unnecessary 
proliferation of similar justifications. 


A valid foreign location digraph, foreign nationality and function trigraph 
intelligence priority, and justification demonstrate that analysts have 


reasonable grounds to believe that targeting activities are aimed at a foreign 
entity located outside Canada, in response to a GC foreign intelligence 
priority. 


ATTENTION: Analysts are responsible for ensuring that 
  targeting and selection criteria management are compliant with 


requirements described in these instructions. 


3.10 Targeting Once all the elements have been adequately documented in the TKB, analysts 
Request may proceed with submitting a targeting request, as follows: 


. .Step 
1 


ho does it  Action.
DGI and 
CFIOG 
Analyst 


Submits fully documented targeting request for 
validation, including the following elements of 
information: 


6 


6 


a target identification number (TID) 
generated by the TKB, 
an identifier 
an entity name, 
an entity nationality-
an entity location (digraph), 
an associated intelligence priority, 
a pre-approved targeting justification, 
a targeting priority, with justification, 
a security classification, 


As appropriate, other elements may be included, 
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such as a CEO comment or justification. 


In order to complete a targeting request, analysts 
must confirm the targeting activity is being 
conducted under Part (a) of the CSE Mandate, as 
per the NDA. 


3.11 Automated 
Approval 
System 


2 Most requests are handled by an automated 
targeting tool, which : 
* approves, or 
® rejects, or 
* pools, or 
* refers requests for manual inspection, as 


appropriate. 


processes requests (exceptions) that are 
referred for manual inspection. 


The automated approval system causes each targeting request to be: 
• approved, or 
* rejected, or 
* pooled, or 
* referred for manual inspection. 


Targeting requests that pass all the rules in the targeting tool are 
automatically approved and forwarded to collection systems. 


Targeting requests which fail one or more rules are rejected. Requesters 
receive a notification of the rejection with the reason. As appropriate, they 
may modify and resubmit the request. 


A pooled request is one which passes all the rules but is put on hold as a 
result of the system being unable to process it. Pooled requests are expected 
to be automatically processed at a later date. 


All referred targeting requests are manually validated by in 
accordance with CS01-3-7, Authorities. Specifically, validates 
that: 
• the selection string is in the proper format, 
• the targeting is directed at a foreign entity located outside Canada, 


the targeting is related to an active intelligence priority on the NSPL, and 
• the targeting justification is adequate. 
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approved requests are forwarded to the collection systems. Requests 
which do not pass manual validation do not proceed to collection systems. 
Requesters receive a notification of the rejection with the reason. As 
appropriate, they may modify and resubmit the request. 


Requests which are not handled by the automated tool (i.e. 
are received by in the form of an e-mailed 


template, which validates manually and forwards to the collection 
system, as it does for referred requests. 


Note: There may be exceptional circumstances under which 
analysts will 


Regardless of the means by which 
targeting requests are submitted, all targeting requests must be 
tracked by 
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4. Leveraging Collection Programs 


4.1 Approved targeting requests (either processed by the automated tool or 
Introduction manually by ) are deployed to appropriate collection programs, in 


accordance with the specifics of the requests, including precedence, 
prioritization, capacity, national sensitivities, etc. 


Targeting of identifiers is done under the principle of that 
is, 


for policy or operational reasons. 


4.2 Canadian Most targeting requests to leverage Canadian collection programs are handled 
via the automated tool. Please note that certain targeting requests directed at 
specific programs (eg. ) may require forwarding to using 
both automated and manual processes. 


4.3 Most targeting requests for collection 
automated targeting tool. 


are handled by the 


Targeting requests involving complex selection criteria (i.e. other than 


Complex selection for or target discovery will be 
addressed in separate instructions. 
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4.4 


4.5 Leveraging 
Assets -


Background 


4.6 Leveraging 
Assets -


Documentation 


Please consult 
leveraging • 


1


targeting collection managers for guidelines on 
assets. 


ATTENTION: Certain fields in the targeting request, such 
as intelligence priority and justification, may not be shared 
with 


according to the process documented in relevant 
accordance with OPS-3-1, Procedures for 


Activities. 


guidelines, and in 


Under the legal and policy framework forte all activities conducted 
under Part (a) authorities must meet the conditions outlined in section 1.3 and 
section 2.1 of these instructions. 


In order to request targeting via methods, selection criteria will be 
submitted with the standard documentation outlined in 3.10, by a 
analyst, through the automated targeting tool or other established mechanism 
to leverage an existing operation or to request a new or 
operation. 


In addition to the information specified in section 3.10, the following 
elements may be included with the request to assist in developing the 


strategy: 
0 


0 


0 
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e whether the request is to be forwarded to CSE program only, or 
whether it could be sent to applicable 


If no existing operation meets a given request, a new project must be 
proposed in accordance with published guidelines. 


For specific guidance on targeting through activities, please contact 
targeting collection managers. For policy information on the 


Program, refer to OPS-3-1, Procedures for 
Activities. For details on the approval process, refer to Annex 2 of these 
instructions. 


4.7 Leveraging 
Assets -


Prohibition 


CSE is prohibited from using identifiers associated with persons in Canada 
(including ) to run queries in databased information, such as 
an made accessible through 


operations. 


Advice issued by CSE's Department of Legal Services in July 2013, and 
informed by a Federal Court decision of 2011, indicates that Solicitor-Client 


Solicitor-Client Privilege 


4.8 Requests for must be 
done in accordance with CSOI-3-3, Requesting Collected 
via Operations. 


IRRELEVANT 
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5. Special Provisions 


5.1 
Introduction 


This section provides specific guidance on various targeting scenarios 
which require manual validation by and/or special approvals. In 
any situation where additional guidance is required, please contact SPOC 
or for further assistance. 


5.2 Targeting in In circumstances where the life and safety of Canadian individuals are 
a Crisis threatened (e.g. during a kidnapping), and 
Situation 


5.3 Non Specific 
Location or 
Nationality —
Special 
Digraphs 


provided they have 
obtained the prior approval of Corporate and Operational Policy (D2). 


Such approvals may be granted on a case-by-case basis. Resultant traffic 
must be closely monitored and identifiers must be de-targeted as soon as the 
situation is resolved or, when the identifiers no longer pull traffic related to 
GC intelligence priorities. 


The following are special targeting nationality or location digraphs, which 
may only be used under circumstances described below: 


* The digraph may be used for nationality or geographic 
location in the context of SIGINT development efforts only. Any selection 
criteria submitted with the -digraph must be reviewed and updated with a 
precise country digraph as soon as the nationality and/or location of the 
entity of interest has been determined, within of the initial targeting 
request. If a determination may not be made within the selection 
criteria will be identified for de-targeting, unless analysts provide 
with an adequate justification to continue targeting for a 


* The digraph may be used for geographic location for 
related or targeting only". 


ligraphs, such as may be used 
on an exceptional basis (e.g. for i and do not 


11 targeting is addressed in a separate CSOI. 
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5.4 Dual/ 
Multiple 
Nationalities 


5.5 Boolean 
Expressions 


5.6M 


negate the requirement to conduct appropriate target research and update the 
digraph to reflect the most up-to-date location (see section 7.8 for more 


digraphs must not include 5-Eyes details on 
countries or territories. 


Note: The use of 
from being targeted 
Consult for details. 


digraphs will prevent selection criteria 
collection 


In accordance with a 2012 DLS opinion, Solicitor-Client Privilege 
Solicitor-Client Privilege 


In circumstances where a target has multiple foreign nationalities, these may 
be recorded in the TKB, and may be forwarded to collection-when 
included on targeting requests. Multiple foreign locations may be recorded in 
the TKB, however only in the list will be passed in targeting 
requests. 


In certain circumstances, the use of an 
combination may not be sufficient to exclude unwanted material. In such 
cases, it is possible to combine selection criteria with boolean operators 
(AND, OR, NOT) to restrict collection to meaningful information. 


For example, when targeting an that is associated 


combination to exclude unwanted material. 


Current capabilities for targeting complex or boolean expressions are limited; 
please contact for assistance. 


Although they 
may be As such, analysts must demonstrate 
knowledge of prior to targeting to ensure compliance and 
proportionality of collection. 


Additional information must be documented regarding the expected function 
and volume of traffic associated with in order to: 
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demonstrate that CSE is directing its activities at foreign entities located 
outside of Canada, 
provide an additional layer of assurance that private communications will 
not be collected intentionally, and 
ensure that targeting requests will be accepted at collectionM where 
volume restrictions are in effect. 


Analysts will provide the following information for all targeting 
requests, in addition to the elements outlined in paragraph 3.10 above: 


1. 


2. 


When the expected volume of traffic for the proposed for targeting 
is unknown, a comment to that effect must be included in the targeting 
request. 


are only and as 
such, may not be targeted on their own. 


ATTENTION: Whenever possible, other selection criteria 
(such as ) will be added to to 


..$0  
optimize collection and limit traffic volumes. 


must be combined with 
other criteria or with information about its usage in order to 
be considered for targeting. 


5.7 "Context-
Neutral" 
Identifiers 


12 


Some identifiers on the GII do not have a 
For example, 
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In such cases, the identifier may be targeted when it may be demonstrated that 
the entity associated with it is: 


foreign (not Canadian, not 5-Eyes), and 
located outside Canada and 5-Eyes territory. 


Analysts must adequately document the foreign assessment (see paragraph 
3.6), based either on metadata or target knowledge acquired via other SIGINT 
sources or collateral information. This information will be stored in the TKB. 


5.8 


Analysts must have adequate information to demonstrate that the associated 
entity is foreign. This information will be included in the targeting request 
forwarded to and stored in the TKB. 


Attention: targeting activities are prohibited against 
located in Canada. Please consult OPS-3-1, 


Procedures for 
Activities for details. 


5.9 
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Attention: 


See OPS-3-1, Procedures for 
Activities, for details. 


5.10 Individual 
and Communal 
Identifiers — 


13 
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as 


as 


as 


5.12 


Refer to Annex 1 of these instructions for details. 


5.13 


Contact for assistance. 
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6. Inadvertent Targeting Incidents 


6.1 Inadvertent 
Targeting of a 
Canadian or 
Person in 
Canada 


6.2 
Inadvertent 
Targeting of 
Allied Persons 
or Persons in 
Allied 
Territory 


Should the communications of a Canadian or person in Canada be inadvertently 
targeted, analysts must fill out an online form located on the SPOC webpage on 
CSE's classified Intranet, in accordance with the process stated in OPS-1, 
Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSE Activities. These incidents are reported to the Office of the CSE 
Commissioner. 


Associated entity records in the TKB will be marked as "Protected" to prevent 
any recurrence of inadvertent targeting. 


In accordance with 5-Eyes agreements, targeting must not be directed at entities 
of allied nationality located anywhere, or against any entity located in allied 
territory. 


Attention: Analysts must report any inadvertent targeting 
incident for any allied person or any person in allied territory 
using the online form on the SPOC website. 
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7. Identifier Management 


7.1 
Introduction 


7.2 Annual 
Validation 


Given that subscribers numbers, IP addresses, 
etc., can and do change over time, it follows that targeted identifiers must be 
reviewed on a regular basis to ensure compliance. 


Without periodic review, the following situations could arise: 
* CSE could misidentify entities in reporting and analysis. For 


example, 


CSE could conduct targeting activities that are no longer associated 
with an intelligence priority; 
CSE could inadvertently target a Canadian through what was 
previously identified to be a foreign identifier. 


To determine whether identifiers may remain targeted from a policy 
compliance perspective, analysts must validate the following four elements of 
the targeting request, at a minimum annually: 


* The identifiers are associated with a foreign entity (documented through an 
from the approved list"); 


• The identifiers are associated with an entity located outside Canada and 
allied territories (documented through a targeting location digraph from the 
approved list); 


• The identifiers are associated with an intelligence priority of the GC and 
aligned with the NSPL; 


* The justification outlining the reason for targeting is adequate and remains 
valid. 


The automated targeting tool messages to remind analysts of their 
responsibilities to validate targeting activities for all identifiers that are 
handled through it, well ahead of the expiry date. 


Analysts may want to consider de-targeting compliant identifiers that yield 
traffic which they do not have time to debrief due to competing priorities, in 
order to free up system resources. 


14 The list of approved targeting nationality Es and location digraphs is available through 
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7.3 Updating 
Targeting 
Requests 


7.4 De-
Targeting 
Requests 


7.5 Roles and 
Responsibilities 
for Identifier 
Management 


On a regular basis, as often as is necessary, analysts are responsible for 
updating active targeting requests with any element of information that may 
have changed (e.g. a different location digraph). For specifics, please see 
paragraphs 7.7 through 7.9 below. 


When any of the elements in paragraph 7.2 above no longer hold for a given 
identifier, analysts must send a de-targeting request to with the 
following information: 


* the combination; 
• 
* Reason for de-targeting (e.g., entity was observed to be located in the 


U.S.). 


The targeting history, including the reason for de-targeting, along with the 
date range during which the identifier was targeted, must be recorded in the 


Where possible, associated with 
targeting systems should be updated to reflect the reason for de-


targeting, for awareness and continuity. 


The table below outlines the roles and responsibilities for managing and de-
tar_Oing identifiers.


Who Does It.  


Analyst 


Action 
On a regular basis, reviews traffic 
collected for all identifiers to ensure they remain valid and 
required, i.e. continue to meet all conditions for targeting 
outlined in paragraphs 7.2. 


the identifiers are associated with a 
foreign entity (nationality and 
location are non 5-Eyes), and the 
associated traffic is linked to a GC 
intelligence priority, 


maintain 
targeting. 


the identifiers are no longer 
associated with a foreign entity, 
the traffic generated is not of foreign 
intelligence value, 


de-target. 


de-target. 


there is no longer a GC requirement 
for the information in the traffic, 


de-target. 
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Actions de-targeting requests, according to CSOI-3-7, 
Authorities. 


7.6 TKB 
Record 
Keeping 


7.7 Target 


PM 
and TL; 
CFIOG 


supervisor 


Ensures that analysts are validating targeted identifiers 
individually, at a minimum, annually. 
Sets operational priorities and gives direction on identifier 
management when faced with resource limitations. 


Corporate record keeping requirements apply to all information resources 
of "business value", including those created or acquired in the context of 
approved targeting activities, because they: 


enable informed decision making and the delivery of programs, 
services, and ongoing operations; and 
support CSE reporting, performance and accountability requirements. 


Analysts, Team Leaders and/or Supervisors must ensure that records 
associated with approved targeting activities in the TKB are accurate and 
current. The TKB entries, including the entity name, system-generated 
target identity number, foreign nationality, foreign location, associated 
intelligence priority, and targeting justification, constitute official records 
and must be retained for operational continuity and for review and audit 
purposes. 


Any traffic associated with a TKB record must be handled in accordance 
with OPS-1-11, Retention Schedules for SIGINT Data. 


Team Leaders or Supervisors are responsible for overseeing the 
management of targeting information, including ensuring that targeted 
entities in TKB are reassigned when there is a change in personnel or 
responsibilities. 


For more details on information management requirements and standards, 
please contact the Information Holdings Services (IHS) within CIO. 
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analysts will update the corresponding targeting request with the current 
location digraph and re-submit for validation. 


7.8 Targeting 


...0:0 Attention: Analysts are responsible for de-targeting any 


.., 0   other identifiers (including individual e-mail addresses) `:::..,-, 
4;:  3 ::::::' ' 


• 


..<(' -. .:W .


-----------------------


In order to targeting, analysts must make an informed assessment 
that the This 
assessment may be based on target knowledge (e.g. 


or on metadata analysis, including 
the periodic review of information stored in SIGINT repositories. 


While querying on identifiers 
is generally not permitted without special authorization, for 


the sole purpose of avoiding targeting incidents, analysts may query on 
such identifiers to Prior to launching queries 
in audited repositories, analysts must contact auditors to indicate the 
purpose of the query and request permission to proceed. Results of these 
metadata queries will not be used in reporting unless the target is in 
foreign territory. 
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identifier(s) must immediately be de-targeted, 
and an incident report must be completed in accordance with section 6 of 
these instructions. 
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8. Definitions 


8.1 Canadian "Canadian" refers to: 
a) A Canadian citizen, or 
b) A person who has acquired the status of permanent resident under the 
Immigration and Refugee Protection Act (IRPA), and who has not 
subsequently lost that status under that Act, or 
c) A corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


For the purposes of these procedures, "Canadian organizations" are also 
accorded the same protection as Canadian citizens and corporations. A 
Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


8.2 Collection For the purposes of these instructions, collection refers to the acquisition of 
information from the GII, through techniques. 


8.3 


(OPS-3-1) 


8.4 ELINT Electronic Intelligence (also known as ELINT) is technical and intelligence 
information derived from the acquisition of foreign non-communications 
electromagnetic emissions from non-nuclear sources, e.g. radar, navigation 
aids, jamming systems and some remote control systems. 


8.5 Entity A person, group, trust, partnership, fund, unincorporated association, or 
organization, including a state or political subdivision. 


8.6 Foreign In the context of the NDA and the Canadian Security Intelligence Service Act 
(CSIS Act), "foreign" refers to non-Canadian. However, for targeting 
purposes, by convention, CSE treats SIGINT allies (i.e. the U.S., UK, 
Australia and New Zealand) as non-foreign. Therefore, for the purposes of 
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these instructions, "foreign" generally refers to non 5-Eyes. 


8.7 Foreign 
Intelligence 


8.8 Global 
Information 
Infrastructure 
(GII) 


8.9 Identifier 


8.10 "In 
Canada" 


8.11 
Interception 


8.12 Metadat a 


8.13 
SIGINT 
Collection 


8.14 Private 
Communication 


Foreign intelligence is information or intelligence about the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist 
group, as they relate to international affairs, defence or security. 


Global Information Infrastructure (GII) includes electromagnetic emissions, 
communications systems, information technology systems and networks, and 
any data or technical information carried on, contained in, or relating to those 
emissions systems and networks. 


For the purposes of these instructions, an identifier is an alphanumeric string 
that may be used to identify a person, organization, corporation, or 
machine/network, for example, an e-mail address, a telephone number, an IP 
address. This was formerly known as a "selector". 


"In Canada" refers to Canada's territory, internal waters, territorial sea (i.e. up 
to the 12 nautical mile limit), and the associated airspace. 


Interception takes place when traffic that has been acquired through 
collection is subsequently forwarded to the traffic repository from the 


(OPS-1-13) 


Information associated with a telecommunication to identify, describe, 
manage or route that telecommunication or any part of it as well as the means 
by which it was transmitted, but excludes any information or part of 
information which could reveal the purport of a telecommunication, the 
whole or any part of its content. 


SIGINT collection is the process of intercepting foreign 
communications as they the GII. Traditionally, collection 
has been done against 


"Any oral communication, or any telecommunication, that is made by an 
originator who is in Canada or is intended by an originator to be received by a 
person who is in Canada and that is made under circumstances in which it is 
reasonable for the originator to expect that it will not be intercepted by any 
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person other than the person intended by the originator to receive it, and 
includes any radio-based telephone communication that is treated 
electronically or otherwise for the purpose of preventing intelligible reception 
by any person other than the person intended by the originator to receive it". 


8.15 is a assigned by the intelligence community 


The following are examples of used to define the scope of identifiers: 


8.16 


8.17 Second 
Party 


8.181 
Data 


8.19 Strong 
Selection 


In the SIGINT community, Second Party refers to CSE's international 
counterparts and include: the U.S. National Security Agency (NSA), the UK 
Government Communications Headquarters (GCHQ), Australia's Signals 
Directorate (ASD), and New Zealand's Government Communications 
Security Bureau (GCSB). 


In the context of targeting activities, for a selection strategy to be considered 
strong, or effective, it must optimize the identification of communications of 
FI interest, and minimize the identification of communications of no FI 
interest. 


One means of achieving strong selection is to 
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The following are fictitious examples of strong selection strategies that may 
be forwarded to SIGINT collection systems: 


Strong selection may also be achieved through 


a foreign entity of intelligence interest. These are addressed 
in separate instructions. 


8.20 Target 
(verb) 


8.21 


To single out for collection or interception purposes. One "targets" an 
identifier to a collection system dictionary or directory (filtering and selection 
tool) to collect only wanted data. 


8.22 Traffic Traffic is defined as the content or payload of a telecommunication or 
data plus the associated metadata acquired from the GII; this includes 
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Annex 1: Summary of Targeting Rules Under Part (a) 
of CSE's Mandate 


A1.1 
Introduction 


The following table summarizes existing rules for targeting activities 
conducted under Part (a) of the CSE Mandate (paragraph 273.64(1)(a) of the 
National Defence Act (NDA)), for intelligence reporting purposes. 


A1.2 Table 1 If the targeted entity is...  may- the following 
collection sources be leveraged?.:-


The latest guidance from DLS is that 
Solicitor-Client Privilege 


0 


 NU2


----------- -- ------------- -- -


Solicitor-Client Privilege 


2 
For guidance on exceptional circumstances, contact Corporate and Operational Policy, D2. 


3 
Such targeting requires the approval• 


4 
Collection of Electronic Intelligence (ELINT) and are 
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approved, because the emitters of such signals have no expectation of privacy, and the 
acquisition activity is not directed at a particular entity, it is done in bulk. 


IRRELEVANT 
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Annex 2: Guidance on 


(Originally Issued 3 September, 2010) 


A2.1 
Overview 


A2.2 Details 
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Annex 3: Roles and Responsibilities For Targeting 


A3.1 Roles and Roles and responsibilities for =targeting under part (a) are outlined in 
Responsibilities the following table. 


Step: 
1 


2 


:Who: Does. It 
Intelligence 
Analyst 


Action 
Documents the following information in the TKB and enters it in the 
appropriate targeting service or mechanism: 


• a foreign assessment (nationality and location digraphs) of 
entity of intelligence interest; 


• one or more active GCR(s); 
• a valid justification (expected FI value); 
• a target identifier (TID) generated by the TKB; 
• selectors (e.g., such as email address and 


); and, 
• source of selectors (SIGINT traffic id, HUMINT information, 


etc.). 


Includes other elements of information, if available, or appropriate: 


Forwards request tom via email or targeting tool, as appropriate. 
Validates the targeting request and ensures that it is associated with: 


▪ foreign entities located outside Canada; 
• GC intelligence priorities; 
• a valid justification; and, 
• a target identifier (TID) generated by the TKB. 


Then 
Satisfied that request forwards to at 
is compliant, CSE, and when 


appropriate. 
Not satisfied, returns request to sender with reason for 


denial. Sender may update request with 
supplemental information and resend to 


when appropriate. 
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3 (=) 
Team 


Reviews targeting request and establishes whether an existing 
operation can meet the request. 
if...   Then 
request can be met by 
existing operation, 


request cannot be 
met by existing 
operation, 


Selectors are deployed and dataflow is 
established in accordance with applicable 
procedures. 


assesses the requirement and drafts an 
operational plan, in accordance with 
applicable procedures. 


4 Intelligence 
Analyst 


Reviews resulting traffic and updates or validates targeting request, as 
required. Requests must be validated at least once per year. If any of 
the compliance requirements become invalid (e.g. GCR has expired, 
traffic is not of intelligence value, etc.), the analyst must request that 
the associated activities cease immediately. 
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Annex 4: Notifying Canadian Partners 


A4.1 
Introduction 


A4.2 Proposed 
Form of Words 


In the course of conducting FI activities, CSE may become aware that an 
entity of intelligence interest, which was initially assessed to be foreign and 
located abroad, is a Canadian citizen, or a citizen of an allied country, or is 
located in Canada or in allied territory. In these circumstances, CSE must 
cease all activities directed at the entity. This means that no information 
about the entity may be reported to partners after the point of discovery. 


CSE operational managers may advise domestic partner agencies in receipt of 
SIGINT reporting in which the subject of a report was discovered post facto 
to be Canadian or of allied nationality, or was discovered to be located in 
Canada or in allied territory, that CSE has ceased all activities against 
associated subject. This is to ensure adequate handling of the SIGINT 
information. 


Below is a proposed form of words to notify partners of an interruption in 
activities related to an inadvertent targeting or naming incident. 


"As you may have noticed in CSE's reporting database, reports 
were cancelled because they did not comply with standard reporting practices. 
Further analysis has revealed that a subject of these reports is Canadian [or of 
allied nationality, or is in Canada, or allied territory], and as such, CSE is 
unable to pursue activities against this subject under its foreign intelligence 
mandate authorities [or under its international agreements in the case of allied 
subjects/territory]. We request that you please destroy/delete all copies of 
referenced reporting. 


If you require clarification, please contact our Corporate and Operational 
Policy team in D2 [or call op manager?]. 


Should you wish to pursue a request for assistance, please contact CSE or 
your CSE liaison office, which will provide the requisite request template for 
signature from an executive or equivalent and forward to CSE." 
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CSOI-4-4 Promulgation 


Reviewed and Recommended for Approval 


I have reviewed and hereby recommend these instructions for approval. 


19 December 2013 


James Abbott Date 
Director General SIGINT Programs 


Approved 


I hereby approve CSOI-4-4: Targeting Identifiers For Foreign IntelligenceUnder Part (a) of 
CSE's Mandate. These instructions are effective immediately. 


Original signed by DC SIGINT 20 December 2013 


Shelly Bruce 
Deputy Chief SIGINT 


Date 
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FOREIGN ASSESSMENTS AND PROTECTED ENTITIES 
Effective January 31, 2014 


INTRODUCTION 
(C) SIGINT Programs Instructions (SPIs) are working aids intended to fill gaps and clarify grey areas that are only 
partially addressed by, or scattered over several, existing policy instruments. They represent a consolidation and/or 
expansion of information contained within other policy instruments (e.g. CSOls, OPS documents, etc.). 


(S//S I) Based on the authorities in the National Defence Act, Sections 273.64(1)(a) and 273.64 (2)(a), SIGINT activities 
must be directed at foreign entities located outside Canada. As such, an informed assessment of the foreign status 
must be performed against entities of intelligence interest prior to engaging in SIGINT activities such as targeting, 
reporting and metadata analysis. By definition, a foreign assessment is not definitive and requires regular monitoring 
and validation. CSOI-4-4, Targetingldentifiers for Foreign intelligence, outlines the elements of information that must 
be considered in conducting a foreign assessment. 


(S//S I) This SPI is intended to provide additional guidance in the form of principles. This instruction does not propose 
a specific process, nor negate any of the requirements outlined in CSOI-4-4. Each set of operational circumstances 
requires an appropriate course of action which cannot be captured ahead of time. Due to the complex nature of the 
SIGINT business, it is impossible to prevent all privacy incidents. However, policies and instructions, coupled with 
principles can help reduce the number, frequency and impact of privacy incidents. 


(S) Individual operational areas are responsible for conducting and documenting foreign assessments. The Office of 
the CS E Commissioner (OCS EC), or other review bodies, may review the documentation associated with foreign 
assessments. 


(S//S I) This SPI also provides guidance on assigning the "Protected Entity" status to known Canadian or allied entities 
in CSE's Target Knowledge Base (T KB). 


(S//S I) This instruction complements guidance provided in: 
• O PS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the Conduct of CSE Activities, 
• CS01-4-1, SIGINT Reporting, 
• CS01-4-4, Targeting identifiers For SIGINT Reporting Under Part A Authorities. 


CONTEXT 
(S//S I) While it is understood that a foreign assessment in a SIGINT context is not an absolute determination, nor is it 
always valid overtime, enhanced guidance will address: 
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• recommendations from oversight bodies with respect to clarifying language related to the association 
between selection criteria (such as identifiers) and entities in operational records; 


• policy questions from operational areas regarding "Protected Entities"; 
• principles to reduce privacy risks. 


PRINCIPLES 
(TS//51) Establishing the location and nationality of an entity of intelligence interest is critical prior to initiating any 
SIGINT activity, but it is also increasingly challenging. In order to minimize privacy risks, four principles are proposed: 


1. If there is no reason to believe that an entity may be Canadian or in Canada (or allied or in allied territory), 
consider it foreign. 


2. If there is any uncertainty regarding the status of an entity, conduct research using the least intrusive 
methods first, progressing to more intrusive ones, only as required. 


3. If it looks or is Canadian (or allied), and it is linked to an Fl operation, protect it. 
4. Use clear language to document the association between an identifier and an entity. 


MS I) PRINCIPLE 1: Record the foreign assessment in CSE's TKB based on available information and reassess when 
new information comes to light, in accordance with CSOI-4-4. In many cases, noting the nationality and location of 
the foreign entity in the TKB along with the reasons for its suspected connection to an Fl entity or issue of interest 
wil l be sufficient. This principle should cover the majority of activities for most operational teams. 


MS I) PRINCIPLE 2: When in doubt about an entity's status, begin researching in the least intrusive data sources, 
such as CSE's TKB, the report dissemination tool (currently ) or non-SIGINT data sources, where feasible. 
This includes consultations with other agencies, such as DFATD and CBSA (via Corporate and Operational Policy -D2), 
open source queries using secure infrastructure ( ), as appropriate. If non-SIGINT sources are 
inapplicable or inconclusive, then CS ESIGI NT metadata repositories may be queried. The use of SIGINT data to 
perform a foreign assessment must be limited to just that, and when there is an indication that an identifier may be 
associated with a Canadian or allied entity, or an entity in Canada or allied territory, the activities must stop and the 
identity information must be documented as a "Protected Entity" in CSE's TKB in order to prevent other analysts 
from inadvertently directing their activities at this entity. 


(TS//51) Finally, if the research is conducted on a Canadian- or allied-looking identifier (e.g. with a Canadian area code 
or domain name), which an analyst believes is associated with a foreign person outside Canada and allied territory, 
the analyst's Team Leader must pre-authorize the use of SIGINT databases and tools to perform the assessment, 
given the increased risk to privacy. repositories may be queried, provided the risks to privacy interests 
of Canadians have been considered. Any queries against a uditable repositories involving "friendly-
looking" identifiers (e.g. mrjohnsmith@mail.ca or janet@yahoo.com) believed to be associated with foreign entities 
should be discussed with auditors in advance, to avoid compliance incidents. 
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(TS//SI/CE0) A metadata query using an identifier that is associated requires 
senior management approval under the authorities of OPS-i-io, Operational Procedures for Metadata Analysis Using a 


MS I) PRINCIPLE 3: For the sole purpose of preventing inadvertent targeting or naming, when an entity that has 
clear links to foreign entities of intelligence interest is assessed or known to be Canadian or allied, it is good practice 
to create a record in CSE's TKB for the entity and mark it "Protected". It should be noted that the OCSEC has made 
favorable comments about this practice in past reviews. 


(S//S I) It may not be necessary or appropriate to include all available information about a Canadian or allied person in 
the TKB. Document the identifiers and any information that is required to understand the link to foreign intelligence 
entities, namely the entity's name, any aliases, the source of the information, the date of the information and the 
foreign targets with whom it is, or has been, in contact. Operational areas are responsible for determining how much 
additional information must be stored about a Canadian (or allied) entity in order to prevent privacy incidents, 
including (re)targeting, inadvertent naming, or unauthorized metadata analysis. Targeting or naming a "Protected 
Entity" constitutes a privacy incident that must be reported in accordance with instructions posted on the SPOC 
webpage. Please note that operational areas are discouraged from including information about Canadians in 
=repositories (e.g. ) as this would attract unwanted attention to Canadian entities. 


(S//S I) PRINCIPLE 4: Use clear language to document the foreign assessment methodology and results (steps, data 
sources, date, etc.). In previous OCSEC reviews, the wording in targeting records was found to be unclear, 
particularly regarding attribution of an identifier to a specific entity. For example, stating that individual Xis 
"associated with" phone number 512345678 may not be sufficiently explicit. It is preferable to indicate that individual 
Xis the of telephone number 512345678, or that he/she is phone number 
512345678, etc. If CSE's TKB is not suitable to document those details, consider creating a separate record that is 
accessible and retrievable by colleagues who have a need-to-know. For instance, 


may be an appropriate mechanism to document the foreign assessment. Ideally, the TKB record should point 
to any other record that would be associated with the entity. 


EXCEPTIONAL CIRCUMSTANCES EMERGENCIES 
(TS//SI) In exceptional circumstances', where available information does not allow a firm conclusion that an entity is 
or is not Canadian or in Canada (or allied or in allied territory), and there is an imminent threat to life or other 
emergency, an operational area may seek senior management guidance in weighing the risks of proceeding with 
targeting identifiers associated with this entity. Consultations with DG I, DGP and DG PC are recommended. DLS may 
also be consulted, as required. The facts supporting the decision to proceed with targeting the entity's identifiers 
must be thoroughly documented and retrievable to facilitate any future audit or review. 


Exceptional circumstances may be defined as threats to the security of Canada as defined in the CSIS Act, or as other 
circumstances described in 0 
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(TS//SI) Below is an example of facts that could support a decision to make a foreign assessment in an emergency, 
where information is unclear or conflicting. Taken in isolation, none of these descriptors would be sufficient to make 
an informed assessment. These include information about 


PRIVACY INCIDENTS 
(S//SI) Conducting research to make a foreign assessment and discovering that an entity is Canadian (or allied) or in 
Canada (or in allied territory) does not constitute a privacy incident, when the research did not touch on any 
unselected SIGINT content (such as might be held in certain auditable repositories). Any results of 
queries leading to a "non-foreign" assessment must be destroyed. 


(S//SI) When foreign assessment research involves unselected SIGINT content, and it is ultimately assessed that an 
entity is Canadian, at that point a privacy incident must be reported, in accordance with SPOC instructions posted on 
the Intranet. If the foreign assessment research within a udita ble SIG INT content repositories reveal any 
5-Eyes entities, these activities must also be reported to SPOC. 


PROMULGATION 


(C) I hereby approve SPI-1-14, Foreign Assessments and Protected Entities. This SIG INT Programs Instruction 
is effective immediately. 


James Abbott 
Director General, SIGINT Programs 
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The Communications Security 
Establishment Canada: 


Protecting the Privacy of Canadians 


February 2014 
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Brief History 
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• CSE was first established in 1946 at the end of the Second World War as the 
Communications Branch of the National Research Council of Canada (CBNRC). 


• In 1975 the division was brought under DND and 
became known as the Communications Security 
Establishment. 


• In December 2001 CSE's authorities, prohibitions 
and limitations were codified into law in the 
National Defence Act 


• In November 2011 CSE became a stand-alone 
agency within the National Defence Portfolio 


• In April 2013 CSE received full independent 
delegation from the Minister of National Defence 
for the administration of both the Privacy Act and 
Access to Information Act 


CERRID 9497549 
Canada, 
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CSE By the Numbers 


• 2,100 Employees 
- CSE employs a diverse and highly-skilled 


workforce of mathematicians, computer 
scientists, engineers, programmers, 
linguists, and analysts 


Linguistic capabilities inillanguages 
and dialects 


• Approximately intelligence 
reports produced annually for some 
1,750 clients in 27 Departments 


• 75 departments receive tactical 
mitigation advice on cyber security 


CERRID 9497549 
Canada 
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What We Do 


A. Foreign Signals 
Intelligence 


CSE collects and analyses 
electronic data and 
transmissions in order to 
obtain useful information 
about a foreign individual, 
state, organization or 
terrorist group 


...which means CSE 
acquires and analyses 
foreign communications in 
support of the government's 
foreign intelligence priorities, 
with respect to international 
affairs, defence or security 


CERRID 9497549 
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B. Cyber Protection 
and Defence 


CSE provides advice, 
guidance and services to 
help ensure electronic 
information and information 
infrastructures of importance 
to the GC are protected 


...which means that CSE 
protects Canada's 
electronic information from 
being stolen, altered or 
destroyed and designs 
computer systems and 
encryption technology for 
the Government 


C. Support to Law 
Enforcement and 
Security Agencies 


CSE provides technical and 
operational assistance to 
federal Law Enforcement 
and Security Agencies 


... which means that CSE 
gives them access to our 
unique capabilities to assist 
them in their lawfully-
mandated activities 


Canada 
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Importance of our Work 


CERRID 9497549 


w 
Support to Foreign Policy 


Events in 


Protect Canadians Abroad 
Support to deployed Canadian Armed 
Forces operations: Protect Canadian 


Assist Federal Law Enforcement 
and Security Agencies 


Technical assistance to CS1S and 
RCMP 


Identify Foreign Terrorists 
Kidnapped Canadians 


Terrorist plots 


Detect and Mitigate Cyber 
Threats 


Protecting Government Systems 


Design Secure Computer 
Systems 


Canadian Top Secret Networks 


Canada 
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Authorities and Direction 


CERRID 9497549 


Parliament: Legislation 
• Charter of Rights and Freedoms 
• National Defence Act 
• Criminal Code 


• Privacy Act 


PM and Cabinet: 
Government Priorities 


• Cabinet Direction 
• Government Intelligence Priorities 


Minister • Ministerial Directives 
• Ministerial Authorizations 


Chief, CSE 
• Operational Policies 
• Operational Approvals 


Management 
Control 


• Operational Procedures 
• Risk-based approvals and management monitoring 
• Training on lawfulness and privacy; internal audit and review 
• In house legal advice from Department of Justice lawyers 


CSE 
ivit. Can jrF 
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Principles of CSE Activities 


CERRID 9497549 


Supports GC 
Priorities 


Measures to 
Protect the 
Privacy of 
Canadians 


CSE 
Activities 


Not Directed 
at Canadians 
or persons in 


t\Z Canada 
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Protecting Privacy 
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1) Making the Case 
• Necessity 


• Proportionality 


2) Setting the Stage 
• Accountability 


• Limiting Collection 


• Limiting Use, Disclosure and Retention 


3) Running the Programme 
• Accessible Policies and Practices 


• Ongoing Privacy Training 


• Senior-level Accountability 


4) Calibrating the System 


CERRID 9497549 
Canada 
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Independent Review: The CSE Commissioner 


• Reviews CSE activities to ensure that they are lawful and 
adequately address the privacy interests of Canadians 


• Has access to CSE databases, documents, personnel and 
facilities 


• Provides classified reports to the Minister of National Defence 
and an unclassified report to Parliament 


• Has completed 74 reviews containing 138 recommendations 
over past 16 years 
• 92% of the recommendations have been accepted 


• All of the recommendations related to privacy and lawfulness have 
been implemented or are in the process of being implemented 


Canada 
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Privacy Act: Compliance and Transparency 


• In April 2013, CSE assumed sole responsibility for 
responding to requests under the Privacy Act 


• CSE 2013 Gap Analysis 
• Privacy management framework 
• Privacy Impact Assessment tools and processes 
• Chief Privacy Officer 


• CSE Info Source: 
• Three TBS-approved institutional Personal Information 


Banks, including one exempt bank: Foreign Intelligence 
files 


CERRID 949749 
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Moving Forward 


TOP SECRET//SI//CEO 


• CSE recognizes the need for greater transparency, 
subject to the limits imposed by national security 
• Engaging with the media 


• Updating our public website 


• 3 Fact Sheets have been released with 3-4 to come 


• Appearances by the Chief at Parliamentary Committees 


• Engaging with review bodies to establish ongoing dialogue 
and ensure we conduct activities appropriately 


CERRID 9497549 11 
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INADVERTENT COLLECTION OF NON-TARGETED TRAFFIC 


Effective: February 25, 2014. 


INTRODUCTION 


(C) SIGINT Programs Instructions (SPI s) are working aids intended to address gaps and grey areas that are 
only partially addressed by, or scattered over several, existing policy instruments. They represent a 
consolidated and/or expansion of information contained within other policy instruments (e.g., CSOls, OPS 
documents, etc.) 


(5//51) SPI-3-14 complements policy instruments regarding the protection of the privacy of Canadians, 
including: 


• OPS-1, Protecting the Privacy of Canadians & Ensuring Legal Compliance in the Conduct of CSE Activities; 
• Retention Schedules for SIGINT Data; 
• 0PS-1-13, Operational Procedures Related to Canadian Collection Activities; and 
• CS01-4-4, Targeting identifiers For Foreign intelligence Under Part (a) of CSE's Mandate. 


(U) CSE must always act lawfully in delivering its mission. Protecting the privacy of Canadians is a 
fundamental tenant of our mission. CSE must apply reasonable measures to safeguard the privacy of 
Canadians while striving for the most effective' collection operations to produce foreign signals intelligence 
of value to GC clients. 


CONTEXT 


(T5//5I) CSE's operating environment is complex. Unlike private sector service providers or commercial 
carriers, CSE cannot cal l upon informed network administrators to locate and acquire traffic of interest. 


1 'Effective' here is primarily intended to refer to the degree to which its collection programs collect data, metadata, and 
communications associated with government of Canada intelligence requirements. The more collection is in line with these 
requirements, the more effective it can be said to be. 
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(TS//51) Given these factors, it is understood that CSE is likely to encounter occasional system issues that 
result in the inadvertent collection of non-targeted traffic, in spite of having taken al l reasonable measures to 
prevent it. To mitigate the risk to the privacy of Canadians resulting from such issues, and to maintain 
compliance with its legal requirements, CSE has policies and procedures in place to handle situations when 
inadvertent collection occurs. These procedures include: 


• The mandatory annotation of any recognized Private Communication (PC) or viewed traffic that 
contains information about Canadians for selected data. (OPS-i - Reporting is provided to the Minister 
of National Defence on annotated PCs and non-essential annotated PCs are destroyed.); 


• The prohibition from searching traffic repositories for anything other than traffic matching an 
appropriately targeted entity (O PS-1, CSOI-4-4); 


• The automatic purging of collected traffic after a certain time (OPS-i-ii); and 
• The requirements to report, evaluate and resolve, and document any instance of inadvertent 


collection of non-targeted traffic once identified (OPS-1-13 and SPOC procedures). 


(S//S1) Due to the variety and complexity of CSE selection, collection and processing systems, each identified 
instance of inadvertent collection is likely to be different in scope and consequence from others. Thus, each 
must be independently assessed. 


REQUIRED ACTIONS IN THE EVENT OF INADVERTENT COLLECTION 
OF NON-TARGETED TRAFFIC 


(TS//51) Guidelines for incident evaluation and assessment are included below. Existing procedures 
established by DGP/SPOC will be used during the evaluation, and begin with submission of the Inadvertent 
Collection of Non-Targeted Traffic web form. The web form will capture details of the event for tracking and 
compliance purposes, to include: 


• Determining the scope of overall inadvertent collection: 
o How long has the inadvertent collection been occurring? 
o Which collection, processing, and viewing systems are implicated? 
o Does the incident involve the inadvertent collection of metadata or content or both? 
o What percentage of overall collection from the collection source is inadvertent? (e.g. as a 


percentage of overall collection from the =system) 
o What percentage of collection of the specific type in question is inadvertent? (e.g. as a 


percentage of 


• Based on the results of the above analysis, determine whether any inadvertently collected traffic 
items have been annotated by analysts as private communications or as containing information about 
Canadians. 
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® Assess the legal and policy implications of the inadvertent collection. 
o Has CSE inadvertently violated any policies, any Canadian law? 


• Assess whether there exists a requirement to take immediate action, based on significant, 
unmitigated risks, and consider: 


o immediate suspension or alteration of implicated collection systems 
o options for purging already collected inadvertent traffic 
o whether communications or instructions are required for staff who may have been exposed 


to inadvertently collected traffic 
o completion of privacy incident notification (if required) 
o consultation with legal services and/or DGPC and, as required, proactive notification of 


OCS EC, MND 


• If risks can be mitigated effectively in the near term, consider: 
o ongoing monitoring of the implicated collection system(s) to determine if inadvertent 


collection reoccurs 
o communications or interim instructions to staff and management 
o interim policy direction to mitigate any immediate privacy concerns 
o reasonable longer-term actions, such as altering technical systems, policies or procedures, 


etc. to provide reasonable privacy protections and ensure that CSE collecting only data that it 
is authorized to acquire 


(S//SI) Al l decisions related to the management of inadvertent collection will be justified and documented by 
SPR for oversight, compliance, and planning purposes. Appropriately classified documentation on handling of 
these cases wil l be published, in an effort to ensure wide understanding of relevant policy considerations, and 
to help set expectations in handling of future situations. 


(S//SI) Al l actions identified as required to incident handling will be assigned to individual points of contact 
with clear timelines for follow up and resolution. Policy and oversight areas must be kept advised of actions 
and progress to ensure compliance and incident tracking. 
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ROLES AND RESPONSIBILITIES 


Director SPR Director SPR oversees and coordinates the overall SIGINT response to inadvertent 
collection events and ensures that DGP, DC SIGINT and SIGINT Round Table (RT) are 
informed about any event and responses taken. 


Individual or Group 
within SIGINT who 
recognized the event 


Immediately upon discovery of inadvertent collect, reports the incident to SPOC and 
fills out the inadvertent collection web form at Inadvertent Collection of Non-
Targeted Traffic web form. 


SPOC The SPOC Compliance Management Team coordinates response in the event of 
inadvertent collection for SIGINT, prepares a report for Director, SPR, and publishes 
associated context and resolution. 


Associated SIGINT 
Collection Area(s) 


Provides contextual information on relevant collection systems and, as appropriate, 
options to mitigate future events. Adjusts collection systems as a result of decisions 
taken, if required. 


Group Provides contextual information on relevant processing systems, and adjusts 
processing infrastructure as a result of decisions taken, if required. 
Provides contextual information on collected traffic and related targeting. Works 
with SSD and requests purging of traffic items from CSE traffic 
repositories as a result of decisions taken, if required. 


SSD Provides contextual information on processing systems related to the incident. 
Adjusts processing infrastructure or purges data identified by as a result of 
decisions taken, if required. 


DC SIGINT & SIGINT 
Roundtable 


Provides executive direction and decision-making in response to inadvertent 
collection incidents, as appropriate. 


PROMULGATION 


(S//SI) I hereby approve SPI-3-14, Inadvertent Collection of Non-Targeted Traffic. This SIGINT Programs 
Instruction is effective immediately. 


James Abbott 
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Director General, SIG INT Programs 
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Privacy of Canadians 2012-2013 


!dents Released to GC Clients: 


release figures are highli hted in blue.a
Where there have been releases nd they are shown thus: 'total. 
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ROCs:


Note: ROC figures represent approved releases unless broken down into approved (A) and denied (D). 


of these releases are all from a cyber defence report which listsiliCanadian IP addresses and the.Canadian entities they are associated with. 
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Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


PO. Box 9703 CP 9703 
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WIG" 3Z4 3Z4 


nuir Fie Vale Aseeronce 


Our EV Mate ttifOrer(x? 


CERRID# 984296 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


CSE Cyber Defence Activities 


(For Approval) 


ISSUE 


The interception of private communications - those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy - is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(3) of the National Defence Act (NDA), you 
authorize the Communications Security Establishment (CSE) to intercept private 
communications in relation to an activity or class of activities for the sole purpose of 
protecting the computer systems or networks of the Government of Canada from 
mischief, unauthorized use or interference, in the circumstances specified in paragraph 
184(2)(c) of the Criminal Code. 


You may issue a Ministerial Authorization provided the legislated conditions are met. 
Ministerial Authorizations are essential to the successful implementation of CSE's 
information protection mandate; without them, the organization would be unable to 
detect known threats and vulnerabilities; discover unknown threats and vulnerabilities; 
and protect Government of Canada computer systems and networks from them. 


The purpose of this Memorandum is to request a Ministerial Authorization for CSE's 
cyber defence activities on Government of Canada computer systems and networks 
that risk interception of private communications. 


Prior to commencing cyber defence activities pursuant to a Ministerial Authorization, 
CSE obtains the consent of the federal institution to be present on their networks. 


CLASS OF ACTIVITIES TO BE AUTHORIZED: CYBER DEFENCE ACTIVITIES 


The Cyber Threat Environment: CSE and its closest cryptologic partners in the 
United States, the United Kingdom, Australia and New Zealand monitor malicious cyber 
activity. This malicious activity is sustained, highly sophisticated and often hidden in 
normal or legitimate internet traffic where they are difficult for users and network 
administrators to detect. 
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During the first nine months of 2012, CSE detected cyber threat incidents on 
computers systems and networks of significance to the Government of Canada 
(compared with incidents for all of 2011). International Affairs, Trade and 
Development was t e most heavily targeted sector which accounted fore percent of 
incidents detected. This includes instances in which Government systems were 
compromised, and =of these, threat actors successfully exfiltrated information. 


is assessed to be res onsible for Epercent of all incidents detected. In 
comparison, together accounted for percent of detected threat 
incidents. 


The most prevalent techni • ue emelo ed b c ber threat actors over the past year was 
spear-phishing In these cases, 
threat actors used legitimate-looking emails that were crafted to be relevant to the 
recipient. These tailored emails contained malicious attachments, or seemingly 
legitimate links to malicious web sites. 


CSE Cyber Defence Activities: While federal institutions have commercially-available 
means to detect malicious activities directed against their networks, these capabilities 
are insufficient to counter the growing threats to the Government of Canada's cyber 
security. By collaborating with CSE's foreign intelligence collection program, CSE's 
cyber defence program is able to better defend against these threats. This collaboration 
allows for the sharing of cyber-defence-related expertise, tools and data from foreign 
cyber threat activity, providing a comprehensive picture of foreign cyber threats directed 
at Government computer systems and networks. CSE also draws upon the 


cyber defence programs to provide 
information concerning sophisticated foreign threats and threat actors. 


During cyber defence activities conducted under a Ministerial Authorization, a federal 
institution provides CSE with 
Data from each federal institution is and retained for 
a period of up to (a current list of federal clients is at Annex A). This 
retention period 
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Interception of Private Communications: CSE cyber defence activities are 
conducted on Government of Canada systems and networks, and all communications 
transmitted on those systems and networks between two or more persons are private 
communications for the purposes of the NDA. Upon detection by 


suspect communications may be extracted from the 
for further analysis b CSE c ber defence personnel. Communications 


that have een extracted from the v CSE have been intercepted b 
CSE. 


CONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only if you are satisfied that CSE has met the 
five conditions set out in Subsection 273.65(4) of the NDA and is appropriately 
managing the risk of intercepting private communications. 


• the interception is necessary to identify, isolate or prevent harm to Government 
of Canada computer systems or networks; 


• the information to be obtained could not reasonably be obtained by other means; 
• the consent of persons whose private communications may be intercepted 


cannot reasonably be obtained; 
• satisfactory measures are in place to ensure that only information that is 


essential to identify, isolate or prevent harm to Government of Canada computer 
systems or networks will be used or retained; and, 


• satisfactory measures are in place to protect the privacy of Canadians in the use 
or retention of that information. 


In order to demonstrate in advance that CSE has appropriate measures in place to 
meet each of these conditions, CSE uses a reasonableness standard that takes into 
account the particular context of the class of activity being authorized. 


These conditions are met respectively as follows: 


1. The interception is necessary to identify, isolate or prevent harm to 
Government of Canada computer systems or networks 


Malicious activity directed against Government of Canada computer systems and 
networks is often disguised as normal or legitimate files, computer processes or network 
traffic. In order to identify, isolate and mitigate cyber threats, it is likely that CSE will 
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intercept private communications in the course of monitoring, acquiring and analyzing 
traffic on computer systems or networks of federal institutions. 


2. The information to be obtained could not reasonably be obtained by other 
means 


It is impossible to effectively identify and prevent potential cyber threats from harming 
Government of Canada computer systems or networks without acquiring and analyzing 
a copy of suspicious files, computer processes or network traffic. Some of the traffic 
that will be acquired and copied will consist of private communications, and therefore 
the necessary information could not reasonably be obtained by means that do not risk 
the interception of private communications. 


3. The consent of the persons whose private communications may be 
intercepted cannot reasonably be obtained 


While CSE has obtained the consent of the requesting federal institution, it is impossible 
to obtain the consent of all persons outside the federal institution network who may 
legitimately communicate with internal users. Furthermore, obtaining this advance 
consent may alert malicious actors to CSE's presence on a particular network, thereby 
enabling them to evade detection. 


4. Satisfactory measures are in place to ensure that only information that is 
essential to identify, isolate or prevent harm to Government of Canada 
computer systems or networks will be used or retained 


All information obtained by CSE from a federal institution's network or system during 
cyber defence activities is used or retained in accordance with OPS-1-14, "Operational 
Procedures for Cyber Defence Operations Conducted Under Ministerial Authorization," 
and related documentation. The NDA and OPS-1-14 require the application of an 
essentiality test to determine whether information from a private communication that is 
intercepted in the conduct of authorized cyber defence activities is essential to identify, 
isolate, or prevent harm to Government of Canada computer systems or networks. 
Only information that is deemed essential may be used or retained by CSE; otherwise it 
is automatically deleted on or before the of the date it was copied. 


5. Satisfactory measures are in place to protect the privacy of Canadians in the 
use or retention of that information 


CSE may use or retain information for the purpose of furthering its investigation into 
cyber threat activities on Government of Canada systems or networks. This use or 
retention includes sharing it within CSE or with domestic and international partners. 


Any information sharing will be done in strict accordance with CSE-approved 
operational policy. The sharing of information from private communications will only be 
undertaken if it is essential to rotect Government of Canada computer systems or 
networks. Data in the remains under the control of the federal institution 
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from which it originated. Communications that have been intercepted by CSE are no 
lon er under the control of the federal institution 


CSE's policies relating to accountability, the privacy of Canadians and the conduct of 
cyber defence activities are outlined in the following Ministerial Directives and 
operational policies: 


• Accountability Framework Ministerial Directive 
• Privacy of Canadians Ministerial Directive 
• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in 


the Conduct of CSEC Activities; and 
• OPS-1-14: Operational Procedures for Cyber Defence Operations Conducted 


Under Ministerial Authorization 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and operational policies. CSE will advise you of any 
revisions to policies and procedures that have an impact on measures to protect the 
privacy of Canadians. OPS-1 is CSE's foundational policy on the privacy of Canadians 
and all other operational policies must comply with it. A copy of OPS-1is attached for 
your reference at Annex B. 


The use and retention of intercepted private communications that contain information 
essential to identify, isolate or prevent harm to Government of Canada computer 
systems and networks will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


Solicitor-Client Privilege 
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RECOMMENDATION 


Ministerial Authorizations are vital policy instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will enable CSE to continue its cyber 
defence activities that protect the computer systems and networks of the Government of 
Canada. It is recommended that you approve the attached Ministerial Authorization 
"Protection of Government of Canada Computer Systems and Networks: CSE Cyber 
Defence Activities," to be effective December 1, 2012 to November 30, 2013. 


orster 


Attachment 


SECRETUSI CEO 
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ANNEX A 


• Ongoing Cyber Defence Activities: Under the current Ministerial Authorization, 
"CSE Cyber Defence Activities," effective December 1, 2011, CSE is engaged in 
ongoing cyber defence activities (that intercept private communications) in support 
of the computer systems and networks of the following federal institutions: 


1) Communications Security Establishment; 
2) Department of National Defence; 
3) Department of Foreign Affairs and International Trade; and 
4) Government of Canada Departments and Agencies using the Secure Channel 


Network (SC Net) that is administered by Shared Services Canada 


• CSE intends to continue these cyber defence activities with these federal institutions 
under the 2012-2013 Ministerial Authorization. Prior to CSE engaging in any new 
cyber defence activities with new clients within the one-year period covered by this 
Ministerial Authorization, CSE shall inform you and provide an updated copy of this 
Annex. 


• All cyber defence activities carried out on the systems and networks of Government 
of Canada departments are conducted under the strict supervision of CSE personnel 
in cooperation with the requesting federal institution's staff, and in accordance with 
established policies and procedures. 
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CSE Collection Activities: CSE's 
fc.-ireion communications 


in order to produo tererdi i aicruals intelligence of value to the 
Government of Canada. CSE 


In these cases, 


collection talc or; 


activities are conducted 


For Irograms. CSE must -;tablish 


Whether CSE communication , data s it is 


.7.ollection is an integral component of CSE.-; foreign sionals intelliger ice 
activities and provides CSE with unique access to the global information infrastructure. 
Inc communications data is an essential source for 
Hie intelligence reports produced by arid it,  Five yes partners. Indeed, over the 
mist year intercepts were the intelligence source for 
reports produced by CSE analysts and MOW percent of the reports generated 
by our Five Eki,!LS partrers that attributed to Canadian signals intelligencc: activities 


nte-ception. 
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CONDITIONS TO BE SATISFIED 
You may issue a Ministerial Authorization only if you are satisfied that CSE has et tie
four conditions set out in Subsection 273.65(2) of the NDA and is appropriately 
managing the risk of intercepting private communicatierr:. 


The interception will be directed at foreign entitibs outsiclo Can ad, 
The information to be obtained could not be reasonably obtained by other 
means: 
The expected foreignintelligence valup of the information 1 lt would be .derlyod 
from the interception justifies it and 
Satisfactory measures arc in place to protect the privacy of Canadians and to: 
ensure that private communkii;:ations wil: only be used or retained if they are 
essential to international affairs, defence or security. 


In °roof to demonstrate in advance that CSE has approprinte measures in place to 
meet eacn of these conditions, CSE uses a reasonableness standard that takes into 
.account the particular context of the class of activity being authorized. 


These czrtclitioneere i tr:t respeq vely fol own: 


1, Interception must be directed at foreign entities located outside Canad4 


CSE follows strict procedures that provide a reasonable assurance that interception 
activities .are directed at foreign ‘71-iiitieS located outside of Canada. This includes 
maintaining an automated directory of selection criteria to identify the communications 
of a target of interest for intercept. Selection criteria can only be uf:Jdd to identify 
communications for intercept if CSF 6 satisfied that they relate to a foreign target and 


external component of a communication The use of selection criteria to identify 
communications for intercept provides CSE with a reasonably means of 
identifying who one of the communicants is likely to be and whether he or she ls locatad• 
outside Canada before a communication is intercepted. Further, the content of 
commJnication ls CSE has a reasonable assurance that the 
i.-.;ommJnication nas at least one end located outside Canada. 
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Canadians, and the conduct of activities are outlined in the following 
Ministerial Directives and operational policies: 


• Ministerial Directive; 
• Accountability Framework Ministerial Directive; 
• Privacy of Canadians Ministerial Directive; 
• Collection and Use of Metadata Ministerial Directive; 
• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in 


the Conduct of CSEC Activities; and 
• OPS-1-13: Operational Procedures Related to Canadian Collection 


Activities 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and operational policies. The organization will advise you of 
any revisions to policies and procedures that have an impact on measures to protect the 
privacy of Canadians. OPS-1 is CSE's foundational policy on the protection of the 
privacy of Canadians and all other operational policies must comply with it. A copy of 
OPS-1 is attached for your reference at Annex A. 


Where CSE incidentally intercepts a private communication, a communication of a 
Canadian outside Canada, or a solicitor-client communication. the intercept can only be 
used or retained if it is deemed essential to international affairs, defence or security. 
This means that: 


• communications that both originate and terminate in Canada, will, upon 
recognition, be marked accordingly and not be used further by CSE. These 
communications are either deleted from CSE's databases or over a short 
duration overwritten from CSE' and, 


• intercepted solicitor-client communications will he treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


Solicitor-Client Privilege 
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RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its 


collection activities and provide valuable foreign intelligence to the Government 
of Canada, as well as CSE's domestic and international partners, It is recommended 
that you approve the attached Ministerial Authorization "CSE Collection 
Activities," to be effective December 1, 2012 to November 30, 2013. 


rster 


Attachment 
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MEMORANDUM  FOR THE MINISTER OF NATIONAL DEFENCE 


E 


(For Approval) 


Collection Activities 


The interception of private communications — those that originate or terminate in 
Canada and vitere the originator has a reasonable ex p,:ictation of pi ivacy pronioited 
under Part VI of the Critrinal Code. ['cut V of lire CritnThrTil Code does not 
apply if, pi.11-.-,tont. to subsectIc..m 273.6E(1 ) toe Notional 1-..),9terice Act (ND A), you 
authorh'e the Commi inications Secikity Estahlishinent (CiiiSF) to in:et-cep-I 
communications in relation to an activity or C ass of activitie for the sole purpose of 
obtaining foreign intelligence, 


You may issue a Ministerial Anti-ionization provided the legislated colditions are root 
The.se Ministerial Authorizations are essential to the successful implementation of 
CISEs mandate: without them, the organization would La unable to collect the data IronI 
the global information infrastructure that it requires to extract foreign ;ntellictence, in 
accordance vi,i ith the intelligence priorities of Government of Canada. 


Tie pi irpose IS to request a Ministerial Authorization for C 
collect ion activities that risk interception of private corntinirications. 


CLASS OF ACTIVITIES TO BE AUTHORIZED.  ■COLLECTION 


Communications are transmitted on the. 
global inforn1CatiOii infrastriicturc


lforrarition infrastructure. 


It is inn • rant tha CSE have 'he caoacit encace E.0 CI LI, t-


lotion ntrastructure at any given moment. makes 
tentiai sources of communications data that CSE can 
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order to produce foreivi inti.fdligencf.:. Because,
on the gibl-hal inforrrritHn infrastructure cw-i foreign 


can bff: foreign f ititles that ar of clear relevance 0: 
vemnient of Canada intelligence prior ities. 


collection curt rltly accounis for 
produce by CSE. 


o intelligence reports 


CSE Collection Activities: ,0 r o is u et, collection activities by 
toreidn on the global inf ormatid,ri 


infrastructure that are suspected of beind of foreign intelliger ice value to the 
Government of Canada. 
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Interception of Private Communications: CSE collection activities risk 
interception of private communications 


into the consolidated repository and are one-end Canadian. 


C,ONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only f you are satisfied that CSE Yeas met the 
tour conditions set out in Subsection 273.65t21 of the NIA and is appropriately 
managing the r isk of intorcepting private communications. 


The interception will Ltit directed at foreign entities located outside. Canada: 
The information to be obtained could not be reasonably obtained by other 
rineans 
The expected foreign ititelligence value of the information Ina: Jould del:ved 
from the interception justifies it: and 
Satisfactory measures in place to protect the pt of Canad ans and t 
ensure that private communications only he used or retained if they are 
essential to international affairs, defersn.c. or security. 


These conditions are met respectively es lokows: 


Irl order to demonstrate in advance that CSE has appropriate measures in place to 
meet each of these conditions. CSE uses a reasonableness standard that takes into 
accortr it The particular context of lite class of activity being authorized. 


1. The interception must be directed at foreign entities located.butsi, e Canada 


In order to prov ce a reasonable assurance that interception a tiv;t are directed at 
foreign entities located at  0f .Thriada. CSE maintains a list of selection criteria for 
identifying target Thersci criteria are 
obtained from a nurnbei a • sources. including analysis of previously-acquired :-,-',1(1.31NT, 
metaidata, information pi avided :)y othar Cover  nerd of Cai rada inset Its and 
agencies. information provided by Allied agencies. and open source information. 


collection iitiii tivities makcs it possible for CSE to re is
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assured that that are targeted for collection are 
likely to contain information of foreign intelligence value to the Government of Canada. 


2. The information could not be reasonably obtained by other means 


The nature of CSE's signals intelligence activities is such that the intercepted 
information (including any private communications) would not be shared voluntarily by 
the targeted foreign entity. Further in most cases, the communications that are 
acquired or intercepted by CSE collection activities are the only potential source 
for the information being sought. 


3. The expected value of the interception would justify it 


provides CSE with unique access to the data and communications of targeted 
foreign entities and is an important source of foreign intelligence in accordance with 
Government of Canada intelligence priorities, including: Cabinet Confidence 
pertaining tolCabinet Confidence 


Cabinet Confidence 


After the expiration of the current Ministerial Authorization, CSE will report to you on the 
full period of the authorization for this program, in accordance with the reporting 
requirements outlined in the Ministerial Authorization. 


4. Satisfactory measures are in place to protect the privacy of Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained if they are essential to international 
affairs, defence, or security. CS prolicies relating to accountability. the privacy of 
Canadians, and the conduct of=activities are outlined in the following Ministerial 
Directives and operational policies: 


• Ministerial Directive; 
• Accountability Framework Ministerial Directive; 
• Privacy of Canadians Ministerial Directive; 
• Collection and Use of Metadata Ministerial Directive; 
• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in 


the Conduct of CSEC Activities; and 
• OPS-3-1: Operational Procedures for 


Activities 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and operational policies. The organization will advise you of 
any revisions to policies and procedures that have an impact on measures to protect the 
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privacy of Canadians. OPS-1 is CSE's foundational policy on the protection of the 
privacy of Canadians and all other operational policies must comply with it. A copy of 
OPS-1 is attached for your reference at Annex A. 


If CSE incidentally intercepts a private communication, a communication of a Canadian 
outside Canada, or a solicitor-client communication, the intercept can only be used or 
retained if it is deemed essential to international affairs, defence or security. This 
means that: 


• communications that both originate and terminate in Canada, will, upon 
recognition, be marked accordingly and not be used further by CSE. These 
communications will be deleted immediately; and, 


• intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


Solicitor-Client Privilege 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its 
activities and provide valuable foreign intelligence to the Government of Canada, as 
well as CSE's domestic and international partners. It is recommended that ou a • rove 
the attached Ministerial Authorization "CSE 
Collection Activities," to be effective December 1, 2012 to November 30, 2013. 


JOn orster 
ief 


Attachment 
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MENTOR 


ISSUE 


ttiV. FOR THE MINISTER OF NATIONAL DEFENCE 


:CSE Collection Activities 


Approval) 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy is prohibited 
under Part VI of the Chrninal Code. However, Part VI of The Criminal Code does not 
apply if, pursuant to subsection 273.65(1) of the National Defence Act (NDA), you 
authorize the Communications Security Establishment (CSE) to intercept private 
communications :n relation to an activity or class of activities for the sole purpose Of 
-obtaining foreign intelligence. 


You may issue a Ministerial Authorization provided the legislated conditions, are MCA, 


These Ministerial Authorizations arc ossental to the successful implementation of 
OSE's manciate: ,.vithout them. the organization \Nould be unable to collect the data front 


l ip global intorntiation infrastructure that it requires to obtain foreign intelligence, in 
.- tocordance with the intel ligence priorities of the Government of Canada. 


purpos this Memorandum is to request a Ministerial Authorization for C7-:-;E's 
collect of activities that risk interception of private communications. 


CLASS OF ACTIVITIES TO BE AUTHORIZED: COLLECTION 


chnologies ti t rely on the 
applies to all 


ct.wrirritinicutio 
astructure. While the application of 


tamples incitnie 


It is important thazrt CSE 17ravr the ca a acit to engage in collection 
because overnio of the on the global information infrastructure use rr 


to access communications networks. In addition, as particular 


Cat 
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CSE Collection Activities: CSE's 
activIti tarot on icn communications data that is 


Br cause 
collectiori 


CSE uses various collection technologies to acquire foreign signals for 
anaysis. Tie choiciit o collection technology tie pearls on the. nature of 
the communicatioris that CSE SUSpea3 arc communications 
data of loreign intelligence value, id where these i„;orninunications are 


To support this determination, USE nay undertake a in order to 


CSE 


infrastructur 


This 


All 
communication. 1 collected from the global information 


communications 
in order to facilitate efficient 


on the global intc ion infrastructure. Given the 
of the communications data that is acquittex.i through USE 


election activities, ssn ti< I that USE collected data'. 
it meets procietermined selection criteria 


is essential becluse mos 


associated with foreign intelligence 1< 


enders co 
communications data 
infrastructure. This makes it 
whether all of the 


and in this 
on the global information 


for in of collection 
data it collects will be foreign, irrespective of the 


targeted by USE activities. As a result communications that 
are LSE's require 
determine if they are cf potential foreign intelligence value. This analysis.. also 
minimizes the.? likelihood of iriadvcrtent interception of private communications. 


niunications 


an 


To faciiitate this analysis, and under the authority of the 2011 Ministerial Directive on 
Metadata, USE cxtmcts metadata from the communications data 


tvleL:tdata does rn include conintiunications content. but is information used to 
idertiry. describe, rnariage or route communications. CSE requires it to map the global 
information infrastructure. suppcirf ongoing collection. identify new foreign intelligence 
targets, to 
facilitate trio targeted collection of cominu 11CanOnS 01 foreign entities that are of foreign 
intelligence value. 
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Selec criteria such as the telephone numbers. IF adcresses. email addresses of 
targeted entities and other inforination t.i.;:isitracted from metadata are 


Selection criteria enable CSE to filter out oxtraneous datadat,_a tnd provide CSE with greater 
certainty that the communications that CSE extracts 
be of foreign intelligence value lO the Government of Cal acai.


for interception will 


.Communications data that is collected 
that is not identified by selection criteria o intercept s destroyed 


This xecess can take 
depending on 


b ai 


Interception of Private Communications: The se ection criteria facil itate tire 
extraction of specific communications and upon selection, these are 
fohvarded to a consolidated CSE traffic repository fur further analysis by CSE anialysts. 
As data is forwarded into the consolidated repository. it 


communications and can be 
by CSE personnel. communica ions 


the consolidated repository have beish epieu by CSE. 


CSE minimizes the inadvertent interception of private communication Th rough 
meis,ticinta analysis and armlica7lon of selection Cr itena 


Ho fever. because CSE cannot know in advance if 
the foreign entities being i -trigetecl will communicate with persons in Canada. CSE may 
end up intercepting a one-end Canadian communication originating or terminating ;,,,;itril 
the foreign entity. Any communication that originates or terminates in Canada where 
there is an expectation of privacy constitutes a private comitril inicajon. As Ft result: CSE 
requeres a Ministerial Authorization to undertake collection activitio 
without lawful authority it is a criminal offence to ini kilt private commuftcations. 


CONDITIONS TO BE SATISFIED 


nay iss, a Min sterial Authorization oil if you are itisfied that CSE 
four conditions set out in Subsection 273.652) of the ND . and ilropriately 
managing the risk of intercepting private communications. 


1 he interception will be directed at foreign entities located outside Canada 
The information to be obtained could not be reasonably obtained / other 
means: 
The expected foreig /alue the ii lormation hat ,,,vould be denv d 
from the interception ustifie. t. allr4 


• Satisfactory fileaSUle ,..:: are in place tc' protect the privacy of Canadians and to 
ensure that private communications MI only be used or retained if they 
essential to international i.siiffai is, defenn..:e or ir:ecurity. 
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In order to demonstrate in un  that CSE has appropriate measures in place to 
meet each of these conditions, CSE Li cfe a reasonablence,3 standard that takes rile 
account the carticular context of the class of activity being authorized, 


These conditions are met respect rely as to: &NS: 


1. The interception must be directed at foreign entities located outside Canada 


CSE follows strict proce.dures that provide a reasonable assurance that interception 
activities are directed at foreign entities localed outside of Canada. This includes 
maintaining an automated directory of se.eciien criteria to identify the con-imunications: 
of a target of interest for intercept, Selection criteria can only be used to identify 
communications for intercept if CSE is satisfied that they relate to a foreign target anti 
he external component of a communication. The of selection criteria to identity 
foreign communications for collection provides with a reasonahiy reliable means of 
identifying one of tile communicants ;5 liKely to be and whether he or she is located 
outside Canada before a communication is intercepted. Further, the content of a. 
commJnication is CSE has a reasonable assurance that the 
communication nas one end located outside Canada. 


The information could not be reasonably obtained by other means 


The nati ire of CSE', signals intelligence activities is such that the intercepted 
information. including any private communications: would rot be shared voluntarily 
the targeted foreign entity. Further. in most cases. in  cormilluhications are the 
only potential sour; ir the information being so1.!gn1 
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The expected foreign intelligence valueof the information that would be. 
.derived from the interception justifies it 


Activities conducted under titis Min sterial Autllorr?atiorl pIcvicie CSE with unique 
access to the communications of targeted foreign entities and er an important source 
of informat ,on about the sc.,; ,ontities:bail their activitic s. n3E's collection 
activities erhance It cai 
CSE and its Allies k..vith 
intelligence priorities. 


city to understand and locate targets of interest and provide 
kin intelligence in ac, :siCialle,f.: with Government et Canada 


CSE also derives technical information 'a bout Blot al information networks from its 
cc,, : lection activities. This supports of €.'i collection activities and improvos 
erstandino of its targets and their cr.,mmunication patterns. For example. 


:•iotivities arc rich source of information related • 


a 
own collection riatIVItieS 


this research ultima y be nefits OSE s 


After the expiration of the current Ministerial Author '-rations. CSC will report tc you on 
the full period of the authorization for each activity, in accordance with the associated 
reporting requirements outlined in the fkkhisterial Authorization. Detai led information or1 
each of the programs that CSE operates under the Class of Activities 
Ministerial Authorization is provided in Annex A. 


Satisfactory measures are in place to protect the privacy of Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained it they are essential to interration4i 
affairs, defence, or security. CSE's pol icies relating to accounthbility, the privacy of 
Canadians, and the ,..,onduct of activities are outl ined in the following 
Ministerial Directives and operational polioros 


Accountability Framework Ministerial Directive; 
T)rivacy of Canadians MilliSte(H1 DireCtiVe 
Collection and Use of l\fletaciala Ministerial Directive: 
°IDS-1: Protecting the Privacy of Canadians and Ensurinc Legal Compliance in 
the Conduct of CSEC Act vitio:- ; and 
OPS-1-13: Operational Procedures Related to Canadian Collection 
Activities 


CSE employees rnust conduct. activiti ai cordance the most cuirent version of 
rl .:'sou I,ilrnisterial Directives arkt ope.rational poilbeS. I hi:3" orgaiiization will advise you of 
any iv stuns to policies and :.:.)roceouies that have Lm impact on measure's to protect the 
_)r ivacy of Canadians. UPS-1 is CSE's fc.)unclational policy or the protection of the 
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privacy of Canadians and all other operational policies must comply with it. Copies of 
OPS-1 and OPS-1-13 are attached for your reference at Annex B. 


Where CSE incidentally intercepts a private communication. a communication of a 
Canadian outside Canada, or a solicitor-client communication, the intercept can only be 
used or retained if it is deemed essential to international affairs, defence or security. 
This means that: 


• communications that both originate and terminate in Canada, will, upon 
recognition, be marked accordingly and not be used further by CSE. These 
communications are either deleted from CSE's databases or over a short 
duration overwritten from CSE's 


• intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 
Solicitor-Client Privilege 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will ermit CSE to continue its collection 
activities that target foreign and provide valuable foreign 
intelligence to the Government of Canada, as well as CSE's domestic and international 
partners. It is recommended that you approve the attached Ministerial Authorization 
"CSE Collection Activities," to be effective December 1, 2012 to 
November 30, 2013. 


Attachment 
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Communications Security 
Establishment Canada 


Centre de la securite 
des telecommunications Canada 


TOP SECR EV/SU/CEO 
CERRID #1049875 


CCM 12.02708 


MEMORANDUM FOR THE MINISTER 


2012-2013 Ministerial Authorizations Request Package 


(For Approval) 
Summary 


The enclosed package contains CSEC's 2012-2013 Ministerial Authorization requests, 
for your approval and signature. 


Pursuant to subsections 273.65(1) and (3) of the National Defence Act, Ministerial 
Authorizations permit CSEC to intercept private communications for the sole purpose 
of obtaining foreign intelligence or protecting the computer systems and networks of 
the Government of Canada, provided certain conditions are met. These Ministerial 
Authorizations, which are valid for a period of one year, are essential to the successful 
implementation of CSEC's mandate. 


There are currently eight Ministerial Authorizations in effect, all of which expire on 30 
November 2012. CSEC is seekin four new Ministerial Authorizations for 2012-2013: 


Collection, Collection, 
and Cyber Defence Activities. The enclosed Ministerial Authorizations must be signed 
by 30 November 2012 in order to ensure continuity in CSEC's operations. 


The reduced number of Ministerial Authorizations is a consequence of CSEC efforts to 
rationalize the Ministerial Authorizations by reducing the number of signals intelligence 
(SIGINT) Ministerial Authorizations from six to three, for the same scope of CSEC's 
SIGINT activities previously covered in six Ministerial Authorizations. 


While the MA Request Memorandum contains an Annex outlining 
the current programs operated under the authority of the MA, the MA Request 
Memorandums will no longer be used to seek approval for new programs. Any new 
activities or the establishment of any collection will be 
authorized in accordance with existing authorities and an updated Annex to the MA 
Request Memorandum will be submitted to the Minister. 


CSEC has discontinued the Active Network Security Testing (ANST) program, which 
was conducted under a Ministerial Authorization last year, and is only requesting a 
single Information Technology Security (ITS) Ministerial Authorization for Cyber 
Defence Activities. A temporary supplemental reporting requirement to you has been 
removed from the enclosed Cyber Defence Activities MA. 


Cana& 
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Background 


• CSEC has introduced a new format for the Ministerial Authorization Request 
Memorandums in order to improve the description of how the risk of intercepting private 
communications during mandated activities is created and mitigated. As per the 
reporting requirements outlined in the Ministerial Authorizations, CSEC will continue to 
report all private communications that are used or retained under each Ministerial 
Authorization. 


SIGINT Ministerial Authorizations 


• The ke chan•e to the SIGINT MA suite is the ado•tion of a "class of activities"
This approach enables 


CSEC to focus more clearly on how CSEC collection activities risk the interception of 
private communications and highlights measures taken to mitigate those risks. The 


CSEC to aggregate the previous 
Ministerial Authorizations into a single new 


Ministerial Authorization. 


Collection 


• The ne  I Collection Activities Ministerial Authorization incorporates 
activities that wan= nravini mix/ au athnri7ari i inriar thratm canarato hAini foria I 


Authorizations: 


• 
Because these activities all rely on collecting communications 


the risk of inadvertently intercepting private communications is 
!across these activities. As a result, a single Ministerial Authorization for the 


class of activities is being requested. 


• ANNEX A to the Memorandum provides detailed information on each of the programs 
that CSEC will operate under the auspices of the Ministerial Authorization. The 
establishment of any new collection programs will be done in accordance with 
existing authorities. In the event that CSEC implements collection 
programs or establishes for existing programs, you will be provided with 
an updated copy of the Annex. 


Collection 


• The Collection Ministerial Authorization enables activities that were 
previously authorized by Interception, and Interception Activities 
Conducted in Support of the Government of Canada Mission in Afghanistan Ministerial 
Authorizations. 


• CSEC's Collection Activities target foreign communications 
CSEC's 


activities are conducted in 
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• In support of the Canadian Mission in Afghanistan, CSEC I 


• The scope of CSEC's activities under this 
Ministerial Authorization is unchanged. activities tar et 


in order to gather foreign 
intelligence of value to the Government of Canada. 


ITS Ministerial Authorizations 


• CSEC is requesting one ITS Ministerial Authorization for this year: CSE Cyber Defence 
Activities. The scope of CSEC's proposed Cyber Defence Activities is unchanged and 
CSEC will continue to conduct activities on the computer systems and networks of the 
following four federal institutions: 


o CSEC; 


o The Department of National Defence; 


o The Department of Foreign Affairs and International Trade, and 


o Shared Services Canada, the administrator of the Secure Channel Network 
(SC Net). 


• CSEC has discontinued the Active Network Security Testing (ANST) program, which 
was conducted under a Ministerial Authorization last year. As a result, the number of 
ITS Ministerial Authorizations being requested has reduced from two to one. 


• Of note, a requirement to provide a supplementary mid-year report to the Minister on 
the number of private communications intercepted under the CDA MA has been 
removed. This requirement was added in 2007 as a temporary measure to reflect 
changes to the CDA program, and Department of Justice General Council concur the 
cyber defence program has matured to the point where this additional measure is no 
longer necessary. 


-3-
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Recommendation 


• It is recommended that you approve the enclosed Ministerial Authorizations for CSEC's 
SIGINT and ITS activities in 2012-2013. 


Next Steps 


• CSEC will provide copies of the revised Ministerial Authorizations to the CSE 
Commissioner as soon as your support is confirmed. 


-4-
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Summary authorized, see Annex A. 


Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 


TO RF 0 
CERRID#9852524 


ECT# 14-7616 


COMMUNICATIONS SECURITY 
ESTABLISHMENT 


(CSE) 


MINISTERIAL AUTHORIZATION YEAR 
END REPORT 


2012-2013 


Canada 
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CERRID# 9852524 TO 


COMMUNICATIONS SECURTY ESTABLISHMENT 
MINISTERIAL AUTHORIZATION (MA) YEAR END REPORT 


PART I: 2012-13 SIGNALS INTELLIGENCE (SIGINT) MINISTERIAL 
AUTHORIZATION END REPORTS 


SIGINT MA REPORTING REQUIREMENTS 


1) 


2) 


3) 


Collection Activities 


Collection Activities 


Collection Activities 


PART II: 2012-13 INFORMATION TECHNOLOGY SECURITY (ITS) 
MINISTERIAL AUTHORIZATION END REPORTS 


3 


5 


7 


9 


ITS MA REPORTING REQUIREMENTS 11 


1) Cyber Defence Activities 12 


Annex: 


A. 2012-2013 Total Collection/Interception Statistics  14 


B. The 2012-2013 National SIGINT Priorities List 15 
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PART I 


CSE SIGNALS INTELLIGENCE MINISTERIAL AUTHORIZATION YEAR END REPORT 


(For the period between 1 December 2012 to 30 November 2013) 


REPORTING REQUIREMENTS 


REQUIRED REPORTING: Following the expiration of the 2012-13 SIGINT MAs, CSE is 
required to report to the Minister of National Defence on: 


i) The number of recognized private communications intercepted pursuant to these MAs 
that are used or retained on the basis that they are essential to international affairs, 
defence or security; 


ii) The number of recognized solicitor-client communications intercepted pursuant to these 
MAs that are used or retained on the basis that they are essential to international affairs, 
defence or security and in conformity with the legal advice received; 


iii) The number of intelligence reports produced from the information derived from private 
communications intercepted pursuant to these MAs; and, 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security. 


SIGNIFICANT ISSUE REPORTING: The SIGINT MAs require that CSE report serious issues 
that arise in the implementation of MAs to the Minister of National Defence. Significant issues 
include but are not limited to a sustained substantial decrease in the value of a source of 
foreign intelligence, or any sustained major increase in the number of recognized private 
communications or solicitor-client communications intercepted pursuant to the MA in 
question. 


There are no significant issues to report for SIGINT MAs during the 2012-13 reporting period. 


SUPPLEMENTAL INFORMATION: While not required by MA, CSE is including the number 
of private communications destroyed and the number of solicitor-client communications 
deleted for each of the respective SIGINT MAs in question. CSE has also provided 
information on the MA rationalization; and improved reporting metrics for the 2012-13 
reporting period. 


Ministerial Authorization Rationalization 


CSE rationalized the SIGINT MAs for the 2012-2013 re ortin eriod to make clear that the 
MAs apply to classes of activities rather than Since MAs are 
not program approval mechanisms, the MAs have been consolidated according to classes of 
activities. This better aligns with the approval process outlined in part V.1 of the National 
Defence Act. The MA request memoranda for 2012-2013 were also restructured in order to 
better describe how mandated classes of activities risk interception of private 
communications and how these risks are mitigated. 
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As a result of this rationalization, CSE now conducts three distinct classes of SIGINT 
collection activities under Ministerial authority: collection (which includes the 
same class of activities included the 2011-2012 MAs for and for interception 
activities conducted in support of the Government of Canada mission in Afghanistan); 


collection (which includes the same class of activities included in the 2011-2012 
MAs for and collection. 


Improved Reporting Metrics 


In previous years, the number of collected communications reported by CSE as part of the 
annual review of SIGINT MAs and intercepted PCs was based on the 


During the 2012-2013 reporting period, CSE began reporting the volume of communications 
as the Essentially, CSE now has 


It is important 
to note that since a communication 


communications during the 2012-2013 reporting period 


As a result of this methodology, a direct comparison to the previous reporting period has 
not been provided. Should a direct comparison to the previous reporting period be requested, 
it will be provided using the former reporting methodology. However, a direct comparison 
between reporting periods will be provided in future MA Year End Reports. 


DYNAMIC NATURE OF CSE DATABASE INFORMATION: CSE analysts may alter the 
annotations or markings associated with communications data residing in CSE databases 
over time. These changes are normal and unavoidable as CSE continually reassesses data 
as new information about it becomes available. 


For example, this means that communications data recognized as a "private communication" 
at one time could be deemed as essential; however, based on new information obtained, that 
same data could be deemed as non-essential and subsequently deleted. This can produce 
minor variations in the number of private communications in CSE databases from one 
reporting period to another. The metrics provided in this end report accurately reflects the 
content of CSE data repositories at the time the report was written. 
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1. COLLECTION ACTIVITIES 


CSE collected communications under the 
program during the 2012-13 reporting period. 


MA Required Reporting: 


Collection Activities 


i) The number of recognized private communications intercepted that CSE used or 
retained: 


Supplemental: 
o private communications were intercepted through 


collection activities during the 2012-13 reporting period. 
intercepted private communications were destroyed because they were 


not deemed essential to international affairs, defence or security. 
o All recognized private communications intercepted under the 


program are accounted for. 


ii) The number of recognized solicitor-client communications intercepted that CSE used or 
retained: 0 


Supplemental: 
o •solicitor-client communications were intercepted through 


collection activities during the 2012-13 reporting period. 
o • intercepted solicitor-client communications were destroyed since they were 


not deemed essential to international affairs, defence or security. 
o All recognized solicitor-client communications intercepted under the 


program are accounted for. 


iii) The number of intelligence reports CSE produced from the information derived from 
private communications intercepted pursuant to this MA: 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value: All communications collected under this program were derived 
from selection criteria directed at Foreign Intelligence targets approved in accordance with 
the National SIGINT Priorities List (NSPL - see Annex). CSE NSPL foreign intelligence 
priorities are based on the Government of Canada's stated intelligence requirements, as 
outlined in the Ministerial Directive on Government of Canada Intelligence Priorities for Fiscal 
Year 2012-13. 


of theMintelligence reports issued by CSE/Canadian Forces Information 
Operations Group (CFIOG) were based in whole or in part on intercepted private 
communications. of the reports were deemed "exceptional"; 
"satisfied an intelligence requirement" for one or more of CSE's clients; and 
provided actionable intelligence. 
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Of the private communications used or retained, were used in the 
forei n intelli ence reports, all of which addressed Government of Canada intelligence 


priorities. of the private communications met criteria for determining 
essentiality for international affairs, defence or security, and were retained for future use. 


Supplemental Reporting: 


CSE/CFIOG issued foreign intelligence reports based on information derived in whole or 
in part from collection. The reports covered 


all of which 
directly supported the Government of Canada's intelligence priorities for 2012-13. This 
reporting was viewed by clients in Government of Canada departments and 
agencies and was of particular interest to the Canadian Security Intelligence Service (CSIS), 
the Department of Foreign Affairs Trade and Development (DFATD), the Department of 
National Defence (DND), the Royal Canadian Mounted Police, the Privy Council Office 
(PCO), and the Canada Border Services Agency. 


CSE's SIGINT allies (National Security Agency [NSA], Government Communications 
Headquarters [GCHQ], Australian Signals Directorate, and Government Communications 
Security Bureau) issued an additional foreign intelligence reports derived from CSE 


collection. The sharing of Canadian SIGINT collection facilitates CSE's 
participation in, and access to, intelligence production from similar allied programs. 


continues to be CSE's collection asset. 
Collection from supports all major SIGINT requirements of the Government of 
Canada and its allies, including 


This collection asset ranks among the 
collection assets within the Five-Eyes SIGINT community. Not only is 


highly valued source of Foreign Intelligence to the GC and its allies, it is also an excellent 
source of information which directly enables CSE's program. 
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2. COLLECTION ACTIVITIES 


CSE collected communications under the Collection Activities 
pro ram durin• the 2012-13 reportin• period. 


MA Required Reporting: 


i) The number of recognized private communications intercepted that CSE used or 
retained:. 


ii) The number of recognized solicitor-client communications intercepted that CSE used 
or retained:. 


iii) The number of intelligence reports CSE produced from the information derived from 
private communications intercepted pursuant to these MAs:. 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value: All communications collected under this Ministerial Authorization 
were derived from selection criteria directed at foreign intelligence targets approved in 
accordance with the NSPL. CSE NSPL foreign intelligence priorities are based on the 
Government of Canada's stated intelligence requirements, as outlined in the Ministerial 
Directive on Government of Canada Intelligence Priorities for Fiscal Year 2012-13. 


Supplemental Reporting: 


During the review period CSE/CFIOG issued foreign intelligence (FI) 
which was based on information derived from 


on 
collection. 


Among CSE's SIGINT allies, GCHQ and the NSA issued reports based in whole or in 
part on Canadian collection   These reports 
provided intelligence on 


There were=communications collected under the 
review period from 


communica ions. 


Over the past year, CSE has expanded capabilities in 
This has enhanced reporting or 
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During the reporting period, the 
Followinc 
and CS: have been identified as vital assets in the 


Consequently, CSE's contribution to Fl reporting o 
expected to pick up substantially as 


Allied 


is 


There were communications collected under the program during the 
review period. of the communications were recognized as private communications. 


During the review period, CSE continued development of capabilities to 
support !collection activities which 
commenced or Developments included several changes to 


collection activities. Currently, the 


-8 


2017 01 05 AGC0146 .-c la 
A-2017-00017--01396 







CERRID# 9852524 TO 


3. COLLECTION ACTIVITIES 


CSE collected a total of 
13 reporting period 


and-/0 


MA Required Reporting: 


communications under the program during the 2012-
of communications were 


were communications transmitted on 


i) The number of recognized private communications intercepted that CSE used or 
retained:• 


ii) The number of recognized solicitor-client communications intercepted that CSE used 
or retained:. 


iii) The number of intelligence reports CSE produced from the information derived from 
private communications intercepted pursuant to these MAs. 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value: All communications collected under this Ministerial Authorization 
were derived from selection criteria directed at Foreign Intelligence targets approved in 
accordance with the NSPL. CSE NSPL foreign intelligence priorities are based on the 
Government of Canada's stated intelligence requirements, as outlined in the Ministerial 
Directive on Government of Canada Intelligence Priorities for Fiscal Year 2012-13. 


Supplemental Reporting: 


CSE/CFIOG issued foreign intelligence reports based in whole or in part on information 
derived from collection. per cent of the reports were derived from a 
operation 


per cent. 


CSE's SIGINT allies (NSA, GCHQ, Australian Signals Directorate, and Government 
Communications Security Bureau) issued .foreign intelligence reports derived in whole or 
in part from Canadian collection. The reports covered a number of 
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This reporting was viewed by clients in twenty-seven Government of Canada departments 
and agencies and was of particular interest to the PCO, DFATD, CSIS, DND, Public Safety 
Canada, and the CBSA. 
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PART II 


CSE INFORMATION TECHNOLOGY SECURITY (ITS) MINISTERIAL AUTHORIZATION 
YEAR END REPORT 


(For the period between 1 December 2012 to 30 November 2013) 


REPORTING REQUIREMENTS 


REQUIRED REPORTING: 


Following the expiration of the 2012-13 ITS MA, CSE is required to report to the Minister of 
National Defence on: 


i) A per federal institution basis, the number of private communications used or retained, 
pursuant to this Ministerial Authorization, that contained information that was essential to 
identify, isolate or prevent harm to Government of Canada computer systems or 
networks. 


DYNAMIC NATURE OF CSE DATABASE INFORMATION: CSE analysis may alter the 
tagging of some communications data residing in CSE databases over time. These changes 
are normal and unavoidable as CSE continually reassesses data as new information about it 
becomes available following collection or from deeper analysis. 


For example, this means that communications data recognized as a "private communication" 
at one time could be deemed as essential; however, based on new information obtained, that 
same data could be deemed as non-essential and subsequently deleted. This can produce 
minor variations in the number of private communications residing in CSE databases from 
one reporting period to another. The metrics provided in this end report accurately reflect 
CSE's best assessment of the nature and content of CSE data repositories at the time the 
assessment was conducted. 
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1. PROTECTION OF GOVERNMENT OF CANADA COMPUTER SYSTEMS 
AND NETWORKS: CYBER DEFENCE ACTIVITIES 


CSE processed approximately of communications data 
under the Cyber Defence Activities program during the 2012-13 reporting period.' 


MA Required Reporting: 


The number of private communications that CSE used or retained pursuant to the 2012-13 
MA on a per federal institution basis: 


i) During protection activities carried out at CSEM 


ii) During protection activities carried out at the Department of Foreign Affairs, Trade and 
Development: 


iii) During protection activities carried out at the Department of National Defence: ■ 


iv) During protection activities carried out at Shared Services Canada (SSC):. 


The total number of private communications that CSE used or retained pursuant to the 2012-
13 MA: 


Supplemental Reporting: 


Established in 2009, CSE's Cyber Threat Evaluation Center (CTEC), supports Canada's 
Cyber Security Strategy by monitoring cyber threats to Government of Canada networks and 
providing incident response. Over the course of the 2012-13 reporting period, CSE remained 
operationally focused on producing new capabilities to detect and guard against a variety of 
cyber threats with the goal of increasing the security posture of the Government of Canada. 


Cyber threat actors routinely conduct network reconnaissance on Government of Canada 
networks in order to discover vulnerabilities, which can be exploited to gain access to that 
network. 


CSE's increase in protection activities and the development of new detection and analysis 
tools reflect upon the increase in CSE's ITS cyber defence activity and reporting levels. 
During the 2012-13 reporting eriod CTEC detected 


In addition, activities conducted under this Ministerial Authorization detected 
A total of ■ CTEC cyber defence reports were issued 


1 This uantit of communications data is approximately equivalent to the contents of 
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based on these discoveries. CTEC reporting includes alerts, analysis of current or potential 
compromises, proactive cyber security best practices based on past compromises, time 
sensitive mitigation, and in-depth analysis of key cyber threat actors, applied tradecraft and 
methodologies. 


These reports contribute to building cyber threat awareness and its impact on the 
Government of Canada's cyber security posture. Reports were distributed to federal 
institutions for mitigation and awareness, Five-Eye partners for threat analysis sharing 
programs that benefit Canada, and to CSE's SIGINT program to enhance targeting of foreign 
cyber threats. 


All of the private communications used and retained during this MA period involved 
attachments containing malicious code, or seemingly legitimate web links to a site hosting 
malicious code intended to harm Government of Canada computer systems or networks. 
CSE notes that the number of used or retained private communications referenced above 
constitutes a minute fraction of the vast volume of data monitored by CSE under this MA in 
the course of protecting Government of Canada systems and networks. 
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Annex A: 2012 — 2013 Total Collection/Interception Statistics 


Mandate Total Collection Total PC (private 
communications) 


Intercepted 


Total PC Intercepted 
that CSEC used or 


retained 


Part A 
(Foreign 
Signals 
Intelligence 
Collection - 
SIGINT) 


communications 
% of 


total collected) 
Vo of PCs 


intercepted, and 
% of total 


collected) 


Part B (Cyber 
Defence - ITS) 


of 
communications data 


Total PCs that CSEC used or retained pursuant to the 2012-13 
MAs 


*IT Security Cyber Defence Activities under MA transpire on Government of Canada 
Computer systems and networks. It is expected that a large portion of data collected 
through these activities will fall within the definition of an intercepted Private Communication. 
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ANNEX B: The 2012-2013 National SIGINT Priorities List 


Standing Issue 
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PURPOSE 


1. The Communications Security Establishment (CSE), Health Canada the Public Health Agency of 
Canada (together with CSE, the Parties) recognize the importance of cooperation to ensure that the 
highest standards of security are applied to SIGINT report handling. This Memorandum of Understanding 
(MOU) is intended to clarify roles, responsibilities and standards governing the dissemination and usage 
of classified information supplied by CSE to Health Canada (HC) and the Public Health Agency of 
Canada (PHAC). 


AUTHORITIES 


2. CSE's mandate powers and authorities are defined in Part V.1 of the National Defence Act, as 
amended by the Anti-Terrorism Act of December 2001. In broad terms, CSE provides: foreign signals 
intelligence in accordance with Government of Canada (GoC) intelligence priorities; advice, guidance and 
services to help protect electronic information and information infrastructures of importance to the GoC, 
and technical and operational assistance to federal law enforcement and security agencies in the 
performance of their lawful duties. CSE is also the cryptology and information technology security 
authority under the Government Security Policy (GSP). 


3. Health Canada is the Federal department responsible for helping Canadians maintain and improve 
their health. A few of Health Canada's functions are regulation of a large variety of products, medicines 
and medical devices, pesticides, chemical, nuclear and radiological safety, illicit drugs and food. A key 
focus of HC is to maintain a pandemic preparedness plan and to contribute to the security of Canadians 
by coordinating the actions of 20 federal departments and agencies in response to nuclear accidents and 
development capabilities to rapidly detect and respond to terrorist events. 


4. The Public Health Agency of Canada Act provides the statutory basis for PHAC's powers and 
authority. The legislation establishes the Agency as a separate entity within the Health portfolio mandated 
to promote and protect the health of Canadians through leadership, partnership, innovation and action in 
public health. A key focus for the Agency is to anticipate and respond effectively to public health threats. 


DISSEMINATION 


5. HC and PHAC recognizes CSE's authority to manage the distribution of SIGINT reports as outlined in 
Appendix "A", Section 4.2, of Treasury Board's Government Security Policy. 


6. Under this authority, CSE recognizes the role of the Health Canada's Departmental Security Officer to 
disseminate SIGINT end-product reporting, as outlined in this MOU, within PHAC and Health Canada, 
with the exception of restricted reporting. 


7. CSE also recognizes the procedures and processes underpinning PHAC's internal dissemination 
program outlined in Health Canada's CRO Protocol document, which was approved by CSE. 


8. s the CSE application that enables web-based dissemination of SIGINT information to 
client desktops based on specified client requirements. Appropriately securi -cleared HC and PHAC staff 
located within a SIGINT Secure Area (SSA) may be granted access to using dedicated 
terminals. 


9. CSE will support internal dissemination by granting, to selected, appropriately security-cleared I-1C and 
PHAC employees, access to the Client Service Interface. This will permit selected users to 
enter client profiles, feedback and requirements, allowing CSE in return, to track and measure SIGINT 
end-product usage of clients. 
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10. It is understood that all SIGINT material (excluding restricted reports) provided to HC and PHAC will 
be delivered via the system meaning that: 


HC and PHAC clients who have access to a MANDRAKE terminal may request 
accounts; 


designated HC and PHAC employees will perform internal dissemination of regular end-
reports within PHAC and Health Canada. 


11. HC and PHAC will keep their information accurate and current. A CSE Client Account 
Representative will assist PHAC with best practices. 


12. HC and PHAC understand and agree that all handling, distribution, retention and destruction of 
SIGINT material will be executed in accordance with the Canadian SIGINT Security Standards (CSSS) 
and other applicable policies and procedures. Unless otherwise approved by CSE, these activities will 
only be performed for PHAC and Health Canada internal SIGINT clients according to each individual 
client's security clearance and need to know requirements. CSE reserves the right to conduct, in 
cooperation with HC and PHAC, on-site security audits on the handling of COMINT material. 


13. CSE is committed to providing HC and PHAC the training, policy and operational support required to 
fulfill its internal dissemination mandate. Likewise, HC and PHAC are committed to keeping CSE abreast 
of any changes to its dissemination policies and procedures. 


AUTHORIZED USE 


14. HC and PHAC recognizes that "authorized use" of refers to any use of SIGINT by the 
department that can hown to be in support of its mandate, which may include "need-to-know"-
based searches of internal dissemination, inclusion of SIGINT in briefings and 
assessments, and actions taken based on SIGINT, which must be receive prior approval by CSE's 
Operational Policy Group. Terms and conditions of SIGINT use are subject to the CSSS, SIGINT 
dissemination procedures and all CSE Operational Policies, and may be further refined by CSE in 
memoranda of understanding or letters of agreement. 


15. "Need-to-know" is a determination made by an authorized holder of information to assess whether a 
recipient requires access to that information in order to perform an authorized government function. It is a 
fundamental aspect of SIGINT handling and reflects the principle that not everyone who is cleared to see 
SIGINT necessarily needs to see all of it. (For further details, see OPS-5-15, Need-to-Know Guidelines, 
available on the CSE Mandrake homepage.) 


MONITORING 


16. HC and PHAC understand that is subject to system and security auditing and monitoring 
by CSE. Any use of must follow the principles of "authorized use" and "need-to-know". 
Users understand that their use is subject to monitoring, as defined herein, and 
unauthorized activities are subject to sanctions. 


CONFIDENTIALITY AND SECURITY OF INFORMATION 


17. Information provided by a Party pursuant to this MOU will only be used for the specific purpose for 
which it is provided. The Parties will ensure that appropriate procedures are in place to protect the 
information from any further disclosure. 


CONTACTS 


18. The primary CSE client relations contact person is the Head Client Relations Officer at PCO. 


19. The primary Health Canada contact person is the Departmental Security Officer. 
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MODIFICATION 


20. This MOU may be modified at any time by written consent of the Parties. 


EFFECTIVE DATE 


21. This MOU will come into effect when signed by the Parties and remain in effect until terminated. 


TERMINATION 


22. Either Party, upon written notice, may terminate this MOU at any time. 


REVIEW 


23. This Memorandum of Understanding will be reviewed on an annual basis to ensure it remains current 
with operational requirements and administrative changes. 


Toni Moffa 


Director General, 
Intelligence Branch 
Corn unications ecurity Establispr 1(Int 


7anSicar 
Executive Director/DSO/S10 
Health Canada 


Date 1 / 1) 20 °F 


Date  a60. AcCz am? 
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PURPOSE 


1. The Communications Security Establishment Canada (CSEC) and the Canada Revenue Agency 
(CRA) (together with CSEC, the Parties) recognize the importance of cooperation to ensure that the 
highest standards of security are applied to signals intelligence (SIGINT) report handling. This 
Memorandum of Understanding (MOU) is intended to clarify roles, responsibilities and standards 
governing the dissemination and usage of classified information supplied by CSEC to the CRA. 


AUTHORITIES 


2. CSEC's mandate, powers and authorities are defined in Part V.1 of the National Defence Act, as 
amended by the Anti-Terrorism Act of December 2001. In broad terms, CSEC provides: foreign signals 
intelligence in accordance with Government of Canada (GoC) intelligence priorities; advice, guidance and 
services to help protect electronic information and information infrastructures of importance to the GoC, 
and technical and operational assistance to federal law enforcement and security agencies in the 
performance of their lawful duties. CSEC is also the cryptology and information technology security 
authority under the Government Security Policy (GSP). 


3. The mandate of the Review and Analysis Division (RAD) of the CRA is to manage the risk of terrorist 
involvement in the registration system for charities and to implement Part 6 of the Anti-Terrorism Act, the 
Charities Registration (Security Information) Ace. RAD fulfills its mandate by: 


• Preventing organizations with ties to terrorism from obtaining registration; 
• Detecting and revoking registered organizations with ties to terrorism; and 
• Ensuring that the CRA contributes fully to the GoC's overall efforts to combat terrorist financing, 


through appropriate sharing of information. 


ACCESS 


4. CRA recognizes CSEC's authority to manage the distribution of SIGINT reports as outlined in 
Appendix "A", Section 4.2, of Treasury Board's Government Security Policy. 


5. Under this authority, CSEC recognizes the role of CRA to access SIGINT end-product reporting, as 
outlined in this MOU, with the exception of restricted reporting. 


6. is the CSEC application that enables Web-based dissemination of SIGINT information to 
client desktops based on specified client requirements. Appropriate! security-cleared CRA staff located 
within a SIGINT Secure Area (SSA) may be granted access to using dedicated terminals. 
All SIGINT material (excluding restricted reports) provided to CRA will be delivered via 


7. CRA users will keep their information accurate and current. 


8. CRA understands and agrees that all access, handling, distribution, retention and destruction of 
SIGINT material will be executed in accordance with the Canadian SIGINT Security Standards (CSSS) 
and other applicable policies and procedures. CSEC reserves the right to conduct, in cooperation with 
CRA, on-site security audits on the handling of SIGINT material. 


An Act respecting the registration of charities having regard to security and criminal intelligence 
information. For the purpose of the Act, "information" means security or criminal intelligence information 
and information that is obtained in confidence from a source in Canada, from the government of a foreign 
state, from an international organization of states or from an institution of such a government or 
organization. 
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9. CSEC is committed to providing CRA the training, policy and operational support required to utilize 
Likewise, CRA is committed to keeping CSEC abreast of any changes to its internal 


policies and procedures concerning SIGINT handling. 


AUTHORIZED USE 


10. CRA recognizes that "authorized use" of refers to any use of SIGINT by the agency that 
can be clear! shown to be in support of its mandate, which may include "need-to-know"-based searches 
of internal dissemination, inclusion of SIGINT in briefings and assessments, and actions 
taken base on SIGINT, any and all of which must receive prior approval by CSEC's Operational Policy 
Group. Terms and conditions of SIGINT use are subject to the CSSS, SIGINT dissemination procedures 
and all CSEC Operational Policies, and may be further refined by CSEC in MOU's or letters of 
agreement. 


11. "Need-to-know" is a determination made by an authorized holder of information to assess whether a 
recipient requires access to that information in order to perform an authorized government function. This 
is a fundamental aspect of SIGINT handling and reflects the principle that not everyone who is cleared to 
see SIGINT necessarily needs to see all of it. (For further details, see OPS-5-15, Need-to-Know 
Guidelines, available on the CSEC Mandrake homepage.) 


MONITORING 


12. CRA understands that 
CSEC. Any use of 
understand that their 
sanctions. 


is subject to system and security auditing and monitoring by 
must follow the principles of "authorized use" and "need-to-know". Users 


use is subject to monitoring, and unauthorized activities are subject to 


CONFIDENTIALITY AND SECURITY OF INFORMATION 


13. Information provided by a Party pursuant to this MOU will only be used for the specific purpose for 
which it is provided. The Parties will ensure that appropriate procedures are in place to protect the 
information from any further disclosure. 


14. The Parties will not disclose any information provided pursuant to this MOU to a third party without the 
permission of the originating Party. 


15. CRA shall consult with CSEC prior to any actions or proceedings being undertaken under either the 
income Tax Act or the Charities Registration (Security information) Act which may utilize information 
provided pursuant to this MOU. 


16. CRA shall fully support any decision or assist in any course of action that CSEC may take to protect 
its information, including objecting or making an appropriate notification under section 38 of the Canada 
Evidence Act whenever required and permitted. 


CONTACTS 


17. The primary CSEC client relations contact person is the Director, 


18. The primary CRA contact person is the Manager, Strategic Intelligence and Liaison. 


MODIFICATION 


19. This MOU may be modified at any time by written consent of the Parties. 
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EFFECTIVE DATE 


20. This MOU will come into effect when signed by the Parties and remain in effect until terminated. 


TERMINATION 


21. Either Party, upon written notice, may terminate this MOU at any time. 


REVIEW 


22. This Memorandum of Understanding will be reviewed on an annual basis to ensure it remains current 
with operational requirements and administrative changes. 


Toni:Ar 
Director General, 
Intelligence Branch 
Communications Security Establishment Canada 


Terry De March 


Director General. 
Charities Directorate 
Canada Revenue Agency 


Date l


Date  i 
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PURPOSE 


1. The Communications Security Establishment Canada (CSEC) and the Canadian Nuclear Safety 
Commission (CNSC) (together with CSEC, the Participants) recognize the importance of cooperation to 
ensure that the highest standards of security are applied to signals intelligence (SIGINT) report handling. 
This Memorandum of Understanding (MOU) is intended to clarify roles, responsibilities and standards 
governing the dissemination and usage of classified information supplied by CSEC to CNSC. 


AUTHORITIES 


2. CSEC's mandate, powers and authorities are defined in Part V.1 of the National Defence Act, as 
amended by the Anti-Terrorism Act of December 2001. In broad terms, CSEC provides: foreign signals 
intelligence in accordance with Government of Canada (GoC) intelligence priorities; advice, guidance and 
services to help protect electronic information and information infrastructures of importance to the GoC, 
and technical and operational assistance to federal law enforcement and security agencies in the 
performance of their lawful duties. CSEC is also the cryptology and information technology security 
authority under the Government Security Policy (GSP). 


3. The mandate of the CNSC, pursuant to paragraph 9(a) of the Nuclear Safety and Control Act MSC 
Act), is to regulate the development, production, possession and use of nuclear substances, prescribed 
equipment and prescribed information in order to prevent unreasonable risk to the health and safety of 
persons, the environment and national security, and to achieve conformity with Canada's international 
obligations regarding the peaceful use of nuclear energy. Paragraph 21(1)(a) of the NSC Act also 
authorizes the CNSC to "enter into arrangements, including an arrangement to provide training, with any 
person, any department or agency of the Government of Canada or of a province, any regulatory agency 
or department of a foreign government or any international agency." 


ACCESS 


4. CNSC recognizes CSEC's authority to manage the distribution of SIGINT reports as outlined in 
Appendix "A", Section 4.2, of Treasury Board's Government Security Policy. 


5. Under this authority, CSEC recognizes the role of CNSC to access SIGINT end-product reporting, as 
outlined in this MOU, with the exception of restricted reporting. 


6. is the CSEC application that enables Web-based dissemination of SIGINT information to 
client desktops based on specified client requirements. Appropriate! security-cleared CNSC staff located 
within a SIGINT Secure Area (SSA) may be granted access to using dedicated terminals. 
All SIGINT material (excluding restricted reports) provided to CNSC will be delivered via 


7. CNSC users will keep their information accurate and current. 


8. CNSC understands and agrees that all access, handling, distribution, retention and destruction of 
SIGINT material will be executed in accordance with the Canadian SIGINT Security Standards (CSSS) 
and other applicable policies and procedures. CSEC reserves the right to conduct, in cooperation with 
CNSC, on-site security audits on the handling of SIGINT material. 


9. CSEC is committed to providing CNSC the training, policy and operational support required to utilize 
Likewise, CNSC is committed to keeping CSEC abreast of any changes to its internal 


policies and procedures concerning SIGINT handling. 
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AUTHORIZED USE and HANDLING 


10. CNSC recognizes that "authorized use" of refers to any use of SIGINT by the CNSC that 
can be clear! shown to be in support of its mandate, which may include "need-to-know"-based searches 
of internal dissemination, inclusion of SIGINT in briefings and assessments, and actions 
taken based on SIGINT, any and all of which must receive prior approval by CSEC's Operational Policy 
Group. Terms and conditions of SIGINT use are subject to the CSSS, SIGINT Dissemination Procedures 
and all CSEC Operational Policies. and may be further refined by CSEC in MOU's or letters of 
agreement. 


11. "Need-to-knoW' is a determination made by an authorized holder of information to assess whether a 
recipient requires access to that information in order to perform an authorized government function. This 
is a fundamental aspect of SIGINT handling and reflects the principle that not everyone who is cleared to 
see SIGINT necessarily needs to see all of it. (For further details, see OPS-5-15, Need-to-Know 
Guidelines, available on the CSEC Mandrake homepage.) 


MONITORING 


12. CNSC understands that 
CSEC. Any use of 
understand that their 
sanctions. 


is subject to system and security auditing and monitoring by 
must follow the principles of "authorized use" and "need-to-know". Users 


use is subject to monitoring, and unauthorized activities are subject to 


CONFIDENTIALITY AND SECURITY OF INFORMATION 


13. Information provided by CSEC will only be used for the specific purpose for which it is provided. The 
Participants will ensure that appropriate procedures are in place to protect the information from any 
further disclosure. 


14. The Participants will not disclose any information provided as described in this MOU to a third party 
without the permission of the originating Participant. 


CONTACTS 


15. The primary CSEC client relations contact person is the Client Relations Officer at the Industry 
Canada site. 


16. The primary CNSC contact person is the Security Intelligence Officer — Nuclear Security Division at 
the CNSC Headquarters site. 


MODIFICATION 


17. This MOU may be modified at any time by written consent of the Participants. 


EFFECTIVE DATE 


18. This MOU will come into effect when signed by the Participants and shall remain in effect until 
terminated. 


TERMINATION 


19. Either Participant may terminate this MOU at any time upon written notification. 
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REVIEW 


20. This Memorandum of Understanding will be reviewed on an annual basis to ensure it remains current 
with operational requirements and administrative changes. 


Date 
Toni Moffa 


Director General, 
Intelligence Branch 
Communications Security Establishment Canada 


Michael Binder 


President, 
Canadian Nuclear Safety Commission 
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November 15, 2011 


MEMORANDUM OF UNDERSTANDING 


BETWEEN 


THE COMMUNICATIONS SECURITY ESTABLISHMENT CANADA (CSEC) 


Hereinafter referred to as "CSEC" 


AND 


THE DEPARTMENT OF FOREIGN AFFAIRS AND INTERNATIONAL TRADE (DFAIT) 


Hereinafter referred to as "DFAIT" 


Concerning the provision of signals intelligence (SIGINT) service at DFAIT. 


PURPOSE 


RECOGNIZING the importance of DFAIT to CSEC as a SIGINT client and the value to DFAIT of 
the CSEC SIGINT service. 


RECOGNIZING that the powers, duties and functions of the Minister of Foreign Affairs, in 
accordance with section10 (1), of the Department of Foreign Affairs and International Trade Act; 
"extend to and include all matters over which Parliament has jurisdiction, not by law assigned to 
another department, board, or agency of the Government of Canada, relating to the conduct of 
the external affairs of Canada...". 


RECOGNIZING CSEC's mandate, powers and authorities which are defined in Part V.1 of the 
National Defence Act, as amended by the Anti-Terrorism Act of December 2001. In broad 
terms, CSEC provides: foreign signals intelligence in accordance with Government of Canada 
(GC) intelligence priorities; advice, guidance and services to help protect electronic information 
and information infrastructures of importance to the GC, and technical and operational 
assistance to federal law enforcement and security agencies in the performance of their lawful 
duties. CSEC is also the cryptology and information technology security authority under the 
Policy on Government Security (PGS). 


RECOGNIZING  the need to establish roles, responsibilities and standards governing the 
dissemination of SIGINT end-product reports supplied by CSEC to DFAIT and the operation of 
the DFAIT client relations office. 


RECOGNIZING the importance of DFAIT / CSEC cooperation to ensure that the highest 
standards of security are applied to handling of signals intelligence (SIGINT) end-product 
reports. 


RECOGNIZING CSEC's authority to manage the distribution of SIGINT as outlined in Treasury 
Board's Policy on Government Security (PGS). 
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NOW THEREFORE DFAIT and CSEC undertake, further to the General Framework MOU 
between DFAIT and CSEC, to continue to cooperate on the effective and secure distribution of 
SIGINT material. 


DEFINITIONS 


In this Memorandum of Understanding, unless otherwise dictated by the context, 


"Authorized use" of SIGINT means any use of SIGINT by the department that can be 
shown to be in support of t's mandate. This may include "need-to-
know"-based searches of internal DFAIT dissemination, inclusion of 
SIGINT in briefings and assessmen s, and any "Action-on" activity taken based on 
SIGINT. 


"Action-on" is defined in CSEC's Ops 5-9 policy as being "Any action taken on the 
basis of Communications Intelligence (COMINT) which might jeopardize the COMINT 
source. This usually involves a sanitization." Such "Action-on" activity must receive 
prior approval by CSEC's Operational Policy Group. 


"Need-to-know" is a determination made by an authorized holder of information to 
assess whether a recipient requires access to that information in order to perform their 
authorized government function. 


means the CSEC application that enables web-based dissemination of 
IGINT reports to users' desktops based on specified client requirements. 


PART I: DISSEMINATION 


1. CSEC will provide seconded staff to a Client Relations Unit within DFAIT's Threat 
Assessment and Intelligence Service Division with the purpose of meeting the intelligence 
requirements of the Department. CSEC Client Relations Officers (CROs) will form a part of an 
integrated team providing service to selected, security-cleared DFAIT clients. The objectives of 
the office will be agreed upon through an annual service plan, consistent with Cabinet direction 
on intelligence priorities, in partnership between DFAIT DG Security and Intelligence and CSEC 
DG Intelligence. 


2. The Client Relations Office at DFAIT will be staffed by DFAIT personnel, including the Head, 
and seconded personnel, including from CSEC. Non-CSEC personnel would be required to 
complete a standard training program on the SIGINT process and policies as determined by 
CSEC. The CSEC staffing component is currently set at CSEC will consider changes to 
this upon request from DFAIT. The operational priorities and direction of the unit will be 
managed by DFAIT's Head, Client Relations, under the management of the Director, Threat 
Assessment and Intelligence Services Division. CSEC personnel will remain administratively 
accountable to the SIGINT in the CSEC Intelligence Branch. 


3. CROs within an integrated Client Relations Unit will provide DFAIT clients with all types and 
sources of intelligence, including but not limited to SIGINT, HUMINT and assessments based on 
client requirements. By mutual agreement, all members of the Client Relations Unit will support 
CSEC's SIGINT objectives through the provision of client requirements, priorities and feedback, 
and will educate clients concerning SIGINT capabilities. 
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4. will only be accessed via terminals within a CSEC-approved Secure SIGINT 
Area


PART II: MONITORING AND COMPLIANCE 


5. DFAIT understands that is subject to system and security auditing and 
monitoring. Any use of must follow the principles of "authorized use" and "need-
to-know". Users undersall..must not expect privacy and unauthorized activities are 
subject to sanctions. 


6. DFAIT will handle SIGINT material in accordance with the Canadian SIGINT Security 
Standards (CSSS), CSEC Operational Policies, and other applicable policies and procedures. 


7. DFAIT understands that their compliance with the above documents is subject to security 
auditing and monitoring. 


8. DFAIT will ensure that all DFAIT products that contain information from SIGINT are 
appropriately classified and referenced. 


9. Certain restricted SIGINT products (e.g., those with named distribution lists or those requiring 
a special indoctrination) must be disseminated in accordance with the "need-to-know" principle 
as determined by CSEC. In the rare event that a distribution list for such a report does not 
include DFAIT's Director General, Security and Intelligence, and DFAIT's Director, Threat 
Assessment and Intelligence Services, CSEC will inform them of the fact that a report is being 
distributed. 


10. CSEC will inform DFAIT of any non-compliance issues so that they can cooperate on 
measures to address such matters. 


11. DFAIT must report compromises or suspected compromises of SIGINT to the Departmental 
Security Officer (DSO) who, in turn, must immediately inform CSEC. 


PART III: CONFIDENTIALITY AND SECURITY OF INFORMATION 


12. Information provided by CSEC and DFAIT pursuant to this MOU will only be used for the 
specific purpose for which it is provided. CSEC and DFAIT will ensure that appropriate 
procedures are in place to protect the information from any further disclosure. 


13. CSEC and DFAIT will not disclose any information provided pursuant to this MOU to a third 
party without the permission of the originating party. 
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PART IV: CONTACTS 


14, The primary CSEC contact person is the SIGINT in DGI. 


15. The primary DFAIT contact person is the Director, Foreign Intelligence Division. 


PART V: EFFECTIVE DATE, MODIFICATIONS 


16. This MOU: 


(a) will come into effect when signed by CSEC and ()FAIT and will remain in effect until 
terminated, 


(b) may be modified at any time by written consent of both CSEC and DFAIT, 
(c) may be terminated at any time upon one month's written notice, 
(d) be added to Annex A of the General Framework Agreement between CSEC and DFAIT, 


and 
(e) will be reviewed as required to ensure it remains current with operational requirements 
and administrative changes. 


Director General, Intelligence 
Communications Security Establishment Canada 


Ar ur Wilczynski 


Date ON I I 


Date f-


Director General, Security and Intelligence Bureau 
Department of Foreign Affairs and International Trade Canada 
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