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Summary authorized, see Annex A. 


Communications Security Centre de. Ia securitO 
Estaplishmerit Canada des telecomniunicatitms Canada


gnkViggi:WandEn  WEiggir 


MAR 0 291! 


MEMORANDUM FOR. MINISTER OF NATIONAL DEFENCE 


Ministerial Authorization  Year-End Reporting 2010-11 


(For Information) 


TOP SECRE-TislitCEO 
CERRID i885257 


CCM t.112-00146 


Summary 


This Memorandum and accompanying report are intended to satisfy reporting 
obligations under Ministerial Authorization (MA) which require the Communications 
Security Establishment Canada (CSEC) to report to you on the use and retention of 
private communications incidentally intercepted in the course of these authorized 
activities. 


• This year, CSEC is reporting to you on six Signals Intelligence (SIGINT) MAs and one 
Information Technology Security (ITS) MA. 


Background 


O The seven recently expired CSEC MAs that contain year-end reporting requirements 
are: 


Interception 


o Interception Activities 


o Interception Activities Conducted in Support of Canadian Forces Operations in 
Afghanistan; 


0 


o CSE Interception Activities 


Interception and,


O Protection of Government of Canada ComputerSystems and Networks: Cyber 
Defence Operations (CDO). 


• In accordance with the terms of these Mks, CSEC must report to you on the use and 
retention of incidentally intercepted private communications related to each of these 
activity areas, as per the specific requirements for SIGINT and ITS MAs, respectively 
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TOP SECRET/MU/CEO 
CERRID #885257 


CCM #12-00146 


Year-End Report for MAs Expired on 30 November 2011 


• As per past practice, CSEC year-end reporting is provided to you in a single 
consolidated report, which is attached to this Memorandum. 


• In addition to the specific requirements for the SIGINT MAs outlined in Part I of the 
attached report, CSEC is required to report to you when any serious issue arises in the 
implementation of SIGINT MAs, of which none were encountered during this period. 


• In addition to the specific requirements for the ITS MA outlined in Part II of the attached 
report, the Chief must review, on a twice-yearly basis, the number of private 
communications used or retained by CSEC to identify, isolate or prevent harm to 
Government computer systems or networks. My predecessor conducted these reviews 
at a frequency that surpasses this requirement, and I do not have any issues to report to 
you in this regard. 


• In keeping with past practices, additional information has also been included on the 
overall results of these CSEC collection programs, to provide context to these activities. 


• I can confirm that all activities carried out under each of these MAs were conducted in 
accordance with the Ministerial Directives Privacy of Canadians and Accountability 
Framework issued to CSEC on 19 June 2001, and with CSEC's own relevant 
operational policies. 


• I would be pleased to provide further details on CSEC activities carried out under these 
MAs at your request. 


Attachment 
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1.1 Centre de la sect:gild 
dee InIkomrnunications Ci3natie 


COMMUNICATIONS SECURITY 
ESTABLISHMENT CANADA (CSEC) 


TOP  ..1E-.:(MET/iSII/Csap: 


REQUIRED YEAR-END REPORTING 


UNDER MINISTERIAL AUTHORIZATION 


MARCH 2012 
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TOP SECRETHSWCE0 
(with attachment) 


COMMUNICATIONS SECURTY ESTABLISHMENT CANADA 
REQUIRED YEAR-END REPORTING 


UNDER MINISTERIAL AUTHORIZATION 


PART I: 


REPORTING REQUIREMENTS FOR ALL SIGINT MAs 3 


INTERCEPTION  4 


INTERCEPTION ACTIVITIES CONDUCTED IN SUPPORT OF CANADIAN FORCES 
OPERATIONS IN AFGHANISTAN. 5 


INTERCEPTION  6 


INTERCEPTION ACTIVITIES 
 7 


 9 


CSEC'S INTERCEPTION ACTIVITIES  10 


PART II: 


REPORTING REQUIREMENTS FOR ITS MA 11 


PROTECTION OF GOVERNMENT OF CANADA COMPUTER SYSTEMS AND 
NETWORKS: CYBER DEFENCE OPERATIONS (CDO) 12 
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TOP SECRETHSIME0 
(with attachment) 


PART I 


CSEC REQUIRED YEAR-END REPORTING 
FOR SIGINT MAs 


EFFECTIVE 1 DECEMBER 2010 — 30 NOVEMBER 2011 


REPORTING REQUIREMENTS FOR ALL SIGINT MAs 


In accordance with the terms of CSEC's six SIGINT MAs and following their expiration, 
CSEC is required to report to the Minister of National Defence on: 


i) The number of recognized private communications intercepted pursuant to these MAs 
that are used or retained on the basis that they are essential to international affairs, 
defence or security; 


ii) The number of recognized solicitor-client communications intercepted pursuant to these 
MAs that are used or retained on the basis that they are essential to international affairs, 
defence or security and in conformity with the legal advice received; 


iii) The number of intelligence reports produced from the information derived from private 
communications intercepted pursuant to these MAs; and, 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security. 


CSEC is also required to report to you when any serious issues arise in the implementation 
of its SIGINT MAs. During the period of 1 December 2010 to 30 November 2011, there were 
no serious issues encountered for any of the SIGINT MAs in question. 


Additional Information 
For context, CSEC is also including in this report the number of private communications 
destroyed and the number of solicitor-client communications deleted for each of the 
respective SIGINT MAs in question. All activities carried out under each of these SIGINT 
MAs were conducted in accordance with the effective versions of their respective operational 
policies, which include: 


• OPS-1: "Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSEC Activities"; 


• OPS 1-13: "Procedures for Canadian nd Joint 
CSEC-CF Activities"; and, 


• OPS 3-1: "Procedures for Operations". 
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TOP SECRETHSIME0 
(with attachment) 


INTERCEPTION 


• Number of recognized private communications intercepted: 
communications intercepted overall) 


o Number of private communications used or retained:M 


o Number of private communications destroyed: 


• Number of recognized solicitor-client communications intercepted:. 


o Number of solicitor-client communications used or retained:


o Number of solicitor-client communications destroyed:. 


(out of a total of 


• Number of intelligence reports produced with information derived from private 
communications:M 


• Foreign intelligence value of reports produced with information derived from 
private communications: Of the private communications retained, 
were used in foreign intelligence reports, including =intercept retained during the 
previous MA review period (covered by the 2009-2010 MA). of the private 
communications were retained for future use. 


Additional Information 


CSEC/CFIOG issued foreign intelligence reports based on information derived in whole 
or in part from communications intercept. The reports covered a variety of 


issues. of the M reports were based in whole or in 
part on "private communications" intercepts and all were deemed to have satisfied an 
intelligence requirement for one or more of CSEC's clientele. Furthermore, CSEC's SIGINT 
allies issued foreign intelligence reports derived from Canadian 
intercept. 


This reporting was viewed by clients in Government of Canada departments and 
agencies and was of particular interestElhFPrivy Council Office, the Department of Foreign 
Affairs and International Trade, the Canadian Security Intelligence Service, Public Safety 
Canada, the Department of National Defence, and the Canada Border Services Agency. 


With respect to working with international partners, the sharing of Canadian SIGINT 
collection facilitates CSEC's participation in, and access to, intelligence production from 
similar allied programs. 
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TOP SECRETHSWCE0 
(with attachment) 


INTERCEPTION ACTIVITIES CONDUCTED IN SUPPORT OF CANADIAN FORCES 
OPERATIONS IN AFGHANISTAN 


• Number of recognized private communications intercepted: I(out of a total of 
communications intercepted overall) 


o Number of private communications used or retained:E 


o Number of private communications destroyed:. 


• Number of recognized solicitor-client communications interceptedE 


o Number of solicitor-client communications used or retained:. 


o Number of solicitor-client communications destroyed:. 


• Number of intelligence reports produced with information derived from private 
communications:• 


• Foreign intelligence value of reports produced with information derived from 
private communications: There were reports produced with information from private 
communications. private communications intercepts were retained for future use. 


Additional Information 


CSEC/CFIOG produced foreign intelligence reports, based in whole or in part on 
information derived from the reports) and reports 
collection The reports covered a variety of issues supporting Canadian 


and were shown to CSEC clientele in Government 
of Canada departments and agencies including the Royal Canadian Mounted Police, Public 
Safety Canada, the Privy Council Office, the Integrated Terrorism Assessment Centre, the 
Department of National Defence, the Department of Foreign Affairs and International Trade, 
the Canadian Security and Intelligence Service, the Correctional Service of Canada, the 
Canadian International Development Agency, and the Canada Border Services Agency. 


of the aforementioned foreign intelligence reports were based on private 
communications intercept. 


CSEC's SIGINT allies (DSD, GCHQ, and NSA) issued foreign intelligence reports 
derived in whole or in part from reports), reports), or 


reports) collection, or, as in one case, a combination thereof. The 
reports covered a variety of security issues. In addition, CSEC/CFIOG used 


reports) and report) collection to produce-
SIGINT reports that were provided directly to the Canadian Forces 
support their ongoing operations. 
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TOP SECRETUSIIICE0 
(with attachment) 


INTERCEPTION 


• Number of recognized private communications intercepted: {out of a total of 
communications intercepted overall) 


o Number of private communications used or retained:. 


o Number of private communications destroyed:. 


• Number of recognized solicitor-client communications intercepted:. 


o Number of solicitor-client communications used or retained:. 


o Number of solicitor-client communications destroyed:. 


• Number of intelligence reports produced with information derived from private 
communications:. 


• Foreign intelligence value of reports produced with information derived from 
private communications: There were. reports produced with information from private 
communications. 


Additional Information 


CSEC/CFIOG foreign intelligence reports based on information derived 
from Canadian collection. During the same timeframe, however, NSA and GCHQ 
issued foreign intelligence reports based in whole or in part on Canadian 
collection. The reports dealt with 


collection also continued to provide information on global networks used to 
support other CSEC collection programs and improve understanding of targets and their 
communications patterns. 
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TOP SECRETAIIICE0 
(with attachment) 


INTERCEPTION ACTIVITIES 


• Number of recognized private communications intercepted:i(out of a total of 
communications intercepted overall) 


o Number of private communications used or retained: II 


o Number of private communications destroyed:. 


• Number of recognized solicitor-client communications intercepted: 


o Number of solicitor-client communications used or retained:. 


o Number of solicitor-client communications destroyed:. 


• Number of intelligence reports produced with information derived from private 
communications:MI 


• Foreign intelligence value of reports produced with information derived from 
private communications: There were reports produced with information from private 
communications. 


Additional Information 


CSEC issued foreign intelligence reports based in whole or in part from 
These reports covered issues and were viewed by CSEC clients in= 


government departments or agencies. 


CSEC's SIGINT allies (NSA and GCHQ) issued foreign intelligence reports derived in 
whole or in part from reports), 


reports), report) collection. reporting 
generally related to 


This reporting was viewed by clients in EGovernment of Canada departments and agencies 
and was of particular interest to the Privy Council Office, the Department of Foreign Affairs 
and International Trade, the Canadian Security Intelligence Service, the Canada Border 
Services Agency and the Department of National Defence. 
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TOP SECRET/MU/CEO 
(with attachment) 


During the review period, a new 
communications were intercepted through this new 


produced. 


During the previous MA cycle 


was introduced. A total of 
foreign intelligence 


intercested   communications. 
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TOP SECRET/in/CEO 
(with attachment) 


The majority of the were 


private communications or solicitor-client communications were 
recognized; accordingly,M reports were based on such information. 


Additional Information 


CSEC/CFIOG issued foreign intelligence reports (including 
report) based in whole or in part on information derived from collection. 
percent of the reports were derived from a Moperation directed against—
covered a wealth of issues, while percent of the reports 
similarly concerned 
for an additional percent o the total; percent; and 
percent. accounted for six percent of the reports. The remaining percent 
covered 


CSEC's SIGINT allies (NSA, GCHQ, and DSD) issued -foreign intelligence reports 
derived in whole or in part from Canadian collection. These reports covered a wide 
range of issues related to 


This reporting was viewed by clients in Government of Canada departments 
and agencies and was of particular interest to the Privy Council Office, the Department of 
Foreign Affairs and International Trade, the Canadian Security Intelligence Service, the 
Department of National Defence and the Canada Border Services Agency. 


As noted, this year's collection volumes rose in comparison to the previous year. The 
and 


program adjustments, building on developments undertaken in 2009-2010. These include a 
streamlined approach to requirements and approval processes, as well as the 
implementation of automated Intelligence reporting 
trends have also evolved during the period, with more emphasis being placed on 


and are always guided by CSEC's Ministerial 
Directive on Intelligence Priorities. 
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TOP SECRET/MU/CEO 
(with attachment) 


CSEC'S INTERCEPTION ACTIVITIES 


has not yet commenced at the 


• Number of recognized private communications intercepted: 


o Number of private communications used or retained: 


o Number of private communications destroyed: -


• Number of recognized solicitor-client communications intercepted: 


o Number of solicitor-client communications used or retained: 


o Number of solicitor-client communications destroyed: 


• Number of intelligence reports produced with information derived from private 
communications: 


Foreign intelligence value of reports produced with information derived from private 
communications: 


Additional information 


GSEC sought an MA for this particular operation because the planned 
and potential activity could result in the incidental interception of 


private communications. 


The  was undertaken last year. Analysis of th 
private communications were noted 


This report outlines the operational status of CSEC's Interception Activities—
conducted for the period from 22 July to 30 November 2011. Please note that lend 
product reports were issued during the review period. 
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TOP SECRET/MU/CEO 
(with attachment) 


PART II 


CSEC REQUIRED YEAR-END REPORTING 
FOR ITS MA 


EFFECTIVE 1 DECEMBER 2010 — 30 NOVEMBER 2011 


REPORTING REQUIREMENTS FOR ITS MA 


In accordance with the terms of CSEC's ITS MA pertaining to the protection of Government 
computer systems and networks, CSEC is required to report to the Minister of National 
Defence after its expiration, on a per federal institution basis, to specify: 


i) The number of private communications used or retained, pursuant to this Ministerial 
Authorization, on the basis that the information extracted from those private 
communications was essential to identify, isolate or prevent harm to Government of 
Canada computer systems or networks. Such reporting will also specify the total 
number of these used or retained private communications shared with the CSEC 
SIGINT program.. 


Also pursuant to this MA, the Chief, CSEC must review on a twice yearly basis the number of 
private communications used or retained by CSEC to identify, isolate or prevent harm to 
Government of Canada computer systems or networks. In regards to the MA period in 
question, reviews by the Chief, CSEC have been conducted at a frequency that surpasses 
this requirement, and no serious issues were identified in this regard. 


In addition, all activities carried out under this MA were conducted in accordance with the 
effective versions of its associated operational policies, which include: 


• OPS-1: "Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct of CSEC Activities"; and, 


• OPS-1-14: "Operational Procedures for Cyber Defence Operations Conducted under 
Ministerial Authorization". 
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TOP SECRET/Mil/CEO 
(with attachment) 


PROTECTION OF GOVERNMENT OF CANADA COMPUTER SYSTEMS AND 
NETWORKS: CYBER DEFENCE OPERATIONS (CDO) 


• Number of private communications used or retained: 


o During protection activities carried out at 


o During protection activities carried out at the 


o During protection activities carried out at the 


o During protection activities carried out at 


• Number of used or retained private communications shared with the CSEC SIGINT 
program: 


o During protection activities carried out at -


o During protection activities carried out at the 


o During protection activities carried out at the 


o Durin protection activities carried out at ■ 


Additional Information 


CSEC produced a total of Eireports based on=incidents (note that one report can 
include several incidents) from Cyber Defence Operations under this MA, describing and 
responding to cyber events targeting federal systems and networks. A subset of these 
reports was also shared with Five Eyes cryptologic partner agencies. Information included in 
these reports is based on current knowledge and available data obtained under this MA. 


As malicious cyber activity directed against an expanding range of Government computer 
systems is often embedded in normal or legitimate network traffic, the uniqueness of this MA 
program is that the acquisition of private communications is sometimes necessary for the 
effective identification and prevention of potential cyber threats. In light of this, CSEC notes 
that the number of used or retained private communications referenced above constitutes a 
minute fraction of the vast volume of data monitored by CSEC under this MA in the course of 
protecting Government systems and networks. 
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TOP SECRETHSIME0 
(with attachment) 


In related cyber defence efforts and in support of Canada's Cyber Security Strategy, CSEC 
established the Cyber Threat Evaluation Center (CTEC) in late 2009. Over the course of 
2011, this new area, combined with existing cyber defence capabilities, continued delivery of 
its products and services to build cyber threat awareness and strengthen defensive postures 
within the federal Government. A full-year reporting period and increased protection activities 
at reflect an increase in CSEC's ITS 
reporting levels while still remaining in line with previous years' reporting. 
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Minister 
of National Defence 


UNCLASSIFIED 


Ministre 
de la Defense nationale 


Ottawa, Canada K1A OK2 


To: Chief, Communications Security Establishment 


Ministerial Directive 
Communications Security Establishment 


Accountability Framework 


CERRID # 994334 


This Directive is issued under my authority and replaces the Accountability Framework 
Ministerial Directive issued 19 June 2001. 


Governance 


As a stand-alone departmental agency within the National Defence portfolio, the Chief, 
Communications Security Establishment (CSE) is the Deputy Head and Accounting 
Officer and reports directly to the Minister of National Defence. 


I will issue further directives to you as necessary to provide guidance on CSE's statutory 
mandate and related activities, and encourage you to advise me if CSE would benefit 
from particular directives. 


As Chief, you are responsible for policy development, planning, management and control 
of CSE, and all matters relating to it. I expect you to manage CSE with particular regard 
to all relevant legislation and applicable Government of Canada policies, and to consult 
with the Department of Justice as required. 


In the discharge of its mandate and in planning and allocating resources, CSE will be 
guided by the intelligence priorities and requirements set by the Government of Canada. 
In accordance with the Financial Administration Act, you are to establish the appropriate 
accountability regime to ensure financial probity and to foster effective financial 
management at CSE. 


To ensure ongoing accountability, you will inform me about CSE activities and consult 
me when my respective input or approval is warranted. Such consultation would be 
required on particularly sensitive matters that are likely to have a significant impact on 
public affairs, foreign relations, legal, mandate, ethical, sovereignty, national security, or 
policy issues. I will rely on your information and advice to assist me in terms of my 
accountability to the Prime Minister, Parliament, and in my engagement with the public 
and media on matters relating to CSE. 


Canada'. 1 
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UNCLASSIRM 


The Deputy Minister of National Defence is responsible for leading portfolio 
coordination and to ensure that I have the cohesive advice and support necessary to 
achieve my mandate. As Chief of the Communications Security Establishment, you will 
also he responsible for cOntribtiting to the Overall functioning of the portfolio and provide 
support to the Deputy Minister of National Defence in portfolio coordintaion. 


Finally, I expect you to report to me annually on CSE's performance, strategic priotities,, 
progrzun initiatives and policy, leg ml. and .intnagement.. issues of significance, 


Review 


The CSE Commissioner is responsible for reviewing the activities of CSE to ensure that 
they are in compliance with the law, investigating complaints by citizens that the 
Conunitilsioner considers necessary, and informing the Minister and Attorney General of 
Canada of any activity of CSE that the Commissioner believes may not be in compliance 
with the law. 


CSE is also subject to review. by the Canadian Human Rights Commission, the Privacy 
Commissioner, the InformationCommissioner, the Conflict of Interest and Ethics 
Commissioner, the Commissioner of Official Languages and the Auditor General of 
Canada. I expect you to provide full support and cooperation to the CSE Commissioner 
and any officials representing the afOrementioned review bodies in the exercise of their 
review and/or statutory functiOns. 


Finally, I expect you to maintain tin effective internal review capability informed by the 
external members of your departmental audit committee. 


Workforce and Operations 


CSE's values and ethics are to he reinforced in the workplace. r expect you to administer 
and lead CSE's workforce ia a manner that reflects sound management practices, nicets 
the professional needs of knowledge workers, engenders mutual respect between 
management and staff and among employees, and respects labour regulations and safety 
stand aids. 


Balancing the requirement for adequate security measures. at CSE with sensitivity to the 
impact that it may have on the professional and private lives of  employees is 
important for the organization's success. I expect you to ensure that .CSE has internal 
mechanisms to address. employee concerns. and. complaints in compliance with applicable 
legi elation, regulation, policies, directives or other relevant instruments, and that 
employees are aware of their 'availability.. 


I expect yoti to be an active participant on significant issues and initiatives that. affect 
international affai-M. defence and security, as well as the wider information technology 
conumtities:vithin the Government of Canada.. To fulfill your mandated functions, you 
may enter into an arrangement Or otherwise cooperate with any domestic entity, foreign 
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UNCLASSIFIED 


entity or class of foreign entities. In these eases; expect you to maintain the appropriate 
security safeguards. Furthermore, you will ensure that any arrangements entered into or-
other cooperation with is in accordance with the 
Ministerial Directive and the FrameworkIbr Addressing Risks in Sharing Infornudion 
with. Foreign Entitie. Ministerial Directive.-


Finally, you will engage the National Security Advisor, as. you deem necessary, when 
CSE operational, policy or other issues arise Which have a potential significant impact on 
the wider security and intelligence community. 


Dated at this .day..of 


,atte6etk,,, 
The Honoura b le-Re ac: K a y, P. C M.P. 
Minister of National ofoRce. 


fic.7,11,41,14"1. 201 


irt all cascts, mlueneeS to Mint tem] DErectivis sk•Ithm •docuatinit reft:v io the roosE rckxntly: issued 
Ministerial 
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I 
Communications Security 
Etablishment Canada. 


3 2013 


Centre. de la securite,,,,
- • imunii.Jatik,. „ d des 


MEMORANDUM FOR THE MINISTER NATIONAL DEFENCE 


Ministerial Authorization Year-End Reporting 2011-12 


(For Information. 


TO  P S E CR 
GE R F-11D 228511 


LCT 12-2w 


Summary 


The attached year-end reports satisfy CommuniCations Security Establishment 
Canada (CSEC) reporting requirements related to the interception, use and retention 
of private communications incidentally intercepted by CSEC under the terms of the 
.2011-12 Ministerial Authorizations (MAs). 


This year, CSEC is reporting to you on six Signals intelligence (SIGINT) MAs and one 
Information Technology Security (ITS) MA. 


The Ministerial Authorizations also require that CSEC report to you on any significant 
issues that arise in their implementation. The attached reports highlight two 
significant issues related to the 2011-12 reporting period. These issues have been 
resolved and are explained in detail in the 2011-12 report. 


Background 


tz The seven recently expired CSEC MAs that contain year-end reporting requirements 
are: 


0 


0 


0 


0 


Interception 
Interception Activities Conducted in Support of Can,: Plan Forces Operations in,
Afghanistan; 


Interception 
Interception Activities 


• CSE Interception Activities and,. 
• Protection of Government of Canada Computer Systems and Networks: Cyber 


Defence Operations (CD0). 


▪ In accordance with the terms of these MAs, CSEC must report to you on the use and 
retention of incidentally intercepted private communications related to each of these 
activity areas, as per trle specific requirements for SIGINT and ITS MAs, respectively. 
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Year-End Report foieNtAs ExEired on 30 November 2012 


CSEC year-end reporting is provided to you in a single consolidated report, which is 
attached to this Memorandum. 


• Additional information has also been included on the overall results of CSEC collection 
programs, to provide context to these activities. 


a In addition to the specific requirements for the SIGINT MAs outlined in Part 1 of the 
attached report, CSEC is required to report to you when any serious issue arises in the 
implementation of SKINT MAs, of which one was encountered during this reporting 
period regarding collection trends This issue concerns the 
temporary suspension of during the reporting period to address an 
unexpected spike in incidental communications collected under the 
program:. 


In addition to the specific requirements for the ITS MA outlined in Part II of the attached 
report, I must review, on a twice-yearly basis, the number of private communications 
used or retained by CSEC to identify, isolate or prevent harm to Government computer 
systems or networks. I continue to conduct these reviews at a frequency that surpasses 
this requirement. 


A second significant issue relates to an adjustment of the 2010-11 Cyber Defence 
Operations MA End-Report that was issued to you last year. This adjustment is to 
correct an undercount of■ private communications incidentally 'intercepted by CSEC 
during the 2010-11 reporting period under that MA. This undercount was caused by a 
coding error in the program relied upon to identify communications data contained in 
CSEC Cyber Defence repositories. The error has been thoroughly investigated and a 
solution has been verified and implemented. 


Solicitor-Client Privilege 


• I can confirm that all activities carried out under each of these MAs were conducted in 
accordance with the Ministerial Directives Privacy of Canadians and Accountability 
Framework issued to CSEC on 19 June 2001 and reissued on 20 November 2012, and 
with CSEC's own relevant operational policies. 


• I would be pleased to provide further details on CSEC activities carried out under the 
2011-12 CSEC IV1As at your request. 


4hn Frster 
Chief./ 
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National 
Defence 


National Defence Headquarters 
Ottawa, Ontario 
K1A OK2 


Defense 
nationale 


Ouartier general de la Defense nationale 
Ottawa (Ontario) 
K1A OK2 


MINISTERIAL AUTHORIZATION 


CSE INTERCEPTION ACTIVITIES 


TOP SECRET//SI 
Canadian Eyes Only 


1. In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Adams, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to intercept private communications acquired through 
the class of activities described as Interception Activities for the sole 
purpose of obtaining foreign intelligence in accordance with the Government of 
Canada intelligence priorities. 


3. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject to measures to protect the privacy of Canadians, in accordance with 
the following operational policies and other operational policies referred to 
therein: 


(i) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


4. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


a) The activities shall be in strict compliance with the Ministerial Directives 
"Privacy of Canadians" and "Accountability Framework" issued to CSE on 19 
June 2001 and the Ministerial Directive "Collection and Use of Metadata" 
issued to CSE on 9 March 2005. 
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TOP SECRET//SI 
Canadian Eyes Only 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it is satisfied relates to foreign entities 
located outside Canada. 


d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 


(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 
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the nulnher of intelligence reports produced from the information 
derived from private.conmiunicatialS intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value. of these reports, as. they relate to 
international affairs, defence or security. 


5. CSE shall report to me when any serious issue arises:in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decreasein the value of this source of foreign intelligence, or any sustained major 
increase in the number of recognized. private communications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


6. Pursuant to section 27.363 and s bsecti(m 273.65(8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and, as such, CSE shall support and assist the Commissioner 
in carrying out such reviewS, 


This Ministerial Authorization shall have effect. for one year, from 1 December 
2011. to 30 November 201.2, 


Dated at 


The Honourable Peter Mac 
Minister of National Defene 


this 


C. M.P. 


esillt.444/ 
day of 2011. 
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November 2013 


Minister, 


am pleased to Eiu.briiit to you the CSEC AfinlAd Report :err liscnt veer 2012—'2013. This annual report flows from the requirement 
outlined in CSR's Accountability Framework Mintsterial Direct a in which I have been directed to provide you with ax.nuiib 


updates on. CSEC's performance, strategic priorities, program initiatives and other issues of significance. Going .fbrward,, CSEC 
will he exploring ways in Which this report can be coordinated and streamlined with our classified 2014-2015 Departmental 
Performance Report. 


2012-2013 muted our first year as a stami-alone agency. This annual report details CSEC's priorities and challenges aver the 
past year, highlights our key amornpfisinnents and addresses a number of special reporting requirements, it also  out some 
our an j pLiiilled efforts as we rmwe forward in ail ever-evolving opontional and polky environment. Cabinet Conf 


Cabinet Confidence 


Throughout 2012-2013, CSEC has continued to develop and implement new capabilities to better fulfill its mandate of lbreign 
signals intelligence collection, protection of information systems of nnportance to the Government of Canada, and provision of 
techi3iCal and operational assistance to federal law enforcemont - ;y gencie.s. Specifically, the argattization's activities 
wer JZ):UA:A. GcNernment priorities related to Cabinet Confidence 


Cabinet Confidence 
Cabinet Confidence 
IRRELEVANT 


RRFI F\/ANT 


I am cfmunated to seeing CSI:.:C continue to  fully itipport. the goveri tent's intelligence priorities and protect government 
:information systems. In the corning year, our priorities include: 


providing a quick, :flexible response capacity to meet the Oovernment of Canada's intelligence needs in responding to 
emerging global inci,:ients 
expanding_, CSI-7,C's 
orCatiada priorities; 
continuing to invest in (SEC's 


npein-ijng 


Cabinet Confidence 


operations to deliver timely and high-quality fbreign intelligence to meet Government 


pJ•ognim, in order to maintain and expand capabilities in 7.3a 


COffiliM113g to implement (SEC's responsibilities under the Government's Cyber :5eettrity Strategy such as ongoing work 
10 strengthen the. Ciovernment of Canada's cyber defence perimeter, in concert with the government-wide IT consolidation 
et_ oris lic,3,ied by Shared Services Canada: 


IRRELEVANT 


CSEC made significant contributions to the unent's security and intelligence priorities to.?j)i 2-- 2013.   We look forward 
continuing to help protect the security of Canada and Canadians in the year ahead. 


Sincerely, 


John Forster 
Chic; 
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CSEC 
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CSEC 
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CSEC 


CSEC Develops Cyber Defence Tool In Response to Intrusions 


CSEC Develops Security Measures and Controls for Government of Canada 


 8 


 a 
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Important domestic and global events in 2012-2013 served to 
focus CSEC attention on a number of k;,y se:un ty and irit$Aigenk:e 
(S&) ",.hies: ncludirg 


the e‘:ooMN gbb, (yber t: as 


and ties to terrorism continued to 
dray,/ ,v,jdespnnd 0-, c•en from tN.,international community M 
2012 2013. Cabinet Confidence 


Cabinet Confidence 


international attention was also increasingly focused on the 
evolving global cyber threat this past year. In February 2013, 
Mandiant, a private US cyber security firm, released a report on the 
exponential scale of cyber threats and espionage that are being 
conducted against Western targets by the People's Republic of 
China's (PRO military, the People's Liberation Army. 


Cabinet Confidence 


Cabinet Confidence 


Canada promoted its strategic interests through valour 
z-mjftiwer3 f($m 2-2013, inciucimg the 


and the 
Canada W35 suae5siti 


coutinued eort: to Cabinet Confidence 
Cabinet Confidence 


Cabinet Confidence hl the past y;‘,,r, th;• 


Cabinet Confidence 
Cabinet Confidence hos prwntyje 1 •3


attentJon utti .. e stun the


Cabinet Confidence 


Cabinet Confidence 


With the death of Osama bin Laden in 2011, the nature of the 
terrorist threat has evolved, becoming more about shared 
ideologies among fractional groups or individuals and less about 
a single cohesive terrorist group. Although the combat mission in 
Afghanistan is now over, deployed Canadian Armed Forces (CAF) 
soldiers still face ongoing threats from Taiiban insurgents in the 
region. Canada remains committed to countering the terrorist 
threat and supporting its allies, 


IRRELEVANT 
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REPORTING ON INTELLIGENCE PRIORITIES 


CSEC activities in 2012-2013 focused on the following 
Government rff Canada intelligence priorities: 


Cabinet Confidence 


Cabinet Confidence 


SiGig previde utionabie iiynals intelligence' for detecting and 
preventing threats against North America, as well as against 
Canadian and interests abroad. Key clients include the Royal 
Canadian Mounted Police (RCMP), the Canadian Security Intelligence 
Service (CSIS), the Department of National Defence (DND), and the 
Department of Foreign Affairs, Trade and Development iDFAID), 
along with allied military and intelligence services. 


2.012-201-$: Si6iNifecused its (nikKtion 


gronps ot wbnse a(tivitees or nper,,,t.ions posed t.iirat 
to Canadian or allied lives and interests, and direct threats to 
Canadian personnel, facilities and interests in Afghanistan. 


this past year, SIGIN 1 efforts led to the 
groups' activi ties, the detection of extremist ha:kers, the cs:.„;;Aied 
support of the CM in Afghanistan, and the support of ongoing 
efforts related to kidnappings and hostage situations involving 
Canadians abroad. 


gitSECS 
TEAtit-D-ETECTS HA(KER 


(SK puFided the (.4 haniq,-,',n 


tea inS ',vete stRictured to meet btoad r; .,:y 


ranging from Cabinet Confidence 
20'i 2-201 
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Cabinet Confide 


(SEC produces intelligence on t_av,da 
and woks to identify the actors behind 


iheir doctrine., capability, inteot; attic::,,;:,z
stJ-ateqk approach. 


C.SEC continued to support efforts this past year related to 
kidnappings and hostage situations involving Canadians 
abroad, collaborating with domestic and foreign counterparts 
and regularly exdRoging ioformath)n. patkiAar, 
coo raied to support 
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3EC coitributes:loreion iteiii ence to so pp(d't ti•R Governnunt's 


induding 


2012-2013 (SEL provided support ior key events induding 


the 


to clan' pasaqe of thridy reievant iilteihoene and to 


support situational awareness. %INT also prodd(ed reports in 


sdpport of positions and inter ts 
(SY: supported C2:nada's ternatiola agenda 


and inftidtivB suth Cabinet Confidence 
Cabinet Confidence 
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Cabinet Confidence 


(3E( provdes ht.:-• rri(e activitis inked to the 


z, well as on 


Cabinet Cenfiden SIGVIT prodh(el; actionaUe h'iteihgena,
assst (3,radar authori*6 


Cabine 


as v,,,0 ?..(tion:Ne 
i telhoence 


CSLr.0 prcyjde .ntekjene to (5 DND, 


Heafth Canada, DFATD, and others. Of-principal concern this past 


r INer0 Cabinet Confidence 
Cabinet Confidence 


hl 2.012-2.0 3, SiGiNI conection in suppoi-t o, the 
n igk,-_,nce priority tau on 


IRRELEVANT 


hlformath)n Canad,,:i :0 hnprove 


uzidEntand41g of  complex networks and to strengthen its 


counter measures. 


conthwed -?;art on: the acqhiltion and 
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Cabinet Confidence 


abinet Confidence 


(...SK works cioseiy vjth identify 
and monitor threats from fth-eig agmdes, As part 
of its support te , CSEC repothig 


tgs identiflfl to (,,gialan iuterestsM 


' 2013, foco:,d on ido.th.; 


Cabinet Confidence 


Cabinet Confidence thn:Naten public safety and the 
integritv tanad...:s e(onc)my and public institutions. In 2012-2013, 


became a new stand-alone 


SGiNT (diectit)r; s of thi5 piority fooJsfxi o• 
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Cabinet C 


Cabinet Confidenc 


CSEC N-ovides a:nc_ abk, 4qe4eiY.e 


(MA, DNR w 


CSEC reportinq focuses protecnq CaRja 


CSK .eprtiq yea asssted in the prot;xtiul, 


As irzt Canada's operationai strategy to (ontba 


(SEC was active in identifying and intercepting the 


ithin ications q*ops and individuals involved in 
itlative„ W!sa 


Cabine.


repzxts\A.4.-N-e siv.e .tui in 2ppr ting 
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IRRELEVANT 
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INFORMATION TECHNOLOGY 
SECURITY (IT SECURITY) 
CSECs IT Security'program provides advice, guidance and services:to help ensure the protection of 


electronic information and of information infrastructures of importance'to the Government of Canada. 


fhis ram is divided into two coreareas: the Cyber Defence Branch, which focuses on cyber threats, 


a yber Protection Branch, which is dedicated to providing guidanceand services for the protection 


of Government of Canada classified and unclassified information systems. 
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CYBER DEFENCE 


In 2012-2013, (SEC's Cyber Defence Branch continued to develop 
products and services to detect, analyse, mitigate, and defend 
against threats to systems of importance to the Government of 
Canada. Its continued efforts to develop new techniques and tools 
to detect both known and previously unknown compromises and 
refine existing tools have led to increased automation or threat 
detection and mitigation action. 


The use of commercial technologies provides state actors with 
intelligence collection capabilities while obscuring the identity 
of the tToigh,00ih9 Njei,xy, ideruiAerl 


In collaboration v Shared Services Canada (SSC), (SEC continues 
to monitor Government of Canada networks for cyber intrusions 
through sensors on the Secure Channel Net. Over the paa year this 


ila5 provided GEC with appnvimatel 
v/hich was analyzed to better undersmrai the v,raT. 


:,root actors are evolving their techniques in response 
to the Government's defensive measures. 


Cyber Threat Evaluation Centre 
CTEC was created in 2009 to promote greater synchronization 
between IT Security and SIGINT as as to act as the entry point 
into CSEC for the Government of Canada. Since its creation, CI-EC 
has taken on the function of Government of Canada Cyber Threat 
Evaluation Centre, whereby all cyber threat incidents identified in 
Government of Canada departments are now reported to CTEC. The 
cyber threat detection and cyber situational awareness developed 
and produced in CTEC is shared with Public Safety Canada's 
Canadian Cyber Incident Response Centre (CORO to create a better 
national understanding of the cyber threat and to facilitate a 


more coordinated and effective response. (OR( is responsible for 
coordinating a national response to any cyber security incident, 
with a focus on national critical infrastructure sectors. In order to 
enhance timely information sharing, a CCIRC official was integrated 
into CTEC in September 2012 and given full access to relevant CSEC 
classified information holdings. 


In 2012-2013, CSEC efforts improved Government of Canada 
detection of and mitigation against state-sponsored threats and 
resolted in a decrease in the number of s tom compromises 


n orripromises in 2012, compared to Eln 2011). 


Also over the past year, CTEC continued to develop a community 
of interest across government departments' IT functions to help 
better understand and defend against the cyber threat. The creation 
of SSC provided another partnership opportunity for CTEC to 
apand the reach of products, services and capabilities. CSEC will 
continue to develop its relationship with SSC over the next year as 
SSC's operations nke shzr, 


CYDER PROTECTION 


IRRELEVANT 
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IRRELEVANT 


IRRELEVANT 
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IRRELEVANT 
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SIGINT AND IT SECURITY COLLABORATION 


In order to strengthen ffort the cvbff SiGINI and 
Seority woikdaNeiy 


EXTERNAL REVIEW FOR LAWFULNESS 


The CSE Commissioner provides independent review of (SEC's 
activities to ensure compliance with the law and the protection 
of the privacy of Canadians. The Commissioner also undertakes 
any investigation deemed necessary into a complaint about CSEC 
activities. As with other federal agencies, (SEC is also subject to 
external review and audit by independent organizations including 
the Privacy Commissioner, the Auditor General, the Information 
Commissioner and Commissions of Inquiry. 


This past year, CSEC provided information to the CSE Commissioner 
to support nine reviews and one study. Six were completed during 
the 2012-2013 timeframe. CSEC else piv,Ided the Coinmicsoiler 


recods reia, tat toSolicitor-Client Privil 
Solicitor-Client Privilege 


Since the Office of the CSE Commissioner was estabiished to review 
(SEC's activities, in every case where the Commissioner has been able 
to reach a definitive conclusion, CSEC has been found to be lawful. 


AUTHORITIES 


CSEC's operations are made possible by Ministerial Directives and 
Ministerial Authorizations. Under the National Defence Act, the 
Minister of National Defence issues written Ministerial Directives, 
which instruct CSEC with regard to its duties and functions. 
Additionally, CSEC annually requests approval from the Minister 
for several Ministerial Authorizations to authorize certain activities 
that are required for it to fulfill its mandate that would risk 
interception of private communications. 


in light of (SEC's stand-alone status, the Ministerial Directives were 
updated in 2012-2013 to reflect the new streamlined reporting 
relationship between (SEC end the Minister of National Defence. 
Cabinet Confidence 


INTERNATIONALINFORMATMN SNARING 


1011. issued Directive on the 
?r is  for Addr::E.::5irig i??5ks Sfuriw hformcgion i44? 


Fi fitie5. This i'‘ilinisteriaA Piteiti'sT ah.ned b&ani,:e,


(SEC's rriiiiid•Elte to share i'iforina•tion.. with the 6CYleMifleiltS 
zjuier intemzitioM di;:instie: 1,?;^.' t 1 ein:or i


it is not imp:00z in the mistteatinen t 


guided by Ministe6a1 CSEC impiemetii.ed 
pro(er,s far shanng inforv:tion ether diree.tiv 


foi,den) ernes 
using :::Iveats ti3,3t ,vmpfigely reflect the nzitote 


aiaivitie,; and the thimi331.-i(3 #t prOdthl-eS a iomtcp:
I h procesF, ena hies 


miziga:te, wheie the potnziai tlAs "1 :,,h.atitnji! 
ani.1 ne(Init.ates that the. appinvai :thar 


oiortnation in ust. Propoi'uor2te to the risk of nIsticatineoi. 
hat would resdit (i.e. the giute.t the tijc. the nx:re SC'fffZi' :Iii? 


:?`r ii,:pma tqi;ired';. 


deveopei.i and iinpieinented a p!'0,:leSS to operationai?.6ii 
tE??? Min iste iai Diii.??:.(r•fe, and uti4zed rJfiy.ess 


..Approxirn:s.:teiv .1.012-2013. 


zhis 
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orm&no 
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(.?v;'r the past year. ̀ .Se:` Widertook A significant effort to harmonize 
voiciitiop of its Minitlerial Authorittiitie415 ti: ensure that 
they are applied against dAS::e5 of activities, ::pecilled in the 
existing legislation. The Wisteria! Authorization Request Memos 
for 2012-2013 better described how mandated activities risk 
interception of Ovate communications and how CSEC mitigates 
this risk. This harmonization effort &so resulted in the reduction of 
the number of SIGINT Ministerial Authorizations from six to three. 


Cabinet Confidence 


IRRELEVANT 
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IRRELEVANT 
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AeriatPh4iticoti, itnictitoi October, 2013.• 
IRRELEVANT 
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IRRELEVANT 
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CSEC highlights from 2012.-2013 include: 


MuabIe SCAT coM:dhLqions of efforts, includir4 
and the protection o1Canad il stl'ztegic. interest-


Cor;tintid kbom don with domestic aid ntemztoN partners m .e!: onsi to the evoving oduding 
esow;i1!..) e,n 


Cabinet Confidence 


IRRELEVANT 


IRRELEVANT 
Cabinet Confidence 


the Govern ren-. wmmitment prk)r e Cabinet Conf 


GEC will continue to support government of Canada intelligence Priorities and will report against these priorities and its ongoing efforts to 
safeguard Canada's security through information security in next year's annual report 
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Ministerial Authorizaiionsi 
Signals Intelligence !•slinisterial Authorizations 


Collection Activities 
Activine 


Collection Activities 


Information I-ethnology Security Ministerial Authorizations 


Cyber Defence Activities 


Ministerial Directive.s2
Accountability Framework (June 2001) 
Pnvacv of Canadians (June 2001) 


IRRELEVANT 


Operations (ia n  1002) 
Nogram (f,Aard) 2004) 


integrate( . a is intelligence (SIGINI) Operational Model (May 2004) 
Collection and tI5e of Metadata (November 2011) 


IRRELEVANT 
Ad st. 2006) 


IRRELEVANT 


Intelligence Priorities (updated annually) 
Risks in Foreign Information Sharing (November 2011) 


,Li'  Anthisnic-niiA15 hinai a designated dniatinii ain.insval mini sgligtd Aiithciiinticiis addressing ad activity or ciass isf 
iequi did 0:3 a ctindti iiiitg isasisjitis ttidects cattnin. tats ftst c:a(11 aaTitty tit dass tit activities. 


t•SEC AS6 :3;6 six Exceptintiaiiy iirkinnation DitectWs deaiing with 
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In addition to areas covered under the 2.001 Ministerial Directive on CSEC's Accountability Framework (performance, strategic priorities, 
program initiatives, and important policy, legal and management issues), (SEC is also required to report on other specific issues. This Annex 
features special reports required either by Ministerial Directive or in response to recommendations by the Office of the CSE Commissioner. 


Special Report Integrated SIGINT Operational Model and the Mission in Afghanistan 
Obligation 2004 Integrated %INT Operational Model Ministerial Directive 


Special Report 
Obligatioh .2002 Oprations Ministerial Directive 


Special Report 
Obligation .2004 f\AIkter.izi Directive 


Special Report 
Obligation 


Special Report 
Obligatiori .Ministerial Directive 


Special Report 
Obligation 


IRRELEVANT 


Special Report Privacy of Canadians 
Obligation Voluntary — P,esponse to a recommendation from the Office of the CSE Commissioner 


Special Report 
Obligatior, 


IRRELEVANT 


ANNUAL REPORTTO THE MINISTER OF NATIONAL DEFENCE: 2012-2013 


2017 01 05 AGC0070 "I1 nf A (1 
A-2017-00017--00569 







TOP SE(RETS/SI/SCANADIAN EYES ONLY 


SPECIAL REPORT: INTEGRATED SIGINT 
OPERATIONAL MODEL 


The Integrated SIGINT Operational Model (ISOM) governance 
structure has evolved over the past year. A revitalized ISOM 
Steering Committee has provided positive change initiatives that 
advance the ISOM Ministerial Directive goals. The Integration 
Action Plan recommendations resuitioq from the tk-ye:?..r 
review and the emergence of a CAI' 
policy were the driving components fnr mederni .ion the iSfM4 
governance model. The Steering Committee's primary goal 
remains to refine business practices and provide an effective and 
comprehensive accountability framework for Canadian SIGINT. 
Over the past year, the Deputy Minister for National Defence, 
the Chief of Defence Staff, and the Chief of CSEC were given an 
ISOM Ministerial Directive update and provided options for how 
to capitalize on the CAKSEC ISOM ollaboration experience and 
to c!onsid expand g zjR .-,c;::pe of (ooperative efforts to include 


f be integration of CRC employees at the CAF Information 
Operations Group KFIOG) Headquarters and Canadian Armed 
Forces Station Leitrim continued in 2012-2013 to align CAF SKINT 
activities more closely with the national SIGINT authority and 
enhance accountability through oversight and review. 


Within Me Eiednic hlteilinerKe(OlsiT)domath IRRELEVAF\ 
IRRELEVANT 


CM' deployed to Afghanistan continue to race a number of 
ttheatstrom iaNn ni:,:urgents in the Rthon around Kat)W 


Canarii,,th S remains imp(n-innt dement for enhancing 


anada: (onthbution 
to Me 


Suppaz CPS opera -nls as we., as 
CA F integration into the Canadian Cryptologic Enterprise remain 
the driving forces behind ISOM, 
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The program coutirities:
to a mg hiy valued source of foreign inteiugeme to the 


Covernment of Canada and its allies. This year, (SEC issued. 
gts bmed* dolved .from ... og 


During 2012-2013, CSEt: F .,e Eyes partners produced 
ieports derived from tNs =program. Med R‘ports ftom this 
source were viewed by (S .0 clients in at leas `\
departments and agencies, providing intelligence tht 
vfN(11; 1  rM(d to the Government of Catv•d 


Cabinet Confidence 
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SPECIAL REPORT: 
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IRRELEVANT 


SPECIAL REPORT: PRIVACY OF CANADIANS 


As outlined in the Notional Defence Act, CSEC is prohibited from 
directing foreign intelligence or IT security activities at Canadians 
or any person in Canada. Protecting the privacy of Canadians is an 
issue of paramount importance to CSEC. 


in 2012-2013, CSEC continued to strengthen the policy framework 
relating to privacy issues. CSEC secured approval and promulgation 
of several new or amended policy instruments that reinforce (SEC'S 
ability to consistently apply, and demonstrate compliance with, 
the operational policy framework. These include: 


IRRELEVANT 


OPS-1, Protecting the Privacy of Canadians and Encoring 
Legal Compliance in the Conduct dal"( Activities 
{BPS-1-8, Operational Procedures for Policy Compliance 
Monitoring to Ensure Legal Compliance and the Protection 
of the Privacy of Canadians 
0PS-1-13, Op,yatimoi Procedures Related M Canadian 


$; tivities 
PS-.1 --1 , Operational Procedures for cyber Defence 


Operations Conducted Under Ministerial A utnorimtion 
ops-3-1, Ope„vi;:moi Procedures 


Activities 
IRRELEVANT 


in 2012-2013, (SEC reieasedMpieces of Canadian identity 
iniotmatinn to Government of CatKitia departments stemming 
from Canadian and allied foreign intelligence reports. As 


year past, the majority of idea- * i fortnation was reieased to 
:?..natilan identities, erMM. These numbers indicate 


the aggregate number of releases, 


in addition, CSEC released MCnadian identities to its Five 
partners. this represents siguifi(an increase in the number 


idt-Nltiries -eieitett 2011-2012Mand i5 ,t,,ttrftmtaNe to e 


r€, eas;,(i tit die&- to ena them t.c el-kierMy 35e:51the 


30 ANNUAL REPORT TO THE MINISTER OF NATIONAL DEFENCE, 2012-2013 


2017 01 05 AGC0070 
A-2017-00017--00574 







TOP SECHETS/SUSCANADIAN EYES ONLY 


CSEC also refused to release 


M anatlian alt•nt,ties to its ..yec p mars. moq 


IRRELEVANT 
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Office of the 
Communications Security 


Establishment Commissioner 


BY COURIER 


The Honourable Daniel Lang 
Chair 
Senate Standing Committee 


on National Security and Defence 
The Senate of Canada 
Ottawa, Ontario 
K1A 0A4 


Dear Senator Lang, 


Bureau du 
Commissaire du Centre de la 
securitO des tOlecommunications 


December 16, 2013 


I appreciated the opportunity to appear before the Senate Standing Committee on 
National Security and Defence this past Monday. 


By way of this letter, I would like to provide you and members of your committee with 
additional information about areas of interest to the Committee, as reflected in the questions 
posed to me and my Executive Director during our appearance on December 9th. 


Establishing Intelligence Priorities 


Questions were asked about how intelligence priorities are established. When CSEC 
operates under part a) of its mandate (273.64 (1)(a) of the National Defence Act attached), it is 


required to collect foreign intelligence "in accordance with Government of Canada priorities". In 
this regard, there is a very brief description in a document on the PCO website, entitled "The 


Canadian Security and Intelligence Community", produced in 2001. I have enclosed the 


relevant pages, as well as the web link: 
http://www.pcobcp.dc.cafindex.asp?lanq=end&bade=information&sub=publications&doc=aarchi 


vesicsis-scrs/table-eng.htm . 


Metadata 


Appended to this letter is information from previous Commissioners' public reports that 


dealt with metadata. The previous reports, however, could not at that time explicitly refer to the 
term itself because it was classified information. After the first U.S. classified documents were 
revealed by Edward Snowden in June, my predecessor pushed CSEC to disclose more 
information to help clarify the public discussion. There was agreement on the part of the 
Government to allow the Commissioner to use the term publicly, which he did in his Statement 
dated June 13, 2013. Now that the term is de-classified, I hope this additional information will 


P.O. Box/C.P. 1984, Station "B"/ Succursaie ,<Eip 
Ottawa, Canada 


K1P 5R5 
(613) 992-3044 Fax (613) 992-4096 
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be helpful to a better understanding by the Senate Committee of how metadata may be used by 
CSEC, how long the Commissioner's office has been reviewing it, and the significant results of 
some of those reviews. However, questions about the extent and details of CSEC activities 
that may use metadata should be directed to CSEC. 


Capacity of Commissioner's Office to Review CSEC 


With respect to the relative size of my office and the question whether I can adequately 
review such a large organization as CSEC, I would make the following points, having had the 
opportunity over my first two months to read material from my office and CSEC, to discuss the 
situation with my staff and to examine the range of reviews currently nearing completion and 
underway. I have also had an opportunity to discuss with my predecessor his opinions on this 
issue. Obviously, a Commissioner could do more review with more resources, but resources 
have increased over these past years. 


My assessment at this time is that my office can, with my and CSEC's mandates as they 
are currently legislated, adequately review the activities of CSEC for compliance with the law 
and the protection of the privacy of Canadians, for the following reasons: 


The Commissioner's office has grown from eight full-time staff five years ago to 
eleven presently — a one-third increase. In addition, I have two subject matter 
experts conducting reviews, one of whom was engaged within the past two years; 


A process of risk analysis determines review priorities; 


The focus of CSEC's intelligence collection activities is foreign, whereas the number 
of private communications unintentionally intercepted, used and retained by CSEC 
under Ministerial Authorizations is small; we can review all of them and are doing so; 


Not all of the over 2100 employees of CSEC are operational. Those who are 
operational are split between SIGINT collection and IT security, the latter involving 
advice, guidance and services to help protect government information (which 
includes information of Canadians who have submitted it to various government 
departments and programmes) and information systems; 


The CSEC's processes are increasingly automated, with privacy protections being 
built into them, which diminishes the possibilities of human error. My office also 
verifies CSEC's use of technology; 


The size of my office relative to CSEC is similar to other review bodies, e.g. the 
Security Intelligence Review Committee that reviews CS'S. There are many models 
to examine in many countries. For example, the Inspector General of Intelligence 
and Security in Australia has a staff size the same as my office but is responsible for 
reviewing six intelligence agencies, including the Australian Signals Directorate, the 
CSEC equivalent in Australia. 
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Parliamentary Oversight 


I would welcome appearing more frequently before Parliamentary committees dealing 
with national security and intelligence review. If committee members had security clearances to 
enable them to hear classified information, that would certainly help fill in some of the 
information gaps. My view at this time is that a Parliamentary committee with access to 
classified information could usefully examine resources allocated to security and intelligence 
organisations (including agencies and review bodies), budgets, whether it agrees with 
intelligence priorities set by the government, and could call the heads of the review bodies, as 
well as the agencies, to appear before it to discuss their respective priorities and activities. It 
would be important, however, to avoid duplication of effort. 


A number of questions posed by Committee members seemed to lead to areas that are 
not dealt with by my office, for example, whether the intelligence priorities are appropriate, and 
internal security controls of government. It is part of my mandate to examine whether CSEC is 
collecting foreign signals intelligence "in accordance with Government of Canada intelligence 
priorities", but not to determine whether those priorities are appropriate. 


If I can provide you with any additional information that is of interest to the Committee, 
please let me know and I will comply to the extent possible. 


Sincerely, 


Hon. Jean-Pierre Plouffe 
Commissioner 
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CSE Commissioners'review of metadata 


Commissioner Decary's June 13,2013 statement described Commissioners' reviews of 


CSEC activities that may use metadata: 


In the case of metadata, I verify that it is collected and used by CSEC only for purposes 


of providing intelligence on foreign entities located outside Canada and to protect information 
infrastructures of importance to the government. I have reviewed CSEC metadata activities and 
have found them to be in compliance with the law and to be subject to comprehensive and 
satisfactory measures to protect the privacy of Canadians. 


Commissioner Decary noted that given that these activities may impact the privacy of 
Canadians, he had already approved, prior to the leaks by Mr. Snowden, a follow-up review 
relating to these activities. This work is ongoing. However, review of CSEC activities involving 
metadata has been conducted since 2006, and metadata has been the focus of a particular in-
depth review. 


Commissioner Decary's 2010-2011 public annual report explained certain CSEC 
activities that may use metadata (at a time when the term itself was classified): 


CSEC conducts a number of activities for the purposes of locating new sources of 
foreign intelligence. When other means have been exhausted, CSEC may use 
information about Canadians when it has reasonable grounds to believe that using this 
information may assist in identifying and obtaining foreign intelligence. CSEC conducts 
these activities infrequently, but they can be a valuable tool in meeting Government of 
Canada intelligence priorities. CSEC does not require a ministerial authorization to 
conduct these activities because they do not involve interception of private 
communications [i.e. metadata does not reveal the content of a communication and 
therefore is not considered to be a private communication]. However, a ministerial 
directive provides guidance on the conduct of these activities. 


Commissioner Decal)/ also noted "some Commissioners' recommendations have 
resulted in CSEC suspending certain activities to re-examine how the activities are conducted." 
Subsequent to questions raised by Commissioner Gonthier in reviews in 2006-2008 about the 
proper authority for conducting the activities, CSEC took the significant step of stopping certain 
metadata activities. Commissioner Decary's 2010-2011 public annual report explains: 
"Subsequent to these reviews and statements in the annual reports, the Chief of CSEC 
suspended these activities. CSEC then made significant changes to related policies, 
procedures and practices." 


It has been the opinion of Commissioners, as voiced in public annual reports and 
statements, that CSEC could speak more openly about its work without undermining national 
security, intelligence activities or foreign affairs. To this end, Commissioners have 
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recommended to CSEC that it make publicly available additional information on its activities, 
including those activities that may use metadata. 


In addition, CSEC is consulting the Commissioner's office on a number of requests 
under the Access to Information Act for copies of the Commissioners' classified reports to the 
Minister, including on CSEC activities that may use metadata. These requests represent 
another opportunity to provide Canadians with additional factual information about CSEC's 
activities and how the Commissioner's office goes about its work. We anticipate that the reports 
will be released by CSEC in the coming weeks. 


April 30, 2014 5 of 9 Anr•nr171 
A-2017-00017--00583 







Dffense nationale —1 .5 juin 2011 


Directions 


Transitional 


Mandate 


Protection of 
Canadians 


Limitations 
imposed by law 


Ministerial 
authorization 


(6) The Commissioner shall carry out such 
duties and functions as are assigned to the 
Commissioner by this Part or any other Act of 
Parliament, and may carry out or engage in 
such other related assignments or activities as 
may be authorized by the Governor in Council. 


(7) The Commissioner of the Communica-
tions Security Establishment holding office im-
mediately before the coming into force of this 
section shall continue in office for the remain-
der of the term for which he or she was ap-
pointed. 
2001, c. 41, s. 102. 


273.64 (1) The mandate of the Communica-
tions Security Establishment is 


(a) to acquire and use information froM the 
global information infrastructure for the pur-
pose of providing foreign intelligence, in ac-
cordance with Government of Canada intelli-
gence priorities; 


(b) to provide advice, guidance and services 
to help ensure the protection of electronic in-
formation and of information infrastructures 
of importance to the Government of Canada; 
and 


(c) to provide technical and operational as-
sistance to federal law enforcement and se-
curity agencies in the performance of their 
lawful duties. 


(2) Activities carried out under paragraphs 
(1)(a) and (b) 


(a) shall not be directed at Canadians or any 
person in Canada; and 


(b) shall be subject to measures to protect 
the privacy of Canadians in the use arid re-
tention of intercepted information. 


(3) Activities carried out under paragraph 
(1)(c) are subject to any limitations imposed by 
law on federal law enforcement and security 
agencies in the performance of their duties. 
2001, c. 41,s. 102. 


• 273.65 (1) The Minister may, for the sole 
purpose of obtaining foreign intelligence, au-
thorize the Communications Security Establish-
ment in writing to intercept private communi-


(6) Le commissaire exerce les attributions 
que lui conferent la presente partie et touts 
autre loi federale; it peut en outre se livrer 
toute activite connexe autorisee par le gouver-
neur en conseil. 


(7) La personne qui occupe, a l'entree en vi-
gueur du present article, la charge de commis-
saire du Centre de la securite des telecommuni-
cations est maintenue en fonctions jusqu'a 
''expiration de son mandat. 


2001, ch. 41, art 102. 


Fonctions du 
commissaire 


Disposition 
transitoire 


273.64 (1) Le mandat du Centre de la seen- Mandat 


rite des telecommunications est le suivant: 


a) acquerir et utiliser 'Information prove-
nant de 'Infrastructure mondiale d'informa-
tion dans le but de fournir des renseigne-
meats &rangers, en conformite avec les 
priorites du gouvernemcnt du Canada en ma-
tiers de renseignement; 


b) fournir des avis, des conseils et des ser-
vices pour aider a protege les renseigne-
mcnts electroniques et les infrastructures 
d'information importantes pour to gouveme,-
ment du Canada; 


• c) fournir une assistance technique et opera-
tionnelle aux organismes federaux charges 
de "'application de la loi et de la securite, 
dans l'exercice des fonctions que la loi leur 
confers. 


(2) Les activites mentionnees aux alineas 
(1)a) ou b): 


a) ne peuvent viser des Canadiens ou toute 
personne au Canada; 


b) doivent etre soumises a des mesures de 
protection de la vie privee des Canadiens lors 
de l'utilisation et de la conservation des ren-
seignements interceptes. 


(3) Les activites mentionnees a Palinea (1)c) Lanka 
sent assujetties aux limites que la loi impose a 
l'exercice des fonctions des organismes fecle-
raux en question. 
2001, ch. 41, art. 102. 


273.65 (1) Le ministre peut, clans le seul but 
d'obtenir des renseignements strangers, autori-
ser par ecrit le Centre de la securite des tele-
communications a intercepter des communica-


215 


Protection des 
Canadians 


Antorisatioa 
ntinisterielle 
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Intelligence Community: 
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Safe and Secure 
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Others are technical experts who keep the community 
technologically on par with such adversaries as organized 
criminals and international terrorists. 


Together, they constitute a significant asset working together to 
advance Canada's national interests. 


In doing their work, some components within the community 
possess a unique capability and authority to collect and assess 
information that is not available from conventional sources — in 
other words, secret information. In doing their work, security and 
intelligence community staff must blend this information with all 
other available information, including openly-available information 
from international broadcasts, newspapers, the Internet and 
academia, other parts of government, and intelligence generated 
by foreign countries. 


Ill. The Role of Ministers 


The Prime Minister of Canada is ultimately accountable to 
Parliament and to the people of Canada for the security and 


integrity of the nation. The Prime Minister therefore provides 
broad guidance to the security and intelligence community. 


No single Cabinet minister is responsible for Canada's security 
and intelligence community. Instead, a number of ministers are 
accountable for the activities of the organizations that report to 
each of them. 


Ministers collectively establish intelligence priorities for the 
security and intelligence community at the annual Meeting of 
Ministers on Security and Intelligence, usually chaired by the 
Prime Minister. Through discussions at Cabinet committee 
meetings, ministers also provide direction on major policy and 
resource issues related to security and intelligence, such as 
airport security upgrades, policy regarding the sale of Canadian 
encryption technology abroad, or funding for the community's 
action against organized crime. 
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Communications Sacurity Centre, .r.i8 secuilte 
  Establishment Canada des tel communicatons Canada 
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MEMORANDUM FOR THE MIN/STER OF NATIONAL DEFENCE 


.YOP t ~C,fETilS1 0 
Cerrid # 908786 


ECT # 12.-683 


Government of Canada Inteiligertee Priorities for Fiscal Year (FY ) p12-2013.


(For Approval and Signatum) 


Sumsnaw 


e This Mernibi-aridum seeks your approval of the attached Ministerial Directive 
Communications Security Esta bli$hinont; Government of Canada intelligence 
Priorities for Piscal Year 2012-2013. 


This request follows the approval of the 
Cabinet Confidence 


Cabinet Confidence 


The Government of Canada relies on intelligence to support fundamental policy 
objectives, and the attached Ministerial Directive will guide CSEC'S foreign 
intelligence activities in accordance with its legislation and capabilities, 


The Ministerial Directive also enables the OSE Commissioner to review effectively 
CSEC: operations for lawfulness, 


Background 


Cabinet Confidence 


Cabinet Confidence  The priorities 
allow relevant government departments and agencies to focus their limited 
resources on the most critical issues and optimize the results of their efforts. 


Proposed Ministerial Directive 


The proposed. Ministerial Directive is consistent with the approved Government of 
Canada Intelligence Priorities for 2012-2013 and the approach traditionally 
employed for the Minister of National Defence to provide direction to CSEC. 


For your ease of reference, the Intelligence Priorities 
out in the Directive are, in order of priority: 


Cabinet Confidence 
and set 


NOT REVIEWED 00000 
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Cpriti It 968'786 
ECT # 12.-:383 


Cabinet Confidence 


Considerations 


Cabinet Confidence 
The  priority is the only new priority for init.', year, 
CS EC s working to initiate support of this new priority with .exchanges with domestic 
and foreign partners and the reallocation of resources commensurate with its overall 
position n priorities. 


Cabinet Confidence 


Recommendation 


it is recommended that you approve and sign the attached Ministerial Directive on 
CSEC intelligence Priorities for FY 2012-2013. 


Joltili Forster 
Chief, GSEC 


NOT REVIEWED 00000 


June 9, 2014 2 of 2 A nr-.11(17•1 
A-2017-00017--00589 








Cabinet Confidence 


subsequent direction, 


1+1 National 
Defence 


National Defence Headquarters 
Ottawa. Ontario 
K1A Ok2 


Defense 
nationaie TOP SECRIETHCONIINTIICE0 


Quartier general de la Defense nationale 
Ottawa (Ontario) 
KtA OK2 


To: Chief, Communications Security Establishment 


Ministerial Directive 
Communications Security Establishment 


Government of Canada Intelligence Priorities for Fiscal Year (FY) 2010-2011 


Preamble 


This Directive is issued under my authority pursuant to Section 273.62 of the National Defence 
Act. It provides direction to the Communications Security Establishment (CSE) on Government 
of Canada Intelligence priorities for FY 2010-2011, as approved by the 


This direction shall remain effective until replaced by 


Intelligence Priorities for FY 2010-2011 


Cabinet Confidence 


The following are the Government of Canada's intelligence priorities for FY 2010-2011, listed in 
order of importance, which shall be used by CSE to allocate resources and guide and refine 
foreign intelligence collection, collaboration and intelligence sharing in accordance with its 
legislative authority and limitations. In particular, the National Defence Act specifies that CSE 
shall not direct its foreign intelligence or information technology security activities at Canadians 
or any person in Canada. 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


CanadU TOP SECRET//COMINT//CEO 
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Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


2 TOP SEC R EU/C.011,1E1N 17/C EO 
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TOP SECRETIICOMINTHCE0 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


3 TOP SECRETPCOMINTWCE0 
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TOP SECRET//COMINT//CEO 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


CSE is directed to focus its intelligence collection activities on the priorities or sub-priorities 
noted above in accordance with Part V.1 of the National Defence Act. I also expect CSE to 
collaborate with other members of the security and intelligence community in order to avoid 
duplication of efforts and allow CSE to focus on those priorities and sub-priorities where it can 
derive the best results and bring the greatest value to the Government of Canada. 


In the course of its mandated activities, CSE should also actively monitor and report on other 
issues to ensure Canada is aware of and can respond to other intelligence related to emerging 
events, opportunities, and crises. 


I expect CSE to inform me of the work it has undertaken against the FY 2010-2011 priorities in 
its Annual Report and bring any substantive issues to my attention, 


The Honourable Peter M , P.C., M.P. 
Minister ofNational Defence 


cc. National Security Advisor, Privy Council Office 
Deputy Minister of National Defence 


4 TOP SECRET//COMINT//CEO 
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Summary authorized, see Annex A. 


Communications Security Centre de la securit 
Establishment Canada des telecommunications Canada 
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TOP SECRETUSIIICE0
CERRID#1204582 


ECT#13-2911 


COMMUNICATIONS SECURITY 
ESTABLISHMENT CANADA 


(CSEC) 


MINISTERIAL AUTHORIZATION YEAR 
END REPORTS 


2011-2012 


NOT REVIEWED 


Canada 
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CERRID# 1204582 TOP SECRETHSW/CE0 


COMMUNICATIONS SECURTY ESTABLISHMENT CANADA 
MINISTERIAL AUTHORIZATION (MA) YEAR END REPORTING 


PART I: 2011-12 SIGNALS INTELLIGENCE (SIGINT) MINISTERIAL 
AUTHORIZATION END REPORTS 


SIGINT MA REPORTING REQUIREMENTS 3 


1) Interception  4 


2) Interception activities conducted in support of the Government of Canada 
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PART I 


CSEC SIGNALS INTELLIGENCE MINISTERIAL AUTHORIZATION END REPORTS 


(For the period between 1 December 2011 to 30 November 2012) 


REPORTING REQUIREMENTS 


REQUIRED REPORTING: Following the expiration of the 2011-12 SIGINT MAs, CSEC is 
required to report to the Minister of National Defence on: 


i) The number of recognized private communications intercepted pursuant to these MAs 
that are used or retained on the basis that they are essential to international affairs, 
defence or security; 


ii) The number of recognized solicitor-client communications intercepted pursuant to these 
MAs that are used or retained on the basis that they are essential to international affairs, 
defence or security and in conformity with the legal advice received; 


iii) The number of intelligence reports produced from the information derived from private 
communications intercepted pursuant to these MAs; and, 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security. 


SIGNIFICANT ISSUE REPORTING: Ministerial Authorizations require that CSEC report 
serious issues that arise in the implementation of Ministerial Authorizations to the Minister of 
National Defence. Significant issues include but are not limited to a sustained substantial 
decrease in the value of a source of foreign intelligence, or any sustained major increase in 
the number of recognized private communications or solicitor-client communications 
intercepted pursuant to the Ministerial Authorization in question. 


SUPPLEMENTAL INFORMATION: While not required by Ministerial Authorization, CS EC is 
including the number of private communications destroyed and the number of solicitor-client 
communications deleted for each of the respective SIGINT MAs in question. 


DYNAMIC NATURE OF CSEC DATABASE INFORMATION: CSEC analysts may alter the 
annotations or markings associated with communications data residing in CSEC databases 
over time. These changes are normal and unavoidable as CSEC continually reassesses 
data as new information about it becomes available. 


For example, this means communications data recognized as a "private communication" at 
one time may be reassessed in light of new information obtained, and no longer be deemed a 
private communication, and vice versa. This can produce minor variations in the number of 
private communications in CSEC databases from one reporting period to another. The 
metrics provided in this end report accurately reflects the content of CSEC data repositories 
at the time the report was written. 
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1. INTERCEPTION 


CSEC collected 
2011-12 reporting period. 


MA Required Reporting: 


communications under the program during the 


i) The number of recognized private communications intercepted that CSEC used or 
retained: 


Supplemental: 
o private communications were intercepted through 


collection activities during the 2011-12 reporting period. 
o intercepted private communications were destroyed because they were 


not deemed essential to international affairs, defence or security. 
o All recognized private communications intercepted under the 


program are accounted for. 


ii) The number of recognized solicitor-client communications intercepted that CSEC used 
or retained:M 


Supplemental: 
o solicitor-client communications were intercepted through 


collection activities during the 2011-12 reporting period. 
o -intercepted solicitor-client communications were destroyed since they were 


not deemed essential to international affairs, defence or security. 
o Mrecognized solicitor-client communications intercepted under the 


program are accounted for. 


iii) The number of intelligence reports CSEC produced from the information derived from 
private communications intercepted pursuant to this MA:= 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value - All communications collected under this program were derived 
from selection criteria directed at Foreign Intelligence targets approved in accordance with 
the National SIGINT Priorities list (NSPL). CSEC NSPL foreign intelligence priorities are 
based on the Government of Canada's stated intelligence requirements, as outlined in the 
Ministerial Directive on Intelligence Priorities for Fiscal Year 2011-12. 


of the intelligence reports issued by CSEC/CFIOG were based in whole or in 
part on intercepted private communications. of the reports were deemed 
"exceptional", and more were flagged as having "satisfied an intelligence requirement" 
for one or more of CSEC's clients. 
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Of the private communications retained, were used in foreign 
intelligence reports, all of which addressed NSPL priorities. of the private 
communications met criteria for determining essentiality for international affairs, defence or 
security, and were retained for future use. 


Supplemental Reporting: 


CSEC/CFIOG issued Mforeign intelligence reports based on information derived in whole 
or in part from collection. The reports covered 


all of which directly supported the 
Government of Canada's intelligence priorities for 2011-12. 


CSEC's SIGINT allies issued an additional foreign intelligence reports derived from 
CSEC collection. The sharing of Canadian SIGINT collection facilitates 
CSEC's participation in, and access to, intelligence production 


This reporting was viewed by clients in Government of Canada departments and 
agencies and was of particular interest to the Privy Council Office, the Department of Foreign 
Affairs and International Trade, the Canadian Security Intelligence Service, Public Safety 
Canada, the Department of National Defence, and the Canada Border Services Agency. 


SIGNIFICANT ISSUE: COLLECTION TRENDS 


The communications collected under the CSEC collection program 
during 2011-12 represent an increase of over the communications 
collected during the previous 2010-11 reporting period. At the same time, the number of 
private communications intercepted through CSEC collection activities fell from 


in 2010-11 to in 2011-12, representing a lecrease in private 
communications intercepted under this program over the past year. 


Collectively, these changes reflect significant success in CSEC efforts to increase the 
quantity and relevance of foreign intelligence communications acquired through 


collection activities while simultaneously reducing incidental collection of private 
communications that are not relevant to CSEC's foreign intelligence mandate. 


This success was achieved through the establishment of a new CSEC 
collection program called which became operational in May of 2012. 
was launched in support of CSEC's Strategy 2015, whose goals include the expansion of 


collection to include 
has advanced this 2015 goal. 


When the program was activated, CSEC initially encountered a larger number and a wider 
range of complex communications data than originally expected. This led to a temporary 
spike in collection of incidental communications data (communications data that does not 
have foreign intelligence value) under the program, and this spike included private 
communications. 
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Upon recognition of this issue, CS EC temporarily suspended 
collection first in and again in in order to develop and test solutions to 
reduce incidental collection. This testing continued throughout and a technical 
solution that addressed the problem was deployed to all by the end 
of that month. All CSEC collection activities recommenced on 
2012. 


More detailed information on this incident and the CSEC response is available upon request. 


- 6 - 


NOT REVIEWED 00000 


2017 01 05 AGC0075 a nf 01 
A-2017-00017--00599 







CERRID# 1204582 TOP SECRET//SW/CEO 


2. INTERCEPTION ACTIVITIES CONDUCTED IN SUPPORT OF THE 
GOVERNMENT OF CANADA MISSION IN AFGHANISTAN 


CSEC collected communications in Support of the Government of Canada Mission 
in Afghanistan during the 2011-12 reporting period. 


MA Required Reporting: 


i) The number of recognized private communications intercepted that CSEC used or 
retained:. 


ii) The number of recognized solicitor-client communications intercepted that CSEC used 
or retained: 0 


iii) The number of intelligence reports CSEC produced from the information derived from 
private communications intercepted pursuant to these MAs:. 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value — All communications collected under this Ministerial Authorization 
were derived from selection criteria directed at Foreign Intelligence targets approved in 
accordance with the National SIGINT Priorities list (NSPL — see Annex). CSEC NSPL 
foreign intelligence priorities are based on the Government of Canada's stated intelligence 
requirements, as outlined in the 2011-12 Ministerial Directive on Intelligence Priorities. 


Supplemental Reporting: 


CSEC/CFIOG produced. foreian intelliaence reports, based in whole or in part on 
information derived from the reports) and report) 
collection sites. The reports covered a variety of issues supporting Canadian —


and were shown to CSEC clients in MGovernment of 
Canada departments and agencies including the Privy Council Office, the Department of 
National Defence, the Department of Foreign Affairs and International Trade, the Canadian 
Security and Intelligence Service, the Canada Border Services Agency, and the Intelligence 
Assessment Secretariat. of the aforementioned foreign intelligence reports were based 
on intercepted private communications . 


During the review period, a total of communications were collected under the 
program and were collected under for a total of 


communications. of these communications were recognized as "private 
communications". 


During the same timeframe, CSEC's SIGINT allies (Australia's Defence Signals Directorate 
(DSD), the U.K's Government Communications Headquarters (GCHQ) and the U.S. National 
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Security Agency (NSA)) issued 
communications collected 


TOP SECRETHSW/CE0 


Fl reports derived in whole or in part from 


and were both in operation during the review period. However, 
operational responsibility for 


and only 
until the conclusion of the review period. 
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3. INTERCEPTION 


CSEC collectedM communications under the 
reporting period. 


MA Required Reporting: 


nroaram durina the 2011-12 


i) The number of recognized private communications intercepted that CSEC used or 
retained:. 


ii) The number of recognized solicitor-client communications intercepted that CSEC used 
or retained:. 


iii) The number of intelligence reports CSEC produced from the information derived from 
private communications intercepted pursuant to these MAs:. 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value — All communications collected under this Ministerial Authorization 
were derived from selection criteria directed at foreign intelligence targets approved in 
accordance with the National SIGINT Priorities list (NSPL — see Annex). CSEC NSPL 
foreign intelligence priorities are based on the Government of Canada's stated intelligence 
requirements, as outlined in the 2011-12 Ministerial Directive on Intelligence Priorities. 


Supplemental Reporting: 


CSEC/CFIOG foreign intelligence (FI) reports based on information derived 
from Canadian collection during the review period. Among CSEC's SIGINT allies, 
GCHQ and the NSA issued reports based in whole or in part on Canadian 
collection. 
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4. INTERCEPTION ACTIVITIES 


CSEC collected 
12 reporting period 


communications under the program during the 2011-


MA Required Reporting: 


i) The number of recognized private communications intercepted that CSEC used or 
retained:. 


ii) The number of recognized solicitor-client communications intercepted that CSEC used 
or retained:M 


iii) The number of intelligence reports CSEC produced from the information derived from 
private communications intercepted pursuant to these MAs:M 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value — All communications collected under this program were derived 
from selection criteria directed at Foreign Intelligence targets approved in accordance with 
the National SIGINT Priorities list (NSPL — see Annex). CSEC NSPL foreign intelligence 
priorities are based on the Government of Canada's stated intelligence requirements, as 
outlined in the 2011-12 Ministerial Directive on Intelligence Priorities. 


Supplemental Reporting: 


CSEC/CFIOG issued foreign intelligence reports based in whole or in part on 
collection from and These reports covered 


ssues and were viewed by CSEC clients in government departments or 
agencies. This reporting was of particular interest to the Privy Council Office, the Department 
of Foreign Affairs and International Trade, the Canadian Security Intelligence Service, and 
the Department of National Defence. 


During the same timeframe, CSEC's SIGINT ally, the NSA, issued foreign intelligence 
reports derived from  I reports)" 
reports), and I report). These reports related 


A new 
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5. 


CSEC collected 
communications transmitted on 
collected under the Program during the 2011-12 reporting period. 


MA Required Reporting: 


i) The number of recognized private communications intercepted that CSEC used or 
retained:. 


ii) The number of recognized solicitor-client communications intercepted that CSEC used 
or retained:. 


iii) The number of intelligence reports CSEC produced from the information derived from 
private communications intercepted pursuant to these MAs:. 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Foreign Intelligence Value — All communications collected under this Ministerial Authorization 
were derived from selection criteria directed at Foreign Intelligence targets approved in 
accordance with the National SIGINT Priorities list (NSPL — see Annex). CSEC NSPL 
foreign intelligence priorities are based on the Government of Canada's stated intelligence 
requirements, as outlined in the 2011-12 Ministerial Directive on Intelligence Priorities. 


Supplemental Reporting: 


CSEC/CFIOG issued Mforeign intelligence reports based in whole or in part on information 
derived from collection. per cent of the reports were derived from a 
operation 


per cent. 


CSEC's SIGINT allies (NSA, GCHQ, DSD, and Government Communications Security 
Bureau) issued • foreign intelligence reports derived in whole or in part from Canadian 


collection. The reports covered a number of 


This reporting was viewed by clients in twenty-seven Government of Canada departments 
and agencies and was of particular interest to the Privy Council Office, the Department of 
Foreign Affairs and International Trade, the Canadian Security Intelligence Service, the 
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Department of National Defence, Public Safety Canada, and the Canada Border Services 
Agency. 
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6. CSEC INTERCEPTION ACTIVITIES 


had not yet commenced at the site during the 2011-12 
reporting period. No end product reports were issued during the review period, as. 


Required Reporting: 


i) The number of recognized private communications intercepted that CSEC used or 
retained: 


ii) The number of recognized solicitor-client communications intercepted that CSEC used 
or retained: 


iii) The number of intelligence reports CSEC produced from the information derived from 
private communications intercepted pursuant to these MAs 


iv) The foreign intelligence value of these reports, as they relate to international affairs, 
defence or security: 


Supplemental Reporting: 


During the reporting period, CSEC continued development and preparation 
This included changes to 


to support collection 
activities. 
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PART II 


CSEC INFORMATION TECHNOLOGY SECURITY (ITS) MINISTERIAL AUTHORIZATION 
END REPORTS 


(For the period between 1 December 2011 to 30 November 2012) 


REPORTING REQUIREMENTS 


REQUIRED REPORTING: 


Following the expiration of the 2011-12 ITS MA, CSEC is required to report to the Minister of 
National Defence on: 


i) A per federal institution basis, the number of private communications used or retained, 
pursuant to this Ministerial Authorization, on the basis that the information extracted from 
those private communications was essential to identify, isolate or prevent harm to 
Government of Canada computer systems or networks. 


DYNAMIC NATURE OF CSEC DATABASE INFORMATION: CSEC analysis may alter the 
tagging of some communications data residing in CSEC databases over time. These 
changes are normal and unavoidable as CSEC continually reassesses data as new 
information about it becomes available following collection or from deeper analysis. 


For example, this means communications data identified as "private" at one time may be 
reassessed in light of new information and be deemed "foreign", and vice versa. This can 
produce minor variations in the number of private communications residing in CSEC 
databases from one reporting period to another. The metrics provided in this end report 
accurately reflect CS EC's best assessment of the nature and content of CS EC data 
repositories at the time the assessment was conducted. 
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1. PROTECTION OF GOVERNMENT OF CANADA COMPUTER SYSTEMS 
AND NETWORKS: CYBER DEFENCE OPERATIONS (CDO) 


CSEC processed approximately or c)f communications data 
under the CDO program during the 2011-12 reporting period.' 


MA Required Reporting: 


The number of private communications that CSEC used or retained pursuant to the 2011-12 
MA on per federal institution basis: 


i) During protection activities carried out at 


ii) During protection activities carried out at the 


iii) During protection activities carried out at the 


iv) During protection activities carried out at 


The total number of private communications that CSEC used or retained pursuant to the 
2011-12 MA: 


Supplemental Reporting: 


Established in 2009, CSEC's Cyber Threat Evaluation Center (CTEC), supports Canada's 
Cyber Security Strategy by monitoring cyber threats to Government of Canada networks and 
providing incident response. Over the course of the 2011-12 reporting period, CTEC 
remained operationally focused on developing new capabilities to detect and guard against a 
variety of cyber threats with the goal of increasing the security posture of the Government of 
Canada. An in protection activities and the development of new detection and 
analysis tools reflect the in CSEC's ITS cyber defence activity and reporting levels. 


CTEC detected ■network compromises which included 
and produced a total of reports based on incidents (note that one 


report can include several incidents) from cyber defence operations under this Ministerial 
Authorization. CTEC cyber defence reporting includes alerts, and analysis of current or 
potential compromises, proactive cyber security best practices based on past compromises, 
time sensitive mitigation guidance and in-depth analysis of key cyber threat actors, applied 
tradecraft and methodologies. 


These reports provide a clear picture of the impact of cyber threats to the Government of 
Canada. They were distributed to federal institutions for mitigation and awareness, Second 


1 This quantity of communications data is equivalent to the contents of 
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Parties for threat analysis sharing programs that benefit Canada, and to CSEC's SIGINT 
program to enhance targeting of foreign cyber threats. 


■of the private communications used and retained during this MA period involved 
attachments containing malicious code, or a seemingly legitimate web link to a site hosting 
malicious code intended to harm Government of Canada computer systems or networks. 
CSEC notes that the number of used or retained private communications referenced above 
constitutes a minute fraction of the vast volume of data monitored by CSEC under this MA in 
the course of protecting Government systems and networks. 


SIGNIFICANT ISSUE: ADJUSTMENT OF 2010-11 ITS MINISTERIAL AUTHORIZATION 
END REPORT 


Given the large volume of communications data processed by CSEC in the course of its 
cyber defence operations, CSEC must rely on computer systems and programs to identify, 
categorize and manage the data collected to support these activities. In January 2013, 
CSEC analysts discovered an error in software relied upon to count private communications 
used or retained by CSEC in the course of cyber defence activities conducted under 
Ministerial Authorization. 


This led CSEC to under-report.private communications used or retained in cyber defence 
operations in the 2010-11 Year End Report to the Minister. The error has been corrected, 
and the verified total number of private communications used or retained by CSEC under the 
2010-11 Cyber Defence Operations Ministerial Authorization was as opposed to 


Nature of the Error: In order to manage communications data residing within cyber defence 
databases, automated programs assign an identity to communications data within the 
database. This identifying information is critical to the functioning of the rest of the system, 
since whether a communication is identified as "MA-related" or "non-MA-related" will alter 
how the system processes and accounts for that data. 


The error that led to the 2010-11 undercount of private communications resulted from a 
coding error in the software that is relied upon to assign identities to communications data as 
it enters key cyber defence systems. This error resulted in EMA-related private 
communications being mischaracterized by that program as unrelated to communications 
data collected under Ministerial Authorization, and accordingly, they were not included in the 
2010-11 MA end-reporting to the Minister. 


Resolution: Upon recognition of this significant issue, CS EC cyber defence analysts 
engaged appropriate management, policy, and legal stakeholders to understand and develop 
solutions to the problem. Technical solutions have been developed, and the coding error 
responsible for the undercount has been addressed. CSEC has manually verified its cyber 
defence databases to ensure the issue has been addressed. 


Privacy Impact: Under the ITS cyber defence program, private communications that are 
identified as non-MA related are handled with more safeguards than those that are MA-
related. The sharing of private communications not obtained under MA is in accordance with 
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Criminal Code provisions, which are more restrictive than the sharing provisions for private 
communications obtained under MA. CSEC assesses that there has been no privacy impact 
as a consequence of this incident. 


More detailed reports on this incident and the CSEC response are available upon request. 
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ANNEX: The 2011-2012 National SIGINT Priorities List 


Version — 11.xx CSEC (e) 


Tier 


2 


Standing Issue 
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Version —11. xx CSEC (e) 
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SECRET CEO 


May. 2004 


To: Chief, Communications Security Establishment 


Ministerial Directive 
Communications Security Establishment 


Integrated SIGINT Operational Model 


Preamble 


The purpose of this. Ministeriai Directive is to outfne.my expectations for 
CSE regarding the establishment of en integrated operational model for SIGINT, 
including the prevision of support to Canadian Forces SIGINT activities. 


This Directive is issued under my authority pursuant to subsection 
273.62(3) of the National Defenca Act. 


Background and  Context 


The relationship between CSE and the Canadian Forces. Information 
Operations Group (CFIOG) and its predecessors has changed significantly in 
recent years. Prior to 1998, CSE and Canadian Forces SIGINT elements were 
far more integrated, than they are today. Since by mutual agreement, the 
priorities of the two organizations have diverged, with. CFIOG taking on 
responsibility for Canadian Forces-related SIGINT activities, including support to 
deployed military operations, and CSE focusing on its broader foreign 
intelligence mission, 


While thi$ approach generally reflects an appropriate division of effort, it 
led CSE and CflOG.to move too far apart in terms of planning and decision-
making. It also complicated the 'accountability structure for Canada's SIGINT 
operations.. Other issues relate to the management of Canada's international 
SIGINT partnerships, the manner in which emerging policy challenoes are being 
addressed, and the integration Of national and tactical SJGINT support to 
Canadian Forces operations. 


Canada's closest intelligence allies already operate under., and recognize 
the benefits of, a more integrated SIGINT model that incluck,s support to 
deployed military operations as 8 key component, Given the priorities stemming 
frorn the Government's post-September 1 2001 security agenda, Canada Must 
also adopt a more integrated. SIGINT operational model. 
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Objectives of New Model 


To achieve this integration, I am directing you, in partnership with the 
Department of National Defence (DND) and Canadian Forces, to implement a 
new Integrated SIGINT Operational Model. 


This model will establish an integrated accountability framework for 
SIGINT operations. It must include effective mechanisms for closer cooperation 
on business planning, resource allocation and decision making. It must also 
ensure value for money in all expenditures, ensure full coordination on major 
policy issues and consultation on legal issues, ensure a fully integrated approach 
to international partnerships, and deliver the best possible national and tactical 
support to deployed Canadian Forces operations. 


Parameters of New Model 


Under the new model, except for deployed Canadian Forces operations, 
management and direction of SIGINT activities will be provided by CSE within 
the integrated accountability framework. Elements of CSE's responsibilities and 
accountabilities for management and direction of SIGINT activities are as follows: 


■ tasking SIGINT collection within a framework that ensures Canadian 
Forces operational requirements, including urgent requirements of 
deployed forces, are met; 


■ providing policies, procedures and guidance for Canadian Forces SIGINT 
activities; 


■ synchronizing operational SIGINT business planning, and ensuring capital 
and life-cycle materiel management funding for Canadian Forces SIGINT 
operations is consistent with and supports the synchronized plan; 


■ ensuring an integrated approach for SIGINT information management and 
information technology architecture and infrastructure in support of all 
SIGINT activities; 


■ providing advice on SIGINT research and guidance on SIGINT 
development projects related to Canadian Forces SIGINT requirements; 


■ managing Canada's international SIGINT relationships, to include a 
coordinated approach to CSE and Canadian Forces exchange postings 
with international SIGINT partners; and 


■ ensuring SIGINT activities are conducted under an appropriate level of 
management monitoring and direction, and demonstrate both operational 
effectiveness and value for money. 


This model will be implemented in a manner that is fully consistent with 
the responsibility of the Chief of the Defence Staff under section 18 of the 
National Defence Act for the control and administration of, and the issuance of 
orders and instructions to, the Canadian Forces. The Chief of the Defence Staff 
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will also maintain responsibility for all aspects of generating forces and defining 
Canadian Forces SiGAT requirements, 


implementation of New Model 


Effective stewardship of Canada's SIGINT program will require that CSE 
collaborate closely with DND and the Canadian Forces on the implementation of 
this Directive, To facilitate this, a Canadian Forces officer in the rank of general 
officer be assigned to CSE, and will be responsible for working with the 
Deputy Chief, SIGINT to implement this directive. 


I expect that you and the Deputy Chief of the Defence.Staff will establish. 
appropriate mechanisms to address issues of mutual concern related to the 
effective functioning of this model. 


In addition, I am directing you to: 


place the highest priority on providing CSE:support to: the Canadian 
Forces SIGINT organization in its role of supporting deployed forces; and 
assist, consistent. with CSE's legal authorities, the Canadian Forces 
SIGUNTorganization in providing support to other Canadian Forces 
SIGINT activities conducted under Royal Prerogative or other lawful 
authority. 


Activities undertaken by CSE pursuant to this Ministerial Directive will be 
subject to review by the CSE Commissioner as part of his mandate. 


Report on Progress 


71 I exp et, that you will report to me on the implementation of this model on a 
zifea0y bp is, ct inciding with CSE's Annual Report. 


tfAl l 
David Pra0 
Minister 01 National Defence 


cc. Acting Deputy Minister of National Defence 
National Security Advisor, Privy Council Office 
Chief of the Defence Staff 
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Distribution List 


IMPLEMENTATION QTINTEGRKEED SlGINT- OPERATIONAL MODEL


Reference: MND letter to COSIAIDM dated 20 May 2004 (Enclosed) 


i. In the letter at the reference, the Minister has granted approval of the 
implementation of the integrated SICANT Operational Model, and has issued 
Ministerial Directions for the. CSE Chief to foilow in the establishment-of the 
model 


2 Request your follow-on action in coordination with CST.: to ensure that the 
appropriate mechanisms are established in order to address any areas of mutual 
concern related to the effective functioning of this model 


E .R. Henault 
Genera 


Enclosure: "I 
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f II Communications Security 
Establishment Canada 


Centre de to securite 
des telecommunications Canada 


TOP SECRETIICOMINTHCE0 
CCSE/80-10 


# 529859 


JUN 2 9 2 010 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Government of Canada Intelligence Priorities for Fiscal Year (FY) 2010-2011 


(For Approval and Signature) 


Summary 


This Memorandum seeks your approval of the attached Ministerial Directive on 
CSEC Intelligence Priorities for FY 2010-2011. 


This request follows the approval of the Cabinet Confidence 


Cabinet Confidence 


The Government of Canada relies on intelligence to support fundamental policy 
objectives, and the attached Ministerial Directive will guide CSEC's foreign 
intelligence activities in accordance with its legislation and capabilities. 


The Ministerial Directive also enables the CSE Commissioner to effectively review 
CSEC operations for lawfulness. 


Background 


Cabinet Confidence 


Cabinet Confidence  The priorities allow relevant government departments and agencies to 
focus their limited resources on the most critical issues and optimize the results of 
their efforts. 


Proposed Ministerial Directive 


• The proposed Ministerial Directive is consistent with the approach traditionally 
employed for the Minister of National Defence to give direction to CSEC. 
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# 529859 


• The proposed Ministerial Directive is also consistent with the approved Government 
of Canada Intelligence Priorities for 2010-2011, and directs CSEC to focus its 
intelligence collection on those priorities in accordance with Part V.1 of the National 
Defence Act. 


For your ease of reference, the Intelligence Priorities set out in the Directive are, in 
order of priority: 


Cabinet Confidence 


Cabinet Conti( 
•  The most notable changes in the 2010-2011 Intelligence Priorities are the 


Cabinet Confidence 


  Both issues implicate Cabinet Confidence 


CSEC. 
Cabinet Confidence 


• 
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# 529859 


Recommendation 


• It is recommended that you approve and sign the attached Ministerial Directive on 
CSEC Intelligence Priorities for FY 2010-2011. 


, /


(Adams 
chr


Attachment 


I concur with the recommendation: 


------ ----t


Marie-Lucie Morin 
National Security Advisor to the Prime Minister 


and Associate Secretary to the Cabinet 
Privy Council Office 


cc. Robert Fonberg, Deputy Minister National Defence 
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Communications Security Centre de la securite 
Establishrnent Canada des telecommunications Canada 


: ..... ... ..... . . : : 


7 OP 
CERRO-4 769501 


COM411-01 i'347 


August 16, 2011 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Government of Canada Intelligence Priorities for Fiscal Year (FY) 2011-2012 


(For Approval and Signature) 


Summary 


This Memorandum seeks your approval of the attached Ministerial Directive on 
CSEC intelligence Priorities for FY 2011-2012. 


O  This request follows the approval of the 
Cabinet Confidence 


Cabinet Confidence 


• The Government of Canada relies on intelligence to support fundamental policy 
objectives, and the attached Ministerial UreaVe will guide CSEC's foreign 
intelligence activities in accordance with its legislation and capabilities. 


O The Ministerial Directive also enables the CSE Commissioner to revievreffectiveiy 
CSEC operations for lawfulness. 


Background 


Cabinet Confidence 


 The priorities 
allow relevant government departments and agencies to focus their limited 
resources on the most critical issues and optimize the results of their efforts. 


Cabinet Confidence 


Proposed Ministerial Directive 


• The proposed Ministerial Directive is consistent with- the approach.traditlonaliy 
employed for the Minister of Nationa Defence to provide direction to CSEC. 


• The proposed Ministerial Directive is also consistent with the appreved Government 
of Canada Intelligence Priorities for 2011-2012, and directs CSEC to focus its 
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a CI11 kildt t'N 
# 769501 


intelligence collection on those priorities in accordance with Part V.1 of the NatioRai 
Defence Act. 


• For your ease of reference, the intelligence Priorities 
out in the Directive are, in order of priority: 


Cabinet Confidence 


Recommendation 


Cabinet Confidence 
and set 


It is recommended that you approve and sign the attached Ministerial Directive or:, 
CSEC Intelligence Priorities for FY 2011-2012. 


John Adams 
Chi& 


Attachment 


1 concur with the recommendation: 


... 


National-Se Advisor tor,/:_tfre-Prime Minister 
Privy Courtil Office 


1 
cc. Robert FOnberg. Deputy Minister National Defence 
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Cabinet Confidence 


I +lid National 


National Defence Headquarters 
Ottawa, Ontario 
K1A 01(2 


Defense 
nationale TOP SECRETIIC °MINT/WE° 


Quartier general de la Defense nationale 
Ottawa (Ontario) 
K1A OK2 


To: Chief, Communications Security Establishment 


Ministerial Directive 
Communications Security Establishment 


Government of Canada Intelligence Priorities for Fiscal Year (FY) 2011-2012 


Preamble 


This Directive is issued under my authority pursuant to Section 273.62 of the National Defence 
Act. It provides direction to the Communications Security Establishment (CSE) on Government 
of Canada Intelligence priorities for FY 2011-2012, as approved by the 


This direction shall remain effective until replaced by subsequent direction. 


Intelligence Priorities for FY 2011-2012 


Cabinet Confidence 


The following are the Government of Canada's intelligence priorities for FY 2011-2012, listed in 
order of importance, which shall be used by CSE to allocate resources and guide and refine 
foreign intelligence collection, collaboration and intelligence sharing in accordance with its 
legislative authority and limitations. In particular, the National Defence Act specifies that CSE 
shall not direct its foreign intelligence or information technology security activities at Canadians 
or any person in Canada. 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 
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Cabinet Confidence 


Intelligence collection will focus on: 
Cabinet Confidence 


intelligence collection will focus on: 


Cabinet Confidence 
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Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 
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TOP SECRETHCOMINTHCE0 


Cabinet Confidence 


Intelligence collection will focus on: 


Cabinet Confidence 


Intelligence collection will focus on: 
Cabinet Confidence 


CSE is directed to focus its intelligence collection activities on the priorities or sub-priorities 
noted above in accordance with Part V.1 of the National Defence Act. I also expect CSE to 
collaborate with other members of the security and intelligence community in order to avoid 
duplication of efforts and allow CSE to focus on those priorities and sub-priorities where it can 
derive the best results and bring the greatest value to the Government of Canada. 


In the course of its mandated activities, CSE should also actively monitor and report on other 
issues to ensure Canada is aware of and can respond to other intelligence related to emerging 
events, opportunities, and crises. 
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S IN 'flit: by, 


1 expect CSE to inform me of the work it has undertaken agai EN the FY 2011-2012 priorities In 
its Annual Report and bring:any substantive issues to my attention. 


SEP 0 6- 7011 


The Hollowlible Peter MO? 4y, P.C. M.P. 
Minister of National Deence 


ce. National Security Advisor, Privy Council Office 
Deputy Minister of National Defence 
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Summary authorized, see Annex A. 


' Communications Security Centre de la securite 
Establishment Canada des telecommunications Canada 
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MEMORANDUM FOR THE MINiSTER OF NATIONAL. DEFENCE 


Ministerial Directive to Operationalize the 
Framework for Addressing Risks in Sharing Information with Foreign Entities 


(For Approval). 


Summary 


4, This Memorandum seeks your approval of the attached Ministerial Directive (MD) 
to operationalize the Framework for Addressing Risks in Sharing Information with 
Foreign Entities (the Framework), as attached as Annex A. 


• This Framework establishes a consistent process of decision making by Deputy 
Heads and Agency Heads in cases where sharing information with foreign 
entities may give rise to a substantial risk of mistreatment. 


• CSEC is one of five departments and agencies in the security and intelligence 
community required to implement the Framework through ministerial direction 
following  Cabinet Confidence The purpose of separate 
MDs is to address each organization's unique operational needs while remaining 
consistent with the approved Framework. 


• In the case of CSEC, the proposed MD remains consistent with the Framework 
while proposing to recognize CSEC's unique operational needs as a foreign 
signals intelligence (S1GINT) agency and its long-standing alliance with Five-
Eyes cryptologic partners 


It is recommended that you approve the attached proposed MD. 


Background 


• For CSEC, which has an existing MD on , the Objective of 
this MD is to focus on operationalizing the Framework. The MD includes all direction 
from the Framework that is applicable to CSEC and is tailored in the following ways: 
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O The MD applies to 


o in comparison to other implementing departments and agencies, CSEC has 
not requested inclusion in the MD of any additional direction on the use of 
information derived from mistreatment, which is beyond the operational scope 
of the approved Framework. As CSEC principally deals in information that is 
derived from SIGINT intercept, it is highly unlikely that the organization would 
be in receipt of information derived from mistreatment. The majority of 
SIC-1INT information CSEC receives is 


o The Framework directs that agencies assess the reliability and accuracy of 
information received, and to characterize this information in further 
dissemination. The MD recognizes that CSEC is a foreign SIGINT agency 
and not an intelligence assessment agency and therefore directs CSEC to 
use caveats to address this Framework requirement, as appropriate. 


o Finally, the language in the MD recognizes the unique nature of CSEC's role, 
as part of a shared cryptologic infrastructure 


in support of their national intelligence priorities. 


• Once CSEC has an MD in place, it will join the Canadian Security Intelligence 
Service, the Royal Canadian Mounted Police, and the Canadian Border Services 
Agency who now have Ministerial Directives in place. CSEC will codify in policy 
interim Human Rights impact assessments and approval protocols that we have 
been applying to existing sanitization, action-on and release policy requirements in 
the absence of an MD. 


IRRELEVANT 
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Recommendation 


m It is recommended that you approve and sign the attached Ministerial Directive on 
the Framework for Addressing Risks in Sharing Information with Foreign Entities. 


Next Steps 


Should you approve the MD. CSEC will: 


o Implement the Framework through revisions to current operational policy tMt 
will reflect the direction in this MD; 


Keep you informed of any issues related to the implementation of this 
directive that warrant your consideration; and 


o Provide a copy of the MD to the CSE Commissioner. 


,f in Adams 
Chief 


Attachment 


concur with the recommendation: 


St her 
N.alionat-Sect= 
Privy Council Office 


or lo Ine-Frim-e-tinister 


cc: Robert Fonberg, -puty Minister, Nationai Defence 
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Framework for Addressing 
Risks in Sharing Information with Foreign Entities' 


• Sharing information with foreign entities is necessary in order to respond to national security 
threats. It is essential that Canadian intelligence and law enforcement authorities are able to 
maintain strong relationships with foreign entities, and can share information with them on 
both a routine and an urgent basis. 


• Deputy Ministers and Agency Heads have been delegated the responsibility for making 
decisions with respect to the sharing of information with foreign entities. 2 Departments and 
agencies must carefully manage relationships with foreign entities, assisted by policies that 
guide information sharing practices, to ensure that the sharing of information does not give rise 
to a substantial risk of mistreatment. 


Objective 


• The following Framework forms part of the suite of directives and policies that govern 
departments' and agencies' information sharing practices. The objective is to establish a 
coherent and consistent approach across the Government of Canada in deciding whether or not 
to send information to, or solicit information from, a foreign entity when doing so may give 
rise to a substantial risk of mistreatment of an individual. 


Canada's Obligations 


• The Government of Canada opposes in the strongest possible terms the mistreatment of any 
individual by any foreign entity for any purpose. The Government also has a duty to its own 
citizens and to its allies to prevent individuals engaging in threat related activities from causing 
harm, whether in Canada or in a foreign country. 


• The Government of Canada does not condone the use of torture or other unlawful methods in 
responding to terrorism and other threats to national security. The Government is committed 
to pursuing a principled and proportionate response to these threats, while promoting and 
upholding the values Canada seeks to protect. 


• Canada is a party to a number of international agreements that prohibit torture and other forms 
of cruel, inhuman, or degrading treatment or punishment. These include the International 
Covenant on Civil and Political Rights and the Convention Against Torture (CAT). The CAT 
requires state parties to criminalize all instances of torture, and to take effective measures to 
prevent torture and other cruel, inhuman, or degrading treatment or punishment in any territory 
under their jurisdiction. 


This Framework would not change existing legal authorities for sharing information with foreign entities. 
Although the term, foreign entity, has not been formally defined, it primarily refers to foreign government 
agencies and militaries. The term may also refer to military coalitions, alliances, and international 
organizations. 
2 For the purpose of this Framework, Deputy Minister also includes the Chief of Defence Staff. 


Approved by DM S&I on June 25, 2010 
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• Torture is a criminal offence in Canada that has extraterritorial application. The Criminal 
Code's provisions governing secondary liability also prohibit aiding and abetting the 
commission of torture, counselling the commission of torture whether or not the torture is 
committed, conspiracy to commit torture, attempting to commit torture, and being an accessory 
after the fact to torture. 


• More broadly, section 7 of the Canadian Charter of Rights and Freedoms guarantees that 
"everyone has the right to life, liberty, and security of the person." Section 12 of the Charter 
prohibits "any cruel and unusual treatment or punishment," which Canadian courts have 
described as behaviour "so excessive as to outrage the standards of decency." This behaviour 
includes torture and other cruel, inhuman, or degrading treatment or punishment. 


Definitions 


• "Mistreatment" means torture or other cruel, inhuman, or degrading treatment or punishment. 


• "Substantial risk" is a personal, present, and foreseeable risk of mistreatment. 


o In order to be "substantial," the risk must be real and must be based on something more 
than mere theory or speculation. 


o In most cases, the test of a substantial risk of mistreatment will be satisfied when it is 
more likely than not that there will be mistreatment. However, the "more likely than 
not" test should not be applied rigidly because in some cases, particularly where the 
risk is of severe harm, the "substantial risk" standard may be satisfied at a lower level 
of probability. 


Information Sharing Principles 


• Sharing information with foreign entities is an integral part of the mandates of Canadian 
intelligence and law enforcement authorities. It is also a formal obligation pursuant to 
Canada's adoption of various international resolutions and agreements. 


• In sharing information, departments and agencies must act in a manner that complies with 
Canada's laws and legal obligations. 


• Departments and agencies must assess and mitigate potential risks of sharing information in 
ways that are consistent with their unique roles and responsibilities. 


• Departments and agencies must also assess the accuracy and reliability of information 
received, and properly characterize this information in any further dissemination. 


• The approval level that departments and agencies require in order to share information must be 
proportionate to the risk of mistreatment that may result: the greater the risk, the more senior 
the level of approval required. 


Aonroved by DM Sal on June 25, 2010 
Cabinet Confidence 
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• Departments and agencies also have a responsibility to keep their respective Ministers 
generally informed about their information sharing practices. 


Decision Making Process 


• Departments and agencies are responsible for establishing approval levels that are 
proportionate to the risks in sharing information with foreign entities. This Framework only 
applies when there is a substantial risk of mistreatment of an individual. 


• When there is a substantial risk that sending information to, or soliciting information from, a 
foreign entity would result in the mistreatment of an individual, and it is unclear whether that 
risk can be mitigated through the use of caveats or assurances, the matter will be referred to the 
responsible Deputy Minister or Agency Head for decision. 


• In making his or her decision, the Deputy Minister or Agency Head will normally consider the 
following information, all of which must be properly characterized in terms of its accuracy and 
reliability: 


o the threat to Canada's national security or other interests, and the nature and imminence 
of that threat; 


o the importance of sharing the information, having regard to Canada's national security 
or other interests; 


o the status of the relationship with the foreign entity with which the information is to be 
shared, and an assessment of the human rights record of the foreign entity; 


o the rationale for believing that there is a substantial risk that sharing the information 
would lead to the mistreatment of an individual; 


o the proposed measures to mitigate the risk, and the likelihood that these measures will 
be successful (including, for example, the foreign entity's record in complying with 
past assurances, and the capacity of those government officials to fulfil the proposed 
assurance); 


o the views of the Department of Foreign Affairs and International Trade (DFAIT); and 


o the views of other departments and agencies, as appropriate, as well as any other 
relevant facts that may arise in the circumstances. 


• The responsible Deputy Minister or Agency Head may refer the decision whether or not to 
share information with the foreign entity to his or her Minister, in which case the Minister will 
be provided with the information described above. 


• The Deputy Minister/Agency Head or Minister shall authorize the sharing of information with 
the foreign entity only in accordance with Canada's legal obligations. 


Approved by DM S&I on June 25, 2010 
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Support 


• To help ensure a consistent understanding of the risks of sharing information with foreign 
entities, DFAIT will continue to make its country human rights reports available to the 
intelligence and law enforcement community. 


Implementation 


• Given the different mandates of departments and agencies, the Framework will be 
operationalized through individual Ministerial directions. 


Approved by DM S&I on June 25,2010 4 
Cabinet Confidence 
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Summary authorized, see Annex A. 


Nationai Dgenso 
Defence nationale 


Naitortat Defence Hendiiiierters 
Otta,,va, Outz-1.rit; 


0K2 


caueriter gketal [Nile-Asa riationale 
Otiamia pnialio) 
K1A 0K2 


To: ClY.ef, CoMilltinicatiOn.S Security Estabhshinent 


SECPET 


Ministerial Directive 
Communications Security Establishment 


Framework for Addressing Risks in Sharing htformation with Foreign Entities! 


1. Preamble 


This Direclivc is issued under ii-ty authority as- ster responsible for the Communications 
Security Establishment (CSE). This Directive provideS direction to CSE on the 
operationalization of the Framework Or Addreosinc .Riks in Sharing InPr/nation with Foreign. 
Entities, as Cabinet Confidence 


This directive recognizes the unique toles and rt.ksponsibilities of CSE in relation to information 


sharing with .foreign entities where such sharing inay give rise to it risk of mistreatment, 
The CSE. intelligence mandate is focussed on foreign signals intelligence (SIGINT) collection 
and reporting to Government of Canada clients in accordance with :he Government's intelligence 
priorities. 


Sharing information with foreign entities is necessary to fulfill the CSE mandate. It is essential 
that CSE be able to maintain strong relationships with foreign entities, and can share informati;.i) 
with them Do both a routine and an urgent basis. CSE must carefully manage relationships witli 
foreign entities, assisted by policies that guide: information sharing 2ractiees, to ensue dial the 
sharing of information does not give rise to a substantial risk of mistreatment. 


CSE also has a long-standing alliance with its Five-Eyes cryptologie partners, each of which ha 
established policies and IlieCilanitilnS related to infOrinatiOn Sharing that serve trl inform and 
strengthen c:SE's ability to assess risks in the sharing of information with foreign entities. CSE'
information sharing with Five-Eyes cqpiutogiop FEtnc s will continue. under existing policies and 
protocols, given the unique nature of CSE's shared and collaborativz access to the Five-Eyes 
MINT enterprise. I expect CSE to maintain these long-standing relationships. 


Thh M]nisLriat Diredlion would Mil. Charity exist t4!? tcgal authorities lor sharir:g infortimtion whit roreign elfin s. 


Although the term FOre4-tri dethled in the FrIevteworl..., the 1.euni Cut deltried iLF tOe .CSEC 
lc•..-ttt lati tramesynrk- to rneinl pc son, group. partnership ot hod at an talifiC04?W'aEr2d;ASSOCiElliot-{ of 
oqiannfation and includes a Ntaie or rob tiCal ,5f• agency or a skits.' A ceordini;ly, a weight in the 
contexi or thi .; dirtietivo would iticlueo any oniity witilin the me:ming defiDiti(n that 1.5: mt. Catthtl tan. Ttio 


Of ittformutisAt Canadinn Ci1Eitie5 is not stib,0 to thi$ 
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As Chief, CSE and the agency head with management and control of the Establishment and all 
matters relating to it under the CSE legislative framework, you are responsible for making 
decisions with respect to the sharing of information with foreign entities where there is a 
substantial risk of mistreatment. 


2. Background and Context 


The Government of Canada opposes in the strongest possible terms the mistreatment of any 
individual by any foreign entity for any purpose. The Government also has a duty to its own 
citizens and to its allies to prevent individuals engaging in threat related activities from causing 
harm, whether in Canada or in a foreign country. 


The Government of Canada does not condone the use of torture or other unlawful methods in 
responding to terrorism and other threats to national security. The Government is committed to 
pursuing a principled and proportionate response to these threats, while promoting and upholding 
the values Canada seeks to protect. 


Canada is a party to a number of international agreements that prohibit torture and other forms of 
cruel, inhuman, or degrading treatment or punishment. These include the International Covenant 
on Civil and Political Rights and the Convention against Torture (CAT). CAT requires state 
parties to criminalize all instances of torture, and to take effective measures to prevent torture and 
other cruel, inhuman, or degrading treatment or punishment in any territory under their 
jurisdiction. 


Torture is a criminal offence in Canada that has extraterritorial application. The Criminal Code's 
provisions governing secondary liability also prohibit aiding and abetting the commission of 
torture, counselling the commission of torture whether or not the torture is committed, conspiracy 
to commit torture, attempting to commit torture, and being an accessory after the fact to torture. 


More broadly, section 7 of the Canadian Charter of Rights and Freedoms guarantees that 
"everyone has the right to life, liberty, and security of the person." Section 12 of the Charter 
prohibits "any cruel and unusual treatment or punishment," which Canadian courts have 
described as behaviour "so excessive as to outrage the standards of decency." This behaviour 
includes torture and other cruel, inhuman, or degrading treatment or punishment. 


3. Definitions 


"Mistreatment" means torture or other cruel, inhuman, or degrading treatment or punishment. 


"Substantial risk" is a personal, present, and foreseeable risk of mistreatment. In order to be 
"substantial," the risk must be real and must be based on something more than mere theory or 
speculation. In most cases, the test of a substantial risk of mistreatment will be satisfied when it 
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is more likely than not that there will be mistreatment. However, the "more likely than not" test 
should not be rigidly applied because in some cases, particularly where the risk is of severe harm, 
the "substantial risk" standard may be satisfied at a lower level of probability. 


4. Principles for Sharing Information with Foreign Entities 


Sharing information with foreign entities is an integral part of the mandates of Canadian 
intelligence and law enforcement authorities, including CSE. It is also a formal obligation 
pursuant to Canada's adoption of various international resolutions and agreements. 


In sharing information, CSE must act in a manner that complies with Canada's laws and legal 
obligations. 


CSE must assess and mitigate potential risks of sharing information in ways that are consistent 
with the unique roles and responsibilities of CSE. 


Under the approved Framework "departments and agencies must also assess the accuracy and 
reliability of information received and properly characterize this information in any further 
dissemination." When sharing information either directly or indirectly with foreign entities 


I expect CSE will use caveats that appropriately reflect 
the nature of its activities and the information it produces as a foreign signals intelligence agency. 


The approval levels that CSE requires in order to share information must be proportionate to the 
risk of mistreatment that may result: the greater the risk, the more senior the level of approval 
required. 


5. Process for Decision Making 


Except when there is a substantial risk, CSE is responsible for establishing approval levels and 
processes that are proportionate to the risks in sharing information with foreign entities 


The following decision making process applies when there is 
a substantial risk of mistreatment of an individual. 


When there is a substantial risk that sending information to or soliciting information from, a 
foreign entity would result in the mistreatment of an individual, and it is unclear whether that risk 
can be mitigated through the use of caveats and assurances, the matter will be referred to you, the 
Chief of CSE, for decision. 


In making your decision, you will normally consider the following information, all of which must 
be properly characterized in terms of its accuracy and reliability: 


• The threat to Canada's national security or other interests, and the nature and imminence 
of that threat; 


• The importance of sharing the information, having regard to Canada's national security or 
other interests; 
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• The status of the relationship with the. -foreign entity with Which the information i. to 
snared. and an assessment of the human rights record of the foreign entity;-


• The-rationale For believing that there is a substantial risk that sharing the information 
would lead to the mistreatment of an individual: 


• The.proposed measures to tritigatc.the risk, and the likelihood that these measures w, ill he 
successful (inL.ludin , for example, the foreign entity's record in complying with past 
assurances, and the capacity of those government officials to fulfill the proposed 
assurance); 


• The views of the Department of Foreign Affairs and International Trade tOFAIT)., and, 


• The-views of other department. and agencies, as appiopriate, as well as any other relevant 
facts thay inay arise in the. circumstances. 


You may refer the. decision whether or riot to share information with the foreign entity to me. the 
Minister of National•Defenee, in eases-where in your opinion I should be the decision-makin- ..! 
authority. in these cases. I will be provided With the information described above. 


You shall authorize the sharinp, of information with the foreign entity only in accordance with 
Canada's legal obligations. 


5. Implementation 


I. expect CSI-; to establish or amend policies, procedures., and practices as required to implement 
this Directive. I eXpect that you wil.l.keep me informed, through established reporting 
mechanisms, of any significant issues related. to the implerneination of this (filet:aye tl ai. iii yotir 
opinion warrant my consideration. 


Dated at I  this   day of 


ctiVe,  eC,
The Honourable Peter &II`e-N.-4z P.C._ M.P. 
Minister of National Defence 


cc. National Security Advisor, Privy Council Office 
Deputy Minister of National Defence 


1,;:4/644A, L.4/ , '7011. 
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Minister 
of National Defence 


TO sE cupis 
Minstre 
de la Defense nationale 


Ottawa, Opmada K1A 0K2 


CERRID 1034783 


To: Chief, Communications Security Establishment 


Ministerial Directive 
Communications Security Establishment 


Operations 


This Directive is issued under my authority and replaces the 
Operations.Ministerial Directive issued 14 January 2002. The purpose of 


this Ministerial Directive is to set out my expectations for how CSE is to manage its 
program. 


The ability of CSE to fulfill its legislated mandate is impeded by the transformational 
changes in the global information infrastructure. These changes have made it much more 
difficult to collect communications from the global information infrastructure and extract 
those of interest. Unless it successfully adapts to this rapidly Changing technological 
environment and uses MOM methods to facilitate the acquisition of specific, high 
interest data and communications, CSE is unable to provide effective nationally 
controlled intelligence support to the government. 


For this reason, 


IRRELEVANT 


NOT REVIEWED 


Canada 


operations. 
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To s. .€:


in order for CSE to meet the technological challenges presented by the rapidly evolving 
global information infrastructure, CSE is authorized, under the terms of this Directive, to 
continue its program. In this context, I want to be clear about my expectations of-
CSE: 


• I expect that CSE will direct its activities solely against foreign targets. CSE 
does not have the authority to target the communications of any person in Canada 
or of Canadians located anywhere; 


• I expect you to select intelligence targets for these operations in accordance with 
Government of Canada intelligence priorities; 


• I expect that procedures, plans, techniques and technical capability necessary to 
govern and perform operations are established -and applied; 


• I expect that CSE ensures that procedures for such operations define appropriate 
threat, risk and vulnerability thresholds for both the activity and personnel 
involved: 


* CSE can collect and use metadata under the program according to the 
principles enunciated in the Collection and Use O.f Metadata Ministerial 
Directive] ; 


• I expect that any  activities carded out by C-SE 


• I expect CSE to be vigilant in respecting all relevant legislative arid policy 
instruments, including my Ministerial Directives on :4 (Tour/lability Framework 
and Privacy of.Canadians; 


O I expect you to maintain efficient-and effective consultative and cooperative 
processes with other government departments, agencies and our &MINT allies to 
carry out operations.. I also. authorize CSE to share information it acquires under 
its =program with Canada's allies, in a manner that is consistent with the 
direction provided in the Ministerial Directive on Framework.fin' Addressing 
Risks in Sharing .14Ormation with .Foreign Entities. 


As Chief, I expect that you will consult me before undertaking any particularly sensitive 
operations or those With significant risk. 


in  all cases, references to Ministerial Directives within the document refer 1.o Lk:most-recently issued 
Ntinisterial 
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Activities undertaken pursuant to this Ministerial Directive will be subject to review by 
the CSE Commissioner as part of his mandate. 


1 expect you to report to me on CSE's .operations as part of CSE's Annual Report. 


Dated at this  / 7-/  day of 


The Honourable Pet9r-MLK4y, P.C., M.P. 
Minister of Nationta Defence:' 


A 201 2
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TOP SECRET COMINT 
Canadian Eyes Only 


MEMORANDUM OF UNDERSTANDING 


between 


and 


THE COMMUNICATIONS SECURITY ESTABLISI-IMENT 
("the Establishment" or "CSE") 


Preamble 


. It i r cognized by both parties that day-to-day consultation between= 
I and the Establishment takes place at all levels on a wide range of topics 


and that this is necessary for both parties to carry out their respective mandates 
effectively. Nothing in this MOU is intended in any way to limit or interfere with these 
exchanges. 


Purnose 


2. To clarify the relationship betwe n and the Establishment with 
regard to activities  


(a) Recognizing that the mandate of CSE as outlined in the National Defence Act 
(Part V.1 S. 273.61-273.69) includes the collection of foreign intelligence abroad in 
accordance with Government of Canada intelligence priorities; 


(b) Recognizing that  


(c) Recognizing that any i nnPratinn II 
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TOP SECRET COMINT 
Canadian Eyes Only 


(d) Recognizing that 


I 
3. Now therefore and the Establishment agree as follows: 


(a: I will support CSE in the delivery of its 
program, in accordance with the direction provided byl the principles set out 
in this Memorandum, and in conformity with applicable Canadian law and the 
mandates and responsibilities of the two organizations. 


(b) CSE will inform 
~activitiesI
specified in Annex Ito this MOU. However, it is recognized and accepted that 


 I 


occasionally urgent operational considerations will preclude the Establishment 
informing n advance. In these cases CSE will inform!_ as soon 
as possible. It is also agreed that this reouirement applies only to I 


I activities as described in Annex II to this 
MOU. 


(c) before an operation relating tcl activities is 
undertaken by CSE employees, or individuals acting under CSE's direction 


Ithe Establishment will consul" during the 
development of an operational plan and will involve!  in the "challenge" 
process. In any instance where thel  continues to have 
concerns about thel operation, these concerns will be 
brought to the attention of the and the 


for resolution. 


(d) and CSE agree to maintain strict limits on the number of 
their personnel who have knowledge of cal activities. 


(e) that this Memorandum of Understanding may be amended at any time 
by written consent of both parties. 


NOT REVIEWED 
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Effective Data 


4. This MOU will come into effect when signed by both parties. 
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for the Communications 
Secu Establishment 
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Annex 1 
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Activity 


Activity 
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(U) Activity 


(TSIICOMINTll 


(U) Activity 


(TS//COM 


(U) Activity 
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Minister 
of National Defence 


TOPS KBK"f;i1SKII(,::Eip 


Ministre 
de la Defense riationale 


Ottawa, Canada Ml A Mi<2 


To. Chief, Communications Security Establishment 


CERRID # 968315 


Ministerial Directive 
Communications Security Establishment 


Government of Canada Intelligence Priorities for Fiscal Year (FY) 2(112-2013 


Preamble 


This Directive is issued Under my authority and provides direction to the Communications 
Security Esta.blishment (CSE) on Government of Canada intelligence priorities for FY 2012-
2013, as approved by the Cabinet Confidence This direction shall remain 
effective -until replaced by subsequent direction-. 


Intelligence Priorities for FY 2012-2013 


The following are the Government of Canada's intelligence priorities for .FY 201.2-201.3., listed in 
order of importance, which shall he used by CS.I tip allocate resources and guide and refine 
foreign intelligence collection, collaboration and intelligence sharing-in accordance with its 
leaislative authority and limitations. In particular, the National .Defence Act specifies that CSE 
shall not direct its foreign intelligence or information technology security. activities at Canadians 
or any person in Canada. In instances where the priorities listed below reference domestic 
security concerns, CSE..support will be limited to production of foreigi signals intelligence 
acquired by targeting foreign! communications. 


Cabinet Confidence 


CSE will direct its collection activities at foreip target. communications to produce foreign 
intelligence related to: 


Cabinet Confidence 


NOT REVIEWED 
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TOP ................... 
Cabinet Confidence 


CSE will direct its collection activities at foreign target communications to produce foreign 
intelligence related to: 


Cabinet Confidence 


CSE will direct its collection activities at foreign target communications to produce foreiful 
intelligence related to (in order of priority): 


Cabinet Confidence 
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Cabinet Confidence 


CSEwildireet its collection activities at foreign target communications to produce foreign 
intelligence related to: 


Cabinet Confidence 


CSE will directits collection activities at foreign targeteommunications to produce foreign 
intelligence related to: 


Cabinet Confidence 
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TOP 
Cabinet Confidence 


CSE will direct its collection activities at foreign target communications to produce foreign 
intelligence related to: 


Cabinet Confidence 


CSE will direct its collection activities at foreign target communications to produce foreign 
intelligence related to: 


Cabinet Confidence 


Coordination: CSE is directed to focus its intelligence collection activities on the priorities or 
sub-priorities noted above in accordance with its legislation. I also expect CSE to collaborate 
with other members of the security and intelligence community in order to avoid duplication of 
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efforts and allow CSE to focus on. those priorities and sub-priorities where it can derive the best 
results and bring the greatest value to the Government o ['Canada. 


In the course of its mandated activities. CSE should also actively monitor and report on other 
issues to ensure Canada is aware of and can respond to other intelligence related to emerging 
events, opportunities; and crises. 


I expect CSE to. inform me of the work it lias. undertaken against the FY 2012-201.3 priorities in 
its Annual Report and bring any substantive issues. to my attention. 


Dated -at  
. 


(2k"  this  9  day of  :2012. 


-,1e, ' ' f. 
The Honourable-Poter)leKay, P.C., M.P. 
Minister of National defej4ce 


NOT REVIEWED 00000 


June 9, 2014 5 of 5 A nr• flf1Q 
A-2017-00017--00659 








SECRET 


141 tt tlatZsjihIrtl i;Wag •21Lair'Y d''g ittri;latr::t cnYcrlris Cana&. 


• '' ••• '' '''' ' ' 
• • • • • 


CSEC IT Security 
Operational Instructions 


1TS01-1 -1 


Data Querying and Signatures 
in Cyber Defence Activities 


Canada 


NOT REVIEWED 00000 


2017 01 05 AGC0086 1 ̂ f 1
A-2017-00017--00660 







SECRET 
ITSOI-1.1 


Table of Contents 


I Introduction 3 
2. Data Querying and Relevancy Requirements 3 
3. Signatures and Selectors 5 
4. Automated Use or Retention for the Purpose of Sharing Data with Second 
Parties 8 
5. Additional Information 9 
6. Promulgation 10 


NOT REVIEWED 00000 


2017 01 05 AGC0086 '7 rri 111 
A-2017-00017--00661 







SECRET 
ITS01-1-1 


1, Introduction 


Objective 


1,2 Application 


These instructions provide direction on querying raw data (prior to use 
or retention) obtained by CSEC during cyber defence activities, 
including those conducted under Ministerial Authorization (MA), non-
MA cyber defence activities using Data Provided by a System Owner 
(DPW, and on the development and use of signatures. 


Additionally, these instructions provide guidance on how to ensure 
querying is focused against suspected foreign cyber threats and not 
directed at Canadians. 


These instructions apply to CSEC personnel and any other parties, 
including secondees, contractors and integrees, involved in conducting 
or supporting cyber defence activities. 


2. Data Querying and Relevancy Requirements 


2.1 Querying Data l querying refers to searching or scanning raw data; it can be 
automated or manual. Querying includes, but is not limited to the 
following: 


Automated:
Aleit-driven 


• Tools that capture sub-sets of data, such as 
6 Anomaly-driven — 


Manual:
• Analysis-driven -- an analyst can query data according to a 


set of criteria for the purpose of analyzing a particular alert, 
evaluating a hypothesis, or performing forensic analysis; 


• Research-driven -- e.g., queries created for brainstorming, 
workshops (e.g., Big Dig) and discovery work; 
Development-driven 


1. For cyber defence activities conducted under part (b) of CSF's mandate, "data- refers to 
obtained from computer syqems or networks or importuner.: to the GC; it .inciudes content and associated 
metaclata ars(zg- -2. paragraph 2.11. 
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2.2 Auditing 
Requirement 


2.3 
Requirement to 
Query Data 
using Canadian 
Selectors 


2.4 Querying 
with Second 
Party Selectors 


NOT REVIEWED 


Contact IPOC to determine whether a tool requires policy verification 
prior to deployment (through use of a CDO Service and Tool Pre-
Deployment Form). If a tool undergoes policy verification, IPOC will 
determine whether the tool could have an impact on privacy. For 
example: 


- will the-tool intercept private communications? 
- could use of the tool be, directed against Canadians? 
- will the tool collect personal information?-


Queries run on tools that may impact privacy (as determined by IPOC) 
must be auditable (and backed- up as necessary). 


A foreign threat actor may use Canadian infrastructure to launch exploits 
against the GC. For example, websites ending in .ca can he registered by 
the threat actor and can receive beacons from infected computers. 
Canadian email addresses can be spoofed in order to mask the origins of 
a spear-phishing 


In most cases, 


Data querying must not be directed at Canadians or persons in Canada. 
Canadian selectors may only be included in a query if that query is 
aimed at detecting, analyzing or mitigating foreign cyher threats. 


Generally when. querying, Canadian selectors must be coupled with other 
to limit the risk of returning personal information 


about Canadians. For example, a Canadian email address 


In certain circumstances Canadian selectors may be used in signatures 
See section 3.7 for more details. 


Consult IPOC for assistance on what to use to 
ensure a query is not directed at Canadians or persons in Canada. 


Unsuppressed Second Party selectors received from Second Parties can 
be used to query data (subject to any restrictions imposed by the Second 
Party). These selectors could come to CSEC via reporting or as a 
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Note: The use of all other Second Party selectors is subject to the 
policies of the relevant Second Party: contact IPOC. 


2.5 Relevaeley 
and Essentiality 
Requirements 


3.1 What is a 
Signature 


Ali data used or retained as a result of querying must be relevant to 
providing advice, guidance and services to help ensure the protection of 
electronic information and of information infrastructures of importance 
to the Government of Canada (GC) (part (b) of CSEC's mandate). 


Furthermore, all data from a private communication (intercepted under 
MA) retained as a result of querying must be essential to identify, 
isolate, or prevent harm to GC computer systems or networks. 


The analyst determines the relevancy, and essentiality if required, of the 
query results at the time the decision is made to retain all of part of those 
results. 


Note: Detached metaclata is considered relevant for up to 
See ITSOI-1-2 for more information on handling detached 
metadata. 


3. Signatures and Selectors 


For these instructions, signatures refer to automated queries that scan 
traffic or data in order to detect malicious cyder activity. 


Signatures are: 


3,2 What is a For these instructions, selectors are defined as: 
Selector`? electronic infrastructure addresses that are used by a network or 


service provider for routing purposes (IP addresses, email 
addresses, and domain names.) 
any alphanumeric character stream applied to data in order to 
identify cyder threats, 
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3.3 What is a 


Signature? 


3.4 What is 
Considered a
Canadian 
Selector? 


3.5 Running 
Signatures 
Comprised of 
Canadian 
Selectors 


NOT REVIEWED 


signatures are defined, in the cyber threat context, as 


How to identify a Canadian selector by type: 


IP Addresses: If an IP address resolves to a Canadian internet service 
provider then it must be considered a Canadian selector, For GC 
networked systems, IP addresses that Cartlicrt be linked to an individual 
are not considered Canadian selectors. 


Domain Names: If a domain is a recognizable Canadian company or is 
registered to a Canadian, it must be considered a Canadian selector. A 
.ca domain is to be considered a Canadian selector unless it is known to 
he registered by a foreign entity outside Canada. 


Note: Domain.names in the context of email addresses are treated as part 
of the email address following the guidelines below. 


Email Addresses: If the domain of the email account (e.g., @live.ca, 
@rogers.com) is a recognizable Canadian communications provider, the 
entire email address is to be considered a Canadian selector, unless the 
sender is determined to be foreign based, For example. 
Foreign.Threat@live.ca is not a Canadian selector. 


Note: in some circumstances spoofed Canadian email addresses may be 
considered foreign. Contact IPOC for guidance. 


There are two types of signatures that may contain Canadian selectors: 


Type I: Signatures that arc comprised of a selector 


ci Type 2: Signatures that are comprised of only selectors, such as 
an IP address. 


In both of these cases, a Canadian selector might be used if an analyst 
believes it represents a Canadian victim or part of compromised 
Canadian_ infrastructure. 


Attention: All signatures comprised of Canadian selectors must be 
tracked and reviewed by the cyher defence analyst every 
Si2,natures mast he detasked if obsolete or pulling in legitima(e 
traffic. 
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Note: Use of Second Party selectors is subject to policies of the relevant 
Second Party; contact [POC. 


3.6 Approval of 
Type 
Signatures 


Type 1 signatures containing a Canadian selector require the approval of 
the cyber defence supervisor confirming that the selector is 


linked to suspected foreign malicious activity 
before they can be run against collection. 


For compliance purposes, IPOC must be able to access a record of all 
such signatures. 


17 Approval of The process for deploying type 2 signatures containing Canadian 
Type 2 selectors is as follows: 
Signatures 


3.8 Additional 
Requirements-
for Signature 
Development 
using DPSO 
Data 


NOT REVIEWED 


Run against ITS collection for a 
defence manager approval. 
If the signature If t. 


period with cyber 


e signature 


the signature can continue 
deployment as is 


- sufficient documentation 
demonstrating the above 
must be available for 
compliance purposes 


- approval by cyber defence 
manager is required 
1POC is notified 


- automated use or retention 
(see 4.2 below) is not 
permitted for type 2 
signatures. 


- the signature must be. turned 
into a type 1 signature based 
on the analytics collected 
process outlined in 3.6 is 
fol lowed. 


▪ Note: FoUowinci the initial testing period, if 
a type 2 signature re.turns (i.e,, non-
malicious) activity., the signature must be turned into 
a type I signature, or detasked. 


Signatures_ cart be developed from data received from DPSO activities. 
Permission from the client: to share data must be stored in the Client File. 


Signatures_ can only be created from if they are. 
intended to protect the System. Owner's systems and. networks or when 
the originator or recipient of the reported has 
given express consent. 
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See ITS014-2 for information on tagging DPSO data. 


4. Automated Use or Retention for the Purpose 
of Sharing Data with Second Parties 


4.1 Sharing 
Data 


4.2 What is 
Meant by 
Automated Use 
in Retention? 


4.3 
Requirements 


In order to share data with Second Parties, data must be relevant, and if 
from a private communication essential, to fulfilling part (h) of the 
mandate. It must also be used or retained prior to sharing. See JTS01-1-
3 for more information. 


Automated, use or retention refers to the use -of signatures that have been 
vetted to ensure output will always be relevant and essential, and may 
therefore be marked automatically as used or retained. 


In order for signatures to be considered as producing output that is 
automatically used or retained, the following must be in place (for 
certain data types - see "Note" below) : 


. Demonstrated link to a foreign threat actor, 
a via previous reporting by CM: or our partners; or 


2. Analyst review of initial results of the signature, in consultation with 
IPOC. 


:see 121 of! I SOF 


3. Following the review and consultation, the signature is approved for 
automated relevancy, and essentiality if appropriate, by the Cyber 
Defence Manager. 


All signatures that are approved as such must be available to IPOC for 
compliance purposes. 
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Notes; 
For each new data type (e.g., 


prior consultation with 1POC is 
rewred order to determine whether the 
above process must be follov,,ied), 


Type 2 signatures comprised only of Canadian 
selectors cannot be approved for automated 
use or retention. 


4A Retention of 
Outputs 


Data automatically marked as used or retained must be handled as any 
other data that has been used or retained; it is subject to Ministerial 
reporting requirements. Documentation of all output shared with Second 
Parties must be kept. 
See ITS01-4-3 for further details. 


5. Additional Information 


'This table establishes the areas of responsibilities as they relate to these 
Accountability instructions. 


Who What 
Deputy Chief, IT Security • Approving these instructions 


Director, Program 
Management and Oversight 


• Recommending these instructions for approval 
4. Revising these instructions as necessary 
• Monitoring conipliance with these instructions 
4. Communicating guidance to those authorized to 


conduct cyher defence activities regarding any 
revisions to these instructions 


Manager, Corporate and 
Operational Policy 


t. Reviewing these instructions to ensure compliance 
with CSEC. policy 


5.2 References • OPS-I, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC's Activities 


• OPS-1.-1 4, OPerational Procedures for Cyber Defence Operations 
Conducted under Ministerial Authorization 


• UPS-1--15, Operational Procedures for Cvber Defence Activities 
Using ,S)'siem Owner Data 


a ITSOT-1-2, Data Handling in Cyber. Defence Activities 
• ITS01- I -3, Accessing and Sharing Cyber Defence Data 


NOT REVIEWED 
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5.3 Situations may arise where amendments to these instructions are 
Amendments required because of changing or unforeseen circumstances. Such 


amendments gill be communicated to relevant staff, and he posted 
on the IPOC wcbsitc. 


5.4 Enquiries Questions relating to these instructions should be directed to supervisors 
in the Cyber Defence Branch who in turn will contact IPOC. 


6. Promulgation 


I hereby approve Operational Instructions ITSOLI-1, Data Querying- and 
Signatures in Cyber Defence Operations. 


These instructions are effective on  2  
(Date).


Approved 


Toni Mafia Date 
Deputy Chief, IT Security 


Reviewed and it6.4itimended for Approval 


//') 6? .) / 


..., 
):6I.-tn Ommanney ..--- ---


/Director. Program Management and Oversight 
. . 
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METADATA IN A SIGINT CONTEXT 
Effective 24 July 2013 


INTRODUCTION 


(C) SIGINT Programs Instructions (SPIs) are working aids intended to address gaps and grey areas that are 
only partially addressed by, or scattered over several, existing policy instruments. They represent a 
consolidation and/or expansion of information contained within other policy instruments (e.g., CSOls, OPS 
documents, etc.). 


(T5//51//CEO) SP I-2-13 complements policy instruments regarding metadata, including: 
• Ministerial Directive on the Collection and Use of Metadata 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in the Conduct of CSE 


Activities, 
• OPS-i-io, Operational Procedures for Metadata Analysis 
▪ 0 Retention Schedules for SIONT Data, 
• 0 PS-113, Operational Procedures Related to Canadian Collection Activities. 


(TS//51//CEO) It guides the implementation of concepts introduced in those policy instruments by providing 
examples of what constitutes and what doesn't constitute "metadata" in a SIGINT context. This clarification 
has implications for understanding authorities required to acquire, retain and use data. 


CONTEXT 


(TS//51) This SP I clarifies the meaning of "metadata", which is defined as follows in the MD and OPS-1: 


"information associated with a telecommunication to identify, describe, manage or route that 
telecommunication or any part of it as well as the means by which it was transmitted, but excludes any 
information which could reveal the purport of a telecommunication, or the whole or any part of its 
content". 


(TS//51) Emphasis has been added to the word "that" because metadata is, by definition, information 
associated with a specific telecommunication event. When similar information is not related to a specific 
telecommunication, it is not metadata. 


(TS//51) A telecommunication refers to a discrete event between two or more persons, a person and a 
machine, or between two machines. Telecommunications are transmitted on the GI I in accordance with 
internationally agreed upon network protocols. Metadata is present in every layer of network protocols; 
some layers relate to the network itself, others relate to the features of a specific telecommunication, and yet 
others relate to the communicant(s). 


Cbimmurications Sect; rgy 
Establishment Csanada
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(TS//SI) The following constitute examples of metadata, when associated with a telecommunications event: 
-IP address (from and to), 
-Time up, time down, 
-Application identification, 


(TS//51) Retention of metadata is usually set to a maximum of in accordance with the MD1 and 
Retention Schedules for SIGINT Data. Metadata is required to be minimized (i.e. Canadian identifying 


information must be masked) prior to sharing outside CSE.2 Metadata may only be used for the purposes 
listed under the MD and OPS-13. 


ACQUISITION OF METADATA 


(S//SI) CSE may acquire metadata in bulk at all SIGINT collection This metadata is held in a consolidated 
repository. 


(T5//5I) 


(TS//51) 


1 The MD stipulates that metadata acquired in the execution of CSE foreign intelligence acquisition programs shall be 
destroyed after unless CSE requests, and the Minister approves that longer retention is warranted. 
2 


The metadata as part of the 
=however, does not require minimization. 
'Metadata may only be used for contact chaining, network analysis and prioritization, identifying new targets and target-associated 
selectors, or monitoring or identifying patterns of foreign malicious cyber activities. 


Commuricatioris Sect; rgy 
Establishment CAnsda
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(TS//SI) As indicated in 0PS-1-13, Operational Procedures Related to Canadian Collection Activities, 
Second Parties provided that metadata 
known to be associated with Canadians located anywhere or persons located in Canada is altered by CSE. 


IMPLICATIONS FOR OTHER DATA TYPES 


(TS//51) It is important to distinguish metadata from other data types, as that affects authorities, permitted 
uses and retention periods. The following data types are not considered to be "metadata" and may be 
acquired through various means, retained for as long as operationally required, and used for any number of 
purposes: 


• Identifiers in isolation, in address books, on buddy lists, 
• Data summaries, such as number of times x called yin a specified period, 
▪ Telecommunications infrastructure data, 
• SIG INT source information. 


(TS//5I) Taken in isolation , an identifier does not constitute 
metadata. Similarly, address books or friends lists acquired in the process of conducting Fl activities, or 
acquired through other methods, are not metadata, 


(TS//51) Any data that describes the but 
that does not relate to any specific telecommunication is not metadata. Such data is 


wil l be discussed in greater detail in a future SPI. 


(TS//S I) 


(TS//SI) Regardless of the type or source of the data, any Canadian identifying information must be 
minimized prior to sharing outside CSE, in order to comply with the need to protect the privacy of Canadians 
in all activities that are conducted under paragraph 273.64(1)(a) of the NDA (Part (a) authorities). 


METADATA IN THE 5 EYES COMMUNITY 


(TS//S1//CEO) Under Canadian law, information that reveals the subject or purport of a communication, such 
as the subject field in an email, does not constitute metadata. 


Commurications Socurgy 
Establishment Csanada.
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(TS//SI//CEO) In addition, at CSE, the conduct of metadata analysis normally 
any metadata analysis must be done in accordance with OPS-i-
10. 


and as such, an OPS-i-10 approval is not required 


(TS//S1//CE0 


PROMULGATION 


(S//SI//CEO) I hereby approve SPI-2-13, Metadata in a SIGINT Context. This SIGINT Programs Instruction is 
effective immediately. 


James Abbott 
Director General, SIG INT Programs 


Commurications Socurgy,
Establishment Csanada.
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Minister 
of National Defence 


OCT 0 5 2006 


TOP SECRET//COMINT//CEO 
(With attachment) 


Ministre 
de la Defense nationale 


Ottawa, Canada K1A 01(2 


The Honourable Charles D. Gonthier, Q.C. 
Communications Security Establishment Commissioner 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station "B" 
Ottawa, ON /OP 5R5 


Dear Mr. Gonthier, 


Review of CSE Support to Law Enforcement: RCMP (Phase IIl 


am writing to respond to your predecessor's 16 June 2006 report on CSE's support to 
the RCMP provided under its foreign intelligence ("a") mandate during 2003. 1 am 
pleased that the report contains no indications of unlawful or inappropriate conduct 
during the period under review. 


CSE's response to the four recommendations in the report is attached. I note that all have 
been accepted and appropriate actions identified. 


Sincerely, 


The Hone 


Minister 


don J. 0 Connor, P.C., M.P. 


Canada 


TOP SECRETOCOMINTUCE0 
(with attachment) 
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CSE Response: CSE Commissioner Review of 
CSE Support to Law Enforcement (RCMP) Phase II 


• The purpose of this review was to assess the lawfulness of CSE's activities in 
support of federal law enforcement, specifically the RCMP, as they relate to 
signals intelligence gathered under the foreign intelligence portion of the CSE 
mandate (referred to as 'mandate (a)'). The time period under review was the 
2003 calendar year. IRRELEVANT 


IRRELEVANT 


The present report notes no indications of unlawful or inappropriate conduct 
during the period under review, It does, however, make four recommendations; 
the following summarizes proposed CSE actions to address them. 


Recommendation 1: 


ACSE should take immediate steps to implement a hard-copy records 
management system, pending the development and implementation of a 
corporate electronic information and records management system. With 
both systems, particular attention should be paid to managing those records 
that are important to safeguarding the privacy of Canadians.@ 


CSE Response: Accepted. 


This recommendation has already been implemented. A practice of hard-copy file 
retention for operations, as well as a system for tracking requests, are now in 
place within MINT. Internal policy direction requiring the maintenance of hard-
copy records specific to operations under MA (ORG-2-2) is in circulation for 
management sign-off. Implementation of the enterprise-wide electronic 
information management system is currently in progress, and is slated for 
completion in FY 07/08. 


Recommendation 2: 


AWe believe that CSE must re-examine its interpretation and application of 
mandates (a) and (c) and ensure that all decisions and resulting activities are 
based upon criteria that have been consistently applied and are statutorily 
defensible& 


August 15, 2014 A nr• flf1QQ 
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CSE Response: Accepted. 


CSE operations, legal, and policy staffs conferred through the summer, which 
included a full-day workshop on this and related issues; the results will be 
validated during the fall. The aim is to formalize via the new policy package on 
CSE support to federal law enforcement and security agencies (OPS-4 and 4-1) 
slated for release in the context of the CSE-RCMP MUG revision. In the 
meantime any requests for specific 'reactive' intelligence support of the type 
referred to in the review recommendation will be dealt with on an ad hoc basis in 
consultation with legal staff. 


Recommendation 3: 


.CSE should re-examine the authorities governing the collection, use and 
disclosure of personal information as established in, and governed by, the 
National Defence Act and the Privacy Act, and in particular, re-examine its 
interpretation and application of those authorities that govern the disclosure 
of Canadian personal information to the RCMP and other clients.® 


CSE Response: Accepted (pending legal advice). 


CSE, through its legal advisors, is re-examining the authorities currently used. 
Advice is anticipated by early November, after which any necessary amendments 
to the internal policy guidance (OPS-1-1) will be identified and developed. 


Recommendation 4: 


IRRELEVANT 
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Communications Security 
Establishment Commissioner 


Cornmissaire du Centre de la 
seeuribj des teikonnrounications 


Canada 
The Hnnourable Charles D. Gorldniar, Q.C. L'honorable Charles D. Gonthier, CC.. u.r, 


TOP SECRET/COMINT/CE0 
(with attachment) 


09 January 2008 


The llonourable Peter G. MacKay, P.C., M.P. 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
K IA 0K2 


Dear Mr. MacKay: 


The purpose of this letter is to advise you of the results of a review by my 
office of CSE's metadata activities carried out under a ministerial directive (MD) 
dated March 9, 2005. The review focused on those metadata activities undertaken by 
CSE in support of its foreign intelligence mandate articulated in Part V.1, paragraph 
273.64(1)(a) of the National Defence Act (WDA), and referred thereafter as mandate 
(a), for the period April 1, 2005 to March 31, 2006. 


The objective of the review was to assess CSE's compliance with the 
ministerial directive and with the laws of Canada, including the NDA, and also the 
Privacy Act, which governs the collection, use and disclosure of personal 
information. My office also set out to assess whether these metadata activities 
conformed with CSE's operational policies, procedures and practices. The review 
was undertaken under my general authority articulated in paragraph 273.63(2)(a) of 
the NDA. 


By way of background, metadata can be broadly characterized as data about 
data. In the context of the ministerial directive under review, however, metadata is 
limited to a fairly narrow group of data that can generally be described as the routing 
or the transport information that is unique to the transmission of a particular 
telecommunication. in this context, it never includes the content of a communication, 
in whole or in part, or any information that could reveal its purport. 


NOT REVIEWED 
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CSE acquires, analyzes, retains and uses metadata from a variety of 
collection sources, including its own and those of its quinquepartite SIGINT (signals 
intelligence) partners, i.e., the National Security Agency (NSA) of the United States, 
Government Communications Headquarters (GCHQ) of the United Kingdom, 
Defence Signals Directorate (DSD) of Australia and Government Communications 
Security Bureau (GCSE) of New Zealand, It also shares metadata with these 
partners, 


Further, and 
subsequent to discussions with CSE, my office recognized that certain metadata 
activities are not limited to what is authorized under the mctadata MD hut must be 
considered in the context of ministerial authorizations. 


This was my office's fi rst examination of CSE's collection and use of 
metadata as governed by ministerial directive. Due to the complexity and breadth of 
the activities it authorizes, this is a preliminary report, As is my practice, I provided 
officials at CSE an opportunity to review and comment on this report, prior to 
finalizing and forwarding it to you. There was much discussion between CSE and 
my office regarding specific issues, several of which I describe briefly below. I 
believe that some of these will require further examination. 


Legal issues 


My office questions whether CSE appropriately undertook certain activities 
as principal under its (a) mandate rather than as agent under its (c) mandate, The 
activities in question involve developing a "contact chain" 


which was provided to CSE by a federal law 
enforcement or security agency, to assist in identifying foreign links in support of an 
authorized investigation. CSE undertakes this activity under its (a) mandate. At first 
glance, it. would appear to me that the use of the (e) mandate would be more 
appropriate. Discussions of this matter between my office and CSE will be pursued 
outside the framework of this report because it affects other areas currently under 
review by my officials_ 


My office has been advised that CSE is re-examining its metadata activities, 
particularly contact chaining, as well as its policy entitled OPS-1 -la, Procedures for 
Aletadata Analysis I support this review, and 
depending on its outcome, my office may conduct a more in-depth examination of 
these activities. 
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Lastly, since my office has now observed that some of CSE's analytic work 
using metadata may subsequently involve access to content authorized under an MA, 
and thus result in the acquisition and recognition of private communications by 
persons conducting the metadata activities, I believe that CSE must re-examine and 
re-assess its current position and practice that require that only those private 
communications recognized by intelligence analysts be accounted for. I suggest that 
those persons involved in the metadata activity known as network analysis and 
prioritization, as defined in the MD and as it applies to CSE's program 
(which is conducted prior to the involvement of intelligence analysts) should also be 
responsible for accounting for all private communications they observe and handle. 


Policy issues 


CSE policy and procedures need to be amended, finalized and possibly 
augmented in order to better guide and support metadata activities undertaken for 
each method of collection. In particular, CSE has indicated that it is reviewing its use 
of terminology to ensure consistency and to avoid confusion. 


Corporate Records Management 


I am of the opinion that CSE ought to be in a position to account for its 
metadata. activities, up to and including any disclosures of Canadian identifiers made 
to clients and partners under the Privacy Act. Any future metadata reviews conducted 
by my office will pay particular attention to the docwnentation CSE is able to 
provide in order to facilitate an accurate assessment of its compliance with the 
authorities established in the NDA, the mctadata MD, and related policies and 
procedures. 


My report, attached, contains 15 findings and two recommendations dealing 
with the matters I have summarized for you in this letter. 


I will continue to monitor the issues raised in the report. If you have any 
questions or comments, I will be pleased to discuss them with you at your 
convenience. 


Yours sincerely, 


Charles D. Gonthier 


C.C. 


NOT REVIEWED 


Mr. John Adams, Chief, CSE 
Ms, Margaret Bloodworth, National Security Advisor, PCO 
Mr. Robert Fonberg, Deputy Minister, National Defence 
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OCSEC Review of the 
Ministerial Directive, Communications Security Establishment, 


Collection and Use of Metadata, March 9, 2005 


January 2008 
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I. AUTHORITIES 


This report was prepared on behalf of the Communications Security Establishment (CSE) 
Commissioner under his general authority articulated in Part V.1, paragraph 273.63(2)(a) 
of the National Defence Act (NDA). 


II. INTRODUCTION 


On March 9, 2005, the Minister of National Defence signed a ministerial directive (MD)1
to the Chief CSE describing how the Minister expects CSE to collect, use and destroy 
metadata' acquired in support of its foreign intelligence acquisition programs (mandate 
(a)), as well as for its computer systems and networks protection programs (mandate (b)) 
as they relate to malicious cyber activity. Included in the MD is a statement that activities 
undertaken pursuant to the MD are subject to review by the CSE Commissioner.3 This is 
OCSEC's first such review. A copy of the MD can be found at Annex A. 


CSE acquires, analyzes, retains and uses metadata from a variety of collection sources, 
including its own and those of its SIGINT partners.`' It also shares metadata with its 
SIGINT partners. 


see Annex B). 


HI. OBJECTIVES 


For this first metadata review, our objective was to identify and understand the nature of 
CSE's metadata activities and to assess their compliance with the ministerial directive 
and with the laws of Canada, including the NDA. and also the Privacy Act, which governs 
the collection, use and disclosure of personal information. We also set out to assess 
whether these activities conformed with CSE's own operational policies, procedures and 
practices. 


IV. SCOPE 


In scoping out this review, OCSEC chose to focus on only those metadata activities 
undertaken by CSE in support of its foreign intelligence mandate (mandate (a)) and 
which did not require a ministerial authorization (MA), for the period April 1, 2005 to 
March 31, 2006. However, subsequent to discussions with CSE respecting the draft 
report's observations and findings, OCSEC recognized that certain metadata activities are 


Winisterica Directive [1\41D1, Communications Security Esictithshmen4 Collection and Use of Metadatri, 
dated March 9, 2005. See copy at Annex A. 


"Ivietadata” is defined below in Section IX -- Background. 
3 Ministerial directive, paragraph 10. 
4 CSE's SIGINT partners are: the U.S. National Security Agency (NSA), the U.K. Government 
Communications Headquarters (GCHQ). the Australian Defence Signals Directorate (DSD), and the New 
Zealand Government Communications Security Bureau (GCSB). 
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not limited to what is authorized under the metadata MD and must also be considered in 
the context of MAs. Therefore, this was taken into consideration, as appropriate, in 
revising the report. 


V. LINES OF ENQUIRY 


This review included the following lines of enquiry: 


(a) the legal authorities and guidance governing metadata activities; 
(b) how metadata activities are determined, scoped and planned; 
(c) how they are conducted and managed; 
(d) how acquired metadata is retained, used and shared; and 
(e) how acquired Canadian identities are retained, used, shared and protected. 


VI. CRITERIA 


We assessed CSE compliance against the criteria (expectations) that CSE would: 


1) conduct its metadata activities based on : 


a) whether the activity was within its legislative mandate and complied with the 
ministerial directive; 


b) legal analysis and guidance on, for example, specific metadata activities described 
in the MD, metadata collection methods and sources, metadata 


versus collection and interception; 
c) assessment(s) of whether the activity would produce metadata of foreign 


intelligence value; and 
d) foreign intelligence priorities of the Government of Canada (specifically, those 


provided to CSE by its GoC clients); 


2) have approved plans, a methodology and processes that guided its activities and were 
consistent with its legislative mandate and the ministerial directive; 


3) have processes to identify, and measures to protect, metadata that identified 
Canadians; 


4) have formal procedures that guided metadata activities, including the acquisition, 
retention, use and reporting of metadata, consistent with the NDA and the MD; 


5) have the means to record, track, and account for disclosures of metadata that 
identified Canadians; and 


6) have the means to determine if its metadata activities had been conducted as per its 
mandate, the ministerial directive and approved procedures. 


NOT REVIEWED 
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VIL LIMITATIONS OF THE REVIEW 


Soon after commencing our review, it became evident that most of CSE's collection 
methods or programs involved the collection, retention and use of metadata. 
As a result, we limited the focus of this first metadata review to generally identifying 
CSE's mandate (a) metadata activities, understanding CSE's own legal framework for 
conducting these activities, determining when and if metadata could identify or be used to 
identify Canadians and persons in Canada, and observing, where possible, some metadata 
acquisition. 


The majority of our observations and findings are based on our review of two principal 
metadata activities. The first is known as network analysis and prioritization. For this 
activity, we focussed our attention on CSE's collection 
program. We did not examine similar activities undertaken in two CSE collection 
programs known as 


The second principal metadata activity is known as contact chaining. This review is 
preliminary and OCSEC will determine at a later date whether an in-depth review of 
contact chaining is necessary as we have been advised by CSE that it is currently 
examining this activity. 


VIII. METHODOLOGY 


A variety of documentation was examined, beginning with the 2005 ministerial directive, 
followed by policies and procedures, and then legal guidance issued to CSE by the 
Department of Justice (Dal), We consulted CS E managers and personnel responsible for 
metadata activities, and received several briefings during the review. CSE provided both 
verbal and written answers to our questions. 


We obtained a briefing and an on-site demonstration of network analysis and 
prioritization. While this activity area is common to every CSE collection method or 
program, the activities we observed fell within CSE's 
collection program and were identified as and 
signals intelligence development (SIGINT development). We also examined a selection 
of requests for contact chains received by CSE from its 
Government of Canada (GoC) clients. We paid particular attention to those CSE policies 
and practices instituted to protect the privacy of Canadians in the acquisition, use and 
sharing of metadata.. 


NOT REVIEWED A0000384_4-00946 


2017 01 05 AGC0089 7 7A 
A-2017-00017-00683 







- 5 - TOP SECRET/COMINT/CEO 


IX. BACKGROUND 


What is Metadata? 


There are many different definitions in the public domain of what constitutes metadata. 
According to CSE, overM different types of data have been identified under the rubric 
of metadata. Basically, metadata is data about data. In the context of the ministerial 
directive under review, however, metadata is limited to a fairly narrow group of data that 
can generally be described as the routing or the transport information that is unique to the 
transmission of a particular telecommunication. In this context, it never includes the 
content of a communication, in whole or in part, or any information that could reveal its 
purport.5


In our briefings, CSE identified the following examples of metadata it collects: 


• E-mail addresses 
• IP addresses 


• Phone numbers 


O 


What is a Metadata Activity? 


The ministerial directive of March 9, 2005 identifies two distinct categories of activities: 
network analysis and prioritization, and contact chaining, which are defined below. The 
MD also sets out general guidelines for CSE's collection, use and destruction of 
metadata. 


Network Analysis and Prioritization is best understood as research and development 
activities involving the analysis of telecommunications metadata that is acquired at the 
initial stages of any CSE foreign intelligence collection activity. According to the MD 
definition, it means: 


The method developed to understand the global information infrastructure, 
from information derived from metadata, in order to identify and determine 
telecommunication links of interest to achieve the Government of Canada 


The ministerial directive of March 9, 2005 defines metadata as "information associated with a 
telecommunication to identify, describe, manage or route that telecommunication or any part of it as 
well as the means by which it was transmitted, but excludes any information or part of information 
which could reveal the purport of a telecommunication, or the whole or any part of its content." 
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foreign intelligence priorities. This method involves the acquisition of 
metadata, the identification of , the determination 
of the the determination of the 


We learned that network analysis and prioritization is undertaken for each of CSE's 
collection programs, which include 


As noted above, we met with individuals responsible for operating 
where metadata is analyzed, and were given an 


on-site, on-line demonstration_ We were shown two separate activities that 
relate to network analysis and prioritization: and 
signals intelligence development (SIGINT development). 


Contact Chaining involves the use and analysis of metadata, 
to identify and document the 


communications activities or patterns of entities of potential foreign intelligence interest 


The MD defines contact chaining as: 


The method developed to enable the analysis, from information derived from 
metadata, of conmumications activities or patterns to build a profile of 
communications contacts of various foreign entities of interest in relation to 
the foreign intelligence priorities of the Government of Canada, including the 
number of contacts to or from these entities, the frequency of these contacts, 
the number of times contacts were attempted or made, the time period over 
which these contacts were attempted or made as well as other activities aimed 
at mapping the communications of targeted foreign entities and their 
networks. 


By chaining 


will 
also benefit intelligence analysis efforts. 


6 OPS-1 - 10, Procedures for AI tadata Analysis 
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We learned that CSE may also contact chain 


CSE's GoC clients, such as the Canadian Security Intelligence Service (CSIS) or the 
Royal Canadian Mounted Police (RCMP), may provide Canadian identifiers to CSE. 
These identifiers, such as a phone number or an e-mail address, are obtained by the GoC 
clients, most often, as part of an ongoing security or law enforcement  investigation in 
Canada. CSE may Solicitor-Client Pr 
Solicitor-Client Privilege 


During the period April 1, 2005 to March 31, 2006, CSE received Erequests from three 
of its GoC clients: CSIS, the RCMP and Foreign Affairs Canada. We were provided 
documentation forMof the For the most part, in the requests reviewed, the client 
provided the identifier to CSE and requested that it provide them with any information it 
may have or receive that relates to the identifier. Annex C contains more detailed 
information on this subject. 


In order to comply with legal guidance provided by the DoJ, ° Solicitor-Client Privilege 
Solicitor-Client Privilege 


7 See draft procedures known as OPS-I -10, Procedures for Metadata Analysis 
June 2006. 


Legal opinion provided to the Chief of CSE by counsel, Justice Canada dated October 1, 2003 entitled 
Solicitor-Client Privilege 


Documentation for the remammg was not available. 
10 Legal opinion provided to the Chief of CSE by the Deputy Minister of Justice and Deputy Attorney 
General of Canada dated June 6, 2005 Solicitor-Client Privileae 
Solicitor-Client Privilege  and legal opinion provided to the 
Chief of CSE by CSE's Legal Services Unit dated January 23, 2004 entitled 
Solicitor-Client Privilec 


Solicitor-Client Privilege 


Solicitor-Client Privilege 
Prjitilprua 


11 Evidence of the DoJ interpretation is also found in a statement made in his correspondence to the 
Minister of National Defence in February 21104 when the former Chief, CSE indicated that 


Solicitor-Client Privilege 


Solicitor-Client Privilege  (See page 6 of February 23, 
2004 correspondence from CSE Chief to the Minister in his application seeking both an MA and art MD 
(rnetadata) in relation to the collection activity known as 
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How Metadata is Obtained 


The accessing and processing of data, including metadata, is at the very root of CSE's 
signals intelligence (SIGINT} acquisition mandate. In order for us to understand metadata 
acquisition, the sequence of SIGINT acquisition was described to us during a meeting 
with CSE officials on February 26, 2007 using the following terminology: 
acquire, collect, and intercept. These terms are not defined in the National Defence Act, 
the ministerial directive, or in CSE's operational policies and procedures. However, 
based on the information provided to us by CSE, we understand their meaning is as 
follows. 


Acquire/Collect: Used synonymously to indicate interception.13


During our review, we learned that through its of data as described above, CSE 
does in fact acquire both the metadata and the content of all accessible communications 
traffic. However, according to DoJ 
Solicitor-Client Privilege 


Essentially, the SIGINT acquisition process begins when CSE. 


At the same time, selectors associated with specific targets 0.r foreign intelligence interest 
are applied and, the metadata and content or these selected 
communications are 


Ibis is referred to 
as metadata acquired from selected communications. It should be noted that this latter 


" The AID does not distinguish between these various terms and, in his general and broad direction to CS13, 
the Ivtinister has adopted the terms acquired and acquisition. 


Legal opinion relating to Solicitor-Client Privilege 
Solicitor-Client Privilege 
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targeting process, which includes the interception of communications content, is 
performed under ministerial authorization. See Annex D for more details. 


We learned that CSE's points of access to telecommunications make available both a 
variety and a tremendous volume of data. However, according to CSE, it intentionally 
directs its efforts at those telecommunications links where there is an expectation that 
communications of foreign intelligence interest will be present in the data* CSE's 
knowledge is based on information received from a variety of unclassified and classified 
sources, as well as on what it has learned from its own network analysis and prioritization 
efforts, as described above. 


Access to Metadata 


As described above, CSE and collects metadata from its own foreign intelligence 
collection systems and programs. 16 It resides, and may be accessed, via various 
compartments within the database. What is known as DNR (dialed number 
recognition) meta.data is shared with its SIGINT partners in the U.S., the U.K., Australia. 
and New Zealand. The 
signed jointly in 


(Annex B). CSE informs us that "the sharing of DNR 
metadata is subject to minimization (altering or disguising) of any Canadian identifiers as 
per the conditions of the MD on Collection and Use of Metadata".17 DNR metadata 
generally refers to phone and fax communications. 


The recopizes that the acquisition and analysis of metadata is critical to 
the generation of valuable intelligence. 


metadata 
repositories. Access is through a database known as 


In spite of the however, CSE does not yet share its digital network 
intelligence (DNI) metadata for reasons of privacy and "due to the difficulty and 
complexity of developing an automated solution to minimize Canadian identifiers as per 
the conditions of the MD on Collection and Use of Metadata". is This privacy measure is 
discussed again later in the report, 


15 In the case of this expectation is documented in Activily Authorization Requests, which serve 
as CSE's official tasking of communications resources These are referred to 
later on in the report. 
16 CSE also has access to some metadata obtained via its SIGINT partners. 
" CSE comments on "OCSEC Draft Review Report of the Ministerial Directive on the Collection and Use 
of Metadata" at page 3, sent by e-mail to OCSEC Director of Operations from CSE on September 25, 2007. 
18 Mid, 
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X. FINDINGS 


The findings documented below were derived from: 


• documentation received from CSE, including PowerPoint presentations, legal 
opinions, and partial contact chaining records; 


• briefings and discussions held with CSE personnel at various levels; 
• the demonstration of and SIGINT development activities undertaken 


by Canadian Forces personnel at Leitrim, one of CSE's 
collection sites; and 


• answers received from CSE to verbal and written questions. 


To reiterate, the metadata activities identified in the MD and known as network 
analysis and prioritization, as it applies to collection, and contact 
chaining, were the two areas of focus for this initial metadata. review. The criteria 
used to assess the activities were that CSE would: 


1) conduct its metadata. activities based on : 


a) whether the activity was within its legislative mandate and complied with the 
ministerial directive; 


h) legal analysis and guidance on, for example, specific metadata activities described 
in the MD, metadata collection methods and sources, metadata 


versus collection and interception; 
c) assessment(s) of whether the activity would produce metadata of foreign 


intelligence value; and 
d) foreign intelligence priorities of the Government of Canada (specifically, those 


provided to CSE by its GoC clients); 


2) have approved plans, a methodology and processes that guided its activities and were 
consistent with its legislative mandate and the ministerial directive; 


3) have processes to identify, and measures to protect, metadata that identified 
Canadians; 


4) have formal procedures that guided metadata activities, including the acquisition, 
retention, use and reporting of metadata, consistent with the NDA and the MD; 


5) have the means to record, track, and account for disclosures of metadata that 
identified Canadians; and 


6) have the means to determine if its metadata activities had been conducted as per its 
mandate, the ministerial directive and approved procedures. 
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Criterion I. a): 


CSE conducted its metadata activities based on: 
(a) whether the activity was within its legislative mandate and complied with the 
ministerial directive. 


The National Defence Act 


Solicitor-Client Privilege CSE derives its legislative authority to 
collect and use metadata for foreign intelligence purposes from its mandate found at 
paragraph 273.64(1)(a) of the National Defence Act (mandate (a)): 


273.64(1) The mandate of the Communications Security Establishment is 


(a) to acquire and use information from the global information infrastructure 
for the purpose of providing foreign intelligence, in accordance with 
Government of Canada intelligence priorities; 


Metadata is one type of information acquired from the global information infrastructure 
during the SIGINT collection process, as envisaged by this authority. 


The Ministerial Directive 


The MD defines metadata, guides its collection and use for network analysis and 
prioritization and contact chaining, and directs CSE, among other things, to share 
metadata with international allies. 


In his direction to CSE, the Minister has also outlined four (4) steps CSE must tak.e 
during the conduct of its metadata activities in order to protect the privacy of 
Canadians:2°


Step (1.) states that metadata known to be associated with Canadians anywhere or with 
persons in Canada must be altered in CSE reports to render impossible the identification 
of the persons to whom the metadata relates. (We noted that the phrase "CSE reports" 
was not further described in the MD.) 


Step (2) states that CSE's Operational Policy division must be satisfied that certain 
criteria, "outlined in CSE Operational Procedures," are met before disclosing unaltered 
versions of metadata. 


Solicitor-Client Privilege 
-t'Xiinisterial directive, page 2, paragraph 7. 
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Step (3) places limits on access to unaltered metadata in CSE's repositories to only 
SIGINT operational staff and their supervisors, Operational Policy staff and system 
administration staff of CSE. 


And finally, Step (4) places limits on access by CSE's allies to metadata. of Canadians or 
persons in Canada only if it has been altered to render impossible the identification of the 
persons to whom the metadata relates. 


For our review of CSE's compliance with steps (1) and (2), we asked CSE to provide us 
with any reports completed during the review period that related directly to contact 
chaining and which involved the use of We could anticipate that 
some of these reports would include metadata that had been minimized as described in 
step (1) above, and that the Operational Policy division might have received requests for 
disclosure of the unaltered versions (as per step (2)). We asked for an accounting of all 
requests made during our review period, including the number of requests, the type of 
metadata requested, and to whom it was released (see Annex C). 


Finding no. 1: MD Step (2) 


The Operational Policy division was unable to provide us with documentation that 
specifically tracked its disclosures of unaltered metadata in relation to CSE reporting 
based on contact chains. 


Details:


From our reading of Step (2) as set out in the MD, we expected that. CSE would have 
linked and tracked any disclosures of Canadian metadata identifiers back to the 
following: 


• the original client request for a contact chain or information related to a 
furnished by the client; 


• the resulting contact chain; and, 
• the resulting CSE report, if any, that contained derivative suppressed Canadian 


metadata identifiers and which led to the request for disclosure. 


However, we found that this is not the case. 


We were advised that while the Operational Policy division does process and track 
"ident" releases, which includes metadata releases, they do not "distinguish between 
`inetadata' (info used to identify, describe, manage or route a telecom) and other 
Canadian identifying information that happens to he a phone number or e-mail address 
for example". -I


21 Source: R-mail dated April 3, 2007, from Manager. Operational Policy (D2) to External Review and 
Policy Compliance (D3) staff and forwarded from External Review and Policy Compliance (D3) staff on 
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Further, we learned that when a client requests an e-mail address that has been 
suppressed in a given report, the Operational Policy division does not know and does not 
try to determine or track "whether the analyst got that e-mail address from the traffic 
`metadata' or whether that e-mail address was part of the traffic `contenC".22


As a result, it is not possible to draw a line between a metadata activity such as contact 
chaining, a derivative report. containing a suppressed Canadian (metadata) identifier and 
the disclosure of that metadata to a client. 


Observation no. 1: 


CSE should be able to draw a clear line between a foreign intelligence priority, a 
metadata activity such as contact chaining, a derivative report containing a suppressed 
Canadian (metadata) identifier and the disclosure of that metadata to a client. In addition, 
and in those instances where a disclosure is made. CSE should be able to provide all of 
the following information: the identity of the client department, the client's authority and 
need to know the infomiation, and the Privacy Act authority under which it was 
released.'5


OCSEC may, as part of a future metadata review, assess the extent to which 
contact chain have been suppressed in EPRs and/or 


subsequently released to a client, and examine any such cases for • compliance with 
paragraph 7, Step (2) of the MD. 


Finding no. 2: MD Step (3): Limits on Access at CSE 


CSE provided us with verbal assurance that access to CSE's bulk metadata repository, 
has been limited to certain personnel. Our follow-up inquiries did not reveal 


any further information on how such access is monitored or controlled, or how CSE 
assures itself and the Minister that it has complied with this direction. 


Finding no. 3: MD Step (4): Limits on Sharing flith 


We examined sample documents provided by CSE that showed that DNR metadata 
related to Canadian-registered phone numbers had been sufficiently minimized to render 
impossible the identification of the Canadians or persons in Canada to whom they 
belonged. 


April 3, 2007 to OCSF,C Senior Analyst, with the subject: "FW: Classified Report: OCSEC Review: 
Metadata h - Some last minute fallow-up issues." 
22 ibid. 


n Reference: OCSEC's Phase 2 review of CSE support to the RCMP, sent to the Minister of National 
Defence on 16 June 2006 and entitled: Report to the CSE Cormilissioner on CSE's Support to Law 
Enforcement: Royal Canadian Ailonnted Police (RCMP), Phase 11: CSE Mandate (a). See pale l 6 of the 
report, which begins a discussion of CSE's handling of personal information under its (a) mandate. 
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Details:


As part of our review, CSF, provided us with two one-page printouts of sample DNR and 
DNI metadata. For copies, see Annex E. These printouts represented metadata that had 
been acquired during a period of during our review period. As already 
stated, metadata is acquired in huge volumes. 


The DNR metadata, which related to Canadian-registered phone numbers, had been 
minimized to render impossible the identification of the Canadians or persons in Canada 
to whom they belonged. The DNI metadata had not been minimized, but CSE advised us 
that it did not share DNI metadata with its allies at this time because it did not yet have a 
system to automatically minimize it. We understand, however, that CSE is engaged in the 
development of such a system under the project name, For more details, 
please sec Criterion 3, page 24. 


Criterion 1 b) 


CSE conducted its metadata activities based on: 


(6) legal analysis and gMdance on, for example, specific metadata activities 
described in the MD, metadata collection methods and sources. metadeita 


versus collection and interception. 


Our findings fall under three headings: Legal Opinions, Network Analysis and 
Prioritization, and Contact Chaining. 


Legal Opinions: 


We reviewed three DoJ legal opinions that relate to the activities contemplated by the 
metadata MD: 


• opinion dated October 1, 2003 entitled: 
Solicitor-Client Privilege 


• opinion dated January 1, 2004 entitled: 
and 


• opinion dated June 6, 2005 that. dealt with 
Solicitor-Clier 


Solicitor-Client Privilege 


Solicitor-Client Privilege 


Solicitor-Client Privilege 


Solicitor-Client Privilege 


We noted that these opinions dealt with several issues, including the 
Solicitor-Client Privilege 


Solicitor-Client Privil 


Solicitor-CI 


NOT REVIEWED 


he January 2004 opinion dealt specifically with Solicitor-Client Privilege 
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Solicitor-Client Privilege 


Observation no. 2: 


So while metadata is indeed "data about data", we understand that it can be put towards 
uses that have the potential to encroach on the privacy of the individual. For this reason, 
the application of the Criminal Code, the Charter and other laws of Canada that relate to 
actions by an agent of the government that impact on Canadians and persons in Canada, 
and information about those persons that may be intentionally or incidentally acquired by 
an agent of the government, must be carefully and repeatedly examined and re-assessed, 
particularly as technologies and the derivative uses of metadata change. 


An in-depth examination by OCSEC of the legal positions put forward by these three DoJ 
opinions was beyond the scope of this review exercise. We did, however, compare some 
of the positions they established with some of the metadata activities undertaken by CSE. 


Network Analysis and Prioritization: 


We understand that, because of the very nature of the work, some of CSE's network 
analysis and prioritization activities go undocumented. However, we were able to briefly 
examine these activities during a real-time and SIGINT development demonstration 
we received at Leitrim in November 2006. The demonstration was instructive. 


(a)M and SIGINT Development Activities at Leitrim: 


We note that paragraph 5 on page 31 of the January 2004 opinion states that: 


Solicitor-Client Privilege 


24 The January 2004 opinion uses the phrase 


NOT REVIEWED 


Solicitor-Client Privilege 
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Further, the last paragraph on page 17, which continues on page 18, states: 


Solicitor-Client Privilege 


We were able to observe both the  and the SIGINT development activity during our 
visit to Leitrim. These activities are undertaken pursuant to both the N/Ietadata ministerial 
directive and the ministerial authorization, as it is possible that a private 
communication could be intercepted. 


Based on the demonstrations we were given, the operator was able to 
In response to a question, the operator 


indicated that, as a matter of course, he would receive 


CSF, s operational procedures indicate that these 
activities may include and the acquisition of private 
communications. 


This raised questions, Solicitor-Client Privilege 


Solicitor-Client Privilege 


Solicitor-Client Privilege 
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Solicitor-Client Privilege 


Recommendation no. 1: 


CSE should re-examine and re-assess its current position and practice 
that requires that only those private communications recognized by 
intelligence analysts be accounted for. 


Details:


Based on the June 2005 DoJ opinion, that states that Solicitor-Client Privilege 
Solicitor-Client Privilege 
Solicitor-Client Privile we believe that those persons involved in network analysis and 


prioritization should also be responsible for accounting for all private communications 
they recognize and handle, as this would be considered "analysis" of the intercepted 
communications. CSE has advised, consistent with the conditions in the MA, 
that only analysts responsible for producing end product reports are capable of 
determining whether a private communication has foreign intelligence value. Therefore, 
CSE maintains that only those analysts can assess whether private communications
should be retained or destroyed (and for accounting for those communications). 
Furthermore, CSE indicated that the collection equipment complicates the assessment 
process as it only permits that. a recognized private communication be annotated for 
either retention or deletion. However, OCSEC maintains that during and SIGINT 
development activities, an operator who observes a private communication should be 
required to record the fact that a private communication was observed, even though the 
operator may not be in a position to assess the foreign intelligence value of the private 
commun ication. 


An in-depth examination of CSE's SIGINT development, and practices to 
ensure conformity to OPS-1-6 and other relevant policies was beyond the scope of this 
review exercise. OCSEC may conduct a detailed review of -activities in future. 


25 Legal opinion relating to Solicitor-Client Privileae 
Solicitor-Client Privilege 
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(b) Contact Chaining: 


An in-depth examination of CSE's contact chaining activities was beyond the scope of 
this preliminary review. 


Page 6 of the January 2004 DoJ opinion deals with 
Solicitor-Client Privilege 


Solicitor-Client Privilege 


The October 2003 DoJ opinion, which deals with Solicitor-Client Privilege 
Solicitor-Client Privilege 


Finding no. 4: 


We understand that CSE is currently reviewing its contact chaining activities, including 
contact chaining and that CSE is re-drafting 
OPS-1-10 "to ensure that there is clarity in how contact chaining is to be done".27
OCSEC supports this review and will monitor developments. 


Details:


Depending on the outcome of CSE's re-examination of its contact chaining activities, 
OCSEC may conduct a more detailed review of contact chaining 


to answer, among others, the following questions: 


• Could contact chaining be considered 
Solicitor-Client Privilege 


• Is CSE's (a) mandate the appropriate authority to conduct contact chaining 
obtained from a federal law enforcement 


or security agency in the context of a criminal or national security investigation 
of a Canadian in Canada? 


• Could a contact chain be included in an 
end product report (as information), and potentially released to CSE's 
clients? 


26 114etzta'ata Operations Under the National Defence Ad, supra note 10 at page 6. Contact chaining is 
differentiated from another metadata activity known as which involves use of 
what is referred to as metadata, i.e., This activity 
was not part of this review. 
27 Supra, note 17 at page 3. 
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Criteria 1 c) and d): 


CSE conducted its metadata activities based on: 


c) assessment(s) of whether the activity would produce metadata of foreign 
intelligence value; and 


.foreign intelligence priorities of the Government of Canada (specifically, those 
provided to CSE by its GoC clients), 


We learned from CSE that its network analysis and prioritization, and its contact chaining 
activities, were either conceived on the basis oE and/or focussed on, the foreign 
intelligence priorities established annually by a committee of Ministers. In direct support 
of these priorities, we understand that CSE continues to update its National SIG1NT 
Priorities List (NSPL),28 which is generated in-house and which guide CSE's foreign 
intelligence metadata activities. CSE advised that the NSPL is also endorsed by senior 
Government of Canada clients and stakeholders external to CSE. 


Finding no. 5: 


Based on the statements and written documentation provided by CSE, network analysis 
and prioritization activities as defined in the metadata MD, and as they apply to CSE's 


program, appear to be supported by an assessment of available information 
and a formal statement of why their planned efforts can be expected to result in access to 
foreign intelligence of value to, and in support of, foreign intelligence priorities. 


Finding no. 6: 


Based on our discussions with CSE, our previous knowledge of acquisition 
activities, and on the brief examination of the network analysis and prioritization 
activities as demonstrated by Canadian Forces personnel at Leitrim, CSR's activities 
respecting metadata acquired from unselected communications appear to be guided by 
and support the foreign intelligence priorities of the Government of Canada, 


Details:


Network Analysts and Prioritization 


As we noted on page 9 of this report, CSE routinely accesses both a variety and a 
tremendous volume of telecommunications data in support of its metadata objectives. 
During this initial stage, CSE is not specifically targeting foreign entities per se — am 
entity being as defined at section 273.61 of the NDA: 


25 The NSPL is described in detail in the classified report entitled: Report to the CSE Commissioner• on an 
Externol Review of CSE Activities conducted UnderMinistenal Avthori5ation, dated 28 
February 2005, which was provided to the Minister of National Defence on the same date, 
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A person, group, trust, partnership or fund or an unincorporated association or 
organization and includes a state or a political subdivision or agency of a 
state. 


CSE is, in fact, rill telecommunications dat In the case 
of communications, CSE's focus is, for example, on certain 


but CSE maintains that its focus is not indiscriminate. It intentionally directs its 
efforts at those telecommunications links where there is an expectation that 
communications of foreign intelligence interest will be present in the data. We were 
advised that this knowledge is based on information received from a variety of 
unclassified and classified sources, as well as on what they have learned from their own 
network analysis and prioritization efforts. 


During a previous review of CSE's activities,29 OCSEC was provided with 
copies of what are called Activity Authorization Requests. Once completed and approved, 
these requests authorize either network analysis and prioritization activities and 
SIGINT development activities) at CSE's site located at Leitrim, or sustained 
foreign intelligence collection. Each authorization gives supporting reasons for the belief 
that foreign intelligence may be acquired as a result of the contemplated and documented 


activity. 


On this occasion, for our metadata review, we did not ask CSE to provide copies of any 
such authorizations, since this area of activity would have been covered by other OCSEC 
reviews of CSE's activities conducted under ministerial authorization. 


We can confirm, however, that sonic of the assessment information in Activity 
Authorization Requests includes the 


Contact Chains 


Finding no. 7: 


Before CSE contact chain it must have 
reasonable grounds to believe that the planned searches to be conducted 


will yield foreign intelligence. This belief must be established by analyzing 
information, most of which is presented to CSE by the client, about the entity 
of interest. For further details, please refer to Annex C. 


29 See the classified report entitled A Report to the CSE Comini.ssioner on on E:Pei-nal Review of CSE 
Activities conducted under Ministerial Authorization, dated 2.8 February, 2005. 
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Based on our review of MOSE contact chain approval request forms," we can confirm 
that CSE linked the supplied by clients to CSE's Government of 
Canada intelligence requirements (GCRs), and/or the National SIGINT Priorities List 
(NSPL). 


Criterion 2: 


CSE had approved plans, a methodology and processes that guided its activities and 
were consistent with its legislative mandate and the ministerial directive. 


Our discussions indicated that CSE undertakes network analysis and prioritization, and 
contact chaining, within the context of its operational priorities established at the 
beginning of each year. These priorities are driven by GoC intelligence priorities and by 
complementary requirements of clients and partners. We did not receive any 
documentation during this review, however, that indicates that CSE drafts specific annual 
objectives for these two metadata activities as part of a formal annual planning document. 
CSE indicated that this is the case because these activities "...constitute key ongoing 
elements that support individual collection and analytic efforts directed against a wide 
variety of targets and issues".31 The targets and issues are linked to the GoC intelligence 
priorities. 


Network Andysis and Prioritization 


Finding no. 8: 


CSE has not drafted any formal documentation to instruct = and SIGINT development 
activities undertaken in response to Activity Authorization Requests. There are no written 
methodology or process materials to guide personnel in ensuring compliance with the 
authorities of the NDA and the metadata MD. However, OPS-1-6 provides general 
guidance with regard to activities. 


Details:


and SIGINT development activities are undertaken in response to written Activity 
Authorization Requests, which are generated within certain activity areas in MINT and 
issued to Leitrim, in the case of -metadata collection. 


To our knowledge, however, there is no formal written documentation available for CSE 
personnel (or their Leitrim counterparts), that supports these requests and which 
articulates = or SIGINT development methodologies or processes. We believe this 
type of information should be available to personnel, possibly as formal standard 
operating procedures, so that they can assure themselves that the activities they 


30 CSE conducted Esuch chains but was only able to provide evidence of • 
31 Supra note 17 at page 5. 
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undertake, and that undoubtedly vary from time to time, comply with the law, ministerial 
directives and policy. 


Contact Chaining 


Finding no. 9: 


During the period under review, CSE followed a process for receiving, reviewing and 
approving contact chains The process was 
formally documented in June 2006, in the form of the draft OPS-I-10 procedures. A more 
detailed discussion of our findings regarding OPS-1-10 can be found in Annex C. 


Details:


We were provided with documentation that related to of the Mclient requests to 
contact chains supplied by the client. In every 


instance, the documentation consisted of a "Selector identification and tracking approval 
form." All but of these Mwere accompanied by a CSE addendum that: 


• assessed whether a chain 
expected to produce foreign intelligence; 


• identified the foreign intelligence priority and objectives; and 
• identified what measures CSE would take to protect privacy. 


could be 


Some of the tracking approval forms = included copies of the original client request. 
One included both the client request and the resulting CSE reporting. 


From this documentation, we can confirm that these requests were subject to a process of 
internal review and managerial approval. Not all documentation, however, was provided 
or available for out' review. Please sec section Xl regarding corporate records keeping at 
page 30 for further discussion on this matter. 


This preliminary examination did raise one other fundamental issue that has been 
identified in previous reviews and that will require further study. 32 CSE undertook these 
Econtact chains using their mandate (a) authority (i.e. paragraph 273.64(1)(a) of the 
NDA). In each instance, the , chain was 
provided to CSE by the client. In all but one instance, the related to 
national security and criminal investigations being conducted by CSIS and the RCMP in 
Canada. 


32 See in particular OCSEC's Phase 2 review of CSE support to the RCMP, sent to the Minister of National 
Defence on 16 June 2006 and entitled Report to the CSE Commis.sioner on CSE's Support to Law 
Enforcement: Royal Canadian Mounted Police (RCMP), Phase CSE Mandate (a). 
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CSE explained to us that the 


Further, they 
reiterated that while the becomes part of CSE's information holdings, 
it is never used for targeting purposes. Our examination of the Mrequests for chaining 
confirmed this approach. 


However, we continue to question whether CSE's authority to undertake contact chains at 
the request of a federal law enforcement or security client to identify foreign links in 
support of an ongoing investigation in Canada, should be authorized under paragraph 
273.64(1)(a) or paragraph 273.64(1)(c) of the NDA (also known as mandate (c)). 


In each of these instances, CSE is commencing an activity at the specific request of its 
client using information supplied by the client. These have not been 
acquired incidentally by CSE as part of its own foreign intelligence collection activities. 
Rather, they identify and represent persons, both in Canada arid under lawful 
investigation by Canadian authorities, for activities deemed to constitute either a threat to 
the security of Canada and/or a criminal offenee(s) under Canadian law. For these 
reasons, mandate (c) may be the more appropriate authority that should be used for this 
activity under these conditions. 


During discussions on the draft report in November 2007, CSE indicated that its (c) 
mandate could be insufficient authority to enable it to use an identifier provided by law 
enforcement and security agencies. CSE indicated that "the default position is always 
mandate (a)".33 CSE expressed the opinion that since the resultant information meets the 
criteria for foreign intelligence and is provided as such to the agencies, there is no need to 
consider whether it is a mandate (c) activity. CSE added that mandate (c) may not apply 
as it requires the use of the authorities of the requesting agencies and the agencies do not 
have the appropriate mandate to collect foreign intelligence themselves], as the agencies' 
wan-ants/authorizations may not apply extraterritorially.34 OCSEC is not convinced that 
such limitations would exist in all contact chaining cases examined as part of this review 
where the identifiers provided to CSE by the agencies related to Canadians who were the 
subjects of the agencies' investigations. Discussion of this matter will be pursued with 
CSE outside the framework of this report because it affects other areas currently under 
review by OCSEC. 


n OSE "Comments on OCSEC 2'a Draft Review Report of the Ministerial Directive on the Collection and 
Use of Metadata" at pale 6, sent by e-mail to OCSEC Director of Operations from CSE on December 6, 
2007. 
3'1 Ibid. 
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Recommendation no. 2: 


CSE should re-examine and reassess the legislative authority used to conduct 
its contact chaining activities 
particularly those supplied by federal law enforcement and security agencies 
engaged in ongoing criminal and national security investigations. 


Criterion 3  : 


CSE had processes to identify, and measures to protect, metadata that identified 
Canadians. 


Finding no, II): 


Prom our discussions with CSE staff and our examination of the documentation they 
provided, we are satisfied that CSE's method of minimizing DNR metadata generated by 
communications equipment registered in Canada is an adequate means of protecting the 
identities of Canadians and persons in Canada. 


Further, we can report that we have received assurances that CSE does not share any DNI 
metadata at this time and will not do so until an adequate means of minimizing such 
metadata, which would otherwise identify Canadians or persons in Canada, can be 
implemented. 


Details:


As described above, CSE is able to recognise DNR metadata that relates to, for example, 
phone and fax numbers The assignment 
of 


Such 
Canadian identifying information, however, is used as the starting point for both the 
implementation and assessment of privacy measures. 


CSE shares DNR metadata with SIGINT allies 


35 along with CSE's own 
contact chaining. 


database, is a key tool used by intelligence analysts involved in 
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Observation no. 3: 


The minimizing of DNR metadata as described above will safeguard the privacy of 
Canadians and persons in Canada who use digital communications equipment registered 
in Canada. We would expect that this would apply to the vast majority of Canadians. It 
will not apply, however, to 


Criterion 4: 


CST had formal procedures that guided metadata activities, including acquisition, 
retention, use and reporting of metadata consistent with the NDA and MD 
authorities. 


According to CSE, the MD is the principal document guiding CSE's acquisition and use 
of metadata. For our review period from April 2005 to March 2006, this was 
complemented by OPS-3-5, entitled Procedures, dated 9 March 2005. 
These procedures were available for those persons cleared for and involved in 


activities, including those described in the metadata MD, 


Other formal written guidance for personnel involved in metadata activities was 
introduced incrementally during the months that followed. By August 2005, COS-1, 
CSE's principal policy on protecting privacy and ensuring lawfulness, was re-issued with 
revisions that included a definition of metadata as well as definitions for the principal 
activities described in the March 2005 metadata MD. By December 2005, and to coincide 
with applications for new SIGINT ministerial authorizations, two more procedures 
provided metadata guidance: 


a OPS-1 -6, Canadian procedures, 23 December 2005 (update); and, 
a OPS-3-7, procedures, 23 December 2005 (new). 


Subsequent to the period of review, in June 2006, CSE released draft procedures, OPS-1.-
10, entitled: Procedures for filetadata Analysis It 
was included as part of the review since it represented the sole guidance for contact 
chaining activity. 


As part of our review, we examined these policies and procedures in more detail to 
determine how they guided metadata activities. 


NOT REVIEWED A0000384_25-00966 


2017 01 05 AGC0089 7R r,f 7A 
A-2017-00017--00704 







- 26 - TOP SECRET/COMINT/CEO 


OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in the 
Conduct ofCSE Activities. dated 31 August 2005 


Finding no 11: 


OPS-1 does not include definitions of or any references to network analysis and 
prioritization or contact chaining. CSE's two key metadata. activities. Also, OPS-1 has no 
reference to the two operational procedures (noted above) that deal with metadata. In 
addition, we verified that the most current version of OPS-1, dated December 2006, does 
not include any reference to OPS-1-10.36 Given that OPS-1-10 is still in draft, and that it 
is the only formal guidance available to CSE employees, the .fulfilment of Criteria 4 
remains weak. (For discussion of OPS-1-10, please see Annex C). 


Details;


OPS-1 includes the definition of metadata (as it appears in the MD), outlines metadata in 
relation to CSE 's (b) mandate and its use for the protection of GoC computer systems and 
networks, and refers to metadata again in relation to both its mandate (b) and its mandate 
(a) SIGINT reporting and release authorities. 


In the section of OPS-1 titled Retention and Dissemination, metadata is dealt with briefly 
at para. 6.15, lvfetadata Collected Under .Alandate A. The reader is referred to the 
metadata MD which, according to OPS-1, "outlines rules regarding collection, use and 
sharing of metadata collected by CSE." 


In relation to metadata retention, paragraph 6.15 directs readers to OPS-1-11, entitled 
Retention Schedules for SIGINT Traffic, dated 11 March 2004. According to OPS-1-11, 
metadata collected by CSE and by its SIGINT partners may be retained for 


7 En written answers to questions received from CSE dated December 6, 2006. we 
were advised that currently, DNR is being "manually monitored, with manual deletions 
being applied" to meet the destruction requirement. CSE plans to implement an 
automated destruction process 


Other Operational Procedures 


Finding no. 12: 


The 
adequate guidance respecting 
activities. 


operational procedures do not provide 
or target development metadata 


36 This statement remains true even upon examining the current December 2006 version of OPS-1. 
31 OPS-/ -11, para. 2.4 Treic A cquired wider Section 273.640(a) of the NDA. 
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Details:


As outlined above, the subject of nietadata has been incorporated into the following 
operational procedures: 


a) OPS- 1-6, Canadian Procedures 
b) OPS-3-5, Procedures: and, 
c) OPS-3-7,-Procedures. 


These three deal specifically with foreign intelligence collection methods and programs, 
but were pertinent to our review since metadata activities form part of these methods and 
programs.38 From our examination, we noted that each procedure includes definitions and 
standard (but limited) guidance on metadata activities identified as collection, use and 
retention. 


Metadata Collection 


The guidance given for metadata collection is noteworthy for it is identical in each 
procedure and consists of one sentence: 


Metadata may be collected for all telecommunications, including private 
communications, 


No other guidance for this activity is present in these documents. Further, in the absence 
of any definition, we had to question what "collected" was to mean in this particular 
context. From our reading of the documents, we concluded that "collected" should be 
read in its broadest sense so as to complement the authorities and activities of the 
metadata MD. 


Metadata Use 


Each of the three OPS documents has a brief paragraph called Using Metadata. It is 
similarly worded in each procedure and is a reiteration of paragraph 8 of the nietadata 
MD (see Annex A). 


Network Analysis and Prioritization 


The MD definition of Network Analysis and Prioritization is included in the 
OPS documents. 
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The procedures39 have no discussion or identification 
of what activities would fall within the definition of network analysis and prioritization. 


The procedures deal with activities that would likely fall within the 
definition, i.e. those referred to as Operations and 
SIGINT Development.°  These activities are not linked or cross-referenced to the 
definition, however. 


Observation no. 4: 


Policies and procedures should be clarified to explain the differences between network 
analysis and prioritization, and SIGINT development. 


Contact Chaining 


All three of these UPS procedures deal similarly with contact chaining. In each instance, 
the MD definition is included, and contact chaining is noted as a metadata use. There are 
no other riles or guidance given for this activity in these documents, even though these 
can involve the 


Observation no. 5: 


It is our practice during reviews to examine CSE's policies and procedures which must 
both interpret and guide those activities provided for under the authority of the ADA 
Paragraph 4 of the metadata MD directs CSE to "...apply procedures for the use and 
retention of metadata acquired through its program consistent with CSE's existing 
procedures to protect the privacy of Canadians." As outlined in the foregoing paragraphs, 
we have noted deficiencies in CSE's UPS-1 policy and its 


procedures in relation to metadata activities as described in the March 
2005 metadata MD. 


Criterion. 5: 


CSE had the means to record, track, and account for disclosures o metadata 
that identified Canadians. 


Finding no. 13: 


Findings no. 2 and no. 3 on page 13 of this report also apply to this criterion. Also, please 
see the section on Corporate Records Management on page 30. 


n Reference OPS-3-5 and OP13-3-7, respectively. 
10 Reference OPS- 1-6, paragraphs 3.1 and 3.2, respectively. 
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CSE does record, track, and account for disclosures of information that identifies 
Canadians. It does not, however, link these disclosures, or attribute them, to those 
specific metadata activities it conducts pursuant to the authority and rules of the 
governing MD. 


Criterion 6: 


CSE had the means to determine if its metadata activities had been conducted 
as per its mandate, ministerial directive and approved procedures. 


Finding no. Li: 


We are satisfied that the CSE managers with whom we spoke understood their 
responsibilities under OP S-1-8, Management. Monitoring and Policy Review Procedures 
to Ensure Privacy of Canadians4i , and that they approached their daily work with the 
knowledge that their metadata activities must comply with law and policy. 


Our inquiries did not result, however, in receipt of any written material created by CSE 
managers that indicate how they explicitly address or document their responsibilities as 
established in OPS-1-8. 


Details:


In 2004, CSE issued a new directive known as OPS-1-8. OPS-1-8 deals with CSE 
management's review and accounting of, among other things, its SIGINT activities, 
including those known as metadata activities. There are at least four (4) separate 
references in the document related to management monitoring of the use of metadata. 
From these references, we wanted to understand: 


a) the monitoring and review of management controls on "directed-at" chaining 
activities (ref. para. 2.2); 


b) how MINT operational areas have developed and instituted management 
monitoring to ensure that operational policies on the use of metadata are 
respected on an on-going basis (ref. para. 4.4); 


c) how MINT operational areas have developed and instituted management 
monitoring to ensure retention schedules are followed for metadata used 
retained (ref para. 4.7); and 


d) how management monitoring ensures metadata activities are in compliance 
with policies and procedures, including activity proposals for 


(ref para. 2.1). 


41 Metadata. is also dealt with in OPS-5-1 7 , Using -Information in SIGINT End-Product Reports 
and CROG/CFSOC Responses to Request, or Wonnation tRF1s), 16 April 2004. Our inquiries indicated, 
however, that it fell outside the purview of this review. 
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The wording of the policy directs SIGINT operational areas to "develop and institute 
Management Monitoring" to ensure that the above-noted areas comply with law and 
policy, including the NDA, the Privacy Act and OPS-1. Level 4 managers in SIGINT 
operational areas and in the Operational Policy division are responsible for management 
monitoring. 


We are satisfied that the USE managers with whom we spoke understood their 
responsibilities under OPS-1-8 and that they approached their daily work with the 
knowledge that their metadata activities must comply with law and policy. In addition, 
we know from previous reviews and discussions with CSE managers that the 
organization's Audit, Evaluation and Ethics branch conducts periodic compliance 
assessments in different operational activity areas within USE_ 


Our inquiries did not result, however, in receipt of any written material created by USE 
managers that indicate how they explicitly address or document their responsibilities as 
established in UPS-1.8. In one written response received from CSE, we were advised that 
"In order to ensure the privacy of Canadians, the DOI management monitors the use of 


by following the process set forth in OPS-1 We were not 
provided with any further information as to what is meant by "management monitors." 


XL Corporate Record Keeping 


In the MD, the Minister has established a general framework for the collection and use of 
metadata which includes rules to which USE must adhere. In addition, the Minister has 
advised USE that metadata activities will be subject to review by the USE Commissioner. 


Records creation and retention is one means by which USE can assure compliance with 
the metadata framework and can account for its activities as authorized. 


During our review, we learned that some metadata activities are of such a nature that they 
do not always lead, or lend themselves, to the creation of records or documents that can 
be subsequently examined. This is particularly true of some of the M. activities we 
observed at Leitrim that fall wider the heading of network analysis and prioritization and 
deal with 


While we understand that some metadata analysis may not involve record keeping, the 
following two statements made by CSE in response to our requests for various 
documentation during our review raised questions: 


Other than .for those contact chaining activities 
there is no requirement to retain records of analytic work using 


metadata. If analytic work involving metadata is used in a report, a copy of 


42Consistent with OCSEC's review methodology, OPS-l-I0 will be subject to further examination when 
Future metadata. reviews are undertaken. 
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that work (i.e., a contact chain) would be retained along with other materials 
used in the report:*


During our discussions, CSE confirmed that it does not as a matter of policy or practice 
maintain corporate records of those contact chaining activities 


We were advised that some documentation may exist, but it is held at 
the discretion of individual employees and may be retained by them in their personal hard 
copy files, for example, or their CSE computers. 


This does not allow for any systematic recording or retrieving of any contact chains. 
Further, it does not support CSE's ability to account for these activities, or for any 
activity, such as the identification of new foreign targets and selectors, which may result. 
It also does not allow for any subsequent review by the CSE Commissioner as is 
contemplated by the Minister in the MD governing CSR's metadata activities. 


Lastly, we include one more statement made by CSE during this review and which raised 
questions: 


Note that aside from chaining activities 
there is no ►egal or policy requirement to retain records of analytic work 
using metadata.44


Finding no. 15: 


We suggest that CSE consult GoC legislation and policies regarding corporate record 
keeping and information management and ensure that it is in compliance. 


XII. CONCLUSION 


This was OCSEC's first examination of CSE's collection and use of metadata as 
governed by ministerial directive. Due to the complexity and breadth of the activities it 
authorizes, this preliminary report raises some questions which we believe require further 
examination_ 


43 Response received from CSE dated Vecomber 6, 2006, page 2 in reference to OCSEC's document 
entitled "Nil) on Collection and Use of Metadata: Preliminary Questions", sent to CSE via e-mail on 
October 4.2006. 
44 Response dated March 19, 2007 in e-mail. from External Review and Policy Compliance (1)3) 
staffin OCSEC Senior Analyst, Subject: " OCSEC Review of Metadata MD Meeting 26 
Feb 2007." 
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Legal issues: 


As has been documented above, some of CSE's metadata activities raise issues that make 
us question whether CSE is always in compliance with the limits established by the 
National Defence Act regarding the directing of CSE's mandate (a) activities. Further, 
this review has confirmed that metadata activities have the potential to encroach on the 
privacy of the individual, particularly those related to network analysis and prioritization 
and to contact chaining using metadata from unselected communications, 


We understand that CSE is re-examining its metadata activities, particularly contact 
chaining. This effort will support and inform future metadata reviews_ 


Any future OCSEC review will also likely examine and assess CSE's metadata activities 
in relation to mandate (b). While not a focus of this review, we did learn that all 
telecommunications data accessed via the global information infrastructure, which is 


processed for foreign intelligence collection purposes, is also subject to 
processes designed to identify malicious cyber activity and protect the integrity of the 
collection system. These activities, which may also include the acquisition of private 
communications and a review of their content, are also conducted under the guidance of 
the metadata MD. 


Since we have now observed that some of CSE's "analytic work using metadata745
involves the acquisition and recognition of private communications by persons 
conducting metadata. activities, we believe that CSE should re-examine and re-assess its 
current position and practice that requires that only those private communications 
recognized by intelligence analysts be accounted for. We suggest that those persons 
involved in network analysis and prioritization should also be responsible for accounting 
for all private communications they recognize and handle. 


Lastly, and further to this and previous reviews, CSE should re-examine its use and 
disclosure of personal information about Canadians in the context of mandate (a) of the 
LVDA, and section 8 of the Privacy Act. 


Policy issues: 


CSE policy and procedures should be amended, finalized and perhaps augmented in order 
to guide and support metadata activities undertaken for each method of collection. In 
particular. 0PS-1-10 should be finalized as soon as practicable and made available to all 
personnel engaged in contact chaining 


n See footnote 43. 
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Corporate Records Management: 


CSE ought to be in a position to account for its metadata activities, up to and including 
any disclosures made to clients and partners under the Privacy Act. 


Future metadata. reviews will pay particular attention to the documentation CSE is able to 
provide in order to facilitate an accurate assessment of its compliance with the authorities 
established in the N.DA, the metadata MD, and all related policies and procedures. 


Our two (2) recommendations are repeated below: 


Recommendation no. 1: 


CSF, should re-examine and re-assess its current position and practice that 
requires that only those private communications recognized by intelligence 
analysts be accounted for. 


Recommendation no. 2: 


CST, should re-examine and re-assess the legislative authority used to 
conduct its contact chaining activities 
particularly those supplied by federal law enforcement and security agencies 
engaged in ongoing criminal and national secmity investigations. 
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OCSEC- I3CCST-


To: Chief, Communications Security Establishment 


MINISTERIAL DIRECTIVE 
COMMUNICATIONS SECURITY ESTABLISHMENT 


COLLECTION AND USE OF METADATA 


Original:  7-C()0 —


copies: 


Date: 


1. This Directive is issued under my authority pursuant to subsection 273.62 (3) of 
the National Defence Act. 


2. For the purpose of the CSE foreign intelligence acqu sition programs: 


a) "metadata" means information associated with a telecommunication to identify, 
describe, manage or route that telecommunication or any part of it as well as the 
means by which it was transmitted, but excludes any information or part of 
information which could reveal the purport of a telecommunication, or the whole 
or any part of its content. 


h) "Network Analysis and _Prioritization" means the method developed to 
understand the global information infrastructure, from information derived from 
metadata, in order to identify and determine telecommunication links of interest to 
achieve the Government of Canada foreign intelligence priorities. This method 
involves the acquisition of metadata, the identification of 


the determination of the the determination 
of the 


c) "Contact Chaining" means the method developed to enable the analysis, from 
information derived kom metadata, of communications activities or patterns to 
build a profile of communications contacts of various foreign entities of interest in 
relation to the foreign intelligence pri orities of the Government of Canada, 
including the number of contacts to or from these entities, the frequency of these 
contacts, the number of times contacts were attempted or made, the lime period 
over which these contacts were attempted or made as well as other activities 
aimed at mapping the communications of foreign entities and their networks. 


CSE will collect and use metadata under foreign intelligence acquisition programs 
according to principles enunciated in this Ministerial Directive. Any amendment 


thistv  Ministerial Directive will require my personal approval. 
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4. CSE will apply procedures for the use and retention of metadata acquired through 
its program consistent with CSE's existing procedures to protect the privacy of 
Canadians. 


In the fulfillment of its mandate as set out in paragraphs 273.64 (I) (a) and (h) of 
the National Defence Act, CSE may search any metadata acquired in the execution 
of its foreign intelligence acquisition programs for the purpose of providing my 
information or intelligence about the capabilities, intentions or activities of a 
foreign individual, state, organization, terrorist group or other such entities, as 
they relate to international affairs, defence or security, including any information 
related to the protection of electronic information or information infrastructures of 
importance to the Government of Canada. 


6. CSE will share metadata, acquired through its foreign intelligence acquisition 
program with international allies to maximize its mandate activities as set out in 
the National Defence Act, and strengthen Canada's partnerships abroad. Such 
sharing will be subject to strict conditions to protect the privacy of Canadians, 
consistent with these standards governing CSE's other programs. 


CSE must take the following steps to protect the privacy of Canadians: 


(1) Metadata that is known to be associated with Canadians anywhere or any 
person in Canada, and that is incidentally obtained as a result of the 
acquisition of metadata, must, when such metadata is reported in CSE 
reports, be altered in such a way as to render impossible the identification of 
the persons to whom the motadata relates. 


(2) Disclosure of the unaltered version of metadata shall be subject to specific 
requests to the Operational Policy division, and such requests shall be granted 
strictly in accordance with criteria outlined in CSE's Operational Procedures. 


(3) Access to unaltered metadata in the CSE metadata repositories (bulk 
metadata) shall be limited to SIGINT operational staff and their supervisors, 
Operational Policy staff and system administration staff of CSE. 


(4) For greater• certainty, Canada's allies shall not be granted access to metadata 
known to be associated with Canadians located anywhere or persons located 
in Canada (bulk metadata) unless it is altered prior to granting access in such 
a way as to render impossible the identification of the persons to whom the 
metadata relates. 
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8. The metadata acquired in the execution of the CSE's foreign intelligence 
acquisition programs shall be used strictly for: 


a) Network Analysis and Prioritization, and for Contact Chaining purposes; 


b) identifying new targets and target associated selectors, which can be used: 


i) at any time to intercept foreign telecommunications(bAh-end foreign); or 
ii) to intercept private communications strictly where a duly issued 


Ministerial Authorization is in effect, and in strict compliance with that 
Ministerial Authorization. 


e) monitoring or identifying patterns of malicious cyber activities to provide 
indications and warnings of potential cyber attacks. 


9. The metadata acquired in the execution of CSE foreign intelligence acquisition 
programs shall be destroyed after unless CSE requests, and the Minister 
of National Defence decides on reasonable grounds, that a longer retention period 
is warranted to fulfill operational requirements. 


10. Activities undertaken pursuant to this Ministerial Directive will be subject to 
review by the CSE Commissioner as part of his mandate. 


11. This Ministerial Directive replaces the Annex to the Ministerial Directive, 
Program, signed by the Minister of National Defence on March 15,2004. 


12. This Ministerial Directives comes into force on the date it is signed. 


Dated at  07444 A  this/  day of  t.4. 2005. 


._„ 
The Honourable W1iam Graham 
Minister of National Defence 
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Review of Contact. Chains 


Background 


The-Ministerial Directive fMD], Communications security Establishment, Collection and 
Use oftiletadata, dated March 9, 2005, identifies two distinct categories of activities, one 
being contact chaining. 


Contact chaining involves the use and analysis of metadata 
to identify and document the communications activities or patterns 


of entities of (potential) foreign intelligence interest. 


The MD defines contact chaining as: 


The method developed to enable the analysis, from information derived from 
metadata, of communications activities or patterns to build a profile of 
communications contacts of various foreign entities of interest in relation to 
the foreign intelligence priorities of the Government of Canada, including the 
number of contacts to or from these entities, the frequency of these contacts, 
the number of times contacts were attempted or made, the time period over 
which these contacts were attempted or made as well as other activities aimed 
at mapping the communications of targeted foreign entities and their 
networks. 


'Through chaining, CSE can 


Typically, contact chains involve receipt (and approval) by 
CSE of a written request from a Government of Canada (GoC) client such as the 
Canadian Security Intelligence Service (CSIS) or the Royal Canadian Mounted Police 
(RCMP). Such requests are initiated by the client, who has obtained, most often, a phone 
number or an e-mail address as part of an ongoing security or law enforcement 
investigation in Canada. the client provides the identifier to CSE and requests that it 
provide them with any information it may have or receive that relates to the identifier. 
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Details:


During the period April 1, 2005 to March 31, 2006, CSE received Mclient requests to 
contact chain We can confirm that these requests were 
subject to a process of internal review and managerial approval. The process was not, 
however, formally documented until June 2006, in the form of the draft OPS-1-10 
procedures (discussed below). Also, not all documentation was provided or available for 
our review. 


We were provided with documentation that related to of the client requests to 
contact chains supplied by the client. In every 


instance, the documentation consisted of a "Selector identification and tracking approval 
form". All but of these were accompanied by a CSE addendum that presented 
the following: 


• an assessment of whether a chain 
be expected to produce fore* intelligence; 


• identified the foreign intelligence priority and objectives; and 
• identified what measures CSE would take to protect privacy. 


could 


Some of the tracking approval forms =included copies of the original client request. 
One included both the client request and the resulting CSE reporting. 


CSE encountered some difficulty in providing the chaining documentation we had 
requested in order to conduct our review. We had anticipated that CSE would have 
been able to provide us with the following: 


• copies of client requests for a contact chain or information related to a 
furnished by the client; 


• copies of completed Selector identification and tracking approval forms; 
• the resulting contact chain, if undertaken; and finally, 
• copies of any resulting CSE reporting that contained derivative suppressed 


Canadian metadata identifiers. 


In the event that clients subsequently requested disclosure of the suppressed 
information, we anticipated that CSE would have been able to produce 
documentation that would have: 


• identified the client requestor; 
• the client's authority to request the information and justification of his need 


to know it; 
• evidence that CSE had assessed and approved/rejected the request; and 
• confirmation of any requests for disclosure that were approved, complete 


with the relevant Privacy Act citation of the authority under which CSE 
disclosed the information. 
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This was not the case, however, as it was not. possible to draw a line between a 
metadata activity such as contact chaining, a derivative report containing a 
suppressed Canadian (metadata) identifier and the disclosure of that metadata to a 
client. 


CSE did ask that we meet to allow them the opportunity to provide some of the 
missing details and documentation. We chose not to delay the review at this time 
with the expectation that we would return to review this one metadata activity in a 
separate, more encompassing study. 


As has been documented in the full metadata MD classified report, there are a 
number of legal and policy issues that require re-examination. We believe, for 
example, that contact chaining will have to be studied and assessed, along with and 
in the context of the October 2003 Department of Justice legal opinion that deals 
with IRRELEVANT 


In the meantime, we took the opportunity to briefly examine CSE's draft. OPS-1-10 
procedures, which has governed the activity since June 2006, some two to three 
months after our review period ended. 


OPS-1-10 


For the period under review, CSE did not have any formal procedures in place to guide 
CSE personnel who undertook contact chains 
CSE did, however, provide us with a copy of a draft procedure dated June 2006 known as 
OPS-1-10, Procedures for Metadata Analysis 
Copy found at Annex F. 


A 


A 


is defined at paragraph 7.2 of these procedures as: 


includes, but is not limited to: 


(see 6.4) 


The above reference to para. 6.4 should, in fact, read 7.4, which defines 
as: 
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From this same document, we identified the following list of requirements that CSE 
personnel would have to satisfy as part of this type of chaining activity. The relevant 
OPS-1.-10 paragraph is noted in brackets after each requirement. 


• Identify whether the chain is to be completed under the authority of mandate (a) 
or (c) (para. 1.1). 


• Identify any exceptional circumstances as to why the chain should he undertaken 
and if so, whether the authorization of the DGI was received (para. 1.3). 


• Document the "reasonable belief' that the chain will lead to FI immediately or 
eventually (para. 1.3). 


• Document from where/from whom the was received (para. 
2.1). 


• Perform a test to establish: reasonable belief (as above); and whether the FI will 
satisfy a Government of Canada intelligence requirement (GCR) (para. 2.4). 


• Provide a documented rationale for the above (para. 2.5). 
• Document if any urgent situations existed and led to the chaining during the 


period under review (para. 2.7). 
• Determine and record the validity of the chaining activity (i.e. is it to be a one-


time activity or carried out for up to three months?) (para. 3.1). 
• Document whether there is/was any revalidation of the form specified at para. 3.1 


and the chaining authority (para. 3.2). 
• Document how the nationality of the identifier was identified (para. 3.4). 
• Document whether any identifiers were suppressed in subsequent contact 


chaining reporting (para. 3.5). 
• Document whether any legal advice was sought for the chaining (para. 5.1). 


Observations:


From our examination of the documentation presented to us by CSE for the II chaining 
requests made prior to the release of OPS-1- 0, we can make the following observations: 


• We cannot determine the mandated authority used to complete the chain. 
• In most instances, we cannot determine the validity of the chaining activity. 
• In those instances where a validity period was written in, there is no means to 


confirm whether the activity was ceased after, for example, the period of 
authorization. 


• There is no evidence that a chain was produced. 
• We cannot determine if a chain resulted in a report and whether a report included 


a suppressed identifier(s). 
• We do not know if legal advice was sought. 


We would encourage CSE to continue to develop these procedures and to institute 
measures to record and track these contact chains. 
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Metadata: Process 


The terminology applied to metadata activities is not yet definitive within CSE's own 
written documentation. The following definitions, which apply generally to SIGINT 
acquisition, were provided to us by CSE and were important to our understanding of the 
collection and use of metadata as authorized by the metadata MD. 


Acquire/Collect: Used synonymously to indicate interception.' 6


As indicated in these definitions, all data is 


For CSE's purposes, each communication is seen as having two distinct parts: that known 
as the metadata and that known as the content. The metadata portion is the focus of -


by CSE and which result in 


database (see below). We understand these processes to be as follows: 


46 Briefing entitled Metadata Review Questions given to OCSEC by CSE on February 26, 2007. 
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is a CSE database that stores only metadata. The metadata has been 
from both DNR (dialled number recognition) and DNI (digital network intelligence) 
communications traffic. Generally, DNR traffic is that commonly known as phone or 
fax, white DNI refers generally to e-mails. CSE will often refer to DNI 


traffic. 


The source of 
acquired via 


metadata is CSE*s own collection and includes that 


programme. 


All CSE-collected DNR metadata is 


`'Typically, foreign intelligence traffic is obtained using seleciors that represent foreign entities of 
intelligence interest Selectors are alphanumeric data such as e-mail addresses or telephone numbers that 
are into a dictionary. 
18 The communications stored in these principal information databases are accessed mainly for foreign 
intelligence analysis purposes. 
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1. Introduction 


1.1 Objective These procedures describe the process CSE and 
CFIOG analysts must follow when conducting 
metadata analysis, pursuant to paragraph 
273.64(1)(a) of the National Defence Act 
(NDA) (known as "Mandate A") in pursuit of 
Foreign Intelligence (Fl), 


a contact 
chain 


Metadata analysis conducted in support of 
Federal Law Enforcement or Security Agencies 
(LESAs) to obtain Security or Criminal 
Intelligence (mandated under paragraph 
273.64(1)(c) of the NDA, known as "Mandate 
C") is handled only in accordance with OPS-4-
1, Procedures for CSE ASSiStanCe to Canadian 
Federal Law Enforcement and Security 
Agencies, and OPS -4-2, Procedures f©r CSE 
Assistance under Section 12 of the CM' Act. 


1.2 Authority In accordance with these procedures, metadata 
analysis 


may be searched 
and analyzed for the purpose of providing FI, 
pursuant to paragraph 273.64(1)(a) of the NDA. 


NOT REVIEWED 
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1.3 Context and Metadata analysis 
Limitations may only be conducted wider exceptional 


circumstances with the authorization of DOI, in 
accordance with these procedures, and only in 
cases where there is a reasonable belief that the 
activity will lead to Foreign Intelligence 
(immediately or eventually; see 2.4). 


1.4 Application 


NOT REVIEWED 


CSE staff, Canadian Forces Information 
Operations Group (CFIOG) staff, and any other 
parties conducting metadata analysis 


identifier) under CSE authorities are bound by 
these procedures. 
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2. Process 


2.1 Receiving which may lead 
to foreign intelligence are obtained by CSE 
from: 


• Departments or agencies of the Government of Canada 
• Allies, or 
• CSE/CFIOG SIGINT activities, including metadata analysis. 


2.2 Summary The following is a summary of the process for 
conducting metadata analysis 


2.3 


1) Determine whether passes the FI test 
(see 2.4) 


2) Complete the Intelligence Branch Tracking Form (at Annex 1) 
3) Obtain appropriate approvals (as per 2.6, or 2.7 for 


in emergencies) 
4) DGI Branch retains all forms and stores in a secure manner. 


In most cases, metadata analysis 
However, in some cases, 


when pursuing FI, metadata analysis may need 
to 


(including those encountered 
during the analysis of the 
These may not be 


or for further analysis, 
without following the formal documentation 
and approval process (detailed in 2.5 and 2.6). 
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2.4 FI Test The following questions must be addressed by 
analysts prior to 


in metadata analysis. 


Step Considerations If the answer 
is... 


Then... 


1 Is there a reasonable belief that 
chaining 


Will lead to FI 
(either immediately or 
eventually)? 


YES Analysts provide detailed 
rationale, using the form 
at Annex 1, as to why the 
identifier will likely lead 
to FT; go to step 2. 


NO Do not -chain 
unless 


it can be done under 
"Mandate C" (see 1.1). 


2 Will the expected F1 satisfy a 
formal GCR (Government of 
Canada Requirement)? 


YES Include GCR number on 
form (Annex 1); submit 
for approval (see 2.6 
below) 


NO Do not proceed with 
metadata analysis. 


2.5 


Docume n tin g 
Ration ale 


NOT REVIEWED 


CSE Intelligence Branch and CHOG analysts 
must document their rationale for believing a 


will lead to FT, 
using the Intelligence Branch tracking form 
(Annex I). 
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2.6 Approvals 


The rationale for using 
is 


presented by analysts using the form at Annex 
1, reviewed by Intelligence Branch Team 
Leaders, Production Managers, or the-
Mission Management Officer, and forwarded to 
the relevant Director, or Operations Officer. If 
satisfied with the rationale, the Director or 
Operations Officer will seek DGI's (or anyone 
officially acting as DGI) signed authorization. 


The process may be terminated at any stage by 
anyone in the approval process, if they believe 
the answer to one of the considerations noted in 
2.4 is "no". Intelligence Branch Directors 
and/or DGI may consult DLS for advice as 
necessary. DGI approval is required before 
metadata analysis using a is 
conducted. 


The rationale for using 
is 


presented by analysts using the form at Annex 
1, reviewed by Intelligence 13raich Team 
Leaders, and is forwarded to an Intelligence 
Branch Level IV Manager for approval. 


53 
NOT REVIEWED A0000384_59-01000 


2017 01 05 AGC0089 R") r,f 7A 
A-2017-00017--00738 







TOP SECRETHCOMINTHCanadian Eyes Only 
OPS-1-10 
June 2006 


DRAFT 


2.7 Emergency 
Approval for 


NOT REVIEWED 


In urgent situations (e.g. there is an imminent 
threat to life), if =(or anyone officially 
acting as= is unavailable, the relevant 
Director may authorize metadata analysis 


=must be informed of 
the authorization, and confirm it in writing as 
soon as possible after the fact. 


Should -not be satisfied with the FL 
rationale, activity 


must cease immediately; any SIGINT 
reports that may have resulted must be 
cancelled. 


3. Tracking Requirements 
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3.1 Records 


• 


• 


• 


3.2 Review of 
Requirement 
for 
Exceptional 
Activities 


NOT REVIEWED 


that are-
contact chaining must be accompanied by a 
written Fl rationale and appropriate signed 
approvals (using the form at Annex l).= 
Branch will retain all forms; they will be securely 
stored with access limited to the relevant team, 
and subject to review (see 3.2). 


Note that: 


To ensure continued Ft relevance, the rationale 
for each that is 
being for a period of 
up to must be reviewed and 


by 
the relevant =Branch. Level IV Manager. If no 
longer of PI relevance, the 


must not be against without a 
renewed justification in place. The form will be 
placed in an inactive file for audit and review 
purposes, and held indefinitely. 


Contact chaining is 
subject to management monitoring, and to review 
by various government review bodies, including 
the CSE Commissioner. 
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3.3 Reporting 


3A 


SIGINT reports based on metadata analysis must 
adhere to existing policies and procedures 
including: 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEActivities 


• OPS-1-1, Release of Suppressed Information from SIGINT Reports 
• OPS-1-7, SIGLVT Naming Procedures 
• OPS-4-1, Procedures for CSE Assistance to Canadian Federal Law 


Enforcement and Security Agencies 
• OPS-4-2, Procedures for CSE Assistance under Section 12 of the CMS 


Act 
• OPS-5-2, CSE SIGINT Reporting Procedures 


3.5 Unless a client who has provided a 
Dissemination requests otherwise, SIGINT reporting 


derived from metadata analysis 
may be disseminated to 


Canadian recipients and Second Parties with the 
minimum classification of SECRETNCOMINT, 
with distribution determined on a case-by-case 
basis. 


must be 
suppressed in reporting, in accordance with 
OPS-1-7 SIGINT Naming Procedures, and 
allied naming policies. . 


NOT REVIEWED 
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4. Metadata Analysis Involving 


4.1 CSE 
Metad ata 
Repositories 


NOT REVIEWED 


Metadata analysis 


inetadata repositories requires the prior 
approval of a SIGINT Level IV Manager. (see 
Annex ) 
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4 


2 


a 


a 


a 


t. 


Metadata analysis 
inetadata 


repositories may only be conducted in 
accordance with policies. For example, 


5. Roles and Responsibilities 


5.1 This table summarizes roles and responsibilities 
under these procedures. 


NOT REVIEWED 


Who I Roles 


58 
A0000334_64-01005 


2017 01 05 AGC0089 R7 r f 7A 
A-2017-00017--00743 







TOP SECRETHCOMINTHCanadian Eyes Only 
OPS-1-10 
June 2006 


DRAFT 


• Director General (or 
anyone officially acting as ) 


• Approving metadata analysis 


• Seeking legal advice when required 
• Director, Legal Services • Providing legal advice, when requested 
• DG Branch Level IV 


Managers 
• Approving metadata analysis 


• Reviewing rationales for metadata analysis 


• Branch Directors, or 
• Operations Officer* (for 


activity) 


• Reviewing rationale and, if acceptable, 
recommending approval to of metadata 
analysis 


• Emergency approval authority (see 2.8) 
• Seeking legal advice from DLS when 


required 
• DG Branch Team 


Leaders or 
•• Mission Management 


Officer (for CHUG activity) 


• Reviewing and recommending proposals to 
in metadata 


analysis 
• Reviewing forms quarterly, to ensure 


continued RI relevance 


* Note: CFIOG personnel will consult DLS only in coordination with CSE 
I= Branch Directors. 
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6. Additional Information 


6.1 
Accountability


The following table outlines the accountability 
structure with respect to these procedures. 


Who Responsibilities 
Depu 
ty 
Chief 
SIGI 
NT 


• Approving these procedures 


DG 
Intell 
igene 
e 


• Applying these procedures 
• Recommending changes to these procedures 


DG 
Polio 
y and 
Coin 
muni 
ratio 
ns 


• Approving these procedures 


Direc 
tor, 
Legal 
Servi 
ces 


• Reviewing these procedures to ensure they 
comply with the law 


NOT REVIEWED 
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till 
CSE 
and 
CFIO 
G 
M an a 
gers 
invol 
ved 
in 
conta 
et 
chain 
jug 


• Ensuring their staff have read and 
understood these procedures and any 
amendments to these procedures 


• DG Intelligence staff 
• CFIOG staff 
• Operational Policy staff 


Mann 
ger 
Oper 
ati on 
al 
Polic 


y 


• Reading, understanding and complying with 
these procedures and any amendments to 
these procedures 


• Revising these procedures when required 
• Responding to questions concerning these 


procedures 


6.2 References • .National Defence Act 
• Ministerial Directive "Privacy of Canadians", June 2001 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of= Activities 
• OPS-1-1, Release of Suppressed Information from SIGLVT Reports 
• OPS-1-7, SIGINT Naming Procedures 
• OPS-5-2, CSE SIGINT Reporting Procedures 


6.3 Situations may arise where amendments to 
Amendments these procedures may be required because of 


changing or unforeseen circumstances. All 
approved amendments will be announced to 
staff and will be posted on the Operational 
Policy website at: 
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6.4 Enquiries Questions related to these procedures should be 
directed to operational managers, who in turn 
will contact Operational. Policy staff (e-mail 


when necessary. 


7. Definitions 


7.1 Canadian 'Canadian' refers to 


a) A Canadian citizen, or 
b) A person who has acquired the status of permanent resident under the 


Immigration and Relligee Protection Act, S.C. 2001, c. 27, and who 
has not subsequently lost that status under that Act, or 


c) A corporation incorporated under an Act of Parliament or of tine 
legislature of a province. (Nazi) 


7.2 


NOT REVIEWED 


A 
limited to: 


a 


includes, but is not 
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7.3 Contact Contact chaining means the method developed 
Chaining to enable the analysis, from information derived 


from metadata, of communications activities or 
patterns to build a profile of communications 
contacts of various foreign entities of interest in 
relation to the intelligence priorities of the 
Government of Canada, in chiding the number 
of contacts to or from these entities, the 
frequency of these contacts, the number of 
times contacts were attempted or made, the time 
period over which these contacts were 
attempted or made as well as other activities 
aimed at mapping the communications of 
targeted foreign entities and their networks. 


7.4 


7.5 Foreign 
Intelligence 
(Ft) 


7.6 Metadata 


NOT REVIEWED 


Foreign intelligence is information or 
intelligence about the capabilities, intentions or 
activities of a foreign individual, state, 
organization or terrorist group, as they relate to 
international affairs, defence or security. 


Metadata is defined as information associated with a telecommunication to 
identify, describe, manage or route that telecommunication or any part of it as 
well as the means by which it was transmitted, but excludes any information 
or part of information which could reveal the purport of a telecommunication, 
or the whole or any part of its content. 
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7.7 Mctadata Meladata analysis includes various types of 
Analysis SIGINT Development activities conducted 


against metadata, including 
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Minister 
of National Defence 


TOE' SECRET! 
COMINT/ 


mitvstre Canadian Eyec Only 
de la Defense natlonale 


Qmliria OA 3K2 


Ti1C I lranourable Charles D. Gauthier, C.C., 
Communications Security Establishment. Commissioner 
90 Sparks Street. Suite 730 
P.O. Box 1984. Station "13" 
OlialVa. Ontario 
KIP 5 R5 


Dear Mr. Comities: 


COP 


I am writint  response to two reports you sent to my office. The first report, dated 0 


January 2008, is entitled Minister/a/ DireCtire, CominlilliCaliOtTS Security Establishment, 
Collection and Use ref Wine-luta, March 9, 2005. The second report, dated 16 January 
2008, is entitled Report to the CSI; commissioner on CSE Support to MS, Phase 
Mandate (a), 


I am pleased to note that. ( iring the course. 01' both of these reviews, your office did not 
observe or report en any unlawful activity on the part of the Communications Security 
Establishment Canada (CSEC). 


CSE C's responses to the recommendations presented in these reports are outlined in the 
accompany=ing enclosures. I am pleased that CSECs actions to address many of the 
recommendations are concluded and others are in progress. 


Sincerely. 


Peter G. Mac 'Ay 
Minister of National Defence 


Enclosures: 2 


CanadA 
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ANNEX A: 
CSEC Response to Recommendations in the OCSEC Report Entitled 


Ministerial Directive, Communications Security Establishment, 
Collection and Use of Metadata, March 9, 2005 


Recommendation no. 1: Accounting for Private Communications 


"CSE should re-examine and re-assess its current position and practice 
that requires that only those private communications recognized by 
intelligence analysts be accounted for." 


CSEC believes this recommendation may be based on information that may have 
been taken out of context during the review. According to CSEC operational policy2, 
the only instances where persons other than intelligence analysts may incidentally 
come across private communications is during an 
used periodically to analyse the intelligence value 


CSEC operational policy dictates that any content observed during these activities 
may not be used for foreign intelligence purposes and is not therefore retained. 


Legally, there is no requirement under the SIGINT Ministerial Authorizations, the 
Ministerial Directive nor the National Defence Act to have anyone other than an 
intelligence analyst account for private communications. 


CSEC's current position and practice of accounting is consistent with what is required 
by the Minister for accountability purposes. 


2 OPS-1-6, Canadian Procedures (15 December 2006) 
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Recommendation no. 2: Contact Chairing 


"CSE should re-examine and re-assess the legislative authority used to 
conduct its contact chaining activities commencing with 


particularly those supplied by federal law enforcement and 
security agencies engaged in ongoing criminal and national security 
investigations." 


This matter has been the subject of ongoing discussions with OCSEC regarding parts 
(a) and (c) of its mandate. OCSEC has forwarded a discussion paper on this topic to 
CSEC to which a response has been provided. However, CSEC remains of the view 
that the Solicitor-Client Privilege  CSEC will continue 
working with OCSEC to address the different interpretations with a completion date 
of May 2008. 


CSEC is also working with its legal counsel to re-examine and re-assess the 
management direction regarding these contact chaining activities. Policy is being 
revised to clarify approval authorities for these activities and will be completed by 
July 2008. In addition, practices have been modified to better document the case-by-
case rationales regarding the appropriateness of part (a) of the mandate for these 
activities. 
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ANNEX B: 
CSEC Response to the Recommendations in the OCSEC Report Entitled 


Report to the CSE Commissioner on CSE Support to CSIS, Phase I: Mandate (a) 


Recommendation no. 1: Complete Requests for Information (RFIs) 


"CSE should consider re-examining CSIS RFIs to ensure all information 
required under OPS-4-2 is contained in the RFI, including the written 
assurance that the information was acquired lawfully and in accordance 
with an investigation or warrant under Section 12 of the CMS Act, and 
linked to a Government of Canada Requirement." 


CSEC agrees with this recommendation and over the course of the two and a half 
years of this review, CSEC has amended its policies and procedures to address the 
issues raised. Those changes have been implemented, 


Recommendation no. 2: Application of parts (a) and (C) of mandate 


"In accordance with Recommendation no, 1 above, as well as with 
Recommendation no. 2 from the RCMP Phase II review, CSE should re-
examine its interpretation and application of mandates (a) and (c) and 
ensure that all decisions and resulting activities are based upon criteria 
that have been consistently applied and are statutorily defensible." 


CSEC agrees that all decisions and resulting activities should be based upon 
consistently applied criteria and be statutorily defensible. The interpretation of parts 
(a) and (c) of CSEC's mandate has been the subject of ongoing discussions with 
OCSEC. OCSEC has forwarded a discussion paper on this topic to CSEC to which a 
response has been provided. Further discussions are planned with OCSEC in May to 
address the different interpretations. 


Recommendation no. 3: Review and Update CSEC-CSIS MoU 


"CSE should review the Memorandum of Understanding between CSE 
and CSIS dated November 1, 1990, relating to information/intelligence 
exchange and operational support (Section 12 activities), to ensure it 
reflects current practices and agreements." 


CSEC agrees to work with CSIS in order to update the MoU, aiming for 
completion by the end of 2008. 
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Communications Security 
Establishment Commissioner 


The Honcurabie Charles D. Garthier, C.C., C.C. 
Carrada 


The Honourable Peter G. MacKay, PC, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KIA 0K2 


Dear Mr. MacKay: 


Comrnissaire du Centre de la 
securit6 des teikommunications 


L'honorahle Oilarlos D. Gonthier, C.6., c.r. 


TOP SECRET/COMINT/CE0 


16 September 2008 


CSE /CST 
Chiefs Of  Bureau du did t 


c7,31.9 


SEP 1 7 200E 


Vi1EIDDssier 


Thank you for your correspondence dated July 3, 2008 (enclosed for reference), 
concerning the reports I submitted to you in January 2008 on the Communications 
Security Establishment Canada's (CSEC) Collection and Use of Metadata and on 
Support to the Canadian Security Intelligence Service (CSIS). Your letter also conveyed 
CSEC 's responses to these reports. The responses contain two points with which 1 
disagree — accounting for private communications, and legal guidance concerning parts 
(a) and (c) of CSEC's mandate. I am writing to clarify these matters. 


With respect to my report on CSEC's Collection and Use of Metadata and the first 
recommendation dealing with accounting for private ecnimunications, it is accurate that 
CSEC's current practice is consistent with ministerial direction and CSEC policy. My view 
has been that the reporting requirement under ministerial authorizations may be too narrow. 
CSEC noted the recommendation may be based on information taken out of context. After 
exchanging information on this subject and meeting with CSEC, we disagree that it is taken 
out of context. I have instructed my staff to examine this issue in greater detail. 


With respect to the second recommendation in my report on CSEC's Collection 
and Use of Metadata, and the second recommendation in my report on CSEC's Support 
to CSIS, I want to re-emphasize that I in fact agree with Justice Canada's interpretation 
and guidance respecting parts (a) and (c) of CSEC's mandate, as was stated in the 
conclusion of the report on Support to CSIS and again in my public annual report which 
was submitted to you in May, this year. What 1 question is which part of the mandate 
should be used as the proper authority in certain cases. This is important because it 
determines the legal requirement (e.g. ministerial authorization vs. a court warrant) in 
eases where activities may be "directed at" a Canadian; it also determines which agency 
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Ottawa, Canada 
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is responsible for the information and how the information collected should be handled. 
As indicated in CSEC's response, this matter has been the subject of on-going 
discussions between CSEC and my officials for many months, most recently at a meeting 
last week. As a result of that meeting, I have asked my staff to pursue this issue. 


I am pleased that CSEC agreed with the first and third recommendations in my 
report on CSEC's Support to CSIS. 


If you have any questions or comments, I trust you will let me know. 


Yours sincerely, 


Charles D. Gonthier 


c.c. 


Att. 


Mr. John Adams, Chief, CSEC 
Ms. Margaret Bloodworth, National Security Advisor, PCO 
Mr. Robert Forsberg, Deputy Minister, National Defence 
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The Honourable Peter G. MacKay, P.C., M.P. 
Minister of National Defence 
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Dear Mr. MacKay: 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Charles D. Gonthier, CC., es. 


TOP SECRET/COMINT/CE0 
(with attachment) 


12 March 2009 


The purpose of this letter is to advise you of the results of a review by my office 
of the Communications Security Establishment Canada's (CSEC) 


network analysis and prioritization (NA&P) and activities. This is 
a follow-up to my January 2008 review report of CSEC' s metadata activities carried out 
under a ministerial directive dated March 9, 2005. 1 have enclosed, for your convenience, 
a copy of my previous letter informing you of the results of the 2008 review. That review 
raised questions respecting access to the content of communications, which may include 
private communications, by operators involved in NA&P and 
activities. 1 had mentioned to you in my letter of 16 September 2008 that I would 
examine this issue in greater detail because there was disagreement between CSEC and 
my office respecting these activities and specifically with recommendation #1 that stated: 


CSE should re-examine and re-assess its current position and 
practice that requires that only those private communications 
recognized by intelligence analysts be accounted for. (p.17) 


The main objective of this follow-up review was to determine whether that 
recommendation should be maintained, amended or discarded. Subsequent to this 
review, the results of which are discussed below, I am withdrawing recommendation #1 
of my 2008 Metadata Review Report. 


P.O. Box/C.P. 1964, Station '137Suctursale 
Ottawa, Canada 


K1P 5R5 
(613) 992-3044 Fax: (613) 992-4096 
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According to CSEC, only analysts responsible for producing foreign intelligence 
reports are capable of determining whether a private communication has foreign 
intelligence value. Therefore, CSEC maintains that only foreign intelligence analysts 
should be responsible for accounting for those communications. The review assessed 
whether, during a NA&P and activity, a operator who observes a 
private communication should be required, as a measure to protect the privacy of 
Canadians, to record and to report the fact that a private communication was observed, 
even though the operator may not be in a position to assess the foreign intelligence value 
of the private communication. 


The review was undertaken under my general authority articulated in subsection 
273.65(8) and paragraph 273.63(2)(a) of the National Defence Act (NDA), and reflected 
in paragraph 6 of the ministerial authorization authorizing the interception of private 
communications under CSEC's program. Our methodology included first-
hand observation of the activities by operators. 


Based upon the information reviewed and the interviews conducted, CSEC 
conducts its NA&P and -activities in accordance with the law and 
ministerial requirements. 


My staff found that, based on current practices as observed in October 2008, 
NA&P and activities involve a very low risk to privacy. It was 


determined that operators primarily analyse the metadata of communications 
and when, in rare cases, they must access the content of communications, it is for 
technical purposes. It was concluded that operators conduct different and 
less intrusive activities than those of CSEC foreign intelligence analysts and therefore 
have a different and lesser potential to affect the privacy of Canadians. 


Furthermore, my staff found that operators take sufficient measures to 
protect the privacy of Canadians. operators and CSEC personnel are aware 
of operational policies and procedures in place that provide direction respecting the 
protection of the privacy of Canadians, I am pleased to note that the CSEC's new 
associated operational policy contains additional guidance respecting the protection of the 
privacy of Canadians. Managers routinely and closely monitor compliance with these 
policies and procedures. 


Therefore, as I have stated above, I am withdrawing recommendation #1 of my 
2008 Metadata Review Report, I have no expectation that CSEC will take any action 
respecting this subject in the context of operators' NA&P and 
activities. 


However, as my predecessors and I have repeatedly indicated, ambiguities in the 
NDA continue to result in a lack of clarity or differences of interpretation between CSEC 
and my office regarding certain sections of the NDA. For example, as described in the 
attached report, ambiguities relating to the term "interception", which is not defined in 
the NDA, raised questions respecting whether operators may be conducting 
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analysis of intercepted communications. Amendments to the NDA are needed in order to 
clarify this ambiguity, amongst others, and allow CSEC to continue conducting their 
mandated activities, while protecting the privacy of Canadians. 


My report, attached, contains seven findings dealing with the matters I have 
summarized for you in this letter. 


If you have any questions or comments, I will be pleased to discuss them with you 
at your convenience. 


Yours sincerely, 


eit"ei,S242. 


Charles D. Gonthier 


C.C. Mr. John Adams, Chief, CSEC 
Ms. Marie-Lucie Morin, National Security Advisor, FCC) 
Mr. Robert Fonberg, Deputy Minister, National Defence 


2017 01 05 AGC0092 cri-
A-2017-00017--00759 







TOP SECRETHCOMINTHCE0 


A Review of Recommendation No. 1 from the January 2008 
Review Report respecting CSEC's Ministerial Directive on the 


Collection and Use of Metadata 


CSEC's 
Network Analysis and Prioritization and Activities 


12 March 2009 


2017 01 05 AGC0092 A ,-,F "JO 
A-2017-00017--00760 







TOP SECRET!COMINT/CEO 


TABLE OF CONTENTS 


I. AUTHORITIES 1 


IL INTRODUCTION 1 


III. OBJECTIVES 2 


IV. SCOPE 2 


V. CRITERIA 2 


VI. METHODOLOGY 3 


VII. BACKGROUND 4 
Network Analysis and Prioritization 5 


 5 
SIGINT Development Operations and  6 
Collection 10 


 11 


VIII. FINDINGS 12 


A) Legal Requirements  12 
Legal Advice 12 
Private Communications/Personal Information about Canadians ..............13 


B) Ministerial Requirements 


C) Policies and Procedures 


15 


16 
i) Appropriateness of policies and procedures 16 
ii) Awareness of personnel. 16 
iii) Management control framework 17 


IX. CONCLUSION .. 17 


ANNEX A - Interviewees 19 
ANNEX B - Findings 20 
ANNEX C - & SIGINT Development Tools 21 
ANNEX D - Demonstration, October 31, 2008 22 


2017 01 05 AGC0092 C nf "JO 
A-2017-00017--00761 







-1 - TOP SECRET/COMINTICE0 


I. AUTHORITIES 


This review is conducted under the authority of the CSE Commissioner as articulated in 
Part V.1, subsection 273.65(8) and paragraph 273.63(2)(a) of the National Defence Act 
(NDA), and reflected in paragraph 6 of the ministerial authorization (MA) authorizing the 
interception of private communications under a foreign intelligence (FI) collection program 
known as 


H. INTRODUCTION 


The Commissioner's January 2008 review report of CSEC's metadata activities raised 
questions respecting access to the content of communications, which may include private 
communications (PCs), by operators involved in network analysis and 
prioritization (NA&P) and signals 
intelligence development (SIGINT development)) and conducted under CSEC's 
authorities. 


Specifically, recommendation #1 of the Metadata Review Report stated: 


CSE should re-examine and re-assess its current position and 
practice that requires that only those private communications 
recognized by intelligence analysts be accounted for (p.17). 


CSEC is of the view that only analysts responsible for producing Fl reports are capable of 
determining whether a PC has Fl value. Therefore, CSEC maintains that only FI analysts 
can assess whether PCs should he retained or destroyed and be responsible for accounting 
for those communications. This review is a focused follow-up to CSEC's response to and 
Commissioner's office-CSEC discussions respecting recommendation #1 of the Ivletadata 
Review Report. The review assesses whether, during a NA&P and activity, a 


operator who observes a PC should be required, as a measure to protect the 
privacy of Canadians, to record and to report the fact that a PC was observed, even 
though the operator may not be in a position to assess the FE value of the PC, 


CSEC's NA&P and activities are conducted under the authority of: 


o paragraph 273.64(1)(a) of the NDA; 
• the MA' and the ministerial directive (MD) respecting Metadata.2


l The most recent MA is effective December 23, 2008 to December 22, 2009. 
2 Ministerial Directive, Communications Security Establishment, Collection and Use of Metadata, effective 
March 9, 2005. 
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III. OBJECTIVES 


The objectives of the review were to assess: 


• whether CSECs NA&P and activities complied with the law; 
▪ the extent to which CSEC protects the privacy of Canadians in carrying out the 


activities; and, specifically, 
• whether recommendation #1 of the Commissioner's Metadata Review Report should 


be maintained, amended or discarded. 


IV. SCOPE 


In addition to acquiring detailed knowledge of 
the review examined: 


NA&P and activities, 


• the authorities, policies,3 and procedures under which NA&P and 
activities operate and any conditions imposed on the activities; 


• the "analysis" of -intercepted communications and other activities conducted 
by operators; including the volume and nature of the communications 
accessed by the operators; 


• the nature of the operators' interaction with CSEC officials respecting the 
communications accessed by the operators; and 


• the number of PCs typically accessed by operators during a certain period 
of time. 


V. CRITERIA 


We expected that: 


A) Legal Requirements 


o CSEC conducts its NA&P and-activities in accordance with 
the NDA, the Canadian Charter of Rights and Freedoms, the Privacy Act, the 
Criminal Code, and any other relevant legislation and Justice Canada adviee.4


3 Namely, CSEC's policy OPS.l -13, Procedures for Canadian 
Activities, effective on December 23, 2008. 0PS-1- l3 superseded OPS-1 .6, Canadian 


Procedures, effective December 23, 2007 and is an amalgamation of the former OPS-1-6, OPS-
3-5, Procedures and OPS-3-7, Procedures. 
4 Namely, the legal opinion provided to the Chief of CSEC by the Deputy Minister ofJustice and Deputy 
Attorney General of Canada dated June 6, 2005 respecting Solicitor-Client Privilege 


Solicitor-Client Privilege 
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B) Ministerial Requirements 


• CSEC conducts its NA&P and activities in a manner that is 
in accordance with ministerial direction, namely the expectations and approval 
framework outlined in the MA and the MD respecting Metadata; 


C) Policies and Procedures 


i) CSEC has appropriate policies and procedures that guide NA&P and 
activities; 


ii) CSEC has personnel who are aware of and comply with the policies and procedures; 
and 


iii) CSEC has an effective management control framework to maintain the integrity of 
NA&P and activities, including appropriately accounting for 


important decisions and information. 


VI. METHODOLOGY 


This was our first detailed examination of NA&P and activities, 
following the overall review of activities conducted under the MD respecting Metadata. 
The aim was to acquire detailed knowledge of the activities of operators, to 
answer the questions set out in the scope section above and to meet the specific objective 
of this focused review. Observing first-hand the activities of the operators 
was necessary to validate CSEC's suggestions that the reporting recommended by the 
Commissioner was not necessary because the operators' activities involve only a low risk 
to privacy and that the reporting would be onerous.' 


On October 17, 2008, CSEC provided us with an overview briefing respecting 
NAM') and activities. On October 27 and 31, we observed the 


conduct of NA&P and activities at the 
site and interviewed operators and the 


Tasking Manager (which are employees of the Canadian 
Forces) as well as personnel from CSEC. A list of interviewees, by position title, is 
enclosed at Annex A. Annex D describes the demonstration observed on October 31. 


Applicable written and electronic records, files, correspondence and other documentation 
relevant to the NA&P and activities were examined, including 
policies and procedures, and legal advice. 


Prior to forwarding a draft report to CSEC for comment as to factual accuracy, a meeting 
was held with personnel at CSEC involved in the review, to present a summary of findings. 


Discussion with CSEC's Director, SIGINT Requirements and CSEC's Manager, External Review and 
policy Management, October 2, nu. 
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VII. BACKGROUND 


The Commissioner's review reports of February 2005 and December 2008 
and the Metadata Review Report provide detailed background information respecting 


activities. 


As of October 2008, Canadian collection activities at 


As of October 2008, personnel were as follows: MMIGINT 
development operators Inoperators,MMSIGINT development supervisor, 


training staff ( 
tasking manager (the tasking manager normally works-


but may work extended periods to lend assistance in all aspects of 
operations); and technical support staff (these staff are responsible to maintain the 
equipment and the software; they do not conduct or SIGINT development activities). 
We reviewed a copy of a generic work description for an M(S1GINT development 
operator. 


During a typical day, operators may conduct SIGINT development, and 
collection activities. At one time CSEC had sufficient personnel to assign them specific 
duties as either an or a SIGINT development operator. However, due to the current 
limited number of operators, all operators may be involved in any of the 
activities. 


collection activities involve targeting foreign communications 
as well as conducting research and 


analysis of global information networks, to produce Fl of value to the Government of 
Canada (GC) and SIGINT development are the two key research and analysis 
activities.6 NA&P includes and SIGINT development and the work-
operators do as we observed on October 27 and 31, 
2008.7 operators conduct analysis 


of the communications. 
are important for CSEC analysts (from the Directorate General Intelligence) and 


CSEC's to determine if a signal should be investigated further or 
proposed for collection. 


6 Section 2.1 of OPS- I -13, Procedures for Canadian 
Activities, effective December 23, 2008. 
7 CSEC response to OCSEC questions, November 28, 2008, CSEC CERRID #170168, page 2. 
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Network Analysis and Prioritization 


The MD on the Collection and Use of Metadata, March 2005, defines network analysis 
and prioritization as: "...the method developed to understand the global information 
infrastructure, from information derived from metadata, in order to identify and 
determine telecommunication links of interest to achieve the Government of Canada 
foreign intelligence priorities. This method involves the acquisition of metadata, the 
identification of the determination of the-


the determination of the 


This definition 
also appears in section 9.18 of OPS-1-13. 


Operations 


In shortMoperations are aimed at 


that may be 
of F1 interest. 


Section 2.2 of OPS-1 -13 defines MOps as: 


Ops activities 


8101NT 
development activities. 


Section 9.6 of the former and now defunct OPS-1-6 stated: 


MOps are aimed at 
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This 
information is used to populate technical databases. Traffic 


We find the new description of M Ops in OPS-1-13 to be a more detailed and accurate 
reflection of the activities that we observed and therefore to be an improvement from the 
previous definition of = Ops in the former OPS-1-6. We note in particular that the new 
description in OPS-1-1 3 contains additional guidance respecting the protection of the 
privacy of Canadians, e.g., care is taken to avoid Canadian traffic, and access to content 
must be limited. 


We observed Ops As a first step, 


SIGINT Development Operations and 


In short, SIGINT development and operations involve analyzing 
communications 


If the results do not 
indicate possible Canadian content, then operators will run sample collection 
of the DNI/DNR.8 If there is a selector match, then a SIGINT 
development report is generated alerting CSEC and the second party community of the 
potential to collect F1 


g Dialled Number Recognition (DNR) generally refers to phone and fax communications. Digital Network 
Intelligence (DNI) refers to communications, e.g., e-mails. 
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Section 2.3 of OPS-1-13 describes SIGINT development operations as: 


SIGINT Development 


Once analysis has been completed, any recognized private communications must 
be purged from the system. 


Access to this data must be limited to those 
'SIGINT Development analysis. 


We find the new descriptions of SIGINT development and in OPS-1-13 to also 
be a more detailed and accurate reflection of the activities observed by us and therefore to 
be an improvement from the previous descriptions in the former OPS-1-6. We note that 
the new description in OPS-1-13 contains additional guidance respecting the protection 
of the privacy of Canadians, e.g., 
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obtained, can not take place on access to data must 
be limited. We also note that the new description in OPS-1-13 indicates that "no 
annotation [of PCs] is necessary since there is no requirement to account for private 
communications that are viewed only technically by collection staff," which is exactly 
the question this review set out to answer, i.e., whether CSEC should re-examine and re-
assess its current position and practice that requires that only those PCs recognized by 
intelligence analysts be accounted for. 


CSEC acknowledged that there is some overlap in the and SIGINT development 
activities. 


Annex C identifies 
as part of SIGINT 


development and activities. 


In the context of our metadata review, CSEC officials indicated that, as part of SIGINT 
development and activities, 


it is part of the operators "day jobs" to make certain the information 
obtained is "good stuff'. We sought clarification respecting whether such statements 
were consistent with the former OPS-1-6 that stated that 


However, during this review, CSEC clarified that previous statements were in part based 
on dated information. 


Past and historical data inform operators as to which 


CSEC response to UCSEC questions, November 28, 2008, CSEC CERRID #170168 — v2A, page 6. 
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CSEC indicated that operators err on the side of caution; if an operator 
observes that a communication 


We asked in what circumstances, other than if any, would a 
operator examine traffic content? In response, CSEC indicated: 


We also asked whether any SIGINT development activities were undertaken on 
and whether any such activities occurred in the past. In 


response, CSEC indicated: 


A supervisor creates a weekly report respecting and SIGINT 
development operations. If any of the activities involved information about a Canadian or 
PCs, the supervisor verifies that the entry for those activities was properly identified in 


"Strong" selectors relate to metadata identifiers of FI targets (e.g., telephone numbers, e-
mail or IP addresses). 


I° CSEC response to OCSEC questions, November 28, 2008, CSEC CERRID 41170163 v2A, page 5. 
" CSEC response to OCSEC questions, November 28, 2008, CSEC CERR1D 0170168 v2A, page 7. 
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If a selector "hits", operators produce a SIGINT development Report primarily to alert 
CSEC and Second Parties 


containing Fl of interest is available Sometimes reports 
are also forwarded to FI analysts responsible for the area in question, based on the subject 
of the report. 


We reviewed examples of the three types of SIGINT development reports. The only 
difference between the types of reports was the type of activity being reported: (1) 


National SIGINT Priorities List (NSPL) requirements. We had no 
questions respecting the reports. 


CSEC indicated that stored on the operators' hard drives as well as 
stored in are automatically deleted after However, if a 


operator observes, based on metadata, that the could potentially be 
associated with a Canadian communication or contain information about a Canadian, then 
the operator is to immediately delete the through a manual process. 


CSEC indicated that metadata obtained by is currently stored for 
approximately after which time the storage device becomes full and older data 
is overwritten. 


Collection 


In addition to NA&P and activities, operators receive and 
implement taskings for collection from CSEC's 
section (collection activities are, however, outside of the scope of this review). Pre-
taskings are also conducted 


and SIGINT development operations for possible 
tasking. For clarity, the decision to 


not operators. 


At the beginning and end of a typical day, operators 


Operators may concluctMor SIGINT development 
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I 
I 
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VIM FINDINGS 


A) Legal Requirements 


CSEC's NAM and activities are conducted under the authority of: 


• paragraph 273.64(1)(a) of the NDA14; 


• the MA; and 


• the MD respecting Metadata. 


NA&P and activities are undertaken pursuant to both the 
is possible that CSEC may intercept a PC, and the MD respecting Metadata., 


Legal Advice 


MA, as it 


We examined and discussed with CSEC officials the 2005 Justice Canada legal opinion 


referenced in the Metadata Review Report. I5


We requested any additional legal advice that CSEC may have received respecting its 
decision to limit MA reporting requirements to intelligence analysts who prepare F1 
reports. CSEC indicated that it is not aware of any such advice and indicated that an 
examination of the evolution of the requirements in MAs over time would illustrate 
CSEC's decision-making respecting this issue. An examination of the changes in the 
MAs does not however provide a justification for why only certain CSEC personnel need 
to account for the PCs they observe and handle. 


Following the observations we agree with CSEC's assertion that the 


analysis conducted by operators is technical in nature and not focused on the 


" CSEC response to OCSEC questions, November 28, 2008, CSEC CERR1D #170168, page 3. 
14 Paragraph 273.64(1)(a) of the National Defence Act mandates CSEC "to acquire and use information 
from the global information infrastructure for the purpose of providing foreign intelligence, in accordance 
with Government of Canada intelligence priorities." 
15 Legal opinion provided to the Chief of CSEC by the Deputy Minister of Justice and Deputy Attorney 
General of Canada dated June 6, 2005 respecting 
page 10. 


Solicitor-Client Privilege 
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content of the ?intercepted communications. Rather, the focus is on 


Communications are not viewed in a meaningful way; it is not analysis respecting 
whether CSEC should use the intercepted information. Therefore, we also agree that, 
based on current practices, operators conduct different and less intrusive 
activities than those of CSEC FI analysts and therefore have a different and lesser 
potential to affect the privacy of a Canadian. 


However, given the ambiguities relating to the term "interception", which is not defined 
in the NDA, it can be argued that operators may be conducting analysis of 
intercepted communications. Therefore, it would follow that operators should be 
required to report the number of times a PC is accessed, just as CSEC Fl analysts are 
required to do (even though the number of PCs accessed has been shown to be 


Private Communications/Personal Information about Canadians 


Paragraph 273.64(2)(b) of the NDA requires that "activities carried out under paragraphs 
(I )(a) and (b), shall be subject to measures to protect the privacy of Canadians in the use 
and retention of intercepted information." 


Given that operations only target foreign by 
design, the chance of obtaining a two-end Canadian communication is and the 
chance of obtaining a one-end Canadian communication is = 


As indicated above, "[ijt is operators' practice to always delete a that 
contains a possible or confirmed link to Canada (including metadata that suggests the 
possibility of Canadian content) and to always indicate so in! at, (emphasis 
added). CSEC indicated that such "...practices respecting a that contains a 
possible or confirmed link to Canada are based on an interpretation of the requirements of 
the National Defence Act."17


We asked whether, following the analysis of the metadata of a communication that 
contains a possible link to Canada, operators may subsequently examine the 


in order to confirm or to rule out a link to Canada. 
Specifically, we asked whether operators always, out of caution 


" In 
response, CSEC indicated operators 


indicates a possible or confirmed link to 
Canada. The policy is designed to permit operators to examine the content of the 
communication in cases where there is no indication, at the metadata level, of a possible 


16 CSEC response to OCSEC questions, November 28, 2008, CSEC CERR1D #170168- v2A, page 4. 
17 Interview with operator, October 31, 2008, and CSEC response to OCSEC questions, 
November 28, 2008, CSEC CERR1D #170168- v2A, page 4. 
115 For the purposes of this report, P1 includes information about an incorporated body in Canada. 
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or confirmed link to Canada."19 CSEC's response is consistent with what we observed 
on October 31, 2008. 


We also asked whether operators ever take another of the same-
containing a possible link to Canada, in order to confirm or to rule out a link to Canada. 
In response, CSEC indicated 


Operators do not currently have the 
No further analysis is conducted on the 


20 


CSEC provided a non-exhaustive list of potential causes that might make a 
operator suspect, as occurred during the October 31 demonstration, that a 
possible link to Canada (and to identify the as such in 


s 


a 


Finding no. 1: Private Communications/Personal Information about 
Canadians 


has a 


Based on current practices as observed in October 2008,E operators 
take sufficient measures to protect the privacy of Canadians in the conduct of 
network analysis and prioritization and activities. 


t° CSEC response to OCS EC questions, November 28, 2008, CSEC CERRID #170168 — v2A, page 5. 
20 CSEC response to OCSEC questions, November 28, 2008, CSEC CERRID #170168 — v2A, page 5. 
21 CSEC response to OCSEC questions, November 28, 2008, CSEC CERRID #I70168 v2A, page 2. 
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Finding no. 2: Private Communications/Personal Information about 
Canadians 


Based on current practices as observed in October 2008,E operators' 
practices respecting network analysis and prioritization and activities 
appear to relate to a strict interpretation of the National Defence Act. 


We observed the practice that operators always stop at the analysis of 
metadata and delete a that contains a possible link to Canada. We appreciate 
CSEC's comments that there are not sufficient resources to conduct 
detailed analysis of all that may relate to Canada. We also recognize how the 
current practice is beneficial to helping to ensure that the privacy of Canadians is 
protected. However, as described by CSEC, the current NA&P and practices 
mean that CSFC may lose an opportunity to obtain FI of value as 


Finding no. 3: Compliance with the Law 


Based upon the information reviewed and the interviews conducted, CSEC 
conducts its network analysis and prioritization and-
activities in accordance with the law. 


B) Ministerial Requirements 


There is no explicit requirement in the MA to have any person other than an 
analyst who prepares an FI report to account for PCs. The MD respecting Metadata has 
no requirements respecting accounting for PCs. In this respect, the current practice of 


operators not to account for PCs is consistent with ministerial requirements. 


Finding no. 4: Ministerial Requirements 


Based upon the information reviewed and the interviews conducted, CSEC 
conducts its network analysis and prioritization and 
activities in accordance with the MA and the MD respecting 
Metadata. 


The Commissioner's review reports of February 2005 and December 2008 
and the Metadata Review Report of January 2008 provide assessments of CSEC's 
compliance with other ministerial requirements respecting and metadata. 
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C) Policies and Procedures 


i) OCSEC expected that CSEC would have appropriate policies and procedures that 
guide NA&P and activities 


As indicated above, we find the descriptions of NA&P and activities in the 
recent (December 2008) OPS-l-13 to be a more detailed and accurate reflection of the 
activities we observed and therefore to be an improvement from the previous descriptions 
in the former OPS-1-6. We are pleased to note that the new descriptions in OPS-1-13 
contain additional guidance respecting the protection of the privacy of Canadians. 
For example, the practice of operators to delete a that contains a 
possible or confirmed link to Canada is now included in the new OPS-1-13. 


Finding no. 5: Operational Policies 


Operational policies and procedures for network analysis and 
prioritization and activities are in place and provide direction to CSEC 
officials respecting the protection of the privacy of Canadians, and no information or 
docuMentation was found to indicate that any actions of operators or 
CSEC personnel contravene the policies and procedures. 


ii) OCSEC expected that CSEC personnel would be aware of and complied with the 
policies and procedures for NA&P and activities 


operators must complete significant training - three months of classroom and 
six months of on the job training - before being considered qualified. We examined the 
agendas for the course beginning in January 2009. Training includes relevant policies, 
namely OPS-1, Protecting the Privacy of Canadians and Ensuring Legal Compliance in 
the Conduct of =(C] Activities22 and OPS-1-13. As part of the training, operators 
receive 10 binders of reference materials. Operators must repeat the training if they have 
been out of the environment for more than 36 months. Personnel who return from a 
deployment within this timeframe are retrained (on the job training). CSEC indicated that 
operators work an average of 1-2 years before leaving to assume other 
duties. 


The operations centre contains a number of large wall charts to assist 
operators in tracking such things as current Fl priorities of the GC, and ongoing 
collection/tasking requirements. Copies of the OPS policies and the National SIGINT 
Priorities List23 are available to operators. We reviewed a copy of a working 
aid developed for operators = operators' workflow chart). 


22 The most recent version of OPS- I was effective on December 23, 2008. 
23 The National SIGINT Priorities List (NSPL) is a document which consists of two tiered lists, the 
Standing Issues and the Watching Brief's, which define the GC's Fl priorities — source: Canadian SIGINT 
Operation Instruction CS01-1- I, July 17, 2008. 
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Finding no. 6: Operational Policies 


operators and managers and CSEC personnel interviewed and 


observed were aware of relevant policies and their application to 
network analysis and prioritization and activities. 


The people with whom we spoke were forthcoming and demonstrated a professional 


approach to the activities under review. 


iii) OCSEC expected that CSEC would have an effective management control 
framework to maintain the integrity of NA&P and activities, 
including appropriately accounting for important decisions and information 


I 


The materials reviewed and the interviews conducted demonstrated that CSEC managers 


routinely and closely monitor network analysis and prioritization and 
activities. For example, as indicated above, a supervisor creates a weekly report 


respecting and SIGINT development operations. If any of the activities 
the supervisor verifies that the entry in 


for those activities was properly identified and that the associated-
were destroyed. 


Finding no. 7: Management Control Framework 


operators and managers and CSEC personnel routinely and closely 
monitor network analysis and prioritization and activities to 
make certain the activities comply with its governing authorities. 


CSEC has initiated, in accordance with the provisions of its OPS-1-8 policy (Active 
Monitoring), periodic reviews of compliance with its OPS-1 policy, Protecting the 
Privacy of Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities, including for activities. It is anticipated that this effort has 
contributed favourably to the degree of understanding and consistency that 
operators and CSEC analysts apply to the direction provided in the OPS-1 policy. 
CSEC's Directorate of Audit, Evaluation and Ethics will finalize an audit of OPS-I-8 in 
2009-2010.24


IX. CONCLUSION 


The objectives of the review were to assess: 


® whether CSEC's NA&P and activities complied with the law; 


® the extent to which CSEC protects the privacy of Canadians in carrying out the 
NA&P and activities; and, specifically, 


24 Discussion with CSEC's Director General of Audit, Evaluation and Ethics as part of a brief respecting 
"CSEC Policy System Annual Update", December 8, 2008. 
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whether recommendation #1 of the Commissioner's Metadata Review Report should 
be maintained, amended or discarded. 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
network analysis and prioritization and activities in accordance with 


the law and ministerial requirements. 


However, given the ambiguities relating to the term "interception", which is not defined 
in the NDA, it can be argued that operators may be conducting analysis of 
intercepted communications. Therefore, it would follow that operators should be 
required to report the number of times a PC is accessed, like CSEC FI analysts are 
required to do, even though the number of PCs accessed has been shown to be 


Given that operations only target foreign by 
design, the chance of obtaining a two-end Canadian communication is and the 
chance of obtaining a one-end Canadian communication is= In very few cases 
(according to CSEC, approximately =of the time), operators may 
examine the content of 


Since 2001, less than 
and less than Wave been identified as 


having potential content (12 of clearly relate to 
= that have been communications and Mentries relate to 


communications} 2s Therefore, based on current 
practices as observed in October 2008, network analysis and prioritization 
and activities involve only a=risk to privacy. 


operators take sufficient measures to protect the privacy of Canadians in the 
conduct of network analysis and prioritization and activities. operators 
and CSEC personnel are aware of operational policies and procedures in place that provide 
direction respecting the protection of the privacy of Canadians. Managers routinely and 
closely monitor compliance with the policies and procedures. 


In view of the above, therefore, the Commissioner is withdrawing recommendation #1 of 
the 2008 Metadata Review Report that stated: "CSE should re-examine and re-assess its 
current position and practice that requires that only those private communications 
recognized by intelligence analysts be accounted for" (p.17). We have no expectation that 
CSEC take any action respecting this subject in the context of operators' 
network analysis and activities. 


A list of findings is enclosed at Annex B. 


25 Presentation by CSEC's Director, October 17, 2008, slide #7, 


2017 01 05 AGC0092 nf '70 
A-2017-00017-00779 







- 19 - TOP SECRET/COMINT/CE0 


ANNEX A INTERVIEWEES 


Tasking Manager 
SIGINT development Supervisor 


Two SIGINT development Operators 
Director, 
Director, SIGINT Requirements 
Manager, SIGINT Programs Oversight and Compliance 
Senior Policy and Review Advisor, External Review and Policy Management 
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ANNEX 13 - FINDINGS 


Finding no. I: Private Conununications/Personal Information about Canadians 


Based on current practices as observed in October 2008, operators take 
sufficient measures to protect the privacy of Canadians in the conduct of network 
analysis and prioritization and activities, 


Finding no. 2: Private Communications/Personal Information about Canadians 


Based on current practices as observed in October 2008, 
respecting network analysis and prioritization and 
strict interpretation of the National Defence Act. 


Finding no. 3: Compliance with the Law 


operators' practices 
activities appear to relate to a 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
network analysis and prioritization and activities in accordance with 


the law. 


Finding no. 4: Ministerial Requirements 


Based upon the information reviewed and the interviews conducted, CSEC conducts its 
network analysis and prioritization and activities in accordance with 


the MA and the MD respecting Metadata. 


Finding no. 5: Operational Policies 


Operational policies and procedures for network analysis and prioritization and 
activities are in place and provide direction to CSEC officials respecting the 


protection of the privacy of Canadians, and no information or documentation was found to 
indicate that any actions of operators or CSEC personnel contravene the policies 
and procedures. 


Finding no. 6: Operational Policies 


operators and managers and CSEC personnel interviewed and observed were 
aware of relevant policies and their application to network analysis and 
prioritization and activities. 


Finding no. 7: Management Control Framework 


operators and managers and CSEC personnel routinely and closely monitor 
network analysis and prioritization and activities to make certain 


the activities comply with its governing authorities. 
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ANNEX C & SIGINT DEVELOPMENT TOOLS 


The following is a non-exhaustive list of tools (software), grouped by function, that a 
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ANNEX D— & SIGINT DEVELOPMENT DEMONSTRATION, 
OCTOBER 31, 2008 


The following is a high-level description of theMand SIGINT development activities 
that we observed on October 31, 2008. 


SIGINT Development 


2017 01 05 AGC0092 "la 
A-2017-00017--00783 







- 23 - TOP SECRET/COMINT/CEO 


2017 01 05 AGC0092 /R nf "JO 
A-2017-00017--00784 







- 24 - TOP SECRET/COMINT/CE0 


2017 01 05 AGC0092 /a nf /0 
A-2017-00017--00785 








Minister 
of National Defence 


Ministre 
de la Defense nationals 


Ottawa. Canada Kt A 0K2 


TOP SECRET II CONIINT 
CANADIAN EYES ONLY 


JUN 1 6 1069 


The Honourable Charles D. Gonthier, C.C., O.C. 
Communications Security Establishment Commissioner 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
KIP 584 


Dear Mr. Gonthier 


1 am writing to respond to your 12 March 2009 report entitled A Review of 
Recommendation No. 1  from the January 2008 Review Report respecting CSEC's 
Ministerial Directive-on the Collection and-Use-of MetadateCSEC's Network 
Analysis and Prioritization and Activities. 


I appreciate that your office has taken the time and effort to follow-up on a previous 
recommendation from the 2008 Metadata Review Report which was not accepted by the 
Communications Security Establishment Canada (CSEC). I am pleased to note the 
review found that the network analysis and activities conducted by 
operators were authorized and complied with the law, and that 'the activities involve a 


risk to privacy." 


I am pleased to note that the review did not result in any recommendations for further 
improving the examined processes or activities. 


As always, the Chief CSEC is open to discussion with your office regarding any aspect 
of this review. 


Sincerely, 


The Honourable Pe G. MacKay, P.C., M.P. 


Canada. 
NOT REVIEWED 
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Communications Security 
Establishment Commissioner 


Th.6. Hon° uraOlp Hobert Oncary, Q.C. 


The honourable Peter G. MacKay, PC, MP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA OK2 


Dear Mr. MacKay: 


Canada 


Commissaire du Centre de is 
secunte des telecommunications 


L'1A.Inorabia Robert Cr..


TOP SEC:RP:17C °MIN T/CE0 


December 16,2010 


The. purpose of this letter is to provide you with the results of a review of 
Communications Security Establishment Canada's (CSE,C) contact chaining activities 


These activities involve the analysis of metadata - such 
as phone numbers and e-mail and Internet addresses - whereby CSEC determines and examines. 
for example, 


which can be valuable to CSEC for identifying foreign 
intelligence entities of interest and obtaining foreign intelligence, that meets Govemment of 
Canada intelligence priorities. 


With respect to these activities, my predecessors recommended that. CSEC re-examine its 
interpretation and application of its mandate tinder paragraphs 273.64 (1)(a) [foreign 3.IlLeflig,ence 


collection] and (c) [assistance to federal law enforcement and sectnity agencies] of the 
National. Defence Act (NDA). Three reports over the past five years involved some degree of 
examination of CSEC's contact chaining activities: CSEC's support to the Royal Canadian 
Mounted Police (2006); CSEC's collection and use of meladata (2008); and CSEC's support to the 
Canadian. Security Intelligence Service (2008). 


In April 2007, the Chief of suspended contact chaining activities 
CSEC resumed these activities in October 2008 after making 


significant changes to the conduct of the activities and to the associated policy and accountability 
framework. 


This review was initiated under the authority of my predecessor, the late Honourable 
Charles D. Ciontnier. as articulated in Part V.1, paragraph 273.63(2)(a).a the NDA. The objectives 
of the review were: to acquire detailed knowledge of and document CSEC's new approach to 
contact chaining activities to assess whether the activities 


NOT REVIEWED 


P.O. 6cx/O.P. 1934, Sliiticgl"kr&x.:turgale .64 
Ottawa, Canada 


KIP 511.5 
(613) 593-3Q44 Fax: (613)592.4096 
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complied with the law: and to assess the extent to which CSEC protected the privacy of Canadians 
in carrying out the activities. 


This review examined the contact chains that 
CSEC conducted from the resumption of these activities in October 2008 to October 2009. This 
was the first review focused excluSively an CSEC's contact chaining activities 


Based upon the infonTration reviewed and the interviews conducted by the 
Commissioner's office, CSEC conducted its contact chaining activities 


during the period of review in accordance with the law Solicitor-Client Privil 
These contact chains were k-ipproptiately authorized under part (a) of CSEC's i mandate. 


With the significant changes made to these activitiesi as outlined in CSEC's new policy on this 
subject, T have no questions like those raised in previous reviews as ito whether the activities 
would he more appropriately authorized under part (c) of CSEC's mandate. i assess the new 
processes put in place and followed by CSEC, for the activities conducted during the period of 
review, es consistent with part (a) of CSEC's mandate. 


Solicito 


CS.EC' s. contact chaining activities conducted 
during the period of review were conducted in accordance with ministerial requirements set out 
in ministerial directives. 


CSEC.has appropriate policies and procedures that. govern its contact chaining activities 
New policies, guides and forms address previous findings 


and recommendations relating to saps in policies and procedures. CSEC managers and officials are 
aware of and comply with the policies and procedures, CSEC managers routinely and closely 
monitor contact chaining activities to make certain the 
activities comply with the governing authorities. 


During the period under review, which began immediately following. the October 2008 
resumption of activities after the changes CSEC made, the number of contact chains 


conducted by CSEC was significantly smaller than the 
number of such contact chains conducted prior to the Chief of CSEC suspending these activities. 


Given the significant changes made by C'S'C and the positive results of this review, I 
consider the past recommendations of my predecessors as completed and the issues raised in 
statements made by my predecessors in past public Annual Reports as addressed. 


CSEC officials were provided an opportunity to review and comment on the enclosed 
report, for factual accuracy, prior to finalizing it. While the results of the review are positive, I 
have directed my officials to monitor these activities because they involve information about 
Canadians and may affect the privacy of Canadians. 
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If yoU have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


Robert Dareary 


Enclosure KO 


Mr. J' ohn Adams, Chief, CSEC 
Mr, Stephen Rigby, National Security Advisor to the Prime Minister, 


Privy Council Office 
Mr. Robert Feilberg, Deputy Minister, National Defence 
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L AUTHORITIES 


This review was conducted wider the authority of the Con indiunictati ons Security 
Estabi hmera (CSE) commissioner as aaici..taied in Part V.1, paragraph 273. (13(2Xel) of 
Ehe At‘aiaticli Defince 


The itvicw is also in accordance with ministerial directives (M.Ds) on "Accountability. 
Framework"1 , "Privacy of Canadians", 'Collection and USe Nletadaia'•y, and "Support 
to Law Enforcement and National Security Agencies"" that indicate that. associated 
activities will be subject to review' by the CSE Comrrossioner or that require CSEC 
cooperate fully with the Commissioner in the exercise. of reviews. 


H. I NTRODUCTION 


This is the first review focussed exclusively en CSEC's contact chainin2 activities 


Over. the last five years, a number of reviews conducted by the Commissioner's office 
recommended that CSEC re-examine its interpretation and application cal` parts (a) and (c) 
of its mandate6, oarticuiarly in the context of contact chaining activities 


At the time of the reviews, the first of which started in. March 2005, 
CSEC would, under part (a) of its mandate: receive requests for information from the 
Canadian Security Intelligence Service (CSIS) and other client agencies.; conduct contact 
chains using the information obtained; collect foreign. i meth nrice on the basis of the results 
of the contact chains; and report on the foreign intelligence obtained, including reporting to 


the agency that originally requested iffformation, Reviews by tile Commissioner's office 
identified inconsistencies in interpretation between legal opinions provided to CSEC by 
Justice Canada and the application of that advice, In the reviews and in discussions with 
CSEC and Justice Canada, the Commissioner's office questioned whether . art (c) of 
CSEC's mandate would 'be more appropriate for some of these activities, since the 


..... 
ls$oett Julie 19. 20;1_ 
Issued June 19, 2'001 


s issued March 9, 2005r. 
4 imett Jane 19, .0)01. 


Omuta chat a, velem to: "the method dtii.,,,elope,d to enable the analysis, from iriformition ilcdved from 
the Melada ;a, acommunicanom ntidivitiesi or patterns to build a profile irf communications contacts of 
various foreign entWer, of interest in relation to the foreign im,,t,114enee priortlie. of the CSC (Government of 
Canada], including din nurrthur of contacts to or from. these entitita, the frequency of thehe contacts, the 
!lumber of titrit'S COMACIS atemptcd or made. the time period over mibich these caritacis were 
LthDYiptied or made as viieil! as other activitlei aimed a mai>ping the communications of foreign entities and 
their netwoits." (Sounzu: suction 8.3. policy On- I. Protnaing the Privacy of Canadians and 
Ensuring 1.c, al Canplicance t the Cynthia of CSEC ActivOies, March 11, 2010) 


Paragraph 27:.5.64(1 )fa) of the NDA iipart (a.9 mandates CSF.C: "to acquire and use inidrmatioo ft-oth 
global information infrasiructure for the purpose of providing foreign intaitenc,z. in accordance with the 
Govemmeni of CA radn priorities. Paragraph 273.64(1)(e) of the N1).4 jpsri(ett mandates 
CSEC "io twwide tgcl.ajtitid and operational assistance to ft‘deral law eriforcemerr. tad security 3c:rFzies 
the performanct of their lawful duties." 
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taivities could he cotsideted to he directed at a C-,1t-ii.tdia a, which is prohibited undei-
parav-zpir 273.64(2)W of the NDA. The Gnmrais&ioner's office  cont,,elted its illdeoendent 


counseL who. after reviewing certain iii dependently. Solicitor-Client Privileg 
Solicitor-Client Privilege 
Solicitor-Client Privilege 


2007, the chief f CSEC suspended all contact ellaining-aetivities 
CSEC resumed contact chaining activities 


in October 2008 after making significanz changes to the conduct of the 
activities and associated policy and actointability framework. The baciwohnd5,ection 
this report and Annex C provide a summary and time  of events Mated to these. imiters. 


Rationale for coxviuelliro this review 


Coat act thainief involves CSEC. use of infOnnation 


-for I oreigri intelligence-purposes, _Specific ,:xintTois are placed on these: 
activities to eils-tire.comptiance with legal,minwerial and policy requirements. Past 
CcimmiSsi‘mets. made fiff.lings .and recorn.mendai,lcm Teqwting these act] vities., Major 
chf.inges to certain practices -and pro6,:dum relating to these' act cities have recently 
ocOutTed, 'Lis for these ier48011:3 that we rejected contact chaining 


<is. suta ec.i. of review. This j the-first 'eview of these activities since' 
the chiefs decision to suspend and resume the activities and includes follow-iv to issues 


ide3114R:d by past Commi5sionertt. 


OnjECTIVES 


In-e objectives of the -review wee: 


• acquire iktaiied knowledge of and document CSEC's- new ,tp roach to 
contact chaining activities 


▪ w_iSses's whether the contact chaining activities 
compned with the law; and 


▪ to assess the extent to which .CSEC protected the pdvacy it-1701n,adlans in 
carrying ont the conimt chninilg netivn:les 
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IV. SCOPE 


The Commissioner's office examined. the Meoniaet chaining activities-
that CSEC ci:inducted from the resumption of these activities in 


October 2008 to October 2009, as well as any associated reporting and disclosuresr..)f 
information about Canadians.. 


V. CRITERIA 


Al Legal Requirements 


The Commissioner expected that CSEC conducted 1a contact chaining activities 
in a manner that is in accordance with th:4: 


Nato,)P1,41 D-efene: i'WDA), Canadian Charier of Rights wid Frveckms,„ Privacy 
Aer, Criminal coeie, sad any other relevant legi&lation and Justice Canada advice. 


t) Ministerial Requirements 


The Commissioner expected that CSEC conducted its contact chaining activities 
in a manner that is in accordance vith 


ministerial direction, 


C) Policies and Procedures 


The Commissioner expected that CSEC 


has appropriate policies and prk‘cedures that aide its contact chaining 
activities and provide sufficient 
direction respecting legislative and ministerial requirements; 


has personnel who are aware of and coirq-4 with the policies and 
procedures; and 


hi. has an effective management control framework to ensure the. integrity of 
the activilc,s is maintained on at-Ok ilt: basis, including appropriately 
a:wonting- fOr important decisions and information relating to compliance 
4nd the protection of the privacy of Canadians_ 


NOT REVIEWED A0000406_5-01096 
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VI, METTIODOLOG y 


The Commissioner's office examined applicable written and. electronic records, files. 
correspondence and other documentation, including pobries and procedures, 


reQtiork and legal advice.8 Respecting the Mt':,hains concocted by CSEC in the period 
under review, this documentation included the approvals to wridnct the chaining 
activities, the results (the chains), associated reporting and thseinsures. 


CSEC provided answers to a number of wriLten questions, and we interviewed managers 
and othev personnel involved iii eontact chaining activities 


Annex B provides a list of interviewees, by position title. 


On jam 2009„CSEC provided a dencitistration cf contact ufraining activities. 


As a first stop, we cioturrie.ntod and deseribed CSEC's contact chaining activities 
and asgt.ciatut processes and systemt;. the 


legislative and policy framework, and ensured a common understanding of concepts 'and 
terminology, Subsequently, we assessed CSEC's conformity with the criteria and 
developed conclusions respecting the objectives, 


Prior to forwarding a draft report to CSEC for neinment us to factual accuracy, a ineetinw, 
was held with personnel at CSEC involved in the review, to present asummary of the. 


findings. 


VII. BACKGROUND 


What is contact chaininp, and why does CSEC contact chain? 


CSEC' s OPS-1 policy, Protecting the PlIvacy of Canadians and Ensvring Legal 
Compliance in she Contra i CSEC establishes baiietine measures to protect 
the privacy Of Canadians M the use and retention of imerc-eptc,d information and to ensure 
compliance of CSEC activities with relevant laws of Canada, ineludingpat v,1 of the 
ND A, Detailed requirements fur CSEC to protect. privacy are found in activity specific 


policy instruments. 


CSEC is sitami with Lite Commissiorter's office cm the understanding, Eitiq itie 
Sharing by (SEE. cif infurrnatiort which is subiect to solicironotient privilege does not cs)ti.i.iitute a waiver 
by cstic o its privilege.


Issued March 2010. 


NOT REVIEWED A0000406_6-01097 


2017 01 05 AGC0094 ar,f 2d
A-2017-00017--00795 







TOP SP:CRET/COMINTICE0 


CiPS-1 provides that, in accordance With the MD op "COlection and Use of:Metadata", 
c.SEC may sett1-::1»netadata' for the purpose or providing any 'A-iforrnation t> in;elline 
:cti::,out the capabilities, intentions or activities of a foreign individual, state, organisation, 
teriorist e,,:oup or other such entities es they rplatie to internatiOnal affairs, deft nee or 
security, includingany illroffigitii.:10 feinted_ tO ttrote.c4101) o electronic itifo1n4iiOn 
inioriTiatipn infrAtniehares- of imputancp o the Governtilent of Canada. UPS-I 
CSC: tlse Qf In:gat:lard to specific purposes, including chairtru


contact chaining involves the use and 4irdiy.:ii,S of metadata, 1:V10;1AM:a inClucles; btn ig.not 
limited to phone numbers and nail rnd tiltti.T1VT addreL5sw, ttrta t are also referstd k


condrie4s..metatiata ilicluding co tact chaining, to goner-ate 
ts-treigo leads 2.1. <-1 identify targets of foreign intelligence inrere•st. 71'ild purpose. of coniact 
chaining irkritify and profile the communications or,.truaets Of fOi-eign entitles of 


CQW(1.:d ohains mq toc.Itickt, the. numhie,a. of contaa*.' to or- frpm 
targeted entities, the frequency of these contacts, the riumbe:r of times coniacts were 
attempted or male, the time period Owing the.Corittkets Yv'eiT titterrlp.td or rnillie, 
veil 'as other information Used to-Thap the entities' con' mUnications iznd their networks: '" 


Meta data is not the Content or purport of o comnitinicatioci anci therebre does not 
constitute a private communication as defined in the Cilinjwa. Code. Therefore, CSEC 
.docs nut :require a authorization try erindlact metadata vit.Les like contact 
ehainimr. because these activities donut involve. private coinmunicatiorn;. 


to most cases, (SEC rneradx.g anal ygs and cOnWct chains 
FlOwever, in some. where other signals intelltgence (.SIGINT) 


cleveli)pment avenues have already been considered by C'S C, inloattrig metadata 
atialySis with, nay be the mosi 
suitable option for (1',S'iC for conducting target discovery ,a0t:i.v.irieS, where thc,re 
reasonikk grounth to believe that this. activity ma }r provide intelligence that is in 
oixordance with the Government of Canada's intelligence priorities. 


When CSEC conducts a contact chain C.'SEC 
employees are not required to obtain senior inanagment apptmvrd for this activity, 
However, C.  euipiorytes ral,ist adhere to . tp.p,licabk, policy and Fooeditre,s, I or 
example, in the event any subsequent reporting resuliing from the chaining 


contains it)fOrrnE6on atio.1 Canadians, (SEC :analysts  twist. eilsure that the 
privlcy ul Cal-lath:arts is saregithrtled, tar conprestIng Canadian identity inforination 
and replacing it with a generic Writ the repoiling„ In i,1IC case of contact chaining 


ki mear;s: vflecorsioluthie,ation rr:a•rmge or FOtit 
(hat 4-17,corrortunt.i.:mitm or any pan of It well as the means hy which it 'OA'S. trircasmittoci. but eAcito,lq tiny 
ni*Ination or per or is3tig traSiOn which ,c0441 revea i the pArtp&rt o a tOlecOrnmunicotion, or the whole or 


;Iny part of imcoriTetii., (Scourge: MI) ,:,:n-"Coiicciion and IJRA.of Metatl:p".,- March 9, 
ft Sectitm P.Fourcevio.,g Ibit• Primey.of Gael: diato and En..sarhtg ,;n. tie' Coaaaci 
les ..6..c. Ad:ft:J.6,s; 1,44,- .1, 3 1,-2016. 


Section 6.'3, OPS-1., 10, PrOCedifreS fiAr Meladata Analysis 
-5eptenther 
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the Director Cienerttl 


must approve the activity on the recommendation of the 


How- does CREC contact chain? Aonroval FramiNvork for contact chaining 


At the outset of the review, vie rece1red.a derikatratton of contact .ehadiu from :art 


artalyst 1.0 Office of 4.7.otinte:c .rcivoristn (0.CT). To .r.t .cont-act 


chairs an intelligence analyst t11u2:-.;i. complete ;in 


approval form-- included• as an Annex its CSEC policy,OPS -140. Proacturesfor 
:Ieraddta.r1nrtl3=sis ." The form l'Nufres the: anal y$1i 


10 record a jostif including: the CSEC operational file•-atrotvrs. GOVCriirnent of 


Canada intelligence recluireti nt; and the source of the identifiqs, i.e., a devat.iment 


agency of the Govei-nmont .olCanada, SIGINT DevelOtnent, CSEC iT Security=, a 


Second Party .partner,14 A rationale s-untiiia.ty -details how. CSEC 


believa tlw lifted identifiers will lead to the acqui;sition of fOretn iiltelligene.o.. The form 
frlitas ignatin.a of the arua]pt and appirevirig 8othorities. 


CSEC advtatd that once a request to condant •a -contk t chain 


is approved by the, in ikcordande with BPS- -10, Dui analyst: may, 


for a of froyn'tk. dare of the approval, eondwl an nriiroited ]Euip ber of 


chains using the approved identifier and using data collected op to the date of approval. 


Oke approved, contact ci.r ing may be done thrnuA a number of too s siat t as 


Niimidata Query Tool ilviQT/ the specific :aw ;s examined by agar 


CuMmi8ii.--yrier's office ns pait Elf thia rovicivo, CS};(. eonclUeted Lho co,T1 a-t chai A)


Issued Seirela*,.er 26,200N, 
t' esEe's occemi parry p. armers lEtt):: the IJ:53, N4Oop:41Sectivity Agency (INSAL she U.K. 'ar.wernment. 


Rt-ntdqu:ut (i:3C110), Ddefice: (IISD): antioo.,
'74?•.0' 6overnTrient cornin wrlicatiQns Securitv Bwv. ti (GCSE 1. 


tko.tav i 8 '`k;06) 


mom 4:Yot :for or inteic:r.v.km pmpckls. One --1 :"V,;!!;`. a , elncie[' is 


a wile,!t:liort system klidiorlaff or davcrory (filtering and seleetion tool) to colieet Only tvanted.data." 
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Contact chaining is proeesf.4, after un identifier is 
Sometimes, rinty partial identifiers, (g. part of a 


phant,i numb ea) The analyst then asseitttes the for 
foreign intelligence value, that is to say. asses.w8 whether the identifiers that are.: produced 
have the potentigJ to produce foreign intelligence of interest and meet a (3-civet-ft:hem of 
Canada intelligence requirement, Sometimes the chain 'w'ill not produce any foreign leads 
or will protD,Ke dentifiers which are not of interest. if a foteign identifier is or interest, it 
may be used as a selector and tasked to the various collection programs. 


(Source,7 Sect:on 6.22, Ctn.:4MP SIG-INT Oper.,ailms Instz-ue,;unCS01-1-4. Telrgetitm and SeJectm 
Manage in. Ehisq, Natiopal SIGINT Systems Fi.v Inmiligence Rive:;' ine Purposes. Mafdl 5, 
2009. 
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tbli-C7W ing flowchart from 4.7SECR OPS-} -10 policy stimmarizos nncl i tuAtrates 
(S.EC's fbr cinduc ring inetad'Aa itruklysis (of which ctf.)ntAci ciu-iinn.g. is tt 


rs',CPTambist 
Pma-1 by 


!jut-A:Mu-1g -6:;•romattef.t&-.1 
brf €1a,f/ 


vin.pred Litd 7)..;€ 


NOT REVIEWED 


...... ...... aaaaa 1.1 aaaa wer...0•irloo•o41k ,,,,,, 


efosokok.... 
3 ) L.: 111'21;4-M 


b.) pn...)vab: taformalh)r,.. ..!-0.eibteEze Tea:0 


l'atttai 


2) ihjii*-47:1Fdli ail HO, tlitrity 
thige Hemg1,3Cii.? 


3) clikkf-avtral.t. targe: deriagasEt bar) 
ce.0 


4.1411.X.1.34.ettttP, ,,,,,, rniy


V ES 


....... ... 


actiitu 
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Contact chain;; may be linear, or he in the form of a diagram or a graphic representation. 
A diagram may heb the analyst visualize connections bet,,veen entities„Analysts have a 
choice of applications to do their diagrams and they may, or may net save their chains. 
Contact chaining ii jest One of several toois analysts can use when performing metadata 
analysis. OPS-1- W requires that CSEC analysts must attach the results or notation of the 
results of any metadata analysis to the Approval Form, including, but not limited to: 


a "nil" to indicate no tenths have been obtained or 


b) a ful; contact citain 


c) a description ol• copy of the data obtained; and 


d arty identifiers chosen for further analysis and/or tatgeting_ 


Because the policy requires that CSEC rsssins a proper description or record of the 
aeuvity along with the approval form, we are not concerned that CS: EC may not always 
save the chains themselves. In addition. CSEC retains in the database 


.any .foreign identifiers resulting from a chain that CSEC targets: for collection 
selectors). 


For the demonswation, CSEC used ,oile of the contact chains that were the subject of this 
review. CSEC saved the chain in a shared folder on a computer system restricted to OCT 
personnel. A similar directory exists in the The 
segregation of and controlled access to operational databases helps CSEC to safeguard 
information about Canadians as per the NID; and (....SEC poticies and procedures relating 
to privacy. 


ustixt. catira!,114 l g it advice. 


On October 1, 2003, Justice Canada issued a legal opinion entitled: 
Solicitor-Client Privilege 
Solicitor-Client Privilege 


Solicitor-Client Priv 
According to the opinion, Solicitor-Clier 


is (:!SEC's target kno,,trldge daEttbarit. It contains in  from A vanes y of sources 
pcTulated CSEC's intelligence analy$t FeSIVA33.in foreign .vItit.tc.s t/f forrAgn interact to tine 
Government of Caadtt and tissociatcd 5nlecors. CSSC's target knowlcrige. with as 
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in May and September 2Q04., Justice Canada counsel provided CSEC with other 


advice related to_ Solicitor-Client Privilege 
Solicitor-Client Privilege 


Reviews by the_C_SE Conmissiotwr 


Ccittratsaibneni have conducted three reviews involving some degree of c;iamilnation 
1:,.,ST;(7.'S contact chaining: activities CSE's Support. 
'o Law Enforcemou ( RCMP) - Phase II c,i,'006); ,Directiv , Comm wacations. 
Semiity EKiethiithrytent, Collection and (isvc AleiVd40, March 9, :2005, Netadata MD 
Review) (2008); and CSE Suppf)rr rrJ C'513 Phas? CSE Mandate (a) (2008). 


`11-1 itetadam MD Review included the following mcornniemiatian„ which wa* ez:titerated 
in.the CSE S4ppodzo CSiS review: 


CSE sh-ourid reexamine and lt,i71 ,̀ ..'•M the legislative-authority used to conduct it; 
contact chaiving activities pracularly 
'those supplied by lederig law enroreenttntlind se-entity agencies et,IL;aged 
ortgoing erimirfal and national security ifivestigaLioks, 


Commissioner Confiner made the above-noteki recommendation because of questions 
:'Meth'- r certiin contact chaining act; condu-sitec1 by CS11C wen 


'appropriately atiihdrized unda..part (a) of its .Ittandate, The Metadara MD Review:
covered the periOd of April 2005 to Maqii; 51, XJ06, entni.,rnpassed.contact 
uomiucted CSEC dtiiitrg that period. In each itlgteInM, the used to 


  chai-n was provided to CSEC by a dient„ In all but one instance, the 
that CSEC. contact.ehat Red related to a nathmal security or criminal 


is~uwitigation in Canada being eonducted by C.:S.1S or the Royal Canadian Mouthed 
(:RCMP), CSEC exi-Oviipt'qj that k.-to purpose of contact eitaining those 
Y,Its to discoverlb)iign s.tttiiics Mu) may be operationally !inked to the pet '.;:orri, t inder 
inve.stiga don by CS;Li..-i or the RC1-4T) CSEC indicated that although the 


were input CSEC's Informatirm ho5.diag, CSEC never targeted the 
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identifiers fox' collection, The metadata review confirmed this. Similarly, in the Sylporr- ./0 
csis h!`eview, in 1T1OSt ifistancos when forwarding what was then termed a 'reqnest. for 
nvformaiion'',. or RFT, C.SIS provided the used by CSEC to 
the contact chain. 


In both of thesest views, the Cormnissione qtx.'stioned ev£t i ti. . certain of the contact 
chaining activities being undoitaken 1,k/ould be more appropriately authorized under part 
(r) of CSEC's mandate. The Commissioner's independent legal counsel Solicitor-Client Privile 


Solicitor-Client Privilege 


in response to the questions from the Commissiotles office. as part of the illeada.n2 MD 
Review, CSEC indicated that it believed that part fa) of us mandate may be insufficient 
authority and was not the appropriate tuttherity under which to contact chain the 


providcd by law enforcement and security agencies. CSEC 
sugested that part (a) of its mandate was appropriate for contact chaining, 


because the resulting information consisted of foreign • 
intelligence. and was provided as such to the agencies as part of normal reporting 
processes. CSFC also advised that part (a) of its mandate may nor. apply as it requires the 
use of the authorities of the requesting agencies and the agencies do not have the 
appropriate mandate tto collect foreign intelligence themselves], as the agencies' 
warrants/authorizations may not apply extratermorially29


The Mr(tadarei. MD Review included the followinp: observation: 


.,,In all instances, even though the interception activity was directed at a foreign 
target outside Canada, and thus outside; the Jurisdiction of the Canadian cows., 
there- was a known link betwee./i the foreit:,:o target and criminal suspects iii 
Canada. ft was the persor(s) in Canada, in tact. who waLlwere the source of the 
foreign information (phone number) and the ultimate target of RCMP interest. It 
could be reasonably assumed that targeting the foreign entity would produce 
communications traffic that would lead back into Canada and to the suspect(s) 
under investigation. 


Commissioner Gorithier was not convinced that possible extraterritorial limitations 
provided a justification for CSEC's practices respecting contact chaining 


Tn place at the time Ot the above noted reviews. Commissioner 
Ganthie.//curaintied to question whether these activities may be considered "directed at" 
the subject of the. (,.".Sts or ROC? investigations, The Commissioner's office and CSEC 
decided in pursue discussions on this subject outside the framework of any specr:ific 
review. 


CSISC "Ctommcntv on 4Y St;(: nraft Revi:?,i.v Report of the "Nlinstevial Dirimivi.: on the Coltection and 
-Use. of Me taciata" at p6, e-mail to ()UK:Cs Director of Openationt. December IS, 2007. 
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In January 2008, the Commissioner's office provided Car with a discussion paper 
approved by Commit sinner  Gonthior concerning CSEC's use of parts (a) and (e) of its 
mandate. The paper raised two principal questions: (I) are parts (a) and (e) of CSEC's 
mandate independent? and, (2) are CSISilaw enforcement agencies (LEAsj being put in a 
position of having to choose. whether it is more important to attempt to obtain foreign 
intelligence in support of their investigations or to potentially jeopardise their sources? 


CSEC advised the Commissioner's office during discassioria that it uses part (c) of its 
mandate for three purposes: 


I. to provide technical assistance to CSISfLEAsi 


2. to assist CSIS under s.1(i of the CS1S Act; and 


3. to assist CSIS/LEAs by intercepting the cOMMooications, of a Canadianiperaon 
in Canada that is subject to a CSIS warrant (s.12 of the CS'S .4ct) or an LEA's 
authorization (under Part VI of the Criminal Code). 


Commiss ()net: Gonthier suggested that. this may be a narrow interpretation of part (c) 
CSEC's mandate, as part (c) could also permit CSIS arid LEAS to request that cstic use 


ItS (a) mandate for CSIS/LEAs' benefit, such as to provide foreign intelligence relating to 
a which is in addition to the three purposes described above. 
Therefore, parts (a) and (c) of CSEC's mandate may not he considered independent of 
each other; the. (c) mandate supplements but does not contradict the (a) mandate. 


CSEC responded to the discussion paper and disagreed with the Commissioner's 
suggestions regarding the merged authorities of parts and (0 of CSEC- s mandate. 
CSEC also rejected the argnment that its interpretation of parts and (e) of its mandate 
may he hindering CSISILEA.s investigations. Solicitor-Client Privilege 


Solicitor-Client Privilege 


flis 2007-2008 public annual report, Commissioner Gonthier indicated; 


In inst year's Annual Report, I noted that one of the issues raised by my review of 
foreign intelligence collection in support of the RCMP was 'whether (the 


foreign intelligence part of CSEC's mandate) was the appropriate authority in all 
instances for CSE to provide hue] ligenct,, support to the RCMP in the pursuit of its 
domestic criminal investigations." Pending a re-examination of the legal issues 
raised, I decided that no assessment would be made of the lawfulness of CSI:7:C's 
activities tai sopport of the RCMP under the foreign intelligence part of CSEC's 
mandate as it is Currently interpreted and applied. This issue remained unresolved 
as of March 31, 2008. My review of CSEC:A support to CSIS, which is reported 
on below., raised similar issues. As I note in this instance, and unlike the matter of 


Baum the, AIDinmur General, Policy and Corx:rm!nict at ion:, CS EC to th,$ExccuH4er zmw, 
March 11, KA 
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ministerial authorizations, I am in agreement with the advice that the Department 
of Justice has provided to CSEC. However, in certain cases, 1 question which part 
of CSEC- 's mandate should be used as the proper authority for conducting these 
activities. 'Discussions on these matters are ongoing. 


In :September 2008, officials frOITI the C« oat  office and CSEC met to con 11E10 
discussions respecting CSEC's application of parts (a) and (c) of its mandate using 
scenarios prepared by CSEC based on factual eases previously examined by the 
Commissioner's office during reviews. During this meeting, it became evident that 
CS.EC's practices had c.hanged significantly since the Siipport to CRS and Sapport 
RCMP Retio,$)s, CSEC provided a document entitled CSEC's Current Praciices R4ared 
to Paris (a) and ('Ohe Mandate2' 1, identifying new practices to he implemented on 
resumption of contact chaining activities, including: (I) a guide for CSIS on how to 
disclose information to CSEC in. support of CSEC's Fl mandate; (2) a form for how 
CSEC will acknowledge CSIS' messages; and G3) CSEC form Used to document how 
such information was used (if at all) and the context within which foreign intelligence 
vaitie was expected, This meeting coincided with CS.EC's issuing of a finalized and 
amended OPS-1-10 policy. Prior to suspension in April 2007, CSEC had been using a 
draft form of this policy to guide its metadata activities. 


Since the resumption of these activities, the number of contact chains 
conducted by CSEC was  a significantly smaller number of such 


conti-h-i.t chains than conducted prior to the Chief's suspension of these activities. As noted 
in the Meradara Review, C.'.SEC had conducted contact chains 


at that time. of the EREIs examined as part of the, CSE 
Suwon ro CSIS review involved contact chains 


VIII. FINDINGS 


The. Commissioner's office examined the-contact chains 
conducted by CSEC' during the, period of review. These contact chains were 


CSEC document CE1111.11) #136049, September 26. 2.ms. 
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A) Legal Requirements 


Finding no. 1: Comp&Ince with the law 


Based upon the information reviewed and the intervie'Ns conducted, CSEC 
conducted its contact chaining activities 
from October 2008 to October 20O in accordance with the law and Justice 
Canada advice. 


The contact chars conducted by CSFc, during, the 
period under review were appropriately authorized under part (a) of CSEC's mandate. 


With the significant changes made to these activities as described in the background 
section of the report and as summarized on the next page, the Commissioner- has no 
ques'dons like those raised in previous reviews as to whether such activities would be 
more appropriately authorized under part (c) of CSEC's mandate. The new processes put 
in place and followed by CSEC for the activities conducted during the period of review 
are assessed as consistent with parr (a) of CSEC's mandate. 


As motadata analysis does not involve the interception of private communications, the 
Criniitiai Code provisions relating to interception do not apply to these activities. 


The Commissioner's office requested a copy of any legal CpniOnS tcceived by CSEC On 
this subject in addition to those described in the background section of this report. En 
particular, we requested any opinions or advice relating to Me Chief of CSEC's decision 
to suspend contact chaining activities is April 2007. CSEC replied that while there was 
no writ= adViOe, PrOViCW to the Chief, his decision tesalted following discussions 
involving CSEC legal counsel, 


CSEC ex,piained the. Chief's April 2007 decision to suspend all contact chaining activities 
as follows: 


... The Chief had initial concerns that the activities could he ccmstdered "directed 
at" a Canadian. Following a review of the "cornerstone" legal opinions related to 
the Solicitor-Client Privilege 


Solicitor-Client Privilege 
However, the Chief directed that additional policy guidance related to the 
activities needed to be put in place to ensure that they would be conducted 
lawftiiiy and that appropriate management accountabilities would be cKerciscd. 
The activities were resumed fOilakviTia the approval of fa revised]. P OCedateS for 
RefadVta (0.P S-1-10). which 
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satisfied the Chief's 
requirements for additional policy guidance and management 


acct untabi 


The following is a summary of CSEC changes to contact chain ins activities 
following the resulnption of these activities sit October 2008 


Prior 10 saspertsion of acre:vanes October 2008 - present 


CSEC relied on interim guidance in 
draft form and had no formai 
perfidy ar pa ocedilres for contact 


activities 


CSEC anck.'r part (a) of its 
mandate; conduct contact chaining 


En response to 'requests for 
information" from Government of 
Canada Client agencies . 


• CSEC did not forroally respond to 
requests for information" front clients. 


• Clients rCquestcci/Fovided information 
about Canadians to CSEC foi 


rr different ways. 


• The clients' expectations in providing 
information about Canadianti to CSEC 
for were not always 
clear or docuixtonted. 


• CSEC publi.shed OPS- 1.-10 in 
September 2008, which provides 
comprehensive guidance for contact 
chaining activities 


ncluch rig an 
approval process and documentation 
requirements. 


• 0PS-1.10 prohibits contact chaining 


in response to a client request for 
information about Canadians. CSEC 
conducts metadata analysis to obtain 
security or ..oirninal intelligence in 
support of CSJSJLEA tive:Sti int OnS 
under part (c) of CSEC's mandate, 


To manage client expectations, CSEC 
acknowledges 'messages" or 
"disviasurds" of infonnation about 
Canadians from client agencies using a 
-standard form. 


CSEC created a client guide for CS1S 
clarify how to provide information to 


CSEC j:k support of CSEC' s foreign 
intelligence mandate. CSEC follows the 
processes in this guide for other el 


• CSC requires c:ietIts to indicite 
CSEC in messages or disclosures that 
the client obtained the infc,wmatiOn it is 
providing lawfully under its ailthOrities 
and that the client is providing the 
information to CSEC ill relation to 
CSECi s foreign intelligence mandate. 


E•rnaiJ from Se(tior Ptplicy and R2,vienm Akbeisor, Extern& Rcviost and Poticy Managetnenc, 
10, 2009, CERRID 11 Z34834; 
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• CSEC did not reecird the expected 
fotoign intelligence of cont:iiot 
eh:air:Mg a•-..-invitici3 


Iii Ntinisterini Requirements 


CSEC meg a standard template to 
slotAirrient: the conText within which the 
ft. reign irltelligini2e value. is expected 


WAR used 
ovratiuns ,if at all); and arty actions 
taken after the aekriowledgement was 
sent to the client. 


Finding no. 2: Coropii4race with Ministerial Directives 


CSEC conducted its mitact chaining act 'vides 


during the period  under review in accordance with the Ministerial 
Directivkn AuountA)ility Framework", "Fri vacy of Ca tiadians", lect on 
and Use of Metaciata". and "Support to Law Enforcemem and National Security 
Agencies". 


Minister  &l pirectivn 


The IVQ) on PriPary C'orladitins includes the foftwing tt.tuir-ernents that am Wevant to 
this review: 


• CSEC. must ensure that it dues not target the communications of Cana am.: 
and continues to adopt pmcedures to minimize the inadveneut collection of 
such communications and that in using or retaining infocmation CSEC tokes 
all possible ateusures and implements appropriate policies to protect the 
privacy of ‹...!anaditinsi anti 


• CSEC it; to ruPy cooperate with the CSE Commissioner.. . 


The Nif) on AocolmrabilOy Frvmework includes the following requirernetivi: 


• CSEC is to provide full support and mope mtion to the CSE Commissioner... 
and 


• CSTiernployt-.T.s must have a cleat urtdersuinding of the rules and 
LeSponsibilities of die organizatian. 


The MD on Collection and f1.0 Klisehleidata hicludes the following requirements: 


• CSEC will apply procedures for the use and Nientkm of metadata acquired 
throughits program consistent with 4-...7SEC's existing procedures to protect the 
privacy of Canadians; and 
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The meradat.a acquired in the execution of the C.!SE's foreign intelligence 
acquisition programs shaii be used strictly for: 


Network Analysis and Prioritization, and for CA-,ntact Chaining 
purposes; 


b) identifying new targets and target asscleiated selectors, which can be 
used: 


i.) at an.y time to intercept foreign telecommbnicatio.ns (both-end 
foreign); „. 


• Activities undertaken pursuant to this Ministerial Directive will be. subject to 
review by the CSE Commissioner as part of his mandate. 


The ML) on Support to Law Etilbrcenien; and Naliorulf Security Agencies includes the 
-Following requirements: 


• CSEC will assist RCMP, CSI; and other federal government departments and 
agencies with law and regulatory enforcement functions by providing 
intelligence through its signals intelligence program in response to 
Government of Canada and age.ncy-specific intelligence prioritiest 


* in providing support CSEC will protect the pnvaey of Canadians, be 
accountable, and ensure requests for assistance are in accordance with lawful 
authority; and 


• CSEC: seffi he subject to review by the CSE Commissioner. 


CSEC h s devoloped a c..ompreberisive series of policies and procedur s. which address 
the requirements, as set nut in the above noted M.Ds. Detail and discussion can be found 
in Section C) Policies and Procedures below. 


In addition, CS.EC management and personnel provided full support and cooperation to 
the Commissioner's office during the review. 


Ministeristi Authorizations 


Contact chainingaQtivitiv.;., including contact chaining 
do not involve. Interception and therefore ministerial authorizations (MAs) 


authorizing the interception of private communications are not required for these 
oetivitim 


However, the memoranda for the Minister of National Defence (Minister) requesting the 
MA tinder collection programs known as. 
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and IntzrceptiOn Activities Conducted in Slipport of Canadian 
Forces Operations in Afghanistan (Afghan MA activities) infotTa the Minister that: 


For your -information. CSEfq also acquires telecommunications-related inforrrucion 
used to identify, describe, manage or route all or part of the telecommunieation. 
information referred to as "Inotadata", To gain a better undemanding of the global 
information infrastructure and identify new targets. This activity, also authorized 
tinder paragraph 273.64(1)(d) of the Nalionfal Dqfence Ac. , does not require a 
Ministerial Authorization and is conducted in accordance with tho 2005 Min isteriai 
Direct ve entitled "Collection and Use of Metadata".23


C) .Policies and Procedures 


Approprialeriess of voik:,ies and procedure's 


Finding na. 3: Appropriateness of policies and procedures 


CSEC has appropriate policies and procedures that govern its contact chaining 
activities 


The promulgation of a complete and revised OPS-1.-10 in September '2005 addressed 
concerns previothiiiy s: .d by the Comnisiiiortor ill the Meiodwa Review Rc..p?fir., 
including the concern that CSEC should not rely on draft policy as guidance. 


The revised OPS-1 -10 includes increased and comprehensive. detail with respect to the 
process of rneradata analysis .(ror which contact chaining. is a part) 


Such guidance did not form part of the draft policy in use prior io 
September 2005. 


The lonuNving points iiummasize- some of the improvements made to OPS- 1-10; 


• The authorities for conducting ractadata analysis 
are clearly referenced as part (a) of the CSEC mandate, (A DA paragraph 
273334(1)W) and the Miaisterial Direclive on the Collectiirn and Use Cif 
Aloadwa, NI"ardi 2005:


• Greater context is provided with respect to the rationale for conducting 
metedata analysis, the requitement that privacy measures be applied to 
metadata known to be associated with Canadians anywhere or any person in 
Canada and therefore the need for senior roansgernent level approval pncif to 


conducting any analysis; 


Request itleffect. De,.::-...:511bcr 200,3= to roc, 1,304.r 22., 2010, `I'liz! manok-ande msp.xtiog 
does not contain thiSsiateine.m. 
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• Clear and more eompretionsi ye policy statetnents tying metadata analysis 
to the relevant of Canada, Ministerial 


Directives, and the requirement to institute me sores to protect. the privacy at 
Canadians; 


• Expanded detail related to the application of the foreign intelligence test 
including reference to ,Sterns to be included on the Approval form: 


• Approval granted for a period of limited to metadata collected up to 
and including the date of the approval, as opposed to a period of up to 


as previously permittedi 


Clearly stated limitations on metadata analysis activities 
(e.g„. OPS-1-] 0 prohibits the contact chaining of 
obtained by CSEC from departments or atter/cies of the 


Gwie ma-lent of- Canada 
,4 ): and 


• Sp=ifie dissemination, tracking and yetett-itko requirements. 


In addition to the above ,toted changes in ops-i-10, and as the operational interaction 
betty en CSEC and CSIS is greater than with other Government of Canada clients, 
early 2003; CSEC implemented a new guide informing CS1S how to provide 


to CSEC in support of CSEC's Fl mandate, 


CSEC aiso introduced two new Ibrins. The first is a form to acknowledge receipt of 
frinri This font; provides four possible responses sty 


fo 


• accepting the CSIS information for use under part (a) of C,SEC.'s mandate: 


advising that the information is being accepted but due to other priorities is 
not able to immediately action; 


advising that the information does not meet any eumnt. Government of 
Canada foreign intelligence requimments; and 


advising that tilt infatuation cannot be actioned under part. (a) of the CSEC 
mandate but would be able to reconsider information if a request was 
submitted as a request under part (C,) of CSEC'S Mandate. 


CSEC indicated that it applies the same principles and processes to Information about 
Canadian received from other law enforcement and security agencies for contact 


::4 Sextion2.8 of ON-1-10, Prace.eferres for Aleiadata 
Septutnbr.i• 2008. 
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chaining purposes. OPS-1 -10, the guide for CS IS and the new CSEC forms provide 
comprehensive guidance respecting, CSECs contact ehainfog aotivnies 


The new policy, guide and forms address findings. and 
recommendations by Past Commis.sioners relating to gaps in CSEC policy and 
procedures. 


CSEC uses the second form to docutrienr the I.-.ontcA1 within which the foreign 
intelligence value is expected. The CSEC intelligence analysts record how the 
information received from clients was integrated into current foreign intelligence 
operations, what actions were taken subsequent to receiving it from clients, the relevant 
Government of Canada intelligence requirements, the priority of thct information, i'ind 
summary of the SIGINT context. 


Awareness 1-tirpers..onnel 


Finding no. 4: Awareness of personne1 


Based on the interviews conducted, CSEC managers and personnel are aware of 
and comply with die policies and procedures that guide contact chaining activities 


CSC personnel involved in the activities reviewed demonstrated a solid awareness of 
the poficies and procedures related to contact chaining activities. The persumW 
interviewed were knowledgeable as to their respective responsibilities eeineeming 
compliance with the law end the Wte.CliOn of the privacy of Canadians. CSEC'4 
Operational Policy Section and S'IG1NT Programs Oversight and Compliance Section 
bhcfed CSEC's DOI management team respecting the requirements of the new OPS-1, 10 
policy on October L 2008. 


Altirit2gentent cOn.tr4W frarttework 


Finding no, 5: Marlaq-en st controUramework 


Based on the information reviewed and he interviews cwiducted, CSEC has Me 
means to determine if contact chaining Celiviitess 


have been. eixidt,icted in a mernici- consistent with policies and 
procedures and that the integrity of the activities is maintained on a routine Nisis, 
including appropriately accounting for important decisions and intbrmation. 


Based ot our direct observation of contact chaining activities 
as well as the organization and eractizes of the learns in OCT, I= nd 


conduc1ing such it is our 
assessment that CSLiC managers routinely and closely monitor contact chaining activities 


to make certain. alai the activities comply with the 
v Ming flip€horities. Managers were able to et-ovide the Commis ioner's office with 


copies of all requisite documentation related to each of the contact chains including the 
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mmitta. queries, end-product reportin~e and properly atithoiized contact chaining 
requests, 


C.:SEC has initiated, in iteccAance with the provisions of its CAPS-t-8 policy (Active 
Moniiosirw of Operations to Ensure Legal Compliance mid the Pro lion r?f the Privacy 
of Canadian-O., periodic. reviews of compliance with its UPS-1 policy, including for 
contact chaining activities CSEC 's Di reotoNte t' 
Audit, Evaluation and Ethics completed an audit of UPS-1.8 compliance in April 7.009, 
CSEC management accepted the auditors' recommendations to clarify UPS-1-8 and 
improve SICiIN'T' 3 active monitoring program. The Commissioner's office anticipates 
that these efforts will enhance CSEC's management control framework and contribute to 
the degree of understanding and consistency that CSEC officials apply to the direction 
provided in the OPS- .1 policy. The. Commissioner's office will monitor CSEC's efforts to 
address recommendations froth its internal auditors to clarify UPS-I-8 and improve 
SIG/11"s active monitoring program. 


CPS-1--g, also addresser the direction provided in the 'Ms an Accownobiliry Framework 
in addition to Prieacy of Canadians, by setting out the =wit-en:lents at CSEC necessary 
to reinforce compliance with legal and privacy-related operational poi icy. 


X. CONCLUSION 


Over the last five years, ia nunOer of reviews conducted by the Conunissioner's office 
recommended that CSEC re--examine its interpretation and application of parts (a) and (e) 
of mandate. particularly in the context of contact chaining activities 


in April .2007, the Chief of CSEC suspended contact chaining activities 
CSEC resumed contact chaining activities 


in October 2008 after making significant changes to the conduct of 
the activities and to the associated policy and accountability framework. 


This i'eview examined the- MiXsiltatl chaining activities 
that CS.EC conducted from the resumption of these activities in October 2008 


to October 2009. The review was conducted under the ilahority of the CSE 
Commissioner as articulated in Part V.1, paragraph 27I63(2)(a) of the ND.4. This is the 
first review focussed exclusively On CSEC's contact chaining activities 


Tile objectives of the review were: to acquire detailed knowledge of and document CSEC's 
new approach to contact chaining ; to assess whether 
the contact chaining activities conducted during the 
period under review complied with the law; and to assess the extent to which CSEC: protected 
the privacy of Canadians in carrying out those activities, 
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B as :,1 upon the hifonnation reviewed, is clear that contact e iuiriing 
can be a valuable tool for CSEC in identi foreign . utelligence 


entities tat' int rest and obtaining for' lgn intelligence that meek; Cinverriment of Canada 
prier ..?es. 


Based upon the infOrmation reviewe.d and the intervieWs 0,:e)iducAA- CSEC conducted its 
contact Oct/rung acti vit tes during the pe6orl sir 
review in accordanm with [he law cud Ju,stiixr Ciltada advice. The:contact chains 


conducted by CSEC dul'ing the period under 
review were appropriately authoraed. under part (a) of CSEC'.s mandate, With the 


gn fi cant eh ileges mi•idelo the$c-, activitit'!:S AS 01,10.inc?.d Ill, the ComrftiSSioner's 
office has no questions like those mired in previous reviews as to whether such act vitieS 
would h more appropriately atithoria:d under part (e) o 'SEC's mandate, The 
Commissioner's-offi.ce fiS,sesses the new proQeiseS put in place and followed by (SEC, 
for the activities ixinducted during the period of roicw, ai.consIstent mniti part (a) of 
CSEC's mandate. 


Based upon the information reviewed and the. interviews conducted, CSEC's:contact 
chai.ril ng activities durirlg the period of review 
were also conducted in accordance with F1 nirt.eriai ve.quirealc,tnt :Sel 01.1t it3 Ministerial 


directives,. 


CSEC hies appropriate policies and procedures that govem its contnt chaining-activities. 
New policies, guides-and forms address findings 'and 


recommendations by past Cornmi,ssioners ixda6ng to gaps in policies and procedures. CSEC 
manakrs and officials ate Ikviare of and comply with the policies and procaures-CSEC-
manners rootiney and eIOSelS rnotutot contact chaining activii.he 


to malte.;.',ettain the -aetivit s comply with the.governing 


During the period under review, which began immediately faowing the. October 2008 
resumption of adiviti S'AA6r the ctanges CStEC made, the. number of contact chains 


conducted by CSEC was significantly smaller than 
the number of such contact ehains conducted prior to the Chief of C EC . uspendiriAg these 
activith.,s; 


Given the .significant changes made by CSEC and the. poSiliyeV*111-S of this review, the 
COromisionor emiders past recommendations completed and issues raised .in 
As-tem/As made past public Annual Reports as addressed. 


liowow. given t13at these Kiiviticts.in.yolve iirforrnakion hoot-s  and may att. f 


rae:130vac: Of Canadians, the CortiMissionet hits direcAed his officiaN to regularly 
EC monitor the number of contact chains that CS


condtiets. and I' rc view them, 


A hst c> all -findings is enclosed at Annex -A. 


kor:f.11.. Dealry, ContmiEsmner 
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ANNEX A — Findings 


Finding no, 1: Compliance with the law 


Based upon the information reviewed and the interviews conducted, CSEC contacted its 
centart chaining activities from October 200S to 
October 2.009 in accordance with the law and justice Canada advice. 


Finding no, 2: Compliance tvillt Minislerint Directim 


CSEC conducted its contact chaining activities 
during period under review in accordance with the Ministerial Directives on 
"Accountability Framework", "Privacy ck.f Canadians", "Colletion and Use of Metadata";
and "Support to Law Enforcement and National Security Agencies'. 


Finding no. Appropriateriess of policies and procedures 


C.SEC has appropriate policies and procedures that govern its contact chaining activities 


Finding no. 4: Awareness of personnel 


Based on the inteiNiews conducted, CSEC managers and personnel are aware of and 
comply With the policies and procedures that guide contact chaining activities 


Finding no, 5: Management control frfmteworic 


Based on the information reviewed and the interviews conducted, CSEC has the means to 
determine if contact chaining activities have been 
conducted in a manner consistent with policies and procedures and that the integrity of 
the activities is maintained en a routine basis, including appropriately accounting for 
important decisions and infornintion. 
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ANNEX 11 - ItitinNiewees 


Production Manager, Office of Counter Terrorism 
Production Manager, 
Team Leader, Office of Counter Terrarito-n  
Team Leader, Office of Counter TetTorism (2) 
Intelligence Analyst, Office of Counter Terrorism 
Intelligence Anal yst, 
InwlIigence Analyst, 
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ANNEX C Timeline or Events 


October 2003 — Justice Canada issned a legal opinion entitled 
Solicitor-Client Privilege 


Solicitor-Client Privilege 


The Commiviioner's office had no questions respecting this advice. 


May and September 2004 — Advice from Justice Canada counsel presented in 
pi-AmPoint presentations states that Solicitor-Client Privilege 
Solicitor-Client Privilege 


Solicitor-Client Privilege 


Solicitor-Client Privilege The 
Comn-iissioner's office had no questions resneonn this advice. 


June 2006 —Cot-amiss:loner's report on (CSEC Support to Law EnforcenEept: Royal 
CanadiaN Mounted Police Phase ('SEC Mandate (a)) iTi ltided the following 
recommendation: 


Rec.ommendation no, 2; 


We be-lie:ye that C.SF, must re-examine its intexpart?..nton and application of 
mandates fa) and (c) and ensure that all .docisions sand resulting activities arc ilascd 
upon criteria that have been consistently applied and are statutorily defensli)le. 


Until such time as this occurs:. we will not provide. an assessment of the 
lawfulness of CSE's activities in aipport of taw enforcernem under imintialz(a) as 
currently imrpreted and applied. 


CSIEC accepted the recommendation. 
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June 2006 w CSEC rovides a copy of draft policy GIPS-1 Procertiaral‘Pr Metadata 
An inns' 


April 2007 — C"Sa: su.sciends contact chainitig 
The reasons for the suspension were never put in formal correspondence, 


although a response- provided to queries in this regard is detailed in the Headings section 
of this report. 


,)tine 2007 — Commissioner's 2006-2007 public annual report indicated: 


"During the second phase of the review, a detailed ONiirriinatiem of C',8E's response 
to RCMP requests for intelligence-related information identified two issues of 
concern I1UT rNtiired further e.gal study by CSE. The first was whether mandate 
(a) was the appropriate, authority in all instances for CSE to pros'ide intelligence 
support to the RCMP in the pursuit of its domestic criminal investigations. 
Pending a re-examination of this issue by CSE, no assessment was made of the 
lawfulness of CS.E's activities in support of this agency  under mandate (a) as 
currently interpreted and applied by CSE. My staff is monitoring the issue." 


January 2008 -- Commissioner's report on. Ministerial Dire' rive, Communications 
Securit t Establiskwtt, CoBeetion and t)yo r)fbieforlaj.ei match 9, 2005, included the 
following recommendation; 


Recommendation no. 27 Contact Chaining 


CST'', should re-examine and re-assess the legislative authority used to conduct its 
contact chaining activities particularly 
those supplied by federal law enforcement and security ageriCIV3 engaged is 
ongoing criminal and national security investigations. 


January 2008 — The. Commiuioner's report on CSEC Support to CSIS Phase link:1okt.] 
the following 


Observation no. 3 


CSTS requests for information that may relate to a specific investigation or 
warranted aeti .ity under section 12 of the CSIS Act, such as any e--mails or 
telephone calls related to a Canadian's telephone numbers or o-mail addresses, 
may be more appropiateiy made and dealt with under CSErs mandate, as they 
ace in fact being used by CSIS to further an authorized investigation being 
conducted by CSfS, 


As was indicated in the report: on CSE support- to the. RCMP dated June. 2006. and 
the review or the Ministe.rial Directive, Commumications see Sri Establishment, 
Collection aria Use of Metadata, March 9, 2005, submitted to the Mirlister in 
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January 2008, CSE should be able to assess its activities in response to any client 
depaiment seeking intelligence support based on foreign information obtained 
from, and/or .Finked to, persons in Canada under lawful investigation, (p. 8) 


CStS requests for seculity intelligence concerning foreign entities in support of 
authorized seat ion 12 investigations in Canada are therefore requests to pro'vide 
operational support to a national security agency, thus requiring CSE o conduct 
its activities under its (c) mandate. This distinction is important because it 
determines how CSI' handles the information it is collecting. +.vhich differs 
depending on whether it is acting as the principal, under mandate (a). or as the 
agent. under mandate (e). (p. 9) 


Recommendation no. 2: 


In accordance with the above-noted onservation and Recommendation no, t. pis 
well as with Recommendation no. 2 from the RCMP Phase LI review (submitted 
to the Minister of National Defence, .hine 16, 2006), CSE should re-examine its 
interpretation and application of mandates (a) and (c) and ensure that all decisions 
and resulting activities are based upon criteria that have been consistently applied 
and are statutorily defensible: (p. 


January 2008 — Commissioner's office provided CSEC with a discussion paper 
approved by Commissioner- Gonthier concerning CSEC's use of parts (a) and (c) cif the 
mandate. This paper raised two principal questions: (I) Are CSEC's (a) and (c) mandates 
truly independent as suggested by CSEC? (2) Are CSIS!LEAs being put in a position of 
having to choose whether it is more important to attempt to obtain foreign intelligence in 
Support of their investigations or to potentially jeopardize their sources? 


February 2008 — Commissioner's independent counsel Solicitor-Client 
Solicitor-Client Privilege 
Solicitor-Client Privilege 


March 11., 2008 — CSEC responded to the Commissioner's office's discussion paper ar:d 
i-nested suggestions relating to "merged authorities" and that Catit's interpretation of 
parts (a) and (c) of its mandate may be hindering CSISILEAs investigations. 


May 2008 — Commiss onei s 2007-2008 public annual report indicated: 


Interpretation of foreign intelligence mandate 


In. last year's Annual Report, I noted that one of the issues raised by my review of 
CSEC's foreign intelligence. called ion in support of the RCMP was "whether the 
foreign intelligence part of CSEC's mandate] was the appropriate authority in a]i 
instances for CST.' to provide intelligence support to the RCM? in the pursuit of its 


domestic .crimir.tai in.vogigotious." Pending a re-examination of the issues 
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wised. I decided that. no assessment would be made of the lawfulness of CSECs 
activities in suppor!, of the RCMP under the foreign intelligenoe part of CSEC's 
mandate as it is currently interpreted and applied. This issue remained unresolved 
as of March 31, 2008. My re.vieW of OTC's Support to CS1S, which is reported 
on below, raised similar issues. AS I note in this instance. and unlike the matter of 
ministerial authorizations, 3 em in agreement with the advice that the Department 
of Justice has provided to CSEC. However. in certain cases,1 question which part 
o CSEC's mandate should be used as the proper authority for conducting these 
activities. Discussions on these matters are ongoing. 


,Jury 2008 Minister responded to Commissioner's Met.cutwo and Sopporfry CSIS 
review reports indicating that: the interpretation of parts (a) and (c) ofCSEC's mandate 
has been the subject of ongoing discussions with OCSEC..." 


September 2008 --Commissioner's office and CSEC met to discuss CSEC's application 
of parts (a) and (c) of CSEC's mandate using scenarios prepared by CSEC based on 
factual cases previously examined by the Commissioner's office during reviews. During 
this meeting, it became evident that CSEC's practices had charged since the S.Ipport to 
CRS and RCMP reviews. 


September 2008 CSEC provided a document (CERRID #138049) identifying CSEC's 
new practices implemented since the reviews in January/February .2008, inei itch ng; (I) a 
autde for CAS on how to disclose information to CSEC in support of CSEC's FT 
mandate; (2) a form for how CSEC will acknowledge CSIS' messages; and (3) a CSEC 
form used to document how such information was used (if itt all) and the context wittun 
which H value was expected. 


September 200$ — revised OPS-1-1.0, Procaciares for Metadatu AnOysLY 
became effective. 


October 2008 — CSEC. recommenced contact chaining activities. 


April 2009 --Terms of Reference sent to CSEC for this review, 


March 21)10 CS :'S Seini-Anrioat. Updtve en Revfew Reammoidations indicated, 
regarding the status of action to address recommendation #2 of the June 2006 Support to 
RCMP Mandate A revie.wi 


CSE operations, legal, Enid policy staffs conferred through the summer of 2006, 
which Mcluded a ftill-day workshop on this and related issues; the results will he 
validated during the fall. The aim is to formalize via the new obey package on 
CSE support to federal law enforcement and security agencies (CPS-4-1) slated 
for release in the context of the CS-E-RCMP MOU revision. In the meantime, any 
requests for specific 'reactive' intelligence support of the type referred to in the 
review recommendation will he dealt with on an ad hoe basis in consultation with 
!oral staff. 
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Implementation not corriploted as of April 2010: The new policy t7n supl.:tort to law 
enforcement and security agenejes (revised draft. c OPS-4-1 was completed in 
Deccrnher 2009 and is almost ready for circulation) will further °tarry and 
fonnaliz, the direction. In the interim, all requests are handled on a case-by-case 
basis and oversight is provided by tho Direaor MINT Requirements in cases 
where the Di =tor has any doubt, advice is sought from justice legal counsel. 
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Minister 
of National Defence 


Ministre 
de la Defense nationale 


Oaavva, Canada K1A 0K2 


COT,IfIDEN:T1AL 
Canadw to Only 


'titteit.-. 1 2 2011 


The Honourable Robed Decary QC 
Commissioner of the Communications Security Establishment 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station 3 
Ottawa, Ontario 
KIP 554 


Dear Commissioner: 


I am writing to respond to your 16 December 2010 report entitled A Review of CSEC 
Confect Chaining Activities It was reassuring to note that 
during the course of the review you found that CSEC complied with the law, ministerial 
requirements, and operational policies. 


I note that this review resulted in only positive findings and did not produce any 
recommendations for further improving the examined activities. Since this review 
focused on fairly recently resumed activities, I was pleased to see that the supporting 
processes were deemed fully satisfactory. 


Sincerely, 


f2c.,4e' 


The Honourable PeterMaCay, P.C., M.P. 
Minister of National Defence 


CONFIDENTIAL 
canadian Eyes  Only 


Canada. 
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Minister 
of National defence 


CONFIDENTIAL 


Minist 
de la Defense riatieriatiz.= 


tat4wio. CanadaKi A 0K2 


The Honourable Robert ❑ecary 


Commissioner of the Communications Security FetablishMent 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station 
Ottawa, Ontario 
KIP 554 


Dear Commissioner Decay: 


I am writing to respond to your letter dated 25 Marbh 2013, containing the results of your 
review of the Communications Security Establishment Canada.(0SEC) Privacy Incident 
File and Minor Procedural Errors Report for calendar year 2012. 


I am pleased to note that your review did not reveal any systemic deficiencies at CSEC 
or issues requiring follow-on actions on the part of our office, and you were satisfied that 
CSEC took appropriate corrective actions in response to privacy incidents recorded in 
2012. 


Sincerely, 


vusta4,,," 
— e 


The Honourat410 titer MacKay, P.C„ M.P. 
Minister of National Defence 


Canadb 
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Communications Security 
Establishment Commissioner 


The Honourable Robert Decary, Q.C. 


The Honourable Peter G. MacKay, PC, NIP 
Minister of National Defence 
101 Colonel By Drive 
Ottawa, Ontario 
KlA OK2 


Dear Mr. MacKay: 


Canada 


Commissaire du Centre de la 
securite des telecommunications 


L'honorable Robert Decary, c.r. 


TOP SECRET/COMINT/CE0 


July 4, 2011 


In November 2007, the Chief of the Communications Security Establishment Canada 
(CSEC) wrote to the Commissioner to inform him that CSEC had created a central file describing 
CSEC operational incidents that did or could impact on the privacy of Canadians. The Chief 
indicated that CSF,C's privacy incident file (PIF) would be made available for review "as a 
proactive means to demonstrate [CSEC's] commitment to protecting privacy, helping ensure 
transparency, and enhancing public confidence in CSE[C]". The purpose of this letter is to provide 
you with the results of my review of CSEC's PIF. This review was undertaken under my general 
authority as articulated in Part V.1, paragraph 273.63(2)(a) of the National Defence Act (NDA). 


My reviews of CSEC activities generally include an examination of any privacy incidents 
relating to the subject of review. This first review of the entire CSEC PIF focused on those 
incidents not examined in detail in the course of my other current reviews. I examined all signals 
intelligence (SIGINT) and information technology security (IT Security) privacy incidents 
recorded by CSEC in its PIF in calendar year 2010, and the associated actions taken by CSEC to 
correct the incidents. The objectives of the review were to: acquire knowledge of the incidents 
and corrective actions; and inform development of my work plan, by determining what privacy 
incidents and related activities, if any, may raise issues about compliance with the law or the 
protection of the privacy of Canadians, and therefore should be subject to follow-on review. In 
addition, review of the PIF assists me in evaluating CSEC's management control framework. 


P.O. Box/O.P. 1984, Station '13"/Succuisale .43•• 
Ottawa, Canada 


K1P 5R5 
(612)'39?, 3044 Fox: (313) 902-409a 
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According to CSEC, a privacy incident occurs when the privacy of a Canadian is put at 
risk in a manner that runs counter to, or is not provided for in, its operational policies. CSEC 
policy requires CSEC SIGINT and IT Security employees to report and document privacy 
incidents in order to demonstrate compliance with CSEC policies and legal requirements, and to 
prevent further incidents. 


During the period under review, CSEC identified and recorded in its PIFEprivacy 
incidents: Mincidents involved the inadvertent inclusion by CSEC or by one of its second party 
partners in the United States, United Kingdom, Australia or New Zealand of Canadian identity 
information in a CSEC or second party report;Mincidents concerned CSEC or a second party 
partner unknowingly targeting a Canadian or a person in Canada (one of these was also included 
in the previous grouping of.); CSEC mistakenly sent Canadian identity information to the 
wrong reci ient in. cases; =incidents involved the inadvertent 


Based upon the information reviewed, I am satisfied that CSEC took appropriate 
corrective actions in a timely manner in response to the privacy incidents it recorded during 
2010. My review did not reveal any systemic deficiencies or issues that require follow-on 
review. I am pleased to note, though, that CSEC will include in a revision to its policy, 
guidance respecting how to correct, without attracting undue attention, privacy incidents relating 
to the inadvertent naming of a Canadian in reports in specific circumstances. 


My review did not result in any recommendations. However, my officials identified and 
communicated to CSEC suggestions to make the PIF record complete and consistent, in 
particular concerning the assessment of potential consequences flowing from the incident, and 
verifying whether and when corrective actions had been taken. 


I intend to conduct an annual review of CSEC's PIF. 


If you have any questions or comments, I will be pleased to discuss them with you at 
your convenience. 


Yours sincerely, 


Mr. John Adams, Chief, CSEC 
Mr. Stephen Rigby, National Security Advisor to the Prime Minister, 


Privy Council Office 
Mr. Robert Fonberg, Deputy Minister, National Defence 
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Minister 
of National Deferiee 


JUL 2 2 N11 


Mirtistre 
do le Defense rationale 


Ottawa. Ca:Ada IA t3E.2 


TOP SECRETI/COM INTI1Cantidi en Eyes Only.


The Honourable. Robert Ncary 
Commissidner of the Communications Security Establishment 
1)0 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
KIP 5134 


Dear:C.ornraissioner 


Chi writing to respond to your report of 15 March 2011 entitled A Fieviow i)t` CSEC 
GINT:s Thrgeting and Selector Aganailement 


SOO your ;3tppoir3.1:ment June 2010. your legislated duty to rev4m. CSEC aCfiVitteS for 
their lawfulness has been a significant cornerstene of my accountability for the 
EstahiishiTient, For this reason, I am pleased to rote that during the ci--.).ur.:_,;e of the 
revie,N, you found that CSEC conducts its SIGINT targeting and selector management 
activities in eccor dance with the law and that suillibir.,iint policies and processes exist to 
satisfy CSEC's legal rectuiremert not to direct its SIGINT riterwiftri activities at a 
CanaCil:.=in or any person in Canada. 


I understand that CSEC has accepted and will take measures to reinforce its current 
policy on =targeting in response to the recommendation: contained in your report. 


For your convenience. I have attached CSEC's management response to your 
recommendation I trust the response will meet with your satisfaction. As always, the 
Chief of CSfiC is open to discussion with your office regarding any aspect of this review. 


Sincerely, 
,...1 


A I
'11--atrazie2 


7Tho Ho firitTiair .. Pete{ Mackay, P.C., f.,,,I,P 
Minister Of Nc. 'owl} Ciejerica 


Canada 
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ANNEX to the Minister's Letter to the Commissioner 
Response to the Recommendations in the OCSEC Report 


A Review of CSEC SIGINT's Targeting and Selector Management Activities 


Review Recommendation 


Recommendation no. 1: "CSEC should provide specific guidance forMtargeting." 


CSEC Management Response to Recommendation 1: 


Accepted. CSEC accepts this recommendation regarding the need for specific guidance 
in conducting targeting activities and will incorporate this 
recommendation in its work plans. 


Timeline: Barring any operational requirements or resource issues, it is anticipated that 
specific policy direction will be promulgated by the end of FY 2011-2012. 
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Minister 
of National Defence 


Ministre 
de la Defense nationale 


Ottawa. Canada KlA 0K2 


SECRET 


JAN 0 4 2012 


The Honourable Robert De-eary 
Communications Security Establishment Commissioner 
90 Sparks Street, Suite 730 
P.O. Box 1984, Station B 
Ottawa, Ontario 
KIP 5B4 


CSE /CST 
Chiefs Office / Bureau du chef 


JAN 1 0 2012 
Czar. so 101 
Re/Dossier COI- It- Obb13 


Dear Commissioner Decary: 


I am writing to respond to your letter dated 4 July 2011, concerning your review of 
CSEC's Privacy Incident File (PIF) 2010. 1 am pleased to note that based on the 
information reviewed, no issues require follow-on review for compliance with the law. 
As well, I note your satisfaction that CSEC responded appropriately to the privacy 
incidents recorded during 2010. 


The Chief of CSEC is, as always, open to discussion with your office regarding any 
aspect of this review. 


Sincerely, 


The Honourable Pbter G. MacKay, P.C., M.P. 
Minister of National Defence 


cc: Mr. John Adams, Chief, Communications Security Establishment Canada 


Canada 
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Cominunik-Atikwis 
Esiat-Ai:•t-Hraint 


The Honourable Peter MacKay, PC, MP 
Minister of National Defence 
101 COlOild By Drive 
Ottawa, Ontario 
KIA ()K2 


Dear Mr. MacKay: 


diA C..:;fs,,otre 


r. 


SEC RE1%iCE0 
Osxr File # 2200-72 


March 13. 2012 


The purpose of this letter is to provide you with the results of my review of Communications 
Security Establishment Canada's tC.SEC) disclosures of Canadian Identity inferniation (CU to 
Government of C.:anada (GC) clients tOr calendar year 2011. This review was undertaken under my 
general authority as articulated in Part V. 1., paragraph 273.63(2)(a) of ihe Nadorrai .T.><1i'nee Acf 
(M).4). 


Based on my assessment of the intbnoaiiori reviewed and the interviews conducted, CSEC's 
disclosure of suppressed CIT to GC clients was conducted ill complianec with the law. Operational 
policies and prouedures are in place and provide sufficient direction to CSEC employees respectin2 tic 
protection of the privacy of Canadians. CSEC employees were knowledgeable about, and acted in 
accordance with, the policies and procedures. 


CH may be included in C'SBC's signals intelligence reports if it is required understand or 
the foreign intelligence, However, with some limited exceptions which are stated i CSEC 


policy, any intbrmation that identifies a Canadian must be suppressed in the reports — that is, replace d 
by a generic reference such as "a named Canadian". When receiving a subsequent request for disclosure 
of the details of the suppressed information, CSEC must writ," that the requesting client. has both the 
authority and operational justification For obtaining that CE 1, Only then may CSEC provide the Cll. 


:::fitali,Y.1",E.r.f .wmiriNtle LZ,
()tam:, 


FA: qi.32-::t)5 
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In November 2008 and February 2010, in detailed reviews of CSEC's disclosures of Cil to 


CC clients, (...ottanissioners found that CSEC complied with the law and prowled the privacy of 


Canadians. However, should there be an instance of non-compliance while CSEC discloses CII to 


CC Clients, the potential impact on the privacy of Canadians could be significant. Therefore, my 


predecessor directed in 2010 that an annual review of a sample of disclosures of Cll to GC clients be 


conducted.. to verify" that CSEC continues to comply with the law and maintains measures to protect 


the privacy of Canadians. This is the second such annual review and fbilly,vs my report of 


February 2011. 


CSEC received and approved requests from GC clients for disclosure of SUppressed CH 
contained in foreign signals intelligence reports during the period of January tea June 2011_ CSEC 
denied. a total of BEcques-ts during that time. This review encompassed a. sample of disclosures 


made to the MGC entities that were provided with CIL The sample represents approximately 2.0 


per cent of the total number of requests dar in .t the period under review. My officials examined the 


disclosure request !brim used to document the clients authority and justification for obtaining 3:-


Cll., associated CSEC foreign signals intelligence reports and the disclosures of CIL 


My review does not result in any recommendations. However. my officials observed and 
communicated to CS.EC that the usual meticulousness exhibited by the section responsible for 


processing disclosure requests was a little less so during the period under review. Approximately ten per 


cent of the request firms did not contain important details about the client -s authority to obtain the Cll. 
Nevertheless, CSEC was able to provide to my officials using other records cl,;ar evidence that all 
activities were authorized and conducted in accordance with policies and procedures. Th.erethre, I find. 
that the gaps in CSEC's records did not lessen the protection ;Attie privacy of Canadians in respect of 
those disclosures. 


In addition, I examined CSEC's progress since last year to address the two recorraneadations 


in the February 2010 review report relating to providing tools to support tract kine of disclosures of 


Cl! and to improving the consistency and accuracy of reporting to you about these activities. CSEC 
indicated that, commencing as early as March 2012, it plans to test with one CC client the 
automated system for disclosures. If the test proves effmtive. CSEC plans to expand the system to 
other (IC and international partners. CSEC provided my officials with a demonstration of the 
6ystem's capabilities and hinctions. 1 remain satisfied that CSE.C's use of a detailed working aid as 
well as the complete implementation of the automated system will address these. recommendations, 
enhance CSEC's ability to actively monitor conviiance, and produce accurate and consistent metrics 


respecting these activities. 


I intend to continue to conduct an annual review era sample of CSEC"s disclosures of CH to 
CIC clients. 
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('SEC was inlbrined of the results of this review prior to .Forwarding this letter to you. 


if you have any questions or comments, I will be tIcased to discus them with you at 
your convenience. 


Yours sincerely-, 


Robert Meary 


c.c. Mr. John Forster, Chief, CSEC 
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Minister 
of National Defence 


Ministre TOP SECRET//SI//CEO 


de la Defense nationale 


Ottawa, Canada MA OK2 


CERRID # 1327994 


MINISTERIAL AUTHORIZATION 


COMMUNICATIONS SECURITY ESTABLISHMENT 
COLLECTION ACTIVITIES 


In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Forster, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE, with the assistance of the Canadian Forces or other 
government departments or agencies where necessary, to intercept private 
communications acquired through the activity described as 
Interception for the sole purpose of obtaining foreign intelligence in accordance 
with the Government of Canada intelligence priorities. 


3. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


(ii) OPS 1-13 — "Operational Procedures Related to Canadian 
Collection". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Govermnent of Canada. 


Canacin! 1 
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4. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the current versions of the Ministerial Directives 
"Privacy of Canadians", "Accountability Framework", and "Collection and 
Use of Metadata". 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it is satisfied relates to foreign entities 
located outside Canada. 
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d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 


the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


5. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, such as a sustained substantial decrease in the value of 
this source of foreign intelligence, or any sustained major increase in the number 
of recognized private communications or solicitor-client communications 
intercepted pursuant to this Ministerial Authorization. 


6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and CSE shall support and assist the Commissioner in 
carrying out such reviews. 


8. This Ministerial Authorization shall have effect for one year, from 1 December 
2013 to 30 November 2014. 


Dated at  thisal-   day of 


The`Flonourable Rob Nicholson, P.C., M. 
Minister of National Defence 


2013. 
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Minister 
of National Defence 


SECRET//CEOMinistre 
de la Defense nationale 


Ottawa, Canada MA OK2 


CERRID # 1327990 


MINISTERIAL AUTHORIZATION 


COMMUNICATIONS SECURITY ESTABLISHMENT 
CYBER DEFENCE ACTIVITIES 


In the matter of subsection 273.65(3) of the National Defence Act: 


1. In the exercise of the power conferred on me, I have read the submission of John 
Forster, Chief, Communications Security Establishment (CSE), and I am satisfied 
that the conditions enunciated in subsection 273.65(4) of the National Defence 
Act have been met. 


2. I therefore authorize CSE to engage in cyber defence activities on computer 
systems and networks of the Government of Canada that risk the interception of 
private communications where the sole purpose of those activities is to protect 
those computer systems and networks from mischief, unauthorized use or 
interference. 


3. As required by the National Defence Act: 


a) This Ministerial Authorization authorizes CSE to intercept private 
communications to the extent necessary to identify, isolate or prevent harm to 
Government of Canada computer systems and networks. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS-1 — Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities; and 


(ii) OPS-1-14 — Operational Procedures for Cyber Defence Operations 
Conducted under Ministerial Authorization. 


c) For the purpose of paragraph 273.65(4)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall only be used or retained if it is essential to identify, isolate or prevent 
harm to Government of Canada computer systems or networks. 


Canacl-3 
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4. Prior to engaging in activities associated with this authorization, CSE shall inform 
me of any request in writing from a federal institution on which it intends to act 
under the authority of this Ministerial Authorization. 


5. Any private communications copied but not used or retained by CSE under the 
authority of this Ministerial Authorization may be held for a period of up to 
twelve months from the date that private communication was copied. 


6. After expiration of this Ministerial Authorization or at any time upon request, 
CSE shall provide me with a report that specifies, on a per federal institution 
basis, the number of private communications used or retained that, pursuant to 
this Ministerial Authorization, contained information that was essential to 
identify, isolate or prevent harm to Government of Canada computer systems or 
networks.


7. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measure apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the current versions of the Ministerial Directives 
"Privacy of Canadians" and "Accountability Framework". 


8. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act, 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure they are in compliance with the law 
and authorized, and CSE shall support and assist the Commissioner in carrying 
out such reviews. 


9. This Ministerial Authorization shall have effect for one year, from 1 December 
2013 to 30 November 2014. 


Dated at  (*)-41,wck,  , this  g+ 1  day of 140 2013. 


The Honourable Rob Nicholson, P.C., Q.C., M.P. 
Minister of National Defence 
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Office of the 
Privacy Commissioner 
of Canada 
112 Kent street 
Ottawa, Ontario 
KIA 1113 
Tel :(613) 995-0210 
Far. (613)947.6850 
1-800-282-1376 
www.privcont.9C.ca 
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Commissariat 
A Ia protection de 
Ia vie privee du Canada 
I 12.rue Kent 
Ottawa (Ontalio) 
K IA 1H3 
Tel.:(6131995-8210 
T6lec.:(613) 947-6850 
I-800-282-1376 
www.privcom.oc.ca 


Mr. John Adams 
Chief 
Communications Security 
Establishment Canada 
P.O Box 9703, Terminal 
Ottawa, Ontario 
K1G 3Z4 


Dear Mr. Adams: 


CSE /CST 
Chiefs Office /Bureau de chef 


tl _ vo.683 


JAN 1 j 2009 


File/Dossier 


Re: Privacy Impact Assessment (Mend te-B Activities) 


JAN 0 5 2009 


Our file: 5705/C729-2 
PIA-350 


We are sending you this letter in response to the Privacy Impact Assessment 
(PIA) on the Communications Security Establishment Canada's (CSEC) core 
'Mandate-B' activities (under section 273.64(1)(b) of the National Defence Act), which 
the Office of the Privacy Commissioner of Canada (OPC) reviewed from November 
24 to 27, 2008. Due to the security classification of this PIA, OPC staff conducted the 
review on site, which is a departure from our normal review procedures. 


While focusing on the two principal 'Mandate-B' activities at CSEC, the PIA 
also provided some details about a less frequently provided 'Mandate-B' service, as 
well as about ongoing administrative activities, which involve the collection of a 
limited amount of personal information. However, the details provided about these 
secondary activities were not sufficient for the OPC to provide either observations or 
recommendations. CSEC should determine whether these activities would be 
appropriately dealt with in a separate PIA. 


We have completed our review of the PIA and are now in a position to share 
our observations. 


GENERAL COMMENTS 


CSEC's legal mandate to conduct 'Mandate-B' activities is derived from 
section 2.73.64(1)(b) of the National Defence Act: "to provide advice, guidance and 
services to help ensure the protection of electronic information and information 
infrastructures of importance to the Government of Canada." 


Section 273.64(2)(b) further states that these activities "shall be subject to 
measures to protect the privacy of Canadians in the use and retention of intercepted 
information." 


April 30, 2014 
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PRIVACY RISKS 


The PIA identified a number of potential privacy risks, which will not be 
described in this letter because of the security classification of the PIA. These risks, in 
addition to appropriate mitigating measures, as outlined in CSEC's relevant Action 
Plan, have been discussed directly with CSEC. 


CONCLUSION 


The OPC appreciates the CSEC's commitment to protecting the privacy of 
Canadians, as demonstrated by its thorough assessment of privacy risks for its 
principal 'Mandate-B' activities. This assessment was provided in its PIA report and 
Action Plan. Based on our review of these and other background documents, the 
OPC is satisfied that the Action Plan will adequately respond to any residual privacy 
issues raised in the PIA. As such, we will now be closing our file. 


If the CSEC intends to make any public reference to OPC's review of this PIA, 
we ask that you please contact our Office before doing so. Should you have any 
questions or require further information, please contact Ms. Lara McGuire Ives, 
A/Manager, PIA Review at (613) 947-7246. 


Sincerely, 


Michael Fagan 
A/Director General 
Audit & Review Branch 
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Cabinet Confidence 


Communications Security 
Establishment Canada 


NO. Box 9702 
Tamlin& 
Ottawa, Canada 
MG 324-


Centre de la skurite TOP .SECRETI/COMINT 
des telecommunications Canada Canadian Eyes.Only 
C.R 9703 
Terminus 
Ottawa. Ca min. 
K1G 324 You.. riEt I rfix rtfimre 


Oar flit Afutm nPly.rxe 


(TR RiDit 587855 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Interception 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial Authorization 
pursuant to subsection 273.65(1) of the National DeiCtice Act.. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to the conditions listed 
below, subsection 273.65(1) of the National Di,  Act allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministerial Authorization. 


Under this authority, CSE hereby requests a -1‘ inisterial Authorization. to intercept private 
communications in relation to 
directed at foreign entities located abroad. 


interception activities 


All CSE foreig-n intelligence collection activities conducted under paragraph 273.64(i)(a) 
of the National .DeCnce Act are in. accordance with Government of Canada intelligence 
priorities, as most recently set forth by 


and issued to CSE in the Ministerial Directive 
"Communications Security Establishment: Government of Canada Intelligence Priorities 
for Fiscal Year (FY) 2010-2011". These priorities are promulgated via the. National 
SIGINT Priorities List (NSPL), which encompasses the following categories: Cabinet Confid 


Cabinet Confidence 


Cabinet Confidence 


Cabinet Confidence  As CSE cannot 
anticipate all possible international developments during a given year and the changes 
these may cause in client requirements, the NSPL categories and. focus areas are 
necessarily flexible and could evolve in light. of events, though they will always remain 
within the confines of the Government of Canada intelligence priorities. 


Cana a d TOP SECREVICOMINT 
Cartaditm Eyes Only 
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Among the foreign intelligence collection activities authorized under 
paragraph 273,64(1)(a.) of the National Wence Act are activities, 


is an information-gathering method targeting foreign communications 


to produce foreign intelligence of value to the Government of Canada, 
activities also involve research and analysis of global information networks 


in support of CBE's foreign intelligence mandate, For collection, 


For .research and analysis and MINT 
development), 


and better understand the communications of foreign 
intelligence targets. Where necessary, the Canadian Forces Information Operations 
Group provides assistance to CSE in carrying out these activities. Determining the 
possible foreign intelligence value of information acquired through activities 
takes place following the application of such technical methods as are required to render 
the communications amenable to selection and analysis. 


CSE's activities may result in the interception of communications that either 
terminate or originate in Canada and in which the originator has a reasonable expectation. 
of privacy, which constitute private communications pursuant to the National Defincc 
Act. A Ministerial Authorization is therefore necessary to allow CSE to intercept private 
communications in the conduct of its activities. 


For your information, CSE- also acquires telecommunication-related information used. to 
identify, describe, manage or route all or part of the telecommunication, information 
referred to as "meta-data'', to gain a better understanding of the global information 
infrastructure and identify new targets, This activity, also authorized under paragraph 
273.64(1)(a) of the National Defince Act, does not require a Ministerial Authorization 
and is conducted in accordance with the 2005 Ministerial. Directive entitled "Collection 
and. Use of Metadata", 


CONDITIONS TO BE SATISFIED 


Under subsection 2 73.65(2) of the National DcOlce Act, you must be satisfied that: 


1) the. interception will be directed at threign. entities located outside Canada; 


2.) the information to be obtained could not reasonably be obtained by other means; 


3) the expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and 
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Canadian Eyes Only 


satisfactory measures are in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they arc essential to 
international affairs, defence or security. 


The standard used by CSE for each of the conditions listed in 273,65(2) is a 
reasonableness standard that takes into account the specific and particular context of 
signals intelligence activities. These requirements are met respectively as follows: 


1) CSE follows a very strict set of procedures to reasonably assure itself that collection 
activities that risk the interception of private.eommunications are directed at foreign 
entities located outside Canada. CSE has established and maintains an automated 
directory of selectors (such as telephone numbers, internet protocol addresses or e-
mail addresses) used for intercepting the communications of targets of interest. 
These selectors represent the identifying- and routing metadata 


This metadata provides CSE with a reasonably reliable way to identify Mio one of 
the communicants is likely to be and whether he or she is located outside Canada. 
These selectors are obtained from a number of sources, including but not limited to: 
open source information, analysis of previously acquired signals intelligence and 
information provided by various depaitineuts and agencies of the Government of 
Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications,. CASE, personnel must be satisfied, 
based on all the information that CSE has available to it at the time, that the 
proposed selectors are associated with a foreign entity located outside Canada and 
relate to a Government of Canada intelligence priority (as most recently outlined in 


and the associated -Ministerial Directive). In. 
addition, selectors must meet the definition of the term `metadata' in the Ministe a 
Directive entitled "Collection and Use elM.etadata". 


Consequently, a selector can only be used to intercept communications where CSE 
is satisfied that it is foreign and relates to the external component of 
communications. The content of COIIIMUlliCatiMIS is not scanned until CSE has 
reasonable assurance that such communications have at least one end located 
outside Canada. The use of selectors allows CSE to elevate the level of certainty 
that communications having no Rireign intelligence value will not be intercepted. 
In the unlikely event that communications having both. ends in Canada are 
intercepted, CSE will, upon recognition, take necessary steps to delete them from its 
databases. 


Regarding CS Es cyber threat detection activities, CSE proposes, because of the 
very specific nature of hostile cyber activities, 
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The information CSE is seeking to obtain could not reasonably be obtained by 
means other than interception because: 


information derived from the communications acquired 'by CSE, including 
information from any private communications that are intercepted, would 
not be shared voluntarily by the targeted foreign entities; and. 


a the communications acquired by CSE, including those private 
communications that are intercepted, will in most cases be the only 
potential source for the information. 


3) In its totality, the expected foreign intelligence value of the information to he 
derived from the interception justifies it. The foreign intelligence value of these 
interceptions can be accurately judged in the context of the foreign intelligence 
derived from the program, in its entirety. 


Overall, between the commencement of the current Ministerial Authorization on 
December 23, 2009 and May 31, 2010, collection activities produced 


reports in accordance with Government of Canada intelligence priorities 
related to Cabinet Confidence  with Canada and 


collection also continued to provide information on global. networks 
used to support other CSE collection programs and improve understanding of 
targets and their communications patterns. 


Cabinet Confidence 


In addition, the US National Security Agency (NSA) and the UK Government. 
Communications Headquarters produced reports, shared with. Canada, with 
information derived from Canadian 
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collection has also pr Ten to be a rich source of information related to 
Furthermore, it has enhanced the 


research on infrastructure and target development, which ultimately benefits CSE's 
own collection programs. 


For your information., between the commencement of the current Ministerial 
Authorization on December 23, 2009 and May 31, 2010, 
communications were collected, of these were identified as "private 
communications', and. SO1 tor-client communications were recognized. 


After the expiration of the current Ministerial Authorization, CSE will report to you 
on the full period of that authorization in accordance with the reporting 
requirements listed therein. Please note that in compliance with requirements, CSE 
reports on those intercepted private communications recognized by CSE. 


Measures developed by CSE, in the form of operational policies and procedures, are 
in place and provide direction to CSE in protecting the privacy of Canadians and 
ensuring that private communications will only be used or retained if they arc 
essential to international affairs, defence or security. Essentiality is defined as 
containing information. that is clearly related to the intelligence priorities of the 
Government of Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation 
of this program are currently found in the following CSE documents: 


the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (2001) and "Collection and Use of Metadata" 
(2005); and 
the operational procedures entitled UPS-I : "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities" and OPS-1-13: "Procedures for 


and Joint CSEC-CF 


CSE employees involved in activities, and the processing and analysis 
of information obtained. as a result of such activities, are trained in these measures 
and arc fully aware of their responsibilities in implementing them. The application 
of these measures is monitored by CSE management and reviewed by the CSE 
Commissioner, 


in accordance with the National De/'nee Art., you must be satisfied that the conditions set 
Thrth in subsection 273.65(2.) have been met poor to issuing the attached Ministerial 
Authorization. 
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Solicitor-Client Privilege 


NEW MINISTERIAL AUTHORIZATION TIMELINE': 


CSE wishes to inform you that it has implemented a new, synchronized approach to 
Ministerial Authorization requests, to establish a streamlined request cycle with a view to 


enhancing organizational effectiveness. As of this year, CS E will seek your approval on 


an annual basis for any new Ministerial Authorization to come into effect on December 1 
and expire on November 30 of the following year„As such, your approval of the attached 
Ministerial Authorization will supersede the "Ministerial Authorization 
Interception", dated November 3,..2.009. 


RECOMMENDATION 


It .is recommended that you approve the attached Ministerial Authorization 
interception", to be effective December 1, 2010 to November 30, 


2011. 


cy


I o,hyl Adams 
Chief 


Attachment 


I concur 4 ith the recommendation.: 


Marie-Lucie Morin 
National Security Advisor to the Prime Minister 


and Associate Secretary to the Cabinet 
Privy Council Office 


cc: Robert. Fonberg, Deputy Minister, National Defence 
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CERRIDtt 587835 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Interception Activities Conducted in Support of 
Canadian Forces Operations in Afghanistan 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests ti Ministerial 
Authorization pursuant to subsection 273.65(j) of the National afowe.,,l,ct. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole. purpose of obtaining foreign intelligence and .subject to -the conditions listed 
below, subsection 273.65(1) of the National Defence Act allows. you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministeritti Authorization, 


Under this authority, CSE hereby requests a Ministerial Authorization to intercept private 
communications in relation to a class of collection activities conducted in support of 
Canadian Forces operations in Afghanistan. This class of collection activities uses a 
selection of information-gathering methods. 


All CSE fbreign intelligence collection activities conducted under paragraph 273.6(1)(a) 
of the National Defence Act are in accordance with Government: of Canada intelligence 
priorities, 
"Intelligence Priorities tor 2010-11- and issued to LSE in the Ministerial Directive 
"Communications Security Establishment: Government of Canada Intelligence Priorities 
for Fiscal Year (FY) 2010-201.1 "„ These priorities are promulgated via the National 


Cabinet Confidence 


SKINT Priorities List (N SPE), which encompasses the following categories: 
Cabinet Confidence 


Cabinet Conf 


Cabinet Confidence   CSE cannot 
anticipate all possible international developments during a given year and the changes 
these may cause in client requirements, the NSPL categories and focus areas are 
necessarily flexible and could evolve in light of events, though they will always remain 
within the confines of the Government of Canada intelligence priorities. 
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Among the foreign intelligence collection activities authorized wider paragraph 
273.641)(a) of the National Dc*nce Act are collection activities conducted in support of 
Canadian Forces operations in Afghanistan. :In recent years, CSE. has worked with the: 
Canadian Forces deployed in. Afghanistan in 


The nformation-gathering methods used. by CST in support of Canadian Forces 
operations in Afghanistan 


that may convey many types of data to produce foreign intelligence in direct support of 
operations conducted by deployed forces, as well as intelligence of broader value to the 
Government of Canada, including the Canadian Forces. 


For 
research and analysis and MINT development), 
these collection activities also involve collecting communications signals 


=COMM unications of foreign intelligence targets. Determining, the possible foreign 
intelligence value of information acquired through these activities takes place t011owing 
the application of such technical methods as are required to render the communications 
amenable to selection and analysis. 


To date, CSE has not recognized any communications intercepted to he private 
communications as defined in the National Defiance Act, i.e. communications that either 
terminate or originate in Canada and in which the originator 


has
 a reasonable expectation 


of privacy. However, analysis: has indicated that such interception could occur in the 
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future, particularly.in relation to the communications of Canadian Forces and other 
Canadian personnel in the area. A. Ministerial. Authorization is therefore necessary, as 
CSE may intercept private communications in the course of its collection activities in 
support of Canadian Forces operations in Afghanistan. 


For your information, CSE also acquires telecommunication-related information used to 
identify, describe, manage or route all or part of the telecommunication, information 
referred to as "metadata"., to gain a better understanding of the global information 
infrastructure and identify new targets, This activity, also authorized under paragraph. 
273 .64(1)(a) of the National Defonce Act does not require a Ministerial Authorization 
and is conducted in accordance-with the 2005 Ministerial Directive entitled "Collection 
and Use of Metadata". 


coNarnorsis TO RE SATISFIED 


Under subsection 273.65(2) of the National Defimee Act, you must be satisfied that: 


I) the intercept i on will be directed at foreign entities located outside Canada; 


2). the information to be obtained could not reasonably be obtained by other means; 


3) the expected foreign intelligence value of the information. that would be derived 
from the interception justifies it; and. 


satisfactory measures are in place to protect the privacy of Canadians and. to ensure 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security. 


The standard used CSE for each of the conditions listed in 273.65(2) is a 
reasonableness standard that takes into account the specific and particular context. of 
signals intelligence activities. These requirements are met respectively as follows: 


1) CSE follows a very strict set of procedures to reasonably assure itself that collection 
activities that risk the interception of private communications are directed at foreign 
entities located outside Canada. CSE has established and maintains an. automated 
directory of selectors (such as telephone numbers, internee protocol addresses or e-
mail addresses) used for intetcepting the eamimmications of targets of interest. 
These selectors represent the identifying and routing metadata 


This metadata provides CSE with a reasonably reliable wa.y to identi  who one of 
the communicants is likely to he, and whether he or she is located outside Canada. 


These selectors are obtained from a number-Q sources, including but not limited to: 
open source information, analysis of previously acquired signals intelligence and. 
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information provided by various departments and agencies of the Government of 
Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications. CSE personnel must be satisfied, 
based on all the information that CSE has aVailable to it at the time, that the 
proposed selectors are associated with a foreign entity located outside Canada and 
relate to a Government of Canada intelligence priority (as mast irecgatly outlined in 


Cabinet Confidence and the associated. Ministerial Directive). In 
addition, selectors must meet the definition o.f the term Inetadata' in the Ministerial 
Directive entitled "Collection and Use of Metadata" 


Consequently, a selector can only be used to intercept communications where CSE 
is satisfied that it is rorei al and relates to the external component of-
communications. The content of communications is not scanned until CSE has 
reasonable assurance that such communications have at least one end located 
outside. Canada. The use of selectors allows CSE to elevate the level of certainty 
that communications having no foreign intelligence value will not be intercepted. 
In the unlikely event that communications having both ends in Canada are 
intercepted, CSE will, upon recooition, take necessary steps to delete them from its 
databases. 


Regarding CSE'c cyber threat detection activities, CSE proposes. because of the 
very specific nature of hostile cyber activities, 


The information. CSE is seeking to obtain could not reasonably.  he obtained by 
means other than interception because: 
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information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would 
not be shared voluntarily by the targeted foreign entities; and 


the communications acquired by CSE, including those private 
communications that are intercepted, will in most cases he the only 
potential source for the information. 


3) In its totality, the expected foreign intelligence value of the information to he 
derived from the interception justifies it. Experience has 
shown that the chance of intercepting private comm.unications is very small, and, 
were it to happen, would represent an unavoidable part of the collection process. 
The foreign intelligence value of these interceptions can be accurately Judged in the 
context of the foreign intelligence derived from these activities in their entirety. 


The collection activities conducted by CSE 


For your information, between the commencement of the current Ministerial 
Authorization on December .23, 2009 and May 31, 2.01 0„.private 
communications or solicitor-client communications were recognized in collection 
from 


After the expiration of the current Authorization, CSE will report to you 
on the full period of that authorization in accordance with the reporting 
requirements listed therein. Please note that iii compliance. with requirements, CS E 
reports on those intercepted private communications recognizoi by CSE. 


4) Measures developed by CSE, in the form of operational policies and procedures, are 
in place and provide direction to CSE in protecting the privacy of Canadians and 
ensuring that private communications will only be used or retained if they are 
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essential to international affairs, defence or security. Essentiality is defined as, 
containing information that is clearly related to the intelligence priorities of the 
Government of Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation 
of this program are currently found in the following CSE documents: 


• the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (2001), "Collection and Use of Metadata" (2005 
and "Integrated .SIGINT Operational Model" (2004); and 


• the operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal. Compliance in the Conduct of CSEC 
Activities" and OPS-1-13: "Procedures for Canadian 


and Joint CSEC-CF Activities". 


CSE employees involved in these collection activities conducted in support of 
Canadian Forces operations in. Afghanistan, and the processing and analysis of 
information obtained as a result of such activities, are trained in these 'measures 
and are fully aware of their responsibilities in implementing them. The 
application of these measures is monitored by CSE management and is subject to 
review by the CSE Commissioner. 


In accordance with the National Defence! Act, you must be satisfied that the conditions set 
forth. in subsection 273.65(2) have been met prior to issuing the attached Ministerial 
Authorization. 


Solicitor-Client Privilege 


NEW MINISTERIAL AUTHORIZATION TIMELINE 


CSE wishes to inform you that it has implemented a new, synchronized approach to 
Ministerial Authorization requests, to establiSh a streamlined request cycle with a view to 
enhancing organizational effectiveness. As of this year, CSE will seek your approval on 
an annual basis for any new Ministerial Authorization to corm. into effect on. December 1 
and expire on -November 30 of the following year. As such, .your approval of the attached 
Ministerial Authorization will supersede the "Ministerial Authorization Interception 
Activities Conducted in .Support of Canadian. Forces Operations in Afghanistan", dated 
November 3. 2009. 
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RECOMMENDATION 


it is recommended that you approve the attached Ministerial Authorization "interception 
Activities Conducted in Support of Canadian Forces Operations in Athanistan", to be 
effective December 1.2010 to.NoveMber 30, 2011.


Jcl Adams 


Attachment 


I concur with the recommendation: 


Marie-Lucie Morin 
National Security Advisor to the Prime Minister 


and Associate Secretary to the Cabinet 
Privy Council Office 


cc.: Robert Fonberg, Deputy Minister, National Defence. 
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CERR1D# 599238 


NIEMORAI 'DUM FOR THE fs  MISTER OF NATIONAL I)EFEi CE 


Interception 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial Authorization 
pursuant.to subsection 273.65(1) of the National Defence Act. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelbgencm and subject to the conditions listed 
below, subsection 27165(1) of the National Delimce Act allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class dfactivities 
specified in the Ministerial Authorization. 


Under this authority. CSE hereby requests a Ministerial Authorization to intercept private 
communications in relation to interception activities directed at foreign entities 
located abroad. 


All CS.E foreign intelligence collection activities conducted under paragraph 273.64(1)(a) of 
the National 1)(fence Act are in accordance with Government of Canada intelligence 
priorities, as most recently, set forth by 


and issued to CSE in the Ministerial Directive 
"Communications Security Establishment: Government of Canada Intelligence Priorities fbr 
Fiscal Year (FY) 2010-2011". These priorities are promulgated. via the National SIGINT 
Priorities List (NSPL), which encompasses the following categories: 


Cabinet Confidence 


Cabinet Confidence 


Cabinet Confidence 


Cabinet Confidence As CSE cannot 
anticipate all possible international developments during a given year and the changes these 
may cause in client requirements, the NSPL categories and focus areas are necessarily 
flexible and could evolve in light of events, though they will always remain within the 
confines of the Government of Canada intelligence priorities. 
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Among the foreign intelligence collection activities authorized under paragraph 273.64( )(a) 


of the National Defence Act are CSE's Interception activities. is 
an information-gathering method which targets foreign communications 


to produce foreign signals 
intelligence of value to the Government of Canada. Determining the possible foreign 
intelligence value of and identifying cyber threats in information acquired through 


activities takes place following the application of such technical methods as are 
required to render the communications amenable to selection and analysis. A detailed 
description of these activities is provided in Appendix A. 


CSE's activities will likely result in the interception.of communications that. 
either terminate or originate in Canada and in which the originator has a reasonable 
expectation of privacy, which. constitute private communications pursuant to the National 
Defthoe Act. A Ministerial Authorization is therefore necessary to allow CSE to intercept 
private communications in the conduct of its activities. 


For your information, CS)~ : also acquires telecommunication-related information used to 
identify, describe, manage or route all or part of the telecommunication, information referred 
to as "metadata", to gain a better understanding of the global information infrastructure and 
identify new targets. This activity, also authorized under paragraph 273.64(1)(a) of the 
National D6.:Pnce Act, does not require a Ministerial Authorization and is conducted in 
accordance with the 2005 Ministerial Directive entitled "Collection and Use of:Metadata.".. 


CONDITIONS TO BE SATISFIED 


Under subsection 273.65(2) of the National Defence Act, you must be satisfied that: 


1) the interception will be directed at foreign entities located outside Canada; 


2) the information to be obtained could not:reasonably be obtained by other means; 


3) the expected. foreign intelligence value of the information that would be derived from 
the interception justifies it; and 


4) satisfactory measures are in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they are essential to 
international affairs. defence or security. 


The siandard used by (`SE for each of the conditions listed in 27165(2) is a reasonableness 
standard that takes into account the specific and particular context of signals intelligence 
activities. These requirements are met respectively as follows: 
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CSE .follows a very. strict set of procedures to reasonably assure itself that collection 


activities that risk the interception of privat6. ebranumications are directed at foreign 
entities located outside Canada. CSE has established and maintains an automated 
director:,,,, of selectors (such as telephone numbers, internet protocol addresses or e-mail 


addresses) used for intercepting the communications of targets of interest. These 
selectors represent the identifying and routing metadata 


This metadata 
provides CSE with a reasonably reliable way to identify who one of the communicants 
is likely to be and whether he or she is located outside Canada. These selectors are 
obtained from a number of sources, including but not limited to; open source 
information, analysis of previously acquired signals intelligence and information 
provided by various departments and agencies of the Government of Canada, as well as 
allied agencies.. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications, CSE personnel must be satisfied, based 
on all the information that CSE has available to it at the time, that the proposed 
selectors are associated with a foreign entity located outside Canada and relate to a 
Government of Canada intelligence priority (as most recently outlined in "Intelligence 
Priorities for 2010" and the associated Ministerial Directive). In addition, selectors 
must meet the definition of the term `metadata' in the Ministerial Directive entitled. 
"Collection and Use of Metadata". 


Consequently, a selector can only be used to intercept communications where CSE is 
satisfied that it is foreign and relates to the external component of communications. 
The content. of communications is not scanned until CSE has reasonable assurance that 
such communications have at least one end. located outside Canada. The use of 
selectors allows CSE to elevate the level of certainty that communications having no 
foreign intelligence value will not be intercepted. In the unlikely event that 
communications having both ends in Canada are intercepted, CSE will, upon 
recognition, take necessary .steps to delete them from its databases. 


Regarding CSE's cyber threat detection activities, CSE proposes, because of the very 
specific nature of hostile cyber activities, 
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The information. CSEls:seeking to obtain could not reasonably be obtained by means 
other than interception because: 


information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would not 
be shared voluntarily by the targeted foreign entities; and 


the communications acquired by CSE, including those private 
communications that are intercepted, will in most cases be the only potential 
source for the information. 


In its totality, the expected foreign intelligence value of the information to be derived 
from the interception justifies it. The .foreign intelligence value of these interceptions 
can be accurately, judged in the context of the foreign intelligence derived from the. 


Interception program, in its entirety. 


Overall, collection activities-coritinued to•yi ld valuable foreign 
intelligence in accordance with Government of Canada intelligence priorities. Between 
the commencement of the current Ministerial Authorization on December 23, 2009 and 
May 31, 2010, CSEC issued 'reports from this source which included information on 


use of material from CSH's collection 
activities was also of benefit to the Government of Canada, in that the US `vational
Security Agency, the UK Government Communications Headquarters and the 
Australian Defence Signals Directorate also produced reports with information from 
CSE's collection activities, which. they shared with Canada. These 
reports included in-fon-nation on a broad range of intelligence requirements, including 


collection activities continue to be an important Canadian source of 
foreign intelligence reports produced by CSE and received excellent feedback from 
sen.ior Government officials. In addition, CSE's capacity in this area gives it access to 
collection. that would be otherwise unavailable, which in 
turn helps meet Government of Canada intelligence priorities, CSE reporting 
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Authorization on December 23, 2009 and May 31, 2010, 
were recognized in collection (out of 
intercepts), Of these private communications, were used in 
intelligence reports, were retained. for possible use in future reporting, and the 
remaining were annotated for deletion. Reporting resulting from private, 
communications was valued by Government of Canada clients for information on. 


For 'your information, between the commencement of the current Ministerial 
private communications 
communication 


Canadian foreir2,n 


After the expiration of the current Ministerial Authorization, CSE will report to you on 
the fill l period of that authorization in accordance with the reporting requirements listed 
therein. Please note that in compliance with requirements, CSE reports on those 
intercepted private communications recognized by CSE. 


4) Measures developed by CSE, in the form of operational policies and procedures, are in 
place and provide direction to CSE in protecting the privacy of Canadians and ensuring 
that private communications will. only be used or retained if they are essential to 
international affairs, defence or security. Essentiality is defined as containing 
information that is clearly related to the intelligence priorities of the Government of 
Canada. 


CSE policies relating to accountability, the privacy of:Canadians and the operation of 
this program are currently found in the following CSE documents: 


▪ the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (200.1), Program" (2004), "Collection 
and Use. of Metadata" (2005) and Program: 


(2008); and 
• the operational procedures entitled OPS-1: "Protecting the Privacy of 


Canadians and EnsurinL, Legal Compliance in the Conduct: of CSEC 
Activities" and OPS-1-13: "Procedures for Canadian 


and Joint CSEC-CF Activities", 


CSE employees involved in collection activities, and the processing and 
Analysis of information obtained as a result of these activities, are trained in these 
measures and are fully aware of their responsibilities in implementing them. The 
application of these measures is monitored by CSE management and reviewed by the 
CSE Commissioner. 


In accordance with the. National a:knee Act, you must 'be satisfied that the conditions set 
forth in subsection 273.65(.2) have'been met prior to issuing the attached Ministerial 
Authorization. 
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Solicitor-Client Privilege 


NEW MINISTERIAL Auri ORIZATION TIMELINE 


CSE wishes to inform. you that it has implemented a new, synchronized approach to 
Ministerial .Authorization requests, to establish a streamlined request cycle with a view to 
enhancing organizational effectiveness. As of this: year. CSE will seek your approval on an 
annual basis for any new Ministerial Authorization to come into effect on Decerriber 1 and 
expire on November 30 of the following year. As such, your approval of the attached 
Ministerial Authorization will supersede the "Ministerial Authorization 
interception",.dated November 3, 2009. 


RECOMMENDATION 


it is recommended that you approve the attached Ministerial Authorization 
Interception", to be effective December 1, 2010 to November 30, 2011. 


JobV Adtitris 
CITIef 


Attachment 


I concur with the recommendation:.


Marie-Lucie Morin 
National Security ?Advisor to the Prime Mioister 


and Associate Secretary to the Cabinet 
Priv yCouncil Office 


cc: Robert Fonberg, Deputy Minister, National Defence 
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Cabinet Confidence 
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CERIUM 587t51 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) .re tests a Ministerial Authorization 
pursuant to subsection 273.65(1) of the Nixtional Defence Act. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to the conditions listed 
below, subsection 273.650 ) of the Nat.ional Defence Act allows you to authorize CSE, in. 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministerial Authorization. 


Under this authority, CSE hereby requests a Ministerial Authorization to intercept private 
communications in relation to 
at foreign entities located abroad. 


activities directed.


All CSE foreign intelligence collection activities conducted under paragraph 273,64(I)(a) 
of the National Defence Act are in accordance with Government of Canada intelligence 
priorities, as most recently set forth by 


and issued to CSE in the Ministerial Directive: 
"Communications Security Establishment: Government of Canada Intelligence Priorities 
for Fiscal Year (FY) 2010-2011". These priorities are promulgated via the. National 
S lGINT Priorities. List (NSPL), which encompasses the following .eategorics: 


Cabinet Confidence 


Cabinet Confid 
Cabinet Confidence 


As CSE cannot 
anticipate all possible international developments during a given year and the changes 
these may cause in client requirements, the NSPL categories and focus areas are 
necessarily flexible and could. evolve in light of events, though they will always remain 
within the .confines of the Government of Carulda intelligence priorities. 
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Among the foreign intelligence collection activities authorized under 
paragraph 273.64(1)(a) of the National Defince Act are activities, is an 
information-gathering method focused on 
priority Government of Canada foreign intelligence targets. 


of 


Solicitor-Client Privilege 


Solicitor-Client Privilege  it is possible that, when conducting activities, CSE 
will intercept private communication as defined in the 4yatfonaf aft:wee Act, i.e. 
communications that either terminate or originate in Canada and in which the originator 
has a reasonable expectation of privacy. Solicitor-Client Privilege  it is prudent that a 
Ministerial Authorization be issued to ensure that CS Es activities are undertaken 
lawfully at all times, 


CONDITIONS TO BE SATISFIED 


Under subsection 273.65(2) of the National Defence Act, you must be satisfied that: 


1) the interception will he directed at foreign entities located outside Canada; 


the information to be obtained could not reasonably be obtained by other means; 


3) the e Tected foreign intelligence value of the information that would. be derived 
tiom the interception justifies it; and 


satisfactory measures are in place to protect The privacy of Canadians and to ensure 
that private communications will only he used or retained if -they are essential to 
international affairs, defence or security. 


The standard used by CSE for each of the conditions listed in 273.65(2) is a. 
reasonableness standard that takes. into. account.the specific and particular context of 
signals intelligence activities. These requirements are met respectively as follows: 


1) CSE follows a very strict set of procedures to reasonably assure itself that 
operations are directed at foreign entities. located outside Canada and that any 
private communications that may be intercepted as a result of activities 
involve foreign entities located outside Canada. CSE maintains. a list of selection 
criteria used to identify targets 
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These criteria are obtained from a number of sources, 
including but not limited to: open source information, analysis of previously 
acquired signals intelligence and information provided by various departments and 
agencies of the Government of Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any operations being conducted, 
CSE personnel must be satisfied, based on all the information that CSE has 
available to it at the time, that the proposed selection criteria. are associated with a 
foreign entity located outside Canada and relate to  a Government of Canada 
intelligence priority (as most recently outlined in 
and the associated Ministerial Directive). 


Cabinet Confidence 


2) The information CSE is seeking to obtain could not reasonably be obtained by 
means other than interception because: 


information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would. 
not be shared voluntarily by the targeted foreign entities; and 


the data acquired by CS.E, including those private communications that are 
intercepted., will in most eases be the only potential source for the 
information, 


3) In its totality, the expected foreign intelligence value of the information to be 
derived from the interception justifies it. The ibreign intelligence value of 
collection can be accurately judged in the context of the foreign intelligence derived 
from the protn-am in its entirety. 


Overall, CSE's activities consistently provide valuable intelligence in 
accordance with Government of Canada intelligence priorities. Between the 
commencement of the .current Ministerial .Authorization on December 23 2009 and 
May 31, 2010 this collection produced intelligence regarding: Cabinet Confidence 


Cabinet Confidence 


In addition., several of CSI 's key allies produced reports, shared with Canada, 
based on CSE's collection, Of note are such reports from the US National 
Security Agency, 


and from the UK. Government Communications Headquarters and 
Australian Defence Signals Directorate 
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During this six month period under the current Ministerial Authorization, 
activities accounted for the largest Canadian collection program in terms of the 
number of reports produced by CSE. 


For your information, between the commencement of the current Ministerial 
Authorization on December 23, 2009 and May 31, 2010, of -the 
communications collected under the program were recognized as private 
communications. 


Solicitor-Client Privilege 


After the expiration of the current Ministerial. Authorization, CSE will report to you 
on the full period of that authorization in accordance with the reporting 


requirements listed therein: Please note that in compliance with requirements, CSE 
reports on those intercepted private communications recognized by CSE. 


et) Measures developed by CSE, in the form of operational policies and procedures, are. 
in place and provide direction to CSE in protecting the privacy of Canadians and 
ensuring that private communications will only be -used or retained if they are 
essential to international affairs, defence or security. Essentiality is defined as 
containing information that is clearly related. to the intelligence priorities of the,
Government of Canada, 


CSE policies relating to accountability, the privacy of Canadians and the operation 
of this program are currently found in the .following CSE documents


• the Ministerial Directive's entitled "Accountability Framework." (2001 ), 
"Privacy of Canadians" (2001), and
(2002); 


.1 the 
and 


• the operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities" and OPS-3-1: "Procedures for 


Activities". 


CSE employees involved in activities, and the processing and analysis of 
information obtained as a result of such activities, arc trained in these measures 
and. are fully aware of their responsibilities in implementing them, The 
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application. of these measures is monitored by CSE management and reviewed. by 
the CSE Commissioner. 


In accordance with the National Dcji:wee Act, you must be satisfied that the conditions set 
forth in subsection 27.3.65(2) have been met prior to issuing the attached Ministerial 
Authorization. 


Solicitor-Client Privilege 


NEW MINISTERIAL AUTHORIZATION TIMELINE 


CSE wishes to inform you. that it has implemented a new, synchronized approach to 
Ministerial Authorization requests, to establish a streamlined request cycle with a view to 
enhancing organizational effectiveness.. As of this year, CSE will seek your approval on 
an annual basis for any new Ministerial Authorization to come into effect on December 1 
and expire on November 30 of the following year. As such, your approval of the attached 
Ministerial Authorization will supersede the "Ministerial Authorization 


dated November .3, 2009. 
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RE.COMMENDATION 


lit_ltis recommended that you approve the attached Ministerial Authorization 
to be effective December 1.201.0 to November 30, 2011. 


Soy 4 Adams 
Chief 


!s-14 1 


Attachment 


I concur with the recommendation:. 


Marie-Lucie Morin 
National Security Advisor to the Prime Minister 
and Associate Secretary to the Cabinet 


Privy Council Office 


cc: Robert Fonbere, Deputy Minister, National Defence 
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MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Interception Activities 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial Authorization 
pursuant to subsection 273.65(1) of the National Defence Act: 


ACTIVITY OR CLASS OF ACTIVITIES 'TO BE AUTHORIZED 


For the sole purposeof obtaining, foreign. intelligence:and subject to the conditions 'listed. 
below, subsection 273.65(1.) of the National Deliweeilet allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministerial Authorization. 


Under this authority,. CS-E hereby requests a Ministerial Authorization to intercept private 
communications when conducting a class of collection activities 


This class of collection activities uses a selection of 
information-gathering methods, each of which targets a particular kind of communication 
technology, This Class of collection activities is referred to in Canada under the 
CO Vern ame 


All CSE foreign intelligence collection activities conducted under paragraph .273.64(1.)(a) 
of the National Deftnce Act are in accordance with Government of Canada intelligence 
priorities, as most recently set forth by 


and issued to CSE in the Ministerial Directive 
"Communications Security Establishment: Government of Canada Intelligence Priorities. 
for. Fiscal Year (FY) 2010-2011". These priorities are promulgated via the National 
SIGINT Priorities List (NSPL), which encompasses the following categories:Cabinet Confide 


Cabinet Confidence 


Cabinet Confidence 
Cabinet Confidence 


Cabinet Confidence 


Canada 
As CSE cannot 
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anticipate all possible international developments during a given year and the Changes 
these may cause in client requirements, the NSPL categories and focus areas are 
necessarily flexible. and could. evolve in light of events, though they will. always remain 
within the confines of the Government of Canada intelligence priorities. 


Among the foreign. intelligence collection activities authorized under paragraph 
.273.64(1)(a) of the National Def6Ice Act are collection activities called 


CSE is also working to modernize and enhance its 
thereby positioning the organization to respond more rapidly to emergency situations 
abroad, such as kidnappings. 


Determining the possible foreign intelligence value of information acquired through 
activities and identiling cyber threats takes place following the 
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application of such technical methods as are required to render the communications 
amenable to selection and analysis. 


CSFs activities may result in the interception of communications that 
either terminate or originate in Canada and in which the originator has a reasonable 
expectation of privacy, which constitute private communications pursuant to the Nalion41 
1.),(knce Act, A Ministerial Authorization is therefore necessary to allow CSE to 
intercept private ct rr munications in the conduct of its activities. 


For your information, CSE also acquires telecommunication-related information used to. 
identify, describe, manage or route all or part of the telecommunication, information 
referred to as "metadata", to gain a better understanding of the global information 
infrastructure and identify new targets. This activity, also authorized under paragraph 
273,64(I)(a) of the National pqrence Act, does not require a Ministerial Authorization 
and is conducted in accordance with the 2005 Ministerial Directive on the "Collection. 
and Use of Metadata", 


CONDITIONS TO BE SATISFIED 


Under subsection 273.65(2) of the Notional Defence. Act, you must be satisfied that: 


1) the interception. will be directed at foreign entities located outside Canada; 


2) the information to be obtained. could not reasonably be obtained by other means; 


3) the expected .foreign intelligence value of the information that would be derived 
from the interception justifies it; and 


4) satisfitctory measures are in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security: 


The standard used by CSE for each of the conditions listed in 273.65(2) is a 
reasonableness standard that takes into account the specific and particular context of 
signals intelligence activities. These .requirements are met respectively as follows; 


.1) CSE follows a very strict set of procedures to reasonably assure itself that collection 
activities that risk the interception of private communications are directed at foreign 
entities located outside Canada. CSE has established and maintains an automated. 
directory of selectors (such as telephone numbers, intemet protocol addresses or e-
mail. addresses) used for intercepting the communications of targets of interest. 
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These selectors represent the identifying and routing metadata 


This inetadata provides CSE with a reasonably reliable way to identify who one of 
the communicants is likely to b; and whether he or she is located outside Canada. 


These selectors are obtained from a number of sources, including but not limited to: 
open source information, analysis of previously acquired signals intelligence and 
information provided by various departments and agencies of the Government of 
Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications, CSE personnel must 'be satisfied, 
based on all the intbrmation that CSE has available to it at the time, that the 
proposed selectors are associated with a foreign entity located. outside Canada and 
relate to a Government of Canada intelligence priority (as most recently outlined in. 


and the associated Ministerial Directive). In 
addition, selectors must meet the definition of the term ‘inetadata' in the Ministerial 
Directive entitled "Collection and Use of 'Metadata". 


Consequently, a selector can only be used to intercept communications where CSE 
is satisfied that it is foreign and relates to We external component of 
communications. The content of communications is not scanned until CSE has 
reasonable: assurance that such communications have at least one end located 
outside Canada. The use of selectors allows CSE to elevate the level of certainty 
that communications having nO foreign intelligence value will not be intercepted, 
In the unlikely event that communications having both ends in Canada are 
intercepted, CSE will, upon recognition, take necessary steps to delete them from its 
databases. 


Regarding CSE's cyber threat detection activities, CSE proposes, because of the 
very specific nature of hostile cyber activities, 
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2) The information CSE is seeking to obtain could not reasonably be obtained by 
means other than interception because:.


information derived from The communications acquired by CSE, including 
information from any private communications that are intercepted, would 
not be shared voluntarily by the targeted foreign entities;, and 


the communications acquired by. CSE, including those private 
communications that are intercepted,. will in most eases be the only 
potential source for the information. 


Tn its totality, the expected foreign intelligence value of the information to be 
derived from the interception justifies it. The foreign intelligence value of these 
interceptions can be accurately judged in the context. of the .foreign intelligence 
derived from the program, in its entirety. 


Overall, interception activities conducted under this program 


enhancing CSE's capacity to 
understand and locate targets of interest and providing fbreign intelligence in. 
accordance with Government of Canada imelligence priorities. Between the 
commencement of the current Ministerial Authorization on December 23. 2009 and 
May 31 2010 CSE issued Eforeigi intelligence reports related to 


CSE's allies from the US National Security Agency 
and UK Government Communications Headquarters produced. reports, shared. 
with. Canada, with information derived from. collection 
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For your information, between the commencement of the current Ministerial 
Authorization on December 23, 2009 and May 31, 2009, communications 


were intercepted under the program. of those intercepts 


identified as a "private communication" and =annotated for deletion. 


solicitor-client communications were reco 211 ized. 


After the expiration of the current. Minister al Authorization, CS E will report to you 
on the full period. of that authorization in accordance with the reporting 
requirements listed therein. Please note that in compliance with requirements, CSE 
reports on those intercepted private communications recognized by CSE. 


4) Measures developed by CSE, in the form of operational policies and procedures, are 
in place and provide direction to CSE in protecting the privacy of Canadians. and 
ensuring that private communications will only be used or retained if they are 
essential to international affairs„ defence or security. Essentiality is defined as 
containing information that is clearly related to the intelligence priorities of the 
Government of Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation 
of this program are currently found in the following CSE documents.: 


• the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (2001) and 'Collection and Use of Metadata" 
(2005); and 


• the operational procedures entitled (BPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities" and OPS-1-13: "Procedures for Canadian 


and ,lo t CSEC -CF Activities' 


CSE employees involved in collection. activities 
And the processing and analysis of 


information. obtained as a result of these activities, are trained in these measures 
and are fully aware of their responsibilities in implementing them. The 
application of these measures is monitored by CSE management and reviewed by 
the CSE Commissioner. 


In accordance with the National Defence Act, you must be satisfied that the conditions set 
forth in subsection 273.65(2) have been met prior to issuing the. attached Ministerial 
Authorization. 


Solicitor-Client Privilege 
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Solicitor-Client Privilege 


NEW MINISTERIAL AUTHORIZATION TIMELINE 


CSE wishes to inform you that it has implemented a new, synchronized approach to 
Ministerial Authorization requests, to establish a streamlined request cycle with a view to 
enhancing organizational effectiveness. As of this year, CSE will seek your approval on 
an annual basis for any new Ministerial Authorization to come into effect on December 1 
and expire on November 30 of the following year. As such, your approval of the attached 
Ministerial Authorization will su ersede the "Ministerial Authorization Interception 
Activities dated November 3, 2009. 


RECOMMENDATION 


It is recommended that you approve the attached Ministerial Authorization "Interception. 
Activities to be effective December 1, 
2010 to November 30,.2011. 


Adams 
Chief 


Attachment 


1 concur with the recommendation: 


Marie-Lucie Morin 
National Security Advisor to the Prime Miniger 
and Associate Secretary to the Cabinet 


Privy Council Office 


cc; Robert Fonberg, Deputy Minister, National Defence 
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MINISTERIAL AUTHORIZATION 


INTERCEPTION ACTIVITIES CONDUCTED IN SUPPORT OF CANADIAN 
FORCES OPERATIONS IN AFGHANISTAN 


in the exercise of the power conferred on me by the National DqiellcoAct, have 
read the submission of John Adams, Chief, Communications Security.
Establishment (CSE). and I am. satisfied that the conditions enunciated in 
subsection 273,65(2) of the iskitional 1.46W Act have been met. 


1 therefore authorize CSE with the assistance and operating in conjunction with 
the Canadian ForceS, to intercept private communications acquired. through the 
class of activities described as Interception Activities Conducted in Support of 
Canadian Forces Operations. in Afghanistan for the sole purpose of obtaining 
foreign intelligence in accordance with the Government of Canada intelligence 
priorities. 


As required by the Naticirtol Dizfoce Act: 


a) Activities carried out pursuant to this Ministerial Authorization Shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational. policies. 
referred to therein: 


(i) OPS I — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CS.EC AetivitieS", as revised on 16 
September 2010; and 


(ii) ()PS 1-13 "Procedures .for Canadian 
and Joint CSEC-CF Activities as revised on 16 September 


2010.. 


c) For the purposes of paragraph 273,65(2)(d) of the .Ndtional Dcjimce Act, 
private communication intercepted pursuant to this Ministerial Authori7.ation 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


1 
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Pursuant to subsection 273.05(5) of the Nationciii Defence Ace, I consider it 
advisable, for the protection of the privacy of Canadians:, that the f011owing 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


) The activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the Ministerial Directives "Privacy of Canadians" and 
"Accountability Framework" issued to CSE on 19 June 2001, the Ministerial 
Directive "Integrated SIGINT Operational Model" issued to CSE on 20 May 
2004, and the Ministerial Directive. "Collection and Use of Metadata" issued 
to CSE on 9 March 2005, 


h) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as .a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office o#: such a lawyer, notary, barrister or solicitor 


citor-Client. communication"): 


the analyst shall annotate that communication tbr destruction unless the 
analyst believes it may contain ibreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication. 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the Department of 
Justice. CSE Directorate of. Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and riot bring the administration of 
justice into disrepute; and 


(iv) where legal advice .has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 
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c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private. communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it ilk.SaiSfied relates to foreign entities 
located outside.Canada. 


d) CSE. shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(h the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization .that are used or retained on the basis 
that they are essential to international affairs, defence or security; 


(ii) the number &recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as. they relate to 
international affairs, defence or security. 


5. CSE shall report to ine when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained -major 
increase in the number of recognized private communications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


6. Pursuant to section 273.63 and subsection 2.73:.65(8) of the Aregiottail.A7fenee Aet 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
Law and authorized, and CSE shall support and assist the Commissioner in. 
carryina out such reviews. 
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This Ministerial Authorization shall have eMot for one year, from 1 December 
2010 to 30 November 2011 and supersedes the "Ministerial Authorization 
Interception Activities Conducted in Support of Canadian Forces Operations in 
Afghanistan" dated 3 November 2009. 


Dated at this  day of 


The Honourd le Peter Milel4Ity, M,P. 
Minister of National Defence 


2010. 


4 
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MINISTERIAL AU TI TION 


INTERCEPTION ACTIVITIES 


In the exercise of the power conferred on me by the National. Delence Act, I. have 
read the submission of John Adams, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2).of t he. Natiowl. Diyence Act have been met. 


I therefore authorize CSE to intercept private communications acquired through 
the class of activities described as Interception Activities 


for the sole purpose of obtaining foreign intelligence in 
accordance with the Government of Canada intelligence priorities. 


As required by the National Defence Act: 


Activities carried out pursuant to this Ministerial Authorization shall he 
directed. at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject to measures to protect the privacy of Canadians, in accordance with 
the following operational policies_ and other operational policies referred to 
therein: 


(i) OPS l "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities", as revised on 16 
September 2010; and 


(ii) OPS I-13— "Procedures for Canadian 
and Joint CS.EC-CF Activities", as revised on 16 September 


2010. 


c) For the purposes of paragraph 273.65(2)(d)- of the National Defence .Act, 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
Used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government o' f Canada. 


Pursuant to subsection 273.65(5) of the National Defence Act. I consider it 
advisable, for the protection of the privacy of Canadians, that the tbliowing 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 
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a) The activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the Ministerial Directives "Privacy of Canadians" and 
"Accountability Framework"? issued to CSE, on 19 June 2001 and the 
Ministerial Directive "Collection and Use of Metadata" issued to CSE oil 9 
March 2005, 


b) In -raise where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-Client communication"); 


the analyst shall annotate that communication for destruction. -unless the 
.analyst believes it may contain threign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the. Department of 
Justice, CS E Directorateof Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada,. and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been obtained that the continued retention or use 
oftt solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada., and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
iniOrmation derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) To .facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it is:satisfied relates to foreign entities 
located outside:Canada, 


d) CSE shall record the following information, and shall send the report. to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time: upon request: 


(i) the numberofrecognized private communications intercepted pursuant 
to. this Ministerial Authorization that are used or retained on the basis 
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that they arc essential to international affairs, defence or security; 


(ii) the number of recognized solicitor-client. communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


S. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this, source of foreign intelligence, or any sustained major 
increase in the number of redognized private co 1.11n1111 ications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


Pursuant to section 273.63 and subsection 27165(8) of the Notional Dt*nee 
the Commissioner of CSE is Charged with the review of activities carried Out 
under this Ministerial Authorization to ensure..that they are in compliance with the 
law and authorized, and CSEshall support and assist the Commissioner in 
carrying out such reviews.. 


7. This Ministerial Authorization shall have effect for one year, from I December 
2010 to 30 November 2011 and supersedes the "Ministerial Authorization 
Interception Activities dated 3 
November 2009.. 


Dated at 4-1,W7Z—Lf-


The Honourable Peter j)4., ac Ay,P.C... M.P. 
Minister of :National :ljefene-0-1


day of 2010. 
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MINISTERIAL AUTHORIZATION 


INTERCEPTION 


In the exercise of the power conferred on me by the National Deftnce Act, I have 
read the submission of John Adams, Chief, Communications Security 
Establishment (CSE), and 1 am. satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Dqience Act have been met. 


I therefore authorize CSE, with the assistance: of the Canadian Forces Information 
Operations Group where necessary, to intercept private communications acquired 
through the activity described as interception for 
the sole purpose of obtaining foreign intelligence in accordance with the 
Government of Canada intelligence priorities. 


3, As required by the National Defence Ack 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be. 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS. 1 —"Protecting the Privacy of Canadians -and Ensuring Legal 
Compliance in the Conduct of CSEC Activities".;. as revised on 16 
September 2010; and 


(ii) OPS I -13 "Procedures for Canadian 
and Joint CSEC-CF Activities", as re tised on 16 September 


2010. 


e) For the purposes of paragraph 273.65(2)(d) of the National D6ftnee Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


4. Pursuant to subsection ..273,55(5) of the National Dffence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that. the following. 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 
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a) The. activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the Ministerial Directives 'Privacy of Canadians" nud 
"Accountability Framework" issued to the CSE on 19 Rine 2001. and the 
Ministerial Directive"Collection and Use of Metadata" issued to Cs...SE on 9 
March 2005.. 


in cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as .a lawyer or a notary in. the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"); 


(i) the analyst shall annotate that COMMUlli cation for destruction unless the 
analyst believes it .may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been Obtained. that the continued retention or.use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not brint2: the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) 
To 


facilitate the review by the-Commissioner of CSE of the statutory 
requirement that interceptions. of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain. an 
automated directory of selectors which it is•satisfied relates to foreign entities 
located outside Canada. 


d) CS P shall record the following information, and shall send the report to me 


within four (4) months followirw the expiration of this Ministerial 
Authorization, of at any time upon request: 
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(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the..basis 
that they are essential to international affairs, .defence or security; 


(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal -advice recehred; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foteign intelligence value of these reports, as they relate tci 
international al lairs, defence; or :security. 


CSE shall report to me when any serious issue arise s in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained major 
increase in the number of recognized private communications or solicitor-client 
communief,ttions intercepted pursuant to this Ministerial Authorization. 


Pursuant to section 273.63 and subsection 27165() of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial AuthoriZation to ensure that they are in compliance with the 
law and authorized, and CS.8 shall support and assist the Commissioner in 
carrying out such reviews. 


7. This Ministerial Authorization shall have effect for one year, from 1 December 
2010 to 30 November 2011 and supersedes the "Ministerial Authorization■ 


Interception" dated 3 November 20.09. 


Dated at -4:1--.4 this day o. 


The Honourable Peter Isaiii:AaN.P.C.„. 
Minister of National Dernee 


1. 
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MINISTERIAL AUTHORIZATION 


INTERCEPTION 


1. in the exercise of the power conferred on Me by the National Degmce Act, I have 
read the submission ofjOhn Adams, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Dcjimee Act have been met. 


2. I therefore authorize CSE to intercept. private- communications acquired through 
the activity described as 'Interception for the sole purpose of 
obtaining foreign intelligence in accordance with the Government of Canada 
intelligence priorities. 


J. 


4. As required by the National DiAnce Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall he 
directed at foreign entities located outside Canada. 


h) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the f011owing operational policies. and other operational policies 
referred to therein: 


UPS 1 •-- "Protecting the Privacy of .Canndians and Ensuring Legal 
Compliance in the Conduct of CSEC Adivities", as revised on 16 
September 2010; and 


UPS 1-13 "Procedures for Canadian 
and Joint CSEC,CF Activities", as revised on 16 September.


2010. 
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For the purposeS of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government crfCanada. 


Pursuant to subsection 273,65(5) of the National D4'ence .ztet, I consider 
advisable, for the protection of the privacy of Canadians, that. the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization. shall he in 
.strict compliance with the Ministerial :Directives "Privacy of Canadians" and. 
"A.ccountabilitv FraMCWork" issued. to CSE on 19 .June 2001, the Ministerial 
Directive Program" issued to CSE on 15 March 2004 and the 
Ministerial Directive on "Collection and Use of Metadata" issued trr CSE 
March 2005. 


b) in cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice. as a lawyer or a notary in the province of Quebec or as. a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


0 the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director or supervisor (via the reporting chain); 


(iii) the director or supotviWr shall forthwith obtain legal advice from the 
Department of justice, CSE Directorate of Legal Services, on whether 
the continued retention or use of the solicitor-client communication 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute; and 


(iv) where legal advice has been obtained that the retention or use: of a 
solicitor-client communication containing foreign intelligence Would be 
in conformity with the laws of Canada, and not bring the administration 
of justice into disrepute, CSE may only use or retain -the info€ mation. 
derived from the solicitor-client communication in conformity with the 
legal advice received.. 
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c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada;. CSE shall establish and maintain an 
automated directory of selectors which it is satisfied relates to foreign entities 
located outside Canada. 


d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request:. 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they arc essential to international affairs„ defence or security; 


(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information. 
derived from private communications intercepted pursuant to this 
Ministerial A.uthorUittion; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security, 


CSI: shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this ,source of foreign intelligence, or any sustained major 
increase in the number of recognized private communications cr so ci tor-client 
communications intercepted pursuant to this Ministerial Authorization. 


Pursuant to section 273.63 and subsection 27165 (8) of the Natiorzal Dqfence Act 
the Commissioner of C.- SE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and CSE shall support and assist the Commissioner in 
carrying out stall: reviews. 


2015 12 22 AGC0052 n .1 A 
A-2017-00017--00457 







TOP .SECRETNCONIINT 
Caundian Ey s Only 


This Ministerial Authorization shall. have effect for one year, from 1 December 
2010 to 30 November 2011 and supersedes the Ministerial Authorization 


Interception" dated 3 November 2009, 


Dated at this day of  


„ .. 
The Honourable. Peter MAKay, p M.P. 
Minister of National Defence 


2010. 


4 
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MINISTERIAL AUTHORIZATION 


In the exercise of the power conferred on me by the National Defence Act, have 
read the submission of J' ohn Adams. Chief, Communications Security 
Establishment (CS E), andl am satisfied that the conditions enunciated in 
subsection 273,65(2) Of.the National Defttice Act have been met, 


I therefore authorize CSE to intercept private communications acquired through 
the activities described as. for the sole 
purpose of obtaining. foreign intelligence in accordance with the Government of 
Canada intelligence priorities.. 


As required by the :National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shalt be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational poli:cies 
referred to therein: 


i) UPS l — "Protecting the .Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities", as revised on 16 
September 2010: and 


ii) OPS 3-1 — "Procedures for Activities", effective 23 December 2009. 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained. only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


Pursuant to subsection 273.65(5) of the National Deinwe...4ct,I consider it 
advisable, for the protection of the privacy of Canadians,. that the following 
additional measures apply to the interception of private communications carried 
out in: accordance with this Ministerial Authorization: 


1 
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a) The activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the Ministerial Directives "Privacy of Canadians" and 
"Accountability . Framework" issued to CSE on 19 hine .2001 and. the 
Ministerial. Directive issued to CSE on 14 
January 2002. 


h) in cases where an analyst recogniZes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
Csolicitor-client communication"): 


(1) the analyst shall annotate that communication for destruction unless the 
.analystbelieves it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
tbreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring- the communictition to the attention of 
his/her director (via the reporting chain);, 


(iii) the director shall lirdiwith Obtain legal advice• from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would x in. 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and. 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would he in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) CSE shall record the following infirmation, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security: 


(ii). the number of recognized solicitor, client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in cOnformity with the legal advice received; 
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(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained major 
increase in the number of recognized private communications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


Pursuant to section 273.63 and subsection 273,65(8) of the Kational Defence Act 
the Commissioner of CSE is Charged with the review of .activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and the CSE shall support and assist the Commissioner in 
carrying out such reviews, 


This Ministerial Authorization shall have. effect for one year, from 1 December.
2010 to 30 November 2011 and supersedeS the "Ministerial Authorization 


dated 3 November 2009. 


this  ay of 


The Honontable Peter J.I.acKay, .M.P. 
Minister of National Defence 


2010. 
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Your File littre rifirnice 


Malik .Votrr tiferrnre 


CERRID# 781939 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Interception 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial Authorization 
pursuant to subsection 273.65(1) of the National Deface Act. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to the conditions listed 
below, subsection 273.65(1) of the National Defence Act allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministerial Authorization. 


Under this authority, CSE hereby requests a Ministerial Authorization to intercept private 
communications in relation to Interception activities directed at foreign entities 
located abroad. 


All CSE foreign intelligence collection activities are conducted under paragraph 273.64( I )(a) 
of the National Deface Act. These activities are in accordance with Government of Canada 
Intelligence Priorities. The Intelligence Priorities are issued to CSE annually through 
Ministerial Directive and are the foundation of CSE's National SIGINT Priorities List 
(NSPL). For 2011-2012, the NSPL sets-out the following categories: Cabinet Confidence 
Cabinet Confidence 


Cabinet Confidence The NSPL categories are necessarily flexible to 
accommodate unforeseen developments, but always remain consistent with the Government 
of Canada intelligence priorities. 


Among the foreign intelligence collection activities authorized under paragraph 273.64(1)(a) 
of the National Defence Act are CSE's Interception activities. is 
an information-gathering method which targets foreign communications 


to produceforeign signa s 


Canada TOP SECRET/NI 
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intelligence of value to the Government of Canada. Determining the possible foreign 
intelligence value of and identifying cyber threats in information acquired through 


activities takes place following the application of such technical methods as are 
required to render the communications amenable to selection and analysis. A detailed 
description of these activities is provided in Appendix A. 


CSE's activities will likely result in the interception of communications that 
either terminate or originate in Canada and in which the originator has a reasonable 
expectation of privacy, which constitute private communications pursuant to the National 
Defence Act. A Ministerial Authorization is therefore necessary to allow CSE to intercept 
private communications in the conduct of its activities. 


For your information, CSE also acquires telecommunication-related information used to 
identify, describe, manage or route all or part of the telecommunication, information referred 
to as "metadata", to gain a better understanding of the global information infrastructure and 
identify new targets. This activity, also authorized under paragraph 273.64( I )(a) of the 
National Defence Act, does not require a Ministerial Authorization and is conducted in 
accordance with the 2005 Ministerial Directive entitled "Collection and Use of Metadata". 


CONDITIONS TO BE SATISFIED 


Under subsection 273.65(2) of the National Defence Act, you must be satisfied that: 


I) the interception will be directed at foreign entities located outside Canada; 


2) the information to be obtained could not reasonably he obtained by other means; 


3) the expected foreign intelligence value of the information that would be derived from 
the interception justifies it; and 


4) satisfactory measures are in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security. 


The standard used by CSE for each of the conditions listed in 273.65(2) is a reasonableness 
standard that takes into account the specific and particular context of signals intelligence 
activities. These requirements are met respectively as follows: 


I) CSE follows a very strict set of procedures to reasonably assure itself that collection 
activities that risk the interception of private communications are directed at foreign 
entities located outside Canada. CSE has established and maintains an automated 
directory of selectors (such as telephone numbers, interest protocol addresses or e-mail 
addresses) used for intercepting the communications of targets of interest. These 


- 2 - TOP SECRET//S1 
Canadian Eyes Only 


2017 01 05 
nc 5:2 


AGC0054 A-2017-00017-00463 







Cabinet Confidence 


TOP SECRET//Si 
Canadian Eyes Only 


selectors represent the identifying and routing metadata 
This metadata 


provides CSE with a reasonably reliable way to identify who one of the communicants 
is likely to be and whether he or she is located outside Canada. These selectors are 
obtained from a number of sources, including but not limited to: open source 
information, analysis of previously acquired signals intelligence and information 
provided by various departments and agencies of the Government of Canada, as well as 
allied agencies. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications, CSE personnel must be satisfied, based 
on all the information that CSE has available to it at the time, that the proposed 
selectors are associated with a foreign entity located outside Canada and relate to a 
Government of Canada intelligence priority (as most recently outlined in 


and the associated Ministerial Directive). In addition, 
selectors must meet the definition of the term `metadata' in the Ministerial Directive 
entitled "Collection and Use of Metadata". 


Cabinet Confide 


Consequently, a selector can only be used to intercept communications where CSE is 
satisfied that it is foreign and relates to the external component of communications. 
The content of communications is not scanned until CSE has reasonable assurance that 
such communications have at least one end located outside Canada. The use of 
selectors allows CSE to elevate the level of certainty that communications having no 


foreign intelligence value will not be intercepted. In the unlikely event that 
communications having both ends in Canada are intercepted, CSE will, upon 


recognition, take necessary steps to delete them from its databases. 


Regarding CSE's cyber threat detection activities, CSE proposes, because of the very 


specific nature of hostile cyber activities, 
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2) The information CSE is seeking to obtain could not reasonably be obtained by means 


other than interception because: 


• information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would not 
be shared voluntarily by the targeted foreign entities; and 


■ the communications acquired by CSE, including those private 
communications that are intercepted, will in most cases be the only potential 
source for the information. 


3) In its totality, the expected foreign intelligence value of the information to be derived 
from the interception justifies it. The foreign intelligence value of these interceptions 
can be accurately judged in the context of the foreign intelligence derived from the 


Interception program, in its entirety. 


Overall, collection activities continued to yield valuable foreign 
intelligence in accordance with Government of Canada intelligence priorities. Between 
the commencement of the current Ministerial Authorization on December 21, 2010 and 
May 31, 2011, CSE issued 'Imports from this source which included information on 


use of material from CSE's collection 
activities was also of benefit to the Government of Canada, in that the US National 
Security Agency, the UK Government Communications Headquarters and the 
Australian Defence Simlals Directorate also produced -reports with information 
from CSE's collection activities, which they shared with Canada. 


collection activities continue to be an important Canadian source of 
foreign intelligence reports produced by CSE and received excellent feedback from 
senior Government officials. In addition, CSE's capacity in this area gives it access to 
collection that would be otherwise unavailable, which in 
turn helps meet Government of Canada intelligence priorities. CSE reporting from 


For your information, between the commencement of the current Ministerial 
Authorization on December 1, 2010 and May 31, 2011, private communications 
were recognized in collection (out of communication 
intercepts). Of these private communications,. were used iniCanadian foreign 
intelligence reports,. were retained for possible use in future reporting, and the 
remaining were annotated for deletion. Reporting resulting from private 
communications was valued by Government of Canada clients for information on 
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solicitor-client communications were annotated during the review period. 


After the expiration of the current Ministerial Authorization, CSE will report to you on 
the full period of that authorization in accordance with the reporting requirements listed 
therein. 


4) Measures developed by CSE, in the form of operational policies and procedures, are in 
place and provide direction to CSE in protecting the privacy of Canadians and ensuring 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security. Essentiality is defined as containing 
information that is clearly related to the intelligence priorities of the Government of 
Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation of 
this program are currently found in the following CSE documents: 


• the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (2001), Program" (2004), "Collection 
and Use of Metadata" (2005), and Ministerial 
Directives; and 


■ the operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities" and OPS-1-13: "Procedures for 


and Joint CSEC-CF Activities". 


CSE employees will only conduct these activities according to the operational policies 
and procedures in effect. Should revisions to operational policies and procedures result 
in an increased risk to the privacy of Canadians, or a reduction of measures to protect 
the privacy of Canadians, CSE will advise you. For your ease of reference, we have 
attached to this package the foundational policy (OPS-I) that establishes baseline 
measures to protect the privacy of Canadians and to ensure the legal compliance of 
CSE operational activities. All other operational policies and procedures must comply 


with this policy. 


CSE employees involved in collection activities, and the processing and 
analysis of information obtained as a result of these activities, are trained in these 
measures and are fully aware of their responsibilities in implementing them. The 
application of these measures is monitored by CSE management and reviewed by ihe 
CSE Commissioner. 
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In accordance with the National Defence Act, you must be satisfied that the conditions set 


forth in subsection 273.65(2) have been met prior to issuing the attached Ministerial 
Authorization. 


Solicitor-Client Privilege 


RECOMMENDATION 


It is recommended that you approve the attached Ministerial Authorization " 
Interception", to be effective December 1, 2011 to November 30, 2012. 


Attachment 


I concur with the recommendation: 


National Seel( dvisor to the Prime Minister 
Privy Council office 


cc: Robert Fonberg, Deputy Minister, National Defence 
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APPENDIX A — Detailed Description of Interception Activities 


a number of computer programs against. intercepted communications to 
make them intelligible and to identify ones that merit closer analysis. Those 
communications are then analyzed for content relevant to Government of Canada 
intelligence priorities. It is only at this latter stage where an analyst, whose functions are 
directly related to the production of foreign intelligence reports, reviews the content of a 


TOP SECRET/6'i 
Canadian Eyes Only 


2017 01 05 AGC0054 7 nc 5:2 
A-2017-00017--00468 







TOP SECRET//S 1
Canadian Eyes Only 


communication and formally determines if it is a private communication and, if so, 
whether its content is clearly related to Government of Canada intelligence priorities. If 
the content is clearly related to Government of Canada intelligence priorities, the private 
communication is retained for immediate or future reporting. If not, it is annotated for 
deletion. 
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CERRID# 781950 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial Authorization 
pursuant to subsection 273.65(1) of the National Defence Act. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to the conditions listed 
below, subsection 273.65(1) of the National Defence Act allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities
specified in the Ministerial Authorization. 


Under this authority, CSE hereby requests a Ministerial Authorization to intercept private 
communications in relation to activities directed 
at foreign entities located abroad. 


All CSE foreign intelligence collection activities are conducted under paragraph 
273.64(1)(a) of the National Defence Act. These activities are in accordance with 
Government of Canada Intelligence Priorities. The Intelligence Priorities arc issued to 
CSE annually through Ministerial Directive and are the foundation of CSE's National 
SIGINT Priorities List (NSPL). For 201 1-2012, the NSPL sets-out the following 
categories:  Cabinet Confidence


Cabinet Confidence 
Cabinet Confidence The 
NSPL categories are necessarily flexible to accommodate unforeseen developments, but 
always remain consistent with the Government of Canada intelligence priorities. 


Among the foreign intelligence collection activities authorized under 
paragraph 273.64( I )(a) of the National Defence Act are ME activities. is an 
information-gathering method focused on of 
priority Government of Canada foreign intelligence targets. activities involve the 
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As CSE's ■activities have evolved, so have our reasons for seeking a Ministerial 
Authorization. Over the past year, CSE has developed new ca abilities which we believe 
may increase the risk of intercepting private communications 
Therefore a Ministerial Authorization is being sought. 


CONDITIONS TO RE SATISFIED 


Under subsection 273.65(2) of the National Defence Act, you must be satisfied that: 


1) the interception will be directed at foreign entities located outside Canada; 


2) the information to be obtained could not reasonably be obtained by other means; 


3) the expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and 


4) satisfactory measures are in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security. 


The standard used by CSE for each of the conditions listed in 273.65(2) is a 
reasonableness standard that takes into account the specific and particular context of 
signals intelligence activities. These requirements are met respectively as follows: 


1) CSE follows a very strict set of procedures to reasonably assure itself that 
operations are directed at foreign entities located outside Canada and that any 
private communications that may be intercepted as a result of ••ctivities 
involve foreign entities located outside Canada. CSE maintains t list of selec ion 
criteria used to identify targets 


These criteria are obtained from a number of sources, 
including but not limited to: open source information, analysis of previously 
acquired signals intelligence and information provided by various departments and 
agencies of the Government of Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any operations being conducted, 
CSE personnel must he satisfied, based on all the information that CSE has 
available to it at the time, that the proposed selection criteria are associated with a 
foreign entity located outside Canada and relate to a Government of Canada 
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intelligence priority (as most recently outlined in 
Cabine and the associated Ministerial Directive). 


Cabinet Confidence 


The information CSE is seeking to obtain could not reasonably be obtained by 
means other than interception because: 


■ information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would 
not be shared voluntarily by the targeted foreign entities; and 


the data acquired by CSE, including those private communications that are 
intercepted, will in most cases be the only potential source for the 
information. 


3) In its totality, the expected foreign intelligence value of the information to be 
derived from the interception justifies it. The foreign intelligence value of 
collection can be accurately judged in the context of the foreign intelligence derived 
from the program in its entirety. 


Overall, CSE's activities consistently provide valuable intelligence in 
accordance with Government of Canada intelligence priorities. Between the 
commencement of the current Ministerial Authorization on December 1, 2010 and 
May 31, 2011 this collection produced intelligence regarding: Cabinet Confidence 


Cabinet Confidence 


In addition, several of CSE's key allies including the US National Security Agency, 
the UK Government Communications Headquarters and the Australian Defence 
Signals Directorate producedEreports based on CSE's collection, which 
were shared with Canada. 


During this six month period under the current Ministerial Authorization, 
activities accounted for the largest Canadian collection program in terms of the 
number of reports produced by CSE. 


For your information, between the commencement of the current Ministerial 
Authorization on December 1, 2010 and May 31, 201 1 of the 
communications collected under the program were recognized as private 
communications, amongst them recognized as private solicitor-client 
communications. 
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After the expiration of the current Ministerial Authorization, CSE will report to you 
on the full period of that authorization in accordance with the reporting 
requirements listed therein. 


4) Measures developed by CSE, in the form of operational policies and procedures, are 
in place and provide direction to CSE in protecting the privacy of Canadians and 
ensuring that private communications will only be used or retained if they are 
essential to international affairs, defence or security. Essentiality is defined as 
containing information that is clearly related to the intelligence priorities of the 
Government of Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation 
of this program are currently found in the following CSE documents: 


■ the Ministerial Directives entitled "Accountabilit y Framework" 2001 
"Privacy of Canadians" (2001), and 
(2002); 


■ the 
and 


• the operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities" and OPS-3-1: "Procedures for 


Act v i ties", 


CSE employees will only conduct these .vivities according to the operational 
policies and procedureS in effect. Should revisions to operational policies and 
procedures result in an increased risk to the privacy of Canadians, or a reduction of 
measures to protect the privacy of Canadians, CSE will advise you. For your ease 
of reference, we have attached to this package the foundal..i.onal policy (OPS-1) that 
establishes baseline measures to protect the privacy of Canadians and to ensure the 
legal compliance of CSEC operational activities. All other operational policies and 
procedures must comply with this policy. 


CSE employees involved in -activities, and the processing and analysis of 
information obtained as a result of such activities, are trained in these measures and 
are fully aware of their responsibilities in implementing them. The application of 
these measures is monitored by CSE management and reviewed by the CSE 
Commissioner. 


In accordance with the National Defi,nce Act, you must be satisfied that the conditions set 
forth in subsection 273.65(2) have been met prior to issuing the attached Ministerial 
Authorization. 


- 4 - TOP SECRET//ST 
Canadian Eyes Only 


2017 01 05 AGC0055 A of 
A-2017-00017--00473 







TOP SECRET/6'i 
Canadian Eyes 0- ly 


Solicitor-Client Privilege 


RECOMMENDATION 


It is recommended that you approve the attached Ministerial Authorization 
to be effective December 1, 201 1 to November 30, 2012. 


Job6lAdams 
Chia 


Attachment 


I concur with the recommel ati 


National Secur' Advisor to the Prime Minister 
Privy Council Iffice 


cc: Robert Fonb rg, Deputy Minister, National Defence 
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CERRID# 781945 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Interception 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial Authorization 
pursuant to subsection 273.65(1) of the National Defence Act• 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to the conditions listed 
below, subsection 273.65(1) of the National Defence Act allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministerial Authorization. 


Under this authority, CSE hereby requests a Ministerial Authorization to intercept private 
communications in relation to interception activities 
directed at foreign entities located abroad. 


All CSE foreign intelligence collection activities are conducted under paragraph 
273.64(1)01 of the National Defence Act. These activities are in accordance with 
Government of Canada Intelligence Priorities. The Intelligence Priorities are issued to 
CSE annually through Ministerial Directive and are the foundation of CSE's National 
SIGINT Priorities List (NSPL). For 201 1-2012, the NSPL sets-out the following 
categories: Cabinet Confidence 


Cabinet Confidence 
Cabinet Confidence The 


NSPL categories are necessarily flexible to accommodate unforeseen developments, but 
always remain consistent with the Government of Canada intelligence priorities. 


Among the foreign intelligence collection activities authorized under 
paragraph 273.64(1)(a) of the National Defence Art are activities. 


is an information-gathering method targeting foreign communications 


to produce foreign intelligence of value to the Government of Canada. 
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activities also involve research and analysis of global information networks 


in support of CSE's foreign intelligence mandate. For collection, 
collect the communications of foreign entities of interest, 


For research and analysis 
development), 


al d S (3 NT 


the communications of foreign 
intelligence targets. Where necessary, the Canadian Forces Information Operations 
Group provides assistance to CSE in carrying out these activities. Determining the 
possible foreign intelligence value of information acquired through activities 
takes place following the application of such technical methods as are required to render 
the communications amenable to selection and analysis. 


Last year's planned deployment of 
platform was completed in early 201 1. Further upgrades are already underway, with 
completion anticipated by early 2012. 


A Ministerial Authorization is required as CSE', activities may result in the 
interception of communications that either terminate or originate in Canada and in which 
the originator has a reasonable expectation of privacy, which constitute private 
communications pursuant to the National Defence Act. 


For your information, CSE also acquires telecommunication-related information used to 
identify, describe, manage or route all or part of the telecommunication, information 
referred to as "metadata", to gain a better understanding of the global information 
infrastructure and identify new targets. This activity, also authorized under paragraph 
273.64(1)(a) of the National Defence Act, sloes not require a Ministerial Authorization 
and is conducted in accordance with the 2005 Ministerial Directive entitled "Collection 
and Use of Metadata". 


CONDITIONS TO BE SATISFIED 


Under subsection 273.65(2) of the National Defence Act, you must be satisfied that: 


I) the interception will be directed at foreign entities located outside Canada; 


2) the information to be obtained could not reasonably he obtained by other means; 


3) the expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and 


2 TOP SECRET//SI 
Canadian Eyes Only 


2017 01 05 AGC0056 nf 
A-2017-00017--00476 







Cabinet Confidence 


TOP SECRETIISI 
Canadian Eyes Only 


4) satisfactory measures are in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security. 


The standard used by CSE for each of the conditions listed in 273.65(2) is a 
reasonableness standard that takes into account the specific and particular context of 
signals intelligence activities. These requirements are met respectively as follows: 


I) CSE follows a very strict set of procedures to reasonably assure itself that collection 
activities that risk the interception of private communications are directed at foreign 
entities located outside Canada. CSE has established and maintains an automated 
directory of selectors (such as telephone numbers, internet protocol addresses or e-
mail addresses) used for intercepting the communications of targets of interest. 
These selectors represent the identifying and routing metadata 


This metadata provides CSE with a reasonably reliable way to identify who one of 
the communicants is likely to be and whether he or she is located outside Canada. 
These selectors are obtained from a number of sources, including but not limited to: 
open source information, analysis of previously acquired signals intelligence and 
information provided by various departments and agencies of the Government of 
Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications, CSE personnel must be satisfied, 
based on all the information that CSE has available to it at the time, that the 
proposed selectors are associated with a foreign entity located outside Canada and 
relate to a Government of Canada intelligence priority (as most recently outlined in 


and the associated Ministerial Directive). In 
addition, selectors must meet the definition of the term `metadata' in the Ministerial 
Directive entitled "Collection and Use of Metadata". 


Consequently, a selector can only be used to intercept communications where CSE 
is satisfied that it is foreign and relates to the external component of 
communications. The content of communications is not scanned until CSE has 
reasonable assurance that such communications have at least one end located 
outside Canada. The use of selectors allows CSE to elevate the level of certainty 
that communications having no foreign intelligence value will not be intercepted. 
In the unlikely event that communications having both ends in Canada are 
intercepted, CSE will, upon recognition, take necessary steps to delete them from its 
databases. 


Regarding CSE's cyber threat detection activities, CSE proposes, because of the 
very specific nature of hostile cyber activities, 
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2) The information CSE is seeking to obtain could not reasonably be obtained by 
means other than interception because: 


• information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would 
not be shared voluntarily by the targeted foreign entities; and 


• the communications acquired by CSE, including those private 
communications that are intercepted, will in most cases be the only 
potential source for the information. 


3) In its totality, the expected foreign intelligence value of the information to be 
derived from the interception justifies it. The foreign intelligence value of these 
interceptions can be accurately judged in the context of the foreign intelligence 
derived from the program, in its entirety. 


collection has also pro 


Between the commencement of the current Ministerial Authorization on 
December 1, 2010 and May 31, 201 1, CSE foreign intelligence 
reports based on information derived from   collection netivitirg 


nd intelligence matters. collection also continued to 
provide information on global networks used to support other CSE collection 
programs and improve understanding of targets and their communications patterns. 


en to be a rich source of information related to 
Furthermore, it has enhanced the 


esearch on infrastructure and target development, which ultimately benefits 
CSE's Ecollection programs. 


For your information, between the commencement of the current Ministerial 
Authorization on December 1, 2010 and May 31, 201 1 , 
communications were collected, of these were recognized as "private 
communications", and Ilsolicitor-client communications were recognized. 
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After the expiration of the current Ministerial Authorization, CSE will report to you 
on the full period of that authorization in accordance with the reporting 
requirements listed therein. 


4) Measures developed by CSE, in the form of operational policies and procedures, are 
in place and provide direction to CSE in protecting the privacy of Canadians and 
ensuring that private communications will only be used or retained if they are 
essential to international affairs, defence or security. Essentiality is defined as 
containing information that is clearly related to the intelligence priorities of the 
Government of Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation 
of this program are currently found in the following CSE documents: 


▪ the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (2001) and "Collection and Use of Metadata" 
(2005); and 


• the operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities" and OPS-1-13: "Procedures for Canadian 


and Joint. CSEC-CF Activities". 


CSE employees will only conduct these activities according to the operational 
policies and procedures in effect. Should revisions to operational policies and 
procedures result in an increased risk to the privacy of Canadians, or a reduction of 
measures to protect the privacy of Canadians., CSE will advise you. For your ease 
of reference, we have attached to this package the foundational policy (OPS- I ) that 
establishes baseline measures to protect the privacy of Canadians and to ensure the 
legal compliance of CSE operational activities. All other operational policies and 
procedures must comply with this policy. 


CSE employees involved in activities, and the processing and analysis 
of information obtained as a result of such activities, are trained in these measures 
and are fully aware of their responsibilities in implementing them. The application 
of these measures is monitored by CSE management and reviewed by the CSE 
Commissioner. 


In accordance with the National Defence Act, you must be satisfied that the conditions set 
forth in subsection 273.65(2) have been met prior to issuing the attached Ministerial 
Authorization. 
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Solicitor-Client Privilege 


RECOMMENDATION 


It is recommended that you approve the attached Ministerial Authorization 
Interception", to be effective December I , 20 I I to November 30, 


2012. 


John Adams 
Chief 


Attachment 


I concur with the recommendation: 


Stephen 
nom ecuri Advisor to the Prime Minister-


Privy Council lice 


cc: Robert Fonberg, Deputy Minister, National Defence 
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MEMORANDUM FOR "HE MINISTER OF NATIONAL DEFENCE 


CSE Intereetition Activities 


(For.:Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The. Communications Security Establishment (CS/3) requests a Ministerial 
Authorization ptusuant to subsection 273.65( 1.) of the Notional Ocience Act. 


ACTIVITY OR CLASS F A.CTIVITIES TO TM AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to. the conditions !Wed 
below, subsection 273.65(1 ) of the Nruktinti Defence Act allows you to authorize CSE, in 
writing, to intercept private Communications, M ipiation to an activity or class of activities 
specified in the Ministerial Authorization, 


Under this authority,. CSEbereby requea ti Ministerial Authorization Lo in ciircep 
cot iirati Bt i0m; ii1 t'CletiOrt to 4 class of oolkction activities 


Ali CSE foreign into lligenee eollectiOn activities a4t. CO ducted under pantgraph 
Z73, 64(1)(a) of the Wittionat Ikfericke Act. nes.c activities are in accordance with 
Government of Canada intelligence Priorities, The intelligence Priorities are issued to 
CSE annually through Min sterial Directive and ttre:the foundation of CSE;'s Mitionai 
SIGINT Priorities List (NSP1.,), For 2011-2012, the NSPL sets-Out the f011oWing 


Cabinet Confidence 
Cabinet Confidence 
Cabinet Confidence  the


NS eigegOri.C's are neceS,$.;,trily ibie iicc01.41-110dille-. intfOreSPOB de V ClOtatettl tt, bt3i• 


always remain consistent. with the Government eft Canada intelligence priori tie, in 
years, Canacin mid its Allies itiwo conmirit,lid about the 


( -1. 4-11 
iclk, a. TOP SECEETI/S1 


Canadian Eyes Only 


2017 01 05 AGC0057 1 nf A 
A-2017-00017--00481 







TOP SECRETHSi 
Canadian Eyes Oily 


The infortnation-OhOirigileelmOlOgy CSE In support of this operation 
taxgetg co trtmunicntiop. and Ttztecglrall 11 PPS infrnitrnctore that may convc,!y 


many typez,-. of data. Once Collected, CSE will use this data to produce fr.m:ign 
intellizenee in direct support or Canada's at:Ohm:nit for intelligence . as app 
il$Idligclax! or litonikr Govettimint tea canal und 


CSE's intere• ption 
may niso mit/ Lt ininrception of 


t ath i ithor tern-Ill-late o originate tt7 Cimada tind in which the priginator 
has a reasonanie expectation of peivacy, which constitute private communications 
pursuant to the Notionol 04=froce Ac, A Ministerial .Atittiorization is therefore necessary 


itt.-:),sy CS E to tlar.tvetteraly intercept private nmtnnunicatiOns in the conduct of 


;'f.e-reeptim: activities 


For your information. CSE also itequi .teletotumniticatiOn-related infOrtuatiOn.tised to 
identif!e, deserihe, il1ana5;0;:or nil or part of the teieeenituatiention„ infi,mnation 
referred to as "r€10 tad a 1.6 .gttin a better lIndergandiog of the glebal.information 
in Frio ructure .and ithaiitify new tiirgcts: This. iteti :thy, also atithori zed under paragraph 
273:64(1)(a) of the iVationatDefencc. Ad, does 4101 turpt ire a Ministerial .Anthoritatiort: 
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and is conducted in accordance with the 2005 Ministerial Directive.entitled -Collection 
and Use of .Metadata". 


coNpurioNs To BE SATISFIED 


Under subsection 273.65(2) of the  Defence Act, you must be satisfied that: 


) the interception will be die eted at foreign entities located outside Canada; 


2) the itiforint4ion to be obtained, could not reasonably be obtained by other means; 


3) the expected foreign intelligence valve of the information that would be derived 
from the interception justifies it; and 


4) satisfactory rueastireS are in plaCe.toprottet the privacy of CanadianS'and . to .enSure 
that private communications will only be used or retain.ed.d they are..essential to 
international .affairs„ defence:or:security.. 


The standard used by CS for each otthe conditions listed in 271.65() is a 
reasonabieness standard ihilt itakcs i to account the,speci fie: and particular context of• 
'OL,trhils intelligence activities. These rentritements i:ire met re' peetively yaw fot1oivs: 


) CSE folloWs ai. very strict set Of pro.Cedures to. reasonably assure:itself that colleetion 
activities that risk the interception of ptiVZite COMMI.Itli ,,:ations are awed at foreign 
entities located outside Canada. CSC ltaa, establisi inaintainS an automated 
directory Of selectors (such as telephone nurnivrs, interact protocel addresses or e-
mail addresses) used for intercepting the: ontmunicationS of targets of iatet•eSt. 
These selectors icotesent the identifying and routing metiltdata 


Tms motadata CSE with a icasoraky reliable way to WeflO I y Itety 
communicants, and whether be or she is located outside Canada, 


These.:seleetors are Obtained from a number of sources, including but not limited ity 
open source information, analysi.,, of previously acquired signals intelligence and 
information provided b rrrious del artments. and agencies of the ;Clovernment: of 


anada, as well as allied agencies. 


In accordance with procedures in place,: prior to any targeting and before colleetion 
systems are tasked to collect communications, CSE, personnel must be satisfied, 
based on ail the information that Cacti. has available to it at the tinle. that the 
proposed „selectors are associated with a foreign entity located outside Canada one 
relate to a Government of Canada intelligence priority (as most recently outlined in 


and the associated Minkterial Directive). lta 
additioo, selectors must meet the definition of the: term "imetadata' in the Ministerial 
Directive entitled "Collection and Use of Metialate, 


Cabinet Confidence 
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Consequently, a selector con only be used to intercept connrinnitationS Where CSE 


is satisfied that it represeriN a foreign entity and relines to the external :component 


of oninnami(.ations. The content of communications not scanned until CSE baS 


reasonable assurances that stich eomintinications eithei Originate: or tormitiate 
outside Canada, The use. of selectors allows CSE to i4oate the level of certainty 


then communications having CO foreign intelligence value Will not ht intercepted. 


In the unlikely event that a C.urtadiail eommunication Is:intercepted, CSE Will, upon 
recognition, take tiemsal'y geps to dekto it from it. clatabaes,. 


The infomiatjon CSE w sekirig to °Inuit, could not :reasons hiy obtained by 
Intuits other duin interception bechtie: 


inforinution .derik5ed from the dOrtununidations: acquired by CS.E, including:
itiftirnirtiion...frotit any private..conintunications that. are intercepted, wou1d 
riot he slinted..voluntarit y. by the.!tnrgeted :fOreign.entitietc;.and 


.0 the oommt.mications acquired  by CSEk inclitding those prikqite 
ttnit are intercepted; will in most eases.. be.the only 


potential source tot.the inforrmition: 


3) 14 its totality, the expected foreign imellittence'valite of the infortilation ;Labe 
derived from the intercept kV jliStific it. CSE anticipates collecting 
cOinmtinications .which may provide impollant ,1-14di.igerwe, to Can,ad“ 
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After the cxpination of the current Ministerial Authorization, CSE report to you 
on the ,full period of Ow autilorizationin pecordange with the reporting 
requireinerits listed therein. 


4) Measures develOped by CS.E, in the form of operational policies and procedures, Fire 
place xaratl providc direction to c.`al in protecting the privacy ennadians and 


ensuring that private Comniunicationit Only he Used ,or retained if they ate 
essential to intcruational affairs. defence or seCurity. Essentiality is defined as 
comainin infottpaPOn that is clenrly related to the int:Ohm-lee primi4s of the 
Government of Canada,. 


CSE policies telating to accountability, the privacy of Canadians and the operation 
of this program are currently fountl in the following (Sla documents; 


the Ministerial Ditwtives entitled '''Accounwhility Priuneworr (2001), 
"PrivtieV o Catridilos" M01) Ind "CollectiOn and Use of 'MetKhan" 
(2005), and 


ille operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance' in the Conduct of CSEC 
Activities". 


CSE employees will only conduct then nedvities According to the operational 
policies and procedures in effect, Should revi.Oons to operational policies and 
procedures result in an :increased risk to the pr i cy Of ennal41,11.S. or 4 reduction of 
Measures to protOoi the privacy of Cztpadian,, CSE: advik you, FOr your eek 
of refettiWC. haVe an'aehe,d to this pack ag.e the foundational policy (OPS,L) that 
establiSii6S: #110aS:ItS to ptbteet the privacy of can idiuns and to ensure the 
legal compliance of OE operallowd activities. All other operational policies and 
procedures must comply with this 


CSE ea-tap involved in thosetoketion aeijvities 
and The processing, and analr“s of inlorniation obtained 


as a rc.,su I t. of such. act,ty t jos. are trained in.. thase illeaspres and .are hilly'-awaret!r 
their responsibilities. in implementing theft. ThOappileation•bfthe5o measuresis 
monitored i, CS17, management and is subject to review by the C$17, Commissioner. 


In accordance with the Netionni Ddence Act you must besntisfied that the cOnditionS set 
forthlii.subsection 273.65(2) have been rot prior to issuing Ow attached 
i.tnnorization ror CSE intereeption:aetivities 
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Solicitor-Client Privilege 


RECOMNIEND ATI ON 


it is recommended that you approve the attached Ministorial Authorization Interception 
Activities to be effective December 1, 2011 to November 30, 2012. 


••
Jobil Adams 
Ch 


Attaehment 


I concur with the. recommendation; 


\ ..&'.: 


Nati6na1 Se 'its}' Advisor to the: .Prime.- Miraget 
and AsseeCZYeerattry tp the cat)irtet. 
Privy-Cdurteil Office 


RObeq Fopberg; Deputy NatiOntil Defence. 
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CERRID# 7l-;1935 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Interception Activities 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial Authorization 
pursuant to subsection 273.65(1) of the National Defence Act. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to the conditions listed 
below, subsection 273.65(1) of the National Defence Act allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministerial Authorization. 


Under this authority, CSE hereby requests a Ministerial Authorization to intercept private 
communications when conducting a class of collection activities 


This class of collection activities uses a selection of 
information-gathering methods, each of which targets a particular kind of communication 
technology. This class of collection activities is referred to in Canada under the 
COVCI'llaMe 


All CSE foreign intelligence collection activities are conducted under paragraph 
273.64(1)(a) of the National Defence Act. These activities are in accordance with 
Government of Canada Intelligence Priorities. The Intelligence Priorities are issued to 
CSE annually through Ministerial Directive and arc the foundation of CSE's National 
SIGINT Priorities List (NSPL). For 2011-2012, the NSPL sets-out the following 
categories: Cabinet Confidence 


Cabinet Confidence 
Cabinet Confidence The 


L categories are necessarily flexible to accommodate unforeseen developments, but 
always remain consistent with the Government of Canada intelligence priorities. 
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Among the foreign intelligence collection activities authorized under paragraph 
273.64(1)(a) of the National Defence Art are collect ion c• il led 


CSE is also working to modernize and enhance its 
thereby positioning the organization to respond more rapidly to emergency situations 
abroad, such as kidnappings. 


Determining the possible foreign intelligence value of information acquired through 
activities and identifying cyber threats takes place following the 


application of such technical methods as are required to render the communications 
amenable to selection and analysis. 
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CSE's activities may result in the interception of communications that 
either terminate or originate in Canada and in which the originator has a reasonable 
expectation of privacy, which constitute private communications pursuant to the National 
Defence Act. A Ministerial Authorization is therefore necessary to allow CSE to 
intercept private communications in the conduct of its activities. 


For your information, CSE also acquires telecommunication-related information used to 
identify, describe, manage or route all or part of the telecommunication, information 
referred to as "metadata", to gain a better understanding of the global information 
infrastructure and identify new targets. This activity, also authorized under paragraph 
273.64(1)(a) of the National Defence Act, does not require a Ministerial Authorization 
and is conducted in accordance with the 2005 Ministerial Directive on the "Collection 
and Use of Metadata". 


CONDITIONS TO BE SATISFIED 


Under subsection 273.65(2) of the National Defence Act, you must be satisfied that: 


1) the interception will be directed at foreign entities located outside Canada; 


2) the information to be obtained could not reasonably be obtained by other means; 


3) the expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and 


4) satisfactory measures arc in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security. 


The standard used by CSE for each of the conditions listed in 273.65(2) is a 
reasonableness standard that takes into account the specific and particular context of 
signals intelligence activities. These requirements are met respectively as follows: 


I) CSE follows a very strict set of procedures to reasonably assure itself that collection 
activities that risk the interception of private communications are directed at foreign 
entities located outside Canada. CSE has established and maintains an automated 
directory of selectors (such as telephone numbers, internet protocol addresses or e-
mail addresses) used for intercepting the communications of targets of interest. 


These selectors represent the identifying and routing metadat 


This metadala provides CSE with a reasonably reliable way to identify who one of 
the communicants is likely to be, and whether he or she is located outside Canada. 
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These selectors are obtained from a number of sources, including but not limited to: 
open source information, analysis of previously acquired signals intelligence and 
information provided by various departments and agencies of the Government of 
Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications, CSE personnel must be satisfied, 
based on all the information that CSE has available to it at the lime, that the 
proposed selectors are associated with a foreign entity located outside Canada and 
relate to a Government of Canada intelligence priority (as most recently outlined in 


and the associated Ministerial Directive). In 
addition, selectors must meet the definition of the term `metadata' in the Ministerial 
Directive entitled "Collection and Use of Metadata". 


Consequently, a selector can only be used to intercept communications where CSE 
is satisfied that it is foreign and relates to the external component of 
communications. The content of communications is not scanned until CSE has 
reasonable assurance that such communications have at least one end located 
outside Canada. The use of selectors allows CSE to elevate the level of certainty 
that communications having no foreign intelligence value will not he intercepted. 
In the unlikely event that communications having both ends in Canada are 
intercepted, CSE will, upon recognition, take necessary steps to delete them from its 
databases. 


Regarding CSE's cyber threat detection activities, CSE proposes, because of the 
very specific nature of hostile cyber activities. 
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The information CSE is seeking to obtain could not reasonably be obtained by 
means other than interception because: 


• information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would 
not be shared voluntarily by the targeted foreign entities; and 


• the communications acquired by CSE, including those private 
communications that are intercepted, will in most cases be the only 
potential source for the information. 


3) In its totality, the expected foreign intelligence value of the information to be 
derived from the interception justifies it. The foreign intelligence value of these 
interceptions can be accurately hidged in the context of the foreign intelligence 
derived from the program, in its entirety. 


Overall, interception activities conducted under this program 


en lancing CSE's capacity to 
understand and locate targets of interest and providing foreign intelligence in 
accordance with Government of Canada intelligence priorities. Between the 
commencement of the current Ministerial Authorization on December 1, 2010 and 
May 31, 201 1 CSE issue an intelligence reports based on 
collection. CSE's allies from the US 
National Security Agency and UK Government Communications Headquarters 
producedEreports, shared with Canada, with information derived from collection 


For your information, between the commencement of the current Ministerial 
Authorization on December 1 , 2010 and May 31, 201 1, communications 
were intercepted under the program, of which were recognized 
as a "private communication." Esolicitor-client communications were 
recognized. 
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Alter the expiration or the current. Ministerial Authorization, CSE will report to you 


on the full period of that authorization in accordance with the reporting 
requirements listed therein. 


4) Measures developed by CSE, in the form of operational policies and procedures, are 
in place and provide direction to CSE in protecting the privacy of Canadians and 
ensuring that private communications will only be used or retained if they are 
essential to international affairs, defence or security. Essentiality is defined as 
containing information that is clearly related to the intelligence priorities of the 
Government of Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation 
or this program are currently found i❑ the following CSE documents: 


the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (2001) and "Collection and Use of Metadata" 
(2005); and 


■ the operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities" and OPS-1-13: "Procedures for Canadian 


and Joint CSEC-CF Activities". 


CSE employees will only conduct these activities according to the operational 
policies and procedures in effect. Should revisions to operational policies and 
procedures result in an increased risk to the privacy of Canadians, or a reduction of 
measures to protect the privacy of Canadians.; CSE will advise you. For your ease 
of reference, we have attached to thiSpaekage the foundational policy (OPS-I) that 
establishes baseline measures to protect the privqcy of Canadians and to ensure the 
legal compliance of CSE operational activities. All otter operational policies and 
procedures must comply with this policy. 


CSE employees involved in collection activities 
and the processing and analysis of information 


obtained as a result of these activities, are trained in these measures and are fully 
aware of their responsibilities in implementing them. The application of these 
measures is monitored by CSE management and reviewed by the CSE 
Commissioner. 


In accordance with the National Defence Art, you must be satisfied that the conditions set 
forth in subsection 273.65(2) have been met prior to issuing the attached Ministerial 
Authorization. 
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RECOMMENDATION 


It is recommended that you ap prove the attached Ministerial Authorization "Interception 
Activities to be effective December 
201 1 to November 30, 20I 2. 


J hn Adams 
of 


Attachment 


I concur with the recommendation: 


National Security A sor to the Prime Minister 
Privy Council Office 


cc: Robert Fonberg, Deputy Minister, National Defence 
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CERRIDit 781932 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Interception Activities Conducted in Support of 
the Government of Canada Mission in Afghanistan 


(For Approval) 


PROPOSED MINISTERIAL AUTHORIZATION 


The Communications Security Establishment (CSE) requests a Ministerial 
Authorization pursuant to subsection 273.65(1) of the National Defence Act. 


CHANGING MISSION IN AFGHANISTAN 


Given the evolution of CSE's role in support of Government of Canada activities in 
Afghanistan with respect to diplomacy, training, development and counter-terrorism, the 
title of the Ministerial Authorization has been changed from Interception Activities in 
Support of Canadian Forces Operations in Afghanistan to Interception Activities 
Conducted in Support of the Government of Canada Mission in Afghanistan. 


ACTIVITY OR CLASS OF ACTIVITIES TO BE AUTHORIZED 


For the sole purpose of obtaining foreign intelligence and subject to the conditions listed 
below, subsection 273.65(1) of the National Defence Act allows you to authorize CSE, in 
writing, to intercept private communications in relation to an activity or class of activities 
specified in the Ministerial Authorization. 


Under this authority, CSE hereby requests a Ministerial Authorization to intercept private 
communications in relation to a class of collection activities conducted in support of the 
Government of Canada mission in Afghanistan. This class of collection activities uses a 
selection of information-gathering methods, 


All CSE foreign intelligence collection activities are conducted under paragraph 
273.64(1)(a) of the National Defence Act. These activities are in accordance with 
Government of Canada Intelligence Priorities. The Intelligence Priorities are issued to 
CSE annually through Ministerial Directive and are the foundation of CSE's National 
SIGINT Priorities List (NSPL). For 2011-2012, the NSPL sets-out the following 
categories: Cabinet Confidence 
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Cabinet Confidence 
Cabinet Confidence The 
NSPL categories are necessarily flexible to accommodate unforeseen developments, but 
always remain consistent with the Government of Canada intelligence priorities. 


Among the foreign intelligence collection activities authorized under paragraph 
273.64(1)(a) of the National Defence Act are collection activities conducted in support of 
the Government of Canada mission in Afghanistan. In recent years, CSE has worked 
with the Canadian Forces deployed in Afghanistan in 


The information-gathering methods used by CSE in suDnort of the Canadian mission in 
Afghanistan 


that may convey many 
types of data to produce foreign intelligence in direct support of various deployed 
Canadian and allied elements, as well as intelligence of broader value to the Government 
of Canada,. 


For research and analysis 
and SIGINT development), these collection activities also involve collecting 


communications signals 
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communications of foreign 
intelligence targets. Determining the possible foreign intelligence value of information 
acquired through these activities takes place following the application of such technical 
methods as are required to render the communications amenable to selection and 
analysis. 


CSE's activities in support of the Government of Canada mission in Afghanistan may 
result in the interception of communications that either terminate or originate in Canada 
and in which the originator has a reasonable expectation of privacy, which constitute 
private communications pursuant to the National Defence Act. A Ministerial 
Authorization is therefore necessary, to allow CSE to intercept intercept private 
communications in the course of its collection activities in support of the Government of 
Canada mission in Afghanistan. 


For your information, CSE also acquires telecommunication-related information used to 
identify, describe, manage or route all or part of the telecommunication, information 
referred to as "metadata", to gain a better understanding of the global information 
infrastructure and identify new targets. This activity, also authorized under paragraph 
273.64(1)(a) of the National Defence Act, does not require a Ministerial Authorization 
and is conducted in accordance with the 2005 Ministerial Directive entitled "Collection 
and Use of Metadata". 


CONDITIONS TO BE SATISFIED 


Under subsection 273.65(2) of the National Defence Act, you must be satisfied that: 


1) the interception will be directed at foreign entities located outside Canada; 


2) the information to be obtained could not reasonably be obtained by other means; 


3) the expected foreign intelligence value of the information that would be derived 
from the interception justifies it; and 


4) satisfactory measures are in place to protect the privacy of Canadians and to ensure 
that private communications will only be used or retained if they are essential to 
international affairs, defence or security. 


The standard used by CSE for each of the conditions listed in 273.65(2) is a 
reasonableness standard that takes into account the specific and particular context of 
signals intelligence activities. These requirements are met respectively as follows: 


I) CSE follows a very strict set of procedures to reasonably assure itself that collection 
activities that risk the interception of private communications are directed at foreign 
entities located outside Canada. CSE has established and maintains an automated 
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directory of selectors (such as telephone numbers, intemet protocol addresses or e-
mail addresses) used for intercepting the communications of targets of interest. 
These selectors represent the identifying and routing metadata 


This metadata provides CSE with a reasonably reliable way to identify who one of 
the communicants is likely to be, and whether he or she is located outside Canada. 


These selectors are obtained from a number of sources, including but not limited to: 
open source information, analysis of previously acquired signals intelligence and 
information provided by various departments and agencies of the Government of 
Canada, as well as allied agencies. 


In accordance with procedures in place, prior to any targeting and before collection 
systems are tasked to collect communications, CSE personnel must be satisfied, 
based on all the information that CSE has available to it at the time, that the 
proposed selectors are associated with a foreign entity located outside Canada and 
relate to a Government of Canada intelligence priority (as most recently outlined in 
abinet Confidence and the associated Ministerial Directive). In 
addition, selectors must meet the definition of the term `metadata' in the Ministerial 
Directive entitled "Collection and Use of Metadata". 


Consequently, a selector can only be used to intercept communications where CSE 
is satisfied that it is foreign and relates to the external component of 
communications. The content of communications is not scanned until CSE has 
reasonable assurance that such communications have at least one end located 
outside Canada. The use of selectors allows CSE to elevate the level of certainty 
that communications having no foreign intelligence value will not be intercepted. 
In the unlikely event that communications having both ends in Canada are 
intercepted, CSE will, upon recognition, take necessary steps to delete them from its 
databases. 


Regarding CSE's cyber threat detection activities, CSE proposes, because of the 
very specific nature of hostile cyber activities, 
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2) The information CSE is seeking to obtain could not reasonably be obtained by 
means other than interception because: 


• information derived from the communications acquired by CSE, including 
information from any private communications that are intercepted, would 
not be shared voluntarily by the targeted foreign entities; and 


• the communications acquired by CSE, including those private 
communications that are intercepted, will in most cases be the only 
potential source for the information. 


3) In its totality, the expected foreign intelligence value of the information to be 
derived from the interception justifies it. Experience has shown that the chance of 
intercepting private communications is very small; however, it represents an 
unavoidable part of the collection process. The foreign intelligence value of these 
interceptions can be accurately judged in the context of the foreign intelligence 
derived from these activities in their entirety. 


The collection activities conducted by CSE 


For your information, between the commencement of the current Ministerial
Authorization on December 1, 2010 and May 31, 2011, a total of 
communications were intercepted under the 


programs. intercepts 
were annotated as "private communications." Of the 'private 
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communications," solicitor-client communication flagged for deletion, 
and the remaining were retained for future use. 


After the expiration of the current Ministerial Authorization, CSE will report to you 
on the full period of that authorization in accordance with the reporting 
requirements listed therein. 


4) Measures developed by CSE, in the form of operational policies and procedures, arc 
in place and provide direction to CSE in protecting the privacy of Canadians and 
ensuring that private communications will only be used or retained if they are 
essential to international affairs, defence or security. Essentiality is defined as 
containing information that is clearly related to the intelligence priorities of the 
Government of Canada. 


CSE policies relating to accountability, the privacy of Canadians and the operation 
of this program are currently found in the following CSE documents: 


the Ministerial Directives entitled "Accountability Framework" (2001), 
"Privacy of Canadians" (2001), and "Collection and Use of Metadata" 
(2005); and 


• the operational procedures entitled OPS-1: "Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Co duct of SEC 
Activities" and OPS-l-13: "Procedures for Canadian 


and Joint CSEC-CF Activities". 


CSE employees will only conduct these activities according to the operational 
policies and procedures in effect. Should revisions to operational policies and 
procedures result in an increased risk to the privacy of Canadians, or a reduction of 
measures to protect the privacy of Canadians,„ CSE will advise you. For your ease 
of reference, we have attached to this package the foundational policy (OP S-1) that 
establishes baseline measures to protect the privacy of Canadians and to ensure the 
legal compliance of CSE operational activities. All other operational policies and 
procedures must comply with this policy. 


CSE employees involved in these collection activities conducted in support of the 
Government of Canada mission in Afghanistan, and the processing and analysis of 
information obtained as a result of such activities, are trained in these measures and 
are fully aware of their responsibilities in implementing them. The application of 
these measures is monitored by CSE management and is subject to review by the 
CSE Commissioner. 


In accordance with the National Defence Act, you must be satisfied that the conditions set 
forth in subsection 273.65(2) have been met prior to issuing the attached Ministerial 
Authorization. 
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Solicitor-Client Privilege 


RECOMMENDATION 


It is recommended that you approve the attached Ministerial Authorization "Interception 
Activities Conducted in Support of the Government of Canada Mission in Afghanistan", 
to be effective December 1, 2011 to November 30, 2012. 


John Adams 
Chief 


Attachment 


I concur with the recommendation: 


Steph  Ri b 
Nationa ec rity e visor to the Prime Minister 
Privy Council Off e 


cc: Robert Fonb .uty Minister, National Defence 
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MINISTERIAL AUTHORIZATION 
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INTERCEPTION ACTIVITIES CONDUCTED IN SUPPORT OF THE 
GOVERNMENT OF CANADA MISSION IN AFGHANISTAN 


In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Adams, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to intercept private communications acquired through 
the class of activities described as Interception Activities Conducted in Support of 
the Government of Canada Mission in Afghanistan for the sole purpose of 
obtaining foreign intelligence in accordance with the Government of Canada 
intelligence priorities. 


3. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


OPS 1-13 — "Procedures for Canadian-
and Joint CSEC-CF Activities". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


4. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 
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a) The activities shall be in strict compliance with the Ministerial Directives 
"Privacy of Canadians" and "Accountability Framework" issued to CSE on 19 
June 2001, and the Ministerial Directive "Collection and Use of Metadata" 
issued to CSE on 9 March 2005. 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it is satisfied relates to foreign entities 
located outside Canada. 


d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 
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(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


5. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained major 
increase in the number of recognized private communications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and, as such, CSE shall support and assist the Commissioner 
in carrying out such reviews. 


7. This Ministerial Authorization shall have effect for one year, from I December 
201 1 to 30 November 2012. 


ft" 
Dated at this 'A_[  day of  A 0V 


The Honourabl c Paerlidac ay, P.C,, M,P. 
Minister of National 


ke.✓ 201 1 . 
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1. In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Adams, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to intercept private communications acquired through 
the activity described as Interception for the sole purpose of 
obtaining foreign intelligence in accordance with the Government of Canada 
intelligence priorities. 


3. 


4. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS 1— "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


(ii) OPS 1-13 — "Procedures for Canadian —
and Joint CSEC-CF Activities". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 
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5. Pursuant to subsection 273.65(5) of the National Defence Act, I consider 


advisable, for the protection of the privacy of Canadians, that the following 


additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


a) The activities be in strict compliance with the Ministerial Directives "Privacy 
of Canadians" and "Accountability Framework" issued to CSE on 19 June 
2001, the Ministerial Directive Program" issued to CSE on 15 
March 2004 and the Ministerial Directive on "Collection and Use of 
Metadata" issued to CSE on 9 March 2005. 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director or supervisor (via the reporting chain); 


(iii) the director or supervisor shall forthwith obtain legal advice from the 
Department of Justice, CSE Directorate of Legal Services, on whether 
the continued retention or use of the solicitor-client communication 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute; and 


(iv) where legal advice has been obtained that the retention or use of a 
solicitor-client communication containing foreign intelligence would be 
in conformity with the laws of Canada, and not bring the administration 
of justice into disrepute, CSE may only use or retain the information 
derived from the solicitor-client communication in conformity with the 
legal advice received. 


c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it is satisfied relates to foreign entities 
located outside Canada. 
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d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 


i) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


6. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained major 
increase in the number of recognized private communications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


7. Pursuant to section 273.63 and subsection 273.65 (8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and, as such, CSE shall support and assist the Commissioner 
in carrying out such reviews. 


8. This Ministerial Authorization shall have effect for one year, from 1 December 
201 1 to 30 November 2012. 


Dated at 
st 


 this  2t  day of 201 1 . 


The Honourable Peter-lc/lac t P.C., M.P. 
Minister of National Defeal 
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In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Adams, Chief, Communications Security 
Establishment, and I am satisfied that the conditions enunciated in subsection 
273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to intercept private communications acquired through 
the activities described as for the sole 
purpose of obtaining foreign intelligence in accordance with the Government of 
Canada intelligence priorities. 


3. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


i) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


ii) OPS 3-1 — "Procedures for 11 Activities". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


4. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 
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a) The activities shall be in strict compliance with the Ministerial Directives 
"Privacy of Canadians" and "Accountability Framework" issued to the 
Communications Security Establishment on 19 June 2001 and the Ministerial 
Directive ' ' issued to the Communications 
Security Establishment on 14 January 2002. 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


i) the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; 


(i 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, the Communications Security 
Establishment may only use or retain the information derived from the 
solicitor-client communication in conformity with the legal advice 
received. 


c) The Communications Security Establishment shall record the following 
information, and shall send the report to me within four (4) months following 
the expiration of this Ministerial Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 


(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 
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(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


5. The Communications Security Establishment shall report to me when any serious 
issue arises in the implementation of this Ministerial Authorization, including but 
not limited to a sustained substantial decrease in the value of this source of 
foreign intelligence, or any sustained major increase in the number of recognized 
private communications or solicitor-client communications intercepted pursuant 
to this Ministerial Authorization. 


6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act 
the Commissioner of the Communications Security Establishment is charged with 
the review of activities carried out under this Ministerial Authorization to ensure 
that they are in compliance with the law and authorized, and, as such, the 
Communications Security Establishment shall support and assist the 
Commissioner in carrying out such reviews. 


7. This Ministerial Authorization shall have effect for one year, from 1 December 
201 1 to 30 November 2012. 


Dated at g2-644iz' (-C4A-  this 


The Honourable Peter MI1C ay, P.C, M.P. 
Minister of National Defel 


/r 
1  day of 2011. 
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1. In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Adams, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to intercept private communications acquired through 
the class of activities described as Interception Activities 


for the sole purpose of obtaining foreign intelligence in 
accordance with the Government of Canada intelligence priorities. 


3. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject to measures to protect the privacy of Canadians, in accordance with 
the following operational policies and other operational policies referred to 
therein: 


(i) OPS 1— "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


(ii) OPS 1-13 — "Procedures for Canadian 
I...and Joint CSEC-CF Activities". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


4. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 
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a) The activities shall be in strict compliance with the Ministerial Directives 
"Privacy of Canadians" and "Accountability Framework" issued to CSE on 19 
June 2001 and the Ministerial Directive "Collection and Use of Metadata" 
issued to CSE on 9 March 2005. 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it is satisfied relates to foreign entities 
located outside Canada. 


d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 
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(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


5. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained major 
increase in the number of recognized private communications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and, as such, CSE shall support and assist the Commissioner 
in carrying out such reviews. 


7. This Ministerial Authorization shall have effect for one year, from 1 December 
201 1 to 30 November 2012. 


Dated at V 5r  /1,N`Gt/ex-this day of 201 1. 


The Honourable Peter MacKa , M.P. 
Minister of National Defenc 
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1. In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Adams, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE, with the assistance of the Canadian Forces Information 
Operations Group where necessary, to intercept private communications ac uired 
through the activity described as Interception for 
the sole purpose of obtaining foreign intelligence in accordance with the 
Government of Canada intelligence priorities. 


3. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS I — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


(ii) OPS 1-13 — "Procedures for Canadian 
=Mind Joint CSEC-CF Activities". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


4. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 
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a) The activities shall be in strict compliance with the Ministerial Directives 
"Privacy of Canadians" and "Accountability Framework" issued to the CSE 
on 19 June 2001 and the Ministerial Directive "Collection and Use of 
Metadata" issued to CSE on 9 March 2005. 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


i) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


(iii) the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, CSE may only use or retain the 
information derived from the solicitor-client communication in 
conformity with the legal advice received. 


c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall establish and maintain an 
automated directory of selectors which it is satisfied relates to foreign entities 
located outside Canada. 


d) CSE shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 
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(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they arc essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


v) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


5. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained major 
increase in the number of recognized private communications or solicitor-client 
communications intercepted pursuant to this Ministerial Authorization. 


6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and, as such, CSE shall support and assist the Commissioner 
in carrying out such reviews. 


8. This Ministerial Authorization shall have effect for one year, from 1 December 
2011 to 30 November 2012. 


sr 
Dated at  this day of 20I 1 . (ccrit 


The Honourable Peter Mac I 
Minister of National Defe CC 
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