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TOP SECRET COMINT 


To: Chief, Communications Security Establishment 


MINISTERIAL DIRECTIVE 
COMMUNICATIONS SECURITY ESTABLISHMENT 


COLLECTION AND USE OF METADATA 


1. This Directive is issued under my authority pursuant to subsection 273.62 (3) of 
the National Defence Act. 


2. For the purpose of the CSE foreign intelligence acquisition programs: 


a) "metadata"means information associated with a telecommunication to identify, 
describe, manage or route that telecommunication or any part of it as well as the 
means by which it was transmitted, but excludes any information or part of 
information which could reveal the purport of a telecommunication, or the whole 
or any part of its content. 


b) "Network Analysis and Prioritization"means the method developed to 
understand the global information infrastructure, from information derived from 
metadata, in order to identify and determine telecommunication links of interest to 
achieve the Government of Canada foreign intelligence priorities. This method 
involves the acquisition of metadata, the identification of 


the determination of the the determination 
of th 


c) "Contact Chaining" means the method developed to enable the analysis, from 
information derived from metadata, of communications activities or patterns to 
build a profile of communications contacts of various foreign entities of interest in 
relation to the foreign intelligence priorities of the Government of Canada, 
including the number of contacts to or from these entities, the frequency of these 
contacts, the number of times contacts were attempted or made, the time period 
over which these contacts were attempted or made as well as other activities 
aimed at mapping the communications of foreign entities and their networks. 


3. CSE will collect and use metadata under foreign intelligence acquisition programs 
according to principles enunciated in this Ministerial Directive. Any amendment 
to this Ministerial Directive will require my personal approval. 
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TOP SECRET COMINT 


4. CSE will apply procedures for the use and retention of metadata acquired through 
its program consistent with CSE's existing procedures to protect the privacy of 
Canadians. 


5. In the fulfillment of its mandate as set out in paragraphs 273.64 (1) (a) and (b) of 
the National Defence Act, CSE may search any metadata acquired in the execution 
of its foreign intelligence acquisition programs for the purpose of providing any 
information or intelligence about the capabilities, intentions or activities of a 
foreign individual, state, organization, terrorist group or other such entities, as 
they relate to international affairs, defence or security, including any information 
related to the protection of electronic information or information infrastructures of 
importance to the Government of Canada. 


6. CSE will share metadata, acquired through its foreign intelligence acquisition 
program with international allies to maximize its mandate activities as set out in 
the National Defence Act, and strengthen Canada's partnerships abroad. Such 
sharing will be subject to strict conditions to protect the privacy of Canadians, 
consistent with these standards governing CSE's other programs. 


7. CSE must take the following steps to protect the privacy of Canadians: 


(1) Metadata that is known to be associated with Canadians anywhere or any 
person in Canada, and that is incidentally obtained as a result of the 
acquisition of metadata, must, when such metadata is reported in CSE 
reports, be altered in such a way as to render impossible the identification of 
the persons to whom the metadata relates. 


(2) Disclosure of the unaltered version of metadata shall be subject to specific 
requests to the Operational Policy division, and such requests shall be granted 
strictly in accordance with criteria outlined in CSE's Operational Procedures. 


(3) Access to unaltered metadata in the CSE metadata repositories (bulk 
metadata) shall be limited to SIGINT operational staff and their supervisors, 
Operational Policy staff and system administration staff of CSE. 


(4) For greater certainty, Canada's allies shall not be granted access to metadata 
known to be associated with Canadians located anywhere or persons located 
in Canada (bulk metadata) unless it is altered prior to granting access in such 
a way as to render impossible the identification of the persons to whom the 
metadata relates. 
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8. The metadata acquired in the execution of the CSE's foreign intelligence 
acquisition programs shall be used strictly for: 


a) Network Analysis and Prioritization, and for Contact Chaining purposes; 


b) identifying new targets and target associated selectors, which can be used: 


i) at any time to intercept foreign telecommunications (both-end foreign); or 
ii) to intercept private communications strictly where a duly issued 


Ministerial Authorization is in effect, and in strict compliance with that 
Ministerial Authorization. 


c) monitoring or identifying patterns of malicious cyber activities to provide 
indications and warnings of potential cyber attacks. 


9. The metadata acquired in the execution of CSE foreign intelligence acquisition 
programs shall be destroyed after unless CSE requests, and the Minister 
of National Defence decides on reasonable grounds, that a longer retention period 
is warranted to fulfill operational requirements. 


10. Activities undertaken pursuant to this Ministerial Directive will be subject to 
review by the CSE Commissioner as part of his mandate. 


11. This Ministerial Directive replaces the Annex to the Ministerial Directive, 
Program, signed by the Minister of National Defence on March 15, 2004. 


12. This Ministerial Directives comes into force on the date it is signed. 


,- ik 
Dated at  a7 4.40A  this 7  day of  7 26z4 4,4 ,  2005. 


TheThe Honourable W lam Graham 
Minister of National Defence 


-
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Effective date: 31 October 2007 


1. Introduction 


1.1 Objective The objective of these procedures is to provide direction to staff on retention 
schedules for SIGINT data 


These procedures supersede the existing OPS-1-11, dated 11 March 2004, 
which should be destroyed. 


1.2 Authorities The existing legal and policy instruments that determine SIGINT data 
retention schedules are as follows: 


• The laws of Canada including the National Defence Act, Part V.1, 
and the Privacy Act; 


• Judicial warrants; 
• Ministerial Directive on the Collection and Use of Metadata 


(March 2005); and 
• CSE policies and procedures governing SIGINT activities, 


including OPS-1, Protecting the Privacy of Canadians and 
Ensuring Legal Compliance in the Conduct of CSE Activities. 


1.3 The Library CSE is not required to retain or schedule the destruction of SIGINT data 
and Archives of records to comply with the Library and Archives of Canada Act since 
Canada Act SIGINT data are considered to be transitory records. These should only be 


retained as long as is reasonably necessary. 


1.4 These procedures apply to: 
Application • CSE staff, 


• CFIOG staff, and 
• any other parties, including secondees, integrees, and contractors, 


who conduct activities under CSE authority and who handle SIGINT data. 
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OPS-1-11 


Effective date: 31 October 2007 


1.5 Policy SIGINT data may be retained by CSE only when required to fulfill CSE's 
Statement mandate. Traffic requiring privacy annotations must be appropriately 


annotated and stored in accordance with OPS-1. 
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OPS-1-11 


Effective date: 31 October 2007 


2. Retention Schedules 


2.1 
Scope 


2.2 
Justification data. 
for Retention 


The retention schedules outlined in these procedures deal with SIGINT data 
acquired from Canadian and Second Party sources. 


There are five operational requirements that justify the retention of SIGINT 


'Operational bescriptkin' 
Requirements 


Target continuity 


Target research 
and development 


Processing 
requirements 


Data The retention of some SIGINT data may contribute (in whole or 
management part) to managing other traffic and metadata. 


Disaster Regular backups of CSE repositories are performed to avoid 
recovery permanent loss of SIGINT data in the event of a disaster. 
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2.3 General 
Guidelines 


2.4 Handling of 
Traffic Used in 
SIGINT 
Reports 


2.5 SIGINT 
Data Retained 
in Target-
Knowledge 
Databases 


CERRID #787403-0 


Retention schedules must be: 
• standardized as much as possible; 
• applied to all SIGINT data regardless of media and/or location (hard copy, 


personal or group accounts, and/or electronic data repositories); and 
• consistent with the limit on the retention of metadata imposed by 


Ministerial Directive. 


Hard copies of traffic used in SIGINT reporting must be retained 
with its corresponding report. When a production element runs out of space 
for report files, the oldest files must be shipped to Information Holding 
Services for permanent retention (see 


Electronic copies of traffic used in SIGINT reports may be retained in traffic 
repositories as outlined in these procedures. 


For traffic used in SIGINT reports containing information about Canadians: 


• If the information about Canadians is essential to understanding the Foreign 
Intelligence (FI), the traffic may be retained in its entirety. 


• If the information about Canadians is not essential to understanding the FI, 
the traffic may be retained if, where technically possible, all information 
identifying Canadians is suppressed or deleted. 


All traffic containing information about Canadians must be handled in 
accordance with OPS-1. 


For details on the retention schedule for suppressed information see OPS-1-1, 
Procedures for the Release of Suppressed Information from SIGINT Reports. 


Traffic or information extracted from SIGINT data, identified as foreign 
intelligence, may be retained in CSE target-knowledge databases as long as is 
operationally required or for as long as the information remains current. 
OPS-5-13, Procedures for Incorporating Information into the Target Profile 
Builder, will be replaced by a CSE SIGINT Operations Instruction (CSOI). 
Until then, any questions should be directed to D2, Operational Policy. 
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2.6 Traffic 
Retained in 
Traffic 
Repositories 


2.7 SIGINT 
Data Acquired 
under 273.64 
(1) (a) of the 
NDA 
(Mandate "A") 


In general and where the maximum retention period is 
should be retained in accessible online traffic repositories for 
which point it may be archived for the remainder of the 


it must be deleted from the archives. 


traffic 
at 


After• 


The retention schedules for Canadian and Second Party SIGINT data have 
been established for the purpose of satisfying the requirements relating to 
retention as laid out in paragraphs 273.64(2)(b) and 273.65(2)(d) of the 
National Defence Act, by Ministerial Directive, and in CSE's operational 
requirements. 


Canadian 
and 


Second 
Party 


Sources 
(Mandate Then the retention period will 


"A") Mode If the data is... be... 
a recognized: 
• private communication, 
• Solicitor-Client 


Upon recognition in traffic 
databases, analysts must apply 


communication, appropriate privacy annotations 
(see OPS-1, Annex 2), and must • communication of a Canadian 


located outside Canada, or 
• communication that contains 


retain any material that has been 
used in reports in secure 


Fax information about Canadians, 
where the information is 
essential to international affairs, 
defence, or security 


containers, as specified in CSOI 4-
3. 


Pursuant to Ministerial 
Authorization, advice from DLS is 
required to retain communications 
which constitute Solicitor-Client 
communication. 
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Cipher 


Decrypts 


Unknown 
data 


CERRID #787403-0 


Metadata 


a recognized . 
• private communication, 
• Solicitor-Client 


communication, 
• communication of a Canadian 


located outside Canada, or 
• communication that contains 


information about Canadians, 
where the information is not 
essential to international affairs, 
defence, or security 
a communication where: 
• both the originator and the 


recipient are Canadians, or 
• both the originator and 


recipient are located in 
Canada, or 


• where one communicant is in 
Canada and the other is a 
Canadian abroad 


All other including non-assessed 
traffic 


Collected under a Ministerial 
Directive (MD) 


Upon recognition in traffic 
databases, analysts must apply 
appropriate privacy annotations for 
deletion of the material (see OPS-1 
Annex 2); traffic will then 
automatically be deleted from the 
traffic databases after the 


This type of communications is 
retained only until such time as it 
is recognized as such in traffic 
databases by an analyst. 


Upon such recognition, analysts 
must annotate for deletion, and 
Mission Operations must be 
notified so they can review the 
relevant selectors. (See OPS-1, 
paragraph 4.6) 


Up to 


Up to 


Up to 


Longer than at the 
discretion of the Minister of 
National Defence 
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Note: The retention period for traffic and metadata begins from the time the material becomes 
readable in any one or more of the existing traffic repositories. In the case of unknown data, the 
retention period will begin from the time of collection. Optimal delivery of data to appropriate 
repositories is of collection/processing. If there is a large 
backlog situation, however, it may take for traffic to reach a repository after it has 
been processed and rendered readable. 


2.8 Retention of 
Canadian and 
Second Party 
Collection 
Beyond 
Outlined 
Retention 
Periods 


IRRELEVANT 


Traffic used to populate target knowledge databases and/or files with target-
related information and/or technical details may be kept for longer periods as 
required to support current and future technical operations. 


To facilitate research and development efforts, and on a case-by-case basis, 
and weighing any privacy interests involved here, traffic collected by CSE 
and Second Parties may also be retained for longer than the indicated 
retention period. This traffic must be deleted at the completion of the project 
for which it was initially retained. 


Except for metadata or a solicitor-client communication, approval to retain 
this material beyond the timeframe indicated in paragraph 2.7 must be sought 
from a Director on the recommendation of the Manager, SIGINT Oversight 
and Compliance. 


IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 
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3. Additional Information 


3.1 The following table outlines responsibilities of various CSE elements with 
Accountability respect to these procedures. 


Who 
. . 


Responsibility 
Deputy Chief, SIGINT • Approving these procedures 


• Applying these procedures 
• Seeking legal advice, if required 


Director General, Policy and 
Communications 


• Approving these procedures 
• Seeking legal advice, if required 


General Counsel, Directorate of 
Legal Services (DLS) 


• Providing legal advice, when 
requested 


• Reviewing these procedures to 
ensure they comply with the law 


Manager, Operational Policy • Revising these procedures when 
required 


• Responding to queries about these 
procedures 


• Seeking legal advice, if required 
CSE and CFIOG Operational 
Managers who handle SIGINT data 


• Ensuring their staff has read, 
understood, and is complying with 
these procedures 


CSE and CFIOG Operational Staff 
who handle SIGINT data 


• Reading, understanding and 
complying with these procedures 
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Effective date: 31 October 2007 


3.2 References • National Defence Act, Part V.1 
• Ministerial Directive on CSE 's Accountability Framework, June 2001 
• Ministerial Directive on Privacy of Canadians, June 2001 
• Ministerial Directive on the Collection and Use of Metadata, March 2005 
• Ministerial Authorization on (December 2006) 
• Library and Archives of Canada Act 
• Privacy Act 


IRRELEVANT 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSE Activities 


• OPS-1-1, Procedures for the Release of Suppressed Information from 
SIGINT Reports 


• OPS-1-6, Canadian Procedures 
• OPS-1-7, SIGINT Naming Procedures 
• OPS-1-8, Active Management Monitoring of Operations to Ensure the 


Privacy of Canadians 
• OPS-3-1, Procedures for Operations 
• OPS-3-5, Procedures 
• OPS-3-7, Procedures 
• ORG-2-2, Procedures for Handling Documents Related to CSE Activities 


Conducted Under a Ministerial Authorization 
• CSOI-4-1, SIGINT Reporting 
• CSOI-4-3, DGI Handling and Storage of Privacy Information 


IRRELEVANT 


For details or assistance, please contact D2, Operational Policy. 


3.3 Situations may arise where amendments to these procedures are required 
Amendment because of changing or unforeseen circumstances. All revisions of these 
Process procedures will be announced to CSE staff, and will be posted on the 


Operational Policy website at 


3.4 Enquiries 


CERRID #787403-0 


Questions related to these procedures should be directed to your operational 
manager, who in turn will contact Operational Policy staff (e-mail 


when necessary. 
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3.5 Review 


CERRID #787403-0 


All CSE activities, including relevant policies and procedures, are subject to 
management monitoring (see OPS-1-8, Management Monitoring and Policy 
Review Procedures to Ensure the Privacy of Canadians), audit, and review by 
various government review bodies, including, but not limited to the CSE 
Commissioner and the Privacy Commissioner. 
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4. Definitions 


4.1 Analyst An analyst is someone whose function is directly related to the production of 
Foreign Intelligence (FI). 


4.2 Canadian "Canadian" refers to 


a) A Canadian citizen, or 


b) A person who has acquired the status of permanent resident under 
the Immigration and Refugee Protection Act, S.C. 2001, c. 27, and 
who has not subsequently lost that status under that Act, or 


c) A corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


(National Defence Act, R.S.C., 1985, c. N-5 (NDA), section 273.61; 
Immigration and Refugee Protection Act) 


For the purposes of these procedures, "Canadian organizations" are also 
accorded the same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


4.3 


4.4 Cipher Cipher is unintelligible traffic that has no meaning but may be understood 
with the application of a decryption process. Cipher may hold 
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4.5 Computer 


4.6 IRRELEVANT 


IRRELEVANT 


4.7 Data Traffic and bulk unselected metadata, and unknown data acquired from the 
Global Information Infrastructure (GII). 


4.8 Dictionary For the purpose of these procedures, a dictionary is 
based on approved keywords 


(selectors).


4.9 
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4.10  IRRELEVANT 


IRRELEvAN 


4.11 Foreign Foreign intelligence (F1) is information or intelligence about the capabilities, 
Intelligence intentions or activities of a foreign individual, state, organization or terrorist 


group, as they relate to international affairs, defence or security. (National 
Defence Act, section 273.61) 


4.12 


4.13 


4.14 For the purposes of this document, information about Canadians refers to: 
Information • Any personal information about a Canadian, or 
about • Any information about a Canadian corporation or organization. 
Canadians 
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4.15 Metadata 


4.16 
Ministerial 
Authorization 
(MA) 


4.17 Non-
Assessed 
Traffic 


4.18 Personal 
Information 


4.19 Privacy 
Annotations 


CERRID #787403-0 


Metadata is defined as information associated with a telecommunication to 
identify, describe, manage or route that telecommunication or any part of it as 
well as the means by which it was transmitted, but excludes any information 
or part of information which could reveal the purport of a telecommunication, 
or the whole or any part of its content. 
(Ministerial Directive on the Collection and Use of Metadata, March 2005) 


A Ministerial Authorization (MA) is an authorization provided in writing by 
the Minister of National Defence to CSE to ensure that CSE is not in 
contravention of the law if, in the process of conducting its foreign 
intelligence or IT security operations, it should intercept private 
communications. MAs may be granted in relation to an activity or class of 
activities specified in the authorization pursuant to 


• s.273.65(1) of the National Defence Act (NDA) for the sole purpose of 
obtaining foreign intelligence, or 


• s.273.65(3) of the NDA for the sole purpose of protecting the computer 
systems or networks of the Government of Canada 


When such an authorization is in force, Part VI of the Criminal Code does not 
apply in relation to an interception of a private communication, or in relation 
to a communication so intercepted. 


Non-assessed traffic has not been viewed or evaluated in any way by an 
analyst. 


Personal Information means information that could be used to identify a 
person as defined in section 3 of the Privacy Act. For the complete definition, 
see Annex 1. 


Privacy annotations are markings applied to SIGINT traffic in traffic 
repositories for the purpose of identifying private communications, 
communications of Canadians located outside Canada, solicitor-client 
communications, and information about Canadians to be retained or deleted. 
It is the responsibility of analysts whose functions are directly related to the 
production of SIGINT reports to annotate appropriately SIGINT traffic that is 
recognized as falling into one the categories described above. See OPS-1 
Annex 2. 
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4.20 Private A private communication is "any oral communication, or any 
Communication telecommunication, that is made by an originator who is in Canada or is 


intended by an originator to be received by a person who is in Canada and 
that is made under circumstances in which it is reasonable for the originator 
to expect that it will not be intercepted by any person other than the person 
intended by the originator to receive it, and includes any radio-based 
telephone communication that is treated electronically or otherwise for the 
purpose of preventing intelligible reception by any person other than the 
person intended by the originator to receive it". (Criminal Code, section 
183) 


4.21 


4.22 Records Includes any correspondence, memorandum, book, plan, map, drawing, 
diagram, pictorial or graphic work, photograph, film, microform, sound 
recording, videotape, machine readable record, and any other documentary 
material, regardless of physical form or characteristics, and any copy thereof. 


4.23 The time allotted for retaining a record or specific types of records within an 
Retention organization. Retention schedules reflect all legal, policy and operational 
Schedules requirements levied against an organization and its holdings. 


4.24 
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4.25 Second 
Parties 


4.26 


Second Parties refer to CSE's SIGINT counterparts, and include: the US 
National Security Agency (NSA), the UK Government Communications 
Headquarters (GCHQ), Australia's Defence Signals Directorate (DSD), and 
New Zealand's Government Communications Security Bureau (GCSB). 


IRRELEVANT 


IRRELEVANT 


4.27 Selectors 


4.28 Solicitor-
Client 
Communica-
tions 


4.29 


4.30 
Suppressed 
Information 


CERRID #787403-0 


Selectors are terms that may include a name. 
P or e-mail address, facsimile or telephone number, or other 


alphanumeric character stream 
for the purpose of identifying traffic that relates to national 


foreign intelligence requirements and isolating it for further processing. 


A solicitor-client communication means any communication of a confidential 
character between a client and a person authorized to practice as a lawyer or a 
notary in the province of Quebec or as a barrister or solicitor in any territory 
or other province of Canada, or any person employed in their office, that is 
directly related to the seeking, formulating or giving of legal advice or legal 
assistance. 


Suppressed information is defined as information excluded from a SIGINT 
end-product or technical report because it may reveal the identity of a 
Canadian or Second Party entity. Suppressed information is stored in a 
limited-access database and is in most cases replaced in the report by a 
generic term. 


Suppressed information includes, but is not limited to, personal identifiers 
such as names, passport information, email addresses, 
phone numbers and IP addresses, 


Note: See OPS-1-7, SIGINT Naming Procedures, for details regarding 
suppression, including exceptions. 
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4.31 


4.32 Traffic Traffic is defined as content or payload of a communication or• 
plus the associated mctadata acquired from the Global Information 
Infrastructure. 


4.33 These are records that are required only for a limited time to ensure the 
Transitory completion of a routine action or the preparation of a subsequent record.-
Records 


4.34 Unknown Unknown Data is data unrecognized by a collection system and therefore 
Data unable to be processed for the purpose of extracting metadata or content 


without additional analysis or processing to render it readable. 
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Annex 1 


Definition of Personal Information in the Privacy Act 


"Personal information" means information about an identifiable individual that is recorded in any 
form including, without restricting the generality of the foregoing, 


(a) information relating to the race, national or ethnic origin, colour, religion, age or marital 
status of the individual, 


(b) information relating to the education or the medical, criminal or employment history of the 
individual or information relating to financial transactions in which the individual has been 
involved, 


(c) any identifying number, symbol or other particular assigned to the individual, 


(d) the address, fingerprints or blood type of the individual, 


(e) the personal opinions or views of the individual except where they are about another 
individual or about a proposal for a grant, an award or a prize to be made to another individual 
by a government institution or a part of a government institution specified in the regulations, 


(f) correspondence sent to a government institution by the individual that is implicitly or 
explicitly of a private or confidential nature, and replies to such correspondence that would 
reveal the contents of the original correspondence, 


(g) the views or opinions of another individual about the individual, 


(h) the views or opinions of another individual about a proposal for a grant, an award or a prize 
to be made to the individual by an institution or a part of an institution referred to in paragraph 
(e), but excluding the name of the other individual where it appears with the views or opinions of 
the other individual, and 


(i) the name of the individual where it appears with other personal information relating to the 
individual or where the disclosure of the name itself would reveal information about the 
individual, 


but, for the purposes of sections 7, 8 and 26 and section 19 of the Access to Information Act, 
does not include 
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(j) information about an individual who is or was an officer or employee of a government 
institution that relates to the position or functions of the individual including, 


(i) the fact that the individual is or was an officer or employee of the government 
institution, 
(ii) the title, business address and telephone number of the individual, 
(iii) the classification, salary range and responsibilities of the position held by the 
individual, 
(iv) the name of the individual on a document prepared by the individual in the course of 
employment, and 
(v) the personal opinions or views of the individual given in the course of employment, 


(k) information about an individual who is or was performing services under contract for a 
government institution that relates to the services performed, including the terms of the contract, 
the name of the individual and the opinions or views of the individual given in the course of the 
performance of those services, 


(1) information relating to any discretionary benefit of a financial nature, including the granting 
of a licence or permit, conferred on an individual, including the name of the individual and the 
exact nature of the benefit, and 


(m) information about an individual who has been dead for more than twenty years. 
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1. Procedures for Naming in CSEC Cyber Defence 
Reports 


1.1 Objective The purpose of the procedures set out in this chapter is to provide 
direction to personnel regarding the naming of Canadians, as well as 
US, UK, Australian and New Zealand (US/UK/AUS/NZ) entities, in 
CSEC cyber defence reports issued under paragraph 273.64(1)(b) of 
the National Defence Act (NDA) and resulting from cyber defence 
activities. 


rExemption: These procedures do not apply to reports 
issued in accordance with OPS-1 -12, Active Network Security 


1.2 Policy CSEC must protect the privacy of Canadians in the conduct of its 
operational activities in accordance with 
• the NDA 
• the Ministerial Directive on the Privacy of Canadians 
• the Privacy Act, and 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the conduct of CSEC Activities. 


In cyber defence activities, one way this is achieved is by suppressing 
Canadian identity information (CIT) in cyber defence reports that may 
reveal the identity of: 
• Canadian persons, or 
• Canadian corporations and organizations. 


CII includes, but is not limited to, names, phone numbers, email 
addresses, IP addresses, and passport numbers. 


For US/UK/AUS/NZ identities, CSEC's policy is to honour the 
naming rules of Second Party partners. 
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1.3 Application 


1.4 Including 
CII 


1.5 When Must 
CII be 
Suppressed? 


The following staff must read, understand and comply with these 
procedures: 
• CSEC staff, and 
• any other parties, including secondees, integrees, and contractors 
who are involved in the production and release of reports governed by 
these procedures. 


CII may be included in a cyber defence report only if it is relevant, or 
essential if it includes data containing a recognized private 
communication, to identifying, isolating or preventing harm to a 
federal institution's computer systems or networks. 


The following table sets out when CII must be suppressed from cyber 
defence reports. See paragraph 1.6 for information regarding naming 
exemptions. 


the federal institution from 
which the information was 
obtained 


N/A (No suppression required) 


other federal institutions 
(including CSEC's 
Information Protection 
Centre) 


• Other CSEC areas (beyond 
the Cyber Defence Team) 


• Second Parties 


all CII, except where 
• inclusion is relevant, or essential if it 


includes data containing a recognized 
private communication, for each recipient 
to use CSEC mitigation advice to protect 
their own networks, or 


• a naming exemption has been approved 
(see paragraph 1.6). 


all CII, except where a naming exemption 
has been approved (see paragraph 1.6). 
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1.6 
Naming 
Exemption 


1.7 Naming 
Federal 
Institutions 


1.8 Use of 
Generic Terms 


1.9 Unknown 
Nationality 


CII may be included in cyber defence reports without suppression 
with the prior approval of the Director General, Policy and 
Communications (DGPC) and the Deputy Chief, Information 
Technology Security (DC, IT Security). This approval can be either 
on a case-by-case basis or for a series of reports in support of time-
sensitive operations and where the information is essential to 
identifying, isolating or preventing harm to a federal institution's 
computer systems or networks. 


IT Security operational elements must inform Operational Policy of 
all instances where CII is included in cyber defence reports under 
these circumstances so that the approvals and released CII can be 
tracked for audit and review purposes. 


The identities of a federal institution's employees must be suppressed. 
This includes the identities of Canadian users in a federal institution's 
email address (for example, "namedCanadian(e4nternational.gc.ca"), 
IP address or other electronic identifier. 


The name of federal institutions, including domain names associated 
with their e-mail addresses (for example, the information following 
the "@" sign of an e-mail address, such as "(d;cse-cst.gc.ca"), websites 
(for example, www.cse-cst.gc.ca) or 1P addresses that identify federal 
institutions (and cannot be linked to an individual), may be included in 
cyber defence reports without suppression. However, a decision not 
to include such details in cyber defence reports disseminated beyond 
the federal institution from which the information was obtained may 
be based on other criteria, such as national sensitivities. 


Generic terms such as "a Canadian IP address" or "a Canadian e-mail 
address" must be used in cases where CII must be suppressed. To 
avoid confusion, the same generic term must be used throughout the 
report to describe the same entity (for example, "Canadian IP address 
1). 


In cases where CII must be suppressed, and there is doubt as to 
whether the CII is associated with a Canadian, generic terms such as 
"a possible Canadian IP address" or a "probable Canadian IP address" 
must be used. 
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1.10 US/UK/AUS/NZ identity information must be suppressed from 
US/UK/AUS/NZ cybcr defence reports in accordance with Second Party policies. 
Identities 


1.11 Naming 
Violations 


1.12 Cyber 
Defence Report 
Release 


Operational Policy and Cyber Defence Support Office (CDSO) 
personnel must be notified in cases where a CSEC cyber defence 
report has been issued containing Canadian or US/UK/AUS/NZ 
identity information that should have been suppressed in accordance 
with these procedures or Second Party policies, or not included at all. 


In these cases, the Cyber Defence Team must cancel and reissue a 
corrected version of the report. Operational Policy must track these 
incidents, including corrective action taken, in the Privacy Incidents 
File. 


Cyber defence reports containing CII, in suppressed or unsuppressed 
form, must be approved for release by CSEC senior management in 
accordance with OPS-1. 
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2. Procedures for the Release of Identity Information 
Suppressed from Cyber Defence Reports 


2.1 Objective 


2.2 Policy 


2.3 Application 


2.4 What is 
Suppressed 
Information? 


2.5 Access 
to/Storage of 
Suppressed 
Information 


The purpose of the procedures set out in this chapter is to provide 
direction to personnel regarding the storage and release of identity 
information suppressed from CSEC cyber defence reports. 


The release of identity information suppressed from cyber defence 
reports must comply with 
• the NDA 
• the Ministerial Directive on the Privacy of Canadians 
• the Privacy Act, and 
• OPS-1. 


These procedures apply to CSEC staff and any other parties who 
conduct activities under CSEC authorities, and who are involved in 
requesting, releasing, and storing information suppressed from cyber 
defence reports. 


For the purpose of these procedures, suppressed information is defined 
as information that is excluded from a cyber defence report and 
replaced by a generic term because it may reveal the identity of a 
Canadian or US/UK/AUS/NZ entity. 


Information suppressed from cyber defence reports must be stored in a 
system with access limited to the Cyber Defence Team and others in 
the report editing and approval chain, system administration staff, 
Operational Policy and others as provided for by legislation. 
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2.6 Authority 
For Release of 
Suppressed 
Information 


2.7 Who May 
Request 
Suppressed 
Information 


CSEC relies on paragraphs 8(2)(a) and 8(2)(b) of the Privacy Act 
together with the authority listed in paragraph 273.64(1)(b) of the 
NDA when disclosing personal information about Canadians 
referenced in its cyber defence reports. 


CSEC's DGPC is the authority for releasing information suppressed 
from CSEC cyber defence reports. For all domestic releases, this 
authority has been delegated in writing to the Operational Policy 
Section, DGPC must approve foreign releases (see paragraph 2.12) 
before they occur. 


Requests for information suppressed from CSEC cyber defence 
reports may be made by: 


• Canadian (domestic) requesters: federal institutions or CSEC 
personnel (that is, SIGINT, CIO and other IT Security personnel), or 


• Second Party personnel on behalf of their clients (foreign) via 
Operational Policy's Second Party counterparts. 


Release to Canadian Requesters 


2.8 Submitting 
Requests 


2.9 Criterion 
and Additional 
Conditions for 
Release 


Canadian requesters must submit requests to CSEC's Operational 
Policy Section using the "Request for Release of Identity Information 
Suppressed From CSEC Cyber Defence Reports" form at Annex 1. 


Requesters must complete fields A through G. 


The key criterion for the release of identity information suppressed 
from cyber defence reports is whether the release of the information is 
relevant, or essential if it includes data containing a recognized private 
communication, to identify, isolate or prevent harm to a federal 
institution's computer systems or networks. 


Continued on next page 
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2.9 Criterion 
and Additional 
Conditions for 
Release 
(continued) 


Once this criterion has been met, Operational Policy staff must ensure 
that the following conditions are also met prior to releasing the 
information: 
• the requester requires the information in the exercise of the 


mandate of their institution or of their responsibilities in the said 
institution 


• the released information will be under the control of that 
institution, and 


• the requesting institution will handle the information in 
accordance with the Access to Information Act and the Privacy 
Act. 


Foreign Requests for CII Suppressed from Cyber 
Defence Reports 


2.10 
Description of 
the Foreign 
Release Process 


The following table describes the foreign release process for CII 
suppressed from cyber defence reports. 


Note: Requesting agencies include Second Party or federal 
institutions who may request on behalf of a foreign counterpart (for 
example, CSIS who wants to pass CII to the CIA). 


Continued on next page 
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Requesting 
Agency 


Forwards a detailed request to CSEC's Operational 
Policy Section. (See paragraph 2.11) 


2 Operational 
Policy staff 


Review the request, and 


incomplete ask requesting agency for 
additional information. 


complete • research/gather information 
related to the request (see 
paragraph 2.13) 


• forward a request assessment 
and recommendation (see 
paragraph 2.13) to the 
Manager, Operational Policy. 


3 Manager, 
Operational 
Policy 


Provides to DGPC (via Director, Corporate and 
Operational Policy) recommendation to approve or 
deny the request. 


4 


5 


DGPC 


Operational 
Policy staff 


• Reviews recommendation 
• If necessary, consults with CCSEC who may 


consult with the National Security Advisor and 
counterparts at Canadian partner agencies 


• Approves or denies the request 
• Replies to Requesting Agency 
• Retains request and all related documentation 


for accounting purposes 


2.11 
Information 
Required for 
Foreign Release 
Requests 


The request for release of suppressed information must include the 
following: 
• Requesting agency (for example. NSA, 


• Report serial number 
• Information requested 
• Priority (e.g. Urgent, Routine) 
• Rationale (see paragraph 2.12 for further details), and 


Continued on next page 
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2.11 
Information 
Required for 
Foreign Release 
Requests 
(continued) 


2.12 Rationale 


2.13 Request 
Assessment and 
Recommenda-
tion 


• A description of how the information will be used, once acquired, 
and 


• Any possible action to be taken against the Canadian linked to the 
CII. 


Suppressed information may only be released if it is relevant, or 
essential if it includes data containing a recognized private 
communication, to protecting a federal institution's computer systems 
or networks. 


Once a foreign release request is received, Operational Policy must 
prepare a Request Assessment and Recommendation for review by the 
Manager, Operational Policy as part of the process described in 
paragraph 2.10. 


The Assessment must include the following information: 
a) Requesting agency 
b) Report serial number 
c) Information requested 
d) CII 
e) Priority 
f) Rationale provided by requesting agency 
g) Assessment of Rationale: Does it meet criteria for release i.e. 


is the release of the information relevant or essential to help 
protect a federal institution's computer systems or networks. 


h) Consultations: List who was consulted as part of the 
assessment process (for example, the Report author or other 
members of the Cyber Defence Team). 


i) Authority: Was the information obtained by CSEC under an 
MA or under the authority of the federal institution requesting 
assistance? 
Possible implications for the Canadian linked to the CII or 
Canadian interests: What is the potential impact, including the 
privacy impact on the Canadian if the information is released? 


k) Equities: Are there any equities issues (e.g. SIGINT equities)? 
1) Proposed form of words/caveat for reply (see paragraph 2.14) 
m) Recommendation (to approve or deny release) 


j) 
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2.14 Reply Operational Policy must use the following form of words when 
replying to requests for foreign release of CII suppressed from cyber 
defence reports. 


CSEC approves the release of [CII and minimization phrase] in 
report [serial] solely to lagency name! at the [classzifkation level] 
for the purposes described. in your request. No fa slher action 
may be taken with regards to this information without the prior 
approval of CSEC/Operational CSEC requests that the 
Canadian Identity inforsnaliOn be protected in accorsia ace with 
your own procedures for the handling of national identities 
Furthermore, this information may not be used in affidavits, court 
proceedings, or for any other legal or judirial purpose without the 
prior approval of the Chief, CSEC. Questions are to be directed 
to CSEC/Operational Policy, 


Foreign Requests for US/UK/AUS/NZ Identity 
Information Suppressed from CSEC Cyber Defence 
Reports 


2.15 
US/UIC/AUS/NZ 
Identity 
Information 


All requests for US/UK/AUS/NZ identity information suppressed 
from CSEC cyber defence reports must be handled by Operational 
Policy. 


If Second Parties request one of their own national identities 
suppressed from a CSEC cyber defence report, then Operational 
Policy 


In the absence of other inter-agency arrangements, if Second Parties 
request the identity of another allied national (for example, NSA 
requests the identity of a UK IP address suppressed from a CSEC 
cyber defence report), then Operational Policy must seek the 
concurrence of the other allied agency (in the example above, 
GCHQ), prior to releasing the identity. 
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3. Information About These Procedures 


3.1 This table outlines accountability for revising, reviewing, recommending and 
Accountability approving these procedures. 


3.2 References 


DC IT Security Approves revisions to Chapters 1, 3 and 4 of 
these procedures 


DGPC Approves revisions to Chapters 2, 3 and 4, and 
Annex 1, of these procedures 


General Counsel, 
Directorate of Legal 
Services 


• Reviews these procedures to ensure they 
comply with the law 


• Provides legal advice, when requested 
Operational Policy Revises these procedures as required 


• National Defence Act, part V.1 
• Privacy Act 
• Ministerial Directive on the Privacy of Canadians, June 2001 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• OPS-1-14, Operational Procedures for Computer Defence Operations 


Conducted under Ministerial Authorization 


3.3 Amendment Situations may arise where amendments to these procedures are required 
Process because of changing or unforeseen circumstances. Such amendments will be 


communicated to staff and will be posted on the Operational Policy website. 


3.4 Enquiries Direct any questions about these procedures to CSEC Supervisors and 
Managers, who in turn, will contact Operational Policy staff (e-mail 


as necessary. 
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4. Definitions 


4.1 Action-on 


4.2 Canadian 


4.3 Canadian 
Identity 
Information 
(CII) 


4.4 Cyber 
Defence 
Reports 


Action-on is any action, or decision to act, taken on the basis of 
COMINT information, which might jeopardize the COM1NT source. 
Action-on usually involves a sanitization. 


"Canadian" refers to 
• a Canadian citizen, or 
• a person who has acquired the status of permanent resident under 


the Immigration and Refugee Protection Act and who has not 
subsequently lost that status under that Act, or 


• a corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


(NDA, section 273.61) 


For the purpose of these procedures, "Canadian organizations" are 
also accorded the same protection as Canadian citizens and 
corporations. 


A Canadian organization is an unincorporated association, such as a 
political party, a religious group, or an unincorporated business 
headquartered in Canada. 


CII refers to information that may be used to identify a Canadian 
person, organization, or corporation, including, but not limited to 
names, phone numbers, email addresses, IP addresses, and passport 
numbers. 


Note: The names of federal institutions and their IP 
addresses (that cannot be linked to an employee of 
the institution) are not considered CII. 


Cyber defence reports include but are not limited to reports issued as a 
result of ANST, cyber defence operations and cyber defence support. 
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4.5 Cyber 
Defence Team 


4.6 Entity 


4.7 Federal 
Institution 


4.8 Information 
about 
Canadians 


The Cyber Defence Team is a multi-disciplinary team consisting of 
persons involved in conducting or supporting cyber defence activities 
under the relevant authorities. 


An entity is a person, group, trust, partnership, or fund or an 
unincorporated association or organization and includes a state or 
political subdivision or agency of a state. 


These procedures use the term "federal institution" as defined in 
subsection 3(1) of the Official Languages Act. 


Information about Canadians refers to: 
• any personal information about a Canadian, or 
• any information about a Canadian corporation. 


4.9 Integree An integree is a person seconded to CSEC from one of CSEC's 
cryptologic partner organizations. 


4.10 Personal 
Information 


4.11 Privacy 
Incidents File 
(PIF) 


Personal information is defined in the Privacy Act as "information 
about an identifiable individual that is recorded in any form". See 
OPS-1, Annex 1 for the complete definition. 


The PIF is a central record of privacy incidents to track and 
demonstrate CSEC's commitment to protecting privacy, improve our 
own practices, ensure transparency, and enhance public confidence in 
CSEC. The reporting and tracking of privacy incidents is one of the 
measures in place to ensure legal compliance and enhances the overall 
privacy protection framework. 
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4.12 Second 
Parties 


4.13 Secondee 


4.14 
Suppressed 
Information 


Second Parties refers to CSEC's counterparts: the US National 
Security Agency (NSA), the UK Government Communications 
Headquarters (GCHQ), Australia's Defence Signals Directorate 
(DSD), and New Zealand's Government Communications Security 
Bureau (GCSB). 


A secondce is an individual who is temporarily moved from another 
GC or private or organization to CSEC, and who at the end of the 
assignment returns to the originating organization. 


Suppressed information is defined as information excluded from a 
SIGINT end product or technical report or an IT Security cyber 
defence report because it may reveal the identity of a Canadian or 
US/UK/AUS/NZ entity. Suppressed information is stored in a limited 
access database or system and is replaced in the report by a generic 
term. 


Suppressed information includes, but is not limited to, personal 
identifiers such as names, passport information, 


email addresses, phone numbers and 1P addresses, 
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Annex 1: Request for Release of Identity Information 
Suppressed From Cyber Defence Reports Form (for 


Canadian Requesters) 


SECRET//Canadian Eyes Only (or higher when completed 


Instructions: Sections A-G to be completed by Requester 


Section H to be completed by CSEC's Operational Policy 


A. Requester Name B. Requester Title and Federal Institution 


C. Report Serial Number D. Date of Request /Priority 


E. Information Requested 


F. Rationale for Request 
➢ Explain: 


o Why the suppressed information is required, and 
o How it relates to protecting a federal institution's computer systems or networks. 


G. Please indicate what action, if any, is being contemplated based on this information. 


H. Suppressed Information 


i i,fi: : cleasvce by: 


K'oninientv• 


CSEC relies on paragraphs 8(2)(a) and 8(2)(b) of the Privacy Act together with the authority 
found in paragraph 273.64(1)(b) of the National Defence Act when disclosing personal 
information about Canadians referenced in its reports. This information is provided on the 
understanding that the requesting federal institution requires this information to either assist 
CSEC in the protection of, or for the purpose of protecting, electronic information or informatiort 


::infrastructures of importance to the Government of Canada. 


The information contained in this form may not be used in affidavits, court proceedings or for 
any other legal or judicial purposes without prior approval of CSEC, It is to be used for 
mitigation purposes only. Any other use requires the prior approval of CSEC. 
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1. Introduction 


1.1 Objective 


1.2 Authority 


These procedures provide direction on the process CSE and CFIOG analysts 
must follow when conducting metadata analysis, pursuant to paragraph 
273.64(1)(a) of the National Defence Act (NDA) (known as "Mandate A") in 
pursuit of Foreign Intelligence (FI), 


For the purpose of these procedures, 


This includes, but is not limited to 


IRRELEVANT 


For the purpose of these procedures, CSE metadata analysis is conducted 
under the authority of: 


a) the National Defence Act, paragraph 273.64(1)(a), and 
b) the Ministerial Directive on the Collection and Use of Illetadata, 


March 2005. 
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1.3 Context 


1.4 Policy 
Statement 


One of the key reasons for conducting metadata analysis, which includes 
various types of SIGINT development activities such as contact chaining 


is FI target discovery. Metadata analysis is used to generate 
foreign leads and drive the pursuit of foreign targets. 


In most cases, metadata analysis is 
However, in some instances where other SIGINT development avenues have 
already been considered, metadata analysis 


(including those encountered during 
the analysis of ), may be the only available option for 
conducting target discovery activities where there arc reasonable grounds to 
believe that this activity may provide FI. 


Because privacy measures must be applied to metadata 


Metadata analysis conducted under CSE's Mandate A 
must: 


• comply with relevant laws of Canada, including the Charter of Rights and 
Freedoms, the Privacy Act, the Criminal Code and the NDA; 


• comply with all relevant Ministerial Directives, including: 
o the Ministerial Directive on the Privacy of Canadians, 
o the Ministerial Directive on the Collection and Use of Metadata, and 
o the Ministerial Directive on CSE's Accountability Framework; 


• be conducted only in accordance with these procedures; 
• never be conducted for the purpose of obtaining, producing or 


disseminating intelligence about a Canadian located anywhere or any person 
located in Canada; 


• be subject to measures to protect the privacy of Canadians; 
• be aimed at providing FI to the Government of Canada (GC) linked to GC 


FI priorities through application of the FI test defined in paragraph 2.4; and 
• be carried out only with the knowledge and express approval of CSE 


management. 
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1.5 Application These procedures apply to CSE and CFIOG staff as well as any other parties 
involved in metadata analysis activities conducted under the authorities listed 
in paragraph 1.2, including secondees, integrees and contractors. 


5 


2017 01 05 AGC0012 a nf 07 
A-2017-00017--00049 







TOP SECRETHCOMENTilc anadian Eyes Onl 
OPS-1-10 


Effective Date: 25 June 2010 


2. Metadata Analysis 


2.1 Sources for A in metadata analysis may be provided to CSE by 
means of 
• Departments or agencies of the GC (see paragraph 2.8), or 
• CSE IT Security activities, or 
• CSE/CFIOG SIGINT activities including metadata analysis (e.g. contact 


chaining 
is encountered), or 


• Allied agencies. 


2.2 Unknown In cases where the nationality or location of the person 
Nationality. is difficult or not possible to determine 


, the 
should be treated as relating to a foreigner located outside Canada 


unless there are indications that it relates to a Canadian located anywhere or 
any person in Canada. 


Conversely, the user 


should be treated as Canadian unless 
there is strong evidence that the person is not a Canadian located anywhere or 
is not a person located in Canada. 


2.3 Process The following is a summary of the process for conducting metadata analysis 
Summary from metadata repositories 


(these steps are illustrated in a flowchart at Annex 1 and are explained in 
detail in the following paragraphs): 
1. Determine whether the proposed metadata analysis is within the 


requirements outlined in these procedures. 
2. Complete the Intelligence Branch Approval Form at Annex 2. 
3. Obtain the appropriate approvals. 


Continued on next page 
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2.3 Process 
Summary 
(continued) 


2.4 FI Test 


4. Conduct metadata analysis activities. 
5. Attach the results of the metadata analysis activities to the Approval 


Form, includin., but not limited to the followin. : 
a. 
b. 
c. 
d. 


A SIGINT (CSE/CFIOG) analyst who becomes aware of a 
that could be a candidate for 


analysis must first apply the "FI test". 
metadata 


The following questions must be addressed prior to initiating the approval 
process for metadata analysis with the answers to 
these questions forming part of the rationale contained in the Intelligence 
Branch Approval Form at Annex 2. 


1)nsiderationS if the: 
answer 


Theft... 


Are there reasonable grounds to 
believe that the analysis 


will provide 
information or intelligence about the 
capabilities, intentions or activities of 
foreign actors? 


YES Analyst provides detailed 
rationale, using the Approval 
Form, as to why the will 
likely lead to FI; go to step 2. 


NO Do not proceed with metadata 
analysis. 


2 Will the expected FI satisfy a priority 
of the National SIGINT Priorities 
List (NSPL), and correspond to a 
formal Government of Canada 
Requirement (GCR)? 


YES Include pertinent GCR number on 
Approval Form. 


NO Do not proceed with metadata 
analysis. 


3 Have other avenues of FI target 
development been considered? 


YES Submit completed Approval Form 
(see paragraph 2.7). 


Note: Details of FI target 
development considerations must 
be included in the Approval Form 
(under Analyst Intentions and 
Justifications, point 4). 


NO Do not proceed with metadata 
analysis. 
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2.5 Completing 
the Intelligence 
Branch 
Approval Form 


2.6 Scope for 
Approval 


Before seeking approval, the analyst must ensure that the form includes: 
1. The GCR and NSPL priority the analysis is expected to satisfy; 
2. The metadata analysis is to be 


conducted 
may be approved by a single authorization provided that 


A separate justification is required 


3. The specific source of each listed (i.e. GC 
information, SIGINT research, CSE IT Security, etc.); and 


4. A detailed rationale outlining why the requester has reasonable grounds 
to believe that the activity will lead to Fl. 


When granted, approval is valid for.days with no limitation on the 
number of activities that can be conducted during this period as long as the 
justification for doing so continues to be relevant for Fl purposes. 


Furthermore, the pool of metadata that can be searched is limited to that 
which has been collected up to and including the date of the written approval 
by Director General, Intelligence (DGI). 


Once approval is received and provided it is within the approved time limit, 
an analyst can take reasonable steps to adjust the parameters of the activity 
(e.g. date range) to obtain satisfactory results. 
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2.7 Approval 
Process 


Metadata analysis may be initiated 


request, and DGI has approved it. 


only after 
has reviewed the 


In deciding whether a request should be approved, DGI must 
• take into consideration all the relevant circumstances, 
• be satisfied that the activity meets all the requirements of these procedures, 


and 
• be satisfied that the activity may reasonably be expected to provide FI. 


The approval process may be terminated at any stage by anyone in the chain, 
if they believe the answer to one of the considerations in paragraph 2.4 is 
"no", or if they have other serious concerns. The Directorate of Legal 
Services (DLS) may be consulted for advice at any time in the process, as 
necessary. 


Step Who Does. It Activity 
1 SIGINT 


(CSE/CFIOG) analyst 
Submits the completed Intelligence Branch 
Approval Form to DGI Supervisor 
(CFIOG should submit these forms to 


2 DGI Supervisor Reviews request and forwards to DGI 
Manager 


3 DGI Manager • Reviews request 
• Recommends to approve or deny, and 
• Forwards to DGI Director, only if 


approved 
4 DGI Director* • Reviews request 


• Recommends to approve or deny, and 
• Forwards to only if approved 


5 • Reviews request, 
• Recommends to approve or deny, 
• If recommendation is to approve, 


forwards request to DGI for final 
approval, and 


• If denied, will initiate a discussion 
with DGI and then, if required, escalate 
for final decision 


6 DGI * Approves (or denies) request 
* In the absence of Directors, or DGI, anyone acting officially in this position, or a higher 
management level may act as approval authority. No downward delegation is permitted. 
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2.8 Limitations The following limitations apply to metadata analysis activities 
on Activities 


1. 


2. If the metadata analysis 


2.9 Use of 
Results 


If ... Chains Then ... 
Stop the chain 
Continue the 
chain 


3. 


Results of metadata analysis activities must be attached to the Approval 
Form at Annex 2. (See paragraph 2.3) 


Visual charts and working aids prepared in the context of metadata analysis 
executed pursuant to these procedures may be kept for following 
the sign off on the Approval Form to Conduct Metadata Analysis 


unless the results of the analysis are used to produce a 
foreign intelligence report. In cases where the results are used in a foreign 
intelligence report, visual charts and working aids must be treated in 
accordance with OPS 1-11, Retention Schedules for SIGINT Data. In cases 
where the visual charts or working aids must be destroyed, the Approval 
Form at Annex 2 must be annotated accordingly. 


resulting from metadata analysis activities 
in accordance with OPS-1, Protecting the Privacy of Canadians and 
Ensuring Legal Compliance in the Conduct of CSE Activities. 
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2.10 Reporting The following limitations apply to the reporting of results from metadata 
analysis activities: 


• DLS may be consulted as required 


• CCSE (or person officially acting in that capacity) is the report 
release authority, and 
CSE/Operational Policy js,notified of any such report issue 


Continued on next page 
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2.10 Reporting 
(continued) 


2.11 
Dissemination 


2.12 Tracking 
and Retention 
Requirements 


3. A client who has the lawful authority to 
and produces an appropriate rationale, may request and receive 


that information at the discretion of Operational Policy. On a case by case 
basis, Operational Policy may consult with DLS or DGPC. 


4. Visual charts and working aids prepared in the context of metadata 
analysis executed pursuant to these procedures are for CSE internal use 
only or for legal consultation with the Department of Justice and may not 
be further shared. 


5. SIGINT reports based on metadata analysis must adhere to existing 
procedures including: 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSE Activities 
• OPS-1-1, Release of Suppressed Information from SIGINT Reports 
• OPS-1-7, SIGINT Naming Procedures 
• CSOI-4-1, SIGINT Reporting 


SIGINT reporting derived from metadata analysis 
may be disseminated to Canadian recipients and Second Parties (excluding 
reporting that includes see paragraph 2.10) with the 
minimum classification of SECRETHCOMINT, with distribution determined 
on a case-by-case basis. 


Intelligence Branch Approval Forms (and any related documentation where 
necessary, such as e-mails) must be retained centrally by the Manager of 
each section within DGI for tracking purposes. Because these forms contain 


they must be securely 
stored with access limited to the relevant team (see OPS-1-11, Retention 
Schedules for SIGINT data). 
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3. Metadata Analysis 


3.1 


3.2 


3.3 Approval 
Process for 


A SIGINT (CSE/CFTOG) analyst 
for metadata analysis must first apply the 


"FT test" outlined in paragraph 2.4. If all of the considerations are met, the 
analyst must complete the Intelligence Branch Approval Form at Annex 3. 


The Approval Form is to be reviewed by a DGI Supervisor and forwarded to 
a DGI Manager for approval. 
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3.4 Analysis 
Conducted from 


Metadata 
Repositories 


Metadata analysis conducted from 
metadata repositories requires the prior approval of a DGI Manager. No 
downward delegation for such approvals is permitted. 


Metadata analysis conducted fromi 
metadata repositories must only be conducted in accordance with 
policies. For example, 


3.5 Reporting SIGINT reports based on mctadata analysis 
respect the same limitations as those listed in paragraph 2.8 


3.6 
Dissemination 


3.7 Tracking 
and Retention 
Requirements 


must 


SIGINT reporting derived from metadata analysis 
may be disseminated to Canadian recipients and Second Parties 


with the minimum classification of SECRET//COMINT, with distribution 
determined on a case-by-case basis. 


All forms must be retained and securely stored centrally by the Manager of 
each section within DGI, with access limited to the relevant team. 


See OPS-1-11, Retention Schedules for SIGINT Data. 
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4. Roles and Responsibilities 


4.1 Roles and This table summarizes the key roles and responsibilities for conducting 
Responsibilities metadata analysis activities under Mandate A. 


Roles 


Consulting DLS as required 
Approving or denying requests for metadata 
analysis
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• Reviewing requests for metadata analysis 


and 
recommending approval or denial to DGI 


• If recommending approval, forwarding 
request to DGI for final approval, 


• If denying, initiating a discussion with DGI 
and then, if required, escalating for final 
decision 


• Seeking legal advice when required 
• For instances when metadata analysis 


• With assessing the FI value 


• Consulting DLS as required, and 
• 


Directorate of Legal 
Services* 


_ 
Providing legal advice, when requested 


DGI Directors • Reviewing requests for metadata analysis 
and 


recommens mg approva or denial to 
• Seeking legal advice when required 


DGI Managers • Reviewing and approving or den in 
requests for metadata analysis 


• Reviewing requests for metadata analysis 
and 


recommending approval or denial to DGI 
Directors 


• Quarterly, reviewing Approval Forms for 
metadata analysis 


to ensure continued FI relevance 
• Ensuring Approval Forms are retained 


centrally with limited access to the relevant 
team 


DGI Supervisors Reviewing requests for metadata analysis 


Completing the Approval Forms and seeking 
approval to use 


SIGINT (CSE/CFIOG) 
analysts 
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* CFIOG personnel will consult DLS by raising any issues in coordination with CSE DGI 
Directors through their managers. DGI Directors will assess whether DLS advice is required. 
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5. Additional Information 


5.1 
Responsibility 
for these 
Procedures 


5.2 References 


The following table outlines the responsibilities with respect to these 
procedures. 


 VII& Responsibilitiet! 
CCSE Approving these procedures 
DC SIGINT Recommending these procedures 
DGPC Recommending these procedures 
General Counsel, DLS Reviewing these procedures to ensure they 


comply with the law 
All CSE and CFIOG Managers 
involved in metadata analysis 
activities 


Ensuring their staff have read, understood 
and comply with these procedures 


Manager, Operational Policy • Revising these procedures when 
required 


• Responding to questions concerning 
these procedures 


CSE and CFIOG staff involved 
in metadata analysis activities 


Reading, understanding and complying 
with these procedures 


• National Defence Act 
• Ministerial Directive on the Privacy of Canadians, June 2001 
• Ministerial Directive on the Collection and Use of Metadata, March 2005. 
• Ministerial Directive on CSE's Accountability Fr•amewor•k, June 2001 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSE Activities 
• OPS-1-1, Release of Suppressed Information from SIGINT Reports 
• OPS-1-7, SIGINT Naming Procedures 
• OPS-1-8, Active Monitoring of Operations to Ensure Legal Compliance 


and the Protection of the Privacy of Canadians 
• OP S -1-11, Retention Schedules for SIGINT Data 
• CSOI-4-1, SIGINT Reporting 
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5.3 
Amendments 


5.4 Review 


5.5 Enquiries 


Situations may arise where amendments to these procedures may be required 
because of changing or unforeseen circumstances. The procedures in effect 
will be announced to staff and will be posted on the Operational Policy 
website. 


Metadata analysis activities arc subject to management monitoring (see OPS-
1-8, Active Monitoring of Operations to Ensure Legal Compliance and the 
Protection of the Privacy of Canadians), audit and review by various 
government review bodies, including, but not limited to, the CSE 
Commissioner and the Privacy Commissioner. 


Questions related to these procedures should be directed to operational 
managers, who in turn will contact Operational Policy staff (e-mail 


when necessary. 
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6. Definitions 


6.1 Canadian 'Canadian' refers to 


A Canadian citizen, or 


A person who has acquired the status of permanent resident under the 
Immigration and Refugee Protection Act (IRPA), and who has not 
subsequently lost that status under that Act, or 


A corporation incorporated under an Act of Parliament or of the legislature 
of a province. 


(NDA, section 273.61; IRPA) 


For the purpose of these procedures, 'Canadian organizations' are also 
accorded the same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


6.2 Canadian 
Identity 
Information 
(CII) 


6.3 Contact 
Chaining 


CII refers to information that may be used to identify a Canadian person, 
organization or corporation, including, but not limited to, names, phone 
numbers, e-mail addresses, and passport numbers. 


Contact chaining means the method developed to enable the analysis, from 
information derived from metadata, of communications activities or patterns 
to build a profile of communications contacts of various foreign entities of 
interest in relation to the intelligence priorities of the Government of Canada, 
including the number of contacts to or from these entities, the frequency of 
these contacts, the number of times contacts were attempted or made, the 
time period over which these contacts were attempted or made as well as 
other activities aimed at mapping the communications of targeted foreign 
entities and their networks. 
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6.4 Foreign 
Intelligence 
(FI) 


6.5 


6.6 


6.7 Metadata 


6.8 Metadata 
Analysis 


6.9 Second 
Parties 


Foreign intelligence is information or intelligence about the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist 
group, as they relate to international affairs, defence or security. 


Metadata is defined as information associated with a telecommunication to 
identify, describe, manage or route that telecommunication or any part of it 
as well as the means by which it was transmitted, but excludes any 
information or part of information which could reveal the purport of a 
telecommunication, or the whole or any part of its content. 


Ministerial Directive on the Collection and Use of Metadata, March 2005 


Metadata analysis includes various types of SIGINT Development activities 
conducted against metadata, including contact chaining 


Second Parties refer to CSE's SIGINT counterparts and include: the US 
National Security Agency (NSA), the UK Government Communications 
Headquarters (GCHQ), Australia's Defence Signals Directorate (DSD), and 
New Zealand's Government Communications Security Bureau (GCSB). 
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ANNEX 1: Flowchart for Metadata 
Analysis 


YES 


STGINfl. analyst completes Appro \ al 
Foim. Request reviewed by 


$ 1.1per., isOr; reviewed & reeUrrIrrlerlded 


by Manager. Director then 
approved or denied by I )( 


This flowchart cannot supersede the test of these 
procedures. In case of inconsistencies between this chart 
and the body of these procedures, the latter shall prevail. 


MIEV.i,N.,NNNNNN .... NNNNNNNNV qqq ,ONNNNNVV2 qqq NNNNNN ..... .71N.NNNNIEV 


YES 


Application of Fl Test 


1) Is metadain analysis 
likely to provide i l l Imation or intelligence related 
to foreign 
actors? 
2) Will the expected FT satisfy an NSPL priority and 
is there a relevant OCR? 
3) Have other avenues of Fl target development been 
considered? 


DGI approves metadata analysis 
activity 


NO 
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COMMUNICATIONS SECURITY ESTABLISHMENT 
APPROVAL 


ANNEX 2: Approval Form to Conduct Metadata 
Analysis 
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Analyst Intentions and Justification for Metadata Analysis 


1) Analyst intentions: 


2) Expectation of foreign intelligence: 


3) Foreign intelligence priority and objectives: 


4) Foreign intelligence target development considerations (what other options have been 
considered?): 
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COMMUNICATIONS SECURITY ESTABLISHMENT 


ANNEX 3: Approval Form to Conduct Metadata 
Analysis 


25 


2017 01 05 AGC0012 oa nf 07 
A-2017-00017--00069 







TOP SECRET //COM EN Tilc an adian Eyes 
OPS-1-10 


Effective Date: 25 June 2010 


Analyst Intentions and Justification for Metadata Analysis 


1) Analyst intentions: 


2) Expectation of foreign intelligence: 


3) Foreign intelligence priority and objectives: 


4) Foreign intelligence target development considerations (what other options have been 
considered) : 
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1. Introduction 


1.1 Objective As per paragraph 273.64(2)(b) of the National Defence Act (NDA), CSEC is 
required to take active measures to protect the privacy of Canadians in the 
performance of its mandated activities. These instructions provide guidelines 
to be followed in order to protect Canadian privacy-related information 
(CPRI) that is encountered in the conduct of day-to-day SIGINT activities. 
For the purposes of this CSOI, CPRI refers to private communications, 
communications of a Canadian abroad or information about Canadians or 
Canadian Identity Information (CII). 


These instructions supplement the measures within the Ministerial Directive 
on the Privacy of Canadians and in OPS-1, Protecting the Privacy of 
Canadians and Ensuring Legal Compliance in the Conduct of CSE Activities. 


These instructions focus on the physical and electronic handling measures for 
CPRI obtained through the conduct of SIGINT activities and used: 


• in End Product Reports (EPR), (includes annotated traffic, transcripts, 
gists, and draft reports); and 


• as background information, such as a chart or working aid which is 
not directly used in the production of intelligence reports.' 


These instructions also provide guidance on the handling of information 
obtained through information disclosures made to CSEC by Government of 
Canada (GC) clients. 


1.2 Authority This CSEC SIGINT Operations Instruction is issued under the authority of 
the CSEC Deputy Chief, SIGINT (DCSIGINT). 


I Excludes metadata and unannotated traffic in official repositories. 
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1.3 Context Given the complexity of the Global Information Infrastructure, CSEC will 
inevitably encounter CPRI while conducting its SIGINT activities. 
CSEC is committed to taking reasonable measures and implementing 
appropriate policies to protect the privacy of Canadians in the handling, 
retention, use and destruction of this material. 


This CSOI shall be used in conjunction with the processes stipulated in 
CSEC's OPS documents. In the event of any discrepancies between this CSOI 
and the OPS documents, the OPS documents shall supersede this CSOI. 


CPRI can only be retained for these reasons: 
• For foreign intelligence value in the production of an EPR; 
• For background information to enable analysts to further develop 


foreign intelligence targets; and 
• To prevent inadvertent targeting. 


Measures to protect privacy are outlined in several operational policy (OPS) 
documents: 


• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities 
o annotating traffic within SIGINT repositories 


IRRELEVANT 


a obtaining senior management report release approvals 


• OPS-1-1: Procedures of the Release of Suppressed Information from 
SIGINT Reports 
o Limiting and tracking distribution of unsuppressed personal 


information 


• OPS-1-7: SIGINT Naming Procedures 
o suppressing Canadian identity information (CII) in SIGINT EPRs 


• OPS-1-10: Operational Procedures for Metadata Analysis 


o metadata analysis 


• OPS-1-11: Retention Schedules for SIGINT Data 
o conforming to retention and storage guidelines 
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1.4 References 


1.5 Application 


• National Defence Act 
• Ministerial Directive, Privacy of Canadians, June 2001 
• Ministerial Authorizations 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• OPS-1-1, Procedures for Release of Suppressed Information from 


SIGINT Reports 
• OPS-1-7, SIGINT Naming Procedures 
• OPS-1-8, Active Monitoring of Operations to Ensure Legal 


Compliance and the Protection of the Privacy of Canadians 
• OPS-1-10, Operational Procedures for Metadata Analysis 


• OPS-1-11, Retention Schedules for SIGINT Data 
• OPS-1-13, Procedures for Canadian 


Activities 
• OPS-3-1, Procedures for 


Activities 
• OPS-4-3, Procedures 
• CSOI-4-1, SIGINT Reporting 
• CSOI-4-4, Targeting and Selector Management Using 


National SIGINT Systems for Intelligence Reporting Purposes 
• CSOI-5-3, Canadian SIGINT Production Chain and Access to SIGINT 


Data 
• OPS-5-15, Need-To-Know Guidelines 
• Standard Operating Procedures (SOP) for SIGINT Information Needs 


via --a„;cse-cst.gc,ca 


IRRELEVANT 


These instructions apply to all individuals and elements within the Canadian 
SIGINT Production Chain, including GC and Second Party integrees, 
authorized to conduct SIGINT activities under the authority of CSEC 
DCSIGINT. This includes personnel operating under the authority of the 
Canadian Forces SIGINT Technical Control Authority, Commander, CFIOG. 


6 


2017 01 05 AGC0015 a nf 0•1 
A-2017-00017--00076 







TOP SECRET/ICOMINTUCANADIAN EYES ON t 
CSOI-4-3 


11 April 2011 


1.6 The following table outlines responsibilities with respect to these instructions. 
Accountability 


Who Responsibility 
Deputy Chief SIGINT • Approving these instructions. 
Director General SIGINT 
Programs 


• Recommending these instructions for 
approval. 


Director SIGINT 
Requirements 


• 


• 


• 


• 


Promulgating and implementing these 
instructions. 


Revising these instructions as 
required. 


Seeking legal and/or policy advice if 
required. 


Responding to questions concerning 
these instructions. 


Director of Legal Services • Provide advice on these instructions 
when requested by Director SIGINT 
Requirements. 


SIGINT Directors-General 
and Directors who are affected 
by these instructions and the 
Canadian Forces SIGINT 
Technical Control Authority 


• Applying these instructions. 


All CSEC managers and 
Supervisors and CF/DND 
leaders who are affected by 
these instructions 


• Ensuring that their staff has read, 
understood and complies with these 
instructions and any amendments to these 
instructions. 


All CSEC/DND staff and CF 
members who are affected by 
these instructions 


• Reading, understanding and 
complying with these instructions and any 
amendments to these instructions. 


1.7 Amendment Situations may arise where amendments to these instructions may be required 
Process because of changing or unforeseen circumstances. All approved amendments 


will be announced to staff and will be posted on the SIGINT Programs 
Oversight and Compliance home page. 


1.8 Inquiries Questions related to these instructions should be directed to Operational 
Managers, who in turn will consult with SIGINT Programs Oversight and 
Compliance staff (e-mail i'icse-cst.gc,ca) when necessary. 
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1.9 Review The activities outlined in these instructions are subject to internal monitoring 
for policy compliance, audit, and/or review by various government review 
bodies, including, but not limited to, the Office of the CSE Commissioner and 
the Privacy Commissioner. 
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2. Handling of CPRI Used in the Production of EPRs 


2.1 
Introduction 


2.2 Severing of 
Data 


2.3 Need-to-
Know 


2.4 "Clean 
Desk" 
Approach 


When preparing a report that contains CPRI, analysts and reviewers must 
follow these instructions in order to protect the privacy of Canadians. 


For the purposes of this CSOI, EPRs include the following releasable SIGINT 
products: End Product Reports2, SIGINT Summaries and Assessments, and 
Information Items. Additionally, EPRs include the following non-releasable 
products: Gists and Technical SIGINT reports (Cryptologic/Communications 
Information Reports (CIR) 


Where possible, information about Canadians that does not meet the criteria 
for retention stated in section 1.3 should be removed from reporting and/or 
associated material3 unless it cannot easily be severed. 


Report drafts and associated material must only be reviewed and edited by 
individuals with a need-to-know, in accordance with OPS-5-15, Need-to-
Know Guidelines. 


A "clean desk" approach is to be adopted when dealing with a report in 
progress and its associated material. When analysts are away from their 
desks for an extended period (one hour or longer), the report and all 
associated material must be stored in a temporary holding folder out of sight--
either in a drawer or in the overhead storage of the employee's workstation. 


2 Instructions for Advance Reports is in CSOI-4-1, Appendix H. 
3 Associated material consists of original traffic gists or transcripts of original traffic, and any 
collateral information used directly or indirectly in the production of EPRs. 
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2.5 Avoid As a general rule, copies of traffic items must not be replicated or retained in 
Making Copies electronic format outside traffic repositories. 


Hard copies of any documents containing CPRI are to be limited to the 
requirement to attach traffic and other relevant collateral information to EPR. 


Hardcopy material containing CPRI that is no longer needed after the release 
of the report and which was not used in an EPR must be shredded in an 
approved shredder. 


2.6 Restrict 
Access to Draft 
Report 


2.7 EPR Sign-
off 


2.8 Retention 
and Storage of 
EPRs 


Gists and transcripts generated from annotated traffic must be saved in the 
appropriate transcript repository or in shared folders, access to which must be 
administered by Level V Supervisors and/or Level IV Managers. 


Gists and transcripts derived from this traffic may only be shared via email 
within immediate teams when it is necessary to do so. CPRI should not be 
included unless absolutely essential. Emails must be set up in such a way as 
to render them easily identifiable as containing CPRI. This helps to ensure 
they are deleted when no longer required, or the retention period expires. 
Emails may only be sent to those within the report release chain, D2 and 
SPOC. 


The sign-off sheet, EPR and associated material required for release are to be 
hand-delivered in a "Privacy Information" holding folder, to the various 
signing authorities within SIGINT. Blue security pouches must be used to 
transport reports outside of Secure SIGINT Areas (SSA). Reports which may 
require DGPC approval may be sent by softcopy to Operational Policy. 


Approved EPRs and their associated material must be stored in an approved 
security container in the operational area. The security container must have 
restricted access. Retention of material is subject to the following criteria: 


• Hardcopy EPR and associated material, including completed sign-off 
sheet, must be retained as they constitute the official 
record; 


• If the approved security container has been filled to its capacity and 
the team requires additional space, older EPRs must be sent to 


`Specific instructions for Advance Reports are in CSOI-4-1, Appendix H. 
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Information Holding Services (IHS) for storage. In cases where a team 
is disbanded, all files subject to retention must be shipped to IHS, as 
per standard archiving procedures; and 


• Boxes containing hardcopy material with CPRI must be visibly 
labeled "Contains Canadian Privacy-related Information" and 
"Canadian Eyes Only". 
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3. Handling of CPRI NOT Used in the Production of EPRs 


3.1 
Introduction 


3.2 Avoid 
Making Copies 


3.3 "Clean 
Desk" 
Approach 


This section provides instructions on the handling of CPRI obtained through 
the conduct of SIGINT activities or related to target activity and retained for 
use in the development of foreign intelligence target knowledge and that will 
not necessarily be used for an EPR. 


As a general rule, copies of traffic items or associated material must not be 
replicated or retained in electronic format outside traffic repositories. 


Hardcopy material containing CPRI that is no longer required must be 
shredded in an approved shredder. 


A "clean desk" approach should be adopted when dealing with charts or 
working aids containing CPRI. Charts and working aids should be out of sight 
when not in use. 


3.4 Need-to- Sharing charts and working aids is permitted on a need-to-know basis within 
Know the team without suppressing CPRI. (OPS-5-15) 


3.5 Severing of 
Data 


Whenever possible, CPRI that does not meet the criteria for retention stated in 
section 1.3 should be removed from materials unless it cannot easily be 
severed. 


3.6 Retention of A chart or working aid that contains metadata analysis 
Metadata may be retained (OPS-1-10). The chart or 
Analysis working aid must be dated and indicate that it is OPS-1-10 derived. 


Additionally, charts and working aids containing CPRI that is not related to 
the foreign intelligence must have the CPRI deleted, blacked out, or 
suppressed. 
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3.7 Sharing of 
SIGINT 
Information 
with GC 
Clients 


3.8 Storage of 
Charts and 
Working Aids 


IRRELEVANT 


SIGINT charts or working aids may be shared with GC clients during 
informal analytic exchanges, as required, to develop foreign intelligence 
target knowledge. However, the CPRI must be suppressed and neither hard 
nor soft copies may be provided to clients. 


Electronic copies of charts or working aids containing suppressed CPRI may 
be stored on the corporate wiki or in shared directories. Electronic copies of 
charts of working aids containing CPRI must be stored within a restricted-
access wiki or shared directory with named access privileges. 


IRRELEVANT 


IRRELEVANT 
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310 IRRELE' 


IRRELEVANT 


3.11 Sharing of 
Nationality 
Status to 
Prevent 
Inadvertent 
Targeting 


IRRELEVANT 


The nationality status of known Canadians who are in some way related to 
CSEC's foreign intelligence activities (including citizens and permanent 
residents) should be made available to the Canadian SIGINT Production Chain 
in order to prevent inadvertent targeting or reporting6. 


CPRI, including Canadian nationality status, can only be provided outside of 
the Canadian SIGINT Production Chain through the use of suppressed 
Canadian Identity Information in EPRs. A request to access suppressed 
information must be made to Operational Policy (D2) as directed in OPS 1-1, 
Procedures for Release of Suppressed Information from SIGINT Reports. 


Once an entity of intelligence interest has been identified as Canadian, the 
information must be entered into the Target Knowledge Base, and the record 
must be assigned "Protected Entity Status." This will ensure entities 
identified as having protected status cannot be targeted. 


Second Parties may query CSEC about the nationality of individuals in order 
to avoid targeting Canadians. Operational Policy (D2) is the only area 
authorized to respond to these queries on behalf of CSEC. All requests from 
Second Parties must be forwarded to Operational Policy. 


14 


2017 01 05 AGC0015 .1 A nf 0•1 
A-2017-00017--00084 







TOP SECRET/ICOMINTUCANADIAN EYES ON t 
CSOI-4-3 


11 April 2011 


3.12 
Information 
Disclosures 


3.13 Open 
Source 
Intelligence 


Client departments often disclose collateral information to CSEC in order to 
facilitate CSEC's activities. Information disclosures could contain CPRI. 
CSEC can receive and retain information about Canadians, provided that 
information is essential to CSEC's mission. 


There are several different methods by which clients may disclose 
information to CSEC. However, all information disclosures must follow 
these instructions to protect the privacy of Canadians: 


• Information about Canadians should only be accessible to those who have 
a need-to-know; therefore, access controls must in place to restrict access; 


• Whenever possible, CPRI should be removed from materials unless it 
cannot easily be severed; 


• Information containing CPRI should be deleted as soon as it is determined 
the information is of no foreign intelligence value; 


• A "clean desk" approach should be adopted when dealing with documents 
containing CPRI; 


• Acknowledgements of client information disclosures or requests for 
information must be held for for review and oversight purposes; 
and 


• Level IV Managers are responsible for completing a biannual review (as 
outlined in section 5.2) of all client disclosures containing CPRI to 
determine if the information is still of value and meets the criteria for 
retention as outlined in section 1.3. 


Open source intelligence containing CPRI may be retained by operational 
areas. However, the fact of CSEC's interest in a Canadian, as identified in 
open source materials, could be sensitive and requires protection. Analysts 
should apply the need-to-know principle. 
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4. Internal Reviews of CPRI Holdings 


4.1 Biannual 
Reviews of All 
Holdings 


On a biannual basis, Level IV Managers of operational areas must complete a 
review of all holdings and complete a "Confirmation of Review" (form 
located in Annex 1) and send the completed form to SPOC. 


Level IV Managers must review the following: 
a) Any shared directories which contain CPRI. Any retained CPRI must 


continue to meet the established criteria for retention (see section 1.3). 
Additionally, Level IV Managers must confirm that access to such 
shared directories is limited to those with a need-to-know. Any 
documents no longer required must be deleted. 


b) Any traffic annotated for retention over the previous six months that 
has not been used in the production of EPRs. SPOC will send a list of 
annotated traffic to the Level IV Manager for review. Retention of 
this traffic must still meet the relevant criteria (see section 1.3). If the 
traffic no longer meets the criteria it must be annotated for deletion. 


c) Any traffic annotated IN CAS/OUCAS must be reviewed and 
documentation sent to SPOC showing that legal advice from DLS was 
obtained prior to annotating for retention (OPS-1, 3.5). 


d) Any working aids that contain CPRI, in order to validate that the 
documents are still required. If the documents are no longer required 
they must be deleted or destroyed. 


e) Any disclosure information received from a client containing CPRI in 
order to validate that the documents are still required. If the 
documents are no longer required they must be deleted or destroyed. 


0 Access Control Lists for directories to ensure only staff with a need-
to-know has access to directory contents. 


SPOC will retain operational area confirmations and notifications for use in 
other review activities, as required. 
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4.2 Monthly 
Reviews of 
Annotated 
Traffic NOT 
Used in EPRs 


In addition to the biannual review, on a monthly basis Level IV Managers are 
responsible for ensuring traffic annotated for retention by their staff and not 
used in an EPR are still required and meet the criteria for retention (see 
section 1.3). 


Monthly, SPOC will send a report containing all annotated traffic for the 
month that has not been used in an EPR to Level IV Managers. Level IV 
Managers must ensure that staff review the list of traffic items and delete 
those that no longer meet the criteria for retention. 


Additionally, for any retained solicitor-client traffic, acquired under Part A of 
CSEC's mandate, Level IV Managers must provide documentation to SPOC 
to demonstrate consultation with DLS (OPS-1, 3.5). 


Level IV Managers arc responsible for retaining the results of these monthly 
reviews for future audits or reviews. 
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5. Summary of Operational Roles and Responsibilities 


5.1 Overview The following table provides an overview of roles and responsibilities with 
respect to these instructions. 


Who 
. 


Responsibili 
. 


ties 
SIGINT personnel • Remain well-versed in OPS-1 and complete the 


OPS-1 on-line quiz annually. 
• Depending on position held, annotating traffic, 


as per OPS-1. 
• Storing CPRI as required. 
• Maintain awareness of policies--


changes/updates. 
Level V Supervisor • Ensure that analysts receive proper training 
or CF equivalent regarding handling and storage of CPRI; e.g. 


OPS-1 briefing, and CSOI 4-3, Protecting the 
Privacy of Canadians in the Use and Retention 
of Material for SIGINT. 


• Ensure analysts are aware of policy 
changes/updates. 


• Ensure that CPRI retained by the team is 
properly stored and destroyed. 


• Ensure that analysts are reviewing, at least twice 
a year, retained material and revalidating the 
need for its retention and deleting it if no longer 
required. 


Level IV Manager or • On a monthly basis review annotated traffic not 
CF equivalent used in EPRs. Keep results of this review 


available for any audits or reviews and provide 
documentation on consultation with DLS for 
Solicitor-Client traffic retained. 


• Establish hard copy and electronic storage 
systems to allow for biannual review. 


• Provide biannual reports to SPOC (see section 
4.1). 


SIGINT Oversight • On a monthly basis review all traffic annotated 
and Compliance for retention and validate with operational areas 
(SPOC) those items which did not result in an EPR. 
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• Maintain copies of all review documents sent to 
Production Managers on a monthly basis for 
immediate access by review bodies. 


• Track and file emails received from Level IV 
Managers that confirm DLS consultation for 
Solicitor-Client traffic retention. 
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6. Definitions 


6.1 Associated Original traffic transcripts / gists of original traffic, and any 
Material collateral information used in the production of EPRs. 


6.2 Canadian 


6.3 Canadian 
Identity 
Information 
(CII) 


6.4 Canadian 
privacy-related 
Information 
(CPRI) 


6.5 Canadian 
SIGINT 
Production 
Chain 


"Canadian" refers to: 
a) a Canadian citizen; 
b) a person who has acquired the status of permanent resident under the 


Immigration and Refugee Protection Act and who has not 
subsequently lost that status under that Act; or 


c) a corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


"Canadian organizations" are also accorded the same protection as Canadian 
citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


CII refers to information that may be used to identify a Canadian person, 
organization*, or corporation, including, but not limited to, names, phone 
numbers, email addresses, IP addresses, and passport numbers. 


* GC Institutions do not fall within this definition. 


Canadian privacy-related information includes private communications, 
communications of a Canadian abroad or information about Canadians, 
Canadian corporations or Canadian organizations. 


The Canadian SIGINT Production Chain refers to SIGINT enabling, 
production, or oversight activities conducted under the authority of DC 
SIGINT, including those activities delegated to non-CSEC organizations. 
This does not include the consumption of SIGINT Products, but does include 
the activities that enable consumption. 
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6.6 Need-to- Need-to-know is a fundamental aspect of CSEC's information handling 
Know system, and a way of further restricting access to classified and protected 


information. It reflects the principle that not everyone who is cleared to see 
certain information needs to see all of it. 


6.7 Personal 
information 


6.8 Open 
Source 
Intelligence 


Personal information is defined in the Privacy Act as "information about an 
identifiable individual that is recorded in any form". See Annex 1 of OPS-1 
for the complete definition. 


Open Source Intelligence is any unclassified, publicly available information 
that can be found in a variety of different sources including print, television, 
radio and the internet. OSINT can be used in a variety of different ways 


6.9 Privacy A privacy incident occurs when the privacy of a Canadian is put at risk in a 
Incident manner that runs counter to, or is not provided for in, an operational policy. In 


order to remain compliant with operational policies and legal requirements, 
any person who becomes aware that CPRI has been jeopardized, must report 
the incident. 
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ANNEX 1 -- Operational Area Biannual Confirmation of 
Review Activity Form 


Review Date: 


Operational Area: 
Full name of operational area 


Please check boxes to indicate that a review has been completed for the following: 


❑ Working aids 


111 Annotated traffic — a review of all traffic annotated for retention that has not been used in 
an EPR to date 


❑ Solicitor-client annotated traffic (for each provide documentation showing DLS 
consultation) 


❑ Access lists for shared directories 


❑ Contents of shared directories 


❑ Emails — confirmation from staff that email directories have been reviewed 


❑ Information disclosures received to confirm they meet the criteria for retention 


❑ Other: (please list) 


Signing this document confirms that, for your operational area, the above have been reviewed to 
ensure that any Canadian privacy-related information (CPRI) being retained meets the criteria for 
retention as outlined in CSOI-4-3, section 1.3. Additionally, your signature confirms that access 
to CPR1 is limited to those with a need-to-know. Moreover, you signature also confirms that any 
items no longer meeting this criteria have been deleted or destroyed. 


Signature: 


Print Name: 


Title: 


(rhe email templeue version (available from SPOC) of this document can he emailed to or 
the signed hardcopy version of this document can be send to SPOC hy internal mail.) 
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CSOI-4-3 Promulgation 


eviewed and Recommended for A pp rtWal 


I have reviewed and hereby rmoinmend. these instructions for approval: 


ironies Abbott Date 
Director General SISINT Programs 


Approned 


I hereby approve CSOI-4-3: Protecting the Privacy ofCanadians in the Me and Reteraion of 
Material for SiGINT. These is  a  effective iintnediately, 


Shelly Bructl Date 
Deputy Chief MINT 
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NOV I 7 2011 


ME iORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Collection and Use of Metadata Ministerial Directive 


......... 
.951237 


CCM:11433394 


(For Approval) 


Summary 


• This Memorandum seeks your approval of proposed changes to the 2005 
Collection and Use of Metadata sterial Directive: 


O The updated MD will enable CSEC Signals Intelligence (SIGINT) to provide CSEC 
IT Security (ITS) personnel with unsuppressed foreign metadata for cyber defence 
purposes. 


It is recommended that you approve the attached Collection and Use of Metadata 
Ministerial Directive. 


Background 


• Metadata is information associated with a telecommunication (Le. 
etc) and not a communication. The difference between suppressed and 


unsuppressed rnetadata is that suppressed metadata refers to metadata that has had 
the Canadian identity infOrmation within it altered in such a way so that the Canadian 
identity is not recognizable, 


O The current Collection and Use of Metadata Ministerial Directive allows SIGINT to sure 
suppressed metadata -from its foreign intelligence collection activities with ITS. 
However, this sharing does not currently include rnetadata that contains Canadian 
identifying information with unsuppressed foreign metadata for cyber defence purposes. 


• SIGINT must fellow identity release procedures in order to share unsuppressed 
inetadata with ITS. This arrangement is becoming increasingly problematic lathe 
evolving cyder threat environment and resolving this Issue is critical to ensuring 
effective ITS cyber defence support to its clients. 
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Under the proposed changes, ITS will not he provided full access to the SIGINT 
metadata repository. Instead, ITS cyber defence personnel will have access to an 
unsuppressed subset of SIGINT metadata when it is identified as being associated with 
the online activities of a foreign cyber threat actor: 


CSEC's reporting protocols and procedures on disclosure will continue to protect the 
privacy of Canadians, 


Recommendation 


0 it is recommended that you approve the revised Collection and Use of Metadata 
Ministerial Directive, 


n Adams 
efilef 


I concur with this recommendation: 


one
.. 


rPftrr lister 


cc.. Robert FOnber ._ 
Deputy Minister of National Defence 
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National 
Defence 
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TOP SECRETIISI 


National Dafence Heaclquartars 
Ottawa, Ontario 
MA OK2 


Ouartiar genefat de In Defense nalionale 
Ottawa (Ontario) 
K IA 0K2 


TO:. Chief, Communications Security Establishment 


MINISTERIAL DIRECTIVE 
COMMUNICATIONS SECURITY ESTABLISIIMIAT 


COLLECTION AND USE OF META1)ATA 


.1. This Directive:is issued under my authority pursuant to stibse.ction 273..62 (3 of the 
National DefericeAct. 


For the purpose of the CST 's foreign intelligence acquisition programs pursuant 
paragraph 273.64 (1.) (a) of the National Dej6zce ACC 


a) "lit eta  means information associated with a telec.o.mmunication to identify, 
describe, manage or route that telecommunication or any part of it as well as the 
means by which it was transmitted, but excludes any information or part of 
information which could reveal the purport of a telecommunication, or the whole or 
any part of its content. 


b) "Network Analysis and Prioritization" means the method developed to understand 
the global information. infrastructure, from information derived from tTletadata, in 


.order to identify and determine telecommunication links of interest to achieve the 
Government of Canada foreign intelligence priorities. This method involves the 
acquisition of inetadata., the identification of the 
determination of the the determination of the 


c) "Contact Chaining" means the method developed to enable the analysis, frQM 
information derived from metadata, of communications activities or patterns to build 
a profile of communications contacts of various foreign entities of interest in relation 
to the foreign intelligence priorities of the Government of Canada, including the 
number of contacts to or from these entities, the frequency of these contacts, the 
number of ti mps contacts were ahem p.,ted or made, the time period over which thew 
contacts were attempted or made ts well as other activities aimed at mapping the 
communications of foreign entities and their networks. 


This Ministerial Directive relates to the activities carried out pursuant to paragraph 
2.73.64 (1) (a) of the National ;Ds fenceAct (CE's fomign intelligence acquisition 
programs). CSE will collect and use meadata tinder foreign intelligence acquisition 
prograng4 according to principles enunciated in this Ministerial Directive. Any 
an  to this Ministerial Directive:will require my personal approval. 


Canada TOP SECT "U/SI 


2017 01 05 AGC0017 1 nf 
A-2017-00017--00096 







TOP SECRET//SI 


4. Metadata acquired pursuant to its foreign intelligence acquisition programs will be 
subject to CSE's existing procedures to protect the privacy of Canadians. 


5. In the fulfillment of its mandate as set out in paragraph 273.64 (1) (a) of the National 
Defence Act, CSE may search any metadata acquired in the execution of its foreign 
intelligence acquisition programs for the purpose of providing any information or 
intelligence about the capabilities, intentions or activities of a foreign individual, state, 
organization, terrorist group or other such entities, as they relate to international affairs, 
defence or security, including any information relevant to the protection of electronic 
information or information infrastructures of importance to the Government of Canada. 


6. CSE will share metadata, acquired through its foreign intelligence acquisition programs 
with international allies to maximize its mandate activities as set out in the National 
Defence Act, and strengthen Canada's partnerships abroad. Such sharing will be subject 
to strict conditions to protect the privacy of Canadians, consistent with these standards 
governing CSE's other programs. 


7. CSE must take the following steps to protect the privacy of Canadians: 


(1) Metadata that is known to be associated with Canadians anywhere or any person in 
Canada, and that is incidentally obtained as a result of the acquisition of metadata, 
must, when such metadata is reported in CSE reports, be altered in such a way as to 
render impossible the identification of the persons to whom the metadata relates. 


(2) Disclosure of the unaltered version of metadata shall be subject to specific requests 
to the Operational Policy division, and such requests shall be granted strictly in 
accordance with criteria outlined in CSE's Operational Procedures. 


Access to unaltered metadata in the CSE metadata repositories (bulk metadata) shall 
be limited to SIGINT operational staff and their supervisors, Operational Policy 
staff, system administration staff of CSE and ITS cyber defence personnel as set out 
in paragraph (4) below. 


(4) To the extent that metadata containing Canadian identifying information is relevant 
to the protection of electronic information or information infrastructures of 
importance to the Government of Canada, this unaltered metadata may be disclosed 
to ITS cyber defence personnel for the purpose of helping to protect information 
infrastructures of importance to the Government of Canada. Any use or retention of 
this metadata by ITS cyber defence personnel for the purposes set out in paragraph 
273.64 (1) (b) will continue to be handled in accordance with existing policy and 
procedures related to the protection of the privacy of Canadians. 


For greater certainty, Canada's allies shall not be granted access to metadata known 
to be associated with Canadians located anywhere or persons located in Canada 
(bulk metadata) unless it is altered prior to granting access in such a way as to render 
impossible the identification of the persons to whom the metadata relates. 


8. The metadata acquired in the execution of the CSE's foreign intelligence acquisition 
programs shall be used strictly for: 


a) Network Analysis and Prioritization, and for Contact Chaining purposes; 


(3) 


(5) 
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h) Identifying new targets :and target. associated selectors, which can be used: 


i) at any time to intercept fortf..•ign telecommunications both-end foreign); or 


ii) to intercept private communications strictly where a duly issued Ministerial 
Authorization is in effect, and in strict compliance with that Ministerial 
Authorization. 


c) Monitoring or identifying patterns of foreign tnalicibus cvher activities to provide 
indications and warnings of actual or potential cyher intrusions directed against 
infrastructures of importance to the GoVernment of Canada. 


9. The metadata acquired in the execution of CSE foreign intelligence acquisition programs: 
shall be destroyed after unless CSE requests, and the Minister of National 
Defence decides on reasonable grounds, that a longer retention period is warranted to 
fulfill operational requirements, 


10. Activities undertaken pursuant to this Ministerial Directive are subject to review by the 
CSE Commissioner to ensure they are in compliance with the law. 


11. This Ministerial Directive replaces the Ministerial Directive Communications Security 
Establishment Collection arid Use of Metadata, signed by, the Minister of: National: 
Defence on March 9. 2005, 


12. This Ministerial Directive comes into farce on the date it is signed. 


Dated at 
04,/ 


JAL lc  this  dt  day of 


The Honourable Peter Ma(iKaSr1?C M.P. 
Minister of National Ddence 


cc. National Security AdviSor, Privy Council Office 
Deputy Minister of National Defence 
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1. Introduction 


Policy Scope and Application 


1.1 Scope 


1.2 Objective 


1.3 Policy 


These procedures govern IT Security's (ITS) cyber defence activities using 
data provided by a ys stem owner ("DPSO activities"). ITS does not intercept 
data for these activities, so a Ministerial Authorization (MA) is not required. 


FYI: Throughout these procedures, the term "private 
communication" means an intercepted private 
communication. See paragraph 1.8. 


These procedures: 
• define mandatory measures to protect the privacy of Canadians during 


DPSO activities, and 
• provide direction regarding 


o preparing for these activities 
o handling raw (that is, unreported) system owner data 
o writing and releasing CSEC cyber defence reports, and handling post-


publication requests 
o sharing raw system owner data and cyber defence reports with 


SIG1NT and outside of CSEC, and 
o applying retention and disposition schedules. 


DPSO activities must: 
• comply with the relevant laws of Canada, including the Criminal Code, 


the Financial Administration Act, the Privacy Act, and the National 
Defence Act (NDA) 


• comply with all relevant Ministerial Directives, including the Ministerial 
Directive on the Privacy of Canadians and the Ministerial Directive on 
CSE's Accountability Framework (both June 2001) 


• adhere to any conditions set out by the entity receiving ITS' help 
• be subject to measures to protect the privacy of Canadians, including 


those prescribed in OPS-1, Protecting the Privacy of Canadians and 
Ensuring Legal Compliance in the Conduct of CSEC Activities 


• comply with these procedures, as well as other related IT Security policy 
instruments and documentation 


Continued on next page 
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1.3 Policy 
(continued) 


1.4 Application 


• be carried out only with the knowledge and approval of CSEC 
management and the management of the entity receiving ITS's help 


• be subject to internal CSEC monitoring for policy compliance, and 
• be subject to audit or review by various government review bodies, 


including, but not limited to, the CSE Commissioner and the Privacy 
Commissioner. 


These procedures apply to CSEC personnel and any other parties, including 
secondees, contractors and integrees, who are involved in or make use of 
data from DPSO activities. 


Activity Description 


1.5 What are 
DPSO 
activities? 


DPSO activities are meant to address perceived cyber threats against 
computer systems or networks, and all of the electronic information 
contained in them. These systems are owned or controlled by the 
Government of Canada (GC) or by non-GC entities whose systems are of 
importance to the GC. 


ITS undertakes DPSO activities when a system owner or a GC intermediary 
such as Public Safety, who may have been approached by a system owner for 
mitigation assistance, requests ITS's help. ITS relies on the requestor to 
provide data from the owner's systems. ITS staff analyzes this data to detect 
and mitigate the perceived cyber threat. 


Note: Throughout these procedures, the term "requestor" 
.. is used to describe the entity that formally requests and 


receives ITS' help. 


Legal Framework 


1.6 Authority to 
allow ITS 
Analysis of 
System Owner 
Data 


Paragraph 273.64(1)(b) of the NDA (part (b) of the CSEC mandate) gives 
ITS the authority to "provide advice, guidance and services to help ensure the 
protection of electronic information and of information infrastructures of 
importance to the GC". 


This means that, in addition to supporting GC departments, ITS may also 
help non-GC entities whose systems are deemed to be of importance to the 
GC. 
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1.7 What is a 
Private 
Communication? 


1.8 Interception 
of a Private 
Communication 
by a System 
Owner 


1.9 Disclosure of 
a Private 
Communication 
to ITS by a 
System Owner 


Section 183 of the Criminal Codes defines a private communication as "any 
oral communication, or any telecommunication, that is made by an 
originator who is in Canada or is intended by an originator to be received by 
a person who is in Canada and that is made under circumstances in which it 
is reasonable for the originator to expect that it will not be intercepted by 
any person other than the person intended by the originator to receive it, and 
includes any radio-based telephone communication that is treated 
electronically or otherwise for the purpose of preventing intelligible 
reception by any person other than the person intended by the originator to 
receive it". 


A communication must be intercepted while in transit to be considered a 
private communication under Part VI of the Criminal Code. 


Note: The legal distinction between "data at rest" and "data 
in transit" in relation to the interception of a private 
communication can be complex. When in doubt, contact 
ITS Policy Oversight and Compliance (IPOC) for guidance 
on what is considered to be a private communication. 


Two legal provisions permit the lawful interception of a private 
communication by a system owner. 


Paragraph 184(2)(e) of the Criminal Code provides an exemption from 
criminal liability for persons who perform duties related to the management 
or protection of computer systems (that is, system owners) who may 
intercept a private communication if the interception is necessary for such 
purposes. 


Under section 161 of the Financial Administration Act (FAA), those 
responsible for managing or protecting GC computer systems or networks 
are authorized to take measures, including intercepting a private 
communication, if the interception is necessary for such purposes. 


In accordance with section 193 of the Criminal Code, a system owner may 
disclose to ITS (either directly or through a GC intermediary) all or part of a 
private communication, but only if the disclosure is necessary to protecting 
or managing the owner's computer systems (to help mitigate the cyber threat 
affecting the owner's computer systems). 
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1.10 Sharing a 
Private 
Communication 
by ITS 


When undertaking DPSO activities, ITS may obtain a private communication 
that was acquired from an owner's computer systems. Criminal Code 
provisions allow ITS to share this private communication with SIGINT or 
outside of CSEC as outlined below (express requestor consent must be 
obtained). 


1. ITS, on behalf of the system owner, may share the private 
communication (for example, with SIGINT, another GC department or a 
Second Party), but only if this will help mitigate the cyber threat 
affecting the owner's computer systems. 


2. ITS, on behalf of the system owner, may share the private 
communication with CSIS or the RCMP to allow those departments to 
fulfill their respective mandates. 


3. With the consent of either the originator or the recipient of the private 
communication, ITS may share this communication in accordance with 
the given consent. Given the nature of system owner data, consent would 
most likely be obtained from the recipient (for example, the recipient of 
an email embedded with malicious code that was intercepted by that 
employee's information protection centre). 


Note: Throughout these procedures, this third type is 
referred to as "a private communication with recipient 
consent" (originator consent, if applicable, is not 
precluded), 


5 


2017 01 05 AGC0018 a ra 01 
A-2017-00017--00104 







SECRI 
OPS-1-15 


Effective Date: 25 January 2012 


2. Preparing for DPSO Activities 


Pre-Requirements 


2.1 Documented 
Request 


2.2 Types of 
Information 
Requiring 
Privacy 
Protection 
Measures 


2.3 CSEC's 
Personal 
Information 
Bank for Cyber 
Protection 


ITS may only undertake DPSO activities when it receives a documented 
request for help from the requestor. The requestor may be a system owner or 
an appropriate representative of the system owner such as Public Safety, with 
the system owner consent. 


The following two categories of information require privacy protection 
measures: 
1. A private communication, and 
2. Information about Canadians, which is defined as: 


a. any personal information about a Canadian, or 
b. any information about a Canadian corporation. 


These categories of information must be protected by the use of access 
controls and by ITS senior management approval of reports as per OPS-1. 
Moreover, Canadian identity information (CII) must be protected in 
accordance with OPS-1-6, Operational Procedures for Naming and 
Releasing Identities in Cyber Defence Reports. 


To comply with its obligations under the Privacy Act regarding personal 
information, ITS must account for all personal information it retains while 
conducting DPSO activities. This information must be accounted for in 
CSEC's Personal Information Bank (PIB) for Cyber Protection. 


ITS must not use personal information it has obtained during DPSO activities 
for administrative purposes. 
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3. Handling Raw System Owner Data 


3.1 Introduction This section outlines the basic rules governing the handling of raw (that is, 
unreported) system owner data. 


Note: Throughout these procedures, system 
owner data falls within one of these three 
categories: 
* a private communication 
® a private communication with recipient consent 


(see paragraph 1.10), or 
IRRELEVANT 


Handling will be different for a private communication, a private 


3.2 Identifying a 
Private 
Communication 


communication with recipient consent, IRRELEVANT 


The requestor determines whether the system owner data it provides to ITS 
includes a private communication and is essential to protecting the owner's 
systems. ITS will assist with this determination as necessary; however, ITS is 
not required to conduct an "essentiality test". 


3.3 Labeling System owner data must be identified with a label. Labeling will ensure the 
proper application of retention and disposition schedules. 


3.4 
Classification 


33 Access 
Permissions 


At a minimum, system owner data must keep its original classification. The 
classification may be raised, for example if sensitive analytic capabilities 
could be revealed. 


Access to system owner data must be strictly controlled and limited to staff 
within CSEC who are involved in or make use of data from DPSO activities 
or in accordance with the consent given. 
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3.6 Information 
Indicating a 
Criminal 
Offence 


3.7 Dealing with 
Other Breaches 


3.8 Request for 
Suspension or 
Termination 


If, during DPSO activities, there are indications of a Criminal Code offence 
that is unrelated to a cyber threat, the incident must be brought to the 
attention of the relevant Director in the Cyber Defence Branch. The Director 
may seek advice from the Directorate of Legal Services (DLS), as needed, 
prior to informing the requestor, who has responsibility with respect to 
follow-on action. The Deputy Chief (DC) ITS must be notified of the 
incident. 


Warning: All details concerning any such discovery must 
be controlled and shared on a strict "need-to-know" basis. 


If, during DPSO activities, there are indications of a breach in a requester's 
policy that is unrelated to a Criminal Code offence or a cyber threat (for 
example, a security breach such as SECRET data being sent over an 
unclassified network), the incident must be brought to the attention of the 
relevant Director in the Cyber Defence Branch, who will consult with IPOC 
staff as necessary on what action should be taken. 


ITS must stop all analysis upon receiving a request for suspension or 
termination of DPSO activities. 
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4. Cyber Defence Reports 


Writing and Releasing Reports 


4.1 Suppressing ITS must follow the "naming rules" set out in OPS-1-6 when Canadian 
Identity identities will be reported. 
Information 


US/UK/AUS/NZ identities are handled in accordance with their own national 
policies. 


4.2 Pre-
approved 
Actions 


4.3 Report 
Release 
Authorities 


Note: Raw system owner data or cyber defence reports 
may be shared with SIGINT without suppression of CH. 
See Chapter 5. 


Where applicable, cyber defence reports (including those that are 
disseminated to SIGINT) may set out actions that can be taken by the 
recipient without prior consultation with CSEC. 


Report Release Authorities must review and approve reports for release prior 
to dissemination as set out in OPS-1. In addition to ensuring that privacy 
measures have been properly applied, Report Release Authorities are 
responsible for ensuring that reports that may affect equities (for example, 
SIGINT equities) are identified, and that appropriate consultations are 
conducted prior to report release. 


Post-Publication Requests 


4.4 Releasing 
Identity 
Information 


4.5 Follow-on 
Action 


Operational Policy is the authority for releasing suppressed Canadian or 
US/UK/AUS/NZ identities, in accordance with OPS-1-6. 


Warning: Anyone outside Operational Policy who 
releases identity information is committing a privacy 
violation. 


Operational Policy must approve requests for follow-on action beyond any 
actions set out in the report caveat. 


9 


2017 01 05 AGC0018 111 ra 01 
A-2017-00017--00108 







SECRI: 
OPS-1-15 


Effective Date: 25 January 2012 


5. Rules for Sharing Raw (Unreported) System Owner Data or 
Cyber Defence Report 


5.1 Principles 


5.2 Sharing 
Rules Table 


Requester consent must be obtained for sharing raw system owner data or 
cyber defence reports with SIGINT, CSIS and the RCMP, other GC 
departments or Second Parties and: 
• Sharing must be in the proper exercise of part (b) of the CSEC mandate. 


This would include sharing with SIGINT provided that part (a) of the 
mandate includes cyber security foreign intelligence activities and as 
such, this sharing would be in line with part (b) of the CSEC mandate. 


• A private communication must only be shared to help mitigate the cyber 
threat affecting the system owner (CSIS and the RCMP may use the 
private communication more widely, but within their mandate). 


• All sharing of raw system owner data must be approved by the relevant 
Manager in the Cyber Defence Branch. 


The following table sets out the rules for sharing raw system owner data and 
cyber defence reports with SIGINT, CSIS and the RCMP, or other GC 
departments or Second Parties. 


Continued on next page 
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SIGINT Yes, but only for 
triaging (see 
paragraph 5.3), or to 
help mitigate the 
cyber threat affecting 
the system owner 
(suppression of CII 
not required) 


Yes for cyber-
security foreign 
intelligence 
activities 
(suppression of CII 
not required), as 
long as not 
precluded by 
consent given 


Yes, for cyber-
security foreign 
intelligence 
activities 
(suppression of CII 
not required) 


CSIS and 
RCMP 


Yes, to fulfill their 
respective mandates 
(express system 
owner consent 
required and 
suppression of CII 
not required) 


Yes, to fulfill their respective mandates 
(suppression of CII not required) 


Other GC 
Departments 
or Second 
Parties 


No (must be 
reported) No (must be reported) 


SIGINT 


CSIS and 
RCMP 


Yes, but only to help 
mitigate the cyber 
threat affecting the 
system owner 
(suppression of CII 
not required) 


Yes 


Yes, for cyber-
security foreign 
intelligence 
activities 
(suppression of CII 
not required), as 
long as not 
precluded by 
consent given 


Yes, for cyber-
security foreign 
intelligence 
activities 
(suppression of CII 
not required) 


Yes 


Other GC 
Departments 
or Second 
Parties 


Yes, but only to 
those involved in the 
provision of 
protective measures 
to help mitigate the 
cyber threat affecting 
the system owner 


Yes, as long as not 
precluded by 
consent given 


Yes, or as per 
requestor consent 
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5.3 
Clarifications 
for Sharing with 
SIGINT 
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6. Retention and Disposition Schedules 


6.1 Application 


6.2 Cyber 
Defence Reports 


ITS must apply retention or disposition schedules to all system owner data, 
regardless of media or location (e.g. hard copy, personal or group accounts, 
or electronic repositories). 


Cyber defcnce reports must be retained or destroyed in accordance with 
CSEC-approved retention and destruction schedules. Private 
communications or other data that are included in a report must be retained 
with the corresponding report. 


6.3 Raw System Upon termination of a DPSO activity, ITS 
Owner Data 


• may retain system owner data if the requestor has approved its retention 
and it is relevant to providing advice and guidance to protect IT systems of 
importance to the GC, and 


• will delete all non-relevant system owner data as well as system owner 
data the requestor has not approved retention of within 
after termination of DPSO activity 
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7. Roles and Responsibilities 


7.1 Roles and This table describes the key roles and responsibilities with respect to cyber 
Responsibilities event support activities. 


Deputy Chief, IT 
Security 


• Accounting for all DPSO activities 
• Acting as Release Authority for reports 
• Seeking legal advice, as required 


Directorate, Legal 
Service 


• Providing legal advice, including legal briefings, when 
required 


Director General, Cyber 
Defence 


• Acting as Recommend Authority for reports 
• Seeking legal advice, as required 


Director, Cyber Defence 
Operations and 
Capabilities 
Development 


• Acting as Recommend Authority for reports 
• Seeking legal advice, as required 
• Ensuring compliance with these procedures 


Director, Program 
Management and 
Oversight (PMO) 


• Coordinating the resolution of policy and legal issues 
• Coordinating the conduct and implementation of 


recommendations from internal and external reviews 
• Seeking legal advice, as required 


Director, Cyber Threat 
Evaluation Centre 
(CTEC) 


• Acting as Recommend or Release Authority for reports 
• Seeking legal advice, as required 
• Ensuring compliance with these procedures 


Director, Corporate and 
Operational Policy 


• Seeking legal advice, as required 


Managers in the Cyber 
Defence Branch 


• Ensuring that staff involved in DPSO activities comply 
with any conditions set out in writing by the requestor, 
and all relevant policy instruments 


• Acting as Release Authority for reports 
• Raising legal and policy concerns with the relevant 


Director in the Cyber Defence Branch 
Manager, Operational 
Policy 


• Managing the review and approval of follow-on action 
requests 


• Providing support to ensure consistency in policy advice, 
as required 


Manager, External 
Review 


• Leading CSEC's response to external reviews 


ITS Policy Oversight and 
Compliance (IPOC) 


• Providing policy advice to staff involved in DPSO 
activities 
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Operational Supervisors 
in the Cyber Defence 
Branch 


• Providing technical direction and guidance to staff 
involved in DPSO activities 


• Acting as Recommend Authority for reports 
• Ensuring that system owner data has been destroyed in 


accordance with these procedures 
• Complying with the requestor's instructions and all 


relevant policy instruments and documentation 
Staff involved in DP SO 
activities 


• Complying with the requestor's instructions and all 
relevant policy instruments and documentation 


• Destroying system owner data in accordance with these 
procedures 
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8. Information about These Procedures 


8.1 This table outlines accountabilities for revising, reviewing, recommending 
Accountability and approving these procedures. 


Deputy Chief, IT 
Security 


Approving these procedures 


Director General, 
Policy and 
Communications 


Recommending these procedures for approval 


General Counsel, 
Directorate of Legal 
Services 


Director, COP 


Operational Policy 


• Reviewing these procedures and advising on 
their compliance with the law 


• Providing legal advice when requested 
Reviewing these procedures and advising 
consistency within the policy framework 
Revising these procedures 


8.2 References • National Defence Act, part V.1 
• Privacy Act 
• Criminal Code 
• Financial Administration Act 
• Libra?), and Archives of Canada Act 
• Ministerial Directive on the Privacy of Canadians, June 2001 
• Ministerial Directive on CSEC's Accountability Framework, June 2001 
• OPS- 1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• OPS-1-6, Procedures for Naming and Releasing Identities from Cyber 


Defence Reports 


8.3 Amendment Situations may arise where amendments to these procedures are required 
Process because of changing or unforeseen circumstances. Such amendments will be 


communicated to relevant staff and will be posted on the Operational Policy 
website. 


8.4 Enquiries Questions related to these procedures must be addressed to operational 
managers, who in turn will contact IPOC staff. IPOC will consult 
Operational Policy, as required. 
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9. Definitions 


9.1 Canadian 


9.2 Canadian 
Identity 
Information 
(CII) 


"Canadian" refers to 
a) A Canadian citizen, or 
b) A person who has acquired the status of permanent resident under the 


Immigration and Refugee Protection Act (IRPA), and who has not 
subsequently lost that status under that Act, or 


c) A corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


(NDA, section 273.61; IRPA) 


For the purpose of these procedures, "Canadian organizations" are accorded 
the same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


Canadian Identity Information (CII) refers to information that may be used to 
identify a Canadian person, organization, or corporation, including, but not 
limited to names, phone numbers, email addresses, IP addresses, and 
passport numbers.


Reminder: Raw system owner data or cyber defence 
reports may be shared with SIGINT without suppression of 
Cll. 


9.3 Cyber Reports may serve a variety of purposes, including (but not limited to): 
Defence Reports • reporting suspicious activity 


• exchanging information 
• reporting incidents 
• sharing detection capabilities (e.g. tools or signatures) 
• providing analysis 
• sharing malicious code and associated analysis 
• showing trends, and 
• providing situational awareness. 


Report formats may vary and can include a variety of vehicles, such as 
formalized reporting and data sharing by email. 
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9.4 DPSO 
Activities 


9.5 Follow-on 
Action 


9.6 Information 
about 
Canadians 


DPSO activities are carried out by ITS using data provided by system owners 
(either directly or through a GC intermediary). They are meant to address 
perceived cyber threats against computer systems or networks, and all of the 
electronic information contained in them. These systems are owned or 
controlled by the Government of Canada (GC) or by non-GC entities whose 
systems are of importance to the GC. 


Any action, or decision to act, taken by the recipient of a CSEC cyber 
defence report on the basis of the reported information beyond any actions 
set out in the report caveat. 


Information about Canadians refers to: 
• any personal information about a Canadian, or 
• any information about a Canadian corporation. 


9.7 Integree An integree is a person seconded to CSEC from one of CSEC's cryptologic 
partner organizations. 


9.8 Ministerial 
Authorization 


9.9 Personal 
Information 


A Ministerial Authorization (MA) is an authorization provided in writing by 
the Minister of National Defence to CSEC to ensure that CSEC is not in 
contravention of the law if, in the process of conducting its foreign 
intelligence or IT security operations, it should intercept private 
communications. MAs may be granted in relation to an activity or class of 
activities specified in the authorization pursuant to 
• subsection 273.65(1) of the NDA for the sole purpose of obtaining 


foreign intelligence, or 
• subsection 273.65(3) of the NDA for the sole purpose of protecting the 


computer systems or networks of the GC. 
When such an authorization is in force, Part VI of the Criminal Code does 
not apply in relation to an interception of a private communication, or in 
relation to a communication so intercepted. 


Personal information is defined in the Privacy Act as "information about an 
identifiable individual that is recorded in any form". See OPS-1, Annex 1 for 
the complete definition. 


18 


2017 01 05 AGC0018 10 ra 01 
A-2017-00017--00117 







SECRI 
OPS-1-15 


Effective Date: 25 January 2012 


9.10 Personal 
Information 
Bank (PIB) 


9.11 Private 
Communication 


9.12 Retention 
Schedules 


9.13 Requestor 


The legal obligation to establish a PIB is set out in subsection 10(1) of the 
Privacy Act, which states that the head of a government institution shall 
cause to be included in personal information banks all personal information 
under the control of the government institution that 


(a) has been used, is being used or is available for use for an 
administrative purpose; or 
(b) is organized or intended to be retrieved by the name of an 
individual or by an identifying number, symbol or other particular 
assigned to an individual. 


A private communication is "any oral communication, or any 
telecommunication, that is made by an originator who is in Canada or is 
intended by an originator to be received by a person who is in Canada and 
that is made under circumstances in which it is reasonable for the originator 
to expect that it will not be intercepted by any person other than the person 
intended by the originator to receive it, and includes any radio-based 
telephone communication that is treated electronically or otherwise for the 
purpose of preventing intelligible reception by any person other than the 
person intended by the originator to receive it." (Criminal Code, section 
183) 


The time allotted for retaining a record or specific types of records within an 
organization. Retention schedules reflect all legal, policy and operational 
requirements levied against an organization and its holdings. 


The requestor is entity that requests and receives ITS' help. The requestor 
may be a system owner, or a GC intermediary who is an appropriate 
representative of the system owner such as Public Safety. 


9.14 Second Second Parties refers to CSEC's counterparts: the US National Security 
Parties Agency (NSA), the UK Government Communications Headquarters 


(GCHQ), Australia's Defence Signals Directorate (DSD), and New 
Zealand's Government Communications Security Bureau (GCSB). 


9.15 Secondee A secondec is an individual who is temporarily moved from another GC or 
private organization to CSEC, and who at the end of the assignment returns 
to the originating organization. 
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9.16 Suppressed 
Information 


9.17 System 
Owner 


9.18 System 
Owner Data 


9.19 Triaging 


Suppressed information is defined as information excluded from a SIGINT 
end product or technical report or an IT Security report because it may reveal 
the identity of a Canadian or US/UK/AUS/NZ entity. Suppressed 
information is stored in a limited access database or system and is replaced in 
the report by a generic term. 


Suppressed information includes, but is not limited to, personal identifiers 
such as names, passport information, email addresses, 
phone numbers and IP addresses. 


A system owner is the entity that owns or controls GC or non-GC computer 
systems or networks, and all of the electronic information contained in them. 


System owner data is data that is obtained from the system owner's computer 
systems or networks. It may include a private communication, a private 
communication with recipient consent, or other data. 


Refers to sharing raw private communications with SIGINT to help 
determine the operational significance of this data on condition that SIGINT 
not use or retain this data for foreign intelligence purposes (that is, part (a) of 
the CSEC mandate). 


20 


2017 01 05 AGC0018 71 ra 01 
A-2017-00017--00119 








CON Fl D E NTiALI/COMi NT 


E4angilustrli e  cationsaSneaccILairity deznttrgedceoniaimseucyerattO 
ni tons Canada 


,,,,,,,,,,,,,,,, ,,s5;;;;56,;;;;;;K;;;;;;;;;;;;;;;;;;;;;;;;&;;;;;;;;;;;;;;;;;;;•;;;;;;;;;;;56: 


OPS 1 7 


Canada' 
2017 01 05 AGC0019 asz 


A-2017-00017--00120 







CONFIDENT:AL"St 
OPS-1-7 


Effective Date: 17 July 2012 


Table of Contents 


1. Introduction 2 
Policy Scope and Application 2 
Activity Description 3 
Legal Framework 4 


2. Deciding to Refer to an Identity 6 
3. Suppression Rules 9 


Retention and Release of Identities 10 
4. When Naming is Allowed 12 
5. Contextual Identifications 16 


Recognizing and Deciding Whether to Use a Contextual Identification 16 
Requesting Approval — One Time 18 
Requesting Approval — Blanket 20 
Contextual Identification of a Second Party Identity 22 


6. Threat-to-Life Reporting 23 
Requesting Approval — One Time 24 
Requesting Approval - Blanket 25 


7. Naming Canadians  28 
8. Inadvertent Naming and Retroactive Approval 30 
9. Responsibilities for Applying Naming Rules 32 
10. Information About These Procedures 34 
11. Definitions 36 
Annex 1 — Personal Information 41 
Annex 2 — Canadian Naming Examples 43 


A2.1 Canadians in Canada 43 
A2.2 Canadians outside Canada 44 
A2.3 GC Officials 44 
A2.4 Provincial, Territorial and Municipal People, Corporations and Organizations 45 
A2.5 Non-Governmental Organizations 46 
A2.6 Identifiers 47 
A2.7  47 


Annex 3  48 
Annex 4  52 
Annex 5  55 
Annex 6  60 


2017 01 05 AGC0019 0 nf asz 
A-2017-00017--00121 







CONFIDENT:AL"St 
OPS-1-7 


Effective Date: 17 July 2012 


1. Introduction 


Policy Scope and Application 


1.1 Scope These procedures govern the process for including a Canadian or Second 
Party (defined as citizens or permanent residents, corporations and 
organizations of Second Party nations) identity in: 
• SIGINT reports issued under "part (a)" of the CSEC mandate, and 


IRRELEVANT 


This document supersedes OPS-1-7, SIGINT Naming Procedures, dated 2 
September 2005. 


1.2 Objective These procedures provide direction to you and your managers on: 


• deciding whether to refer to an identity 
• how to suppress an identity 
• how to retain an identity in the SIGINT reporting database 
• when naming a Canadian or Second Party person, corporation or 


organization is allowed without requiring senior management approval 
• when naming a Canadian or Second Party person, corporation or 


organization is allowed but you must seek senior management approval 
• what to do in case a Canadian or Second Party identity has been 


accidentally revealed, and 
• Second Party naming rules. 
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1.3 Policy Scope To comply with the legal authorities governing its activities, it is CSEC 
and Application policy to protect the privacy of Canadians by suppressing the identities of 


Canadian persons, corporations and organizations in SIGINT reports, except 
in the specific circumstances covered in Chapters 4 to 7 of these procedures. 


For Second Party identities, it is CSEC policy to honour the naming rules of 
Second Party partners. For summaries of Second Party naming policies, see 
Annexes 3 to 6. 


CSEC's reporting programs are subject to 
• internal monitoring for policy compliance, and 
• external audit and review by various government review bodies, including, 


but not limited to, the CSE Commissioner and the Privacy Commissioner. 


1.4 Application The following staff must read, understand and comply with these procedures: 
• CSEC and CFIOG staff, and 
• any other parties, including secondees, integrees, and contractors 
who are involved in the production and release of reports governed by these 
procedures. 


Activity Description 


1.5 What Are 
Naming Rules? 


"Naming rules" protect the privacy of Canadian and Second Party persons, 
corporations and organizations in SIGINT reports. Naming rules determine 
whether an identity found in intercepted information may be named in a 
report, or whether it must be completely suppressed and replaced with a 
generic term instead. 


You must apply these rules when a Canadian or Second Party identity appears 
in reportable traffic, and you find it necessary to refer to the identity in a 
report either through naming or suppression. This would happen, for 
example, if the intelligence makes no sense without the reference, or if the 
identity is an important component of the foreign intelligence. 


Continued on next page 
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1.5 What Are 
Naming Rules? 
(continued) • 


Note: Throughout these procedures: 
"name" means to fully or partially identify a Canadian or 
Second Party person, corporation or organization by 
name or title; for example, "Bob Smith" or "the Canadian 
Prime Minister". 


• "suppress" means to fully mask the identity of a 
Canadian or Second Party person, corporation or 
organization, and replace the name with a generic term; 
for example: "Named Canadian 1". 


Legal Framework 


1.6 Legal 
Authorities 


Reports issued under part (a) 
Paragraph 273.64(1)(a) of the National Defence Act (NDA) (part (a) of the 
CSEC mandate) provides CSEC with the authority to acquire and use 
information from the Global Information Infrastructure (GII), for the purpose 
of providing foreign intelligence in accordance with Government of Canada 
(GC) intelligence priorities. 


Paragraphs 273.64(2)(a) and (b) of the NDA direct that CSEC's part (a) 
activities must not be directed at Canadians or any person in Canada, and 
must be subject to measures to protect the privacy of Canadians in the use and 
retention of intercepted information. Privacy measures are also described in 
the Privacy Act, the Ministerial Directive to CSE on the Privacy of Canadians 
and in OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities. 


Accordingly, CSEC has measures in place to protect the privacy of 
Canadians, which include protecting information about Canadians in SIGINT 
reports. 


Information about Canadians is defined as: 
• any personal information (as described in the Privacy Act) about a 


Canadian, or 
• information about a Canadian corporation. 


For the purpose of these procedures, Canadian organizations are accorded the 
same protection as Canadian citizens and corporations. 


Continued on next page 
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1.6 Legal 
Authorities 
(continued) 


1.7 Exemption 
to these 
Procedures: 
"Other" Part 
(c) Reporting 


IRRELEVANT 
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2. Deciding to Refer to an Identity 


Attention: These procedures document the process for 
naming, not targeting, a Canadian or Second Party identity 
in SIGINT reports. SIGINT reports must focus on the 
foreign intelligence conveyed, not on the fact that one end 
may incidentally be Canadian or Second Party. 


2.1 Definition 
a Person, 
Corporation 
and 
Organization 


of The first step in the naming process is to determine whether reportable traffic 
relates to a Canadian or Second Party person, corporation or organization. 


While this may seem intuitive, the terms "person", "corporation" and 
"organization" have precise definitions that are based in law. 


CSEC definitions are as follows: 
• A Canadian person is a Canadian citizen or permanent resident of 


Canada located anywhere in the world. A person who is temporarily in 
Canada on a student, worker or visitor visa, for example, is not a Canadian 
and may therefore be named (but not targeted). 


• A Canadian corporation is a business, company, firm, financial 
institution or other commercial enterprise that is incorporated in Canada 
either under federal or provincial legislation. This includes any subsidiary 
of a Canadian corporation which is itself incorporated in Canada. A 
company must be incorporated in Canada to be considered Canadian. 
Merely registering a company in Canada does not give it any Canadian 
status. (See paragraph 4.7 for more details on subsidiaries.) 


• A Canadian organization is an unincorporated association, for example, 
a political party, a religious group, or an unincorporated business 
headquartered in Canada. 


Consult Annexes 3 to 6 for guidelines on how Second Parties define their 
own entities. 
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2.2 What is an 
Identity? 


2.3 To Include 
an Identity or 
Not 


2.4 Basic Rule 
for Referring to 
a Canadian 
Identity 


As a second step, you must determine if the reportable traffic contains a 
Canadian or Second Party identity. 


An identity is information that can be uniquely associated, directly or 
indirectly, with a Canadian or Second Party person, corporation or 
organization. It can include, for example, a name, 
number, e-mail address, IP address, passport number, 


telephone 


As a third step, when drafting a report, if you have traffic containing a 
Canadian or Second Party identity, you must ask yourself whether you 
actually need to refer to it. 


If the identity will not contribute to the use and understanding of the reported 
intelligence, omit it altogether. Don't refer to an identity simply because it is 
available. 


If, on the other hand, the identity will contribute to the value of the foreign 
intelligence, then you should refer to it. For example, the reader may need to 
know the identity to understand or assess the information. 


Attention: Never refer to a Canadian or Second Party 
identity in Write-to-Release (WTR) paragraphs. See OPS-
5-3, Write-to-Release (WTR) Procedures, for more 
information. 


In the specific circumstances covered in Chapter 4, you may name some 
Canadian or Second Party people, corporations or organizations without the 
need for approval. 


You may also name a Canadian or Second Party person, corporation or 
organization if you have obtained approval to: 
• contextually identify a Canadian (see Chapter 5), or 
• name or forward the identity of a Canadian person in threat-to-life 


reporting (see Chapter 6) to a restricted group of recipients, or 
• name a Canadian person 


(see Chapter 7). 


Continued on next page 
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2.4 Basic Rule 
for Referring to 
a Canadian 
Identity 
(continued) 


2.5 Rules for 
Reporting 
Second Party 
Identities 


Under every other circumstance, you must mask or "suppress" identities of 
Canadian or Second Party people, corporations or organizations (see Chapter 
3). 


Attention: When a Canadian identity appears in collateral 
that is being used in a report, you must replace it with a 
generic term such as "a Canadian company" or "a 
Canadian person" unless the identity qualifies for naming 
(see Chapter 4) and is essential to the understanding of 
the report. When a Second Party identity appears in 
collateral that is being used in a report, you must follow the 
rules of the relevant Second Party. 


If you want to name a Second Party person, corporation or organization, you 
must follow the process outlined in the relevant Second Party naming policy. 
Excerpts from these policies are included in Annexes 3 through 6. You 
should send questions related to naming issues not covered in the annexes to 
Operational Policy. 
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3. Suppression Rules 


3.1 Generic 
References 


3.2 Unknown 
Nationality 


3.3 Partially 
Identified and 
Unidentified 
People 


Unless naming is allowed or special approval has been given, you must 
suppress an identity in a report by replacing it with a generic term so that the 
identity cannot be deduced by a reader. 


The term can be generic, such as "a named Canadian person", or it can be a 
more descriptive term, such as "a Canadian member of the 


(unless the organization is Canadian or Second 
Party). 


To avoid confusion, you must use the same generic reference for a recurring 
identity throughout the report. 


FYI: Examples of Canadian identities that might appear in 
traffic and suggested wording in reports are included in 
Annex 2. 


If the person, corporation or organization is located in Canada or in a Second 
Party country, you should assume Canadian or Second Party status unless 
there is firm evidence to the contrary. 


Where there is uncertainty as to whether or not an identity is Canadian or 
Second Party (for example, a target owns property in Canada or a Second 
Party country), you must use a generic term such as "a possible Canadian 
person" or "a probable Australian". 


If a person is only partially identified in traffic you must use phrases such as 
"a partially identified Canadian" or "a partially identified UK person". 


If you know that a person appearing in traffic is Canadian or Second Party but 
that person is not named, you must use a phrase such as "a Canadian person 
(not further identified)" or "an unidentified US person". 
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3.4 Avoiding 
Contextual 
Identification 


In some cases, a reader can guess an identity from the report's content even 
when it has not been included; for example, if the report deals with a 
Canadian who is being held hostage in a foreign country, and the hostage-
taking has been highly publicized. This is called contextual identification. 


Contextual identification is equivalent to naming and is therefore only 
allowed under certain conditions and with senior management approval. Sec 
Chapter 5 for details on what to do in the case of a contextual identification. 


Retention and Release of Identities 


3.5 Marking 
Identities in the 
Report Writing 
Tool 


3.6 What to 
Include in the 
Report Writing 
Tool 


To replace an identity with a generic term when writing a report, you must 
first type the identity in the report-writing tool, then enter the generic term 
that will replace the identity in the final product 


Marking will ensure that the identity is properly stored in CSEC's SIG1NT 
reporting database so that Operational Policy can retrieve it should a client 
request the identity. 


FYI: See CS01-4-1, SIGINT Reporting, for details on how 
to mark identities for retention when writing reports using 
the report-writing tool. 


You must only include the essential details about the identity in the report-
writing tool. You must not include extraneous information about a Canadian 
or Second Party entity such as gender, address or position title, unless it adds 
to the report's foreign intelligence value. 


Continued on next page 


10 


2017 01 05 AGC0019 „fast 
A-2017-00017--00130 







CONFIDENT:AL"St 
OPS-1-7 


Effective Date: 17 July 2012 


3.6 What to 
Include in the 
Report Writing 
Tool (continued) 


3.7 Release of 
Suppressed 
Identities 


The following table illustrates examples of when to include more than simply 
the identity of the Canadian (also applicable to Second Party identities). 


the name of a 
Canadian company 


the company's 
president is 
mentioned in traffic, 
but is not referred to 
in the report 


only the name of the 
company 


a Canadian 
terrorist 


additional 
information is 
included in traffic 


all available information (for 
example, phone number, e-
mail address) to assist CSIS 
and other departments or 
agencies with valid 
operational justifications to 
receive this information 


Access to identities in CSEC's report-writing tool is strictly controlled so that 
only Operational Policy staff and report actors have access. 


Recipients of SIGINT reports containing a suppressed Canadian or Second 
Party identity, who have an operational requirement to know the 
unsuppressed identity, must request this information by following the process 
outlined in OPS-1-1, Procedures for the Release of Suppressed Information 
from SIGINT Reports. 


Only Operational Policy staff is authorized to release this information 
in accordance with OPS-1-1. This means, for example, that you must never 
provide a Canadian or Second Party identity to a CSIS analyst, by any means, 
including by telephone. 


Warning: Anyone outside Operational Policy who 
releases an identity is committing a privacy violation. 
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4. When Naming is Allowed 


4.1 Permitted 
Types of 
Naming 


4.2 GC 
Institutions 


4.3 GC 
Employees 


This chapter lists the types of naming that are allowed without the need for 
approval. Naming includes revealing the full identity of a person, corporation 
or organization, or partial naming (for example, revealing a person's job title). 


Allowing naming does not imply allowing targeting. 


Note: Certain information about GC employees is 
excluded from the definition of personal information in the 
Privacy Act, and so it does not require the same privacy 
protection measures. The complete definition of what is 
and is not personal information is included in Annex 1. 


You may fully name GC institutions, as well as their publications, in SIGINT 
reports if such identification adds to the foreign intelligence value of the 
report. This also applies to web addresses (for example, www.canada.gc.ca) 
and IP addresses that cannot be linked to an individual. 


You may also name domain names associated with GC e-mail addresses (that 
is, the information following the "(&" sign of an e-mail address). You must 
suppress the name before the "@", however (for example, 
"namedCanadiar gc.ca"), regardless of the seniority of the 
individual concerned. 


You may name Federal Ministers in the current Cabinet, acting in their 
official capacity, and senior federal public servants, acting in their official 
capacity, by title, but only if such identification is necessary to understand the 
foreign intelligence or assess its importance. 


This table gives some examples (see Annex 2 for additional examples): 


Continued on next page 
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4.3 CC 
Employees 
(continued) 


4.4 Exceptions 
to GC 
Employees 


4.5 Canadians 
in International 
Organizations 


4.6 


4.7 Subsidiaries 
of Canadian 
Corporations 


"the Canadian Prime Minister" "a Canadian official" 


You must only refer to federal public servants below the level of Director in 
general terms, for example, Refer to officials at 


You may name Canadians working for international organizations such as the 
UN, acting in their official capacity, by title, but only if such identification is 
necessary to understand the foreign intelligence or to assess its importance. 
You must not indicate in any way that this person is Canadian. 


You may name foreign-incorporated or foreign-registered subsidiaries of 
Canadian corporations abroad. If a foreign subsidiary and its parent company 
in Canada are mentioned in the same report, however, you must not name the 
subsidiary; use generic terms such as "a Canadian company and its 
subsidiary". 


4.8 Vessels You may name vessels owned by the GC, such as Coast Guard or Canadian 
Forces vessels. 
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4.9 


4.10 Media Only name a Canadian newspaper, magazine, wire service, radio, or 
television network when: 
• it is being used as a brand name, or 
• you are citing factual or statistical information (not editorial opinions) as 


unclassified collateral. 


4.11 Provinces, Only name Canadian cities, provinces and territories when you are using them 
Cities as geographic references. Use generic terms such as "a Canadian province" 


when identities or the political, social or economic agendas of municipal, 
provincial or territorial people, corporations or organizations may be revealed. 


4.12 
Geographic 
Addresses 


4.13 Brand 
Names 


You may name Canadian addresses used to describe a location (for example, 
hotels or restaurants) provided the reference is neutral and you identify the 
Canadian entity only in the context of its primary purpose 


You may name products of Canadian companies provided you focus on the 
use of the product, not the manufacturer of the product (see example 1 
below). This permission does not apply if only one company manufactures 
and sells the product, since naming the product would identify the company 
(see example 2 below). 


Examples 
1. 


2. 
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4.14 You may name e-mail or IP addresses 
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5. Contextual Identifications 


5.1 What is a 
Contextual 
Identification? 


A contextual identification occurs when an identity is suppressed but the 
description of the Canadian or Second Party person, corporation or 
organization provides enough information for a reasonably informed person 
(that is, someone who routinely reads a major newspaper, watches TV news, 
or visits news websites) to be able to guess or research the actual identity. 


There are times when avoiding the contextual identification of a Canadian or 
a Second Party would render a report useless from a foreign intelligence 
perspective; therefore, if you must include such an identification, senior 
managers must approve its use before you release the report. 


Recognizing and Deciding Whether to Use a Contextual Identification 


5.2 Step 1: 
Determining 
Whether You 
Have a 
Contextual 
Identification 


Recognizing whether a person, corporation or organization is actually being 
contextually identified is not always easy. You should ask yourself whether 
the content of the report as a whole would allow an informed reader to 
identify the suppressed identity. The following example illustrates a possible 
process for determining whether or not a suppressed identity is actually a 
contextual identification. 


Example: 


Ql: 


Al: 


Q2: 


A2: 


Continued on next page 
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5.2 Step 1: 
Determining 
Whether You 
Have a 
Contextual 
Identification 
(continued) 


5.3 Step 2: 
Deciding 
Whether to 
Use a 
Contextual 
Identification 


5.4 Step 3: 
Deciding On 
One-Time or 
Blanket 
Approvals 


Before deciding whether to contextually identify a Canadian or Second Party 
person in a report, you should consider other options. These arc 
• using a normal suppression phrase such as "a named Canadian person", if 


there is no doubt as to the identity of the Canadian, and then following the 
usual steps for including a suppressed identity in a report, or 


• making the alias and accompanying information less specific so that 
multiple people, corporations or organizations might fit the description, 
thereby making contextual identification no longer possible. 


If more than one Canadian person, corporation or organization is planning 
some activity 


this is not a contextual identification, so you should use a normal 
suppression phrase. 


If neither of these options fits the situation, and if the contextual identification 
is essential to the foreign intelligence, you should follow the process set out in 
the following paragraphs for obtaining the necessary approvals. 


You should assess whether the contextual identification is likely to recur in 
future reporting. If the situation is unlikely to recur, this is a "one time" 
contextual identification, and you should follow the one-time approval 
process in paragraphs 5.5 through 5.7. 


If, however, you come across a situation that seems likely to be ongoing (for 
example, 


then you should get a "blanket" approval (which 
covers a specific time period) for this report and all future reports that contain 
the same contextual identification. In such a case, follow the blanket 
approval process in paragraphs 5.8 through 5.13. 
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Requesting Approval — One Time 


5.5 Senior 
Management 
Approval 


5.6 Conditions 
for Obtaining a 
One-Time 
Approval 


You must obtain senior management approval to include contextual 
identifications in a report. 


• or Deputy Chief (DC) SIGINT, or any 
person designated to act in these positions, must assess the report as part of 
their OPS-1 report release sign-off responsibilities (see Reminder box), 
and ensure that conditions for including a contextual identification have 
been met. 


• Director, Corporate and Operational Policy (COP), or any other person 
designated to act in this position, is the Approval Authority for one-time 
CEO reports. 


• or any other person designated to act in this position, is the 
Approval Authority for one-time reports that will be shared with Second 
Parties. 


Remember: OPS-1 report release sign-off responsibilities 
refer to categories of reports COPS-1 a, 1 b, lc, or l e") with 
a Canadian privacy angle that require or DC SIGINT 
sign-off. Such reports are either based on private 
communications or communications of a Canadian outside 
Canada, or they contain information about Canadians. 
See CSOI-4-1, SIGINT Reporting, Appendix L, paragraph 
L4 for details on these categories. 


To apply for a one-time approval, all these conditions must be met: 
1. contextual identification is the only available option 
2. including the contextual identification increases the report's foreign 


intelligence value, and 
3. distribution is limited as much as possible, for example, CEO or using a 


CSE AUSCANNZUKUS mask as opposed to a mask. 
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5.7 Process for 
Obtaining a 
One-Time 
Approval 


The following table illustrates the step-by-step process for obtaining one-time 
approvals. 


Attention: Anyone in this chain may deny the request at 
any stage. 


1 Analyst ensures that 
• the appropriate OPS-1 box (a, b, c, or e) 


is ticked off, and 
• the contextual identification box is also 


ticked off in Section B (Special Content) 
of the Report Product Release Form 


2 Reviewing Manager • ensures that the conditions for contextual 
identification are met 


• signs the appropriate box 
• e-mails the request to Operational Policy 
• obtains or DC SIGINT sign off 
• informs Operational Policy of the results 


3 (for OPS-1c) 
or DC SIGINT (for 
OPS-la, b or e) 


signs the appropriate place for 
• the relevant OPS-1 type, and 
• contextual identification approval 


4 Operational Policy • CEO reports — forwards e-mail to 
Director, COP 


•gireports — forwards e-mail to 
via Director, COP 


5 Director, COP or approves and returns to Reviewing 
Manager via Operational Policy 


Special circumstances: Where a Canadian faces or poses an imminent 
physical threat to safety (that is, an event that could jeopardize the life or 
well-being of any person, and which is to occur within 24 hours or less), or 
during silent hours, SIGINT Managers (that is, Program Managers or 
Program Line Managers) may approve a report on a one-time basis only. The 
designated authority must provide written approval post factum. 


19 


2017 01 05 AGC0019 asz 
A-2017-00017--00139 







CONFIDENT:Q. ''Sl 


OPS-1-7 
Effective Date: 17 July 2012 


Requesting Approval — Blanket 


5.8 Senior 
Management 
Approval 


5.9 Process for 
Obtaining a 
Blanket 
Approval 


5.10 Process 
for Obtaining 
a Blanket 
Approval 


The following table sets out the authorities for blanket approvals: 


CEO 
shared with Second Parties DC SIGINT 


Anyone officially designated to act in these positions may also approve these 
reports. 


To apply for a blanket approval, all these conditions must be met: 
1. contextual identification is the only available option 
2. including the contextual identification increases the report's foreign 


intelligence value, and 
3. distribution is limited as much as possible, for example, CEO or using a 


CSE AUSCANNZUKUS mask as opposed to a mask. 


The following table illustrates the step-by-step process for obtaining a blanket 
approval. 


Attention: Anyone in this chain may deny the request at 
any stage, 


1 Analyst prepares the request for contextual 
identification 


2 Reviewing 
Manager 


ensures that the conditions for contextual 
identification are met 


3 (for CEO) or 
DC SIGINT (for 
reports shared 
with Second 
Parties) 


• approves the request, and 
• forwards it to , if approved 
• informs the Reviewing Manager if denied 


Continued on next page 
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5.10 Process for 
Obtaining a 
Blanket 
Approval 
(continued) 


5.11 Normal 
Sign-offs Still 
Required for 
Reports Issued 
Under Blanket 
Approval 


4 • approves the request, and 
• sends approval to Reviewing Manager via 


Operational Policy 
5 Operational Policy forwards the approval to SIGINT 


Operational Support for posting (cc SIGINT 
Programs Oversight and Compliance 
(SPOC)) 


Despite having obtained a blanket approval to contextually identify a 
Canadian on an ongoing basis, you must still ensure that all your reports are 
signed off by the normal chain of managers. For example, a series of reports 
that falls under the OPS-lc category but for which there is a blanket approval 
for contextual identification must still be signed by for the OPS-lc 
aspect of the report. 


5.12 Posting of SIGINT Operational Support is responsible for posting blanket approvals on 
Blanket the Intelligence Branch's website, and for ensuring the list is kept up-to-date. 
Approvals 


5.13 Time 
Limits and 
Renewals 


You must remember that blanket approvals are given for specified periods of 
time, usually one calendar year: 
• managers may request extensions for the blanket exemption, and 
• or DC SIGINT, must reapprove each request for 


extension. 
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Contextual Identification of a Second Party Identity 


5.14 Contextual 
Identification of 
Second Party 
Identities 


Since CSEC is also responsible for protecting Second Party identities, if the 
contextual identity in question is Second Party, you must either: 


• use a contextual identification that is certain to be acceptable to the Second 
Party, for example: 
o it has been used before in reporting 
o there is a Blanket Dissemination Authority (BDA) in place for the 


entity (NSA only), or 
o your team has received written confirmation from the Oversight or 


Compliance area at the Second Party that your wording is acceptable, 
or 


• conduct a sensi-check with the relevant Liaison Office to find out what 
contextual reference phraseology the Second Party would prefer. 
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6. Threat-to-Life Reporting 


6.1 What is 
Threat to Life 
Reporting? 


6.2 Conditions 
for Naming a 
Canadian 


Threat-to-life reporting is produced in support of time-sensitive operations of 
significant national security impact. Such situations may involve 
circumstances where a Canadian: 
• is being held hostage by any foreign group (that is, kidnapped) or 


imprisoned by an unfriendly government 
• is in a life-threatening situation, or 
• may be involved in planning to commit, has committed, or may have been 


involved in the commission of acts that threaten the lives or safety of 
anyone regardless of nationality or location. 


In such cases, Canadian identities must be available to relevant clients as 
quickly as possible to mitigate the above risks, or for foreign intelligence 
value. This is why, exceptionally and with senior management approval, you 
have two options: 


I. name the Canadian in the report, or 
2. suppress the identity and then provide it to specific recipients via separate 


channels (usually via e-mail) simultaneously with the wider release of 
reports where the identity is suppressed. 


You may name Canadians in reports (or provide the identities to recipients via 
separate channels) under the following conditions: 
I. it must be threat-to-life reporting as described in paragraph 6.1 (or other 


justifiable similar situations), and 
2. the distribution must be limited as much as possible and must conform to 


conditions set out in each exemption approval, but may include Second 
Parties. 
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Requesting Approval — One Time 


6.3 Senior 
Management 
Approval 


6.4 Process for 
Obtaining a 
One-Time 
Approval 


You must obtain senior management approval to name or provide an advance 
release of Canadian identities in threat-to-life reporting. 


• or DC SIGINT, or any person designated to act in these positions, 
must assess the report as part of their OPS-1 report release sign-off 
responsibilities (see Reminder box in paragraph 5.5), and ensure that 
conditions for naming the person have been met. 


• Director, COP, or any other person designated to act in this position, is the 
Approval Authority for one-time threat-to-life reporting. 


• or any other person designated to act in this position, is the 
Approval Authority for one-time reports that will be shared with Second 
Parties. 


The following table illustrates the step-by-step process for obtaining one-time 
approvals. 


Attention: Anyone in this chain may deny the request at 
any stage. 


1 Analyst ensures that the appropriate OPS-1 box (a, 
b, c or e) is ticked off 


2 Reviewing 
Manager 


• ensures that: 
o the threat-to-life situation is real, and 
o the conditions in paragraph 6.2 are 


met 
• signs the appropriate box 
• e-mails the request (including the report) 


to Operational Policy, and 
• obtains=or DC SIGINT sign off 


Continued on next page 
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6.4 Process for 
Obtaining a 
One-Time 
Approval 
(continued) 


• for (OPS-
1 c) or 


• DC SIGINT (for 
OPS-la, b, or e) 


signs in the appropriate place 


Operational Policy • CEO reports — forwards e-mail to 
Director, COP 


• 5-eyes reports — forwards e-mail to 
via Director, COP 


Director, COP or approves and returns to the Reviewing 
Manager via Operational Policy 


Silent Hours: During silent hours, SIGINT Managers may approve a threat-
to-life report on a one-time basis only. The designated authority must provide 
written approval post factum. 


Requesting Approval - Blanket 


6.5 Senior 
Management 
Approval 


The following table lays out the authorities for blanket approvals: 


shared with Second Parties 
and 


DC SIGINT 


Any other person officially designated to act in these positions may also act 
as Approval Authority. 
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6.8 Time Limits 
and Renewals 


CONFIDENTIAL/LSI 
OPS-1-7 


Effective Date: 17 July 2012 
The following table illustrates the step-by-step process for obtaining blanket 
approvals. 


Attention: Anyone in this chain may deny the request at 
any stage. 


Analyst prepares the request for naming in threat-to-
life situations 


2 Reviewing 
Manager 


ensures that the criteria for threat-to-life 
naming arc met 


3 (for CEO) or 


DC SIGINT (for 
reports shared 
with Second 
Parties) 


• approves the request 
• signs and forwards it to 
• informs the Reviewing Manager if denied 


4 • approves the request 
• sends approval to Reviewing Manager via 


Operational Policy 
5 Operational Policy forwards the approval to SIGINT 


Operational Support (for posting) (c.c. 
SPOC) 


SIGINT Operational Support is responsible for posting blanket approvals on 
the Intelligence Branch's website and for ensuring that the list is kept up-to-
date. 


You must remember that blanket approvals are given for specified periods of 
time, usually one calendar year: 
• managers may request extensions for the blanket exemption, and 
• or DC SIGINT 


extension. 
must reapprove each request for 
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6.9 Tracking 
Released 
Identities 


Managers are responsible for giving Operational Policy the serial numbers of 
reports that were issued under threat-to-life blanket approvals. This is 
because Operational Policy must track all identities released, to: 
• provide these statistics to the Minister of National Defence in the annual 


report 
• provide these statistics to the Office of the CSE Commissioner (OCSEC), 


who regularly reviews releases of identities, and 
• consider post factum disclosure risk management factors when identities 


are released to law enforcement agencies. 
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7. Naming Canadians 


7.1 The Rule It is not unusual to find a Canadian, usually with dual citizenship, 
for example 


Although such a Canadian is considered to be 
privacy protection measures still apply. This means that you 


may only use generic terms to refer to the person unless you apply to identify 
the Canadian by name and follow reporting conditions set out in paragraph 
7.3. 


7.2 Approval to 
Name a 
Canadian 


To name a Canadian you must 
obtain authorization via your Supervisor. The Supervisor must advise 
the Manager, Operational Policy and SPOC when the request has been 
approved. Operational Policy will in turn advise its counterparts at Second 
Party agencies. Operational Policy will alert SIGINT Operational Support, 
who will post the authorized naming on the Intelligence Branch's website. 


If Second Parties identify a Canadian 
and wish to name the person in reporting, they must 


request permission from Operational Policy, who will consult 


Attention: You must not name Canadians 


You may name Canadians in 
international organizations such as the UN only by title 
necessary. 
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7.3 Reporting 
Conditions 


The report in which you name the Canadian 
must meet the following conditions: 


• you must not indicate that he or she has any kind of Canadian status (that 
is, citizenship or permanent residency) 


• you must focus exclusively on the Canadian's 
• if and when this Canadian person you must 


stop naming him or her, and must not footnote reports that did name this 
person This will ensure 
that the person cannot be directly or contextually identified through earlier 
reporting, and 


• if the person 
you may continue to name this person as long as he or she 


This table lays out the circumstances. 


Attention: You do not have to obtain OPS-lc approval 
sign offs for reports that name a Canadian 


unless it includes 
information about another Canadian. 


• you must no longer 
name that person, and 


• in future reports, you 
may not refer to those 
earlier reports in 
which that person 
had been named 


you may continue to 
name that person until 
such time as the person 


7.4 Posting of SIGINT Operational Support is responsible for posting authorizations in 
Approvals force to name Canadians on 


the Intelligence Branch's website. 
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8. Inadvertent Naming and Retroactive Approval 


8.1 The Rule 


8.2 Actions 
Taken by 
Operational 
Policy 


You must notify Operational Policy when you inadvertently name a Canadian 
or Second Party person, corporation or organization in a report. Generally 
speaking, when this happens, you will be asked to cancel and reissue the 
report with the identity suppressed. However, in exceptional circumstances 
(for example, when you have inadvertently named a person in a large number 
of reports over a long period of time), you may be able to apply for retroactive 
approval (see paragraphs 8.3 through 8.6). 


Canadians inadvertently named: 


• in CSEC reports, Operational Policy will ensure that the relevant CSEC 
reporting element cancels and reissues the report with the identity 
suppressed, and 


• in Second Party reports, Operational Policy will ask the relevant Second 
Party to cancel and reissue the report, with the Canadian identities 
suppressed. 


In both instances, Operational Policy will enter the details and the corrective 
measures taken into the Privacy Incidents File. 


Second Parties inadvertently named in CSEC reports: 


Operational Policy will ensure that the relevant CSEC reporting element 
cancels and reissues the report with the identity suppressed. 


Retroactive Approval 


8.3 The Rule Generally speaking, you must cancel and reissue reports in which you 
inadvertently named or contextually identified Canadians or Second Parties. 
However, after issuing a number of reports (more than 10) in which you 
named or contextually identified Canadians or Second Parties you believed to 
be foreign, you may learn that the person, corporation or organization is 
actually Canadian (or Second Party). In this case, you may be able to obtain 
retroactive blanket approval for these historical reports. 
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8.4 Retroactive 
Blanket 
Approval —
Canadian 
Identity 


8.5 Retroactive 
Blanket 
Approval —
Second Party 
Identity 


8.6 Handling of 
Identities in 
Future Reports 


You must contact Operational Policy, who will assess retroactive blanket 
approval requests on a case-by-case basis. The Director, COP is responsible 
for granting retroactive blanket approvals. 


With a retroactive blanket approval you do not need to cancel or reissue these 
10 or more historical reports since this might draw unwanted attention to the 
inadvertently identified Canadian. 


If the identity you have named or contextually identified in the series of 
reports is from a Second Party country, you must immediately notify 
Operational Policy, who will ask the relevant Second Party how they want to 
handle the situation. 


You should not assume that retroactive approval will be forthcoming from 
that Second Party. Decisions made by the Second Party are final. 


Retroactive approval received for previously issued reports does not extend to 
future reporting. If you obtained retroactive approval, and then you have 
further need to name the Canadian or Second Party, contextually or 
otherwise, you must follow these procedures to obtain the required approvals. 


Furthermore, in order to limit the damage caused by identifying the person, 
corporation or organization, you must not mention in reports, or use footnotes 
to point to earlier reporting where the identity was not suppressed, even if the 
earlier reports did not focus on the identified Canadian or Second Party. 
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9. Responsibilities for Applying Naming Rules 


9.1 Roles and 
Responsibilities 


The following table outlines the key roles and responsibilities in applying the 
rules for suppressing or naming Canadians or Second Party people, 
organizations or corporations. 


.., .,.... .. :,...:::::::::.. 
DC SIGINT Granting blanket approval for contextual identification 


and threat-to-life naming of reports to be released to 
Second Parties, with DGPC 


DGPC • Approving one-time contextual identification and 
threat-to-life naming in reports to be released to 
Second Parties 


• Granting blanket approval for contextual 
identification and threat-to-life naming in reports to 
be released to Second Parties, with DC SIGINT 


• Granting blanket approval for contextual 
identification and threat-to-life naming in CEO 
reports 


• Authorizing naming of Canadians 


Director, COP • Approving one-time contextual and threat-to-life 
identifications in CEO reporting 


• Authorizing requests for retroactive blanket 
approvals in cases of inadvertent naming 


Managers • Ensuring that 
o conditions for contextual identifications are met 


(one-time and blanket), and 
o threat-to-life situations are real 


• Forwarding to Operational Policy: 
o one-time contextual identification requests 
o one-time threat-to-life naming requests to 


Operational Policy 
• Approving threat-to-life reporting on a one-time basis 


only during silent hours 
Supervisors • Obtaining authorization to name a Canadian 


• Advising Manager, Operational Policy, and SPOC 
that the request has been approved 


Continued on next page 
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Operational Policy • Clarifying the status of Canadian or Second Party 
persons 


• Releasing suppressed Canadian or Second Party 
identities 


• Advising Second Party agencies of authorizations to 
name Canadians 


• Taking appropriate action when Canadian identities 
are inadvertently named in CSEC or Second Party 
reports 


• Assessing requests for retroactive approval and 
forwarding to Director, COP for authorization 


• Forwarding blanket approvals to identify Canadians 
by name or contextually to SIGINT Operational 
Support 


• Posting blanket approvals for contextual 
identifications and threat-to-life naming, and 
authorizations to name Canadians 


on the Intelligence Branch 
website 


• Ensuring the lists are up-to-date 
Reporting elements • Cancelling and reissuing reports with Canadian 


and/or Second Party identities appropriately 
suppressed 


• Sending requests for 
o one-time naming and blanket approvals to 


and or 
o naming of Canadians 


to and 
o retroactive approvals to 
as set out in these procedures 
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10. Information About These Procedures 


10.1 The following table outlines accountability for revising, reviewing, 
Accountability recommending and approving these procedures. 


10.2 References 


10.3 Enquiries 


DC S1G1NT Approves these procedures 
DGPC Recommends these procedures 
General Counsel, 
DLS 


Operational Policy 


• Reviews these procedures to ensure they comply 
with the law 


• Provides legal advice, when requested 
Revises these procedures as required 


• National Defence Act 
• Privacy Act 
• Ministerial Directive on the Privacy of Canadians, June 2001 
• Ministerial Directive on CSE's Accountability Framework, June 2001 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC's Activities 
• OPS-1-1, Procedures for Release of Suppressed Information from SIGINT 


Reports 
OPS-2-3, Sensi-Check Procedures 
OPS-5-3, Write-to-Release (WTR) Procedures 
CS01-4-1, SIGINT Reporting 
Canadian SIGINT Report Review/Release Authorities 


• 


• 


• 


• 


• IRRELEVANT 


Direct any questions about these procedures to CSEC Supervisors and 
Managers, who in turn, will contact Operational Policy staff (e-mail 


as necessary. 
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10.4 
Amendments 


Situations may arise where amendments to these procedures are required 
because of changing or unforeseen circumstances. Such amendments will be 
communicated to staff and will be posted on the Operational Policy website. 
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11. Definitions 


11.1 Canadian 


11.2 Collateral 


11.3 Contextual 
Identification 


"Canadian" refers to 
a) a Canadian citizen 
b) a person who has acquired the status of permanent resident under the 


Immigration and Refugee Protection Act and who has not subsequently 
lost that status under that Act, or 


c) a corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


(NDA, section 273.61) 


For the purposes of these procedures, "Canadian organizations" are also 
accorded the same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


Information that is not derived from SIGINT. It is published in written form 
or broadcast in either audio or video form by a person or organization outside 
the SIGINT community. Collateral may be classified or unclassified. 


A contextual identification is any description of a Canadian or Second Party 
person, corporation or organization that provides enough information for a 
reasonably informed person (that is, someone who routinely reads a major 
newspaper, watches TV news, or visits news websites) to be able to guess or 
research the actual identity. 


11.4 identifiers (for 
example, e-mails, IP addresses, 


Identifiers 
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11.5 Foreign In the context of the NDA, and the CSIS Act, "foreign" refers to non-
Canadians. 


For the purpose of these procedures, foreign does not include Australian, New 
Zealand, UK or US people, corporations or organizations. 


11.6 Foreign 
Intelligence 


11.7 
Government of 
Canada 


11.8 Identity 


Foreign intelligence is information or intelligence relating to the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist 
group, as they relate to international affairs, defence or security. (NDA, 
section 273.61) 


In these procedures, a reference to the GC includes: 
(a) the Senate 
(b) the House of Commons 
(c) the Library of Parliament 
(d) any federal court 
(e) any board commission or council, or other body or office, established to 


perform a governmental function by or pursuant to an Act of Parliament or 
by or under the authority of the Governor in Council 


(f) a department or any portion of the GC 
(g) a Crown Corporation established by or pursuant to an Act of Parliament, 


and 
(h) any other body that is specified by an Act of Parliament to be an agent of 


Her Majesty in right of Canada or to be subject to the direction of the 
Governor in Council or a minister of the Crown. 


This does not include 
(i) any institution of the Council or government of the Northwest Territories 


or the Yukon Territory or of the Legislative Assembly or government of 
Nunavut, or 


(j) any Indian band, band council or other body established to perform a 
governmental function in relation to an Indian band or other group of 
aboriginal people. 


An identity is information that can be uniquely associated, directly or 
indirectly, with a Canadian or Second Party person, corporation or 
organization. It can include, for example, a name, telephone 
number, e-mail address, IP address, passport number, 
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11.9 Integree An integree is a person seconded to CSEC from one of CSEC's cryptologic 
partner organizations. 


11.10 Personal 
Information 


11.11 Privacy 
Incidents File 
(PIF) 


11.12 Report 
Actor 


11.13 Second 
Parties 


11.14 Secondee 


Personal information is defined in the Privacy Act as "information about an 
identifiable individual that is recorded in any form". See Annex 1 for the 
complete definition. 


The PIF is a central record of privacy incidents to track and demonstrate 
CSEC's commitment to protect privacy, improve our own practices, ensure 
transparency, and enhance public confidence in CSEC. The reporting and 
tracking of privacy incidents is one of the measures in place to ensure legal 
compliance and enhances the overall privacy protection framework. 


In CSEC's report database, the term "report actor" refers to anyone involved 
in the SIGINT reporting chain, from report author through to release 
authority. 


Second Parties refer to CSEC's SIGINT counterparts: 
• the US National Security Agency (NSA) 
• the UK Government Communications Headquarters (GCHQ) 
• Australia's Defence Signals Directorate (DSD), and 
• New Zealand's Government Communications Security Bureau (GCSB). 


A secondee is an individual who is temporarily moved from another GC or 
private organization to CSEC, and who at the end of the assignment returns to 
the originating organization. 


11.15 Sensi- Sensi-checking is the process of: 
check • identifying nationally sensitive information in end-product reports 


• ensuring that the nationally sensitive information is disseminated on a 
strict need-to-know basis without compromising the accuracy and 
usefulness of the intelligence overall. 


38 


2017 01 05 AGC0019 nf asz 
A-2017-00017--00158 







CONFIDENT:Q. ''Sl 


OPS-1-7 
Effective Date: 17 July 2012 


11.16 Signals 
Intelligence 
(SIGINT) 


SIGINT is the term given to information gathered about foreign countries by 
collecting and studying their radio, wire, radar and other electronic or 
electromagnetic transmissions. SIGINT comprises Communications 
Intelligence (COMINT), Electronic Intelligence (ELINT) and Foreign 
Instrumentation Signals Intelligence (FISINT). 


11.17 SIGINT A SIGINT report refers to any report that is based on SIGINT. It includes, 
Reports but is not limited to: 


11.18 
Suppressed 
Information 


• End-product (a.k.a. SIGINT end-product, end-product reports): SIGINT 
reports that are issued in response to a GC Requirement (GCR). End-
product conforms to established reporting standards (CSOI-4-1, SIGINT 
Reporting). 


• Technical SIGINT reports, such as Cryptologic/Communications 
Information Reports (CIRs) 


Technical SIGINT reports are usually issued solely to 
SIGINT producers, and are intended to aid in the further collection of 
SIGINT. 


• Gists, consisting of raw and often unassessed SIGINT. They relate to 
indications and warnings (I&W) in connection with certain SIGINT 
targets; they are serialized and released using CSEC's report-writing tool 


• Advance reports, which are informal, partially vetted SIGINT reports 
containing information that requires more analysis. They are intended as a 
vehicle for timely reporting of highly perishable intelligence. 


Suppressed information is defined as information excluded from a SIGINT 
report because it may reveal the identity of a Canadian or Second Party 
person, corporation or organization. Suppressed identities arc stored in a 
limited-access database or system and are replaced in the report by a generic 
term. 


Continued on next page 
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11.18 
Suppressed 
Information 
(continued) 


11.19 Write-to-
Release (WTR) 


Identities include but are not limited to, personal identifiers such as names, 
passport information, e-mail addresses, phone 
numbers and IP addresses, 


WTR is an initiative under which COMINT reports are issued at the lowest 
classification possible. WTR involves sanitizing, usually to the SECRET 
level, all key information that can be released outside COMINT channels. 
The result of this process is a report which contains COMINT and non-
COMINT paragraphs. 
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Annex 1 — Personal Information 


Definition of Personal Information in the Privacy Act 


"Personal information" means information about an identifiable individual that is recorded in any 
form including, without restricting the generality of the foregoing, 


(a) information relating to the race, national or ethnic origin, colour, religion, age or 
marital status of the individual, 


(b) information relating to the education or the medical, criminal or employment history of 
the individual or information relating to financial transactions in which the individual 
has been involved, 


(c) any identifying number, symbol or other particular assigned to the individual, 


(d) the address, fingerprints or blood type of the individual, 


(e) the personal opinions or views of the individual except where they are about another 
individual or about a proposal for a grant, an award or a prize to be made to another 
individual by a government institution or a part of a government institution specified in 
the regulations, 


(f) correspondence sent to a government institution by the individual that is implicitly or 
explicitly of a private or confidential nature, and replies to such correspondence that 
would reveal the contents of the original correspondence, 


(g) the views or opinions of another individual about the individual, 


(h) the views or opinions of another individual about a proposal for a grant, an award or a 
prize to be made to the individual by an institution or a part of an institution referred to 
in paragraph (e), but excluding the name of the other individual where it appears with 
the views or opinions of the other individual, and 


(i) the name of the individual where it appears with other personal information relating to 
the individual or where the disclosure of the name itself would reveal information 
about the individual, 
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but, for the purposes of sections 7, 8 and 26 and section 19 of the Access to Information 
Act, does not include 


(j) information about an individual who is or was an officer or employee of a government 
institution that relates to the position or functions of the individual including, 


(i) the fact that the individual is or was an officer or employee of the government 
institution, 


(ii) the title, business address and telephone number of the individual, 
(iii) the classification, salary range and responsibilities of the position held by the 


individual, 
(iv) the name of the individual on a document prepared by the individual in the 


course of employment, and 
(v) the personal opinions of views of the individual given in the course of 


employment, 


(k) information about an individual who is or was performing services under contract for a 
government institution that relates to the services performed, including the terms of the 
contract, the name of the individual given in the course of the performance of those 
services, 


(1) information relating to any discretionary benefit of a financial nature, including the 
granting of a licence or permit, conferred on an individual, including the name of the 
individual and the exact nature of the benefit, and 


(m) information about an individual who has been dead for more than twenty years. 
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Annex 2 — Canadian Naming Examples 


A2.1 Canadians in Canada 


A2.1.1 Persons These are some examples of people in Canada who may appear in traffic: 
in Canada 


Named Canadian citizen "a Canadian citizen" 
Honorary Canadian citizen use name in report 
Named permanent resident of 
Canada 


"a Canadian resident" 


Named deceased Canadian citizen or 
permanent resident (dead less than 20 
years) 


"a deceased Canadian" 


Named deceased Canadian citizen or 
permanent resident (dead more than 
20 years) 


use name in report 


Named foreigner in Canada, 
including those on special visas (for 
example, student or work visa) 


use name in report 


Honorary Consul in Canada "a named Canadian" 


Named Second Party national in 
Canada 


use name in report 


use name in report (once status 
has been granted, you must 
suppress the name) 
use generic term, for example, "an 
Australian person" 
"a Canadian citizen" 


Named Canadian member of an 
identified terrorist group in Canada 


"a Canadian member of the 
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A2.2 Canadians outside Canada 


A2.2.1 
Canadians 
Outside 
Canada 


These are a few examples of Canadians in roles outside Canada: 


V 1! ...-,,., ,....* N ...„, N
, .*:...;%, . :..'.,Z\ --..'....‘ft.. --... ',.., :.:.: 


With the authorization of use 
name in report with no reference 
to Canadian status 


Canadian working for a terrorist 
group 


use generic identity (for example, 
"a named Canadian known to be a 
member of ) 


Canadian working for a named 
international organization 


use title if necessary for clarity, 
with no reference to Canadian 
status 


A2.3 GC Officials 


A2.3.1 GC 
Officials 


These are examples of GC officials: 


Canadian Member of Parliament or 
Senator acting in an official capacity 
Speaker of the House 


use generic wording such as "a 
Canadian Member of Parliament" 
use generic wording "a Canadian 
Member of Parliament" 


Current Cabinet Ministers acting in 
their official capacity 


use title if necessary for clarity, for 
example, "Minister of National 
Defence", otherwise use generic 
term "a senior Canadian official" 


Name of an opposition party "an opposition party" 
Name of "the Official Opposition" 


Name of the governing party 


avoid reference in report, use "an 
opposition party" 
"the governing party" 


Continued on next page 
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A2.3.1 GC 
Officials 
(continued) 


. . . 


Senior Federal Public Servants 


General in Canadian Forces 


use title only if necessary for 
clarity, for example, "Director 
General, 
otherwise use a generic term "a 


official" 


use title if necessary for clarity, for 
example, "Canadian General 
stationed otherwise 
use generic term, "a senior 
Canadian military official" 


A2.4 Provincial, Territorial and Municipal People, 
Corporations and Organizations 


A2.4.1 
Provincial, territorial and municipal governments: 
Territorial and 
Municipal 


These are examples of people, corporations and organizations in provincial, 


The Premier of Ontario In CEO reports, use "the premier 
of a Canadian province". In other 
reports, use "a senior provincial 
official" 


Toronto use name when it serves as a 
geographic reference; otherwise 
use "a Canadian city" 
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A2.5 Non-Governmental Organizations 


A2.5.1 Non-
Governmental Canada: 
Organizations 


These are examples of non-governmental organizations and corporations in 


The President of Inc. "a senior official of a Canadian 
company" 


Inc. (incorporated in 
Canada) 


"a Canadian company" 


Inc.'s parent 
company, incorporated in 
Canadian president of Canada 
Ltd., a subsidiary of -based 


use in report 


"senior official of a Canadian 
subsidiary of a firm" 


Ltd. of 
(not 


incorporated in Canada) 


use in report 
use in report 


(used as a brand name use in report, for example, 


located in Toronto 


Festivals, exhibitions or conferences 


use in report 


use in report, provided the activities 
or its organizers are not discussed 
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A2.6 Identifiers 


A2.6.1 These are examples of different 


Identifiers 


A2.7 


identifiers: 
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Annex 5 
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1. Definitions 


1.1 Action-on Action-on is any action, or decision to act, taken on the basis of COMINT 
information, which might jeopardize the COMINT source. Action-on usually 
involves a sanitization. 


1.2 Canadian 'Canadian' refers to a 


1.3 Canadian 
Identity 
Information 


a) Canadian citizen, 


b) A person who has acquired the status of permanent resident under the 
Immigration and Refugee Protection Act, S.C. 2001, c. 27, and who 
has not subsequently lost that status under that Act, or 


c) A corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


(National Defence Act, section 273.61). 


For the purposes of this procedure, 'Canadian organizations' are also accorded 
the same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


Canadian identity information refers to information that may be used to 
identify a Canadian person, organization, or corporation, including, but not 
limited to, names, phone numbers, email addresses, IP addresses, and 
passport numbers. 
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1.4 Second 
Party 


1.5 Suppressed 
Information 


Second Party refers to CSEC's SIGINT counterparts and include: the US 
National Security Agency (NSA), the UK Government Communications 
Headquarters (GCHQ), Australia's Defence Signals Directorate (DSD), and 
New Zealand's Government Communications Security Bureau (GCSB). 


Suppressed information is defined as information excluded from a SIGINT 
end-product report because it may reveal the identity of a Canadian or Allied 
entity. This information is stored in a limited-access database and is in most 
cases replaced in the report by a generic term. 


Suppressed information includes, but is not limited to, personal identifiers 
such as names, passport information, email addresses, 
phone numbers and IP addresses, 
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2. Introduction 


2.1 Context 


2.2 Objective 


2.3 Application 


2.4 Authority 
for Release of 
Suppressed 
Information 


These procedures describe CSEC measures in place to protect the privacy of 
Canadians in the release of information suppressed from SIGINT reports in 
accordance with OPS-1, Protecting the Privacy of Canadians and Ensuring 
Legal Compliance in the Conduct of CSEC Activities. 


The objective of these procedures is to provide direction to CSEC and CFIOG 
staff involved in requesting, releasing and storing information suppressed 
from SIGINT reports to ensure compliance with: 


• National Defence Act, Part V.1 
• Ministerial Directive on Privacy of Canadians 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities, and 
• Second Party policies. 


These procedures apply to CSEC and CFIOG staff and any other parties who 
conduct activities under CSEC authorities, and who arc involved in 
requesting, releasing and storing information suppressed from SIGINT 
reports. 


CSEC's is the authority for 
releasing information suppressed from SIGINT reports. This authority has 
been delegated in writing to the Operational Policy Section. Under certain 
circumstances as described in these procedures, this authority is delegated to 
OSOC or to Client Relations Officers (CROs). 


Note: remains the approval authority for requests to release 
suppressed information outside Canada, (see Annex 1 — Release Outside 
Canada of Canadian Identity Information Suppressed from SIGINT reports). 
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2.5 
Audit/Review 


2.6 Why do we 
Suppress 
Information 
from SIGINT 
Reports? 


CSEC activities, including relevant policies and procedures, are subject to 
management monitoring (see OPS-1 -8, Operational Procedures for Policy 
Compliance Monitoring to Ensure Legal Compliance and the Protection of 
the Privacy of Canadians), and to review by various government review 
bodies, including, but not limited to, the CSEC Commissioner and the Privacy 
Commissioner. 


Most information that may directly or indirectly identify a Canadian or a US, 
UK, Australian or New Zealand national is replaced in end product reporting 
with generic terms (for example, "a Canadian citizen" or "a US corporation"). 
Canadian identity information is suppressed in order to protect the privacy of 
Canadians as directed in CSEC legislation, the Ministerial Directive on 
Privacy of Canadians and OPS-1 Protecting the Privacy of Canadians and 
Ensuring Legal Compliance in the Conduct of CSEC Activities. Such 
information may only be released according to these procedures. 


US, UK, Australian and New Zealand national information is suppressed in 
compliance with SIGINT partner policies. See OPS-1-7 Operational 
Procedures for Naming in SIGINT Reports for details on suppressing 
Canadian and allied information. 
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2.7 This table indicates responsibilities in relation to these procedures. 
Accountability 


NN ho Responsibility
DG Policy and Communications • Approving these procedures 


• Applying these procedures 


General Counsel • Providing legal advice, when 
Directorate, Legal Services requested 


• Reviewing these procedures to 
ensure they comply with the law 


Operational Policy staff • Revising these procedures 
• Understanding and complying 


with these procedures 
• Answering questions regarding 


these procedures 


All CSEC and CFIOG staff who are • Reading, understanding and 
involved in the release of suppressed complying with these procedures 
information and any amendments to these 


procedures 


All CSEC and CFIOG managers who • Ensuring their staff have read and 
are involved in the release of understood these procedures and 
suppressed information any amendments to these 


procedures 


2.8 Enquiries All questions related to these procedures should be directed to operational 
Managers, who in turn will contact Operational Policy staff (e-mail 


when necessary. 
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2.9 References • National Defence Act 
• Privacy Act 
• Access to Information Act 
• Canadian Charter of Rights and Freedoms 
• the most recent Ministerial Directive on Privacy of Canadians 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 
• OPS-1-8, Operational Procedures for Policy Compliance Monitoring to 


Ensure Legal Compliance and the Protection of the Privacy of Canadians 
• OPS-2-1, End Product Sanitization/Action-on Procedures 


2.10 
Amendments 


Situations may arise where amendments to these procedures may be required 
because of changing or unforeseen circumstances. All approved amendments 
will be announced to staff and will be posted on the Operational Policy 
website at 
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3. Preparing Requests for Suppressed 
Information 


3.1 Who May 
Request 
Suppressed 
Information 


3.2 Processing 
Requests for 
Release of 
Suppressed 
Information 


3.3 Conditions 
Governing the 
Release of 
Suppressed 
Information 


The following COMINT-indoctrinated persons having appropriate rationale 
may request suppressed information: 


• Government of Canada clients 
• CSEC staff 
• Second Party government personnel via SIGINT policy offices, and 
• CSEC Client Relations Officers (on behalf of GC clients). 


Requests for suppressed information are to be submitted to CSEC's 
Operational Policy Section via secure email or secure fax, using the "Request 
for Release of Suppressed Information" form. Operational Policy staff release 
the information to the requester if the specific criteria described in these 
procedures are met. See Section 4 of this document for more information on 
the process. See Section 8 of this document for a copy of the form. 


Suppressed information is released by the Operational Policy Section on the 
understanding that: 


• the requester requires the information in the exercise of the mandate of the 
organization or department 


• the released information will be under the control of that organization or 
department, and 


• the requesting organization or department (in Canada) will handle the 
information in accordance with the Access to Information Act and the 
Privacy Act. 
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3.4 Information 
Required for 
Release of 
Suppressed 
Information 


3.5 Rationale 
for the 
Request: 
Section F of the 
Form 


A "Request for Release of Suppressed Information" form must be submitted to the 
Operational Policy Section. The form must contain the following information: 


- Name, title and 'organization' of the requester (Sections A and B of the form) 
- Serial number of the SIGINT report (Section C) 
- Date of request (Section D) 
- Information requested (Section E) 
- Rationale for the request (Section F), and 
- An indication of any follow-on action contemplated by the requester (Section 


G). 


The requester must be explicit regarding the requirement for suppressed 
information. 


First, the requester must indicate that the information relates to at least one of 
the following criteria : 


• capabilities/intentions/activities of a foreign person, state, organization or 
terrorist group relating to international affairs, defence or security 


.1 


• use for prevention/identification/investigation of a potential threat to the 
life or safety of an individual in Canada or abroad 
terrorist activity or threats to the security of Canada • 


• 


• 


• 


• 


• 


• 


• 


• 


• 


Second, if the request is related to a possible violation of a Canadian law, the 
requester must cite the appropriate law. 


Third, the requester must explain how the information relates directly to an 
operating program of his/her organization or department. 
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3.6 Action-on: 
Section G of the 
Form 


The requester must indicate in Section G of the form if any follow-on action 
is contemplated upon receipt of the suppressed information. With few 
exceptions, any such action will require the prior approval of CSEC's 
Operational Policy Section. For action-on rules and approval authorities, refer 
to OPS-2-1, End Product Sanitization/Action-on Procedures. 
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4. Release of Suppressed Information Process 


4.1 Release of 
Suppressed 
Information 
Process 


The following table describes the process for requesting and releasing 
suppressed information to Canadian organizations or departments. The 
process for Second Party requests is described in Annex 1. 


Step Who Does It What Happens 
1 Requester Reads a SIGINT report and determines there is 


a requirement for information suppressed from 
the report. 


2 Requester Completes a "Request for Release of 
Suppressed Information" form. Sections A-F 
are mandatory; Section G is to be completed 
when applicable. 


3 Requester Submits, via secure email 'a)cse-
cst.gc.ca) or secure fax, a completed copy of 
the form to CSEC's Operational Policy Section. 


4 Operational 
Policy staff 


Review the request and determine whether it: 
- relates directly to an operating program of the 
requester's department, and 
- meets one of the approved release criteria. 


5 Operational 
Policy staff 


If the request relates to a suppressed identity in 
a Second Party report or a US, UK, Australian 
or New Zealand identity in a CSEC report, 
Operational Policy staff follow the procedures 
described in Section 6.1 of this document. 


6 Operational 
Policy staff 


Add the suppressed information to Section H of 
the form and forward the completed form back 
to the requester via secure email or fax. 


7 Operational 
Policy Section 


Retains a soft copy of the form in an on-line 
folder for and purges all other copies 
of the form from email folders. 
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4.2 Inadvertent 
Disclosure of 
Suppressed 
Information 


4.3 Release of 
Suppressed 
Information to 
Government of 
Canada 
Departments 


4.4 
Classification of 
Released 
Suppressed 
Information 


In the event that suppressed information is released inadvertently (for 
example, by an analyst who authors a report containing suppressed 
information), the incident should be reported to the Operational Policy 
Section for follow-on action and accounting purposes. 


Once suppressed information is released to an individual in a GC government 
department or agency, that information may be disseminated to other staff in 
the same department without the need to fill in an additional "Request for 
Release of Suppressed Information" form. 


Released suppressed information without any association to SIGINT does not 
require COMINT protection. 
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5. Silent Hour and Advance Release 


5.1 Silent Hour 
Requests, 
Crises and 
CRO support 


5.2 Advance 
Release 


Requests for release of suppressed information outside of core business hours 
should be directed to CSEC's 


In urgent cases, 
Policy staff. 


will use the call-in list to contact Operational 


During crisis periods or to support CROs working extended hours 
the Manager of 


Operational Policy may authorize to act as Release Authority for 
suppressed information. will process requests during the silent hours, 
and must provide the Operational Policy Section with copies of any requests 
actioned during the period, including completed "Request for Release of 
Suppressed Information" forms. 


Requests for release of information from GC clients are often handled via 
CSEC CROs who request the information on behalf of the client 


However, there are circumstances where a CRO can request 
suppressed information in advance of a meeting with a client in anticipation 
of a request for the information by the client: 


• when providing service to senior GC clients (Ministers, Deputy 
Ministers, 


• in urgent situations (emergencies), or 
• in cases where access to the client is difficult (for example: the client is 


located in another part of the city, or his/her schedule does not permit 
frequent meetings). 
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5.3 Advance 
Release: CRO 
Responsibility 


When the Operational Policy Section provides CROs with suppressed 
information without having the opportunity to vet the rationale as is the case 
with advance release, the CRO is delegated responsibility for release and is 
accountable for the release of the information. 


Prior to releasing the suppressed information to the client, the CRO must 
ensure that: 


• conditions governing the release of suppressed information are understood 
• the client provides all the information required to complete the form 
• the rationale meets criteria for release of information and is consistent 


with the operating program of the client's department or agency, and 
• any action-on contemplated by the client is noted (Note requirement to 


consult with the Operational Policy Section for action-on requests). 
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5.4 Advance The attached table outlines the process for advance release of suppressed 
Release Process information. 


Step Who does it Action 
1 CRO In anticipation of a request from a client under 


the circumstances described in section 5.2 
above, contacts the Operational Policy Section 
via phone or email, asking for advance release 
of suppressed information 


Note: The CRO does not fill in a Request for 
Suppressed Information form at this time. 


2 Operational 
Policy staff 


Provide the suppressed information to the CRO 


3 CRO • Acts as Release Authority for the 
information 


• Meets with the client 


4 If the client .. And provides 
a rationale 
that... 


Then the CRO... 


Requests the 
suppressed 
information 


Meets the 
approved 
criteria 


Will release the 
suppressed 
information and will 
forward a completed 
form to the 
Operational Policy 
Section following the 
meeting. 


Does not meet Will deny the 
request, inform the 
Operational Policy 
Section of the details 
via email following 
the meeting and will 
destroy the 
information. 


approved 
criteria 


Does not request the 
suppressed 
information 


- Notifies the 
Operational Policy 
Section and destroys 
the information. 
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5.5 Review of 
Advance 
Release forms 


Operational Policy staff will review all forms submitted under the Advance 
Release process after the fact. The Operational Policy Section reserves the 
right to refuse requests for advance release of suppressed information, such as 
in cases where previous rationales were weak, incomplete or lacking in detail. 
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6. Requests involving Second Parties 


6.1 Requests 
Involving 
Second Party 
Reports or 
Allied Identities 


This table describes the process the Operational Policy Section follows when 
requests involve Second Party reports or allied identities. 


it a Canadian clieni request::. Then... 


a US, UK, Australian or New Operational Policy staff review the 
Zealand identity suppressed from a rationale and release the information 
CSEC report if appropriate. 
Canadian identity information Operational Policy staff: 
suppressed from a Second Party • review the rationale and, if 
report appropriate, ask the Second Party 


counterpart for the information 
(A rationale need not be provided 
to the Second Party.) 


• input the information into the 
database holding suppressed 
information, and 


• release the information to the 
client. 


6.2 Second This table describes how the Operational Policy Section handles Second Party 
Party Requests partner requests for suppressed information. 


If a Second Party requests... Then the Operational Policy 
Section... 


Canadian identity information 
suppressed from a CSEC or a Second 
Party report 


Follows procedures described in 
Annex 1 


An identity of their own national 
suppressed from a CSEC report 


Provides the suppressed information. 


An identity of another SIGINT allied 
national suppressed from a CSEC 
report 


Contacts the other Second Party for 
authorization prior to releasing the 
information. 
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7. Retention and Storage of Suppressed Information 


7.1 Storage of 
Suppressed 
Information 


7.2 Retention 


CSEC analysts who author reports containing suppressed Canadian and/or 
Allied identities enter the information into the suppressed information 
repository upon completion of the report. 


When obtained from counterparts, the Operational Policy Section inserts 
information suppressed from Second Party reports into the repository. 


For CSEC reports, suppressed information is retained in the following 
locations as outlined in the table below. In the case of Second Party reports, 
suppressed information, when available, is retained only in the repository. 


Note: Completed "Request for Suppressed Information" forms exchanged via 
secure email must be purged from CSEC email systems once requesters have 
retained a hard copy, and the Operational Policy Section has retained a soft 
cony in a separate folder. 


What Who Location I Retention Period 
Hard copy of the traffic 
containing the 
identities attached to 
the resultant end 
product 


Issuing Analyst In a locked safe or filing 
cabinet with limited access 


Suppressed 
information from 
reports entered into the 
suppressed information 
repository by analysts 
and Operational Policy 
staff 


• Issuing 
Analyst 


• Operational 
Policy staff 


In the annotation field in the 
suppressed information 
repository, accessible only 
by Operational Policy staff, 
system administration staff, 
and report actors 


Completed "Request 
for Suppressed 
Information" forms 


Operational 
Policy Section 


Retains soft copy in a 
separate folder accessible 
only by Operational Policy 
staff 


Requesters May retain hard/soft copy according to: 
• Classification markings 
• Departmental procedures related to the 


handling of information about Canadians 
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8. Request for Release of Suppressed Information Form 


TOP SEC R1,:fisCOMINTHCanadian Eyes On pp


A. Requesting Client's Name B. Client Title and Department 


C. Report Serial Number D. Date of Request 


E. Information Requested 


F. Rationale for Request (please complete all three questions) 


This information is required because it relates to (mark an 'X' in the appropriate space(s)): 
a) capabilities/intentions/activities of a foreign person, state, organization or terrorist group 
relating to international affairs, defence or security 


c) use for prevention/identification/investigation of a potential threat to the life or safety of an 
individual in Canada or abroad 
d) terrorist activity or threats to the security of Canada 


If the request relates to a potential or actual violation of a Canadian law, please cite the law. 


Explain how this information relates directly to an operating program or activity of your department. 


G. Please indicate what action, if any, is being contemplated based on this information. (Note that some 
actions require prior CSE approval.) 


H. Suppressed Information 


0k4i0:A44,),,,,;,, 


#0###47,.


:: This information is pro' affon flit_ un&rstanat lg ifiat flit_ requesit ig department reqaresiii6' 
i information to perform its lawful duties, and that this information will be handled in accordance with 
the Accevs to Ittlbrmation Act and the Priiv(Ir Act. 
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ANNEX 1 - Release Outside Canada of Canadian Identity 
Information Suppressed from SIGINT Reports 


A1.1 
Introduction 


A1.2 Context 


These procedures describe CSEC measures in place to protect the privacy of 
Canadians in the release outside Canada of Canadian identity information 
suppressed from SIGINT reports (including Canadian reports that are based 
on private communications collected by CSEC under the authority of a 
Ministerial Authorization). 


Second Parties occasionally request the release outside Canada of Canadian 
identity information that is suppressed from a Canadian SIGINT report or 
from a SIGINT report issued by another Second Party. GC clients may also 
request the release outside Canada of Canadian identity information 
suppressed from a Canadian or Second Party SIGINT report. 


Because of the potential for serious repercussions to Canadian interests, all 
requests for the release of Canadian identity information outside Canada must 
be given careful consideration. 
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A1.3 
Description of 
Release Process 


The following table describes the stages involved in the processing of a 
request to release Canadian identity information (suppressed from STGTNT 
reports) outside Canada. 


Stage Who does it Action 
1 Second Party, 


or GC client 
Forwards a detailed request to CSEC's Operational 
Policy Section. (See A1.4 for content of request.) 


2 Operational 
Policy staff 


Review the request; and 


If the request is Then Staff will 
Incomplete Ask Second Party or GC 


client for additional 
information. 


Complete • Research/gather 
information related to 
the request(see A1.5); 
and 


• Forward a request 
assessment to the 
Manager, Operational 
Policy (see A1.6) 


3 Manager, 
Operational 
Policy 


Provides to Director, Corporate and Operational 
Policy (Dir COP), recommendation that the request 
be approved or denied. 


4 Dir COP • Reviews recommendation; 
• Provides to 


or deny the request. 


Note: When the request 
(e.g., an imminent threat


recommendation to approve 


is extremely time sensitive 
-to-life situation), Dir COP 


the request if is 
request within a reasonable 


brief as soon as 
on the authorized release. 


may approve or deny 
unable to review the 
time. Dir COP will 
operationally feasible 


5 • Reviews recommendation; 
• Consults with the CCSEC only as necessary. 


(The CCSEC may consult with counterparts at 
Canadian partner agencies including the 
National Security Advisor); and 


• Approves or denies the request. 


Continued on next page 
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A1.3 Description of Release Process (continued) 


Stage Who does it Action 
6 Operational 


Policy staff 
• Provides reply (which is vetted by the 


Operational Policy Manager) to Second Party 
or GC client, which includes a caveat that the 
information is for research and lead purposes 
only (see A1.7). 


• Retain request and all related documentation; 
and 


• Update Metrics table. 


A1.4 Content of The request for release of suppressed Canadian identity information must 
Request include: 


• A detailed rationale which includes: 
• a justification of why the release of the Canadian identity 


information is in the interest of the requesting allied recipient 
country; 


• an explanation of how the requested information relates 
directly to an operating program or activity of the allied 
recipient; and 


• A description of how the recipient will use the information, and any 
possible action-on activity taken against a Canadian. 


A1.5 D2 
Research 


As part of the release process, Operational Policy staff must research and 
gather information related to the request. 


Questions to ask include but are not limited to: 
Ql. For Canadian SIGINT reports, what is the collection source and type of 


communication (e.g. a private communication, or a communication of a 
Canadian located outside Canada)? In particular, is the report based on a 
private communication collected by CSEC under the authority of an MA? 


Q2. Is there any indication that the Canadian is involved in an unlawful 
activity? 


Q3. Are relevant GC departments concerned about the 
release of the suppressed information to allied recipients? 


Q4. What are possible implications for Canadians and/or Canadian interests if 
the suppressed information is released to allied recipients. 


Continued on next page 
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A1.5 D2 
Research 
(continued) 


A1.6 Request 
Assessment 
Criteria 


Whom to ask/ where to look: 


• Q1); 
• Subject matter experts including the originator of the SIGINT report, 


CSEC specialists, CSEC Executives, and partner intelligence 
agencies(Q1, Q2, Q3, Q4); and 


• GC clients (directly or via CSEC CRO) who have requested and received 
the suppressed Canadian identity information (Q2, Q3, Q4). 


Note: If no GC client has requested the suppressed information, Operational 
Policy staff will consult the CROs and/or the CSEC PM (for a CSEC report) 
and ask that the report be shown to a GC client who may be able to provide 
the required feedback. The suppressed information will then be provided to 
the CRO as an advance release (see OPS-1-1 Section 5.2-5.3) 


Operational Policy staff must research and gather information related to 
request, and provide an assessment of the request to the Manager, Operational 
Policy. Based on this assessment, the Manager will provide to (via 
Director, Corporate and Operational Policy) a recommendation to approve or 
deny the request. The request assessment must: 


A. Include the complete request from the Second Party or GC client (see 
A1.4), which describes: 


o The rationale, and 
o Any possible action-on taken against a Canadian. 


B. Show that the requested information relates to one of the following: 
capabilities/intentions/activities of a foreign person, state, organization 
or terrorist group relating to international affairs, defence or security 


prevention/identification/investigation of a potential threat to the life or 
safety of an individual 


terrorist activity or threats to the security of the requesting country 


Continued on next page 
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A1.6 Request 
Assessment 
Criteria 
(continued) 


C) Indicate if the release of the Canadian identity information is essential to 
understanding the foreign intelligence in the SIGINT report. 


D) Provide any indication that the Canadian (whose information is being 
suppressed) IS or IS NOT involved in one of the activities listed above (at 
A1.6-B). 


E) Discuss any concerns or sensitivities that relevant GC departments may 
have regarding the release of the Canadian information outside Canada. 


F) Identify possible implications for Canadians and/or Canadian interests if 
the suppressed information is released to allied recipients. 


Identify (for Canadian reports) the source of the collection and the type of 
communication (in particular, if it is a private communication collected by 
CSEC under the authority of an MA). 


A1.7 Caveat to 
be Included on 
Reply 


The following caveat must appear on all replies to Second Party or GC clients 
that include Canadian identity information to be released outside Canada: 


No further action may be taken with regards to this information 
without the prior approval of CSEC/Operutional Policy. CSEC 
requests that the Canadian identity information be protected in 
accordonce with the SICTNT community's procedures for 
handling allied national identities. Furthermore, this information 
may not be used in affidavits, court proceeding& or for any other 
legal or judicial purposes without the prior approval of the Chief, 
( SE( Questions should be directed to CSECiflperational Policy 


cse-cst.gc.ca). 
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Minister 
of National Defence 


UNCLASSIFIED 


Ministre 
de la Defense nationale 


Ottawa, Canada MA OK2 


CERRID # 997249 


To: Chief, Communications Security Establishment 


Ministerial Directive 
Communications Security Establishment 


Privacy of Canadians 


This Directive is issued under my authority and replaces the Ministerial Directive on 
Privacy of Canadians issued on 19 June 2001. The purpose of this Ministerial Directive 
is to set out my expectations for how the Communications Security Establishment (CSE) 
is to protect the privacy of Canadians in the conduct of its activities. This directive 
supplements the Ministerial Directive on the CSE Accountability Framework.' 


In accordance with CSE legislation, in pursuing its statutory mandate, CSE's activities 
should not be directed at Canadians or any person in Canada. CSE's activities should be 
subject to measures to protect the privacy of Canadians in the use and retention of 
intercepted communications, in accordance with all relevant legislative and policy 
instruments, including the Canadian Charter of Rights and Freedoms and the Privacy 
Act. 


CSE may retain and report information on or about Canadians or Canadian organizations, 
as defined in CSE legislation, acquired in the course of its foreign signals intelligence 
activities only when it: 


Olk 


is essential to protect the lives or safety of individuals; 


contains evidence of serious criminal activity; or 


is required to understand or exploit foreign, security or defence intelligence. 


In such cases, you are to ensure that the appropriate policies and procedures are in place 
for the handling, retention, use and destruction of this material. 


In all cases, references to Ministerial Directives within the document refer to the most recently issued 
Ministerial Directives. 


Canada 1 
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UNCLASSIFIED 


In its activities: undertaken to help protect electronic intbrination and infOrmation 
infrastructures -of importance to the Govcriun t of Canada, information obtained by-CSE 
will be handled in a manner consistent with the Privacy' Act, and in accordante With 
relevant policy instruments. 


When providing technical or operational assistance under its mandate, CSE will take 
appropriate measures to obtain assurance that assistance requests are lawful and that any 
information provided to CSE has been lawfully obtained, and that the information is 
managed in a manner consistent with the Canadian Charter of MOOS and Freedoms and 
the Privacy Act., and in accordance With relevant legal and policy instruments. 


Additional privacy concerns may arise as technology changes and CSE expertise evolves 
to maintain the, capability to fulfill its mandate. CSE will ensure that its policies also 
evolve in order to provide the required protection for the privacy of Canadians. 


Finally, I expect you to cooperate fully with the CSE Commissioner, the Privacy 
Commissioner and other relevant authorities in the ea ereise of their respective review 
anchor statutory functions. 


Dated at 


Ai ate 
, 


The Honourable ,,,,,,,y. P,C., M.P. 
Minister of Nationa-beferde 


a.y of  1012. 
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1. OVERVIEW 


1.1 Scope 


1.2 Policy 


1.3 Application 


This policy establishes baseline measures to protect the privacy of Canadians 
in the use and retention of information intercepted by CSEC and to ensure 
compliance of CSEC activities with the relevant laws of Canada, including 
Part V.1 of the National Defence Act (NDA). Detailed requirements are 
found in activity-specific policy instruments. 


IRRELEVANT 


This document supersedes OPS-1, Protecting the Privacy of Canadians and 
Ensuring Legal Compliance in the Conduct of CSEC Activities, dated 1 
December 2011, which should be destroyed. 


CSEC must: 
• act in strict compliance with all relevant laws of Canada including the 


NDA, the Charter of Rights and Freedoms, the Privacy Act (PA), the 
Criminal Code and the Financial Administration Act, and 


• only undertake activities that are within its mandate, consistent with 
ministerial direction and, if an authorization has been issued under section 
273.65 of the NDA, consistent with the authorization (section 273.66 of the 
NDA). 


This policy applies to CSEC staff and any other parties who conduct 
activities under CSEC authorities, including secondees, integrees and 
contractors. 
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Legal Authorities 


1.4 CSEC's CSEC's mandate as Canada's National Cryptologic Agency consists of three 
Mandate parts: 


a) acquire and use information from the global information infrastructure 
(GII) for the purpose of providing foreign intelligence, in accordance with 
Government of Canada (GC) intelligence priorities; 


b) provide advice, guidance and services, to help ensure the protection of 
electronic information and of information infrastructures of importance to 
the GC; and 


c) provide technical and operational assistance to federal law enforcement 
and security agencies in the performance of their lawful duties. 


These are commonly referred to as part (a), part (b), and part (c) of the 
Mandate, respectively. 


1.5 CSEC In respect of parts (a) and (b) of the Mandate, the activities undertaken by 
Mandate CSEC must: 
Limitations 


• not be directed at Canadians or any person in Canada, and 
• be subject to measures to protect the privacy of Canadians in the use and 


retention of intercepted information. 


In respect of part (c) of the Mandate, the activities carried out by CSEC are 
subject to any limitations imposed by law on assisting federal law 
enforcement and security agencies in the performance of their duties. 


1.6 Authority to 
Intercept Private 
Communications 


SIGINT: Subsection 273.65(1) of the NDA permits the Minister to issue a 
Ministerial Authorization (MA) allowing CSEC to intercept private 
communications for the sole purpose of obtaining foreign intelligence in 
accordance with the GC's intelligence priorities. 


IT Security: Subsection 273.65(3) of the NDA permits the Minister to 
issue an MA allowing CSEC to intercept private communications for the 
sole purpose of protecting computer systems or networks of the GC from 
mischief, unauthorized use or interference, in the circumstances specified 
in paragraph 184(2)(c) of the Criminal Code. 
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1.7 MA 
Requirements 


1.8 Cyber 
Defence 
Activities 
Without an MA 


IRRELEVANT 


SIGINT and IT Security activities conducted under an MA must satisfy 
conditions stated in subsections 273.65(2) and (4) of the NDA, respectively 
(conditions arc addressed at the time a new MA is requested), and may also 
be subject to additional measures that the Minister considers advisable to 
protect the privacy of Canadians, pursuant to subsection 273.65(5) of the 
NDA. 


IT Security may conduct cyber defence activities without an MA. These 
activities may include analysis and mitigation support, tool deployment, or 
other services. Any interception of private communications that occurs as a 
result of these activities must be authorized by the interception authority set 
out in paragraph 184(2)(e) of the Criminal Code. 
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2. SIGINT AUTHORITIES AND TARGETING 


Authority to Intercept — NDA, paragraph 273.64 (1)(a) (part (a) of the 
Mandate) 


2.1 Context 


2.2 Authority 
for Foreign 
Intelligence 
Interception 


2.3 Conditions 
and Criteria for 
Foreign 
Intelligence MA 
and Approval 
Process 


Pursuant to its mandate under sub-section 273.64(1) of the NDA, CSEC 
requires explicit authorities as outlined below. 


CSEC's legislated mandate under paragraph 273.64(1)(a) of the NDA 
provides the authority to acquire and use information for the purpose of 
providing foreign intelligence in accordance with GC intelligence priorities, 
provided that CSEC's activities shall not be directed at Canadians or any 
person in Canada and shall be subject to measures to protect the privacy of 
Canadians in the use and retention of intercepted information. 


CSEC acquires telecommunications-related information used to identify, 
describe, manage or route all or part of the telecommunication, information 
referred to as "metadata", to gain a better understanding of the Gil and 
identify new targets. This activity, also authorized under paragraph 
273.64(1)(a) of the NDA, does not require an MA and is conducted in 
accordance with the Ministerial Directive on the Collection and Use of 
Metadata. 


Pursuant to sub-section 273.65(1) of the NDA, the Minister of National 
Defence ("the Minister") may, for the sole purpose of obtaining foreign 
intelligence, authorize CSEC in writing to intercept private communications 
in relation to an activity or class of activities specified in the MA. 


According to sub-section 273.65(2) of the NDA, the Minister may only issue 
an MA for foreign intelligence interception if satisfied that: 


Continued on next page 
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2.3 Conditions 
and Criteria 
for Foreign 
Intelligence 
MA and 
Approval 
Process 
(continued) 


2.4 Process for 
Obtaining MAs 
under NDA 
sub-section 
273.65(1) 


2.5 Activity-
Specific 
Procedures 


a) the interception will be directed at foreign entities located outside 
Canada 


b) the information could not reasonably be obtained by other means 
c) the expected foreign intelligence value of the information that would be 


derived from the interception justifies it, and 
d) satisfactory measures arc in place to protect the privacy of Canadians and 


those measures ensure that private communications will only be used or 
retained if they arc essential to international affairs, defence or security. 


CSEC provides information as part of the documentation required for the 
MA approval process to satisfy the Minister that these conditions arc met. 


The MA would also contain any conditions that the Minister considers 
advisable for the purpose of protecting the privacy of Canadians, including 
additional measures to restrict the use and retention of, the access to, and the 
form and manner of disclosure of, information derived from the private 
communications. The MA would be in force for a period no longer than one 
year. (NDA, sub-section 273.68(1)) 


The process for obtaining MAs is set out in ORG-2-1, Procedures for 
Obtaining and Enabling Access to Ministerial Directives and Ministerial 
Authorizations. 


For information on: 
• collection, 
• joint CSEC-GC activities, collection 


• interception in support of joint CSEC-CF activities, and 
• 
see 
• OPS-1-13, Operational Procedures Related to Canadian 


Collection Activities, and 
• OPS-3-1, Operational Procedures for 


Activities. 
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2.6 Limits on 
Targeting 


2.7 Inadvertent 
Targeting of 
Canadians or 
Persons in 
Canada 


2.8 SIGINT 
Privacy 
Annotations 
and 
Verification 
Requirements 


All selectors and methods used in collection and acquisition in the integrated 
national cryptologic enterprise must be: 
• directed at foreign entities located outside Canada 
• consistent with GC intelligence priorities, and 
• subject to annual review to ensure that they are consistent with GC 


intelligence priorities. 


FYI: For more detail, see CS01-4-4. Targeting and 
Selector Management. 


In the event that a Canadian or a person in Canada is inadvertently targeted, 
the following actions must be taken as soon as possible: 


1 The selector must be de-targeted. 
2 Any existing traffic resulting from that selector must be 


destroyed. 


3 Any SIGINT reports based on the traffic must be cancelled. 
4 CSEC's SIGINT Programs, Oversight and Compliance 


(SPOC) must be notified and apprised of the actions taken. 
SPOC, in turn, will notify the Corporate and Operational 
Policy Section of the incident and actions 


5 The Corporate and Operational Policy Section must track 
these occurrences (see Chapter 5). 


If analysts whose functions are directly related to the production of foreign 
intelligence reports recognize that SIGINT traffic is a private communication, 
a communication of Canadians located outside Canada, or contains 
information about Canadians, and which is not essential to international 
affairs, defence or security, then they must, upon recognition, annotate this 
traffic for deletion. Private communications and communications of 
Canadians located outside Canada deemed essential to international affairs, 
defence, or security must also be annotated appropriately. See Annex 3 for 
instructions on SIGINT Privacy Annotations. 


Continued on next page 
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2.8 SIGINT 
Privacy 
Annotations 
and 
Verification 
Requirements 
(continued) 


Should an analyst recognize traffic where: 
• both the originator and the recipient of a communication are Canadians 
• both the originator and recipient are located in Canada, or 
• where one communicant is in Canada and the other is a Canadian abroad 


and the traffic is not collected as a result of a legitimate foreign selector, then 
the traffic must be annotated for deletion. All associated selectors must be 
reviewed and both and SPOC must be 
notified. SPOC will track all such incidents. 


If analysts identify a foreign selector that continues to yield only private 
communications or communications of Canadians located outside Canada that 
are not essential to international affairs, defence or security, then the analyst 
must take appropriate remedial action, including notifying and SPOC 
to have the selector removed or the targeting modified. 


2.9 
Determining 
Essentiality 


MAs governing CSEC SIGINT interception activities state that a private 
communication will be considered essential to international affairs, defence or 
security only if it contains information that is clearly related to GC 
intelligence priorities. See the Foreign Intelligence Priorities (FIP) list, GC 
Requirements (GCRs), and the National SIGINT Priorities List (NSPL). 


Note: This essentiality test related to traffic use and 
retention also applies to traffic from other collection 
sources used by CSEC in the production of foreign 
intelligence in accordance with part (a) of the Mandate 
(see paragraph 3.3). For information on determining the 
essentiality of including information about Canadians in 
reports, see paragraph 3.10. 
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Authority to Intercept — Section 16 of the CSIS Act (part (c) of the 
Mandate) 


IRRELEVANT 
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Acquisition from Second Party Sources (part (a) of the Mandate) 


2.12 Selection 
of Intercept 


2.13 Limits on 
Targeting 


As a result of the beneficial sharing arrangements with its SIGINT allies, 
CSEC acquires a considerable amount of foreign intelligence 
consistent with GC priorities from Second Parties. Second Parties conduct 
collection activities in pursuit of their own national interests and in 
accordance with their domestic laws. 


See paragraph 2.6. 


2.14 SIGINT See paragraph 2.7. 
Privacy 
Annotations and 
Verification 
Requirements 
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3. USE, RETENTION AND DISSEMINATION OF SIGINT 


3.1 General 


3.2 Privacy Act 
and Personal 
Information 


3.3 Criteria for 
Use and 
Retention of 
Intercept 
(part (a) of the 
Mandate) 


CSEC has adopted measures to protect the privacy of Canadians in the use, 
retention and dissemination of information intercepted by CSEC. The use, 
retention and dissemination of: 
• private communications 
• communications of Canadians located outside Canada, or 
• information about Canadians 
will be strictly controlled as outlined below. 


All personal information is subject to the use and retention conditions set out 
in this policy and to the PA right to access and exemption provisions. (See 
Annex 1 for a definition of personal information and refer to subsection 
8(2)(a) and (b) of the PA for use and disclosure rights.) 


If any personal information has been used for an administrative purpose 
(decision-making process directly affecting an individual), then the PA 
requires that the personal information be retained for two years. 


All intercept to be used in the production of SIGINT reports (acquired 
through CSEC SIGINT collection or from Second Parties) must be clearly 
related to GC intelligence priorities. 


If during the course of scanning intercept, analysts 
• identify a private communication, or a communication of a Canadian 


located outside Canada (an MA is a prerequisite for some programs), or 
• observe a communication that contains information about Canadians 


then this intercept may be retained if it: 


(a) is foreign intelligence as defined in the NDA using the following 
criteria: 


• information or intelligence about the capabilities, intentions or activities of 
a foreign individual, state, organization or terrorist group, as they relate to 
international affairs, defence or security 


Continued on next page 
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3.3 Criteria for 
Use and 
Retention of 
Intercept 
(part (a) of the 
Mandate) 
(continued) 


3.4 Deletion of 
Intercept (part 
(a) of the 
Mandate) 


(b) is essential to protect the lives or safety of individuals of any 
nationality, using the following criteria: 


• the information could be useful to federal agencies or other countries in 
preventing, identifying or investigating a potential threat against the life 
and safety of any individual in Canada or abroad 


or, 


(c) contains information on serious criminal activity relating to the 
security of Canada using the following criteria only: 


• capabilities/intentions/activities of a foreign terrorist/terrorist group 
relating to international affairs, defence or security 


• threats to the security of Canada 


Information or intelligence that does not relate to one of the criteria listed in 
the previous paragraph must be annotated for deletion in traffic databases if 
recognized, and no hard copies shall be retained (see Annex 3). In cases 
where CSEC has intentionally created a copy (or copies) of a traffic item in 
several traffic databases, each copy must be annotated for deletion (see 
exemption below). 


Continued on next page 
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3.4 Deletion of 
Intercept (part 
(a) of the 
Mandate) 
(continued) 


3.5 Handling 
Solicitor-Client 
Communication 
s (part (a) of the 
Mandate) 


Exemptions: Duplicates of traffic items that have not been viewe 
are exempt from this requirement. 


An exemption also occurs when: 
analysts deem the intercept to be of foreign intelligence value, 
and 


• the intercept contains information about Canadians that does 
not relate to one of the above criteria, and 
this information cannot be easily severed from the forei 
intelligence portions of the traffic. 


'Under such circumstances, and despite the presence of 
information about Canadians, the intercept may be retained in its 
;:entirety. and stored according. 


In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as 
a barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


a) The analyst shall annotate that communication for deletion unless the 
analyst believes it may contain foreign intelligence; 


b) If the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication for 
retention and immediately bring the communication to the attention of 
his/her Director (via the reporting chain); 


c) The Director shall forthwith obtain legal advice from DLS on whether the 
continued retention and/or use of the solicitor-client communication would 
be in conformity with the laws of Canada, and not bring the administration 
of justice into disrepute; 


Continued on next page 
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3.5 Handling 
Solicitor-Client 
Communications 
(part (a) of the 
Mandate) 
(continued) 


3.6 Searching 
and Using 
Metadata (part 
(a) of the 
Mandate) 


d) Where legal advice has been obtained that the retention or use of a 
solicitor-client communication would be in conformity with the laws of 
Canada, and not bring the administration of justice into disrepute, CSEC 
may only use or retain the information derived from the solicitor-client 
communication in conformity with the legal advice received. 


If the communication must be deleted, this must be carried out through the 
process by which analysts must annotate such communications, when 
recognized, as outlined in Annex 3. 


In accordance with the Ministerial Directive on the Collection and Use of 
Metadata, metadata may be searched for the purpose of providing any 
information or intelligence about the capabilities, intentions or activities of a 
foreign individual, state, organization, terrorist group or other such entities as 
they relate to international affairs, defence or security, including any 
information related to the protection of electronic information or information 
infrastructures of importance to the GC that may be used for CSEC part (b) 
purposes which includes sharing with the IT Security program. 


Metadata must be used only for the following purposes: 
• contact chaining 
• network analysis and prioritization 
• identifying new targets and target-associated selectors, which can be used: 


o at any time to intercept foreign communications (both ends foreign) 
o to intercept private communications strictly where a duly issued MA is 


in effect, and in strict compliance with that MA, or 
• monitoring or identifying patterns of foreign malicious cyber activities. 


FYI: For additional information on contact chaining, see 
OPS-1-10, Operational Procedures for Metadata Analysis 
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3.8 IRRELEVANT 
IRRELEVANT 


Foreign Intelligence Reporting 


3.9 Focus of 
SIGINT 
Reports 


3.10 
Information 
about 
Canadians in 
SIGINT 
Reports 


3.11 
Suppressed 
Information 


Canadian SIGINT reports must be written with a view to providing clients 
with foreign intelligence based on GC priorities. When drafting such reports, 
CSEC/CFIOG production analysts must focus on the activities, capabilities 
and intentions of foreign intelligence targets. For example, if a report covers 
discussions between a foreign person and a Canadian, the emphasis must be 
placed on the foreign person's assessment of the discussion, not on the 
identity, statements or views of the Canadian. 


Information about Canadians must only be included in SIGINT reports if it 
meets one of the three criteria in paragraph 3.3. 


For details on naming, see OPS-1-7, Operational Procedures for Naming in 
SIGINT Reports. 


Note: The must 
approve reports based on CSEC or Second Party 
collection sources that include information about 
Canadians. See the SIGINT Report Release Authorities 
table in paragraph 3.13. 


When SIGINT analysts include Canadian identity information (CII) in a 
SIGINT report, this information must be suppressed and replaced with a 
generic term (see OPS-1-7). 


Continued on next page 
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3.11 
Suppressed 
Information 
(continued) 


Analysts must input CII suppressed from SIGINT reports into the 
database. Once this information is in the database, it is 


accessible only to the Corporate and Operational Policy Section and a 
limited number of system administration staff, as well as to report authors 
and others in the reporting chain (e.g., reviewers, editors, contributors, and 
releasers). 


The is the authority 
for the release of suppressed information. This authority in some cases is 
delegated in writing to the Corporate and Operational Policy Section, which 
responds to and tracks requests for suppressed information. Under certain 
circumstances, this authority is delegated in writing to 


or trained individuals 
fulfilling the function of Client Relations Officers. For details, see OPS-1-1, 
Procedures for Release of Suppressed Information from SIGINT Reports. 


SIGINT Report Release Authorities 


3.12 Senior 
Management 
Approval 


The release of SIGINT reports: 
• based on a private communication 
• based on communications of a Canadian located outside Canada, or 
• containing information about Canadians 
generally requires approval by a senior CSEC manager' (see exemption 
below). 


Continued on next page 


I A senior manager is considered to be anyone over the level of Director; see the table in paragraph 3.13. 
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3.12 Senior 
Management 
Approval 
(continued) 


The NDA and the Ministerial Directive on the Privacy of Canadians both 
require that C SEC safeguard the privacy of Canadians in the conduct of its 
activities. Senior manager approval provides an added level of assurance 
that Canadian privacy rights are being respected. The following table 
identifies the types of reports that require senior manager approval. 


3.13 SIGINT 
Report Release 
Authorities 
Table 


The following table sets out Report Release Authorities for SIGINT reports. 


Attention: Recommend and Approval Authorities must be 
delegated in writing. 


Continued on next page 
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A CSEC-collected (under part (a) 
authority) private 
communication3


OPS-1A Director2 from CCSEC delegated 
to DC SIGINT' 


A Second Party-acquired private 
communication or 
communication to which a 
Canadian located outside 
Canada is a party3


OPS-1B 
Manager2 (e.g. 


CCSEC delegated 
Nom to DC SIGINT' 


A CSEC-collected or Second 
Party-acquired communication or 
metadata containing information 
about Canadians3 and the report 
includes information about 
Canadians 


OPS-1C 
Manager2 (e.g. 


DC SIGINT 
delegated to 


A CSEC-collected 
communication to which a 
Canadian located outside 
Canada is a party3


OPS-1E Director2 from CCSEC delegated 
to DC SIGINT' 


1 In the absence of DC SIGINT, any other person officially acting in this position, the 
CCSEC or anyone officially acting as the CCSEC may act as release authority. 


2 In the absence of referenced senior managers, any other person officially acting in the 
referenced positions, or a higher management level may act as recommend and/or release 
authority. Downward delegation is not permitted. In threat-to-life silent-hours situations, 
Managers may sign reports. DC SIGINT and must sign the reports post factum. 


3 Where contextual identification of a Canadian is possible, DGPC authorization via 
Corporate and Operational Policy is also required. 
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3.14 Labeling 


and Tracking 


of SIGINT 
Reports 


provides a means of labeling and keeping track of SIGINT 
reports, in particular those that relate to the privacy of Canadians. The 
previous table identifies the labels (that is, the Category) that must be used for 
SIGINT end-product and technical reports. Proper labeling allows CSEC to 
provide the required statistics to the Minister (relating to private 
communications and solicitor-client communications) for the CSEC 
collection programs conducted under the authority of an MA for foreign 
intelligence purposes (part (a) of the Mandate). 


SIGINT Retention and Dissemination 


3.15 Storage of 
Intercept 


3.16 Retention 
Period for 
CSEC 
Collection and 
Acquisition 
from Second 
Parties 


IRRELEVANT 


3.18 Metadata 
Collected 
Under Part (a) 
of the Mandate 


Intercept used in reports or retained as background information where that 
intercept is: 
• a private communication 
• a communication of a Canadian located outside Canada, or 
• a communication containing information about Canadians 
must be securely stored. Hard copies of such intercept must be kept to a 
minimum and must be stored in a locked container when not in use; soft 
copies outside of traffic databases must be stored in electronic folders with 
limited access. See OPS-1-11, Retention Schedules for SIGINT Data for 
details. 


CSEC may retain foreign intelligence reports indefinitely. For information 
about traffic retention, see OPS-1-11. 


The Ministerial Directive on the Collection and Use of Metadata provides 
direction regarding collection, use and sharing of metadata collected by 
CSEC under foreign intelligence acquisition programs. See OPS-1-11 for 
more information about metadata retention. 
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3.19 Sharing of 
Intercept with 
Second Parties 


3.20 Sharing 
with IT 
Security 


CSEC SIGINT Collection 


Where technically feasible, Second Parties, via CSEC collection managers, 
acquiring communications of foreign entities 


located outside Canada CSEC collection managers 
must ensure that these selectors comply with and are consistent with CSEC's 
legislated mandate, MDs and any conditions stated in an MA. In addition, 
DC SIGINT may impose further limitations for national sensitivity reasons. 


Metadata 


Subject to any conditions stated in the MD on the Collection and Use of 
Metadata, CSEC may share metadata acquired through its foreign intelligence 
acquisition programs with international allies to maximize its mandate 
activities as set out in the NDA, and strengthen Canada's partnerships abroad. 
Such sharing must be subject to strict conditions to protect the privacy of 
Canadians, consistent with these standards governing CSEC's other 
programs. For greater certainty, Canada's allies must not be granted access to 
metadata known to be associated with Canadians located anywhere or persons 
located in Canada unless it is altered prior to granting access in such a way as 
to render impossible the identification of the persons to whom the metadata 
relates. 


IRRELEVANT 


Subject to any conditions stated in the MDs or MAs, SIGINT intercept and 
metadata acquired in the execution of CSEC's foreign intelligence program 
related to cyber threats may be shared with the IT Security program. 
Appropriate SIGINT and Operational policies and procedures must be 
followed for any use of this intercept or metadata by the IT Security program. 
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4. IT SECURITY 


Protecting the privacy of Canadians in activities carried out under 
Part (b) of the Mandate 


4.1 Context 


4.2 
Precondition: 
Consent 


4.3 
Requirement 
for a 
Ministerial 
Authorization 


4.4 Annual 
Confirmation 


The following measures are intended to protect the privacy of Canadians in 
the conduct of CSEC cyber defence activities, as required by: 
• sub-section 273.64(2) of the NDA, 
• the most recent Ministerial Directive on the Privacy of Canadians, and 
• any relevant MA in force. 


Cyber defence activities conducted under an MA are limited to computer 
systems and networks owned or operated on behalf of a federal institution. 


Further measures to protect the privacy of Canadians are contained in relevant 
activity-specific policy instruments. 


Before conducting cyber defence activities with or without an MA, CSEC 
requires the consent of a system owner, or must be satisfied that the system 
owner has given consent if the requesting institution is an intermediary. 


An MA must be in force or CSEC must be operating under the authority of 
system owners and administrators pursuant to subsection 184(2)(e) of the 
Criminal Code prior to the start of, and throughout, any cyber defence activity 
that may involve the interception of a private communication. 


Proposed new activities, or changes to existing non-MA activities that may 
result in the interception of private communications, must be reviewed by 
IPOC (in consultation with DLS, as required). 


Persons conducting cyber defence activities must confirm yearly that they 
have read and understood this policy, as well as relevant legal authorities and 
policy instruments related to their specific cyber defence activities. 
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4.5 Criminal 
Activity 


If, in CSEC's conduct of cyber defence activities, an indication of a Criminal 
Code offence is encountered, CSEC's response will be guided by the 
following Procedures: 
• OPS-1-14, Operational Procedures For Cyber Defence Operations 


Conducted Under Ministerial Authorization, and 
• OPS-1-15, Operational Procedures for Cyber Defence Activities Using 


System Owner Data. 


Use, Retention and Release 


4.6 Information 
Requiring 
Protection 


4.7 Canadian 
Identity 
Information 
(CII) 


In the course of conducting cyber defence activities, the following 
information must be accorded privacy protection: 


Private Communications, including those 
• intercepted under MA, 
• intercepted and disclosed under a system owner's authority, and 


Information about Canadians, which includes 
• any personal information about a Canadian, or 
• any business information about a Canadian corporation (as defined in 


section 20(1) of the Access to Information Act. See Annex 2.). 


Information about Canadians is normally protected by suppressing details that 
may identify individuals or corporations in the context of personal or business 
information. Such details, whether suppressed or not, are referred to as 
"Canadian Identity Information" - CII. 


CII is normally suppressed in cyber defence reporting. Unsuppressed CII 
may be included in reports if necessary for recipients to use CSEC mitigation 
advice to protect their own networks. Under certain circumstances, and in 
consultation with DLS on a case-by-case basis, reports may contain 
unsuppressed CII if that CII is being utilized by a malicious foreign actor. 
Contact IPOC for further details; IPOC may engage Corporate and 
Operational Policy, as required. 


4.8 Relevancy CSEC must only use or retain data from a client's network that is relevant to 
of Information CSEC's Mandate. 
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4.9 
Essentiality —
Private 
Communications 
in MA 
Operations 


4.10 Access to 
and Storage of 
Information 


4.11 Retention 
Schedules 


4.12 Release 
Authority for 
CII 


4.13 Sharing 
with SIGINT 


A private communication may only be used or retained if essential to 
identify, isolate or prevent harm to GC computer systems or networks. Such 
information must be tracked in order to allow CSEC to fulfill Ministerial 
reporting requirements concerning use and retention. 


All information obtained or produced by CSEC during cyber defence 
activities must be safeguarded by appropriate access controls. 


Information obtained under part (b) authorities that is relevant, or in the case 
of a private communication, essential to identifying, isolating or preventing 
harm to GC computer systems or networks may be shared with, or made 
accessible to, Second Party counterparts. In some cases (see paragraph 4.7), 
there may not be a requirement to suppress CII obtained under part (b) 
authorities. IPOC and Corporate and Operational Policy must be consulted 
prior to sharing unsuppressed CII with Second Parties. 


Any information used in reporting going outside Second Party counterparts 
must be handled in accordance with formal arrangements with the Second 
Parties, e.g., action-on and suppressions. 


Retention and disposition schedules for data and other information are set by 
CIO in accordance with: 
• The Library and Archives of Canada Act 
• MAs (for those activities requiring an MA), and 
• MoUs or other formal agreements with federal institutions. 


DGPC is the authority for releasing CII suppressed from cyber defence 
activity reports. 


Data from cyber defence activities may be shared with SIGINT in accordance 
with appropriate Corporate and Operational Policy and ITS Security policy 
instruments. 
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4.14 Reports 
Having 
Multiple 
Sources 


4.15 Report 
Release 
Authorities 


Reports containing information obtained under different authorities (for 
example, cyber defence activities under MA, as well as activities without an 
MA) are subject to release restrictions detailed in activity-specific policy 
instruments, as well as the release levels noted in the following paragraphs. 


If the release levels (and recommendation levels) are different for each source 
(for example, due to the presence of CII or private communications in one of 
the sources), the higher level must sign. 


The following table sets out report release levels for release of cyber defence 
reports beyond CSEC. See activity-specific policy instruments for guidance 
on access to cyber defence reports within CSEC. 


All reports To the institution 
from which the 
information was 
obtained (with no 
further release) 


Reports containing 
• no CII (or CII 


allowed under 
paragraph 4.7), and 


• no private 
communications 


• private 
communications 
previously approved 
by DC ITS in other 
reports 


Reports containing 
suppressed CII but no 
private 
communications 
Reports containing 
private 
communications 


To any recipient, 
including or beyond 
the institution from 
which the 
information was 
obtained 


To any recipient 
beyond the 
institution from 
which the 
information was 
obtained 


Operational 
Supervisor 


Operation 
al 
Manager 
(or higher) 


Director I DG CDB 


Director DC ITS 
General 


Continued on next page 
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4.15 Report 
Release 
Authorities 
(continued) 


4.16 Release 
Authorities for 
Joint ITS-
SIGINT 
Reporting 


4.17 Release 
Authorities for 
Other Sources 


In the absence of the recommend or approval authorities, any other person 
officially acting in the referenced position or a higher management level 
(within the same authority hierarchy) may act as recommend or approval 
authority. 


Note: For cyber defence activities without an MA, the 
institution that requested assistance must authorize 
release of reports to other recipients. Release of reports 
containing a private communication is limited. 


See activity-specific policy instruments for details on 
whether report release beyond the institution that 
requested assistance is permitted. 


The sign-off authority for reports based on data acquired under both IT 
Security and SIGINT authorities will be determined on a case-by-case basis, 
in consultation with IPOC and SPOC. 


Open Source 
Reports based on open-source information are approved by operational 
managers; this may be delegated to operational supervisors. 


IRRELEVANT 


Other Sources 
Release authorities for reports based on any other sources must be determined 
by the relevant Director, in consultation with IPOC and Corporate and 
Operational Policy. 
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5. PRIVACY INCIDENTS REPORTING 


5.1 Privacy 
Incidents 
Reporting at 
CSEC 


A privacy incident occurs when the privacy of a Canadian is put at risk in a 
manner that runs counter to, or is not provided for in, an operational policy. It 
is inevitable that, given the nature of CSEC operations, incidents related to 
privacy will occur. It is CSEC's responsibility to report and document those 
incidents in order to demonstrate compliance with its operational policies and 
legal requirements, and to prevent further incidents. 


Examples of privacy incidents may include: 
• inadvertently including CII in a SIGINT or a cyber defence report 
• unknowingly targeting a Canadian or any person in Canada 
• improper access controls on an electronic folder that contains a private 


communication that was intercepted under MA 
• improper deletion of information or data that might include information 


about Canadians or CII, or 
• an unforeseen technical error that makes a limited access database more 


widely accessible for a period of time. 


CSEC has created a central record of privacy incidents to track and 
demonstrate CSEC's commitment to protecting privacy, improving internal 
practices, ensuring transparency, and enhancing public confidence in CSEC. 


If an analyst in SIGINT or IT Security believes that a privacy incident has 
occurred, he or she must follow the steps in this table: 


Analyst brings the incident to the attention of supervisor 
2 Supervisor • notifies the manager, director, and either IPOC or SPOC, as appropriate, 


as soon as possible 
• must consult with IPOC or SPOC to determine what immediate steps 


must be taken to investigate and address the situation 


Note: In DGPC, supervisors should notify and consult 
Corporate and Operational Policy. 


Continued on next page 
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1 


3 • SPOC 
• IPOC 


• notifies Corporate and Operational Policy of the incident and actions 
• provides summary of the incident and mitigation to the Manager, 


Corporate and Operational Policy, who maintains the central file for 
Director, Disclosure, Policy and Review (formerly Director, Corporate 
and Operational Policy) follow-on briefing or action, as appropriate 
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6. REVIEW 


6.1 Review 


6.2 CSE 
Commissioner 


6.3 External 
Review: 
Information 
Requirements 


CSEC activities are subject to internal and external review for policy 
compliance and lawfulness. 


Pursuant to section 273.63 of the NDA, the CSE Commissioner plays a key 
role in providing independent, external review of CSEC activities. The 
Commissioner's mandate is to: 
• review CSEC activities to ensure that they are lawful, including a review of 


CSEC activities conducted under MAs 
• carry out investigations where necessary in response to a complaint 
• inform the Minister and the Attorney General of Canada of any CSEC 


activity that the Commissioner believes may not be in compliance with the 
law, and 


• report annually to the Minister. 


In executing the Commissioner's mandate, staff from the Office of the CSE 
Commissioner has access to CSEC staff, documentation and material (except 
those subject to Cabinet Confidence or to solicitor-client privilege). All 
requests from the Commissioner's staff are coordinated at CSEC by the 
External Review team (via email: 


CSEC staff must ensure that all relevant documentation is entered into 
corporate system of record. When information is requested by external 
reviewers, CSEC is better placed to demonstrate evidence of its legal and 
policy compliance when it is able to retrieve and make available records that: 
• demonstrate compliance with authorities and any associated conditions or 


constraints (for example, legal, MD, MA, policy, etc.) that could have 
lawfulness or privacy implications 


• record management decisions and rationales, especially those related to 
operational, legal, and policy issues 


• provide a record of management decisions 
• confirm that supervisors and managers are monitoring compliance with 


conditions established in authority documents, and 
• demonstrate CSEC's identification of any non-compliance issues and 


associated corrective actions (for example, Privacy Incidents File). 
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7. ACCOUNTABILITY FOR OPS-1 


7.1 This table outlines accountabilities for revising, reviewing, recommending 
Accountability and approving this document. 


DC SIGINT • Approve revisions to Chapters 1, 2, 3, 5, 6, 7 
and 8 


DC IT Security • Approve revisions to Chapters 1, 4, 5, 6, 7 
and 8 


DGPC • Recommend for approval 
General Counsel, 
Directorate of Legal 
Services 


• Provide legal advice, when requested 
• Review for legal compliance 


Director, Disclosure, 
Policy and Review 


• Review for consistency with the policy 
framework 


Corporate and Operational 
Policy Section 


• Revise 
• Respond to related questions 


7.2 References • 


• 


• 


• 


• 


• 


• 


• 


• 


• 


• 


National Defence Act, Part V.1 
Access to Information Act 
Criminal Code of Canada 
CSIS Act 
Financial Administration Act 
Library and Archives of Canada Act 
Privacy Act 
Most recent Ministerial Directive on 
Most recent Ministerial Directive on 
Most recent Ministerial Directive on 
Most recent Ministerial Directive on 
Enforcement and Security Agencies 


CSE's Accountability Framework 
the Collection and Use of Metadata 
the Privacy of Canadians 
Assistance to Federal Law 


• OPS-1-1, Procedures for the Release of Suppressed Information from 
SIGINT Reports 


• OPS-1-6, Operational Procedures for Naming and Releasing Identities in 
Cyber Defence Reports 


• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 
• OPS-1-10, Operational Procedures for Metadata Analysis 


Continued on next page 
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7.2 References 
(continued) 


7.3 Enquiries 


7.4 
Amendments 


7.5 Records 
Management 


• OPS-1-11, Retention Schedules for SIGINT Data 
• OPS-1-13, Procedures for 


Activities 
• OPS-1-14, Operational Procedures For Cyber Defence Operations 


Conducted Under Ministerial Authorization 
• OPS-1-15, Operational Procedures for Cyber Defence Activities Using 


System Owner Data 
• OPS-3-1, Operational Procedures for 


Activities 
• IRRELEVANT 


• ORG-2-1, Procedures for Obtaining and Enabling Access to Ministerial 
Directives and Ministerial Authorizations 


• ORG-2-2, Procedures for Handling Documents Related to CSE Activities 
Conducted Under a Ministerial Authorization 


• CSOI-4-1, SIGINT Reporting 
• CSOI-4-2, Producing Gists for Indications and Warning Purposes 
• CSOI-4-4, Targeting and Selector Management Using National 


SIGINT Systems for Intelligence Reporting Purposes 


All questions related to this policy should be directed to operational 
Managers, who in turn will contact Corporate and Operational Policy staff 
when necessary. 


Situations may arise where amendments to this policy are required because of 
changing or unforeseen circumstances. Such amendments will be 
communicated to relevant staff and will be posted on the Corporate and 
Operational Policy website. 


CSEC must establish and maintain a separate corporate file for each activity 
or class of activities undertaken under the authority of an MA issued pursuant 
to subsections 273.65(1) or 273.65(3) of the NDA. 
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8. DEFINITIONS 


8.1 Business 
Information 


8.2 Canadian 


8.3 Canadian 
Identity 
Information 
(CII) 


Business information is information of, from, or about a Canadian company 
(incorporated under the laws of Canada or a province) the disclosure of 
which: 
• could reasonably be expected to result in material financial loss or gain to, 


or could reasonably be expected to prejudice the competitive position of, 
the Canadian company, or 


• could reasonably be expected to interfere with contractual or other 
negotiations of the Canadian company. 


In some situations this may apply to GC entities (e.g., crown corporations, 
special operating agencies, etc.). 


"Canadian" refers to 
a) a Canadian citizen, or 
b) a person who has acquired the status of permanent resident under the 


Immigration and Refugee Protection Act (IRPA) and who has not 
subsequently lost that status under that Act, or 


c) a corporation incorporated under an Act of Parliament or of the legislature 
of a province. 


(NDA, section 273.61) 


For the purposes of this policy, "Canadian organizations" arc also considered 
to be Canadian. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


CII refers to information that may be used to identify a Canadian person, 
organization, or corporation, in the context of personal or business 
information. CII includes, but is not limited to, names, phone numbers, email 
addresses, IP addresses, and passport numbers. 
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8.4 Contact 
Chaining 


8.5 CSEC 
SIGINT 
Collection 


8.6 Cyber 
Defence 
Activities 


8.7 Entity 


8.8 Foreign 


Contact Chaining refers to the method developed to enable the analysis, from 
information derived from the metadata, of communications activities or 
patterns to build a profile of communications contacts of various foreign 
entities of interest in relation to the foreign intelligence priorities of the GC, 
including the number of contacts to or from these entities, the frequency of 
these contacts, the number of times contacts were attempted or made, the time 
period over which these contacts were attempted or made as well as other 
activities aimed at mapping the communications of foreign entities and their 
networks. 


For the purposes of these policy, CSEC SIGINT collection refers to 
acquisition conducted by CSEC, with the assistance of the CFIOG, 
others when required, pursuant to paragraph 273.64(1)(a) of the NDA. It 
includes, but is not limited to: 


or 


CSEC SIGINT collection does not include Second Party collection (acquired 
by CSEC under paragraph 273.64(1)(a) of the NDA, or 
(conducted under paragraph 273.64(1)(c) of the NDA). 


Cyber defence activities are conducted to identify, isolate or prevent harm to 
systems or networks of importance to the Government of Canada. 


An entity is a person, group, trust, partnership, or fund or an unincorporated 
association or organization and includes a state or political subdivision or 
agency of a state (NDA, section 273.61). 


In the context of the NDA and the Canadian Security Intelligence Service Act 
(CSIS Act), "foreign" refers to non-Canadian. However, for targeting 
purposes, by convention, CSEC treats SIGINT allies (i.e., the US, UK, 
Australia and New Zealand) as non-foreign. 
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8.9 Foreign 
Intelligence 


8.10 Global 
Information 
Infrastructure 
(GII) 


8.11 "In 
Canada" 


8.12 
Information 
about 
Canadians 


8.13 Integree 


8.14 Metadata 


Foreign intelligence is information or intelligence about the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist 
group, as they relate to international affairs, defence or security. (NDA, 
section 273.61) 


GII includes electromagnetic emissions, communications systems, 
information technology systems and networks, and any data or technical 
information carried on, contained in, or relating to those emissions systems 
and networks. (NDA, section 273.61) 


Canada's territory, internal waters, territorial sea (i.e., up to the 12 nautical 
mile limit), and the associated airspace. 


For the purposes of this document, information about Canadians has two 
meanings. 
RRELEVANT 


IRRELEVANT 


RRELEVANT the term "information about Canadians" refers to: 
• any personal information about a Canadian, or 
• business information about a Canadian corporation (as defined in section 


20(1) of the Access to Information Act (see Annex 2)). 


An integree is a person seconded to CSEC from one of CSEC's cryptologic 
partner organizations. 


Metadata is defined as information associated with a telecommunication to 
identify, describe, manage or route that telecommunication or any part of it as 
well as the means by which it was transmitted, but excludes any information 
or part of information which could reveal the purport of a telecommunication, 
or the whole or any part of its content. 
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8.15 
Ministerial 
Authorization 
(MA) 


8.16 Network 
Analysis and 
Prioritization 


8.17 Personal 
Information 


8.18 Private 
Communication 


An MA is an authorization provided in writing by the Minister of National 
Defence (the Minister) to CSEC to ensure that CSEC is not in contravention 
of the law if, in the process of conducting its foreign intelligence or IT 
security operations, it should intercept private communications. MAs may be 
granted in relation to an activity or class of activities specified in the 
authorization pursuant to 
• sub-section 273.65(1) of the NDA for the sole purpose of obtaining foreign 


intelligence, or 
• sub-section 273.65(3) of the NDA for the sole purpose of protecting the 


computer systems or networks of the GC. 


When such an authorization is in force, Part VI of the Criminal Code does not 
apply in relation to an interception of a private communication, or in relation 
to a communication so intercepted. 


Network Analysis and Prioritization refers to the method developed to 
understand the GII, from information derived from metadata, in order to 
identify and determine telecommunication links of interest to achieve the GC 
foreign intelligence priorities. This method involves the acquisition of 
metadata, 


Personal information is defined in the Privacy Act as "information about an 
identifiable individual that is recorded in any form". See Annex 1 for the 
complete definition. 


A private communication is "any oral communication, or any 
telecommunication, that is made by an originator who is in Canada or is 
intended by an originator to be received by a person who is in Canada and 
that is made under circumstances in which it is reasonable for the originator 
to expect that it will not be intercepted by any person other than the person 
intended by the originator to receive it, and includes any radio-based 
telephone communication that is treated electronically or otherwise for the 
purpose of preventing intelligible reception by any person other than the 
person intended by the originator to receive it". (Criminal Code, section 
183) 
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8.19 Second 
Party 


8.20 Secondee 


8.21 Selectors 


8.22 SIGINT 
Privacy 
Annotations 


8.23 SIGINT 
Reports 


Second Party refers to CSEC's counterparts: the US National Security 
Agency (NSA), the UK Government Communications Headquarters 
(GCHQ), Australia's Defence Signals Directorate (DSD), and New Zealand's 
Government Communications Security Bureau (GCSB). 


A secondee is an individual who is temporarily moved from another GC 
entity or private organization to CSEC and who at the end of the assignment 
returns to the originating organization. 


Selectors are terms identifying a SIGINT target that may include a name, 
IP or e-mail address, facsimile or 


tele shone number, or other al • hanumeric character stream 
for the purpose of 


indentifying traffic that relates to national foreign intelligence requirements 
and isolating it for further processing. 


SIGINT Privacy Annotations are markings applied to SIGINT traffic in traffic 
repositories for the purpose of identifying private communications, 
communications of Canadians located outside Canada, solicitor-client 
communications, and information about Canadians to be retained or deleted. 
It is the responsibility of analysts whose functions are directly related to the 
production of SIGINT reports to annotate appropriately SIGINT traffic that is 
recognized as falling into one of the categories described above (see Annex 
3). 


Reports that are based on SIGINT and linked to a GC intelligence 
requirement (GCR). They include, but are not limited to: 


• Advance Reports: informal, partially vetted SIGINT end-product 
containing information that requires further analysis; they are intended as 
vehicles for timely reporting of highly perishable intelligence. (See CSOI 
4-1, SIGINT Reporting.) 


• End-products (a.k.a. SIGINT end-product; end-product reports): issued in 
response to a GCR. End-products conform to established reporting 
standards. 


• Technical SIGINT Reports, such as Cryptologic/Communications 
Information Reports (CIR) and 


: they are usually issued solely to SIGINT producers, and 
intended to aid in the further collection of SIGINT. 


Continued on next page 
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8.23 SIGINT 
Reports 
(continued) 


8.24 Solicitor-
Client 
Communications 


8.25 
Suppressed 
Information 


• Gists, which consist of raw and often unassessed SIGINT: relate to 
indications and warnings in connection with certain SIGINT targets. They 
are serialized and released using (See CSOI-4-2, 
Producing Gists for Indications and Warning Purposes.) 


For the purpose of these policy, a solicitor-client communication means any 
communication that is directly related to the seeking, formulating or giving 
of legal advice or legal assistance between a client and a person authorized to 
practice as a lawyer or a notary in the province of Quebec or as a barrister or 
solicitor in any territory or other province of Canada, or any person 
employed in the office of such lawyer, notary, barrister or solicitor. 


Suppressed information is defined as information excluded from a SIGINT 
end-product or technical report or an IT Security cyber defence report because 
it may reveal the identity of a Canadian or US/UK/AUS/NZ entity. 
Suppressed information is stored in a limited-access database or system and is 
replaced in the report by a generic term. 


Information that is suppressed includes, but is not limited to, personal 
identifiers such as names, passport information, 
addresses, phone numbers and IP addresses, 


email 


FYI: For SIGINT reports, see OPS-1-7, SIGINT Naming 
Procedures. For IT Security cyber defence reports, see 
OPS-1 -6, Operational Procedures for Naming and 
Releasing Identities in Cyber Defence Reports. 


8.26 Targeting To single out for collection or interception purposes. 
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Annex 1 - Personal Information 


Definition of Personal Information in the Privacy Act 


"Personal information" means information about an identifiable individual that is recorded in any 
form including, without restricting the generality of the foregoing, 


(a) information relating to the race, national or ethnic origin, colour, religion, age or marital 
status of the individual, 


(b) information relating to the education or the medical, criminal or employment history of the 
individual or information relating to financial transactions in which the individual has been 
involved, 


(c) any identifying number, symbol or other particular assigned to the individual, 


(d) the address, fingerprints or blood type of the individual, 


(e) the personal opinions or views of the individual except where they are about another 
individual or about a proposal for a grant, an award or a prize to be made to another individual 
by a government institution or a part of a government institution specified in the regulations, 


(f) correspondence sent to a government institution by the individual that is implicitly or 
explicitly of a private or confidential nature, and replies to such correspondence that would 
reveal the contents of the original correspondence, 


(g) the views or opinions of another individual about the individual, 


(h) the views or opinions of another individual about a proposal for a grant, an award or a prize 
to be made to the individual by an institution or a part of an institution referred to in paragraph 
(e) but excluding the name of the other individual where it appears with the views or opinions of 
the other individual, and 


(i) the name of the individual where it appears with other personal information relating to the 
individual or where the disclosure of the name itself would reveal information about the 
individual, 


but, for the purposes of sections 7, 8 and 26 and section 19 of the Access to Information Act, 
does not include 


(j) information about an individual who is or was an officer or employee of a government 
institution that relates to the position or functions of the individual including, 
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(i) the fact that the individual is or was an officer or employee of the government 
institution, 
(ii) the title, business address and telephone number of the individual, 
(iii) the classification, salary range and responsibilities of the position held by the 
individual, 
(iv) the name of the individual on a document prepared by the individual in the course of 
employment, and 
(v) the personal opinions or views of the individual given in the course of employment, 


(k) information about an individual who is or was performing services under contract for a 
government institution that relates to the services performed, including the terms of the contract, 
the name of the individual and the opinions or views of the individual given in the course of the 
performance of those services, 


(T information relating to any discretionary benefit of a financial nature, including the granting 
of a licence or permit, conferred on an individual, including the name of the individual and the 
exact nature of the benefit, and 


(m) information about an individual who has been dead for more than twenty years. 
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Annex 2 — Business Information 


Definition of Business Information in the Access to Information Act 


20. (1) ... the head of a government institution shall refuse to disclose any record requested 
under this Act that contains 


(a) trade secrets of a third party; 


(b) financial, commercial, scientific or technical information that is confidential information 
supplied to a government institution by a third party and is treated consistently in a 
confidential manner by the third party; 


(c) information the disclosure of which could reasonably be expected to result in material 
financial loss or gain to, or could reasonably be expected to prejudice the competitive 
position of, a third party, or; 


(d) information the disclosure of which could reasonably be expected to interfere with 
contractual or other negotiations of a third party. 


2 In this instance "third party" refers to a business or corporation vs. the accepted CSEC usage of "non-Five-Eyes". 
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Annex 3 — SIGINT Privacy Annotations and Accountability Markings 


SIGINT Privacy Annotations are to be applied onl lo traffic from C S EC and Second Party collection (part "a" of the Nlantlatc) sources. See OPS-3-1 for details related to 
traffic and SIGINT Privacy Annotations. 


Note: In cases where CSEC has intentionally created a cop) (or copies) of a traffic item in several traffic databases, each cop:‘ must be annotated. Duplicates that have not been 
viewed are exempt from this requirement. 


Source 


Essentiality


Annotation 


If  eon physically located i 


Contains Fl essential to 
international affairs, defence or 
security of Canada 


INCA 


Not csscntialil annotate 
for deletion 


INCAN 


If (Alec maakta C andina loeated .  . , 
vtt(~i le CM1(14 , 


Contains Fl essential to 
international affairs, defence 
or sccuritl.of Canada 


OUCA 


Not usual annotate for 
deletion 


OUCAN 


Both- n aztt t 


1 •,k ,


Contains Fl -‘cntial to 
international . Th irs, defence 
or security i t i anada 


None re uired 


4 


ki ttd one-tad t 
tttils 


tt 


Not essent ,utainsll essential to 
annotate for international affairs, defence or 
deletion security of Canada 


IACN AM 


See next page for Annotations. for Solicitor-Client communications 


This is a private communication, with geography being the determining factor (i.e., one of the communicants must be located in Canada. See paragraph 8.18 for the definition. Should an analyst recognize traffic where both the 
originator and the recipient are Canadians, or are both in Canada, or where one communicant is in Canada and the other is a Canadian located outside Canada, the traffic must be annotated for deletion. All associated selectors must 
be reviewed and SPOC must be notified; see paragraph 2.8. 
2 See paragraph 8.2 for the definition of a Canadian. 


There is no requirement to maintain statistics on these communications; however, for privacy reasons, those communications that do not contain FT essential to international affairs, defence or the security ofCanada are to be 
annotated for deletion 
4 Although this marking is not required under any MA, for accountability purposes one-end Canadian e-mail must be marked. 
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SOLICITOR-CLIENT ANNOTATIONS5


• ..... 


Essentiality 


f oi tuttll, IN 1111 ittly 1,1c4W 


Contains Fl essential to international affairs, defence: or 
security of Canada 


Not essential,: annotate for deletion 


UPS-I 
Effective Date: 1 December 2012 


Ortv w.C.AntalitareboiOally itycau,,t1 of it i,ic 


Contains:-'[ essential to international affairs, defence or 
security of Canada 


Nut e.scritial innia,ac deletion 


Annotation INCAS INCASN OUCAS OUCASN 


3 See paragraphs 3.5 and 3.8 lir definition and handling instructions related to solicitor-client communications 
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1. Introduction 


Policy Scope and Application 


1.1 Scope 


1.2 Objective 


These procedures govern CSEC's collection activities carried out 
under paragraph 273.64(1)(a) of the National Defence Act (NDA) (part (a) of 
the Mandate), which comprise: 


• 


• 


• 


• 


FYI: These procedures address-collection activities 
conducted under part (a) of the Mandate only. For activities 
conducted under 273.64(1)(c) of the NDA (part (c) of the 
Mandate), see OPS-4-1, Operational Procedures for 
Assistance to Law Enforcement and Security Agencies under 
Part (c) of the CSEC Mandate. For information on CSEC's 


activities, see OPS-3-


\ Note: The terms "collection" and "interception" have been 
redefined. For further information, see Chapter 8. 


The purpose of these procedures is to: 
• document the approval processes for conducting these programs' 
• prescribe an accountability trail for these activities 


Continued on next page 


In these procedures, the term "program" is to be read as encompassing or equating to the terms "activity" and/or 
"class of activities", where applicable. 
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1.2 Objective 
(continued) 


1.3 Policy 


• provide direction to those involved in these programs regarding the 
collection, use and retention of associated data acquired pursuant to 
Ministerial Directives (MDs)2 and Ministerial Authorizations (MAs), and 


• outline measures in place to protect the privacy of Canadians as required by: 
o paragraph 273.64(2)(b) of the NDA 
o the Ministerial Directive on the Privacy of Canadians 
o OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 


All CSEC SIGINT collection described herein, aimed at acquiring 
foreign intelligence (FI), must: 


• comply with the relevant laws of Canada, including the Charter of Rights 
and Freedoms, the Privacy Act, the Criminal Code, and the NDA 


• comply with all relevant MDs, including the 
o Ministerial Directive on the Privacy of Canadians 
o Ministerial Directive on the Collection and Use of Metadata 
o Ministerial Directive on CSE's Accountability Framework, and 
o Ministerial Directive on the Integrated SIGINT Operational Model 


• comply with the MA in force related to the specific activity or class of 
activities 


• comply with relevant policies and procedures 
• be directed against foreign entities located outside Canada and linked to 


Government of Canada (GC) intelligence priorities 
• be subject to measures to protect the privacy of Canadians in the use and 


retention of intercepted information, and 
• be carried out only with the knowledge and approval of CSEC 


management. 


Continued on next page 


2 Throughout these procedures, each reference to a MD is a reference to the most recent edition of that MD. 
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1.3 Policy 
(continued) 


1.4 Involvement 
of other GC 
Departments or 
Agencies 


1.5 Application 


1.6 Previous 
Procedures 


CSEC may work with the Canadian Forces Information Operations Group 
(CFIOG), or other GC departments or agencies, while undertaking any 


collection activity described in these procedures. 


These procedures apply to CSEC and CFIOG staff, secondees, contractors, 
integrees and any other parties who are involved in, or make use of data from, 
any of the following programs conducted under the authorities noted in this 
chapter: 


These procedures supersede OPS-1-13, Procedures for Canadian• 
dated 1 


December 2010. 
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Legal Authorities 


1.7 Authorities CSEC conducts its collection activities under the authority of: 


• paragraph 273.64(1)(a) of the NDA, which directs CSEC "to acquire and 
use information from the global information infrastructure for the purpose 
of providing foreign intelligence, in accordance with Government of 
Canada intelligence priorities" 


• the Ministerial Directive on the Collection and Use of Metadata, and 
• a valid MA.3


1.8 Privacy 
Protection 
Measures 


1.9 MA 
Conditions and 
Requirements 


All activities conducted pursuant to part (a) of the Mandate must: 


• not be directed at Canadians anywhere or any person in Canada, and 
• be subject to measures to protect the privacy of Canadians in the use and 


retention of intercepted information. 


In issuing an MA, the Minister of National Defence ("the Minister") requires 
that the following conditions be met: 


• the interception will be directed at foreign entities located outside Canada 
• the information to be obtained could not reasonably be obtained by other 


means 
• the expected foreign intelligence value of the information that would be 


derived from the interception justifies it, and 
• satisfactory measures are in place to protect the privacy of Canadians and 


to ensure that private communications will only be used or retained if they 
are essential to international affairs, defence or security. 


The Minister also requires special handling of solicitor-client communications 
(see the related paragraph in OPS-1). 


3 Because the collection programs governed by these procedures may result in the interception of private 
communications, each program may be conducted only with a valid MA issued pursuant to subsection 273.65(1) of 
the NDA. An MA authorizes CSEC, lor the CFIOG, as applicable, to intercept private 
communications acquired through the class of activities described in the MA for that program. Private 
communications may be intercepted for the sole purpose of obtaining foreign intelligence in accordance with GC 
intelligence priorities. 
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1.10 Informing Information Relating to Private Communications and Solicitor-Client 
the Minister Communications 


The MAs in force for the SIGINT programs described in these procedures 
require that CSEC record and report to the Minister information relating to 
private communications and solicitor-client communications. (See paragraph 
5.1 for more information.) 


Serious Issues (MA-related) 


The Chief, CSEC must also report to the Minister when any serious issue 
arises in the implementation of the MAs, including but not limited to a 
sustained substantial decrease in the value of these sources of foreign 
intelligence, or any sustained major increase in recognized private 
communications or solicitor-client communications. All such serious issues 
are to be reported as soon as possible to SIGINT Programs Oversight and 
Compliance (SPOC) and Corporate and Operational Policy (D2). Where there 
is no such issue, an explicit statement to this effect must be inserted in the 
report to the Minister referred to in para 5.1. 


Serious Issues (Not MA-related) 


Whenever there is a serious issue which may not be related to an MA, it is to 
be reported as soon as possible to SIGINT Programs Oversight and 
Compliance (SPOC) and to Corporate and Operational Policy (D2). In this 
context, a "serious issue" is any issue, event or development pertaining to 
Canadian collection activities which could represent or lead to non-
compliance with para's 1.3,1.8 or 1.9 of these procedures, or otherwise have 
potential implications for lawfulness, privacy or Ministerial reporting. 
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2. DESCRIPTION OF COLLECTION PROGRAMS 


2.1 General 


2.2 
Program 
Description 


2.3 


This chapter describes each of the four collection programs. 


Continued on next page 
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2.3 
(continued) 


2.4 
SIGINT 
Development 
Activities 


Continued on next page 
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2.4 
SIGINT 
Development 
Activities 
(continued) 


2.5 
SIGINT 
Development: 
Metadata 
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2.6 


Program 
Description 


is protected 
under ECI 


2.7 


Program 
Description 


2.8 


Program 
Activities 


2.9= 
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2.10 


2.11 


2.12 
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2.13 
Description of 


2.14 
-Activities 
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3. APPROVAL PROCESS FOR COLLECTION 
ACTIVITIES 


3.1 
Introduction 


3.2 Approval 
Process - all 
programs 


3.3 Additional 
Approvals 
Required for 


This chapter describes the approval process for all CSEC collection 
activities. 


The approval process for conducting collection activity, including, 
where applicable, and SIGINT Development, is normally initiated 
by the submission to of an intelligence requirement by CSEC SIGINT 
staff or CFIOG staff. Approval to conduct collection activity aimed at 
responding to the intelligence requirement is then requested through the 
submission to of an Activity Authorization Request (AAR), unless it 
can be conducted under an existing approval. Director, SIGINT Requirements 
is responsible to promulgate detailed guidance on the AAR approval process, 
subject to the provisions of these procedures. (The detailed guidance can be 
found on the SPOC website, under "Quick References".) 


All collection activities must be reviewed and approved by both the 
Director, SIGINT Requirements and Director, Approval can 
be given on either an annual or a case-by-case basis, in accordance with 
detailed guidance promulgated by the Director, SIGINT Requirements. 


In the absence of the Director, SIGINT Requirements or the Director, 
anyone acting officially in these positions or at a higher management 


level may act as approval authority. No downward delegation is permitted. 


• the Minister of National Defence 


The Director, SIGINT Requirements is responsible to promulgate detailed 
guidance regarding these additional approvals and the process for requesting 
them. 
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3.4 Additional 
Approvals 
Required for 


All require approval by senior 
CSEC officials. The Director, SIGINT Requirements is responsible to 
promulgate detailed guidance regarding these additional approvals and the 
process for requesting them. 
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4. DATA COLLECTION - ALL PROGRAMS 


Collection — Traffic 


4.1 Targeting 
Rules: 
Canadians 


Collection must not be directed against Canadians located anywhere, or 
against anyone located in Canada. 


Selectors 
For targeting purposes, selectors must meet the definition of the term 
"metadata" in the Ministerial Directive on the Collection and Use of 
Metadata. 


Consequently, a selector can only be used to collect a communication where 
CSEC is satisfied that it is foreign and relates to the external component of 
the communication — that is, a foreign telephone number, internet protocol 
(IP) address or e-mail address, etc. 


Selectors are obtained from a number of sources including, but not limited to: 
• open source information 
• analysis of previous SIGINT collection, and 
• information provided by SIGINT clients, allies and partner intelligence 


agencies (e.g. HUMINT). 


Targeting 
Prior to any targeting and before collection systems are tasked to collect 
communications, CSEC personnel must be satisfied, based on all the 
information that CSEC has available to it at the time, that the proposed 
selectors are associated with a foreign entity located outside Canada, and 
relate to a GC intelligence priority. Once satisfied of this, analysts may 
submit selectors to for targeting. 


staff must review submitted selectors prior to forwarding them to the 
collection system(s). Once staff has validated that the selector is 
properly formatted, directed at a foreign entity located outside of Canada, and 
that it is related to a GC intelligence priority, the selector is forwarded to the 
collection system(s). 
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4.2 Inadvertent 
Targeting of 
Canadians 


4.3 Targeting 
Rules: Second 
Parties 


4.4 Cyber 
Threat 
Detection 


Refer to OPS-1 for the actions to be taken in the event that a Canadian 
anywhere or anyone located in Canada is inadvertently targeted, or in the 
unlikely event that communications having both the originator and the 
recipient in Canada are intercepted. 


The relationship among the Five-Eyes SIGINT agencies is based on the 
Canada-US. COMINT Agreement, the British-US. Communication 
Intelligence Agreement, and other conventions where the agencies recognize 
each other's state sovereignty and show respect for each other's laws by 
pledging not to target one another's communications. 


Collection — Metadata 


4.5 Collection CSEC acquires telecommunications-related information used to identify, 
Rules describe, manage or route all or part of the telecommunication ("metadata"), 


to gain a better understanding of the global information infrastructure (GII) 
and identify new targets. 


This activity, also authorized under paragraph 273.64(1)(a) of the NDA, does 
not require an MA and is conducted in accordance with the Ministerial 
Directive on the Collection and Use of Metadata. 
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5. DATA USE AND RETENTION — ALL PROGRAMS 


Use — Traffic 


5.1 SIGINT 
Privacy 
Annotations 


CSEC must record the following information and send a report to the 
Minister, within four months of the expiration of an MA or at any time 
upon request: 


• the number of recognized, intercepted private communications that are 
used or retained on the basis that they are essential to international 
affairs, defence or security 


• the number of recognized, intercepted solicitor-client communications 
that are used or retained on the basis that they are essential to 
international affairs, defence or security, and are in conformity with the 
legal advice received 


• the number of intelligence reports produced from the information 
derived from recognized, intercepted private communications, and 


• the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


CSEC traffic databases have been designed to generate the required 
statistics (regarding both private communications and solicitor-client 
communications) based on the privacy annotations, which must be made by 
analysts whose functions are directly related to the production of foreign 
intelligence reports. 


Privacy measures require that, in addition to private communications and 
solicitor-client communications, communications of Canadians located 
outside Canada and communications that contain information about 
Canadians anywhere also be annotated for destruction by analysts unless 
the information is essential to international affairs, defence or security. 
(See OPS-1 for determining essentiality and for handling solicitor-client 
communications.) 
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5.2 


5.3 ECI Control! 


5.4 Reporting SIGINT reports based on traffic collected by these programs must adhere to 
existing policy instruments, including: 


• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities 


• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 
• OPS-5-3, Write-to-Release (WTR) Procedures 
• CSSS-104, GAMMA Handling Standards (in draft) 
• CS01-4-1, SIGINT Reporting 


All other special handling or restricted distribution rules apply. 


'N\ Attention: Traffic derived from 
collection is eligible for WTR 


reporting provided that the information does not fall into 
one of the categories listed in the WTR Exemption List. 
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5.5 Report 
Classification 


5.6 Report 
Release 
Authorities 


5.7 Storage of 
Traffic 


5.8 Authority 
for Release of 
Suppressed 
information 


The table below specifies the minimum classification of SIGINT reports 
based on traffic collected by these programs. Additional sub-control system 
markings and dissemination control markings may be added as needed. 


SECRETHSI 
TOP SECREV/SI 
TOP SECRETHSI 
TOP SECRETHSI 


Sec OPS-1 for information on report release authorities. 


See OPS-1 for details on storing traffic that is a: 


• private communication 
• communication of a Canadian located outside of Canada, or 
• communication containing information about Canadians located anywhere. 


Corporate and Operational Policy (D2) is the authority for the release of 
suppressed information. See OPS-1-1, Procedures for Release of Suppressed 
Information from SIGINT Reports, for more information. 


Use — Metadata 


5.9 Searching 
Metadata 


CSEC may search any metadata acquired in the execution of its foreign 
intelligence acquisition programs for the purpose of providing any 
information or intelligence about the capabilities, intentions or activities of 
foreign entities as they relate to international affairs, defence or security. This 
may include any information related to protecting electronic information or 
information infrastructures of importance to the GC. 
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5.10 Using 
Metadata 


5.11 Using 
Metadata in 
Reports 


Metadata must be used only for the following purposes: 
• contact chaining 
• network analysis and prioritization 
• identifying new targets and target-associated selectors, which can be used: 


o at any time to intercept foreign communications (both ends foreign), or 
o to intercept private communications strictly where a duly issued MA is 


in effect, and in exact compliance with that MA 
• monitoring or identifying patterns of foreign malicious cyber activities to 


provide indications and warnings of actual or potential intrusions directed 
against infrastructures of importance to the GC. 


For additional information on contact chaining, see OPS-1-10, Procedures for 
Metadata Analysis 


See paragraphs 5.4, 5.5 and 5.6 of these procedures for guidance on the use of 
metadata in reports. 


Use — Unknown Data 


5.12 Use of 
Unknown Data 


Samples of unknown data may be copied and sent to where it 
is technically analyzed in a strictly controlled environment to make it 
intelligible to persons or systems. If the data is successfully processed, 
metadata may be extracted and retained in accordance with these procedures; 


(subject to the targeting rules 
in paragraph 4.1), and any results obtained may be retained and handled in 
accordance with these procedures. 


Access to unknown data must be authorized by the Director, 
and must be limited to those conducting the signals and network analysis as 
well as decryption. When analysis assistance is required, the Manager, 
SIGINT Programs Oversight and Compliance (SPOC) may authorize the 
sharing of unknown data with SIGINT counterparts at CSEC and Second 
Parties. 
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Retention 


5.13 Retention See OPS-1-11, Retention Schedules for SIGINT Data. 
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6. DATA SHARING - ALL PROGRAMS 


6.1 Sharing 
Data with 
Second Parties Second Parties may 


submit selectors to These selectors are subject to the targeting rules in 
paragraph 4.1. 


Data acquired as a result of such targeting to Second Parties as 
requested. CSEC must retain an archived copy of all data forwarded to 
Second Parties. 


Second Parties have implemented measures to protect the privacy of 
Canadians in the handling and reporting of foreign intelligence that relate to 
private communications, communications of Canadians located outside 
Canada, and information about Canadians anywhere. These measures 
include: 
• suppression of Canadian identity information in SIGINT reports, in 


accordance with CSEC naming procedures, and 
• consultation with CSEC prior to release of sensitive reports containing 


information about Canadians. 
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6.2 Sharing 
Metadata with 
Second Parties 


6.3 Sharing 
Metadata with 
Second Parties: 


As part of normal data exchanges with Second Parties, may share 
metadata provided that all metadata known to be associated with Canadians 
located anywhere or persons located in Canada is altered by CSEC prior to 
sharing so that it is impossible to identify individuals to whom the 
information relates. Disclosure of any unaltered versions of metadata are 
subject to specific requests to Corporate and Operational Policy, and such 
requests shall be granted strictly in accordance with criteria outlined in 
CSEC's operational procedures. CSEC must retain an archived copy of all 
metadata forwarded to Second Parties. 


Attention: Sharing metadata and traffic 
\ ,\N with Second Parties is subject to the terms and conditions 


of the Five-Eyes agreement. 


may be forwarded to 
Second Parties provided that all metadata known to be associated with 
Canadians located anywhere or persons located in Canada is altered by 
CSEC prior to sharing so that it is impossible to identify individuals to whom 
the information relates. 


6.4 Subject to approval from the Director, SIGINT 


Related handling instructions will be issued on 


Requirements, CSEC may 


a case-by-case basis. 
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6.5 
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7. ACCOUNTABILITY FOR OPS-1-13 


7.1 This table outlines the accountabilities for revising, reviewing, recommending 
Accountability and approving this document. 


7.2 References 


Deputy Chief, SIGINT • Approves 
Director General, Policy and 
Communications 


• Approves 


General Counsel, Directorate 
of Legal Services 


• Reviews to ensure compliance with the 
law 


Director, Disclosure, Policy 
and Review 


• Reviews for consistency with the policy 
framework 


Manager, Corporate and 
Operational Policy 


• Revises 
• Answers questions 


• National Defence Act 
• Privacy Act 
• Ministerial Directive on CSE' s Accountability Framework 
• Ministerial Directive on the Collection and Use of Metadata (November 


2011 
• Ministerial Directive on Privacy of Canadians 
• Ministerial Directive "Integrated SIGINT Operational Model" (2004) 
• Ministerial Authorization on CSE Collection Activities in 


force 
• Ministerial Authorization on n force 
• (2009) 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• OPS-1-1, Procedures for Release of Suppressed Information from SIGINT 


Reports 
• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 
• OPS-1-8, Operational Procedures for Policy Compliance Monitoring to 


Ensure Legal Compliance and the Protection of the Privacy of Canadians 
• OPS-1-10, Procedures for Metadata Analysis 


Continued on next page 
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7.2 References 
(continued) 


7.3 Enquiries 


7.4 
Amendments 


• OPS-1-11, Retention Schedules for SIGINT Data 
• OPS-2-1, Operational Procedures for Sanitizations and Actions-On 
• OPS-3-1, Operational Procedures for 


Activities 
• OPS-5-3, Write-to-Release Procedures 
• CS01-4-1, SIGINT Reporting 
• CS01-4-4, Targeting and Selector Management Using National 


SIGINT Systems For Intelligence Reporting Purposes 


Questions related to these procedures should be directed to operational 
managers, who in turn will contact Corporate and Operational Policy staff 
when necessary. 


Situations may arise where amendments to these procedures are required 
because of changing or unforeseen circumstances. Such amendments will be 
communicated to relevant staff, and will be posted on the Corporate and 
Operational Policy website. 


7.5 Review Canadian 
activities, including relevant policies and procedures, are subject to policy 
compliance monitoring (see OPS-1-8, Operational Procedures for Policy 
Compliance Monitoring to Ensure Legal Compliance and the Protection of 
the Privacy of Canadians), and to audit or review by DGAEE and various 
external review bodies. 


7.6 Records 
Management 


See ORG-2-2, Procedures for Handling Documents Related to CSE Activities 
Conducted Under a Ministerial Authorization, for information on the 
requirement to establish and maintain a separate corporate file for each 
activity or class of activities undertaken under the authority of an MA issued 
pursuant to subsection 273.65(1) of the NDA. 
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8. Definitions 


8.1 Activity 
Authorization 
Request (AAR) 


8.2 


8.3 British-U.S. 
Communication 
Intelligence 
Agreement 


An AAR is a proposal forte,SIGINT Development or collection 
connected to the collection 
programs. It is prepared by based on a request and an intelligence 
requirement received from CFIOG, CSEC staff, or a Second Party. It includes 
the following information: 
• intelligence requirement/GCRs 
• collection source as applicable, against 


which the activity will take place 
target details, if available 
targeting and collection handling procedures 


options, and 


• 
• 
• 


• sponsoring element(s). 


The British-US. Communication Intelligence Agreement (dated 1946) 
governs the relations of the two parties in Communication Intelligence 
(COMINT) matters relating to the exchange of foreign communications 
products, information on methods and techniques, third party agreements, 
and dissemination and security. 
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8.4 Canadian 


8.5 Canada-US 
COMINT 
Agreement 


"Canadian" refers to 
a) a Canadian citizen, or 
b) a person who has acquired the status of permanent resident under the 


Immigration and Refugee Protection Act, and who has not 
subsequently lost that status under that Act, or 


c) a corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


(NDA, paragraph 273.61) 


For the purpose of these procedures, "Canadian organizations" are also 
accorded the same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


In 1949, the Canada-ES. COMINT Agreement established the relationship 
between the Canadian Communications Research Committee (now known as 
CSEC) and the United States Communication Intelligence Board (now known 
as NSA) regarding COMINT. 
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8.6 Collection 


8.7 Contact 
Chaining 


For the purposes of these procedures, collection has two meanings. With 
respect to private communications, collection is the process of acquiring data 


With respect 
to all other communications, collection is the process of acquiring data= 


and subsequently 
forwarding it to the traffic repository. 


Contact chaining means the method developed to enable the analysis, from 
information derived from metadata, of communications activities or patterns 
to build a profile of communications contacts of various foreign entities of 
interest in relation to the foreign intelligence priorities of the GC, including 
the number of contacts to or from these entities, the frequency of these 
contacts, the number of times contacts were attempted or made, the time 
period over which these contacts were attempted or made as well as other 
activities aimed at mapping the communications of foreign entities and their 
networks. 


8.8 Data Data is defined as traffic and bulk unselected metadata, and unknown data 
acquired from the Gil. 


8.9 Dictionary For the purpose of these procedures, a dictionary is 


8.10 Entity 


8.11 


based on 
approved keywords (selectors). 


An entity is a person, group, trust, partnership, or fund or an unincorporated 
association or organization and includes a state or political subdivision or 
agency of a state. (NDA, section 273.61) 
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8.12 
Exceptionally 
Controlled 
Information 
(ECI) 


8.13 Foreign 
Intelligence 


8.14 


8.15 


8.16 Global 
Information 
Infrastructure 
(GII) 


ECI is a sub-control system of the COMINT control system that provides 
additional protection for very sensitive SIGINT operations. The operations' 
sensitivity can relate to 


Foreign intelligence is information or intelligence about the capabilities, 
intentions or activities of a foreign individual, state, organization or terrorist 
group, as they relate to international affairs, defence or security. (NDA, 
section 273.61) 


The GII includes electromagnetic emissions, communications systems, 
information technology systems and networks, and any data or technical 
information carried on, contained in, or relating to those emissions systems or 
networks. (NDA, section 273.61) 


8.17 In Canada "In Canada" refers to Canada's territory, internal waters, territorial sea (i.e. up 
to the 12 nautical mile limit), and the associated airspace. 
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8.18 
Information 
about 
Canadians 


8.19 


Information about Canadians includes: 
• any personal information about a Canadian, or 
• any business information about a Canadian corporation. 


8.20 Integree An integree is a person seconded to CSEC from one of CSEC's cryptologic 
partner organizations. 


8.21 For the purposes of these procedures, interception occurs when a private 
Interception communication is selected from a and is forwarded to the 


traffic repository. 


8.22 Metadata 


8.23 Ministerial 
Authorization 
(MA) 


Metadata is defined as information associated with a telecommunication to 
identify, describe, manage or route that telecommunication or any part of it as 
well as the means by which it was transmitted, but excludes any information 
or part of information which could reveal the purport of a telecommunication, 
or the whole or any part of its content. 


An MA is an authorization provided in writing by the Minister of National 
Defence (the Minister) to CSEC to ensure that CSEC is not in contravention 
of the law if, in the process of conducting its foreign intelligence or IT 
security operations, it should intercept private communications. MAs may be 
granted in relation to an activity or class of activities specified in the 
authorization pursuant to 
• subsection 273.65(1) of the NDA for the sole purpose of obtaining foreign 


intelligence, or 
• subsection 273.65(3) of the NDA for the sole purpose of protecting the 


computer systems or networks of the GC from mischief, unauthorized use 
or interference, in the circumstances specified in paragraph 184(2)(c) of the 
criminal code. 


When such an authorization is in force, Part VI of the Criminal Code does not 
apply in relation to an interception of a private communication, or in relation 
to a communication so intercepted. 
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8.24 Network 
Analysis and 
Prioritization 


8.25 Personal 
Information 


8.26 Privacy 
Annotations 


8.27 Private 
Communication 


Network analysis and prioritization means the method developed to 
understand the GII from information derived from metadata, in order to 
identify and determine telecommunication links of interest to achieve the 
GC's foreign intelligence priorities. This method involves 
• the acquisition of metadata 
• the identification of 
• the determination of the 


• 


• 


Personal information means information that can be used to identify a person 
as defined in section 3 of the Privacy Act. For the definition of personal 
information, see Annex 1. 


Privacy annotations are markings applied to SIGINT traffic in traffic 
repositories to identify private communications, communications of 
Canadians located outside Canada, solicitor-client communications, and 
information about Canadians to be retained or deleted. It is the responsibility 
of analysts whose functions are directly related to the production of SIGINT 
reports to annotate appropriately SIGINT traffic that is recognized as falling 
into one of these categories. For more information, see OPS-1, Annex 2. 


A private communication is: 


"Any oral communication, or any telecommunication, that is made by an 
originator who is in Canada or is intended by the originator to be received by 
a person in Canada and that is made under circumstances in which it is 
reasonable for the originator to expect that it will not be intercepted by any 
person other than the person intended by the originator to receive it, and 
includes any radio-based telephone communication that is treated 
electronically or otherwise for the purpose of preventing intelligible 
reception by any person other than the person intended by the originator to 
receive it." (Criminal Code, section 183) 
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8.28 MI 


8.29 


8.30 


8.31 Secondee 


8.32 Second 
Parties 


8.33 Selectors 


8.34 SIGINT 
Development 


A secondee is an individual who is temporarily moved from another GC or 
private organization to CSEC, and who at the end of the assignment returns to 
the originating organization. 


Second Parties refer to CSEC's SIGINT counterparts (SIGINT partners) and 
include: the US National Security Agency (NSA), the UK Government 
Communications Headquarters (GCHQ), Australia's Defense Signals 
Directorate (DSD), and New Zealand's Government Communications 
Security Bureau (GCSB). 


Selectors are terms that may include a name, 
IP or e-mail address, facsimile or telephone number, or other 


alphanumeric character stream 
for the purpose of identifying traffic that relates to national 


foreign intelligence requirements, and isolating it for further processing. 


SIGINT Development is aimed at 
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8.35 


8.36 


8.37 Solicitor-
Client 
Communication 


8.38 


8.39 


For the purposes of these procedures, a solicitor-client communication 
means any communication that is directly related to the seeking, formulating 
or giving of legal advice or legal assistance between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as 
a barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such lawyer, notary, barrister or solicitor. 
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8.40 


8.41 ME 


8.42 Unknown 
Data 


Unknown data is data that is unrecognized by a collection system and 
therefore cannot be processed for the purpose of extracting metadata or 
content without additional analysis or processing to render it readable. 
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Annex 1 — Personal Information 


Definition of Personal Information in the Privacy Act (s. 3) 


"Personal information" means information about an identifiable individual that is recorded in any 
form including, without restricting the generality of the foregoing, 


(a) information relating to the race, national or ethnic origin, colour, religion, age or marital 
status of the individual, 


(b) information relating to the education or the medical, criminal or employment history of the 
individual or information relating to financial transactions in which the individual has been 
involved, 


(c) any identifying number, symbol or other particular assigned to the individual, 


(d) the address, fingerprints or blood type of the individual, 


(e) the personal opinions or views of the individual except where they are about another 
individual or about a proposal for a grant, an award or a prize to be made to another individual 
by a government institution or a part of a government institution specified in the regulations, 


(I) correspondence sent to a government institution by the individual that is implicitly or 
explicitly of a private or confidential nature, and replies to such correspondence that would 
reveal the contents of the original correspondence, 


(g) the views or opinions of another individual about the individual, 


(h) the views or opinions of another individual about a proposal for a grant, an award or a prize 
to be made to the individual by an institution or a part of an institution referred to in paragraph 
(e) , but excluding the name of the other individual where it appears with the views or opinions of 
the other individual, and 


(i) the name of the individual where it appears with other personal information relating to the 
individual or where the disclosure of the name itself would reveal information about the 
individual, 


but, for the purposes of sections 7, 8 and 26 and section 19 of the Access to Information Act, 
does not include 


(j) information about an individual who is or was an officer or employee of a government 
institution that relates to the position or functions of the individual including, 
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(i) the fact that the individual is or was an officer or employee of the government 
institution, 
(ii) the title, business address and telephone number of the individual, 
(iii) the classification, salary range and responsibilities of the position held by the 
individual, 
(iv) the name of the individual on a document prepared by the individual in the course of 
employment, and 
(v) the personal opinions or views of the individual given in the course of employment, 


(k) information about an individual who is or was performing services under contract for a 
government institution that relates to the services performed, including the terms of the contract, 
the name of the individual and the opinions or views of the individual given in the course of the 
performance of those services, 


(/) information relating to any discretionary benefit of a financial nature, including the granting 
of a licence or permit, conferred on an individual, including the name of the individual and the 
exact nature of the benefit, and 


(in) information about an individual who has been dead for more than twenty years. 
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1. Introduction 


1.1 Scope These procedures describe CSEC's policy compliance monitoring program, 
which demonstrates the legal compliance of CSEC's mission operations that 
might impact lawfulness/privacy. These procedures describe at a high level 
what must be monitored, and assign responsibility for the program's 
management and oversight. 


These procedures describe only the activities required to monitor compliance 
with the legal and privacy related provisions of OPS-1 Protecting the Privacy 
of Canadians and Ensuring Legal Compliance in the Conduct of CSEC 
Activities and other relevant policy instruments, individual procedures, or 
operating instructions. Compliance monitoring for other purposes is not 
covered in these procedures. 


These procedures supersede OPS-1-8, Active Monitoring of Operations to 
Ensure Legal Compliance and the Protection of the Privacy of Canadians, 
dated 11 March 2009. 


1.2 Objective CSEC's mandate as the National Cryptologic Agency consists of three parts: 


a) acquire and use information from the global information infrastructure 
(GII) for the purpose of providing foreign intelligence, in accordance with 
Government of Canada (GC) intelligence priorities; 


b) provide advice, guidance and services, to help ensure the protection of 
electronic information and of information infrastructures of importance to the 
GC; and 


IRRELEVANT 


These are commonly referred to as part (a), part (b),IRRELEVAN of the


Mandate, respectively. It is important to demonstrate that CSEC has an 
effective management-control framework, in addition to policies and 


Continued on next page 
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1.2 Objective requirements. The purpose of these procedures is to ensure that when 
(continued) conducting operational activities under part (a), part (b) or I RRELE of its 


Mandate, CSEC can demonstrate compliance with policy instruments, 
addressing 


• legal requirements, and 
• protection of the privacy of Canadians 


Following these procedures will ensure that: 


• CSEC management and staff follow authorized policies and procedures 
related to the privacy of Canadians and the lawfulness of their activities, 


• there is written verification that regular monitoring is conducted, and 
• gaps or errors in existing policies, procedures or processes are identified, 


which supports a compliance monitoring program that is responsive to 
changing requirements. 


1.3 Policy 


1.4 Context 


1.5 Application 


IT Security Policy Oversight and Compliance (IPOC) and SIGINT Programs 
Oversight and Compliance (SPOC), in cooperation with SIGINT and IT 
Security operational elements, must establish a compliance monitoring 
program in their respective activity areas to assess the compliance of 
operational activities with policy instruments addressing legal requirements 
and the protection of the privacy of Canadians. This program shall document 
all compliance monitoring activities. 


CSEC must comply with the law in all of its activities. In addition, all 
operations must be conducted in accordance with the policies and practices 
set out in CSEC policy instruments and in accordance with any ministerial 
direction provided to CSEC. These procedures provide guidance to CSEC 
managers to help them assess and demonstrate compliance with the law and 
the applicable policy instruments in the activities for which they are 
responsible. 


These procedures apply to CSEC management and staff, including 
secondees, contractors and integrees, involved in conducting or supporting 
policy compliance monitoring. They also apply to CFIOG in the conduct of 
its operations under part (a) IRRELEVPof the CSEC Mandate. 
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1.6 Authority These procedures form part of the policy framework in place to ensure legal 
compliance, including the protection of the privacy of Canadians, which stem 
from and include: 


• the laws of Canada, including the National Defence Act, part V.1, and 
the Privacy Act, and the Criminal Code 


• the Ministerial Directive on the Privacy of Canadians 
• the Ministerial Directive on CSE's Accountability Framework, and 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities. 
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2. How Compliance Monitoring Works 


What Must be Monitored 


2.1 Themes The following table identifies "theme" activities related to lawfulness and 
protecting the privacy of Canadians that are subject to policy compliance 
monitoring. The relevant Canadian SIGINT Operations Instructions (CSOIs) 
and IT Security Operating Instructions (0Is) describe in more detail what 
must be assessed. 


The table lists the activities and specific categories that must be monitored 
over a 3-year period. The specific categories may be revised over time, as 
monitoring or operations develop. 


Data handling • Essentiality 
• Privacy annotations and accountability 


markings 
• Access to databases 


Reporting • Sign-off levels 
• Contextual identification 


Data retention and disposition • Retention schedules 
• Destruction 


Collection management • SIGINT Tasking 
• SIGINT Targeting 
• IT Security data collection 


Information management • Corporate files related to authorities 
Conditions imposed by Ministerial Authorizations • Inputs to Reports to Minister 


Dissemination • Sharing data 
• Sharing reports 
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How Compliance Monitoring Happens 


2.2 General 


2.3 1POC and 
SPOC 
Reporting 
Responsibilities 


2.4 Reporting 
to Deputy 
Chiefs 


SPOC and IPOC will develop compliance monitoring plans describing how 
they will monitor each of the activities listed in this document at least once 
every three years. Other activities may be added to these plans as policy 
development progresses or as monitoring is implemented. Complete 
information about the specific activities that must be monitored will be 
promulgated by SPOC in CSOIs and by IPOC in °Is, which will be updated 
as required. Compliance monitoring records must be retained for a minimum 
of five years for audit or review purposes. 


IPOC will report biannually to the Director, Program Management and 
Oversight (PMO) on compliance monitoring activities and issues within IT 
Security. SPOC will report biannually to the Director, SIGINT Requirements 
on compliance monitoring activities and issues with SIGINT. Information 
copies of all biannual report should also be provided to D2. 


In IT Security, 
• Director PMO will report annually to DC ITS, in collaboration with DG 


Cyber Defence (DGCD). 


In SIGINT, 
• Director, SIGINT Requirements will report biannually to DG SIGINT 


Programs (DGP), and 
• DGP will report annually to DC SIGINT. 


In addition to the annual reports, any serious non-compliance issue will be 
reported to the appropriate Deputy Chief in accordance with paragraph 2.5. 
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Follow-up Actions for Policy Non-Compliance 


2.4 Reporting 
to Deputy 
Chiefs General 
Follow-on 
Actions for 
Non-
Compliance 


2.6 Follow-on 
Actions for 
Needed 
Improvements 


If compliance monitoring activities identify non-compliance with policy 
instruments that support legal compliance and/or protection of the privacy of 
Canadians, then the following actions must be taken: 


• The manager responsible for the area where the non-compliance was 
observed must: 


• advise IPOC or SPOC as appropriate 
• ensure corrective action is taken 
• work with SPOC or IPOC to track actions taken and monitor 


future activity to ensure ongoing compliance 
• advise his or her director', and 


• IPOC or SPOC will prepare a report on the non-compliance that includes 
• a description of the event or issue 
• an analysis of the impact on lawfulness and/or privacy of 


Canadians 
• any corrective action taken and/or follow-up required, and 


• IPOC or SPOC will forward the report to the appropriate managers and 
directors. In the case of privacy-related non-compliance incidents, the 
report will also be forwarded to Operational Policy. In the case of 
lawfulness-related non-compliance incidents, the report will also be 
forwarded to DGPC with an info copy to DLS. 


Note: The same steps must be taken if any non-compliance 
with policy instruments that support legal compliance and/or 
protection of the privacy of Canadians is observed outside 
the framework of compliance monitoring. 


If a manager identifies deficiencies or areas for improvement related to 
ensuring legal compliance and/or protecting the privacy of Canadians in 
operational activities, monitoring measures, or operational policy instruments, 
then the manager must advise IPOC or SPOC as appropriate. IPOC or SPOC 
will make recommendations regarding any needed follow-on actions, notify 
all the parties concerned, and prepare a record of the action taken. 


The director may direct that non-compliance incidents of a minor nature need not he reported to him or her 
individually. 
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3. Roles and Responsibilities for Policy Compliance 
Monitoring Activities 


3.1 
Responsibilities 


This table describes the key responsibilities inside CSEC with respect to the 
process of monitoring for policy compliance. 


Miffiggigil(*Q.N.ligigiaMinigliffiggig01 81WINIMININ 
Deputy Chiefs • Ensuring that an effective compliance 


monitoring program is in place 
• Reviewing compliance monitoring 


reports submitted to them 
• DGP • Ensuring that a compliance monitoring 
• DGCD and Director program is developed and implemented 


PMO • Reviewing compliance monitoring 
reports submitted to them 


• Forwarding compliance monitoring 
reports to the Deputy Chiefs 


Directorate of Legal Services • Providing legal advice, when requested 
• Director SIGINT 


Requirements 
• Directing the monitoring program as a 


whole 
• Director PMO • Reviewing reports forwarded to them 


• Taking a leadership role in addressing 
any identified deficiencies 


• Forwarding compliance monitoring 
reports to DGs 


• SPOC • Developing and implementing a policy 
• IPOC compliance monitoring program 


• Assisting managers in the conduct of 
policy compliance monitoring 


* Maintaining records of policy 
compliance monitoring activities 
conducted by managers 


-• Compiling and forwarding reports 
• Coordinating resolution of legal issues 
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3.1 Responsibilities (continued) 


*: ,•-  ,, : : 
Operational Directors • Supporting the monitoring program as a 


whole 
• Reviewing reports forwarded to them 


and taking a leadership role in 
addressing any identified deficiencies 


• IT Security and SIGINT • Conducting policy compliance 
managers monitoring as directed in these 


• CFIOG HQ procedures and in accordance with 
direction from IPOC or SPOC 


• Reporting any non-compliance to their 
director as well as to IPOC or SPOC 


• Taking appropriate corrective action 
when non-compliance or weaknesses 
are identified or communicated to them 


• Seeking legal and policy advice, when 
appropriate, via approved channels 


SIGINT and IT Security • Cooperating with any elements 
operational area personnel and conducting policy compliance 
any other parties acting under monitoring 
CSEC authorities, as well as • Reporting non-compliance or other 
Operational Policy staff weaknesses to the appropriate Manager 
Director, Audit and • Conducting periodic reviews and audits 
Evaluation, and Ethics of the effectiveness of these procedures 
(DAEE) and of operational compliance with 


associated policy instruments 
• Communicating relevant results to the 


Director, Corporate and Operational 
Policy (COP), Director, SIGINT 
Requirements and Director, PMO. 


Corporate & Operational • Addressing policy gaps when identified 
Policy • Conducting compliance monitoring of 


its own activities 
• Reporting any non-compliance to 


DGPC 


9 


2017 01 05 AGC0024 .1 I of  I52 
A-2017-00017--00307 







SEC:REV/SI 
OPS-1-8 


Effective Date: 5 December 2012 


4. Accountability for OPS-1-8 


4.1 The following table outlines the accountabilities for revising, reviewing, 
Accountability recommending, and approving this document. 


DC SIGINT Approve 


DC IT Security Approve 


DGPC Approve 
General Counsel, DLS Review to ensure compliance with the law 
Director, Corporate and 
Operational Policy 


Review for consistency with the policy 
framework 


Operational Policy • Revise 
• Respond to related questions 


4.2 References • National Defence Act, Part V.1 
• Privacy Act 
• Ministerial Directive on CSE's Accountability Framework, June 2001 
• Ministerial Directive on the Privacy of Canadians, June 2001 
• Ministerial Authorizations related to various programs 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• Criminal Code, PartVl 


4.3 
Amendments 


4.4 Enquiries 


Situations may arise where amendments to these procedures are required 
because of changing or unforeseen circumstances. These amendments will be 
communicated to relevant staff and will be posted on the Operational Policy 
website. 


Questions related to these procedures should be directed to operational 
managers, who in turn will contact IPOC, SPOC and/or Operational Policy 
staff. 


10 


2017 01 05 AGC0024 .1 n{152 
A-2017-00017--00308 







SEC:REV/SI 
UPS-1-8 


Effective Date: 5 December 2012 


5. Definitions 


5.1 
Account ability 
Markings (AM) 


Markings applied by analysts to recognized one-end Canadian emails 
acquired through the 


program, and retained by CSEC 
because they are essential to international affairs, defence or security. 


5.2 Business Business information is information of, from, or about a Canadian company 
Information (incorporated under the laws of Canada or a province) the disclosure of which 


could reasonably be expected to: 
• result in material financial loss or gain to, or could reasonably be expected 


to prejudice the competitive position of, the Canadian company, or 
• interfere with contractual or other negotiations of the Canadian company. 


5.3 Canadian 


(Treasury Board "Security Organization and Administration Standard" and 
the Access to Information Act, 20(1)(c) and (d)) 


In some situations this may apply to GC entities (e.g., crown corporations, 
special operating agencies, etc.). 


"Canadian" refers to 
a) a Canadian citizen, or 
b) a person who has acquired the status of permanent resident under the 
Immigration and Refugee Protection Act (IRPA), and who has not 
subsequently lost that status under that Act, or 
c) a corporation incorporated under an Act of Parliament or of the legislature 
of a province. 
(NDA, section 273.61). 


For the purposes of this procedure, "Canadian organizations" are accorded the 
same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 
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5.4 Compliance IPOC (for IT Security) and SPOC (for SIGINT) will periodically and 
Monitoring independently assess operational activities for compliance with policy 


instruments in place to ensure legal compliance and to protect the privacy of 
Canadians. 


5.5 Data 


5.6 Information 
about 
Canadians 


For purposes related to compliance monitoring of activities conducted under 
part (a) of the CSEC Mandate, data is defined as traffic and bulk unselected 
metadata, and unknown data acquired from the Global Information 
Infrastructure (GII). For purposes related to compliance monitoring of 
activities conducted under part (b) of the CSEC mandate, data is defined as 
information obtained from computer systems or networks of importance to 
the GC. 


This has two meanings: 


IRRELEVANT 


IRRELEVANT  the term information about Canadians refers to: 
o any personal information about a Canadian, or 
o business information about a Canadian corporation. 


5.7 Integr ee A person seconded to CSEC from one of CSEC's cryptologic partner 
organizations. 
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5.8 Ministerial An authorization provided in writing by the Minister of National Defence (the 
Authorization Minister) to CSEC to ensure that CSEC is not in contravention of the law if, 


in the process of conducting operational activities under part (a) or part (b) of 
its Mandate, it should intercept private communications. MAs may be 
granted in relation to an activity or class of activities specified in the 
authorization pursuant to 


• subsection 273.65(1) of the NDA for the sole purpose of obtaining 
foreign intelligence, or 


• subsection 273.65(3) of the NDA for the sole purpose of protecting 
the computer systems or networks of the GC from mischief, 
unauthorized use or interference. 


When such an authorization is in force, Part VI of the Criminal Code does not 
apply in relation to an interception of a private communication, or in relation 
to a communication so intercepted. 


5.9 Privacy SIGINT privacy annotations are markings applied to SIGINT traffic in traffic 
Annotations repositories for the purpose of identifying private communications, 


communications of Canadians located outside Canada, solicitor-client 
communications, and information about Canadians to be retained or deleted. It 
is the responsibility of analysts whose functions are directly related to the 
production of SIGINT reports to annotate appropriately SIGINT traffic that is 
recognized as falling into one the categories described above. 


IT Security privacy annotations are markings applied by the CND Team for 
the purpose of identifying and tracking the use and retention of CND data 
collected under an MA, when that data is: 
• a private communication, in whole or in part, or 
• metadata associated with a private communication that can identify one or 


both communicants or the communication itself. 


5.10 Private 
Communication 


"Any oral communication, or any telecommunication, that is made by an 
originator who is in Canada or is intended by the originator to be received by 
a person who is in Canada and that is made under circumstances in which it 
is reasonable for the originator to expect that it will not be intercepted by any 
person other than the person intended by the originator to receive it, and 
includes any radio-based telephone communication that is treated 
electronically or otherwise for the purpose of preventing intelligible 
reception by any person other than the person intended by the originator to 
receive it." (Criminal Code, section 183) 
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5.11 Retention 


5.12 Secondee 


5.13 Selector s 


The holding of records in either electronic or hard copy form within an 
organization. 


An individual who is temporarily moved from another GC entity or private 
organization to CSEC, and who at the end of the assignment returns to the 
originating organization. 


A name, IP or e-mail address, 
facsimile or telephone number, or other alphanumeric character stream 


for the purpose 
of identifying traffic that relates to national foreign intelligence requirements 
and isolating it for further processing. 


5.14 Targeting To single out for collection or interception purposes. 


5.15 Tasking • A directive to acquire, record and monitor a 


• A directive to analyze or report intelligence information; the activity 
deriving therefrom. 


• In Information Technology, a directive to produce, modify, enhance or 
support hardware, software or documentation. 


• A request by analysts for sustained collection 
Submitted via a tasking request (AAR). 


14 


2017 01 05 AGC0024 la ra 152 
A-2017-00017--00312 







SEC:REV/SI 
OPS-1-8 


Effective Date: 5 December 2012 


Annex 1 


Definition of Personal Information in the Privacy Act, s. 3 


"Personal information" means information about an identifiable individual that is recorded in any 
form including, without restricting the generality of the foregoing, 


(a) information relating to the race, national or ethnic origin, colour, religion, age or marital 
status of the individual, 


(b) information relating to the education or the medical, criminal or employment history of the 
individual or information relating to financial transactions in which the individual has been 
involved, 


(c) any identifying number, symbol or other particular assigned to the individual, 


(d) the address, fingerprints or blood type of the individual, 


(e) the personal opinions or views of the individual except where they are about another 
individual or about a proposal for a grant, an award or a prize to be made to another individual 
by a government institution or a part of a government institution specified in the regulations, 


(f) correspondence sent to a government institution by the individual that is implicitly or 
explicitly of a private or confidential nature, and replies to such correspondence that would 
reveal the contents of the original correspondence, 


(g) the views or opinions of another individual about the individual, 


(h) the views or opinions of another individual about a proposal for a grant, an award or a prize 
to be made to the individual by an institution or a part of an institution referred to in paragraph 
(e), but excluding the name of the other individual where it appears with the views or opinions of 
the other individual, and 


(i) the name of the individual where it appears with other personal information relating to the 
individual or where the disclosure of the name itself would reveal information about the 
individual, 


but, for the purposes of sections 7, 8 and 26 and section 19 of the Access to Information Act, 
does not include 
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(j) information about an individual who is or was an officer or employee of a government 
institution that relates to the position or functions of the individual including, 


(i) the fact that the individual is or was an officer or employee of the government 
institution, 
(ii) the title, business address and telephone number of the individual, 
(iii) the classification, salary range and responsibilities of the position held by the 
individual, 
(iv) the name of the individual on a document prepared by the individual in the course of 
employment, and 
(v) the personal opinions or views of the individual given in the course of employment, 


(k) information about an individual who is or was performing services under contract for a 
government institution that relates to the services performed, including the terms of the contract, 
the name of the individual and the opinions or views of the individual given in the course of the 
performance of those services, 


(1) information relating to any discretionary benefit of a financial nature, including the granting 
of a licence or permit, conferred on an individual, including the name of the individual and the 
exact nature of the benefit, and 


(m) information about an individual who has been dead for more than twenty years. 
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1. Introduction 


Policy Scope and Application 


1.1 Scope 


1.2 Objective 


1.3 Policy 


CERRID #171179-v17 


These procedures govern CSEC cyber defence operations conducted 
under the authority of the National Defence Act (NDA) and a 
Ministerial Authorization (MA). 


This document supersedes OPS-1-14, Operational Procedures for 
Cyber Defence Operations Conducted Under Ministerial 
Authorization, dated 1 December 2011. 


These procedures: 
• set out mandatory measures to protect the privacy of Canadians 


during cyber defence operations, and 
• provide direction regarding 


o sharing and handling information 
o preparing for cyber defence operations 
o handling and disseminating CSEC cyber defence reports, and 
o retention and disposition schedules. 


Cyber defence operations must: 
• comply with the relevant laws of Canada, including the Charter of 


Rights and Freedoms, the Criminal Code, the Privacy Act, and the 
NDA 


• comply with all relevant Ministerial Directives, including the the 
most recent Ministerial Directive on the Privacy of Canadians and 
the most recent Ministerial Directive on CSE's Accountability 
Framework 


• comply with the Ministerial Authorization for Protection of 
Government of Canada Computer Systems and Networks ("cyber 
defence operations MA") in force 


Continued on next page 
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1.3 Policy 
(continued) 


1.4 Application 


• respect the conditions specified in arrangements signed with the 
federal institution ("the client") 


• be subject to measures to protect the privacy of Canadians, 
prescribed in 
o OPS-1, Protecting the Privacy of Canadians and Ensuring 


Legal Compliance in the Conduct of CSEC Activities, and 
o paragraphs 273.64(2)(b) and 273.65(4)(e) of the NDA 


• comply with these procedures, and other related IT Security policy 
instruments and documentation 


• be carried out with awareness and approval of responsible 
authorities 


In addition, cyber defence operations are subject to internal and 
external review for policy compliance and lawfulness. 


These procedures apply to CSEC personnel and any others, including 
secondees, contractors and integrees, involved in conducting or 
supporting cyber defence operations under the authorities noted in this 
Chapter. 


Activity Description 


1.5 What are 
Cyber Defence 
Operations? 


CERRID #171179-v17 


Cyber defence operations provide advice, guidance and services to 
persons in possession or control of Government of Canada (GC) 
computer systems or networks, and all of the electronic information 
contained therein. Clients must request cyber defence operations. 


Cyber defence operations use many different tools and databases that 
perform highly specialized functions; some tools may take automated 
action on a malicious threat as soon as it is detected. 
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1.6 Who is 
Authorized to 
Conduct Cyber 
Defence 
Operations? 


Cyber defence operations must only be conducted or supported by 
CSEC personnel, secondees, contractors, or integrees who are 
authorized by the Director General (DG), Cyber Defence and who 
have acknowledged the legal and policy requirements for cyber 
defence operations. The Director, Program Management and 
Oversight (PMO) is accountable for the list of those authorized to 
conduct or support cyber defence operations. This responsibility is 
delegated to IT Security Program Oversight & Compliance (IPOC). 


Legal Framework 


1.7 Authorities Cyber defence operations are conducted under the authority of: 


CERRID #171179-v17 


• the NDA, paragraph 273.64(1)(b) (part (b) of the Mandate) "to 
provide advice, guidance, and services to help ensure the 
protection of electronic information and of information 
infrastructures of importance to the Government of Canada" 


and 


• an MA in force prior to the start of and throughout cyber defence 
operations, issued pursuant to subsection 273.65(3) of the NDA. 


FYI: MAs are issued for the sole purpose of 
protecting GC computer systems or networks from 
mischief, unauthorized use or interference, in the 
circumstances specified in paragraph 184(2)(c) of 
the Criminal Code, in relation to an activity or class 
of activities specified in the authorization. 


All activities conducted pursuant to part (b) of the Mandate 
• must not be directed at Canadians or any person in Canada (see 


ITSOI-1-1, Data Handling in Cyber Defence Activities, for further 
information on criteria for not directing activities at Canadians), 
and 


• must be subject to measures to protect the privacy of Canadians in 
the use and retention of intercepted information. 
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2. Requirements for Cyber Defence Operations 


Pre-Cyber Defence Operation Requirements 


2.1 Required 
Approvals and 
Not ificat ions 


Prior to conducting cyber defence operations, CSEC requires: 
• a letter of request from the client 
• a written arrangement with the client consenting to operations 


(client arrangement), and 
• approval by the Deputy Chief, IT Security (DC ITS). 


CSEC must notify the Minister of its receipt of a letter of request, 
signed by the appropriate client authority, prior to deploying tools or 
services that risk intercepting private communications (for each MA, 
only one notification is required per client, not one per tool). CSEC 
must confirm that the Minister has received this notification. 


These documents form part of the corporate record that the Cyber 
Defence Branch is responsible for establishing and maintaining. 


Tool Deployment Requirements 


2.2 
Requirements 
for 'fool or 
Ser vice 
Deployment 
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The following are required to deploy a tool or service (which may 
consist of several tools): 
1. IPOC policy compliance verification for the tool or service 
2. a concept of operations (CONOP) describing the tool or service, its 


proposed use on the client's system, and any potential risks in 
running the tools; the CONOP must be provided to the client 


3. documented client consent to the deployment. 


These documents form part of the corporate record which the Cyber 
Defence Branch is responsible for establishing and maintaining 


Changes to existing services or tools may also require compliance 
verification and documented client consent; contact IPOC for further 
information. 
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Privacy of Canadians 


2.3 Types of 
Information 
Requiring 
Privacy 
Protection 
Measures 


2.4 Accounting 
for Personal 
Information 
Bank (PI) 


Private communications and Canadian Identity Information (CII) are 
information types that require privacy protection measures. 


See OPS-1 for an explanation of privacy protection measures. 


To comply with its obligations under the Privacy Act regarding personal 
information, CSEC must account for all personal information during 
cyber defence operations. These are retained in a Personal Information 
Bank (PIB), specifically, PIB DND PPU 007. 


MA Reporting Requirements 


2.5 Reporting 
to the Minister 
and Other 
CSEC 
Obligations 
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Statistics Relating to Private Communications 


The cyber defence operations MA requires that CSEC record and report 
to the Minister, for each client, after expiration of the MA or at any time 
upon request the total number of recognized private communications 
used or retained pursuant to the MA. 


Review of Recognized Private Communications 


IT Security (Director, PMO) must report on the number of recognized 
private communications used or retained, twice annually to the CCSEC 
and quarterly to the DC ITS. 
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3. Data Handling 


3.1 Types of 
Retained Data 


This chapter outlines the basic requirements for the handling of data 
and metadata. (For definitions of these types of information, see 
Chapter 8.) 


Relevance and Essentiality 


3.2 Relevancy 
and Essentiality 
of Data 


3.3 Relevancy 
of Metadata 
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Data must only be used and retained if it is relevant to providing 
advice, guidance, and services to help ensure the protection of 
electronic information and of information infrastructures of 
importance to the GC. In addition, private communications must be 
determined to be essential to identify, isolate or prevent harm to GC 
computer systems or networks, and may only be used (which includes 
sharing) and retained if both relevant (as above) and essential. 


Confirmation of relevancy and essentiality may be done through 
automated 
processes. 


or human 


Once the data is determined to be relevant, and essential in the case of 
a recognized private communication, tags must be applied prior to use 
and retention (this can be an automated process). 


Note: Once private communications have been 
determined to be "essential", no further 
reconfirmation of essentiality is required for any 
further use. 


Metadata, as described in paragraph 8.10 is relevant since IT Security 
requires a pool of this type of data to conduct the statistical analysis 
required for situational awareness as well as the discovery efforts to 
detect new threats against the GC. 
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3.4 Data Under 
CSEC Control 


3.5 Private 
Communication 
Scope 


Data that has not been used or retained (i.e., not determined to be 
relevant and/or essential) must be handled in accordance with the 
client arrangement and Chapter 5 of these procedures. 


Data that has been used or retained is considered to be under CSEC's 
control. Specifically this data may be used beyond the client 
arrangement and cyber defence operations MA expiry dates. See 
Chapter 5 for information on retention and disposition schedules. 


Under Part VI of the Criminal Code, a communication must be 
intercepted while "in transit" to be considered a private 
communication. While all intercepted private communications must 
be handled in accordance with OPS-1, the scope of what constitutes 
a private communication is not always clear. The legal distinction 
between "data-at-rest" and "data-in-transit" can be complex when 
using network capture. IPOC should be 
consulted whenever there is doubt. IPOC may seek advice from the 
Directorate of Legal Services (DLS) as needed. 


For further instructions on use and retention of derivative 
information (see Chapter 8 for a definition), see ITSOI-1-1, Data 
Handling in Cyber Defence Activities. 


Sharing and Access 


3.6 Access to 
Cyber Defence 
Data 
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Access to data from cyber defence operations by CSEC personnel is 
limited those who are authorized to conduct or support such 
operations. These personnel must complete an annual policy quiz 
(IPOC maintains records relating to compliance with this 
requirement), and be authorized by the DG, Cyber Defence. Access by 
other persons requires DG Cyber Defence approval. 


Raw data is not shared beyond CSEC. 


Continued on next page 
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3.6 Access to 
Cyber Defence 
Data 
(continued) 


Data that has been identified as relevant or essential: 
• may be shared with 5-Eyes counterparts 


since this in turn, will augment CSEC's ability to 
protect the GC. Access must be limited through access controls 
only to those in the cryptologic community who work on cyber 
defence analysis. This data is subject to suppression requirements 
(see paragraph 4.2). 


• must be in the form of a report in order to be shared outside CSEC 
and the five-eyes 


Attention: See ETS01-1-3, Accessing and Sharing 
Cyber Defence Data. 


Restrictions on Use 


3.7 Triaging 


3.8 Data 
Indicating a 
Criminal 
Offence 
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In determining whether data should be used or retained (i.e., it has not 
been determined to be relevant or essential), it may be passed to 
personnel in SIGINT who are not authorized to conduct or support 
cyber defence operations, in order to seek their assistance in 
determining the operational significance of the data for cyber 
purposes. Such "triaging" is performed on the understanding that 
SIGINT will not use or retain the data. 


Consult IPOC for requirements and restrictions on sharing data with 
individuals in SIGINT who are not authorized to conduct or support 
cyber defence operations. 


If, during a cyber defence operation, personnel authorized to conduct 
or support cyber defence operations find indications of a possible 
Criminal Code offence that is unrelated to a cyber threat, the incident 
must be brought to the attention of the relevant Director in the Cyber 
Defence Branch. The Director may seek advice from DLS, as needed, 
prior to informing the client. The client has responsibility with respect 
to follow-on action. The Director must also notify DG, Cyber Defence 
and DC ITS of the incident. 


Continued on next page 
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3.8 Data 
Indicating a 
Criminal 
Offence 
(continued) 
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Warning: All details concerning any such 
discovery must be controlled and shared on a strict 
"need-to-know" basis. 
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4. CSEC Cyber Defence Reports 


Report Writing 


4.1 Focus Reports must focus on providing advice and guidance to help protect 
computer systems or networks of the GC or to help ensure the 
protection of electronic information and of information infrastructures 
of importance to the GC. 


4.2 Suppressing Identity information is suppressed in accordance with operational 
Identity procedures. See OPS-1-6 and OPS-1-7 for details. 
Information 


4.3 Caveats Where applicable, reports must contain a caveat that 
• notes any restrictions in the use of the reported information, and 
• sets out the recipient's obligations with respect to follow-on action 


(this caveat should appear on the cover page). 


Publication and Distribution 


4.4 Release 
Authorities 
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Report Release Authorities must review and approve reports prior to 
release, as set out in OPS-1. 


In addition to ensuring that privacy measures have been properly 
applied, Report Release Authorities are responsible for confirming 
caveats, ensuring the proposed distribution is appropriate, identifying 
reports that may affect intelligence sources or methods, and consulting 
those responsible for the intelligence assets prior to report release. 
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4.5 Rationale 
for Sharing 
Reports 


Reports may be shared for the purpose of helping to protect electronic 
information and information infrastructures of importance to the GC. 
In order to include a private communication in a report, doing so must 
be essential to identify, isolate, or prevent harm to GC computer 
systems or networks. The Report Release Authority must confirm 
essentiality prior to approving release of the report. 


Post-Publication Requests 


4.6 Releasing 
Identity 
Information 


Corporate and Operational Policy (formerly Operational Policy) is the 
authority for releasing suppressed Canadian or US/UK/AUS/NZ 
identities. 


Warning: Anyone outside Corporate and 
Operational Policy who releases suppressed 
identity information is committing a privacy violation. 


4.7 Sharing Corporate and Operational Policy must approve any sharing of 
Beyond 5-Eyes information to countries beyond the 5-Eyes. 
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5. Retention and Disposition Schedules 


5.1 General 
Principles 
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Those authorized to conduct or support cyber defence operations must 
apply retention and disposition schedules to all data, regardless of 
media or location (e.g., hard copy, personal or group accounts, or 
electronic repositories). 


Control of the data will determine schedules as follows: 


Data that has not 
been used or 
retained 


Metadata Up to= —


Must be deleted according 
to the CDO MA in force 


Must be deleted when no 
longer relevant 


Data or metadata 
that has been used 
or retained 


As per CSEC 
retention and 
disposition 
schedules 


Stored in an approved 
CSEC repository 


Attention: The above schedules for data under 
client control do not apply in the event the 
arrangement is 
® suspended, or 
O terminated ahead of its expiry date, or 
O the MA expires and a new MA is not approved. 


See paragraph 5.2 for instructions. 
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5.2 Data 
Disposition 
Schedule in the 
Event of 
Suspension or 
Termination of 
the Client 
Arrangement 


5.3 Technical 
Client 
Information 
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In the event that the client terminates a cyber defence operation, upon 
notification of the termination, those authorized to conduct or support 
cyber defence operations must immediately cease 
• copying data 
• intercepting data 
• selecting data, and 
• analyzing selected data, except for that which is already under 


CSEC control. 


This table sets out the disposition schedule for these events. 


copied, selected, or 
intercepted only 


up to from notification 
of suspension (where termination is 
planned) or termination of the 
arrangement, or from date 
copied, whichever comes first 


used or retained in accordance with CSEC retention and 
disposition schedules 


CSEC may retain technical client information (see definition in 
Chapter 8) in accordance with the client arrangement. 
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6. Roles and Responsibilities for Cyber Defence 
Operations 


6.1 Roles and This table describes the key roles and responsibilities with respect to 
Responsibilities the cyber defence operations. 


::5:Z:: ...::::::Z '..ww '.''. . :5:Z:::. ::::Z: 5::::::.. .::5:Z:::: 


Chief, CSEC 
(CCSEC) 


• Notifying the Minister that CSEC has received a letter 
of request for cyber defence assistance (only if CSEC 
plans to conduct cyber defence operations where tools 
or services risk intercepting private communications) 


• Providing the Minister with the documentation listed 
in paragraph 2.5 


Deputy Chief, IT 
Security (DC ITS) 


• Signing client arrangements on behalf of CSEC 
• Authorizing the start of cyber defence operations 


Directorate of Legal 
Services (DLS) 


• Providing legal advice, including legal briefings, as 
required 


Director General, 
Cyber Defence (DG, 
Cyber Defence) 


• Authorizing personnel to conduct or support cyber 
defence operations 


• Informing the Director, PMO of those authorized to 
conduct or support cyber defence operations 


• Approving access within CSEC to data (for other than 
those authorized to conduct or support cyber defence 
operations) 


Director, Program 
Management and 
Oversight (PMO) 


• Confirming to the DC, ITS that all prerequisites noted 
in paragraph 2.1 have been fulfilled and operations can 
commence 


• Providing reports on the number of private 
communications used and retained, as required in 
paragraph 2.5 


• Coordinating the resolution of policy and legal issues 
on behalf of the Cyber Defence Branch 


• Acting as the accountability authority for the list of 
personnel authorized to conduct or support cyber 
defence operations 


Director, Cyber 
Threat Evaluation 
Centre (CTEC) 


• Informing IPOC of receipt of client letter of request, as 
noted in paragraph 2.1 


Continued on next page 
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Director, Strategic 
Policy 


• Preparing MA request package 
• Informing the Chief, CSEC of receipt of a letter of 


request from a federal institution 
• Confirming that the Minister has received notification 


as per paragraph 2.1 
• Fulfilling Ministerial reporting requirements 


Director, Disclosure, 
Policy and Review 
(formerly Corporate 
and Operational 
Policy) 


• Providing operational policy advice and guidance 


Manager, Corporate 
and Operational 
Policy 


• Managing the review and approval of requests to share 
information with countries beyond the 5-Eyes (see 
OPS-2-1, Operational Procedures for Sanitizations 
and Actions-On) 


• Managing the review and approval of release of 
suppressed identities 


Managers in the 
Cyber Defence 
Branch 


• Ensuring those authorized to conduct or support cyber 
defence operations comply with the MA, client 
arrangements, and all relevant policy instruments 


• Ensuring that all required records are contained in the 
cyber defence activities corporate record 


Operational 
Supervisors in the 
Cyber Defence 
Branch 


• Providing technical direction and guidance to 
personnel authorized to conduct or support cyber 
defence operations 


• Ensuring destruction of all data in accordance with the 
MA, the client arrangements, and Chapter 5 of these 
procedures 


Those authorized to 
support cyber 
defence operations 


• Complying with the MA, client arrangements, and all 
relevant policy instruments and documentation 


IPOC • Maintaining a list of personnel authorized to conduct 
or support cyber defence operations, and validating it 
annually 


• Informing Strategic Policy that CSEC has received a 
letter of request 


• Providing policy advice to operations, and consulting 
Director General, Policy and Communications 
(DGPC), Corporate and Operational Policy and DLS 
as necessary 
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7. Accountability for OPS-1-14 


7.1 This table outlines accountabilities for revising, reviewing, 
Accountability recommending and approving this document. 


DG ITC Approves 
DGPC Recommends 


General Counsel, DLS • Reviews for legal compliance 
• Provides legal advice 


Director, Disclosure, Reviews for consistency with the policy 
Policy and Review framework 
Corporate and 
Operational Policy 


Revises, in consultation with IPOC 


7.2 References • National Defence Act, part V.1 
• Privacy Act 
• the most recent Ministerial Directive on the Privacy of Canadians 
• the most recent Ministerial Directive on CSE 's Accountability 


Framework 
• Cyber Defence Operations MA in force 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• OPS-1-6, Operational Procedures for Naming and Releasing 


Identities in Cyber Defence Reports 
• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 
• OPS-2-1, Operational Procedures for Sanitizations and Actions-


On 
• ITSOI-1-1, Data Handling in Cyber Defence Activities 
• ITSOI-1-2, Report Management in Cyber Defence Activities 
• ITSOI-1-3, Accessing and Sharing Cyber Defence Data 
• ITSOI-1-4, Data Querying and Signatures in Cyber Defence 


Operations 
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7.3 Amendment 
Process 


7.4 Enquiries 
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Situations may arise where amendments to these procedures are 
required because of changing or unforeseen circumstances. Such 
amendments will be communicated to relevant personnel, and will be 
posted on the Corporate and Operational Policy website. 


Questions related to these procedures are to be addressed to 
operational managers, who in turn will contact IPOC. IPOC will 
consult Corporate and Operational Policy, as required. 
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8. Definitions 


8.1 Canadian 


8.2 Canadian 
Identity 
Information 
(CII) 


8.3 Client 
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"Canadian" refers to 
• a Canadian citizen, or 
• a person who has acquired the status of permanent resident under 


the Immigration and Refugee Protection Act and who has not 
subsequently lost that status under that Act, or 


• a corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


((NDA), section 273.61) 


"Canadian organizations" are also accorded the same protection as 
Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a 
political party, a religious group, or an unincorporated business 
headquartered in Canada. 


CII refers to information that may be used to identify a Canadian 
person, organization, or corporation in the context of personal or 
business information. CII includes, but is not limited to, names, 
phone numbers, email addresses, IP addresses, and passport numbers. 


Note: GC institutions do not 'fail within the definition 
of CII, thus federal institution names or IP addresses 
(that cannot be linked to an individual) do not require 
suppression. 


For cyber defence operations conducted under an MA, a client must: 
• be a federal institution, in accordance with subsection 273.65(9) of 


the NDA, and 
• control the computers and/or networks on which cyber defence 


operations will be conducted. 
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8.4 Cyber 
Defence 
Reports 


8.5 Data 


8.6 Derivative 
Information 


Reports may include, but are not limited to: 
• mitigation advice 
• information requests 
• detection information (including signatures) 
• advisories 
• profiling 
• cataloguing of malicious code. 


Report formats may vary, e.g., formalized reporting, and data sharing 
by email. 


For the purpose of these procedures, data is defined as 
obtained from the computer systems or networks of 


importance to the GC (this includes content and associated metadata). 
Raw data refers to data that has not been determined to be relevant or 
essential. 


Any information produced or discovered as a result of an analytic 
process. While analysis may involve data, derivative information 
contains no data. 


8.7 Information Information in cyber defence operations includes data and metadata. 


8.8 Information 
about 
Canadians 


8.9 Integr ee 


8.10 Metadata 
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Information about Canadians refers to: 
• any personal information about a Canadian, or 
• business information about a Canadian corporation. 


An integree is a person seconded to CSEC from one of CSEC's 
cryptologic partner organizations. 


Metadata is defined as information associated with a 
telecommunication to identify, describe, manage or route that 
telecommunication or any part of it as well as the means by which it 
was transmitted, but excludes any information or part of information 
which could reveal the purport of a telecommunication, or the whole 
or any part of its content. 


Continued on next page 
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8.10 Metadata 
(continued) 


8.11 Ministerial 
Authorization 


8.12 Personal 
Information 


8.13 Private 
Communication 


CERRID #171179-v17 


For the purposes of cyber defence operations, "metadata" has been 
separated from associated data before being made available to a 
human analyst (detached metadata). 


A Ministerial Authorization (MA) is an authorization provided in 
writing by the Minister of National Defence (Minister) to CSEC to 
ensure that CSEC is not in contravention of the law if, in the process 
of conducting its foreign intelligence (SIGINT) or IT Security 
operations, it should intercept private communications. MAs may be 
issued in relation to an activity or class of activities specified in the 
authorization pursuant to 
• subsection 273.65(1) of the NDA for the sole purpose of obtaining 


foreign intelligence, or 
• subsection 273.65(3) of the NDA for the sole purpose of 


protecting the computer systems or networks of the GC. 


When such an authorization is in force, Part VI of the Criminal Code 
does not apply in relation to an interception of a private 
communication, or in relation to a communication so intercepted. 


Personal information is defined in the Privacy Act as "information 
about an identifiable individual that is recorded in any form". See 
OPS-1, Annex 1 for the complete definition. 


A private communication is "any oral communication, or any 
telecommunication, that is made by an originator who is in Canada 
or is intended by an originator to be received by a person who is in 
Canada and that is made under circumstances in which it is 
reasonable for the originator to expect that it will not be intercepted 
by any person other than the person intended by the originator to 
receive it, and includes any radio-based telephone communication 
that is treated electronically or otherwise for the purpose of 
preventing intelligible reception by any person other than the person 
intended by the originator to receive it". (Criminal Code, section 
183) 
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8.14 Recognized 
Private 
Commu nic at ion 


8.15 Second 
Parties 


8.16 Secondee 


8.17 
Suppressed 
Information 


8.18 
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A "recognized private communication" includes a recognized 
private communication in whole or in part, or metadata associated 
with a recognized private communication that can identify one or 
both communicants or the communication itself. 


Second Parties refers to CSEC's counterparts: the US National 
Security Agency (NSA), the UK Government Communications 
Headquarters (GCHQ), Australia's Defence Signals Directorate 
(DSD), and New Zealand's Government Communications Security 
Bureau (GCSB). 


A secondee is an individual who is temporarily moved from another 
GC or private organization to CSEC, and who at the end of the 
assignment returns to the originating organization. 


Suppressed information is defined as information excluded from a 
SIGINT end product or technical report or an IT Security cyber 
defence report because it may reveal the identity of a Canadian or 
US/UK/AUS/NZ entity. Suppressed information is stored in a limited 
access database or system and is replaced in the report by a generic 
term. 


Suppressed information includes but is not limited to, personal 
identifiers such as names, passport information, 
numbers, email addresses, phone numbers and IP addresses, 
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1. Introduction 


Policy Scope and Application 


1.1 Scope 


1.2 Objective 


1.3 Policy 


CSEC conducts activities under: 
• paragraph 273.64(1)(a) of the National Defence Act (NDA) to acquire 


and provide foreign intelligence in accordance with Government of 
Canada (GC) intelligence priorities (part (a) of the Mandate), or 


• paragraph 273.64(1)(c) of the NDA to support federal law enforcement 
and security agencies (LESAs) in the performance of their lawful duties 
(part (c) of the Mandate). 


These procedures govern CSEC's activities conducted under both parts 
(a) and (c.) of the Mandate. This document supersedes OPS-3-1, Procedures 
for Activities, dated 14 January 2011. 


The purpose of these procedures is to: 
• outline measures to ensure legal compliance and protect the privacy of 


Canadians in the conduct of activities 
• set out the approval processes for conducting the 


activity 
• set out the accountability trail for these activities 
• provide direction to personnel regarding the handling of data, anc 
• document the activities authorized at each 


activities conducted under part (a) of CSEC's Mandate must: 
• comply with all relevant laws of Canada, including the Charter of Rights 


and Freedoms, the Privacy Act, the Criminal Code and the NDA 
• comply with the most recent Ministerial Authorization (MA) on 


Activities 


Continued on next page 
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1.3 Policy 
continued 


1.4 Application 


comply with all relevant and most recent Ministerial Directives, including 
the Ministerial Directive on the Privacy of Canadians, the Ministerial 
Directive on Operations, the Ministerial Directive on the Collection 
and Use of lietadata and the Ministerial Directive on CSE's 
Accountability Framework 


• 


• comply with all relevant policies and procedures 
• be subject to measures to protect the privacy of Canadians, including 


those prescribed in OPS-1, Protecting the Privacy of Canadians and 
Ensuring Legal Compliance in the Conduct of CSE Activities, and 


• be carried out only with the knowledge and approval of CSEC 
management. 


activities conducted under part (c) of the Mandate are subject to 
limitations imposed by law on the requesting agency and the most recent 
Ministerial Directive on Assistance to Federal Law Enforcement and Security 
Agencies. 


These procedures apply to: 
• CSEC staff 
• Canadian Forces Information Operations Group (CFIOG) staff, and 
• any other parties who conduct activities under the authorities listed 


in this chapter, including secondees, integrees and contractors. 
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Activity Descrirtion 


1.5 What is 


1.6 Who is 
Permitted to 
Conduct■ 


Activities? Standard Operating Procedures (SOPs). 


1.7 ECI Control Sensitive aspects of_activities are controlled under the appropriate ECI 
programs. 


Legal Authorities 


1.8 Authorities 
for 
Activities under 
part (a) of 
CSEC's 
Mandate 


CSEC conducts part (a) activities under the authority of 
• the NDA 
• the most recent Ministerial Directive on Operations, and 
• the most recent Ministerial Directive on the collection and Use o 


Metadata. 


Continued on next page 
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1.8 Authorities 
for 
Activities under 
part (a) of 
CSEC's 
Mandate 
(continued) 


IRRELEVANT 


Because activities may result in the interception of private 
communications, an MA is also required. The MA, authorized under section 
273.65(1) of the NDA, enables CSEC to intercept private communications 
without violating the Criminal Code. Private communications may be 
intercepted solely for the purpose of obtaining foreign intelligence in 
accordance with GC intelligence priorities. 
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2. Legal and Policy Requirements for Operations Conducted 
UntL'er Part (a) of the Mandate 


2.1 Protecting 
the Privacy of 
Canadians 


2.2 Targeting 
Conditions 


2.3 


In accordance with paragraphs 273.64(2)(a) and (b) of the NDA, CSEC must 
not target the communications of Canadians located anywhere or those of a 
person in Canada , and must have satisfactory measures in place to protect the 
privacy of Canadians.


activities conducted pursuant to part (a) of the Mandate must endeavour 
to be 


All activities conducted under part (a) of the Mandate must be directed 
at foreign entities (for example, a person, group or association) located 
outside Canada, and must be linked to GC intelligence priorities. That is, the 
purpose of these activities is to obtain information of foreign intelligence 
value to the GC . 
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2.4 MA 
Conditions and 
Requirements 


2.5 Informing 
the Minister 


The NDA requires that prior to issuing an MA, the Minister of National 
Defence ("the Minister") must be satisfied that the following conditions have 
been met: 
• the interception will be directed at foreign entities located outside Canada 
• the in formation cannot reasonably be obtained by other means 
• the expected foreign intelligence value of the information derived from the 


interception justifies it, and 
• satisfactory measures are in place to protect the privacy of Canadians and 


to ensure that private communications will only be used or retained if they 
are essential to international affairs, defence or security (see OPS-1 for 
information on essentiality). 


The Minister also requires special handling of solicitor-client communications 
(see the related paragraph in OPS-1). 


information Relating to Private Communications and Solicitor-Client 
Communications 


CSEC must record the following information regarding its usage of= 
data, and send a report to the Minister, within four months following the 
expiration of the MA or at any time upon request: 
• the number of recognized, intercepted private communications that were 


used or retained because they were essential to international affairs, 
defence or security 


• the number of recognized, intercepted solicitor-client communications 
that were used or retained because they were essential to international 
affairs, defence or security, and their retention conformed with received 
legal advice 


• the number of intelligence reports produced from the information derived 
from recognized, intercepted private communications, and 
the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


Continued on next page 
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2.5 Informing 
the Minister 
(continued) 


2.6 Proposals 
for New 
Techniques or 
Capabilities 


Information Relating to Markin] 


The Chief, CSEC (CCSEC) will provide annual statistics to the Minister 
regarding the number of recognized one-end Canadian emails 


acquired through the program and retained by CSEC because they are 
essential to international affairs, defense or security. 


Serious Issues 


The CCSEC must report to the Minister when any serious issue arises in the 
implementation of the MA, including but not limited to a sustained substantial 
decrease in the value of this source of foreign intelligence, or any sustained 
major increase in recognized private communications or solicitor client 
communications. Where there is no such issue, the CCSEC must insert in the 
accountability report an explicit statement to this effect. 


Annual Reporting 


The CCSEC must report annually to the Minister on activities. This is 
done as part of the CSEC Annual Report to the Minister of National Defence. 


The table below outlines the process to be followed when new 
techniques or capabilities require approval. These responsibilities may be 
performed by anyone officially delegated to carry out the duties of that 
position. 
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2.6 Proposals 
for New-
Techniques or 
Capabilities 
(continued) 


2.7 Record 
Keeping 


1 Team Member Prepares proposal for ,. ne.. 
technique or capability 


2 Manager, Reviews and recommends the 
proposal 


3 Director, Approves the proposal 


Note: Consultation with DLS and Director SIGINT 
Program Requirements (SPR) may occur at any 
stage. 


The Manager, must maintain a record of all 
operational activities to track the approval process, 
outcome of the activity, and dates. 


and 


The Manager, and Manager, 
must track the approval process :for new techniques or capability 
proposals. 
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3. Approval Processes for ctivities 
Conducted Under Part (a) of the Mandate 


3.1 
Introduction 


This chapter outlines the approval processes for activities conducted under 
part (a) of the Mandate. 


Activities Conducted 


1 Team 
Member 


Pr,F.3 proposal for • activity in accordance 
with uie SOPs 


2 Manager, • Reviews and recommends the activity if the 
associated with the 


• Reviews and approves the activity if the-


3 Director, Reviews and approves the activity if the 


11 
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Activities Conducted 


1 Team 
Member 


Prepares an operational proposal for the Manager, 
in accordance with the 


SOPs 


,-, 


Manager, 


 Director, 
 DC SIGINT 


Director, 


DC SIGINT 
CCSEC or any senior executive officially 
designated to carry out the duties of 
CCSEC 


Note: The CCSEC must consult with the 
Minister -Approving any particularly 
sensitir -perations or those that carry 
significant 


Note: Any level of management may consult 
with DLS and Director, SPR at any stage. 
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Activities Conducted 


1 Team 
Member 


• Prepares an operational proposal for the 
Manager, in accordance with 
the ESOPs 


• Prepares a separate operational security plan. 
in accordance with policies, 


procedures and the SOPs 
2 Director, • In consultation with reviews and 


recommends the proposal 


3 I DC SIGINT • Complies with the terms of the most recent 
and may consult 


with other external department(s) (as required) 
• Recommends the proposal for review 


4 CCSEC • Approves the operation, if appropriate 
• Consults with the Minister if the operation is 


particularly sensitive or carries a significant risk 
• Informs the National Security Advisor, as 


necessary 
• Reviews and recommends the proposal 


5 The Minister • Approves the operation, if required due to 
sensitivity or significant risk 


3.2 Delegation 
of Recommend 
or Approve 
Authority 


Note: Consultation with DLS and Director, SPR may 
occur at any stage. 


In the absence of the Recommend or Approve Authority for any 
activities, anyone officially designated to carry out the duties of that position, 
or the next higher management level, may act as Recommend or Approve 
Authority. 
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IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 
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IRRELEVANT 


IRRELEVANT 
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6. Rules for the Use and Retention of Data 


6.1 
1 ntroduction 


This section outlines the rules for: 
• targeting and collection 
• handling collected traffic (annotations, essentiality and solicitor-client 


communications) 
• reporting 
• using metadata 
• storage and retention, and 
• sharing of information. 


Targeting and Collection 


6.2 Applying 
Selection 
Criteria for 
Collection/ 
Targeting 
(under part (a) 
of CSEC's 
Mandate) 


6.3 Applying 
Privacy 
Annotations 
(under part (a) 
of CSEC's 
Mandate) 


CSEC maintains a list of selection criteria 
These criteria 


are obtained from a number of sources, including but not limited to: 
• open source information 
• analysis of previously acquired SIGINT, and 
• information provided by various GC departments and agencies as well as 


allied agencies. 


Before any activities can be conducted, CSEC personnel must be 
satisfied, based on all the information that CSIC has available to it at the 
time, that the proposed selection criteria are associated with a foreign entity 
located outside Canada, and that they relate to a GC intelligence priority. 


Foreign intelligence analysts must apply privacy annotations to recognized 
private communications, solicitor-client communications, and 
communications of Canadians located outside Canada. These 
communications must be annotated for destruction unless the information is 
essential to international affairs, defence or security. If the data contains 
information about Canadians, however, it must be annotated for deletion 
(IACN) when the information does not meet the essentiality test. 


Continued on next page 
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63 Applying 
Privacy 
Annotations 
(under part (a) 
of CSEC's 
Mandate) 
(continued) 


CSEC traffic databases generate the statistics required for the Minister 
(relating to private communications and solicitor-client communications 
based on such privacy annotations. 


Solicitor-Client Privilege 
Solicitor-Client Privilege 
Solicitor-Client Privilege Contact SIGINT 


,,,ci-L.ght and Compliance (SPOC) for guidance 
on when a private 'cation is intercepted in the 
context of a sped , Jeration. 


6.4 
Accountability 
Markings (AM) 


Although there is no legal requirement to annotate the number of 
emails acquired under the MA, CCSEC has committed to report on the 
number of recognized one-end Canadian emails 


acquired through the program and retained by 
CSEC because they are essential to international affairs, defence or security, 
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6.5 Determining 
Essentiality 
(Part (a) of the 
Mandate) 


See the related paragraph in OPS-1. 


6.6 Handling of See the related paragraphs in OPS-1 for both parts (a) and (c) of CSEC's 
Solicitor-Client Mandate. 
Communications 


Reporting 


6.7 Reporting Under Part (a) of 1 he Mandate 


SIGINT reports based on traffic collected under part (a) of CSEC's 
Mandate must adhere to existing policy instruments, including: 


• OPS-1 
• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 
• OPS-5-3, Write-to-Release (WTR) Procedures (see Note) 
• CSSS-104, GAMMA Handling Standards, and 
• CSOI-4-1, SIGINT Reporting. 


All other special handling or restricted distribution rules also apply. 


Note: traffic is eligible for WTR reporting (in 
consultation with the Manager, 
provided that the information does not fall into one of the 
categories listed in the WTR Exemption List. 


Under Part (c) of the Mandate 


IRRELEVANT 
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6.8 Report 
Classification 


6.9 Report 
Release 
Authorities 


6.10 Authority 
for the Release 
of Suppressed 
Information 


SIGINT reports based on collection must be classified at a minimum 
TOP SECRET//SI. 


Additional sub-control system markings or dissemination control markings 
may be added as needed. 


See the related paragraphs in OPS 


Corporate and Operational Policy (formerly Operational Policy) is the 
authority for releasing suppressed identifies from SIGINT reports derived 
from collection. See OPS-1-1, Procedures for Release of Suppressed 
Infbrm i 1017 from SIGINT Reports, for more information. 


Data Use, Retention and Storage 


6.11 Using 
Unknown Data 


6.12 Searching 
Metadata 
(tinder Part (a) 
of CSFC's 
Mandate) 


CSEC may search any metadata acquired for the purpose of providing 
any information or intelligence about the capabilities, intentions or 
activities of a foreign individual, state, organization, terrorist group or 
other such entities as they relate to international affairs, defence or 
security, including any information to monitor or identify patterns of 
malicious cyber activities. 
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6.13 Using Metadata must be used only for the following purposes: 
Mctadata • contact chaining 


• network analysis and prioritization, or 
• identifying new targets and target-associated selectors, which can be used: 


o at any time to intercept foreign communications (both ends foreign) 
o to intercept private communications strictly where a duly issued MA is 


in effect, and in exact compliance with that MA, or 
o to monitor or identify patterns of malicious cyber activities. 


  FYI: For additional information on contact chainiaGe 
   0 PS-1 -1 0, Procedures for Metadata Analysis 


and CSOI-4-5, Procedures for 
(in Metadata Analysis Using a 


draft). 


6.14 Data See the related paragraphs in OPS-1-11, Retention Schedules for SIGINT 
Retention Data, for both parts (a) IRRELE'of the Mandate. 


6.15 Storage of See OPS-1 for details on storing traffic where that traffic contains 
Traffic information about Canadians. 


Sharing Information 


6.16 Reports Reporting Under Part (a) of the Mandate 


All current CSEC reporting procedures apply to sharing reports based on 
activities under part (a) of the Mandate (subject to all dissemination 


control markings or sharing restrictions contained in specific operational 
plans). 


Continued on next page 
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6.16 Reports 
!continued) 


Reporting Under Part (c) of the Mandate 


IRRELEVANT 


6.17 Data Sharing Under Part (a) of the Mandate 


Traffic obtained from activities may be shared with Second Parties with 
the approval of appropriate Managers in (that is, those 
Managers whose operations are directly supported by the activity). This 
approval for sharing is to be indicated by the use of appropriate dissemination 
control markings which are established at the time of an operation's approval. 
If such approval is received, Second Parties may submit selection criteria to 


Prior to providing the proposed selection criteria to 
must be satisfied that they are associated with: 


• foreign entities located outside Canada, and 
• GC intelligence priorities. 


Data acquired as a result of the selectors to Second Parties as 
requested. Second Parties have measures in place to protect the privacy of 
Canadians in the handling and reporting of foreign intelligence that contains 
information about Canadians. CSEC must retain an archived copy of all data 
forwarded to Second Parties. 


Sharing Under Part (c) of the Mandate 


IRRELEVANT 
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7. Roles and Responsibilities 


7.1 Roles and This table summarizes roles and responsibilities with respect to 
Responsibilities activities. 


The Minister • Approving a 
:from 


as required 
Chief, CSEC • Providing the Minister with the information listed in 


paragraph 2.5 
• Approving activities conducted 


(under part (a) of the Mandate) 


Approving-• activities 
if appropriate 


• Consulting the Minister about 
activities 


(under part (a) of the Mandate) 
• Advising the NSA, as necessary 


Deputy Chief, 
SIGINT 


• Approving activities conducted 
(under part (a) of the IVIandate) 


• required) for activities conducted 
(under part (a) of the Mandate) 


Directorate of Legal 
Services 


• Providing legal. advice and guidance, as requested 


Director General, • Acting as the Director, 
Approval Authority, when that Director is absent 


Continued on next page 
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Director, • Infonning activities 
(see 


paragraph 2.3) 
• Approving: 


o new techniques or capabilities, as required 
o activities 


(under part (a) of the Mandate) 
o activities conducted (under 


part (a) of the Mandate), and 
o activities and 


activities IRRELEVANT 
Manager, Approving activities 


(under both parts (a IRRELE of the Mandate) 
• Maintaining a record of all activities to track the 


approval process, of the 
activity, and dates 


Manager, Maintaining a record of the approval process for new 
techniques and capabilities 


Director, SPR 
SIGINT Programs 
Oversight and 
Compliance 


• Providing guidance, as required 
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8. Accountability for OPS-3-1 


8.1 This table outlines the accountabilities for revising, reviewing, recommending 
Accountability and approving this document. 


Deputy Chief, SIGINT Approves 
Director General, Policy and 
Communications 


Recommends tbr approval 


General Counsel, Directorate 
of Legal Services 


Reviews to ensure compliance with the law 


Director, Disclosure, Policy 
and Review (formerly, 
Corporate and Operational 
Polic 
Corporate and Operational 
Policy 
SIGINT Requirements 


Reviews for consistency with the policy 
framework 


• Revises 
• Answers questions 
Contributes SIGINT-specific information 
from relevant operational areas during 
revisions 


8.2 References • National Defence Act 
• Most recent Ministerial Directive on 


Operations 
• Most recent Ministerial Directive on LSE's Accountability Framework 
• Most recent Ministerial Directive on the Collection and Use of Metadata 


Most recent Ministerial Directive on Privacy of Canadians 
• Most recent Ministerial Directive on Assistance to Federal Law 


Enforcement and Security Agencies 
• Ministerial Authorization on in force 
• Most recent 
• OPS-1, Protecting the Privacy of Canadians and Ensuring Legal 


Compliance in the Conduct of CSEC Activities 
• OPS-1-1, Procedures for Release of Suppressed Information from SIGINT 


Reports 
• OPS-1-7, Operational Procedures for Naming in SIGINT Reports 


Continued on next page 
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8.2 References 
!continued) 


8.3 
Amendments 


8.4 Enquiries 


• OPS-1-8, Active Monitoring of Operations to Ensure Legal Compliance 
and Protection of the Privacy of Canadians 


• OPS-1 -10, Procedures for Metadata Analysis 


• OPS-1-11, Retention Schedules for SIGINT Data 
IRRELEVANT 


• OPS-4-3, Procedures Related to the Section 16 Program 
• OPS-5-3, Write-to-Release Procedures 
• CSSS-104, GAMMA Handling Standards 
• CS01-4-5, Procedures for Metadata Analysis 


• ORG-2-2, Procedures for Creation and Management of Corporate Files 
Related to CSE Activities Conducted Under a Ministerial Authorization 


• CSOI-4-1, SIG1NT Reporting 
• Standard Operating Procedures 


Situations may arise where amendments to these procedures are required 
because of changing or unforeseen circumstances. Such amendments will be 
communicated to relevant staff and will be posted on the Corporate and 
Operational Policy website. 


Questions related to these procedures should be directed to Operational 
Managers, who in turn will contact Corporate and Operational Policy staff 
when necessary. 


8.5 Review The CSEC program, including relevant policies and procedures, is 
subject to active monitoring (see OPS-1-8, Active Monitoring of Operations 
to Ensure Legal Compliance and Protection of the Privacy of Canadians}, 
audit and review by various internal and external review bodies. 


8.6 Records 
Management 


See ORG-2-2, Procedures for Creation and Management of Corporate Files 
Related to CSE Activities Conducted Under a Ministerial Authorization for 
information on the requirement to establish and maintain a separate corporate 
file for each activity or class of activities undertaken under the authority of an 
MA issued pursuant to subsection 273.65(1) of the NDA. 
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9. Definitions 


9.1 Markin s a lied b anal sts to reco 'zed one-end Canadian emails 
Accountability acquired through the 
Markings (AM) program, and retained by CSEC because they are essential to international 


affairs, defence or security. 


9.2 Canadian "Canadian" refers to 
a) a Canadian citizen, or 
b) a person who has acquired the status of permanent resident under the 


Immigration and Refugee Protection Act, and who has not 
subsequently lost that status under that Act, or 


c) a corporation incorporated under an Act of Parliament or of the 
legislature of a province. 


(NDA, section 273.61) 


For the purpose of these procedures, "Canadian organizations" are also 
accorded the same protection as Canadian citizens and corporations. 


A Canadian organization is an unincorporated association, such as a political 
party, a religious group, or an unincorporated business headquartered in 
Canada. 


9.3 Data Traffic, bulk unselected metadata, and unknown data acquired from 
the Global Information Infrastructure (GII). 


9.4 Entity 


9.5 Essential 


A person, group, trust, partnership or fund or an unincorporated association or 
organization and includes a state or a political subdivision or agency of a 
state. 


In reference to an intercepted private communication, this refers to a 
communication that provides information that responds to the intelligence 
priorities of the GC in relation to international affairs, defence or security. 
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9.6 
Exceptionally 
Controlled 
Information 
(EC') 


A sub-control system of the Special Intelligence (SI) control system that provides 
additional protection for very sensitive SIGINT activities. The sensitivity of an 
activity can relate to 


9.7 Foreign In the context of the NDA and the Canadian Security Intelligence Service Act 
(CSIS Act), "foreign" refers to non-Canadian. However, for targeting purposes, 
by convention, CSEC treats SIGINT allies (i.e. the US, UK, Australia and New 
Zealand) as non-foreign. 


9.8 Foreign 
Intelligence 


9.9 "In 
Canada" 


9.10 
Information 
about 
Canadians 


Information or intelligence about the capabilities, intentions or activities of a 
foreign individual, state, organization or terrorist group, as they relate to 
international affairs, defence or security. 


Refers to Canada's territory, internal waters, territorial sea up to the 12 
nautical mile limit), and the associated airspace. 


Information about Canadians has two meanings. 


IRRELEVANT 


In all other contexts, the term information about Canadians refers to: 
• any personal information about a Canadian, or 
• any information about a Canadian corporation. 
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9.11 Integree 


9.12 Metadata 


9.13 Ministerial 
Authorization 
(MA) 


9.14 Personal 


Information 


9.15 Privacy 
Annotations 


A person seconded to CSEC from one of CSEC's cryptologic partner 
organizations. 


Information associated with a telecommunication to identify, describe, 
manage or route that telecommunication or any part of it as well as the means 
by which it was transmitted, but excludes any information or part of 
information which could reveal the purport of a telecommunication, or the 
whole or any part of its content. 


An authorization provided in writing by the Minister of National Defence (the 
Minister) to CSEC to ensure that CSEC is not in contravention of the law if, 
in the process of conducting its foreign intelligence or IT security operations, 
it should intercept private communications. MAs may be granted in relation 
to an activity or class of activities specified in the authorization pursuant to 
• subsection 273.65(1) of the NDA for the sole purpose of obtaining foreign 


intelligence, or 
• subsection 273.65(3) of the NDA for the sole purpose of protecting the 


computer systems or networks of the GC. 


When such an authorization is in force, Part VI of the Criminal Code does not 
apply in relation to an interception of a private communication, or in relation 
to a communication so intercepted. 


Information that could be used to identify a person as defined in section 3 of 
the Privacy Act. For the definition of personal information, see Annex 2. 


Markings applied to SIGINT traffic in traffic repositories for the purpose of 
identifying private communications, communications of Canadians located 
outside Canada, solicitor-client communications, and information about 
Canadians to be retained or deleted. It is the responsibility of analysts whose 
functions are directly related to the production of SIGINT reports to annotate 
appropriately SIGINT traffic that is recognized as falling into one the 
categories described above. See OPS-1, Annex 2 for more information. 
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Effective Date: 11 December 2012 


9.16 Private 
Communication 


9.17 Secondee 


9.18 Selection 
Criteria 


9.19 


9.20 Solicitor-
Client 
Communica-
tion


 Target 


A private communication is "any oral communication, or any 
telecommunication, that is made by an originator who is in Canada or is 
intended by an originator to be received by a person who is in Canada and 
that is made under circumstances in which it is reasonable for the originator 
to expect that it will not be intercepted by any person other than the person 
intended by the originator to receive it, and includes any radio-based 
telephone communication that is treated electronically or otherwise for the 
purpose of preventing intelligible reception by any person other than the 
person intended by the originator to receive it". (Criminal Code, section 
183) 


An individual who is temporarily moved from another GC or private 
organization to CSEC, and who at the end of the assignment returns to the 
originating organization. 


Measures that are used to identify targets whose data is 
to be selected for forwarding to CSEC. These criteria are obtained from a 
number of sources, including but not limited to open source information, 
analysis of previously acquired SIGINT, and information provided by various 
departments and agencies of the GC, as well as allied agencies. 


For the purposes of these procedures, a solicitor-client communication means 
any communication that is directly related to the seeking, formulating or 
giving of legal advice or legal assistance between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as 
a barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such lawyer, notary, barrister or solicitor. 


To target (v.) means to single out for collection or interception purposes. 
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Annex 


A1.1 The Rule 


A1.2 
Activity 


A1,3 
Activity 


Continued on next page 
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Annex 2 — Personal Information 


Definition of Personal Information in the Privacy Act 


"Personal information" means information about an identifiable individual that is recorded in any 
form including, without restricting the generality of the foregoing, 


(a) information relating to the race, national or ethnic origin, colour, religion, age or marital 
status of the individual, 


(b) information relating to the education or the medical, criminal or employment history of the 
individual or information relating to fmancial transactions in which the individual has been 
involved, 


(c) any identifying number, symbol or other particular assigned to the individual, 


(d) the address, fingerprints or blood type of the individual, 


(e) the personal opinions or views of the individual except where they are about another 
individual or about a proposal for a grant, an award or a prize to be made to another individual 
by a government institution or a part of a government institution specified in the regulations, 


(f) correspondence sent to a government institution by the individual that is implicitly or 
explicitly of a private or confidential nature, and replies to such correspondence that would 
reveal the contents of the original correspondence, 


(g) the views or opinions of another individual about the individual, 


(h) the views or opinions of another individual about a proposal for a grant, an award or a prize 
to be made to the individual by an institution or a part of an institution referred to in paragraph 
(e), but excluding the name of the other individual where it appears with the views or opinions of 
the other individual, and 


(i) the name of the individual where it appears with other personal information relating to the 
individual or where the disclosure of the name itself would reveal information about the 
individual, 


but, for the purposes of sections 7, 8 and 26 and section 19 of the Access to Information Act, 
does not include 
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(j) information about an individual who is or was an officer or employee of a government 
institution that relates to the position or functions of the individual including, 


(i) the fact that the individual is or was an officer or employee of the government 
institution, 
(ii) the title, business address and telephone number of the individual, 
(iii) the classification, salary range and responsibilities of the position held by the 
individual, 
(iv) the name of the individual on a document prepared by the individual in the course of 
employment, and 
(v) the personal opinions or views of the individual given in the course of employment, 


(k) information about an individual who is or was performing services under contract for a 
government institution that relates to the services performed, including the terms of the contract, 
the name of the individual and the opinions or views of the individual given in the course of the 
performance of those services, 


(1) information relating to any discretionary benefit of a financial nature, including the granting 
of a licence or permit, conferred on an individual, including the name of the individual and the 
exact nature of the benefit, and 


(in) information about an individual who has been dead for more than twenty years. 
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Communications Security Centre de la securite TOP SEC ET//81//CEO 
Establishment Canada des telecommunications Canada 


PO. Box 9703 C.R 9703 
Terminal Terminus 
Ottawa, Canada Ottawa, Canada 
K1G 3Z4 K1G 324 


NOV 2 6 2013 


Your File Voire reference 


Our file Notre reference 


CERRID# 1328088 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


Collection Activities 


(For Approval) 


ISSUE 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(1) of the National Defence Act (NDA), you 
authorize the Communications Security Establishment (CSE) to intercept private 
communications in relation to an activity or class of activities for the sole purpose of 
obtaining foreign intelligence. 


You may issue a Ministerial Authorization provided the legislated conditions are met. 
These Ministerial Authorizations are essential to the successful implementation of 
CSE's mandate; without them, the organization would be unable to collect the data from 
the global information infrastructure that it requires to extract foreign intelligence, in 
accordance with the intelligence priorities of the Government of Canada. 


The Ministerial Directive authorizes CSE, within a specific 
assessment and apiroval framework, to 


The purpose of this Memorandum is to request a Ministerial Authorization for CSE's 
collection activities that risk interception of private communications. 


CI K. OF ACTIVITIES TO  BF AUTHORIZED:


Cana al 


COLLECTION 
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CSE's 


Collection Activities: It is im•ortant that CSE have the ca•aci 
collection because the 


of the global information infrastructure 


in addition, a particular communication 


collection targets foreign communications 
in order to produce foreign 


signals intelligence of value to the Government of Canada. CSE 
collection activities in Canada are conducted 


For programs, CSE must establish 
This may involve CSE 


Whether CSE communications data as it is 


collection is an integral component of CSE's foreign signals intelligence 
activities and provides CSE with uni ue access to the lobal information infrastructure. 
The communications data is an essential source for 
the intelligence reports produced by CSE and its Five Eyes partners. From December 
2012 to May 2013 intercepts were the Canadian 
intelligence source for reports produced by CSE analysts. In addition, more than. 
percent of the reports generated by our Five Eyes partners that were attributed to 
Canadian signals intelligence collection were based or interception. 


CSE 


This 


All CSE collection activities 
communications data collected from the global information, infrastructure 


is essential because most communications 
in order to facilitate effective 


on the global information infrastructure. Given the 
of the communications data that is acquired through CSE 


collection activities, it is essential that CSE collected data
in order to determine if it meets predetermined selection criteria 


associated with foreign intelligence targets. 
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also renders a communication and in this 
communications data   on the global information 
infrastructure. This makes it   in of collection 
whether all of the communications will 
be foreign, irrespective of the targeted by CSE activities. As a 
result, communications that are CSE's require.==. 


and determine if they are of potential foreign intelligence value. 
This analysis also minimizes the likelihood of inadvertent interception of private 
communications. 


for CSE 


To facilitate this analysis, and under the authority of the 2011 Ministerial Directive on 
Collection and Use of Metadata, CSE extracts metadata from the communications data 


Metadata does not include communications' content, but is 
information used to identify, describe, manage or route communications. CSE requires 
it to map the global information infrastructure, support ongoing collection, identify new 
foreign intelligence targets, 
selection criteria to facilitate the targeted collection of communications of foreign entities 
that are of foreign intelligence value. 


Selection criteria such as the telephone numbers, IP addresses, email addresses of 
targeted entities and other information extracted from   metadata are 
used 
Selection criteria enable C,SE to filter out extraneous data and provide CSE with greater 
certainty that the communications that CSE extracts for interception will 
be of foreign intelligence value to the Government of Canada. 


Communications data that are collected but 
that are not identified by selection criteria for intercept are destroyed 


This process can tak 
depending on 


Interception of Private Communications: The selection criteria facilitate the 
extraction of specific communications Upon selection, these 
communications are forwarded to a consolidated CSE traffic repository for further 
analysis by CSE analysts. communications data residing in the 
consolidated repository has been intercepted by CSE. 


Any communication that originates or terminates in Canada where there is an 
expectation of privacy constitutes a private communication. CSE minimizes the 
inadvertent interception of private communications through metadata analysis and 
application of selection criteria 


However, because CSE cannot know in advance if the foreign entities being 
targeted will communicate with persons in Canada, CSE may end up intercepting a one-
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end Canadian communication originating or terminating with the foreign entity. As a 
result, CSE requires a Ministerial Authorization to undertake collection 
activities that risk the interception of private communications, as without lawful authority 
it is a criminal offence to intercept private communications. 


CONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only if you are satisfied that CSE has met the 
four conditions set out in subsection 273.65(2) of the NDA and is appropriately 
managing the risk of intercepting private communications. 


• The interception will be directed at foreign entities located outside Canada; 
• The information to be obtained could not be reasonably obtained by other 


means; 
• The expected foreign intelligence value of the information that would be derived 


from the interception justifies it; and 
• Satisfactory measures are in place to protect the privacy of Canadians and to 


ensure that private communications will only be used or retained if they are 
essential to international affairs, defence or security. 


In order to demonstrate in advance that CSE has appropriate measures in place to 
meet each of these conditions, CSE uses a reasonableness standard that takes into 
account the particular context of the class of activity being authorized. 


These conditions are met respectively as follows: 


1. Interception must be directed at foreign entities located outside Canada 


CSE follows strict procedures that provide a reasonable assurance that interception 
activities are directed at foreign entities located outside of Canada. This includes 
maintaining an automated directory of selection criteria to identify the communications 
of a target of interest for intercept. Selection criteria can only be used to identify 
communications for intercept if CSE is satisfied that they relate to a foreign target and 
the external component of a communication. The use of selection criteria to identify 
communications for intercept provides CSE with a reasonably reliable means of 
identifying who one of the communicants is likely to be and whether he or she is located 
outside Canada before a communication is intercepted. Further, the content of a 
communication is CSE has a reasonable assurance that the 
communication has at least one end located outside Canada. 
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2. Information could not be reasonably obtained by other means 


The nature of CSE's signals intelligence activities is such that the intercepted 
information (including any private communications) would not be shared voluntarily by 
the targeted foreign entity. Further, in most cases, intercepted communications are the 
only potential source for the information being sought. 


3. The expected value of the interception would justify it 


Activities conducted under this Ministerial Authorization provide CSE with unique 
access to the communications of targeted foreign entities and are an important source 
of information about these entities and their activities. CSE's collection 
programs continue to be a valuable source of foreign intelligence in accordance with 
Government of Canada intelligence priorities. In addition, CSE's 
collection programs also provide CSE with access to foreign intelligence 


which would otherwise be unavailable to CSE. 
This Five Eyes sharing regime is a valuable source of intelligence to the Government of 
Canada and CSE produced foreign intelligence reports based 
on intelligence from over 
the reporting period noted above, December 2012 - May 2013. 


programs operated 


After the expiration of the current Ministerial Authorization, CSE will report to you on the 
full period of the authorization, in accordance with the reporting requirements outlined in 
the Ministerial Authorization. 


4. Satisfactory measures are in place to protect the privacy of Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained if they are essential to international 
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affairs, defence, or security. CSE's policies relating to accountability, the privacy of 
Canadians, and the conduct of collection activities are outlined in the 
following Ministerial Directives and operational policies: 


• Ministerial Directive; 
• Accountability Framework Ministerial Directive; 
• Privacy of Canadians Ministerial Directive; 
• Collection and Use of Metadata Ministerial Directive; 
• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in 


the Conduct of CSEC Activities; and 
• OPS-1-13: Operational Procedures Related to Canadian Collection 


Activities. 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and operational policies. The organization will advise you of 
any revisions to policies and procedures that have an impact on measures to protect the 
privacy of Canadians. OPS-1 is CSE's foundational policy on the protection of the 
privacy of Canadians and all other operational policies must comply with it. A copy of 
OPS-1 is attached for your reference at Annex B. 


Where CSE incidentally intercepts a private communication, a communication of a 
Canadian outside Canada, or a solicitor-client communication, the intercept can only be 
used or retained if it is deemed essential to international affairs, defence or security. 
This means that: 


• communications that both originate and terminate in Canada, will, upon 
recognition, be marked accordingly and not be used further by CSE. These 
communications are either deleted from CSE's databases or over a short 
duration overwritten from CSE's and, 


• intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


Solicitor-Client Privilege 
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RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its 


collection activities that risk interception of private communications and provide 
valuable foreign intelligence to the Government of Canada, as well as CSE's domestic 
and international partners. It is recommended that you approve the attached Ministerial 
Authorization "Communications Security Establishment Collection 
Activities," to be effective 1 December 2013 to 30 November 2014. 


Attachment 
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Communications Security 
Establishment Canada des telecommunications Canada 


Centre de la securite TOP SECRETI/SWCE0 


P.O. Box 9703 C,P. 9703 
Terminal Terminus 
Ottawa, Canada Ottawa, Canada 
K1G 3Z4 K1G 3Z4 


NOV 2 6 ZU13 


Your File Votre reference 


Our file Notre reference 


CERRID# 1328099 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


CSE Collection Activities 


(For Approval) 


ISSUE 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(1) of the National Defence Act (NDA), you 
authorize the Communications Security Establishment (CSE) to intercept private 
communications in relation to an activity or class of activities for the sole purpose of 
obtaining foreign intelligence. 


You may issue a Ministerial Authorization provided the legislated conditions are met. 
These Ministerial Authorizations are essential to the successful implementation of 
CSE's mandate; without them, the organization would be unable to collect the data from 
the global information infrastructure that it requires to extract foreign intelligence, in 
accordance with the intelligence priorities of the Government of Canada. 


The purpose of this Memorandum is to request a Ministerial Authorization for CSE's 
collection activities that risk interception of private communications. 


CLASS OF ACTIVITIES TO BE AUTHORIZED: COLLECTION 


Communications are transmitted on the global 
information infrastructure 


the global information 
infrastructure. 


It is important that CSE has the capacity to engage in collection since a 


on the global information infrastructure at any given moment, 


Cana MAI 


This makes 
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these -potential sources of data that CSE can foreign 
intelligence. Because on the global information 
infrastructure can be 


can be foreign entities that 
are o clear relevance to Government of Canada intelligence priorities. 


CSE collection currently accounts for 
produced by CSE. 


of intelligence reports 


CSE Collection Activities: CSE conducts collection activities by, 
foreign on the global information 


infrastructure that are suspected of being of foreign intelligence value to the 
Government of Canada. 


Interception of Private Communications: CSE collection activities risk 
interception of private communications when they 
were acquired and either the sender or the recipient is located in Canada. 
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CONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only if you are satisfied that CSE has met the 
four conditions set out in subsection 273.65(2) of the NDA and is appropriately 
managing the risk of intercepting private communications. 


• The interception will be directed at foreign entities located outside Canada; 
• The information to be obtained could not be reasonably obtained by other 


means; 
• The expected foreign intelligence value of the information that would be derived 


from the interception justifies it; and 
• Satisfactory measures are in place to protect the privacy of Canadians and to 


ensure that private communications will only be used or retained if they are 
essential to international affairs, defence or security. 


These conditions are met respectively as follows: 


In order to demonstrate in advance that CSE has appropriate measures in place to 
meet each of these conditions, CSE uses a reasonableness standard that takes into 
account the particular context of the class of activity being authorized. 


1. The interception must be directed at foreign entities located outside Canada 


In order to provide a reasonable assurance that interception activities are directed at 
foreign entities located outside of Canada, CSE maintains a list of selection criteria for 
identifying target These 
criteria are obtained from a number of sources, including analysis of previously-acquired 
SIGINT, metadata, information provided by other Government of Canada departments 
and agencies, information provided by Allied agencies, and open source information. 
The collection activities makes it possible for CSE to be 
reasonably assured that that are targeted for 
collection are foreign and located outside of Canada, and are likely to contain 
information of foreign intelligence value to the Government of Canada. 
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2. The information could not be reasonably obtained by other means 


The nature of CSE's signals intelligence activities is such that the collected information 
(including any private communications) would not be shared voluntarily by the targeted 
foreign entity. Further, in most cases, the communications that are acquired or 
intercepted by CSE collection activities are the only potentially reasonable source 
for the information being sought. 


3. The expected value of the interception would justify it 


provides CSE with unique access to the data and communications of targeted 
foreign entities and is an important source of foreign intelligence in accordance with 
Government of Canada intelligence priorities. Specifically this
intelligence on Cabinet Confidence 


Cabinet Confidence 


After the expiration of the current Ministerial Authorization, CSE will report to you on the 
full period of the authorization for this program, in accordance with the reporting 
requirements outlined in the Ministerial Authorization. 


4. Satisfactory measures are in place to protect the privacy of Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained if they are essential to international 
affairs, defence, or security. CSE's policies relating to accountability, the privacy of 
Canadians, and the conduct of activities are outlined in the following Ministerial 
Directives and operational policies: 


• Ministerial Directive; 
• Accountability Framework Ministerial Directive; 
• Privacy of Canadians Ministerial Directive; 
• Collection and Use of Metadata Ministerial Directive; 
• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in 


the Conduct of CSEC Activities; and 
• OPS-3-1: Operational Procedures for 


Activities. 


CSE employees must conduct activities in accordance with the most current versions of 
these Ministerial Directives and operational policies. The organization will advise you of 
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any revisions to policies and procedures that have an impact on measures to protect the 
privacy of Canadians. OPS-1 is CSE's foundational policy on the protection of the 
privacy of Canadians and all other operational policies must comply with it. A copy of 
OPS-1 is attached for your reference at Annex B. 


If CSE incidentally intercepts a private communication, a communication of a Canadian 
outside Canada, or a solicitor-client communication, the intercept can only be used or 
retained if it is deemed essential to international affairs, defence or security. This 
means that: 


• communications that both originate and terminate in Canada, will, upon 
recognition, be marked accordingly and not be used further by CSE. These 
communications will be deleted immediately; and 
intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


Solicitor-Client Privilege 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its 
activities and provide valuable foreign intelligence to the Government of Canada, as 
well as CSE's domestic and international partners. It is recommended that you approve 
the attached Ministerial Authorization "Communications Security Establishment 


Collection Activities" to be effective 1 December 
2013 to 30 November 2014. 


Attachment 
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Our file Notre reference 


CERRI D# 1328092 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


CSE Cyber Defence Activities 


(For Approval) 


ISSUE 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(3) of the National Defence Act (NDA), you 
authorize the Communications Security Establishment (CSE) to intercept private 
communications in relation to an activity or class of activities for the sole purpose of 
protecting the computer systems and networks of the Government of Canada from 
mischief, unauthorized use or interference, in the circumstances specified in paragraph 
184(2)(c) of the Criminal Code. 


You may issue a Ministerial Authorization provided the legislated conditions are met. 
Ministerial Authorizations are essential to the successful implementation of CSE's 
information protection mandate; without them, the organization would be unable to 
detect known threats and vulnerabilities; discover unknown threats and vulnerabilities; 
and protect Government of Canada computer systems and networks from them. 


The purpose of this Memorandum is to request a Ministerial Authorization for CSE's 
cyber defence activities on Government of Canada computer systems and networks 
that risk interception of private communications. 


Prior to commencing cyber defence activities pursuant to a Ministerial Authorization, 
CSE obtains the consent of the federal institution to be present on their networks. 


CLASS OF ACTIVITIES TO BE AUTHORIZED: CYBER DEFENCE ACTIVITIES 


The Cyber Threat Environment: CSE and its closest cryptologic partners in the 
United States, the United Kingdom, Australia and New Zealand monitor malicious cyber 
activity. This malicious activity is sustained, highly sophisticated and often hidden in 
normal or legitimate internet traffic where it is difficult for users and network 
administrators to detect. 
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In 2012, CSE detected cyber threat incidents on computers systems and 
networks of significance to the Government of Canada. International Affairs, Trade and 
Development was the most. heavily targeted sector which accounted for percent of 
incidents detected. This includes instances of attempted compromises of 
Government of Canada systems. There were Elcompromises, and. instances where 
threat actors successfully exfiltrated information. is assessed to be responsible 
forE percent of all incidents detected. In comparison, 


together accounted forMpercent of detected threat incidents. The remaining 
percent of incidents could not be attributed; however, based on the type of 


information targeted in the incidents, is likely the responsible actor. 


The most prevalent technique employed by cyber threat actors over the past year was 
spear-phishing In these cases, 
threat actors used legitimate-looking emails that were crafted to appear relevant to the 
recipient. These tailored emails contained malicious attachments, or seemingly 
legitimate links to malicious web sites. 


CSE Cyber Defence Activities: While federal institutions have commercially-available 
means to detect malicious activities directed against their networks, these capabilities 
are insufficient to counter the growing threats to the Government of Canada's cyber 
security. By collaborating with CSE's foreign intelligence collection program, CSE's 
cyber defence program is able to better defend against these threats. This collaboration 
allows for the sharing of cyber defence-related expertise, tools and data from foreign 
cyber threat activity, providing a comprehensive picture of foreign cyber threats directed 
at Government of Canada computer systems and networks. CSE also draws upon the 


cyber defence programs to provide 
information concerning sophisticated foreign threats and threat actors. 


Network Detection 
During cyber defence activities conducted under a Ministerial Authorization, a federal 
institution provides CSE with 
Data from each federal institution is and retained for 
a period of up to (a current list of existing and newly-established federal 
clients is provided at Annex A). This retention period 
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Interception of Private Communications: CSE cyber defence activities are 
conducted on Government of Canada computer systems and networks, and all 
communications transmitted on those systems and networks between two or more 
persons are private communications for the purposes of the NDA. Upon detection by 


suspect communications may be 
extracted from the data for further analysis by CSE cyber 
defence personnel. Communications that have been extracted from the 
by CSE have been intercepted by CSE. Should 


CONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only if you are satisfied that CSE has met the 
five conditions set out in subsection 273.65(4) of the NDA and is appropriately 
managing the risk of intercepting private communications. 


• the interception is necessary to identify, isolate or prevent harm to Government 
of Canada computer systems or networks; 


• the information to be obtained could not reasonably be obtained by other means; 
® the consent of persons whose private communications may be intercepted 


cannot reasonably be obtained; 
• satisfactory measures are in place to ensure that only information that is 


essential to identify, isolate or prevent harm to Government of Canada computer 
systems or networks will be used or retained; and, 


® satisfactory measures are in place to protect the privacy of Canadians in the use 
or retention of that information. 


In order to demonstrate in advance that CSE has appropriate measures in place to 
meet each of these conditions, CSE uses a reasonableness standard that takes into 
account the particular context of the class of activity being authorized. 
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These conditions are met respectively as follows: 


1. The interception is necessary to identify, isolate or prevent harm to 
Government of Canada computer systems or networks 


Malicious activity directed against Government of Canada computer systems and 
networks is often disguised as normal or legitimate files, computer processes or network 
traffic. In order to identify, isolate and mitigate cyber threats, it is likely that CSE will 
intercept private communications in the course of monitoring, acquiring and analyzing 
traffic on computer systems or networks of federal institutions. 


2. The information to be obtained could not reasonably be obtained by other 
means 


It is impossible to effectively identify and prevent potential cyber threats from harming 
Government of Canada computer systems or networks without acquiring and analyzing 
a copy of suspicious files, computer processes or network traffic. Some of the traffic 
that will be acquired and copied will consist of private communications, and therefore 
the necessary information could not reasonably be obtained by means that do not risk 
the interception of private communications. 


3. The consent of the persons whose private communications may be 
intercepted cannot reasonably be obtained 


While CSE has obtained the consent of the requesting federal institution, it is impossible 
to obtain the consent of all persons outside the federal institution network who may 
legitimately communicate with internal users. Furthermore, obtaining this advance 
consent may alert malicious actors to CSE's presence on a particular network, thereby 
enabling them to evade detection. 


4. Satisfactory measures are in place to ensure that only information that is 
essential to identify, isolate or prevent harm to Government of Canada 
computer systems or networks will be used or retained 


All information obtained by CSE from a federal institution's network or system during 
cyber defence activities is used or retained in accordance with OPS-1-14, "Operational 
Procedures for Cyber Defence Operations Conducted Under Ministerial Authorization," 
and related documentation. The NDA and OPS-1-14 require the application of an 
essentiality test to determine whether information from a private communication that is 
intercepted in the conduct of authorized cyber defence activities is essential to identify, 
isolate, or prevent harm to Government of Canada computer systems or networks. 
Only information that is deemed essential may be used or retained by CSE; otherwise it 
is automatically deleted on or before the 12 month anniversary of the date it was copied. 
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5. Satisfactory measures are in place to protect the privacy of Canadians in the 
use or retention of that information 


CSE may use or retain information for the purpose of furthering its investigation into 
cyber threat activities on Government of Canada systems or networks. This use or 
retention includes sharing it within CSE or with domestic and international partners. 


Any information sharing will be done in strict accordance with CSE-approved 
operational policy. The sharing of information from private communications will only be 
undertaken if it is essential to protect Government of Canada computer systems or 
networks. Data in the remains under the control of the federal institution 
from which it originated. Communications that have been intercepted and used or 
retained by CSE are no longer under the control of the federal institution 


CSE's policies relating to accountability, the privacy of Canadians and the conduct of 
cyber defence activities are outlined in the following Ministerial Directives and 
operational policies: 


• Accountability Framework Ministerial Directive; 
• Privacy of Canadians Ministerial Directive; 
• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in 


the Conduct of CSEC Activities; and 
• OPS-1-14: Operational Procedures for Cyber Defence Operations Conducted 


Under Ministerial Authorization. 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and operational policies. CSE will advise you of any 
revisions to policies and procedures that have an impact on measures to protect the 
privacy of Canadians. OPS-1 is CSE's foundational policy on the privacy of Canadians 
and all other operational policies must comply with it. A copy of OPS-1 is attached for 
your reference at Annex B. 


The use and retention of intercepted private communications that contain information 
essential to identify, isolate or prevent harm to Government of Canada computer 
systems and networks will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


Solicitor-Client Privilege 
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RECOMMENDATION 


Ministerial Authorizations are vital policy instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will enable CSE to continue its cyber 
defence activities, which protect the computer systems and networks of the Government 
of Canada. It is recommended that you approve the attached Ministerial Authorization 
"Protection of Government of Canada Computer Systems and Networks: 
Communications Security Establishment Cyber Defence Activities," to be effective 1 
December 2013 to 30 November 2014. 


orster 
Chief 


Attachment 
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ANNEX A 


• Ongoing Cyber Defence Activities: Under the current Ministerial Authorization, 
"Communications Security Establishment Cyber Defence Activities," effective 
December 1, 2012, CSE is engaged in ongoing cyber defence activities (that 
intercept private communications) in support of the computer systems and networks 
of the following federal institutions: 


1) Communications Security Establishment; 
2) Department of National Defence; 
3) Department of Foreign Affairs, Trade and Development; and 
4) Government of Canada Departments and Agencies using the Secure Channel 


Network (SC Net) that is administered by Shared Services Canada 


® CSE intends to continue these cyber defence activities with these federal institutions 
under the 2013-2014 Ministerial Authorization. 


® New Agreements: Prior to CSE engaging in any new cyber defence activities with 
new clients within the one-year period covered by this Ministerial Authorization, CSE 
shall inform you and provide an updated copy of this Annex. 


o On 14 November, 2013, CSE received a letter of request from Shared 
Services Canada on which it intends to act. 


® All cyber defence activities carried out on the systems and networks of Government 
of Canada departments, are conducted under the strict supervision of CSE personnel 
in cooperation with the requesting federal institution's staff, and in accordance with 
established policies and procedures. 
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Your File Votre reference 


Our file Notre reference 


CERRID# 1328098 


MEMORANDUM FOR THE MINISTER OF NATIONAL DEFENCE 


CSE Collection Activities 


(For Approval) 


ISSUE 


The interception of private communications — those that originate or terminate in 
Canada and where the originator has a reasonable expectation of privacy — is prohibited 
under Part VI of the Criminal Code. However, Part VI of the Criminal Code does not 
apply if, pursuant to subsection 273.65(1) of the National Defence Act (NDA), you 
authorize the Communications Security Establishment (CSE) to intercept private 
communications in relation to an activity or class of activities for the sole purpose of 
obtaining foreign intelligence. 


You may issue a Ministerial Authorization provided the legislated conditions are met. 
These Ministerial Authorizations are essential to the successful implementation of 
CSE's mandate; without them, the organization would be unable to collect the data from 
the global information infrastructure that it requires to obtain foreign intelligence, in 
accordance with the intelligence priorities of the Government of Canada. 


The purpose of this Memorandum is to request a Ministerial Authorization for CSE's 
collection activities that risk interception of private communications. 


CLASS OF ACTIVITIES TO BE AUTHORIZED: COLLECTION 


applies to all 
technologies that rely on the communications 
data on the global information infrastructure. While the application of 


examples include 


It is important that CSE have the capacity to engage in collection 
because over•% of the on the global information infrastructure use a 


to access communications networks. In addition, a particular 
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CSE Collection Activities: CSE's collection 
activities target foreign communications data that is 


Because may be received 
collection 


CSE uses various collection technologies to acquire foreign signals for 
analysis. The choice of collection technology depends on the nature of 
the communications that CSE suspects are communications 
data of foreign intelligence value, and where these communications are 


To support this determination, CSE may undertake a in order to 


CSE 


infrastructure 


All CSE collection methods 
communications data collected from the global information 


This is essential because most communications 
in order to facilitate efficient 


on the global information infrastructure. Given the 
of the communications data that is acquired through CSE 


collection activities, it is essential that CSE collected data in 
if it meets predetermined selection criteria 


associated with foreign intelligence targets. 


also renders communications and in this-
communications data on the global information 
infrastructure. This makes it for CSE in of collection 
whether all of the data it collects will be foreign, irrespective of the 


targeted by CSE activities. As a result, communications that 
are CSE's require and 
determine if they are of potential foreign intelligence value. This analysis also 
minimizes the likelihood of inadvertent interception of private communications. 


To facilitate this analysis, and under the authority of the 2011 Ministerial Directive on 
Collection and Use of Metadata, CSE extracts metadata from the communications data 


Metadata does not include communications' content, but is 
information used to identify, describe, manage or route communications. CSE requires 
it to map the global information infrastructure, support ongoing collection, identify new 
foreign intelligence targets, 


to facilitate the targeted collection of communications of foreign entities 
that are of foreign intelligence value. 
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Selection criteria such as the telephone numbers, IP addresses, email addresses of 
targeted entities and other information extracted from metadata are 


Selection criteria enable CSE to filter out extraneous data and provide CSE with greater 
certainty that the communications that CSE extracts for interception will 
be of foreign intelligence value to the Government of Canada. 


Communications data that are collected 
that are not identified by selection criteria for intercept are destroyed-


This process can take 
depending on 


but 


Interception of Private Communications: The selection criteria facilitate the 
extraction of specific communications , and upon selection, these are 
forwarded to a consolidated CSE traffic repository for further analysis by CSE analysts. 
As data is forwarded into the consolidated repository, it 
is communications and can be 


by CSE personnel. communications residing within 
the consolidated repository have been intercepted by CSE. 


CSE minimizes the inadvertent interception of private communications through 
metadata analysis and application of selection criteria 


However, because CSE cannot know in advance if 
the foreign entities being targeted will communicate with persons in Canada, CSE may 
end up intercepting a one-end Canadian communication originating or terminating with 
the foreign entity. Any communication that originates or terminates in Canada where 
there is an expectation of privacy constitutes a private communication. As a result, CSE 
requires a Ministerial Authorization to undertake collection activities, as 
without lawful authority it is a criminal offence to intercept private communications. 


CONDITIONS TO BE SATISFIED 


You may issue a Ministerial Authorization only if you are satisfied that CSE has met the 
four conditions set out in subsection 273.65(2) of the NDA and is appropriately 
managing the risk of intercepting private communications. 


• The interception will be directed at foreign entities located outside Canada; 
• The information to be obtained could not be reasonably obtained by other 


means; 
• The expected foreign intelligence value of the information that would be derived 


from the interception justifies it; and 
• Satisfactory measures are in place to protect the privacy of Canadians and to 


ensure that private communications will only be used or retained if they are 
essential to international affairs, defence or security. 
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In order to demonstrate in advance that CSE has appropriate measures in place to 
meet each of these conditions, CSE uses a reasonableness standard that takes into 
account the particular context of the class of activity being authorized. 


These conditions are met respectively as follows: 


1. The interception must be directed at foreign entities located outside Canada 


CSE follows strict procedures that provide a reasonable assurance that interception 
activities are directed at foreign entities located outside of Canada. This includes 
maintaining an automated directory of selection criteria to identify the communications 
of a target of interest for intercept. Selection criteria can only be used to identify 
communications for intercept if CSE is satisfied that they relate to a foreign target and 
the external component of a communication. The use of selection criteria to identify 
foreign communications for collection provides CSE with a reasonably reliable means of 
identifying who one of the communicants is likely to be and whether he or she is located 
outside Canada before a communication is intercepted. Further, the content of a 
communication is CSE has a reasonable assurance that the 
communication has at least one end located outside Canada, 


2. The information could not be reasonably obtained by other means 


The nature of CSE's signals intelligence activities is such that the intercepted 
information, including any private communications, would not be shared voluntarily by 
the targeted foreign entity. Further, in most cases, intercepted communications are the 
only potential source for the information being sought. 
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3. The expected foreign intelligence value of the information that would be 
derived from the interception justifies it 


Activities conducted under this Ministerial Authorization provide CSE with unique 
access to the communications of targeted foreign entities and are an important source 
of information about these entities and their activities. CSE's collection 
activities enhance its capacity to understand and locate targets of interest and provide 
CSE and its Allies with foreign intelligence in accordance with Government of Canada 
intelligence priorities. 


CSE also derives technical information about global information networks from its 
collection activities. This supports other collection activities and improves 


CSE's understanding of its targets and their communication patterns. For example, 
CSE's collection activities are a rich source of information related to 


and this research ultimately benefits CSE's 
own collection activities. 


After the expiration of the current Ministerial Authorization, CSE will report to you on the 
full period of the authorization for each activity, in accordance with the associated 
reporting requirements outlined in the Ministerial Authorization. Detailed information on 
each of the programs that CSE operates under the Collection 
Activities Ministerial Authorization is provided in Annex A. 


4. Satisfactory measures are in place to protect the privacy of Canadians 


CSE has measures in place to protect the privacy of Canadians and to ensure that 
private communications will only be used or retained if they are essential to international 
affairs, defence, or security. CSE's policies relating to accountability, the privacy of 
Canadians, and the conduct of activities are outlined in the following 
Ministerial Directives and operational policies: 


• Accountability Framework Ministerial Directive; 
• Privacy of Canadians Ministerial Directive; 
• Collection and Use of Metadata Ministerial Directive; 
• OPS-1: Protecting the Privacy of Canadians and Ensuring Legal Compliance in 


the Conduct of CSEC Activities; and 
• OPS-1-13: Operational Procedures Related to Canadian Collection 


Activities. 


CSE employees must conduct activities in accordance with the most current version of 
these Ministerial Directives and operational policies. CSE will advise you of any 
revisions to policies and procedures that have an impact on measures to protect the 
privacy of Canadians, OPS-1 is CSE's foundational policy on the protection of the 
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privacy of Canadians and all other operational policies must comply with it. A copy of 
OPS-1 is attached for your reference at Annex B. 


Where CSE incidentally intercepts a private communication, a communication of a 
Canadian outside Canada, or a solicitor-client communication, the intercept can only be 
used or retained if it is deemed essential to international affairs, defence or security, 
This means that: 


• communications that both originate and terminate in Canada, will, upon 
recognition, be marked accordingly and not be used further by CSE. These 
communications are either deleted from CSE's databases or over a short 
duration overwritten from CSE's 


• intercepted solicitor-client communications will be treated in an exceptional 
manner, as set out in the conditions in the Ministerial Authorization. 


The use and retention of any recognized intercepted private communications essential 
to foreign intelligence will be reported to you in accordance with the reporting 
requirements outlined in the Ministerial Authorization. CSE's activities are subject to 
annual review by the CSE Commissioner to ensure their lawfulness. 


Solicitor-Client Privilege 


RECOMMENDATION 


Ministerial Authorizations are vital legal instruments that enable CSE to fulfill its 
mandate without risk of criminal liability for the incidental interception of private 
communications. This Ministerial Authorization will permit CSE to continue its collection 
activities that target foreign and provide valuable foreign 
intelligence to the Government of Canada, as well as CSE's domestic and international 
partners. It is recommended that you approve the attached Ministerial Authorization 
"Communications Security Establishment Collection Activities", to be 
effective 1 December 2013 to 30 November 2014. 


Attachment 
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ANNEX A 
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Minister 
of National Defence 


Ministre TOP SECRET/NU/CEO 


de la Defense nationale 


Ottawa, Canada K1A OK2 


CERRID # 1327984 


MINISTERIAL AUTHORIZATION 


COMMUNICATIONS SECURITY ESTABLISHMENT 
COLLECTION ACTIVITIES 


In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Forster, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to intercept private communications acquired through 
the activity described as Collection Activities, which is part of 


for the sole purpose of obtaining foreign 
intelligence in accordance with the Government of Canada intelligence priorities. 


4. As required by the National Defence Act: 


a) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


(ii) OPS 1-13 — "Operational Procedures Related to Canadian 
Collection." 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 


private communication intercepted pursuant to this Ministerial Authorization 


shall be considered essential to international affairs, defence or security, and 
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used or retained only if it contains information that is clearly related to the 
intelligence priorities of the Government of Canada. 


5. Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the current versions of the Ministerial Directives 
"Privacy of Canadians", "Accountability Framework", "Collection and Use of 
Metadata", and Program". 


b) In cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


(ii) if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director or supervisor (via the reporting chain); 


(iii) the director or supervisor shall forthwith obtain legal advice from the 
Department of Justice, CSE Directorate of Legal Services, on whether 
the continued retention or use of the solicitor-client communication 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute; and 


(iv) where legal advice has been obtained that the retention or use of a 
solicitor-client communication containing foreign intelligence would be 
in conformity with the laws of Canada, and not bring the administration 
of justice into disrepute, CSE may only use or retain the information 
derived from the solicitor-client communication in conformity with the 
legal advice received. 


c) To facilitate the review by the Commissioner of CSE of the statutory 
requirement that interceptions of private communications must be directed at 
foreign entities located outside Canada, CSE shall maintain an automated 
directory of selectors which it is satisfied relates to foreign entities located 
outside Canada. 
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d) CSE, shall record the following information, and shall send the report to me 
within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 


the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


6. CSE shall report to me when any serious issue arises in the implementation of this 
Ministerial Authorization, such as a sustained substantial decrease in the value of 
this source of foreign intelligence, or any sustained major increase in the number 
of recognized private communications or solicitor-client communications 
intercepted pursuant to this Ministerial Authorization. 


7. Pursuant to section 273.63 and subsection 273.65 (8) of the National Defence Act 
the Commissioner of CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and CSE shall support and assist the Commissioner in 
carrying out such reviews. 


8. This Ministerial Authorization shall have effect for one year, from 1 December 
2013 to 30 November 2014. 


Dated at ay of  1\1,0


The Honourable Rob Nicholson, P.C., M.P. 
Minister of National Defence 


2013. 
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Minister 
of National Defence 


Ministre TOP SECRET//SI//CEO 
de la Defense nationale 


Ottawa, Canada K1 A OK2 


CERRID # 1327997 


MINISTERIAL AUTHORIZATION 


COMMUNICATIONS SECURITY ESTABLISHMENT 
COLLECTION ACTIVITIES 


1. In the exercise of the power conferred on me by the National Defence Act, I have 
read the submission of John Forster, Chief, Communications Security 
Establishment (CSE), and I am satisfied that the conditions enunciated in 
subsection 273.65(2) of the National Defence Act have been met. 


2. I therefore authorize CSE to engage in foreign intelligence collection activities 
described as that risk the interception of 
private communications for the sole purpose of obtaining foreign intelligence in 
accordance with the Government of Canada intelligence priorities. 


3. As required by the National Defence Act: 


a) This Ministerial Authorization authorizes CSE to intercept private 
communications for the sole purpose of obtaining foreign intelligence. 


b) Activities carried out pursuant to this Ministerial Authorization shall be 
directed at foreign entities located outside Canada. 


c) Activities carried out pursuant to this Ministerial Authorization shall be 
subject, as a minimum, to measures to protect the privacy of Canadians, 
contained in the following operational policies and other operational policies 
referred to therein: 


(i) OPS 1 — "Protecting the Privacy of Canadians and Ensuring Legal 
Compliance in the Conduct of CSEC Activities"; and 


(ii) OPS 3-1 — "Procedures for Activities". 


c) For the purposes of paragraph 273.65(2)(d) of the National Defence Act, a 
private communication intercepted pursuant to this Ministerial Authorization 
shall be considered essential to international affairs, defence or security, and 
used or retained only if it contains information that is clearly related to the 
intelligence pribrities of the Government of Canada. 
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Pursuant to subsection 273.65(5) of the National Defence Act, I consider it 
advisable, for the protection of the privacy of Canadians, that the following 
additional measures apply to the interception of private communications carried 
out in accordance with this Ministerial Authorization: 


a) The activities carried out pursuant to this Ministerial Authorization shall be in 
strict compliance with the current versions of the Ministerial Directives 
"Privacy of Canadians", "Accountability Framework", 


, and "Collection and Use of Metadata". 


b) I❑ cases where an analyst recognizes a communication directly related to the 
seeking, formulating or giving of legal advice between a client and a person 
authorized to practice as a lawyer or a notary in the province of Quebec or as a 
barrister or solicitor in any territory or other province of Canada, or any 
person employed in the office of such a lawyer, notary, barrister or solicitor 
("solicitor-client communication"): 


(i) the analyst shall annotate that communication for destruction unless the 
analyst believes it may contain foreign intelligence; 


if the analyst believes that a solicitor-client communication may contain 
foreign intelligence, then the analyst shall annotate that communication 
for retention and forthwith bring the communication to the attention of 
his/her director (via the reporting chain); 


the director shall forthwith obtain legal advice from the Department of 
Justice, CSE Directorate of Legal Services, on whether the continued 
retention or use of the solicitor-client communication would be in 
conformity with the laws of Canada, and not bring the administration of 
justice into disrepute; and 


(iv) where legal advice has been obtained that the continued retention or use 
of a solicitor-client communication containing foreign intelligence 
would be in conformity with the laws of Canada, and not bring the 
administration of justice into disrepute, the Communications Security 
Establishment may only use or retain the information derived from the 
solicitor-client communication in conformity with the legal advice 
received. 


c) The CSE shall record the following information, and shall send the report to 
me within four (4) months following the expiration of this Ministerial 
Authorization, or at any time upon request: 


(i) the number of recognized private communications intercepted pursuant 
to this Ministerial Authorization that are used or retained on the basis 
that they are essential to international affairs, defence or security; 
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(ii) the number of recognized solicitor-client communications intercepted 
pursuant to this Ministerial Authorization, that are used or retained on 
the basis that they are essential to international affairs, defence or 
security and in conformity with the legal advice received; 


(iii) the number of intelligence reports produced from the information 
derived from private communications intercepted pursuant to this 
Ministerial Authorization; and 


(iv) the foreign intelligence value of these reports, as they relate to 
international affairs, defence or security. 


The CSE shall report to me when any serious issue arises in the implementation of 
this Ministerial Authorization, such as a sustained substantial decrease in the 
value of this source of foreign intelligence, or any sustained major increase in the 
number of recognized private communications or solicitor-client communications 
intercepted pursuant to this Ministerial Authorization. 


6. Pursuant to section 273.63 and subsection 273.65(8) of the National Defence Act 
the Commissioner of the CSE is charged with the review of activities carried out 
under this Ministerial Authorization to ensure that they are in compliance with the 
law and authorized, and the CSE shall support and assist the Commissioner in 
carrying out such reviews. 


7. This Ministerial Authorization shall have effect for one year, from 1 December 
2013 to 30 November 2014. 


Dated at  this)itinday of  kkow 2013. 


Honourable Roll Nicholson, P.C., M.P. 
Minister of National Defence 


3 


2015 12 22 AGC0035 of 
A-2017-00017--00405 





