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Fran~ ~is Doucet

From: Shayna Stawicki

Sent: October-06-15 3:46 PM

To: Francois Doucel

Subject: FW: BCCLA- Ex parte convo with Dion
Note to file:

Becla- phone convo with Stephanie #2

We are pow looking at 4 potential witnesses (the 2 mentioned in her ariginal letter_

She estimates 2 days duration
| asked her to get back to me by Tuesday.

From: Shayna Stawicki

Sent: October-06-15 3:12 PM

To: Chantelle Bowers

Subject: BCCLA- Ex parte convo with Dion

| spoke with Dion about BCCLA Ex parte dates. She will get back to-me with available dates for January and February. In
the meantime, could you please ask Mr. Fortier if he has any preferences and/ or blackout dates during those months?

Additionally, in her letter dated July 8, 2015, Ms, Dion indicates that there will be.at least 2 witnesses and possibly more
depending on the content of the in camera hearing. Now that we have completed the in camera portion, | have asked
her to confirm that there will still anly be 2 witnesses and to provide an estimate of duration forthose witnesses. She
will get back to me, If { don’t hear from her by next Monday, | will follow up with her,

| also told her that once the date is set, we will be sending an official Notice of Hearing Jetter, in which we will specify
due dates for BOD and more detailed willsays.

l !‘%ﬁ"f/a%
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Francr'= Doucet

Fram: Registrar-Greffier

Sent: Tuesday, October 13, 2015 2:50 P
To: Chantelle Bowers; Francois Doucat
Subject: FW: Plainte 1500 481

From: Dion, Stéphanie [a1zilte:Stenhasie DienZiushins a.00)
Sent: Tuesday. October 13, 2015 ‘.l 07 PM

To: Registrar-Greffier <Regetaa: TR RTS8
Cc:
Subject: Plainte 1500-481

Bonjour,

Je vous informe pat fa présente que mon client, les témoins qui seront appeiés d témoigner lors de 'audition ex parte et
moi-méme sommes dispenibles au moeis de janvier et février 2016, 3 I'exception des dates suivantes :

4 au § janvier 2016;
- 29 février 20165,

N’hésitez pas a communiquer avec moi pour toute infoermation supplémentalre.
Sincéres salutations,

Stéphanie Dion

Avacate | Counsel

Groupe litiges et conseils en sécarité nationale | National Securlty Litigation & Advisory Group:
stephanle dion@justice.cc.ca

Télephone | Telephone: 613-842-1358
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Francois Doucet

From: Registrar-Grefiier

Sent: Thursday, February 25, 2016 4:24 PM
To: rrancois Doucet

Subject: Fw: Change of date

From: Registrar-Greffier

Sent: Thursday, February 25, 2016 4:22 PM

To: 'Dion, Stéphanie’ <Stephisnie Diangpjustive po, o>
Ce:
Subject: RE: Change of date

The member has confirmed that it will take place on the 27% a4 .
i will send a formal letter in the very near future,

Thank you.

Shayna Stawicki

From: Dion, Stéphania [mailta:Stephavis Dion@justice.gecs)
Sent: Thursday, February 25, 2016 11:09 AM

To: Registrar-Greffler <Begistrar-Greffinr@sive-csarspeca>
G

Subject: RE: Change of date

Good morning,
The witness, €SIS representative and myself are available on March 22"

Stéphanie-Dion

From: Registrar-Greffier [mailta: Regintrar Gratlier@eire caars gt ca)
Sent: Wednesday, February 24, 2016 8:54 AM

To: Dion, Stéphanie <Stephanie. Hond@iustice.ara>

Ce:

Subject: Change of date

Geod morning,

Something has come up on the 23rd and the member would like for you to please check the witness
availability for Tuesday the 22nd at 4 pm instead please.

Sent from my BlackBerry 10 smartphone on the Rogers network,
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Francois Doucet

From: Registrar-Greffier

Sent; Thursday, Movember 12, 2015 9:16 AM
To: Francois Doucet

Subject: FW: Plainte 1500-481

From:

Sent: Wednesday, November 11, 2015 2:33 PM
To: Registrar-Greffier <iesitrar Lyt Hier@sircisdrs.pr.ca>
Subject: Rz Plainte 1500-483

O%. Seunds goos,

Sent from my BlackBerry 10 simartphone on the Rogers netwark.

From: Registrar-Greffler

Sent: Wed v._November 11, 2015 12,29 pM
TbW

Ce: Chantelle Bowers; Stéphanie Dion
Subject: Re: Plainte 1500-481

That won't work, Chantelie will contact yoo to set somathing up next week alone with hes,

Thxsom uch-

Senl from m\;.B!étherry 10 snrarlphone on the Rogers network.

rrom: I

Sent: Tuesday, November 10, 2015 6:46 PM
To: Registrar-Greffier

Subject: Re: Plainte 1500-481

Sorry - Pin out of town.-nav be able to wait §ili the afternoon. Is 9am Fri ck?

Sent frorm my BlackBerfy 10 snyartphone on the Rogers network.
From: Registrar-Greffier

Sent: Tuesday, November 10, 2015 4:52 PM
To:*

Subject: Re: Plainte 1500-481
Is 2pm Thirsday 2 possibility instead?

Sent from my BlackBerry 10 smartphone on the Regers network.

From
Sent: Tuesday, November 10, 2015 5:30 PM
To: Registrar-Greffier

Cc: Chantelle Bowers; Stéphante Dion,'_

Subject: Re: Plainte 1500-481

HiShayna,

10f2
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Fritlay works in general except that | have another meeting schedulad from 10am to noon. | glso may be mesting belfore

thal with-[gam 10amj. Any chance you and Chantelle are available after noon Friday?

Thanies,

Sent irom my BlackBersy 10 smartphone on the Rogers nelwork.

From: Registrar-Greffier [maitoRegisionsGreflior@arccas.ec.ca]
Sent: 10-Nov-15 2:56 PM

To:

Ces 'Dion, Stephanie'; Chantelle Bowers

Subject: RE: Plainte 1500-481

Waould you be available ta meet with Chantelle and | this Friday at 11 am to brief us?

fdany thanks,

Shayna

20f2
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Francois Doucet

From: Registrar-Greffier

Sent: Friday, December 04, 2015 11:50 AM

To: Francois Doucet

Subject: FW: Document to be fifed with you today

From: Registrar-Greffier

Sent: Friday, December D4, 2015 11:50 AM

To:

Ce: 'stephanie dion@justice.ge.ca’ <aleplianicdignidjestivego.cas
Subject: FW: Document to be filed with you today

The vaulf here will close at 4 pm. Plegase come béefure then, Sowe can put docurments thers for the weekend, as!am

assuming they are classified.

Also, could you please call me regarding anotiver matter at your conveniance?

S20-H319

Fram: Francois Doucet

Sent: Friday, December 04, 2015 11:40 AM

To: Registrar-Greffier <Ragisicar-Grollivy@sire-cears.gc.ca>
Subject: RE: Document to be filed with you today

Yas,

I b thaare

Franguis Douvent

information Management Codrdinator / Courdonnateur deJa gestion de Viatormation

Szcurity Intelligerice Reviaw Committes / Comité de surveillance des activités de renseignement de sécurité

tel 613-950-6838
fas: £13-990-6230
francois Doucetisirc-csars.#1¢.¢ca

From: Registrar-Greffier

Sent: Friday, December 04, 2015 11:39 AM

To: Franceis Doucet

Subject: FW: Cocument to be filed with you today
Importance: High

can you confivm you are hare untii 4 prad

From:

Sent: Friday, December 04, 2015 9:44 AM

To: Shayna Stawicki <Shayia Stawiclkifs o osars.go.ce>
Cc: Dion, Stéphanie <§tephanz Dion #junst
Subject: Document to be filed with you today

1of2
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Good morning Shayna,

{ hope you are well.

Stephante and | will be hand delivering documents to you today, please take note there is a large amount of documents,
is it possible to tell me until what time you are open for business today?

Thank you,
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Francois Doucet

From: Registrar-Greffier

Sent: Friday, Decernber 18, 2015 2:15 PM

To: Francois Doucet

Subject: Fwy: 1500-481: Ex Parte Questians Overdue

From: Registrar-Greffier
Sent: Friday, December 11, 2015 11:08 AM
sisiBchmymiy o

Ce: Chantelle Bowers </ laoteily Boworsfisho eomrsanaas
Subject: 1500-481: Ex Parte Questions Overdue

Goed meorning,

Further to my letter to you dated November 27, 2015, the presiding member in the above-noted matter has instructed
me to inform you that you have until end of business day on Tuesday, December 15, 2015 to provide the Security
intelliigence Review Committee with your questions for the ex porte hearing, if any. Otherwise, we will be proceeding
with this complaint without them.

Regards,
Shayna Stawickl
Registrar- Senior Legal Assistant/ Greffidre- Adjointe juridigue principale

Security intelligence Review Committee/ Comité de surveillance des activités de renseignement de sécurité
{613) 950-6319
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Francois Doucet

From: Registrar-Greffier

Sent: Tuesday, February 23, 2016 1:.00 PM
To: Francois Doucet

Subject: FW: 1500-481

From: Registrar-Greffier

Sent: Tuesday, February 23, 2016 12:57 PM

To: Stenhanie Dion <Siephanie Bion@snconars. ge.ca>
Ce:

Subject: 1500-481

Hi Ms. Dion,

As discussed a bit earlier today, | will see youon March 23" at 4 pm. Also | would like to confirm with you that you have
no additional decumentation to provide the Committee with for this withess’s testimony.

A more formal notice of hearing to come in near future,

Thanks,

Shayna Stawicki

Registrar- Senior Legal Assistant/ Greffitre- Adjointe juridique principale

Security Intelligence Review Committee/ Comité de surveillance des activités de renseignement de sécurité
{613) 990-6319
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Kari.™ ‘e Chenier

From: Shayna Slawicki

Sent: Tuesday, August 04, 2015 4:45 PM
To: Karolyne Chenier

Subjoect: FW: 1500-481: C5IS Witness Enguiry

From: Shayna Stawicki

Sent: Tuesday, Augusl 04, 2015 4:45 PM
Ta: 'stephanie.dion@justice.gc.ca’
Subject: 1500-481: CSIS Witness Enquiry

Hi Ms. Dion,

Please note that the Member has indicated that he would like the Service’s witness to be present and ready to
testify as of 2pm on Thursday, August 13", in case needed.

Many thanks,

Shayna Stawicki

Registrar« Senior Legal Assistant/ Greffigre- Adjninte juridique principate

Security Infelligence Review Committee/ Comité de surveillance des activiiés de renseignement de sécurité
{613).990-6319
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Karol- + Chenier

From; Shayna Stawicki

Sent: Friday, August G7, 2015 11:47 AM

To: Karolyne Chanier

Subject: FW: CSIS Redactions on 1500-481 July 24th Management conference
Pis file

From: Shayna Stawicki

Sent: Friday, August 07, 2015 11:46 AM

Yo: 'Dion, Stéphanie’

Ce:

Subject: RE: (SIS Redactions on 1500-481 July 24th Management conferance

Thank you. The redactions have been made accordingly and you will receive an updated version in the near future, a
copy of which is also being provided to the Complainant’s counsel.

Shayna Stawicki

Registrar- Senior Legal Assistant/ Greffiere- Adjointe juridique principale

Security Intelligence Review Committee/ Gomité de surveillance des aclivités de renssignement de sécurité
(613} 990-8319

From: Dion, Stéphanie inmailie:Stephaniz, DionSiustice soas)
Sent: Friday, August 07, 2015 9:30 AM

To: Shayna Stawicki
o

Subject: CSIS Redactions on 1500~-481 July 24th Management conference
Good morning Ms, Stawicki,
The Service has reviewed the transcripts of the Management Canference of July 24"

The Service reguests that the Committee redact the names of two CSIS employees found at page 6 of the transcripts.
The names are found at lines 3 and 14.

As | explained during the management conference , the name of Csis employees |G

Please do not hesitate to contact me for any further information.

Stéphanie Dion

Avocate | Counsel

Groupe litiges et conseils en sécurité nationale : National Security Litigation & Advisory Group
stephanie dion@justice.ge.ca

Teléphone | Telephone: §13-842-1356
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Security Intelligence
Raview Commitiee

Comité de surveillance des activités
de renseignement de securité

TOP SECRET (with attach)

File No.: 1500-481

March 8, 2016

External Review and Ligison
Canadian Security Intelligence Service
1941 Qgilvie Road

Ottawa, Ontario

K1J 1B7

=

RE: BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION - COMPLAINT
PURSUANT TO SECTION 41 OF THE CANADIAN SECURITY
INTELLIGENCE SERVICE ACT (CSIS ACT)

Please find enclosed your electronic copy of the transcripts of the in camera
/ ex parte hearing held on January 28, 2016 in the above-noted matter.

Should you have any guestions with respect to the foregoing, please do not
hesitate to contact me at (613) 890-6319.

Yours sincerely,

o \¢™)
\g)\/x@s\_a,.{wm\_. &/

Shayna Stawicki
Registrar

Encl.; (1)

P.O. Bax f C.P 2430, Station / Succursale 0"
Qttawa, Canada K1P 53W5
Tel. 15 960-8441 Fax; £12980-5230
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Francois Doucet

Fram: Registrar-Greffier

Sent: Tuesday, July 19, 2016 3:56 PM

To: 'Dion, Stéphanie’

Cc I -ntelle Bowers; Francois Doucet; Valerie Poirier
Subject: RE: File No: 1500-481

{will inform you oncz it is sent out,
Shayna

From: Dion, Stéphanie [mailto:Stephanie.Dion@justice.gc.ca)
Sent: Tuesday, July 19, 2016 3:27 PM

To: Registrar-Greffier <Registrar-Greffier@sirc-csars.gc.ca>
G

Subject: RE: File No: 1500-481

Goaod aftarmoon,

The Service does not need to receive a cony of the summary of evidence provided that it remains unchanged. We wouid
however appreciate being made aware once the summary has been provided to'the complainant, for our records.

Sincerely,

Bitéphanie Bion

Avocaie | Counsel

Groupe litiges et conseils en sécurité nationale | National Security Litigation & Advisory Group
gteahenis dioafiusice. oo 08

Téléphone | Telephone: 613-842-1356

From: Registrar-Greffier [mzilio:Begistrar- Greffier@sinc-vsars.gu.cal
Sent: Tuesday, July 19, 20156 2:40 PM
To: Dion, Stéphanie <Sitephanie. Diongdustice ge.ca>

cc: [ - icois Doucet <Erasncos Doucet@sire csars.ge.ca>; Valerie Poirier

<Valeris Poirins @5ic-¢5ars.4¢.0a>; Chantelle Bowers <ihaniails. Bowers@sire-csars.sc.ta>
Subject: RE: File No: 1500-481

Good afternoon,

Thank you for advising me that CSIS has no additional comments. The summary of evidence will be released to the
complainant in the very near future.

Normally | would send CSIS a copy of what is being sent to the complainant, but as there are no changes to be made
further to the last version | sent you on July 13™, please advise as to whether you still require another copy.

Many thanks.
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Shayna Stawicki

Registrar/ Greffiére

Security Intelligence Review Committee/ Comité de surveillance des activités de renseignement de sécurité
(613) 990-6319

From: Dion, Stéphanie [mziita:Stephanie Dlonidustice p.ca)
Sent: Tuesday, July 19, 2016 2:00 PM

To: Registrar-Greflier <Registrar-Greffier @ sirc-csars. po.ca>
Cc:

Subject: File No: 1500-481

Good afternoon,

Thank you for providing us with the epportunity to comment on the potential harm to national security with respect to
the suminary of evidence presented in camera/ex parte prepared by the Committee. The Service has no comment with
respect to the summary enclosed with your letter of July 13, 2016:

Sincerely,

Stéphanie Dion

Avocate | Counsel

Groupe litiges et consells.en sécurité nationale | National Security Litigation & Advisory Group
seplanigdon@ustice.ge.ca ' ' '

Téléphione | Telephone: 613-842-1356
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C ha g E E Equity Chambers
gﬁw 43 Florence Street
Ottawa, ON K2P OW$§

Associates

F: 613-232-2680
www, champlaw.ca

Bijon Roy
broy®champlaw.ca

Our File: 1555

September 20, 2016

BY COURIER

Shayna Stawicki, Registrar

Security Intelligence Review Committee
122 Bank Street, 4" Floor

Ottawa, ON K1P 5Nb&

Dear Ms Stawicki:

Re:  British Columbia Civil Liberties Association (“BCCLAY)
Complaint re CSIS Surveillance and Information Sharing with the NEB
SIRC File No.: 1500-481

Further to our correspondence of yesterday, please find enclosed five {5) bound copies of
the Complainant’s final submissions and accompanying Book of Autharities.

We understand that the Office of the Registrar will serve copies of these materials upon
the other parties, as required.

All of which is respectfully submitted.

(e T3

4,”{»‘
v // 7 \
B)jﬁw’ﬁoy

/ ! 7 l

: /_ encls
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Karolyne Chenier

From:
Sent:
To:

Ce:
Subject:

Reqgistrar-Greffier

Tuesday, September 20, 2016 12:53 PM
‘Paul Champ'

‘Bijon Roy'

RE: SIRC File No. 1500-481

I acknowledge receipt of this email

Thank you.

Shayna Stawicki
613-990-6319

Frorn: Paul Champ [makio:pchamp@champlaw.ca)
Sent: Monday, September 19, 2016 6:47 PM

To: Shayna Stawicki <Shayna Staw

Ce: "Bijon Roy' <grovidcha
Subject: SIRC File No. 15C0-481

Dear Ms Stawicki,

Please see attached letter and Final Submissions of the Complainant, BC Civil Liberties Association in the above noted

matter,

3

e ki@slrc-rsars.ge.ca>; Registrar-Greffier <fiepistrar-Greflinr@shc-caisge.cn>

As per the letter, hard copies of the submissions and authorities shall be delivered to the Committee tomorrow.

Paul Chamnp

CHAMP & ASSOCIATES | CHAMP & AVOCATS
43 Florence Street | 43, rue Florence

Ottawa, Ontario K2P OWé
T: (613) 237-2441

F | Téléc.: (613) 232-2680
ey champlaw, ca

1 of 1
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Francois Doucet

From: Registrar-Greffier

Sent: Thursday, September 22, 2016 5:07 PM
To: Francais Doucet; Xarolyne Chenier

Cc: Chantelle Bowers

Subject: © FW: File 1500481

Subject: RE; Fila 1500-481
Thanlk you, | received the package shortly hefore neon.

Stéphanie Digh

From: Registrar-Greffier [maltuBegisirar-Sreffec@sii-csars.gegs)
Sent: Thitrsday, September 22, 2016 11:40 AM

To: Dion, Stéphanie <Stephanie Dion® justice.zo.0ax

ce: [ 1o teife Bowers <(
<Malerie Poirisr@sire csarsac.ca>; Karolyne Chenier <t arolyns. Cheoisr@yire.csars gera>
Subject: RE: File 1500-481

atelle Bowsra@sircosansge.cas; Valerie Poirier

Good morniog,

f can contirnt that they were picked up by your courier yesterday afigrnoon, desfite Karalyne having called inthe
mbrning and saying it was urgent,

Thani,

Shayna.

From: Dion, Stéphanie [mgiltp:Stephame Dinnustice. go.oal
Sent: Thursday, September 22, 2016 11:08 AM

<Nalerie Poivier @airc-esars.gc.ca>; Karolyne Chenier <Karglyoe Chaniat@sivecsars ge.oa>
Subject: RE: File 1500-481

Gaad morning,

Could you please confirp that the submissions have been sent? | hiave not received them yet.
Sincarely,

Stéphanie Dion

Avocale | Counsel

Groupe litiges et conseils en sdourité ralionale | National Security Litigation & Advisory Group

#lep sl ae o
Téléphone | Telephona: 613 842-1356
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From: Registrar-Greffier [mailtimRegistrar-Grellier@sive.osars.gr.os)
Sent: Tuesday, September 20, 2016 5:08 PM

To: Dion, Stéphanie <Hlzphanig Dion@iustice.pe co»

o I Chantelle Bowers <
<Nalerie, Poirer@sire-£2ars .86:63>; Karolyne Chenier <fzralyng
Subject: RE: File 1500-481

Good afternoon,

We received the complainant’s final submissions this afternoon and will be sending the Service their copies tomorrow
morning.

Thank you.

Shayna Stawicki

Registrar/ Greffiere

Security Intelligence Review Committee/ Comité de surveillance des activités de renseignement de sécurité
{613) 590-6319

From: Dion, Stéphanie [inailta:Stenhanie, Sina@iustice pe.onl
Sent: Tuesday, September 20, 2016 10:16 AM

To: Registrar-Greffier <Registrac-Graffio:@sirs <sars.go.a>
o O e IS e

Subject: File 1500-481

Good morning,

| understand that the deadline for the Complainant to file its submissions have passed in the above-mentioned file. We
would appreciate receiving the submissions as soon as possible so that we may prepare our response.

Sincerely,

Stéphanie Dion

Avocate | Counsel

Greupe litiges et conseils en sécurité nationale | National Security Litigation & Advisory Group
slept moigsdionEusice ge.ea

Téléphone | Telephone: 613 842-1356
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Francois Doucet

From: Valerie Poirizr

Sent: Tuesday, October 18, 2016 10:19 AM

To: Registrar-Greifier; Francais Doucet, Karolyne Chenier; Palrick Lamonde
o Chantelle Bowers

Subject: RE: File 1500-481

Nous avons les documents Frangois va les entrer dans HP ce matin.

From: Registrar-Greffier

Sent: Tuesday, October 18, 2016 9:39 AM

To: Francols Doucet <Francois.Doucet@sirc-csars.ge.cas; Karolyne Chenier <Karolyne. Chenier@sirc-csars.ge.ca>; Patrick
Lamonde <Patrick.Lamonde@sirc-csars.ge.ca>; Valerie Poirier <Valerie Poirier @sirc-csars.gr.ca>

Ce: Chantelle Bowers <Chantelle.Bowers@sirc-csars.ge.ca>

Subject: FW: File 1500-481

Hooked on the internal and dide’t tee anything antared into hip- can someang plis confirm that we recaived these?
Thanks
Shavna

From: Dion, Stéphanie [mailto:Mephanie Divn@iuative gc.os)

Sent: Monday, October 17, 2016 4:51 PV

To: Chantelle SBowers <Chantelle Sawmradsive.csars go.ca>; Registrar-Greffier <Registiar-Graffier@sire vsers poion>
Cc; Shayna Stawick <Ghaynia. Stawicki@she canrs 40002

Subject: File 1500-481

Good dfternoon,

The Respondent’s classified and unclassified submissions were filed today in the above-mentioned complaint. Please
hate and inform the Committee member Mr. Fortier that the classified submissions do not repeat the facts and
arguments found in the unclassified submissions, and that both sets of submissions are to beread together.

Sincerely,

Stéphanie Dion

Avocate | Counsel

Groupe litiges et consells en sécwrité nationale | National Security Litigation & Advisary Group
e choniedhashine ge. o

iéphone | Telephone: 613-842-1356
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Francois Doucet

From:
Sent:
To:
Cc

Subject:

Good afternoon,

Registrar-Greffier

Tuesday, Novemer 01, 2016 2:55 PM

stephanie dion@justice.gc.ca

Chantelle Bowers; Valerie Puirier; Francois Doucet; _

1500-481: Caraplainant’s Final Rebuttal Submissions

In response to your voicemail, please be advised that the deadiine for the complainant’s rebuttal submissions is this
Thursday, November 3. We have not yet heard back about a request for an extension or whether they intend to submit

anything.
Thanks,

Shayna Stawicki
Registrar/ Greffigre

Security intelligence Review Committee/ Comité de surveillance des activités de renseignement de sécurité

(613} 990-5319
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Francois Doucet

From: Registrar-Greffier

Sent: Thursday, November 03, 2018 4:14 PM

To: ‘Biion Roy'

Cc: ‘Paul Champ'; Valerie Poirier; Francois Doucet; Chantelle Bowers
Subject: RE: SIRC File No. 1500-481 - BCCLA Rebuttal Submissions

Good afternnon,
I acknowledge receipt of this email. | await the hard copies by courier.
Thank you,

Shayna Stawicki

Registrar/ Greffiere

Security intelligence Review Committee/ Comité de surveillance des activités de renseignement de sécurité
(613) 890-6319

Frony: Bifon Roy [mailto:broy@champlaw.cal

Sent: Thursday, Noveraber 03, 2016 2:50 PM

To: Shayna Stawicki <Shayna.Stawicki@sirc-csars.gc.ca>; Registrar-Greffier <Registrar-Greffier @sirc-csars.ge.ca>
Ce: 'Paul Champ' <pchamp@champlaw.ca>

Subject: SIRC File No. 1500-481 - BCCLA Rebuttal:Submissions

Goatd afternoon Ms Stawicki,

Please see atiached letter and Rebuttal Submissions of the Complaingnt, BC Civil Liberties Association (BCCLAY, in the
sbove-noted matter,

As per our letter, hard copies of these submissions will follow by couriér.
Yours trily,

Bijen Roy

CHAMP & ASSDCIATES | CHAMP & AVGLATS
43 flerence Street | 43, rue Slorenos

Obtawa, Oniario K2F OWE

T {612 237-4740

F i Téldo i {613) 232-268C
wwchamplav.co
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Francois Doucet

Fram: Registrar-Greffier

Sent: Thursday, November 03, 2016 3:55 PM

To: Chantetle Bowers

Cc: Francois Doucet; Valerie Pairier

Subject: FW: SIRC File No. 1500-481 - BCCLA Rebuttal Submissions

Attachments: BCCLA Reply Submissions {SIRC 1500-481).pdf; 16-11-03 - Letter to SIRC pdf
Fyi-

From: Bijon Roy [mailto:broy@champlaw.ca]

Sent: Thursday, November 03, 2016 2:50 PM

To: Shayna Stawicki <Shayna.Stawicki@sirc-csars.ge.ca»; Registrar-Greffier <Registrar-Greffies @sirc-csars.ge.ca>
Cc: 'Paul Champ' <pchamp@champlaw.ca>

Subject: SIRC Flie No. 1500-481 - BCCLA Rehuttal Submissions

Gnod sfternoon Ms Stawlcki,

Please see altached letter and Rebutial Submissions of the Compdzinant, BC Civil Liberties Association (BCCLA), in the
above-noted matter,

Ag per gue.latter, Hdrd copigs of these submissions will follow by courier,

Yaurs truly,

Bijon Boy

CHAMP & ASSOUIATES | CHAME & AVOCATS
43 Florence Street § 43, cu2 Flarence

{Rtawd, Optaria K2P OWa

T: 53212274749

P Tebe (613) 232-2600

vaww, champlaw.ca
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Champ &
Associates

www, champlaw.ca

Our File: 1555

November 3, 2016

BY EMAIL - Registrar-Greffier@sirc-csars.gc.ca

Shayna Stawicki, Registrar

Security Intelligence Review Committee

122 Bank Street, 4" Floor
Ottawa, ON K1P SN6

Dear Ms Stawicki:

Re: British Columbia Civil Liberties Association (*BCCLA”)

Equity Chambers

43 Florence Street
Ottawa, ON K2P OW6
T: 613-237-4740

F: 613-232-2680

Bijon Roy
broy@champlaw,ca

Complaint re CSIS Surveillance and Information Sharing with the NEB

SIRC File No.: 1500-481

Please find enclosed for filing with the Committee an electronic (PDF} copy of the

complainant’s final rebuttal submissions in the above-noted matter.

Pursuant to the Committee’s requirements, five (5) bound copies of these written

submissions will follow by courier.

All of which is respectfully submitted.

*

—‘»* Py ,.!"’o‘.‘
Bijon
encl.
Rights

Equality

20f9

Dignity
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SIRC File No. 1500-481

THE SECURITY INTELLIGENCE REVIEW COMMITTEE
In the matter of a Complaint filed by the
BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION,

purstiant to section 41 of the
Canadian Security intelligence Service Act, RSC 1985, ¢.C-23

BETWEEN:
BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION
Complainant
- and -
THE CANADIAN SECURITY INTELLIGENCE SERVICE

Respdndent

COMPLAINANT’S REBUTTAL SUBMISSIONS

1 The complainant, the British Columbia Civil Liberties Association (“BCCLA™)
sets out its final rebuttal submissions below (subject to any further questions that
may be raised by the Commitiee).

Z The complainant will address three main issues in reply to the Service's
submissions: (1) whether the “give to get” technique exparnds the Service's mandate
and permits information sharing with private sector entities under section 12 of the
CSIS Act, (2) whether and to what extent Minister Oliver’s letter is relevant to the
Committee’s inquiry into the present complaint; and {3) whether the “chill”
experienced by the affected groups was reasonable and linked to CSIS activities.

3. Finally, BCCLA affirms its position with respect to the application of subsection
48(1) of the CSIS Act to the testimony and submissions made in this case, in light of
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the Service's confirmation that it does not object to public disclosure of the in

camera evidence or submissions made by the complainant.’

(1) “Give to Get” Meither Requires nor Authorises Information Sharing under
Subsection 19(2) of the CSIS Act
4. it was the Service's own evidence which confirmed that the biannual classified
briefings held by the Department of Natural Resources (NRCan} are used by CSIS “to
share classified information with energy séctor stakeholders.” BCCLA submits this

information sharing to private sector actors is, on its face, outside the Service’s
mandate under the CSIS Act. Indeed, the Review Committee has previously held that

“the CSIS Act does not authorize disclosure of information collected by the Service to
3

non-Lraditional or non-government partners, such as private sector organizations.”

5 The Service argues there are nevertheless situations where it may be
“required” to disctose information outside of government, asserting that sharing
intelligence information with third party private sector entities is justified by the
“give to get” principle and thus authorized under subsection 19(2) of the Act as being
for purposes of the performance of its duties and functions.® However, while “give to
get” may be a favoured technique or a practice that CSIS frequently employs, it is not
part of the Service’s mandate under the CSIS Act, nor is it identified under section 19

as an exemption to the presumption against disclosing intelligence information.

6. BCCLA submits that the Committee should not readily accept the sharing of
intelligence information with private sector entities as authorised under subsection
19(2), merely on the basis that this practice may be convenient for the Service from
an operational perspective. Indeed, to do so would effectively render section 19
meaningless, as all of the Service’s activities must presumptively be rooted in the

performance of duties and functions under the Act. The threshold for the subsection

' Respondent's Submissions al para, 71; BCCLA Submissions at para, 207,

¢ Ex Parte Sumnary at paras 16-17. 19: Robert Evidence at 319,

? Security Intelligence Review Commitles, Annual Report 2070-2011: Checks and Balances (2011) at 15.
* Respondent's Submissions at para. 15; Robart Evidence at 319-322.
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19(2) exception cannot be so low as to effectively be engaged in all circumstances in

which the Service acts in relafion to its statutory mandate.

7. Rather, and as this Committee has previously held, section 19 makes clear that
any assessment of CSIS information sharing practices must begin with a presumption
against the disclosure of intelligence information te third party, private sector
entities. The “give to get” technique cannot be assumed to everride this statutory
presumption, and must not be used to justify information sharing where such

disclosures are not permitted under the Act.

(2) Minister Oliver’s Letter is Relevant to the Complaint

8. The Service downplays the relevance of Minister Oliver’s letter, providing
evidence suggesting that the Service was unaware as to who briefed Minister Oliver,®
and arguing that the Review Committee should narrowly construe its own jurisdiction

50 as hot to consider the letter for purposes of this complaint in any event.®

9. BCCLA submits that the Review Committeg’s mandate must not bé so narrowly
construed. SIRC’s mandate under the CSIS Act is broad and its powers are extensive:
Parliament has entrusted the Committee with scrutinizing:CSIS activities for the
purpose of ensuring that the Service operates in accordance with the taw, including
the Charter, the CSIS Act and its regulations and policies. As such, the Committee’s
role in investigating complaints is not strictly limited to deciding factual questions
concerning specific Service actions, but necessarily also includes a broader review and
analysis of the context in which concerns or complaints about the Service may arise.’

Indeed, even in cases where the Committee finds specific aliegations are

% Ex Parte Sumimary at para. 24; Respondent's submissions at para. 57.

“ Respendent’s submissions at para. 45,

" canada tAttoimey Geaeral) v Telbeni, 2012 FC 474 at paras 70, 74-77, 83, 92-94, 105, 156-160. Also
see: Canadian Civil Liberties Association v Canada, 1998 Canllil 6272 (ONCA).
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unsubstantiated, it may nevertheless make recommendations in order to avoid future

circumstances that may lead to similar concerns or complaints.®

10.  The evidence hefore the Committee is clear that the “open letter” issued by
then-Minister of Natural Resources, Joe Oliver, referring to “environmental and other
radical groups” that threaten to “hijack” the regulatory system to achieve a “radical
ideological agenda” that will “undermine Canada’s national economic interest” gave
rise to legitimate, reasonable concerns that CSiS’s extraordinary powers may be used
to target groups or individuals. These concerns became manifest when Minister
Oliver’s letter was followed by publication of ATIA documents revealing that the
Service was included among the government institutions, law enforcement and
securitg} agencies, and private sector energy industry stakeholders engaged in sharing
intelligence information about security matters, including the monitoring of
environmental organizations and activists.’

11.  BCCLA submits that Minister Oliver’s letter is clearly relevant, in that it
amounts to a public declaration by a senior representative of the government of
Canada that environmental groups are engaged in activities coming within the
Service’s mandate. As such, neither the Service nor the Review Committee can ignore
the letter or the impact it had on groups and individuals who felt targeted by law
enforcement and security agencies. Minister Oliver’s letter establishes the context in
which the affected groups (and individual witnesses) learned about intelligence
gathering and sharing by government agencies including CSIS and, at the very least, is
relevant to properly assessing the impact and chilling effect of reports concerning
CSIS activities which followed these very public statements.

¥ See, e.g., “Case #1: Allegations of Improper Conduct,” included in Security Intetligence Rayiew
Committee, Report 2001-2002, Section 2: Investigation of Complaints, Complaints Case Histories at
page 2 of 6.

? Open Letter from the Hon. Joe Oliver, Minister of Natural Resources, dated January 9, 2012 [Exhibit
C-3, Tab 7]; Matthew Millar, “Harper government’s extensive spying on anti-oilsands groups revealed in
FOIs,” The Vancauver Observer, Navember 19, 2013 [Exhibit C-1, Tab 9]; Matthew Millar, “Harper
government officials, spies meet with energy industry in Ottawa,” The Vancouver Observer, November
22, 2013 [Exhibit C-1, Tab 12].
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12.  Moreover, BCCLA submits that it would be appropriate for the Committee to
consider and comment on the Service’s oblivious or cavalier response to Minister
Otiver’s letter."” Where a Minister of the Crown publicly makes clear and unequivocal
declarations regarding activities which, if true, would come squarely within the
Service's mandate {(again, Minister Oliver accused “environmental and radical groups”
of “hijacking” the regulatory system to “undermine Canada’s national economic
interest™), it behooves the Service to respond to those statements in a responsible
manner. First of all, it was incumbent upon the Service and within its mandate to
follow up on such serious atlegations and inquire with the Minister as to their
substance. Secondly, BCCLA submits that the Service has a responsibility to ensure
that neither these groups nor the public at large are unduly frightened or panicked by

such allegations, especially where it is clear that they are unfounded.

13.  While the Service provided evidence that it undertakes public outreach
initiatives “to allay concerns,” such efforts appear to be focused on industry
stakeholdérs, and the Service never proactively approached the groups involved in
this complaint or any other environmental advocacy groups.‘' BCCLA submits that
reaching out to advocacy groups could have provided an excellent opportunity for the
Service to build constructive relationships, furthering its capacity to fulfil its statutory
mandate white remaining mindful and respectful of lawful advocacy and Charter
rights. indeed, a proactive initiative to allay the concerns of advocacy groups could
well be a more valuable application of the “give to get” principle than sharing
information about them with the NEB and the private sector, as these groups
acknowledge that from time to time they have encountered and distanced themselyes

from individuals whose motivations seemed questionable, ™

" pespondent’s submissions at paras 45, 57-59.
' Robert Evidence at 252-253, 292-293; Ex Parte Summary at para. 19.
"2 pance-Bennink Evidence at 81-82.
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(3) The Alleged Chill is Reasonable and Directly Linked to CSIS Activities

14.  The Service cites jurisprudence holding that a chilling effect resulting from a
“patently incorrect understanding” of a statutory provision cannot ground a finding of
unconstitutionality. However, these cases also make clear that while a chill arising
from the conduct of taw enforcement or security agencies may not render legisiation
unconstitutional, a Charter breach for which a remedy is required may of course still
arise in respect of the improper or unconstitutional application or enforcement of a

constitutionally valid statute.

15.  Moreover, there is also a crucial distinction between a chilling effect arising
from misapprehension of the law and a chilling effect arising from reasonable
inferences drawn from available information. BCCLA again emphasizes that in the
present case, members of the affected droups were Keenly aware of Minister Oliver’'s
public description of them as “radical groups” involved in “hijacking” the regulatory
system to “undermine Canada’s national economic interest.” When the ATIA
documents - which clearly show at least some CSIS involvement in inteltigence
gathering and sharing about groups opposed to the Northern Gateway project - were
publicized, the resulting concerns were not due to:a “patently incorrect
understanding” of a statutory provision, but rather the only reasonable inference that
could be drawn from the limited information available to them.™

16. Indeed, the evidence presented by the Service in this hearing has supported
these suspicions, confirming that CSIS is indeed engaged in routine sharing of
classified intelligence information with energy sector stakeholders, including the
National Energy Board (“NEB”), and has provided specific intelligence assessments to
the NEB." In these circumstances, it simply cannot be said that concerns about a

chilling effect are rooted merely in a “patently incorrect understanding” of the law.

" Littte Sisters Book end Art Emporium v Canada (Minister of Justice), [2000] 2 SCR 1120 at paras 133
35, as cited in R v Khowajia, [2012] 3 SCR 555 at paras 82-83.

" See, e.q., Biggar fvidence at 133.134

 Ex Parte Summary at paras 16-19: Robert Evidence at 319,
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Rather, the evidence is clear that concerns about a chilling effect are both reasonable

in the circumstances and directly linked to the Service's conduct in his matter.

(4) Section 48 of the CSIS Act

17.  Given that the Service has now advised that it has no objection to BCCLA’S
submissions regarding the scope and application of section 48 of the CSIS Act,' the
complainant requests the Committee to confirm that witnesses who appeared before
the Committee on August 12-13, 2015 may speak publicly about the evidence and
testimony they provided during the in camera portion of the hearing, and that BCCLA
may publicly disclose those transcripts and its submissions in this matter, without
further concern in retation to section 48 of the Act. With respect, it would be
preferable if the Committee could provide this guidance and direction at its earliest

convenience on an interim basis, and without waiting for its final decision.
ALL OF WHICH IS RESPECTFULLY SUBMITTED,

Dated at Ottawa, this 3" day of November, ﬁ?l(:

WO Q

} Cha;{[p
7y "
A LN

/%{n.qoy i

P & ASSOCIATES
Barnsters & Solicitors
Equity Chambers
43 Florence Street
Ottawa, ON K2P 0W6

T:613-237-4740
Fi 613-232-2680

Solicitors for the Complainant

* Respondent’s Submissions at para. 71; BCCLA Submissions at paras 198-207.
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43 Florence Street

Associates o ™

F: 613-232-2680

Champ & |

www.champlaw.ca
Y Bijon Ror
e I ) Y
ﬂh(\'ﬁ-\ f broy@champlaw.ca
il 'f:'-\l';.“-%
Our File: 1555 uey B3 B

November 3, 2016

BY COURIER

Shayna Stawicki, Registrar

Security Intelligence Review Committee
122 Bank Street, 4" Floor

Ottawa, ON K1P 5N6

Dear Ms Stawicki:

Re: British Columbia Civil Liberties Association {(*BCCLA”)
Complaint re CSIS Surveillance and Information Sharing with the NEB
SIRC File No.: 1500-481

Further to your letter of October 20, 2016, please find enclosed five {5) copies of the
Complainant’s rebuttal submissions in the above-noted matter.

We understand that the Office of the Registrar will serve copies of these materials upon

the other parties, as required.

All of which is respectfully submitted.
Vi ¢

Rights Ecuality Dignity ~ "age 800 of 1048
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Comité de surveillance des aclivités

Secutity Intelligence des a
de renseignement de securite

Review Commiltee

PROTECTED B
PERSONAL INFORMATION

File No.: 1500-481

November 4, 2016

BY COURIER

Mr. Bijon Roy & Mr. Paul Champ
Champ & Associates

Equity Chambers

43 Florence Street

Ottawa, ON K2P 0W8

Dear Counsel

RE: BCCLA — PURSUANT TO SECTION 41 OF THE CANADIAN SECURITY
INTELLIGENCE SERVICE ACT (CSIS ACT)

Please be advised that the Security Intelligence Review Committee has
received your final rebuttat submissions in the above-noted matter on November 3, 2016.
The matter is now with the Honourable Yves Fortier, P.C, C.C, 0.Q., Q.C., presiding
member in this investigation, for the preparation of his final report containing his findings
of the investigation and any recommendalion that he considers appropriate.

if you have any questions pursuant to this matter, please do not hesitate to
contact me at (613) 990-6319.

Yours sinceraly,

A ok
?f_‘:,ebf((fu..'\ YA ‘t@;

Shayna Stawicki
Registrar

P.C. Box ¢ C.P, 2430, Statior: / Succursae "I”
Ottawa, Canada K1P 5W5
Tel: 612 240-8441 Faw 613 990-5230
Page 808 of 1048

10f1 AGC0542






Cuaimité de surveillancs ges aclivités

Security Inteiligence GEs al
tle renseignemant de securiie

Beview Conunitles

PROTECTEDR B

Fite No.: 1500-481

November 4, 2016

Mrs. Stephanie Dion

Coungel

National Security Litigation & Advisory Group
Department of Justice Canada

PO Box 8127, Station T

Ottawa, ON K1G 3HB

Dear Counsel:

RE: BCCLA - COMPLAINT PURSUANT TO SECTION 41 OF THE
CANADIAN SECURITY INTELLIGENCE SERVICE ACT (CSIS ACT)

Please find enclosed the complainiant’s fiaal rebuttal submissions in the
above-noled matter, received by the Security inteligence Review Commiittes on
Noverber 3, 2016. The matter is now with the Honourable Yves Fortisr, P.C, C.C,
0.Q., Q.C., presiding member in this investigation, for the preparation of his final report
sontaining his fin dings of the investigation and any recommendation that he considers
appropriate.

Should you have any questions with respect to the foregoing, please do
not hesitate o contact me at {618) 880-6319.

Yours sincerely,
_—
GIE ¥

d"i‘;‘vté RAA G

Shayna Stawiski
Registrar

Encl: (1)
£.¢.0 ER&L (wath ench

MO Pox ) CF 243G, Steton [ Buccuassie 07
Ctawn, Cgnada K1 3WS
Yol 813 400 8441 Fae BIS290.5230
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SIRC File No, 1500-481

THE SECURITY INTELLIGENCE REVIEW COMMITTEE
In the matter of a Complaint filed by the
BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION,
pursuant te section 41 of the
Canadian Security Intelligence Service Act, RSC 1985, ¢.C-23
BETWEEN:
BRITISH COLUMBIA CIVIL LIBERTIES ASSQCIATION
Complainant
- and -
THE CANADIAN SECURITY INTELLIGENCE SERVICE

Respondent

COMPLAINANT'S REBUTTAL SUBMISSIONS

1. The complainant, the British Columbia Civil Liberties Association (“BCCLA”)
sets out its final rebuttal submissions below (subject to any further questions that
may be raised by the Committee).

2. The complainant will address three: main ssues in reply to the Service’s
submissions; (1) whether the “give to get” technique expands the Service’s mandate
and permits information sharing with private sector entities under section 19 of the
CSIS Act; (2) whether and to what extent Minister Oliver’s letter is relevant to the
Committee’s inquiry into the present complaint; and (3) whether the “chilt”

experienced by the affected groups was reasonable and linked to CSIS activities.

& Finally, BCCLA affirms its position with respect to the application of subsection
48(1) of the CSIS Act to the testimony and submissions rmade in this case, in light of
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the Service’s confirmation that it does not abject to public disclosure of the in

camera evidence or submissions made by the complainant.’

(1) “Give to Get” Neither Requires nor Authorises Information Sharing under
Subsection 19(2) of the CSIS Act
4, It was the Service’s own evidence which confirmed that the biannual classified
briefings held by the Department of Natural Resources (NRCan}) are used by CSIS “ta
share classified information with energy sector stakeholders.”? BCCLA submits this

information sharing to private sector actors is, on its face, outside the Service’s
mandate under the CSIS Act. Indeed, the Review Committee has previously held that

“the CSIS Act does not authorize disclosure of information collected by the Service to
3

non-traditional or nen-government partners, such as private sector organizalions.”

9. The Service argues there are nevertheless situations where it may be
“required” to disclose information outside of government, asserting that sharing
intelligence information with third party private sector entities is justified by the
“give to get” principle and thus authorized under subsection 19(2) of the Act as being
for purposes of the performance of its duties and functions.® However, while “give to
get” may be-a favoured technique or a practice that CS1S: frequentty employs, it is not
part of the Service’s mandate under the CSIS Act, nor is it identified under section 19
as an-exemption to the presumption against disclosing intelligence information.

6. BCCLA submits that the Committee should not readily accept the sharing of
intelligence information with private sector entities as authorised under subsection
19(2), merely on the basis that this practice may be convenient for the Service from
an operational perspective. Indeed, to do so would effectively render section 19
meaningless, as all of the Service’s activities must presumptively be rooted in the
performance of duties and functions under the Act. The threshold for the subsection

! Respondent's Submissions at para, 71; BCCLA Subsmissions at para. 207.

! £x Parte Summary at paras 16-17, 19; Robert Evidence at 319,

¥ security Intelligence Review Committee, Annual Report 2010-2011; Checks and Bolances (2011) at 15,
* Respondent’s Submissions at para. 15; Robert Evidence at 319-322.
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19(2) exception cannot be so low as to effectively be engaged in all circumstances in

which the Service acts in relation to its statutory mandate.

7. Rather, and as this Committee has previously held, section 19 makes clear that
any assessment of CSIS information sharing practices must begin with a presumption
against the disclosure of intelligence information to third party, private sector
entities, The “give to get” technique cannot be assumed to override this statutory
presumption, and must not be used to justify information sharing where such

disclosures are not permitted under the Act.

(2) Minister Oliver’s Letter is Relevant ta the Complaint

8. The Service dowaplays the retevance of Minister Oliver’s letter, providing
evidence suggesting that the Service was unaware as to who briefed Minister Oliver,’
and arguing that the Review Committee should narrowly construe its own jurisdiction
so as not to consider the letter for purposes of this complaint in any event.®

9. BCCLA submits that the Review Committee’s mandate must not be so narrowly
construed. SIRC’s mandate under the CSIS Act is broad and its powers are extensive:
Parliament has entrusted the Committee with scrutinizing CSIS activities for the
purpase of ensuring that the Service operates in accordance with the law, including
the Charter, the CSIS Act and its regulations and policies. As such, the Committee’s
role in investigating complaints is: not strictly limited to deciding factual questions
concerning specific Service actions, but necessarily also includes a broader review and
analysis of the context in which concerns or comptaints about the Service may arise.’

Indeed, even in cases where the Committee finds specific allegations are

? Ex Parte Summary at para. 24; Respondent’s submissions at para. 57.

* Respendent’s submissions at para. 45.

7 Conada (Attorney General) v Telbani, 2012 FC 474 at paras 70, 74-77, 83, 92-94, 105, 156-160. Also
see: Canadian Civil Liberties Association v Canada, 1998 Canlil 6272 {QNCA).
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unsubstantiated, it may nevertheless make recommendations in order to avoid future

circumstances that may lead to similar concerns or complaints.®

10.  The evidence before the Committee is clear that the “open letter” issued by
then-Minister of Natural Resources, Joe Oliver, referring to “environmental and other
radical groups” that threaten to “hijack” tne regulatory system to achieve a “radical
ideological agenda” that will “undermine Canada’s national economic interest” gave
rise to legitimate, reasonable concerns that CSIS's extraordinary powers may be used
1o target groups or individuals. These concerns became manifest when Minister
Oliver’s tetter was followed by publication of ATIA documents revealing that the
Service was included among the government institutions, law enforcement and
security agencies; and private sector energy industry stakeholders engaged in sharing
intelligence information about security matters, including the monitoring of

environmental organizations and activists.®

11.  BCCLA submits that Minister Oliver’s letter is clearly relevant, in that it
amounts to a public declaration by a senior representative of the government of
Canada that eavironmental groups are engaged in activities coming within the
Service’s mandate. As such, neither the Service nor the Review Committee can ignore
the letter or the impact it had on groups and individuals who felt targeted by law
enforcement and security agencies. Minister Oliver’s letter establishes the context in
which the affected groups (and individual witnesses) learned about intelligence
gathering and sharing by government agencies including CSIS and, at the very least, is
relevant to properly assessing the impact and chilling effect of reports concerning
CSIS activities which followed these very public statements.

¢ See, e.g., “Case #1: Allegations of improper Conduct,” included in Security Intelligence Review
Committee, Report 2001-2002, Section 2: Investigation of Comptaints, Comptaints Case Histories at
aer 2 of 6,
EOpen Letter from the Hon. Joe Oliver, Minister of Natural Resources, datad January 9, 2012 [Exhibit
C-3, Tab 7]; Matthew Millar, “Harper government's extensive spying on anti-oilsands groups revealed in
FOls,” The Vancouver Observer, November 19, 2013 [Exhibit C-1, Tab 9]; Matthew Millar, “Harper
government officials, spies meet with energy md';stry in Ottawa,” The Vancouver Observer, November
22, 2013 [Exhibit C-1, Tab 12].
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12. Moreover, BCCLA submits that it would be appropriate for the Committee to
consider and comment on the Service’s oblivious or cavalier response to Minister
Oliver's letter.'® Where a Minister of the Crowﬁ publicly makes clear and unequivocal
declarations regarding activities which, if true, would come squarely within the
Service's mandate (again, Minister Oliver accused “environmental and radical groups”
of “hijacking” the regulatory system to “undermine Canada’s national economic
interest™), it behooves the Service to respond to those statements in a responsible
manner. First of all, it was incumbent upon the Service and within its mandate to
follow up on such serious allegations and inquire with the Minister as to their
substance. Secondly, BCCLA submits that the Service has a responsibility to ensure
that neither these groups nor the public at large are unduly frightened or panicked by
such allegations, especially where it is clear that they are unfounded,

13.  While the Service provided evidence that it undertakes public outreach
initiatives “to atlay concerns,” such efforts appear to be focused on industry
stakeholders; and the Service never proactively approached the groups involved in
this complaint or any other environmental advocacy grqup:f,.ﬂ BCCLA submits that
reaching out to advocacy groups could have provided an excellent opportunity for the
Service to build constructive relationships, furthering its capacity te fulfil its statutory
mandate while remaining mindful and respectful of tawful advecacy and Charter
rights. Indeed, a proactive initiative to allay the concerns of advocacy groups could
well be a more valuable application of the “give to get” principle than sharing
information about them with the NEB and the private sector, as these groups
acknowledge that from time to time they have encountered and distanced themselves

from individuals whose motivations seemed questionable.

" Respondent”s submissions at paras 45, 57-59.
‘_‘_ Robert Evidence at 252-153, 192-293; £x Parte Summary at para. 19.
"2 Nance-Bennink Evidence at 81-82.
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(3) The Alleged Chill is Reasonable and Directly Linked to CSIS Activities

14,  The Service cites jurisprudence holding that a chilling effect resulting from a
“patently incorrect understanding” of a statutory provision cannot ground a finding of
unconstitutionality. However, these cases also make clear that while a chill arising
from the conduct of law enforcement or security agencies may not render legislation
unconstitutional, a Charter breach for which a remedy is required may of course still
arise in respect of the improper or unconstitutional application or enforcement of a

constitutionally valid statute.™

15.  Moreover, there is also a crucial distinction between a chilling effect arising
from misapprehension of the law and a chilling effect arising from reasonable
inferences drawn from available information. BCCLA again emphasizes that in the
present case, members of the affected groups were keenly aware of Minister Oliver’s
public description of them as “radical groups” involved in “hijacking” the regulatory
system to “undermine Canada’s national economic interest.” When the ATIA
documents - which clearly show at least some CSIS involvement in intelligence
gathering and sharing about groups opposed to the Northern Gateway project - were
publicized, the resulting concerns were not due Lo a “patently incorrect
understanding” of a statutory provision, but rather the only reasonable inference that
could be drawn from the limited information availabte to them. "

16. Indeed, the evidence presented by the Service in this hearing has supported
these suspicions, confirming that CSIS is indeed engaged in routine sharing of
classified intelligence information with energy sector stakeholders, including the
National Energy Board (“NEB”), and has provided specific intelligence assessments to
the NEB.'” In these circumstances, it simply cannot be said that concerns about a

chilling effect are rooted merely in a “patently incorrect understanding” of the law.

Y Litele Sisters Book and Art Ernparium v Canada (Minister of Justice), [2000] 2 SCR 1120 at paras 133-
35, as cited in R v Khuwaja, {2012] 3 SCR 555 at paras 82-83,

" See, e.g., Biggar Evidence at 133-134,

' £x Parfe Summary ot paras 16-19; Robert Evidence at 319.
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Rather, the evidence is clear that concerns about a chilling effect are both reasonable

in the circumstances and directly linked to the Service’s conduct in his matter.

(4) Section 48 of the CSIS Act

17.  Given that the Service has now advised that it has no objection to BCCLA's
submissions regarding the scope and application of section 48 of the CSIS Act,'® the
complainant requests the Committee to confirm that witnesses who appeared before
the Committee on August 12-13, 2015 may speak publicly about the evidence and
testimony they provided during the in camera portion of the hearing, and that BCCLA
may publicly disclose those transcripts and its submissions in this matter, without
further concern in relation to section 48 of the Act. With respect, it would be
preferable if the Committee could provide this guidance and direction at its earliest
convenience on an interim basis, and without waiting for its final decision.

ALL OF WHICH 1S RESPECTFULLY SUBMITTED.

Dated at Ottawa, this 3" day of November, 2
0,0 Q
_m&

ﬁ'au Champ

AP A ]

/;}j%ﬁ\ R L

CHAM'P & ASSOCIATES
Barristers & Solicitors
Equity Chambers

43 Florence Street
Ottawa, ON K2P 0W6

T: 613-237-4740
F: 613-232-2680

Selicitors for the Complainant

* Respondent’s Submissions at para. 71; BCCLA Submissions at paras 198-207,
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Department of Justice  Mimsiére de la Justice

Canada Canada

MNatlonal Security Litiaation Graupe litiges 8f conseils

& Advisory Group an sécurid ranionsle

PO Box 8127, Station T CP 8127, Sucgusale 1

Otlawa, Oniarlo Oitaws (Ontado}

KI1G M6 K1G 3HG

PROTECTED
December 1, 2016 i i
c RECEIVED

BY HAND LBy A

Ms. Shayna Stawicki / Valérie Poirier
Registrar

Security Intelligence Review Commitice
Juckson Building

122 Bank Street, 4™ Floor

Ottawa, Ontario

K1P 5N6

Dear Ms. Stawicki / Valénie Poirier ;

RE:  BCCLA - Complaint agaiist CSIS Parsuant to Section 41 of the CSIS Act
Your File 1500-481

On November 24, 2016, Mrs. Chantelle Bowers and Mrs, Valérie Poirier enquired as
to the Service's position with respect 1o paragraph 17 of the Respondent’s Rebuttal
Submissions in the above-mentioned complaint. Paragraph 17 contains a request by
the Complainant to make testimonics and submissions publically available.

At paragraph 207 of the Complainant’s final submissions dated September 19, 2016,
the Complainant stated:

Given all the foregoing. BCCIL.A requests the Commitiee to review and
clarify its order regarding the scope and application of section 48 of the CS1S
Act as it relates to the evidence of witnesses called on behalf of the BCCLA
during the in camera portion of the hearing into this complaint. In particular,
BCCLA asks the Committee to confinm that, consistent with their Charier
rights, witnesses who appeared before it on August 12-13, 2015 are free to
speak publicly about the evidence and testimony they provided during the in
camera portion of the hearing, and BCCLA may, if it wishes, publicly
disclose its submissions.

In response to the Complainant’s request, al paragraph 71 of the Respondent’s
submissions dated Qctober 14, 2016, we informed the Committee that:

in the present case. the hearing portion of the investigation has concluded and
SIS has been provided the opportunity to protect any national security

oy ; s
( Hﬂr!d« 1 Page 827 of 1048
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information which may have been inadvertently disclosed at the bearing. For
those reasons, the Respondent does not object to the Complainant’s request
set out at paragraph 207 of the Complainant’s final submissions.

At paragraph 17 of the Respondent’s rebuttal submissions, the Respondent stated:

itven that the Service has now advised that it has no objection to BCCLA's
submissions regarding the scope and application of section 48 of the CSIS
Act, the complainant requests the Committee to confirm that witnesses who
appeared before the Commitiee on August 12-13, 2015 may speak publicly
about the evidence and testimony they provided daring the in camera portion
of the hearing, and that BCCLA may publicly disclose those franscripts and
its submissions in this matter, without further concern in relation to section
48 of the Ace. With respect, it would be preferatie if the Commitiee could

basis. and without waiting for its final decision. {our emphasis)

The underlined portions are two new issues that were not found in the Complainant’s
submissions of September 19, 2016, the Complainant is seeking to:

- make the transcripts publically available;

- peta direction on an interim basis.

With respect to making the transcripts publically available, we understand that
paragraph 17 suggests that only the portions of the transcripts (those traaseripts) of
the testimonies of BCCLA witnesses would be made public by the Complainant. We
request that the Committee's order specify-that only the Complainant’s submissions
and evidence may be made publically available.

While weidefer to SIRC the issue of the direction on an interim basis, we note that s,
48(2) provides that “in the course of an investigation of a complaint {...] by the
Review Committee, [...] no onc isentitled ag of tight to be present during, to have
aceess or to comment on representations made (o the Review Comipnitice by any
other person.” In the present case, the Committee’s investigation in still ongoing and
will be complete .once the final report is issued.

Should you have any questions or concerns, please do not hesitate to contact me at
613-842-1356.

Sincei}:ly,
o wwmdl
//:7{ [{, r’)

/ 3
Az / - le;fl o

Stéphanie Dion
Counsel

ce: ER&].

B o006
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Securily Intelligence
Review Commities

Comité de survelllance des aclivilés
da renseignement de sécurité

PROTECTED B
PERSONAL INFORMATION

File No. 1500-481

May 31, 2017

BY COURIER

Mr. Bijon Roy & Mr. Paul Champ
Champ & Assaciates

Equity Chambers

43 Florence Street,

Ottawa, ON, K2P OW8

Dear Counssl:

RE: BCCLA-PURSUANT TO SECTION 41 OF THE CANADIAN SECURITY

INTELLIGENCE SERVICE ACT (CSIS ACT)

1 wish to inform you of the status of your client's complaint in the above-
mentioned mattetr. On May 30, 2017, the Honourable Honourable Yves Forntiet, P.C, C.C,
0.Q.. Q.C., and presiding member of the Security Inlelligence Review Committee
{Committee), finalized his report. We shall provide you with a copy of the report after the
consultation process ensuring compliance with sections 37 and 55 of the CSIS Act has

been completed.

If you have any questions pursuant to this matter, please do nof hesitate to

contact me at (613) 980-6319.

Yours sincerely.
&

O LA v

Shayna Stawicki
Registrar

PO Box i P 2430, Station / Succursain "D
Qitawa, Canada IK1F 8W5S

Tel: 675590:8441 Fax §13990-5230
el 613890+ ax i Page 820 of 1048

10of1

AGC0550



FrTAnrm T ™ T




2 Page 590 of 1048

10of1 AGCO551



.




Page 900 of 1048

10of1 AGC0552



el



FPage 801 of 1048

1of3 AGCD553



Fages 902 of 1048

20f3 AGCO553



Page 903 of 1048

30f3 AGCD553






Page 904 of 1048

1of1 AGC0554






Fage 905 of 1048

10of 2 AGCO0555



Page 306 of 1048

2of2 AGCO555



Page 907 of 1048

1of1 AGCD556






Maga 903 of 10438

1 of 1 AGCO557



:
i
:
4




Fage 903 of 1048

1of2 AGCO558



Page 9100f 1048

20f2 AGC0558



Page 911 of 1048

10f1 AGC0559






Page 913 of 1048

10of3 AGC0560



Page 914 of 1048

2of3 AGC0560



1Page 1% ol 1048

3of3 AGCOEB0






FPage 978 of 1048

10f3 AGC0561



Fage 95 af 1048

20f3 AGCO561



Page 880 of 1048

I0of3 AGC0561



"



Comite de surveillance des activités

Security Intelligence des a
de renseignement de sécurité

Review Committee

PROTECTED B
PERSONAL INFORMATION

Fite No.: 1500-481
August 30, 2017

BY COURIER

Mr. Paul Champ & Mr. Bijon Roy
Counsel

Champ & Associates

Equity Chambers

43 Florence Street

Ottawa, ON K2P CW6

Dear Counsel:

BE:  BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION-
COMPLAINT AGAINST THE CANADIAN SECURITY INTELLIGENCE
SERVICE (CSIS) PURSUANT TO SECTION 41 OF THE CSIS ACT

Please find enclosed a redacted copy of the final report dated May 30,
2017, by the Honourable Yves Fortier, P.C., C.C., 0.Q.,Q.C., presiding member of the
Security Intelligence Review Committee in relation to the investigation of your client's
complaint filed pursuant to section 41 of the CS/S Act.

You will note that the report has been reviewed for national security
concerns pursuant to ss. 37 and 55(b) of the CSIS Act. However, the report has not
been velted to protect any potential privacy concerns under the Privacy Act.

Yours sincerely,

Michael Doucet
Executive Direclor

Eact: (1)

PO Baox P 2430, Station /7 Succursale 0"
Oltawa, Canada K1P 5W5
Teb 815 990-8441  Fax. 613 990-5230 Fage 983 of 1048
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Comité de surveillance des activités

Security Intelligence : des a
de renseignement de securité

Review Committee

[OP SECRHET (with aftach.)

File No.: 1500-481
August 30, 2017

BY COURIER

The Honourable Ralph Goodale

Minister of Public Safety and Emergency Preparedness
269 Laurier Avenue West

19 Fioor

Ottawa, Ontario

K1A 0P8

Dear Minister Goodale:
RE: BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION-

COMPLAINT AGAINST THE CANADIAN SECURITY INTELLIGENCE
SERVICE (CSIS) PUBRSUANT TO SECTION 41 OF THE CSIS ACT.

Pursuant to section 52 of the CSIS Act, please find enclosed a copy of the
Security Intelligence Review Committee’s (Committeg) TOP SECRET report in relation
to the investigation of a complaint made pursuant to section 41 of the CSIS Act.

| have also enclosed a redacted version of the report which is being
provided to the Complainant’s counsel on today's date. The report has been redacted in
accordance with the Committee’s responsibility to protect national security pursuant to
section 37 and paragraph 55(b) of the CSIS Act. Please note, however, that it has not
been vetted to protect any potentiai privacy concerns with regard to personal
information concerning individuals.,

Yours sincerely,

ER.:;,.»,.‘* ﬁ.@._:)f;‘:%
Michael Doucet
Executive Director

Encl.: (2}

PO, Box / C.P. 2430, Siation / Succursale "0)7
Otiawa, Canada K1P 5W5
Tal: 613 990-8441 Fax, 613 990-5230 Flage 980 of 1048
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Comité de surveiliance des activités
de renseignement de sécurilé

Security Intelligence
Review Commitlee

TOP SECRET (with atiach.)

File No.: 1500-481

August 30, 2017

Mr. David Vigneault

Director

Canadian Security Intelligence Service
1941 Ogilvie Road

Ottawa, Ontario

K1d 1B7
S sl
Dear Mr, \:’/igneault:
RE: BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION-

COMPLAINT AGAINST THE CANADIAN SECURITY INTELLIGENCE
SERVICE (CSIS) PURSUANT TO SECTION 41 OF THE CSIS ACT

Pursuant to section 52 of the CSIS Act, please find enclosed a copy of the
Security Intelligence Review Committee's (Committee) TOP SECRET report in relation
to the investigation of a complaint made pursuant to section 41 of the CSJS Act.

| have also enclosed a declassified version of the report which is being
provided fo the Complainant's counsel on today's date. The declassified report has
been redacted in accordance with the Committee’s responsibility to protect national
security pursuant to section 37 and paragraph 55(b) of the CS/S Act. Please note,
however, that it has not been vetted to protect any potential privacy concerns with
regard to personal information concerning individuals.

Yours sincerely,
o O e
g, PR, )

Michae! Doucet
Executive Director

Encl: {2)

Cc: Ms Stephanie Dion, National Security Litigation & Advisory Group (Encl. 2)
ERC (Encl. 2)

0. Box / C.F 2430, Slalian / Succursale "3
Oltawa, Canegda K1¥ BWE
Tel: 613 990-8441 Fax: 613 390-5230 Page 990 of 1048
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File Na, 1500-481

SECURITY INTELLIGENCE REVIEW CONMITTEE

IN THE MATTER of a complaint flled pursuant te section 41.of the Canadian Security
intefligance Service Act, R.8.C., 1885, c. C-23.

BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION
Complainant

-and ~

CANADIAN SECURITY INTELLIGENCE SERVICE

Respondent

REPORY BY

The Honourable Yves Fortier, P.C., CC., 04Q., Q.C,
Security imeligence Review Commitlee, Prasiding

e NS VR ——

Sazurity Intslligence Review Commiites
P.C, Box 2430
Postal Station D

Ottawa, ON

K1P 5W5

FPhone: {613) 920-B441
Fax; (813) 880-5230

P.O. Box { C.F 2450, Salion § Succursale "0
Ottawa, Canatln K10 5WH
Tl 4172 $HC-E441 Fax §13 8905250
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Datas of Hearing:

Place of Hearing:

Befors:

Counsal;

Witnesses:
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-Case management Confergnce (via teleconference),
Friday, July 24, 2015 in Ottawa

-Casa Management Conference {via teleconference),
May 20, 2015 in Ottawa

=In camera hearing, August 12 - 13, 2015 in Vancouver
-In camera/ ex parte hearing January 28, 2016 in Ottawa
«in camera/ ex parte hearing March 22, 2016 in Ottawa

-Case Management Conferences in Oftawa, Ontario
«In camera hearing in Vancouver
«[n camera/ 8x parte hearing in Ollawa

The Honourable Yves Forlier, P.C,, C.C., 0., Q.C.
Member, Security Intslligence Review Committee (“Commiltee”)

P. Champ and B. Roy, for the Complainant, BCCLA

$. Dion, for the Respondent, the Canadian Security Intelligence
Service {"Service")

C. Bowers, for the Commiltee

in camera hearing on August 12, 2015 in Vancouver
4. Paterson for BCCLA

fn camera hearing on August 13, 2015 in Vancouver
<. Trojand, for BCCLA

T, Dance-Bennink, for BCCLA

J. Biggar, for BOCLA

C, Vernon, for BCCLA

N. Skuce, for BCCLA

Rober, for CSIS

Professor Reg Whilaker, by way of affidavit

in camera, ex parte hearing on January 28, 2018 in Ottawa
CSIS Witness 1,

CSIS Wilness 2,

CSIS Witness 3,

In camera, ex parte hearing on March 22, 2016 in Otltawa
CSIS Witness 4,

Also In Attendancae: S. Stawicki, Hearing Registrar

MNoel C. Keeley, C.S.R, Court Stenographer
C8IS ER&L Staif (1)
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INTRODUCTION

This report is made pursuant to subsection 52(1) of the Canadian Security

Inteliigence Service Act, R.8.C., 1985, ¢. C-23 ("CSIS Acl'), after the complation of
an investigation in relation to & complaml made purguant {o section 41 of the CSIS
Act by the British Columbia Civil Liberties Association ("BCCLA" or "Complainant™}.

This report is made 1o the Minister of Public Safely and to the Director of the
Canadian Security Intefligence Service (“C8IS” or “Serviee”), It centains the
findings and recommendations of the Security intelligence Review Committee
("Commitiee” or “SIRC") based on all the documentation, cral evidence and
representations available to it during its investigation. This report, subject to the
fimitations of the CSIS Act, will be forwarded to the Complainant.

THE COMPLAINT AND THE COMMITTEE'S JURISDICTION

Section 41 of the CSIS Act entitles a person to complain to the Committee with
respect to “any act or thing” done by the Service. The Commiittee shall invastigate
the complaint if the Commitiee is satisfied that:

- the Complainiant has first made a compiaint to the Director with respect
to that “act or thing",

- the Complainant hag not received a response within such period of
time a3s the Committee considers reasonable, or the Complainant is
dissatisfied with the response given; and,

"+ the complaint is not trivial, frivolous, vexatious or made in bad faith.

tn a letter dated February 6, 2014, the Complainant wrote to the Committee to
make a complaint pursuant to section 41 of the CSIS Act "regarding improper and
uniawful astions of CSIS in gathering information about Canadiarn cliizens and
groups engaging in peaseful and lawful expressive activities, and sharing it with
other government bodies and private sector actors ™

The Complainant alleges that media reports indieate that the National Energy
Board ("NEB") has engaged in systamatic information and intelligence gathering
about organizations seeking to participate in the NEB's Northern Galeway Project
hearing. The Complainani also contends that “records obtained under the Access
to Informaticn Act confirm that this information and intelligence gathering was
undertaken with the co-operation and invalvement of CSIS and other law

Page 924 of 1048
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enforcement agencies, and that CSIS participates in sharing inteltigence
information with the Boerd's securily personnel, the Royal Canadian Mounted
Police CRCMPY, and private pelrolaum industry security firms.”

In that same Istter, the Complainant sals out the following guestions that fcmed
the basis of the compiaint to the Cormmittee:

Wiy is CSIS {and other branchas of Canadian law enforcament and security
apparatus) monitoring public interest, environmental and advocacy groups, in
particular Leadnow, ForestEthics Advocacy Agsociation, Council of Canadians,
the Dogwood tnitiative, EcoSociety, the Sierra Ciub of British Columola. and idle
No More, daspite an absence of any basis for believing that these groups have
engaged In criminal wrongdoing?

-For how fong has C8I8 been involved in sunveillance of these, and other,
groups?

~Under what law, régulation or other atthority is CSIS acting when it monitors
these groups?

AWhy is CSIS hearing information about public Interest, environmental and
advocacy groups with members of the petroleum industry?

-What information has been conveyed by CSIS to members of the pelroleiim
industry?

The Complainant also copiad its complaint letter of February 8, 2014 to Michel
Coulombe, interim Director of the Canadian Security Intelligence Service ("CSIS"),
pursuant fo section 41 of the C5I8 Aot

In a latter dated March 14, 2014, the Asaistant Director, Policy and Strategic
Parinerships, Tom Venner, replied to the Complainant that he could find no
evidence that the Service acted inappropdately. He commented that the
information and observations are largely speculative and basad an third-parly
information. He added however, that the Service conducts itself aceording to the
law, policy, and Ministerial Direction. He siated: *| understand your concerns that .
Canadians sngaged in peaceful advocacy and profest would be targeted
ilegitimately by a Government agency. In fact, the employees of CSIS are
devoled to protecting Canada’s national security and ansuring that ibe very tghts
of privacy and free speech which you refer to are indeed protected from individuals
and groups who would reject peacefid democratic processes to attain their goals.™

By letter dated March 20, 2014, the Compiainant wrote to the Committee,
expiaining its position {nat C8I8 has faiied to provide any substantive response to
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BCCLA’s complaint, and requesting the Commiitee to commence its investigation
regarding the Service's actions.

By letter dated March 28, 2014, the Committee wrote to both the Complainant and
the Service, providing them with the opportunity fo make representations regatding
the Commiltee's jurisdiction to investigate the complaint of BCCLA,

The Complainant responded by letter dated April 4, 2014 with its representations
regarding the Comimiltee's jurisdiction to investigate the complaint under section
41, highhighting thet the jurisdiction includes the investigation and determination of
all legal issues raised by the complaint, including the Service's compliance with the
CS8iS Act and the Charter.

On April 7, 2014, counsel for CSIS responded that its client did not wish to make
reprasentations on the Commnittee's jurisdiction at that time.

On May 27, 2014, the Committea determined that it had the jurisdiction to
investigate the complaint, and this was conveyed to the Complainant and the
Service by letter dated June 2, 2014,

BACKGROUND

in accordance with the Rules of Procedure of the Security Inlelligence Review
Committee in rafation fo ils function under paragraph 38(c) of the CSIS Act, | was
appointed by the Chair of the Commitlee to conduct an investigation into this
complaint. The parties were advised of the Commitles’'s determination by letters
dated September 8, 2014,

On September 22, 2014, CSIS wrote to the Committes, with-a copy to the
Complainant, requesting a management conference call for the purpose of
identitying the lssues that will be investigated as part of the complaint. CSIS
asked that the BCCLA's complaint be better defined and articulated into a
complaint of a discreta act or thing done by thé Service that the Committee is
capable of investigating, CSIS proposed lo focus its document coliection to
documents dated after December 31, 2011, which was the latest period reviewed
by the Committes in its review on tha topic of lawful advocacy, protest or dissent,
The letter from C8IS stated, "Based on the Complainant's lstfer and the scope of
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section 41 of tha CSIS Act, the Sarvice proposes thal the following issues be
ihvestigated as parl of this complaint:

1) Did the Service investigate groups cr individuals for their engagament in laveful
advocacy, prctest or dissent activities in relation to the Northern Gateway
Pipeline Project?

2) Il yes. was fhe investigation tawful?

3) Did the Senvice provids information retating to individuals or groups involved in
lawful advacacy, protest or dissent in relation to the Northern Gateway Pipetine
Project with the Nalicnal Energy Board or non-government mambers of the
petraleyn industry?

4) ifyes, was it [awful to provide this information?

On September 25, 2014 the Comblainant wrote to the Comuriltes, with a copy fo
CS8IS, regarding my assignment as presiding member over the complaint. The
leller staled that "while BCCLA recoanizes Mr Forlier's exemplary reputation, and
does not question his personal or professionsal integrity, the organization must
nevertheless object o his appointment as the presiding SIRC member in the
present complaint, given that BCCLA maintains that the involvement of any S8IRC
members with significant ties o the peifc«em‘i industry in this complaint gives rise
to a4 reasonable apprehension of bias”. In BCGLA's February 8, 2014 commplaint
letter, it referred fo the “nighly publicized ties between several SIRC members and
the petraleun induslry, snciucsmg Mr. Fortier's former position on the boafd of
Trans-Canada Pipelines, the company behind the controversial Kaystone XL
pipetlinig project,

On Ogctober 8, 2014, the Committee wrote to counssel for the Complainant .
regarding the matlers raised in their leiter mentioned above. As the presiding
membar Investigating the complaint, | responded to the Complainant stating:

"On the issue of the pofeniial conffict of nferest allegations, the proper course of action
to deal witlr such malters is for a parly o formatiy raise the matter il the preslding
menber threugh a motion asking thal (e msmber recuse himmgell rom tho lile aod thal g
riding on the matter e made thereafler considering the reievant jurisprudence ont the
js50."

| noted that the conflict of interes! issue was raised in the Complainant's latter
dated September 25, 2014, but | asked them to confirm whether they intended to
bring a formal motion with supporting documentalion and afgumem orwhether |
should oroceed on the basis of their Ietter alane,

On October 2B, 2014, the Camplainant wiote to the Commitiee, advising: "Having
reviewed the matter. we must advise that, at this time, we do not have sufficient

~4
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information regarding Mr. Fortier's ties to the companies involved in the complaint,
We initially raised our concern in the original complaint dated February 6, 2014,
citing a news story that Mr. Fortier had previously sat on the board of diractors of
TransCanada, a company implicated in this complaint.” The Cormplainant indicated
that they did not know further defails, and poesed several questions regarding my
invelvement with that board of directors

On November 25, 2014, the Committee wrote the following to the Complainant:

"It is a malter of public record hat Me. Forlisr was a nen~execiutive member of the
TransCanada Board of Directors from Aprit 1982 to July 1998. Since he resigned from
the Board in July 1998, Mr. Forlier has never occupied any nosition with TransCanada,
Mr, Forlier has never occuplad any posilion with Enbddge.

On December 9, 2014, the Complainant wrofe to the Committee indicating that
BCCLA is prepared to proceed with ita complaint before me as the presiding
member

Cn March 25, 2015, the Complainant wrote to the Committee, calling attention to
additional records which had been disclosed te the Canadian Press, under the
Access to information Act, The Complainant .contends that this provides further
evidence of C8IS’ ongoing invaivement in gathering and sharing Information and
intelligence about protests concerning the petroleum industry, including the
Northern Gateway Project,

On April 7, 2015, CSIS wrote to the Committes, with & topy to the Complainan, in
response to the Committee's inquiry on its availability for a pre-hearing

conference. The Service asked thal its request dated Seplember 22, 2014 for a
management conferance be held for the purpose of identifying the issues that will
be investigated, and the timeframe for document collection, and that the issues o
be investigatad be fimited to the four paints itoutlined in its letter. The Serice also
indicated that it has “besen made awara through media reports of further aliegations
made by the Complainant and asked teo be infarmed of the aliegations as a matter
of procedural fairness and.in order to proceed with the document collection and
respond te the allegations that are being made.

On April 9, 2015, the Complainant wrofe to the Commiltee in response to the April
7, 2015 letter from the Service. The Complainant suggested thal the issues raised
by counsel for CSIS are the kind of maiters that can and would be discussed in a
pre-hearing cenference call. The Complainant generally agreed with the broad
issues defined by CSIS with a few revisions to the four questions. The
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Complainant sialed thatl their “concarn 18 thal CSIS s clicosing to frame the isaues
in a way that would allow CSIS to screen or filter out documents or information that
ate encompassed by he complaing, s the BCCLA's position that the first step
shouid be to identify any C81S investigations of individual or groups that are
opposed to the Northern Gateway Project” The Complainant also suggested that
the cut off for document collections shouid be December 31, 2009, not 2011,

On April 18, 20118, CSIS ackriowisdged receipt of and responded to the
Complainant's ietter of April G, 2015. The Service agreed with the documant
collaetion date as of December 31, 2000, There was also general agreement with
{he issuas as re-formulated by the Complainant with one other miner change.

Qn May 15, 2015, the Commitiee wiote ta both parties in preparation of a pre-
hearing conference to be conducted on May 20. 2015, and | invited the partias to
consider and addrass the fallowing quaestions;

1) Given the wording of section 12 of the CSIS Actwhich provides thatthe
Setvice “shali colleet, by investigation or atherwige” and the aliggations in the
taftor of camiptaint to the effect that the Servics is "gatharing Information” and
'monitering and surveillance”, what meaning shall be atlributed (o the words
“nvestigate” and ‘investigation” in the April 15® 2015 lefter (from CSIS)?

2) Whether the “groups or individuals” referred 1o in questions 1 and 3 of the April
15" latter are those set oul vn pages 2 and 6 of the letter of complaint?

3) Whether the expressicn on-government members of the petroleum industry”
is limited to the private-sector industry?

4} Whilg the issues 1o be examined in the April 151 letley only refer to the
Northarn Gateway Project, the March 25% 2015 letter {from the Complainant)
refers to “protests conceming the petroleum industry, including the Northem
Gateway Project” and the altachment to the letter refers lo hydraulic fracturing
protests in New Brunswick, YWhat is the intended purpose of the references o
the protests in New Brunswick?

A pre-heating conference call was held in Ottawa on May 20, 20115, The parties
agreed o the i8sues {o be sxamined and that the docusient sollection shali only
include information after Dacember 31, 2008, The partiss aiso agreed that an
oral in pamera heating be conducted in Vancouver, which is where the
Compiainant s based. The Commitiee sent ta both parties a cooy of the transeript
of the pre-hearing conference call, which had been reviewed for national security
concems pursuant fo section 37 of the CSIS Acl
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In responss to my first queslion set cut for the pre-hearing conference call, the
parties conflrmed the inclusion of the word “investigation” in the context of "collect,
by investigation or otherwise.” With respect fc my second question, the parties
confirmed that the term “groups or individuals” refer to the individuals or members
of the groups that are specifically named in BCCLA's February 2014 complaint,

They answered my third question that the expression "non-government rembers
of the petroleum industry’ is limited fo the private-sector industry, but agreed that
the information sharing is broad enough to include ary kind of information that is
shared with either the privale sector or the NEB about groups or individuals, or
meambers of those groups, participating in the NEB proceedings or speaking out
about the Northern Gateway Pipeline, and not simply the intelligence or security
briefings. It was also agreed that Section 13 security assessments which empowsr
the Service to conduct security assessments, would be excluded from the
information sharing,

Regarding my last question, the parties agreed that references to the Mew
Brunswick protests were background information only, and that the cornplaint is
focused on the Northern Gateway Project pratests, including those in the
proceedings befere the NEB.

A case management conference calf was heid in Ottawa on July 24, 2015 in
preparation for the in ¢amera hearing,  On August 7, 2015, the Committee
provided a copy of the transcript of that case management teleconference call, the
transcript having bean reviewed for national security concarns pursuant to section
37 of the CSIS Act.  The parties reiterated their agreement from the pre-hearing
cenference call on the four questions or issues forming this complaint, as set out
later in my report under the section entitled "Analysis”.

<10
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THE COMMITTEE'S INVESTIGATION

| conduclad the Commitlee's Invastigation of the compiaint and presded over an in
camera hearing (private but in the presence of the Complainant) in Vancouver,
British Columbia on August 12 and 13, 26185, On Seplember 30, 2018, the
Commitice pravided a copy of ihe transeripts from the i camers hearing o the
Complainant, which had been reviewed for nationai security concerns pursuant to
section 37 of the CS/8 Actand cerain redaclions had been made.

Al the putset of the in camera hearlng an August 12, 2015, I heard opening
statenwsnts from both parties. | also heard submissions interms of a prefiminary,
procedural malter regarding the privacy of proceedings undes seslion 48 (1) of the
CSIS Act. As will be seen, | have addressed this matter ingreater detail vl the end
of the analysis section of this rego.

Testimonies from the Complainant during the in camera hearing:

i heard festimony from Mr. Josh Paterson, the first witness for the Complainant.
Mr. Paterson s the Executive Director of the BCCLA and a lawyer amployed with
the BCCLA I Vancouver. He testfiad that the BCCLA & a non-parisan, ton-profit
charitable organization established i 1982, incorporated in 1363, whose mandate
is to promote, defend and extend human rights and freedoms within Canada.  He
testified that the BCCLA was eneof the patties involved in the MocDonaid Inquiry
and has participated in other commissions of inquiry, and that natienal security
issues have been a key preoccupation for BCCLA dunng s existenca.

Mr. Paterson testified as to the impact of a news article from the Vancouver
Ohserver, entitied “Harper government's exlensive spylng on anti-oll sands groups
revealad in FOls - Independent federal agency, National Eneray Board, dirsctly
coordinated efforl between CSIS, the RCMP and private oil companies”.  Mr.
Paterson testified that he had been in contact with the journalist after the story had
been filed and the journglist had provided him with the documents that had formed
the basis of his story ~ Both parties agread that thers was no dispule that the
Access o information documents provided by tha Complainant are in fact access
to information documents from the MEB and CSIS.

- ¥1-
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Mr. Patarson explained that he had centacted representatives of ForestEthics,
Sierra Club, LeadNow and the Dogwood Initiative about this complaint, and that
the staff members of those organizations were also concerned abouf the news
story “that they personally and their organlzations, and people asseciated with
their organizations, may have been spied on.

When asked by counsel for the Complainant whether ne had any prior Involverment
with the NEB, Mr. Paterson explained that he was invited by the NEB to sit on the
steering committee of their stakeholder advisory group through his previous job a8
a lawyerwith West Coast Environmental Law, a non-profit organizalion in
Vancouyer, Mr. Palersen explained that he left his voluntary position with the
NEB's Committee when he assumed his role with BCCLA. He also explained that
he had testified in his own right, as a private individual, at the public hearing in
relation to the Enbridge Northemn Gateway Pipeline.  He testified that BCCLA
takes no position concerning the Northern Gateway Pipeline Project; and the
extent of its involvement in the NEB proceedings was a letter to the NEB stating
that, according to tha open courls panciple, (they) guestioned why those hearing
ought to be closed off to the public.

The witness testified that BCCLA's interest is as "3 walchdog in refation to

people's right to protest and to be angaged in publlc processes, both here in B.C:

and across the country...our interest in this, then, is solely inrelation to the fact

that we were concerned, ard femain concermed, about the possibility that security

senvices of the Government of Canada were gathering information or pavticipating
someghow in the collection of infarmation an the activities of people engaged in
lawful, democratic and peaceful political activities.

Mr. Paterson explained the inferences that he drew about commurications
betwesn the NEB and CSIS from emails that were released from the:NEB to the
journalist, and then to Mr. Paterson. Specifically, an email from Mr. Rick Garber,
Group Leader of Security at NEB dated January 31, 2013, regarding Prince: Rupert
security assessment.  Mr. Paterson testified that the BCCLA drew an infarence
{rom that eimail that the NEB had asked for, and received, information from both
CSIS and the RCMP, and that he understood reference to “the security team,
together wilh our police znd intelligence pariners, will continue to monitor all
sources of information and inlelligence” refesred to the NEB working with CSIS,

Nir. Paterson also testified that BCCLA drew an inference that the NEB had
received information from CSIS as part of their threat assessment |, basedon a

- 1.£ .
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released document entitied *Enbridge Nonhermn Oateway Projest Security Plan,
Prince Ruper”  In that same document, the witness explained his inlerpretation
of the seclion under the heading “Recurity Information- Background”, which refers
to planned protests, and iists idle No More, Fecple’s Summit and LeadNow and
Dogwood Iniliglive  The inference drawn Trom Mr. Paterson was that CSIS, at
baoth National Headguarters and Regioral offices, had provided the refarence
information to the NEB. When tounsel for the Complainant gquestioned the
witriéas as o whither ne had direct knowdedge about whe provided this
information showt Dogwood Inifiative, LeadNow and idie No More to the NEB, he
confirmed that he had no direct knowledge about who provided it

The withess provided BCCLA's position regarding a reteased document following a
reguest for information by the Government Operations Centre antitied
“Government of Ganada Risk Forecast 2014 Protests & Demonstrafions Season®
dated May 1, 2014, He commentasd: "We have publicly expressed corcems
ahout the Government Operations Centre’s work in‘this regard, While, of course, #
is completely appropiate for Goveinmen! to lake note of protests - indeed, part of
{he purpose of most protests 16 to cateh the altention of Government - it seams to
us, from whal wa understand of the GOC, that #is purpose is not to provide policy
input to, say, Fisherias and Qceans Cansda or other Ministries about what people
are concerned abouf, rathar, it is more gathering 1his kind of information in erder
make these kinds of assessments of threat and provide that information to
Goverriment agencles. . Our cancerns around what the GOC has been doing is
that it at least tends o a suggestion that the goverrment, or zt least porticns of the
Goverriment, are viewing protests in @ spiritother than democratic engagemeant;
that it is viewing protest, rather, as something tobe concered aboul, monitored
and reported Upon.”

Mr. Paterson’s testimony was that, to the best of his knowledge, the organizations
in gquestion, such as Idle No More, LeadMNow and Dogwood Iniliative, have never
been involved in viclen] activilies.,  For example, reference was made to the
publicly-stated commitment from the Ceunell of Canadians against violent
activibes.

When cross-examinad by counsel for C8I8, Mr. Paterson understocd the NEB to
fall urder the Government of Canada and 1o be wart of the Crown.,  When cross-
examined by CSIS cpunsel regarding the email from Rick Garber of the NEB

=13 .
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Security team, the witness read aloud the statemeant “Based on the intelligence
received, we hava no.indication of threats to the panel at this time".  Mr.
Paterson confirmed his understanding from this sentence that CSIS actually did
provide infermation to the NEB,

Counsel for CSIS asked the witness to refer to the NEB document entitied
“Enbridge Northern Gateway Project Security Plan” and the section which reads:
“NEB Security and the RCMP have been in regular communications since an initial
meeting on October 24, and have discussed the hearing, associated venues and
threat infeliigence”. When asked whether there was any indication in this
document to suggest that any of this information about the planned protests
raferred to was information that was actually provided by the Service, Mr. Paterson
agreed that there was nothing that hadn't been redacted that states that the
information had been provided by CSIS.

The following day of the in camera hearing on August 13, 2015 in Vancouver, |
heard testimony from five other witnessss for the Complainant, as welf as from one
witness for the Service.

Ms. Celine Trojand testified regarding her position since 2009 as Director of
organizing for the Dogwood Iniliative, which is based in Victoria. She explained
that Dogwood Initiative is a non-partisan pro-demacracy group, with 315, 000
supporters in thelr databasa, 2, 200 aclive volunteers and 28 staff.  She testified
as to some of the activities that Dogwood encourages and promotes, and provides
training and promotion for its supporters surrounding political organizing, and
involvernent in community events.  The wilness explained Dogwood Initiative's
Policy on civil discbedience  and confirmed that it would not include vandalism to
property or violence of any kind.

With regpect to Dogwood Initialive's involverment regarding the Northern Gateway
Pipeline, Ms. Trojand explained that “afler the National Energy Board
recommended approval and it was clear that the federal government was poised to
approve the project, our group and other groups were considering the options
around our work....Dogwood very strongly feit that our work should be about
legitimate political organizing and pressure. So we launched the “Let B.C. Vote"
campaign, which is utilizing our provincial lagislation in B.C_ to trigger and launch a

14 -
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citizen's iniliative that could lead to Brifish Columbians having a provingce-wide
democratic vote on whether or not these projeets should go through.”

Ma. Trejand also tastified about the wcrkshops around the NEB hearing, which
Dogwood Initiative had assisted in organizing, and the door to door campaign
around “Knock the Vots”.  Upon cross-axamination by CSIS counsel, lhe witness
agreed that there was ne explicit mention of CSIS monitoring open source
information in the NBEB document entitied “Enbridge Northein ateway Project
integrated Security, Logistics and Communications Plan, Kelowna™ * Rather, the
document reads "The Kelowna RCMP as well as NEB Communieations and
Security continus to monitor open source information”

| next heard from My, Dance-Benninl, who testified as to her role as a relired
volunteer with Dogwond Initiative, and ‘egional arganizer for the South Island,
responsible for two federal rigings, Vicloria and Esquimalt Saanich Socke. The
witnass wotks with approximately 100 volunteerss  The witness gave evidence a3
o how she became invoived with Dogwood Initiative and its campaigns around oil
pinelines and oif tankers, and her blogs regarding her pilgrimage to the tar sands
in Alberia.

Counse! for the Complainant asked the witnass what, # any, impact the newspaper
stories that were published suggesting thal tie RCMP and CSIS might be

maonitoring Dogwood activiies related to the NEB hearing, had on the ofher

volinieers that she works with, Ms. Dance-Bennick festified that Dogwoad
Initiative volunteers were finding it sometimes more difficult to encourags pecpie to
sign the peutlons due ta concerns that “their name may end up on a government
sacunty lisl.” She also testified that “the same concern has sometimes boen raised
by donors, and gometimes in terms of potential volunteers biging concerned about
how Dogwood is viewed, and whether, # they become a volunteer means that they
are viewed as a tadical extremist, My answer, always is: We are the exact
apposite of that. We are commitied to peaceful, non-violent, following the
democratic process, parficularly etectoral processas

When cross-examined by coutisel for CSIS wilh regpedt ta the concerns raised by
some of the volunteers that “they may end up on *Canada's security Yist”, Ms.
Dance Bennick agreed that she was aware that the Sewvice is prec!m:sed from
investigating unteas thete is n "hreat 10 the security of Canada”, but thal there is a
strong suspicion, based on the Access to informatian matenal that came out, that
in fact they (the Service) have been engaged in gathering intelligence on very
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iawful, peacsful, democratic processes.”  When asked by counsel for CSIS who
was the sehder of an email dated April 19, 2013 entitled "Security Concerns —
MNational Energy Board' | the witness agreed that CSIE was mentioned in tha
omai, buf that the email Ksell came from the RCMP Counse: for CSIS referred
the wilness lo emails which referréd to the NEB consulting with CSIS" |, and asked
the witness whers it refers to "sharing of information...where does it say that C5IS
has provided information?” The witness answered thal she had assumed that
irfonmation had been shared.

Tha next witness for the Complrinant was Mr. Jamie Biggar who testified
regarding his employment as the Campaigns Director of LeadNow in Vancouver,
and described it as a non-profil corporation registerad in Canada, with 2
membership of 450,000 Canadians who subscribed to its email communications.
He stated that "it has three major priodities, including working for a strong
derocracy, working for a fair economy and working for 2 clean environment,
lLeadNow organizes campaigns ihat help people speak to govermment, and
particulariy the federal government — around paricular policy issugs and changes
that we would like to see, reflective of the community's values...”

The witress gave delailed evidence of LeadNow's vigws on the néws slories and
articles, He stressed their particular concem with the open letter from fhe
Honourabla Joe Oliver, Minister of Natural Resourcas on ‘Canada’s commitment
lo diversify our energy markets and the need to further streamiine the reguiatory
pracess in order to advance Canada’s national economic interest” dated JSanuary
9, 2012. That open lefler provitles, infer aiig,

‘Unfortunatsly, thera are anvironimental end ofber radics! groups thal would seek o
block this opportunity to diversify our frade. Thier geal is 1o stop aay majoc project 1o
maller what ihe cost io Canadign Tarvios i lost Jobs ol economic grawh. No ferestry,
No mining. No oil. No gas. No mare hydro-elecisic dama  Thase groups threaien in
hifack our requistory system to achieve their tadice! ideological agenda. They seek fo
axpioit any loophote they can find, stacking public hearoy with bodies fo ensure that
delays kil goad projects. .

Mr. Biggar commented that: “there was a perception amengst our staff team and
amaongsl volunteers and folke in our community who we wera speaking with thist
wa were part of a comnunity of people that was being targeted. There was a
feeling of being targeted and kind of put on an “enemy list,” 1 relation to the
news story on the Vancouver Observer website, Mr. Biggar added that “in tenms of
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the revelation about this spying. part of the concern that it raised for us is the fact
that we really have no way of knowing the breadth or depth or scope of the
surveillance of our organization and so woe have come to simply assume that any
device that could be monitored or any way in which data could be recorded in
relationship to our organization should be treated as thought it would be public to a
spy agency or to government, or potentially to the oil industry.” He also stales
that the storigs have scared LeadNow's membership and made them concerned
that if they participate in normal peaceful democratic channels, particularly through
us, they may end up on a list and that their information may be used improperly or
in soma way used against them.

Ms. Caitlyn Vernon next testified before me, on behalf of the Complainant, She
testified regarding her work in Victoria at the Sierra Club of British Columibia as the
Campaigns Director. She explained that Sierra Club BC is a registered charity,
founded in 1963, whose mandate is to protect, conserve and educate the public
about B.C.'s wilderness, ecosystems, in light of the urgency of climate change.
Sierra Club B.C. has approximately 15,000 people on its email list, 10 fuil ime
aemployees, and a 1 million doliar budget. She also explained that Sierra Club BC
is a separate entity from both Sierra Club Canada and Sierra Club U.S.  In terms
of the methods or techniques Sierra Cluh uses to promote its goals and objectives,

. she explained that ifs primary goal is to raise public awareness. It also produces

science-based reports and maps.

1 then heard from Ms, Nikki Skuce, from Smithers, British Columbia, \a’{ﬁo tesfified

regarding her work with ForestEthics, a non-proft organization where she had
worked for almost six years as Senior Energy Campaigner.  She explained that
the goal of ForestEthics has been to improve conservalion, and the way that it
operates is by looking at the markets, such as who was buying the forest ard
wood products. The organization also addressed cllmate and energy issues, but
siill kept its name as Forestizthics,

Ms. Skuce‘testified as to the activities that ForesiEthics engages in and the nature
of ite work in Canada. She explained that much of its work surrounding a
campaign involves education and outreach. She provided examples such as
“tabling at events; having postecards and information booths. In the case of
Enbridge Narthern Gateway, it was having, also, speakers’ tours across the
northwest talking about the issue. Often, we would come up with a few different
strategies of how we think we can win a campaign. In the case of Enbridge, one of
the first ones that we spent a lot of time on was trying to get a federally-legislated
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tanker ban." She also explained that ForestEthics was involved with one of its
partners in the United States regarding the tar sands campaign.

The witness also provided details regarding ForestEthics involvement in the NEB
hearing 8s a formal legal party in the proceedings, represented by the law firm
Ecadustice. She provided an overview of her own testimony before the NEB
hearing concerning an Enbridge oil spill,  She also explained that, in addition to
padicipating as an intervenor in the hsaring, ForestEthics thought &t impartant to
have a public process and they “encouraged people to sign up for the community
hearing where they could speak for tlen minutes 1o the panel in various
communities around British Columbia, as well as to encourage people le submut
written comments." Ms. Skuce also provided details regarding her blog entries
that she, and/or others with ForestEthics prepared regarding the Enbridge Pipeline
Project.

When asked by counsel for BOCLA what was ForestEthics view regarding
statements made in the open lelter fror the then Minisler of Nalural Resources
Canada, the witness testified that thay felt targeted and commented that it was
shoeking to get this from a Canadian government official and our head of Ministry
of Natural Resources. It came out the day before the joint review panel hearing
began...it created a lot of anxiely and created quite a chill that passed through
averyone,  She explained that as an organization and individually, there were
concerns that they were being labelled and spied on:

Ms. Skuce also testified regarding her concems, and those of her colleagues,
regarding the news article from the Vancouver Observer on Novamber 19, 2015,
and the fact that the RCMP had known abaut a community meeting between the
fiest nations and communlty members that had not even been advertised, which
showed how much they fait that they were being watched and monitored.  She
concluded her tastimony indicating that ForsstEthics has not been involved in any
vandalism or violence, or other kinds of direct actions of that nature,

The Complainant's final witness, Professor Reg Whitaker, was unable to be
present at the in camera hearing. With the agreement of both parties, | accepted
the testimony of Professor Whitaker by way of a wrilten affidavit, which | received
afler the in camersa hearing. 1 note thal the affidavil of Professor Whitaker, while
of general interest to me by way of background, does not deal in gny way with the
specific allegations of the Complainant.
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Professor Whitaker is a distinguished Research Professor Emeritus in the
Department of Political Seclence at York University and an adjunct professor of
Palitical Science at the University of Victoria. He completed his PhD in Political
Economy at the Universily of Toronto in 1978 and has been a university professor
since that time.

One of his primary areas of study has been the security and intelligence activities
of the RCMP and €8IS and he has published numerous scholarly artictes and
books over the years. Professor Whitaker provided an overview of the
RCMP/CSISS selection of targets for intelligence investigations in Canada, and
suggested that for much of Canada’s history, thers had been no clear demarcation
hetween legitimale and illegitimate targets for investigation. He argued that
“beyond protecting the country fram espionage, sabotage, terrorism, political
violence and covert foreign interference — threats generally recognized as
reasonable targets for intelligence investigations ~ RCMP and C8IS have also
targeted groups and individuals said to be “subversive”, a vague and elusive lerm
that can take many forms in the minds of those hunting it...operating under a
statutory mandate that imposes restraints on its reach and methods, CSIS has
shed some, bul not all, of the ideological baggage of the RCMP.*

Testimony from the Service during the int camera hesring:

The last withess | heard from during the in camera hearing was from CSIS’ witness
Robert, who provided his background with the Service and his role with the
Vancouver local office. The witness testified thal he joined the Service in 1986
and began his career as an intelligence officer, and worked as an analyst in
Ottawa, and an investigator in regional offices. Since January 2015, he has been
the Regional Director General for British Columbia and the Yukon for CSIS. He
explained that his responsibilities include the averall management of the B.C.
regional office, including human resources, finances, administration and the
conduet of investigations pursuarit to the CSIS Act.

Rebert provided an overview of CSIS" mandate to collect information under seclion
12 of the CSIS Act in terms of its obligation lo invesligate threats to the security of
Canada. He explained that “section 2 a) comprises "espionage or sabotage”; 2 (b)
“foreign influenced activities”; 2 (¢) would be terrorism or any aclivity that is done
with "serious violence .. .for the purpose of achieving a political, religious or
ideological objective”; and 2 (d) wouid broadly be defined as "subversion activities
or threats.” When asked wha! “subversion” meant, the witness referred to the
legislation, citing: “activities directed toward undermining by covert uniawful acts,
or directed toward or intended uitimately to lsad to the destruction or overthrow by
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violence of the constitutionally established system of governmant in Canada. The
witness indicated that, 1o his knowledge, the Service had not conducted a
subversion investigation for the last 20 -+ 25 years.

When asked by counsel for CSIS whether “threats to the security of Canada” could
include lawfl advocacy, protest o dissent, Robert responded that it could, but that
because of the statutory prohibition, the Service did not investigate lawfut
advocacy, protest or dissent unless it was done in conjunction with 2 (a), (b), {¢),
or (d) of the CSIS Act.

Robert then explainad how the Senice's priorities are established every year,
commencing with an articulation from the Minister of Public Safety as o what are
the security priorities of the federsl government. He stated: "this letter is sent from
the Minister to the Director of the Service and these priotities are then further
articulated into intelligence requirements by a branch in our headquarters in
Ottawa, the Inlelligence Assessment Branch, These intelligence requirements are
then sent out to the regional offices, which are the collectors of intelligence and
information s then colfected and sent back to headquarnters, with analysis then
done at headquarters, followed by dissemination to our domestic and foreign
parners.” He also explained that in addition to Ministerial directives, the Service
has other tools o guide it regarding the conduct of its operations and activities.

He referred to CSIS' Operating Principles, “which include the respect for Lhe rule of
law; the principle of using lesser invesligative techniques before making use of
more intrugive technigues; dozens of policles which guide virtually every aspact of
Service life, especially when it comes to investigative activities; procedures. Every
few months, as an adjustment on current policies, will be Direclional Statements
that come out from Headguartefs fo the regional offices ta bare left or right of a
certain activity; plus ongoing training and just the management's approach to
guide and conlextualize the condtict of investigations.'

Rabert also testified as {0 how CSIS' policies, procedures, directional statements
provide guidslines on how to deal with a situation that may have a “lawful,
advocacy, protest or dissent’ component. He added that this is also dealt with
through training, "in that it is a statutory prohibition to get invelved in that type of
aclivity. It is very much front and foremost in how we conduct our investigations.
There is great sensitivity around that.

He explained the distribution of resources within the Service in terms of the
different type of investigations, with the emphasis being on counter-terrorism and
the focus on foreign fighters. The remaining third or guarter of the Service's efforts
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are focused on counter-intelligence activities, relating to the intentions or aclivities
of foreign government activities within Canada.

Robert provided an overview of how the Service ohitains cateyorias of information
ir the context of the Service's reguirement to use lesser invasive investigation
techniques before using more invasive ones  He explained that the Service would
first sesk open information from domestic padners, voluntary interviews and other
fechnigues or surveillance. He added that “what sets the Service apart from other
law enforcement agencies is our focus on the developmentracrutmeant of human
sources, But it would be a compaosite generic-type piclure, to get as rich as
possible an aseessment on a currenl threat. Once these lechniques are used, and
if #t s deemed necessary and appropiiate, consideration would ther be given, in
axceptional circumstances, o apply through the Federal Court for a warrant.”

Counsel far CHI8 asked Robert for his opinion regarding the concerns raised by
witnesses for the Complainant that there is s feeling that emails may be being
intercepted or read by the Service, ar thal their cormmunicalions may somehow be
listened to by the Service. Robert responded with an explanation of the “arduous
process that is inveolved in applying for section 21 powers, requising weeks and
manths of preparation, Departiment of Justize consullation, independent counsel
from Justice looking at Service affidavils; managemeant chain right up 1o our
Birector, who would have to approve the application; and then seeking the
gpproval of the Minister of Public Seiely; and then needing 1o convinse a Federal
Court judge that the powers solight are justified ”

With respect to surveillance by the Setvice, Robert explained that before such a
technique could be deployed, there would have to be a targeting authorily
approved by the Regional Direcior General, Once a targeting approval is in place,
8 separate approval would e required from the Regienal Director General, o
maove ahead with the survellignce. He also sxplaingd that itis an invasive and
costly technigiie. Robert wag of the view that lhe concems raised by membsers of
the public that participation in fawiul advocacy, dissent or protest may have an
impact on job opportunities, on security clearance applications, on mobility rights,
or on any fundamenial righis thal individuals have nere in Canada are without
foundation.

Aside from seclion 12 of the CSIS Adf, regarding the Service's mandate to report
and advise the Governiment of Canada, Rebert also miade referenge (o the various
sections thal enable the Service to share information beyond the Government of
Canada. including sections 19 and saction 17, He acknowledged tha! in cider to
meet its mandate, the Service is ofter times required 1o share information with
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olher entities.  The Service also has an interest in sharing information with
members of the public or privata-sector enlities. He mentioned thal "we have
shared with various domaestic entities; again when it fulfills our section 12 statutory
need. Above and beyand that, one of the tederal govemment's security priorities
is to protect ¢ritical mfrasimcture and as part of that broad-based mandate, the
Service has a niche role if there is a threat-related information that impacts critical
infrastructure”,

The witness spoke of the Service's public outreach initiatives, including speaking
to various communities. security representatives of banking institutions, critical
infrastructure and various associations. He also explained the bi-annual meetings
with Matural Resources Canada (NRCan), which “given its convenienl venue,
were hosted at CSIS Headquarters and attended by & variety of federal, provingial,
municipal, private sector associalions, critical infrastructure, to discuss threat-
related activities of mutdal interast,

Upen cross-examination by counsel for BCCLA, Robert agreed that the wording in
section 2 b) of the CSIS Act of "foreign influenced activities”, is not restricted to
foreign states, and that the Sérvice colld conceivably look at foreign
corporations,’

When asked whether the “inferests of Canada’ outlined in Ministerial Directives

could include environmental objectives, Robert responded that he did not recall

ever having seen stich a reference in any Ministerial Directive.

Counsel for the Complainant questioned Robert as to whether he was familiar with
the new definition of "threats 1o the security of Canada” found in the new Security

of Canada infermation Sharing Act; which counsel suggested was "broader than
what we see in section 2 here of the C8IS Act and it includes threals to the
economic interests of Canada.” The withess answered that he was not sufficiently
fariliar with that definition to provide a useiul comment on that.

When asked by counsel for the Complainant for his interpretation of the open letier
from the Honourable Joe Oliver dated January 9, 2012, with respect to the words,
“radical group”, Robert answered that it would “depend on the group being referred
to, for instance a foreign threat, a C.T. threat".  Inlerms of the sentence that
“they use funding fromi foreign special interest groups te undermine Canada’s
national economic interest”, counsel for BCCLA gueried whether that could not fall
under the definition of “foreign influenced aclivities detrimental to Canada's
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interests?” Robert responded that it covld, concaivatily, but that it “wouid be a
streteh” and reilerated the fact that most of the Service's resources are focuged on
counterderrorismn. He stated: “Just in tetms of griority, this fails way beyond the
pale, belew the pale. in lerms of actually triggsring our mandats, a real streteh for
the SBernvice 1o have any inferest.

Roberl was also questioned about how the Service intérprets section 12 in terms
of the colieclion of information, and specifically how i does this, if not by
investigation. For instance, in sama circumstances, the Service may be "receiving’
and not "investigating.  Robeit responded that "it's ane thing ta accept It's 1otally
another Issue 0 actually repert and pul into a systerm. . nothing should be
reported that is not germane to the mandate.

Robert also answered guestions regarding the Service's warrants under section 21
and Indicated that information that is publicly available does not require a warrant,
but that the interception of an email would require a warrant. The witness also
agreed that he was connecting the "report and advise” duty and function under
secfion 12 with the authorization to disciose information under subsection 18 (2}
He agreed wilh counsel for BOCLA's statement that: “for example the Natioted
Enerqy Board would be authorizad by subsection 19.(2) if you were looking inlo a
threat assessment. You could report and advise the National Energy Board.” He
also agreed that "with the report and advise funclion- or duty ander section 12, you
don't even have to gel into this a), b) c) or d) under subscclion 19 (2): just
reportivig and advising on what you coltected in sedtion 12 is sufficlent to trigger
the authorization.”

With tespect to the questions regarding section 17 of the Act regarding
cooperation agieements under subsection 2 (a), he explained that “whether it's
formatized or not in terms of an instrument, each agreement has 1o be approved
by the Minster®, and "sametimes it is not formalized into a weitten instrament.”
Robert was also guestioned on the agreaments that the Service has with other
goveimment departrents, for exampie the one with the RCMP. He also stated that
he was not aware of whsther G818 had an agreement with the NEB

Counsel for BCCLA questioned Robert regarding the agreement with the RCMP in
the contest of the RCMP doing an investigation and sharing the results with CSIS,
and whethor that would be considered rallection, Rabert refarred to the Service’s
procedures and policies and explained that “it would ba one thing, again to
accept; but we would need a managerially approverd targeting authorily in which fo
put information, if there is no place to park i, if a regional director hasn't signed off
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on any partisular investigation, that information would nol be retained. There are
exceptions to that.. if there is 3 certain relevance to national secunty, wiit largs, i
may be reporied without going under any specific targating autharity, But it will i
there before we are authorized to further pursue an investigative level or direction
on an individual, it would just sit there”

When asked aboui whether he had knowledge of ihe groups named in the
complaing, Robert commanted that the Service's position for the last thity years or
80, in litigation and SIRC hearing, has been not lo confirm or deny the existence of
ah investigation”  However, Robert commenied {hat he is a proponent of
"dialoguing with representatives of varlois groups and commiunity groups”

Robert responded that the anly thing he knew about the consultation betwesn the
NERB with CSIS was what he had read in the NEB documents. He stated: *] have
anly read the redaciad exchanges on that paint, 5o t am not sure what the context
was, what triggered the request for the consuitations. Bul swrely if the Service had
information that there was a foreign influenced activity, done covertly, that would
have soma impact on the National Energy Board, or “serious threat againgt the
proceadings, against tha members, or against those altending, we would reach out
to the RUME, or aiternatively to the National Energy Boaid, saying: we have
intelligence ta indicate that there is a thveat against your premises.”

When asked by counse! for the Complainant about his interprefation of the term
“risk”, Robert categorized iLin the "conlext of a rick of serous vislenco under 2 ¢).
So presumably — | am speculaling here — if the Service had information abott an
individual or ethers who might be participating in an otherwise democratic lawful
pratest, there might be a potential or a risk for violence, as has been knawn 1o
happen in Canada and in many cther couniries. We have no interest in the group
or the protast, or the objeclive, ['s one or fwe, thres ndividuals who might use
Ihat as a venue, as a pretext, for violence, for sericus violence, ... But if there is
some linkage between that protest and cur mandate «if their purposs in going 1o
that group, that protest, is to wreak havoc, then, yas, it hits our mandate.” He also
added that he thinks the vast majerity of protests in Canada are peacesble

When asked if he appreciated the concerns of the people who are involved in
protests and demonatrations that they might be watched by eithet the RCMP or
GSIS, notwithsianding the fact thal they are engaging in complziety peaceful
activities, Rabert responded that he is "keenily empathaiic to that, As | mentionsd
before, in trying o dissuade, dispel steraotypas or misguided views, arroneoys
views, we epgage in Qulreach. We lalk 1o a whole variety of groups and
individaals. At the end of the day, | can aniy control what | can control. The hest |
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can do is just 1o testify to the fact that how we investigate is tightly controlled and
that we are statutorily precluded from looking at LAPD.*

When asked by counsel for the Complainani regarding the agenda for the
classified NRCan briefing mesting that it “sounds like CSIS might possibly be
sharing infermation about environmental groups with these oil companies thal are
sponsoring and attending it,” Robert festified that he did not see the connection.

Testimony from the Service during the ex parte hearing:

At the request of the Service, | also presided over ex parte hearing (private and in
the absence of the Complainant) that were held in Ottawa, Ontario on Januaty
28, and March 22, 2016.

During these ex parte hearing, | heard testimony from four CSIS Witnesses. A
summary of this evidence was prepared pursuant to sections 37 and 48 of the
GSI1S Act and provided to the Complainant. The summary had been vetted for

national security concerns lo ensure compliance with sections 37 and 55 of the
CSIS Act.”

In support of their testimony in the ex parte hearing, the CSIS witnesses relied on
several books of documents. CSIS Boek of Documents (ex parte hearing),
all of the BRS Reporting

The Service indicated that it had provided these documents for the Conmimities’s
ease of reference in the conduct of its investigation, but that it did niot rely on them
for the purpose of the hearing.  CSIS Book of documents (ex parte hearing),
Ministerial Direction on intelligence pnorities, directional
statements targsting information
operational reporting

as well as CSIS policy information.  CS!S Book of Documents
(ex parte hearing), documentation In relation to exchanges with
the Nalional Energy Board and the private sector, information from the Intelligence
Assessments Branch, including a sampling of products, briefings and information
relating to the NRCan classifled briefings mentiened in the compialnt letter.
CS8IS Book of Documents {ex parfe hearing),
information,
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and is stored at the CSIS premises.  Lastly, CSIS Book of
Documents (ox parte hearing), inforrnation regarding the

domestic threal environment in Canada, and additianal notes from the Inteliigence
Assessiments Branch.

CS8I1S8 Witness 1, provided testimony concerning her wark
experience with the Service from 2001, and her role as Chief of the unit
responsible for the Service's domestic extremism investigation between November
2013 and January 2015. She ieslified regarding the Service’s collection priorities

and the Ministerial Directions provided to the Director of C8IS from the Minister of
Public Safety.

explained that once the Service gets the Ministeriaf Dirsclives setting out
the priorities, they are applied lo their operations through intelligence requiraments

that are sel out by the Intelligence Assessments Branch, This sels the basis for

what the Service collects based on those intelligence raquaraments (“IRD"), She
explained that infermation is only collected if it falls into one 'of the IRDs. The
priorities of the government of Canada are tiered into three main categories, with .
tier 1 being fully resourced, and tier 3 aflowing for the collestion of information only
if resources permifted. She further explained that there is.a fousth category, known
as a “watch brief’ which means that the Service is tnonitoring the situation and if
there is an aclionable plece of Irttelltgence then it will deploy resources. n
terms of the term “actionable piece of intelligence”™ provided an example
of intelligence requiremants in relation fo

She oversees the three Heads of the desks bolow her, and some of her
respansibilities include approving messages to be put inte the Service’s systems
and databases, as well a3 managing human sources in general terms. She also
explained that Headquaners Branch is responsible for sending out “Directional
Statements” to the regions so that thay are able to priositize and put their

resources towards what is important and what is deemed a higher priority for the
Service.,

explained the nature of targeting authorities and how they are obtained
by CSIS to investigate any threat to the securily of Canada. She also idenlified
particular targeting files which her unit was inyestigating during the time period-

G
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rolgted to this complainl. She described C8IS' practices in relation to investigating
ihreats to the security of Canada by groups inveived in domestic extremism,

She testified in respast of the certificates pursuant {o which domeéstic thiteats were
being investigated as wall as having reviewaed the list of targets under the domestic
threat cerlificates thal have been the subject of an investigation within her unit
sinse She provided information on the individuals, groups,
urganizations or events that were, and are, targeted under these cerlificates, and
in particular the .

She explained that, with a certificate, the Service must make the case that this
isyue is aclually o reat to the securty of Canada, and orice that s establishad,
there is a validity date thal has (o be renewed approximately eveéry 2 years. When
the Service targets an individual, that person falls undar ong of the certificales.
Sha gxplairied that

She alse expiained that each individual
would have his ot her own largeting authority,  The targating authorifies against
individuals, and the renewals of those authorities, ware algo provided in the ex
parte evidence.  For exampls, a certificate is renwwed

testified that have proven that
the intent of the Service’'s “Domestic Extremism™ file is

in the context of the Northen Gateway Pipeline Development project,
testified that -

She clarified that wher the Service refers
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to extremism, it is specifically interested in issues that go from peaceful
demonstrations to acts of serious violence.

She testified that when conducling investigations, CSIS officers are governed by
the C8IS Act and CSI8 policies stipulate that they do not look at legitimate protest
and dissent, unless it is associated with serious acts of violence. She provided
testimony about the tasking provided to the regions related to politically-motivated
violerice and/or sabotage.  The ex parte evidence showad that the Diractional
Statement from Headquasiers

However, Headquarters reminded the

regions that the focus is not on lagitimate protest or dissent but rather on serious
vialence

explained the targeting Eeve%s and warrants for cextain taigets within the
Service. She tesiifiad that
wese never the target of a
Service investigation. However, she explained that there were some instances

opposition
lo the Northern Gateway Pipeline project.

CSIS Witness 2, testified regarding his work experience with the
Service as an analyst with the Intelligence Assessments Branch (IAB) and his
specialization in domeslic extremism. He outlined the main responsibilities of the
1AB, which ig 1o provide limely and ralevant intelligence which mests the
Government of Canada’ s staled requirements and priorities. He provided an
overview of the Intelligence Assessment Branch's responsibilities, which includes
actively engaging with the Government of Canada to identify its intelligence neods

- and deliver briefings, assessments and repaorts, providing background information

on operational and managerial programs and preparing Threat and Risk
Assessments, and providing outreach and education te the federal government,

testified that he had prepared several infelligence products and
briefings on the issue of domestic extremism, and more specifically
He provided a sample of briefings that he has delivered to various

stakeholders (private and public sector) on the issudes of domesfic
exfremism. He testiflad that, during the timeframe refated 1o the complaint, CSIS
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was mainly focused on issues related to the Winter Olympics and the G-8/G-20
meetings and any potenfial threats from domestic extremist for elther event.

The witness also provided an overview of the Service's work conducted in the area
of domain awareness, Domain awareness is done in part to ascertain potential
triggers and flashpaints, and in part to ensure that the Service is aware of what is
happening should a threat arise. Reference is made to SIRC's study entitied "CSIS
Aclivities Related to Domestic Investigations and Emerging Threals”.

testified regarding the biannual classified briefings held by the NRCan
and the fact that this forum is used by the Service 1o share classified informalion
with energy seclor stekeholders, such as the NEB. He provided the Committee
with concrete examples of serious acts of idealogically-motivated violence which
were discussed at some of the NRCan briefings {hal related to energy and utilities
sector stakeholders. He spoke of specific intefigance assessments that were
given to the NEB by the [AB of the Service involving domestic extremism issues,

The witness described how the Service engages in outreach with energy
stakeholders and also identified means, other than the classified briefings, through
which the Service communicates severe emerging domestic threats to certain
industries, He described the policies and requirements for-any mesting betwesn
fthe Service and-any outside organization, emphasizing the importance of fostering
collaboration between GSIS and any organization o prevent terrorism, whether it
be within the government of Canada, with law enforcement partners or private
industries. On the issue of the delivery of briefings to the private sector, he referred
me to a revisw conducted by the Commillee in 2011 entitled Review of CSIS’
Private Sector Relationships. He testified that the Service does not attend nor
interfere with any events that involve legal and legitimate protest and/or dissent as
it falls outside of its mandate.

CSIS Witness 3, provided testimony regarding his education and
background. He has a degree in aJ.0.
degree and a Masters in

as well as a Certificate in
following which, he joined the federal public service. He also testified regarding his
work experience with the Service as an analyst within the 1AB and his
specialization in the energy ssctor.

He explained that his primary responsibility was to provide inteliigence

assessments related to threats to Canada’s energy and minearal aclivilies. He
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highlighted that the interests of his portfolio were restricted to threats to energy
and primarily to critical energy infrastruciure mostly from domestic extremism,
terrorism, or possibly from foreign states. He lestified that a secondary
responsibility of his branch was to provide assessments relating to aconomic
threats or threats to Canada's economic interests related lo energy in the field of
proprietary information.”  He commentead that the threats to Canada's economlec
interests could arise from a variely of saurces. “In the primary casa, in the first
case of infrastructure, primarily from domestic extremism, terrorism, or pessibly
foreign States. Inthe case of Canada’s economic interests, largely fram foreign
States and espionage, and threats of that nature.”

testified that he had been a coordinator for the NRCan biannual
classified briefings since 2010 and described the origin and purpose of ihase
briefings as well as the Service's role.  He explained that the lead agency for
these classified briefings is NRCan, and that CSIS cooperates with NRCan and
with the RCMP in this regard: “(t}he subject matter of what is discussed is in the
hands of NRCan, as is the list of invitees, whe attends on the basis of their need to
know and on having the requisite security clearance.

He provided details of his own role in terms of the arrangements for such
meatings, including ensuring that the briefing room they have, which is a secure

tacility, is available to NRCan as a convenience, so that they can bring in members

of the private sector, largely individuals responsible for security at their respective
companias, and other parlicipants, occasionally from the Government. During the
aclual briefings, the Service will occasionally provide speakers. While he daes not
speak at these briefings, the withess explained that he prepares speaking notes
for his Director General. For example. he had written notes regarding domestic
extremism threals, based on open source material regarding events that had
actually happened and had been reported in the newspapers.

He testified that while he'is responsible for writing a memo to management
regarding the briafings, there is no formal Memorandum of Undersianding. The
witness tasfified that he has not seen any information collected at these briefings
by the Service, and that, should members of the privaie sector wish to provide
information to the Service, he explaing to them that the proper channel is to notify
the regional office. In terms of participants at the NRCan meetings. the withess
provided some examples from the private sactor including the

- 30-

Page 1020 of 1045

30 of 57 AGC0565



":%“iﬂ‘i(iﬂal Yu Yoo

z prisil; $ G'

111, The witness also gave exampies of some briefings or liaisons with government or
private seclors in which C818 parlicipates other than the NRCan briefings. He
explained that the Service contnbutgs 1o the Sovemment of Canada’s strategy,
through Public Safety on the "National strategy and action plan on the protection
of gritival infrasiructuse”. The term "infrastruclure” Is not just the energy
infrastiucture, but includes the infrastructure of the financial, transportation, water,
agriculture and bealh sactors,

112, also testified of his pariicipation in other biriefings or liaison with the
government or private sactar, He provided the example of “other than the
classified briafings, there is an unclassified briefing for what is called the
international Pipsline Security Forum, which alternates between Canada and the
United Stales. but exolained that *as threats to thatseciof

118. also spoke about the context and content of the April 18, 2013 email
fromi tdr. Tim O'Neil referred to v the complaint's exhibit book, which mentions.
seeurity concermns regarding the Northarn Gateway Project. He explained that

the email from Tim O'Neil, by
way of information cnly, as there was ng astion required cn the part of the
Service. The email discussés the possible threats to National Energy Board
hearing and concludes that there is nothing specific thal he is aware of,
testified that

114, CSIS Witness 4, testified, following the Committee’s request Lo hear
testimeny from an investigator in the British Colurtbia region during the years
relevant to this compiaint. He provided testimoeny regarding his work experence
with the Service frorn 1895 onwards, including his various positions in the British
Columbia Region from 1898 to the present. He also describad his roles and
responsibiliies as the superviser for the unit responsible for the Service's
demesiic extremism investigation i Vancouver from 2010-2013.

118. testified that ne was responsibile for overseeing the investigations that
foll under his ramit. This included providing mput as to an intelligence officer’s
plan to debrief & source; approving the interview and its objectives. approvirg

o« -
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opetatonat reports, and (hitiating the dialogue with his Chief to put into place
warant powers against a targed, f it were nacessary.

. He discussed the mandatory process and requirements for an inlelfigence officer

to make a Tequest to conduct a community interview related fo the Service's
domestic extremism investigations  He explained that he was the head of the
He also provided defails regarding

by Headquarlers as a
sensitive invastigation because it might have some kind of impact on the civil
berties of individuals, He explained that they were exiremely careful when they
actually rmade the desision to go cut and conduct an interview. He testified that’

testifind that the Sedvice is "not in the business of investigaling
anvironmentalists because they are advocating for an environmental cause,
period.  Forexample, he explained that

because that is not what we are aboul. We ars only interested in
our fargets.

The witness said that he had not heard of most of the groups prior to this
complaint. The wilness testified thal it was not surprising that there were profests
related to the Northern Gateway Pipeline Project hut underscored that Service
emplayeas are mandated and limited by the CSIS Acf which doss nol permit
CSIS o investigate groups ot individuals for their activities related 1o fawfl
advocacy, prolest or dissent, uniess it is tied directly to a threal.

When asked what the term brings to his mind at the time of
the protasts related (o the Mordhern Galeway Pipeline Project,
axplained that his consideration went {o

He also explained that the Service had no remit vis-3-vis the protests

A
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against the building of the Northern Gateway Pipeline

120. also testified that
He clarified that the

“Service through the course of
our investigations, incidentally, some reporting on might
come up

121. He further testified that the information flow between CSIS and private or other
public stakeholders was ganerally a orne-way process in which CSIS received the
infarmation. He did not recall having seen the article written by the Honourable
Joe Oliver prior to the hearing,

Finat submissions:

122. With the completion of the ex parte hearing, the parties were subsequently invited

fo provide their finat submissions in writing to-the Committee.

123. The Committee received the Complainant’s final submissions on September 18,

20186, in which BCCLA submits:

“thal the evidente demonstrates that CSIS was collecting information about these
groups, at least passively, and perbaps aclively, and in the absence of evidence that
lhese groups constituled a threat (o the securily of Canbada, this coliection was not
authorized by section 12 of the CS15 Acl, The Complainarnit also argues that CS1S'
collection activities, comhined with intemperate language by a federal Cabinet minister
chiticizing environmental groups opposed (o the pipeling policy as pushing a “radical
ideological agenda” created a real chilling effect for groups and individuals that wished
to organize and colfectively express thair opinions on the proposed pipeline. The
sharirg of this jnformation in confidential briefings with privale sector actors in the
petrofeum industry served to heighien the perception that CSIS was exercising its
powers in support of the political or economic status quo.”

124. The Committee received the Service's final reply submissions on October 17,

20186, in which it subrnits that the evidence has shown that CSIS’ actions were
lawful and in accordance with its mandale pursuant to the CSIS Act, stating that:
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“any collection and dissemination of information by CSIS was done lawfuily in conformity
with its mandate. Furthermere, the Compiainant has fafled to establish that CSIS has
done the acts cr things alleged i its compiaint, Reguests for infarmation or advice from
the NEB to CSIS do not demonstrate that CSIS collected informabivan aboutl the groups
seeking to perdicipate in the NER hearing. The Complainant has also faied fo establish
a causal connection belween the acls or things done or allegedly done hy the Seivice
and the “chilting elfect” ¢n freedom of expression and association ™

The Committes received the Cemplainant's rebuttal submissions on November 3,
2016.  Following recaipt of the Complainant's rebuttal submissions, the
Committee inquired on November 24, 2018, whether the Service had any national
security concerns with the Complainant's requesi that BCCLA may publicly
disclose the (ranscripts from the in camera hearing.

On December 1, 2018, the Committee received the Service's written submissions
in regards to the Complainant's request.

On December 23. 2016, the Committee provided the Camplainant with a copy of
the Service's submissions and the Complainant was given an opportunity to reply.

On January 16, 2017, the Commiitee received the Complainant’'s comments, in
response to the Service's letter of December 1, 2016. The Complainant reiterated
its request that “the Committee confirm, prior to the issuance of its final report and
at its earliest convenience on an interim basis, that withesses who appeared
hefore the Committee on August 12-13, 2015 may speak publicly about the
evidence and testimony they provided during the in camera portion of the hearing
and that BCCLA may publicly disclose those transcripts and ils submissions in
this matter, without limitation due to security concems under section 48 of the
Act™

. I have decided that it would be in the best inferests of justice for me to addrass

this matter in the context of my final report.

. In preparing this final report, in addition 1o reading the submissions of the pasties,

I have considered the evidence given by wiinesses, the documentation submitted
by the parties and the Committee's counsel for the in camera and the ex parie
hearing, as well as other relevant material made available {o me in the course of
my investigation of this comglaint.
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ANALYSIS

This complaint is filed by the Complainant under section 41 of the CSIS Ac,
coneerning the conduct of C8IS.

The Complainant's complaint is set out in its letter of February 6, 2014, and was
summarized by coungel for the Complainant at the in camera hearing as follows:
“Firstly, that the BCCLA believes that the Service was gathering information - or,
in accordance with the language of section 12 of the Statute, “collecling”
information about Canadian citizens and groups engaging in peaceful and lawful
expressive activities”; and then the second part of the complaint is that it then
shared this information with governiment bodles and private sector factors.”

The Complainant is relying, first, upon Infermation that initially came out in the
press in November of 2013 that suggested that the RCMP and CSIS were
collecting intelligence or information on groups and individuals opposed to the
Northarn Gateway Pipeline and then secondly, that they were sharing that
information with the National Energy Board and membars of the petroleum
industry,

Some of the groups named in those documents include LeadNow, ForestEthics,
the Courcil of Canadians, the Dogwood Initiative, EcoSociety, the Sierra Club of
British Columbia and Idle No More. The Complainant provided testimonial
evidence from most of those groups and provided me with background about their
organizations and about their activities in relation to the Norlhern Gateway
Pipeline Project. The Complainant has stressed thal none of these groups are
criminal organizations, nor do they have any history of advocating, encouraging or
participating in violent or other criminal activity,  The evidence before me has
confirmed this, and it is not in issue.

As agreed by the parties during the preliminary conference calls in this matter,
the complaint requires me to answer the fallowing four questions in relation ta the
groups listed in the Complaint letter of February 2014, namely Leadnow,
ForestEthics Advocacy Association, the Council of Canadians, the Dogwood
Initiative, EcoSaciety, the Sierra Club of British Columbia and Idle No More.

Queastion 1
Did the Service collect information about groups or individuals for theis activities in
relation to the Northern Gateway Pipeline Project?

35-
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Quaestion 2:
If so, was it lawiul?
Question 3:

Did the Service provide information relating to individuals or groups opposed to the
Northern Gateway Pipeline Project to the National Energy Board or non-
governmental members of the petroleum industry?

Question 4:

I 50, was it lawful?

t have addressed each of these questions separately bélow in my report.
Question 1:

Through the ex patie evidence and hearing, | heard that the Service

Howevar, | have seer noevidence thet
ihe Service was collecling information ar investigating:
. as a result of peaceful advocacy or
dissent.

the collection of information ~ conducted inan
ancillary manner, in the context of other lawful investigations,

Through the evidence presented 10 me in the ex parte hearing, | am aware of the
caliection of information in accordance with sectiorr 12 and the provision of
information ag it pertains to certaln individuals for whom the appropriate largeting
authorities were in place. '

The groups andior individuals named in this complaint

The ex parte evidence has convinced me that

was done as angiliary information in respect of
iawful targeting authonties against targets in place at the time, unrelated to groups
or individuals engaged in legitimale protest and dissent.

=l
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142 For examplo, | note that in the BRS raporting regarding the Senvce
indicates in its analysis sections that “the information had been collected and
reported to assist the Service n assessing thie threal environment aid the
potential for threat-related violence stermming from
protesla/demonstrations.”  However, the Service ¢learly acknowledged that the

"o
threat to the security of Canada.

143, Inthe ex parte hearing and {estifiad thal these groups were

{ have considered these instances carsfully.

144. The Respondent's evidence with regpect to the collection of information
is twofcld: 1) the Service presentad evidencs on the subjects of
investigation under a targeting authority and 2) the Service provided all the
operationaf reporting afler Dacembar 31, 2000.

145, The Service provided me with the list of grougs and individuals that were CSIS
targets atthe time,

148. In terms of cperational reporis ! note that there
are  CSIS operational repoits issued during the review pariod which referenca

This prompled the Service lo conduc! an open-
saurce search on what” was. i angther instance,
provided information 1o CSIS

was also meniioned in @ repori related o the
activitivs of another subject of investigation,

147. There are (SIS operationai reports which reference In ore case, it
was named
that was
shared with the Service, in anaother instance, is mentioned because a
37-
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which prompled the Service to conduct a google search to

learn information about

was mentioned in  operational reports

issued during the review period, largely because

is mentioned in  operational reports. Some of these

reports refer to

It'was also the subject of operational reporis regarding

is referenced in  operational reports because .
and hecause

is mentioned in operational report

is mentioned in operaticnal reports, mostly with reference -

| fully expect that the Service will review the information collected in its holdings
in accordance with the recent decision of the Honourable
Simon No#l of the Federal Cowrt. | 1o ensure that the-only Information retained is

that which maets the “strictly necessary” retention threshold.
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154. The Complainant's final submigsions  refer to a SIRC Review conducted in 1988
enitled "Reporf on CSIS Activities regarding the Canadian Poace Movemeni® that
found that the Service "has not proven that it can appropriately distinguish
between legitimale dissent or lawful advocacy and activities that may on
reasonable grounds be suspected of constitute threats to-the security of
Canada The complainant submits “that the attituda of CSIS witnesses towards
Minister Oliver's lelter reflects a surprising lack of awareness or sensitivity to
legilinate concerns the public may have that there Is a connection belween
comments by a federal Cabinet Minister and internal government documents that
show CSIS is consulting or briefing on groups opposed to the Northern Gatewsy
project.

155. However, | note that since that 1889 review, the Committee has kept-a watchful
aye on the topic of lawful advocacy, protest or dissent, and has considered this
topic in various reviews . For example, in its Annual Report in 2002-2003,
entitled "Domestic Threats in Conjunction with Lawful Advocacy, Protest and
Dissent”, the Commiltee found that the Service was “taking considerable care in
implementing policy measures designed to prevent intrusion into legitimate and
political getivity 77 In its 2012-2013 Annual Report, the Committee conducted a
review of "CSIS's Activities Related to Domestic Invesligations and Emsrging
jssues”  and found that any aclivities surrounding the Vancouver Olympics and
the G8/G20 Summits that only related to legilimate protesi and dissenl were not
investigated.

158. The totality of the evidence which | have reviewed and analyzed demonstrates that
there was no direct link between CSIS and the “chilling effect” which the:
Complainant's witnesses mentioned in thelr tastimonies. | agree with the
Respondent's submission that the Complainant failed to differentiate the actions of
the NEB and of the RCMP and those of CSIS.

157. However, | can undersiand why the Comiplainant, not having access to ali of the
Service’s evidence, might have felf that the groups it represents were being spied
on, in view of certain media reports and certain government documents. | also
appreciate the concerns of the witnessas appearing before me on behalf of the
Complainant who referred to these articles. .

158. | well appreciate that the letter of 9 January 2012 from the Honourable Joe Oliver,
then Minister-of Natural Resources, whete he wrote that "(u)nfortunalely, thare
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are environmental end other radical groups that would seeic ta block this
opportunity to diversify our trade. Their goal is to stop any major project no matter
what the cast to Canadian families in lost johs and economic growth”  is
regrettable, it can anly have increased the concerns of the members of these
groups that the entities to which they belonged were being spied on by CSIS and

the RCMP. It certainly explains their evidence before me which was clearly

fuelied by the Minister and certain journalists.

However, the evidence ) heard from CSIS' withassas In bofh the in camera and ex
parte hearing has convinced me that neither CSIS nor the Ministry of Public
Safely responsible for C8IS, had anything to do with the drafting of the
Honourable Joe Oliver's letter or indeed any media report submitted in evidence
before me. The Servica's policies and directions wera not influenced in any way
by these media articles.

Quastion 2:
I have found that the Sefvice had information

In these:
circumstances, this coliection falls sguarely within the Service's mandate,
The Comglainant contends that records obtained by Access to Information
requests show that GSIS prepares reports and shares information regarding

protest activities. BCCLA also maintains that "the Service’s action in relation to
citizens and groups engaging in peaceful and lawful expressive activities have

-gone beyond merely collecting intelligence information under saction 12 of the:

Act, and instead sharing this information with the NEB and private companies
regarded as stakeholders in the energy sector”

The Complainant stated that "Partiament has placed very clear limits {on) the
scope of the Service's intelligence-gathering activities, express?y pravldmg that

T e T e

1 certainly agree with the Complainant's assessment of Parliament's intention not
to allow the Service’'s mandata to include lawful, advocacy, protest or dissent
{"LAPD"). However, | cannot find, on the basis of the evidence before me, that
G818, in this case, expanded its mandate to Include lawful advocacy, protest or
dissent.

DT P ST R P P
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164. |note thal the Service's mandate under section 12 of the CSIS Act is to collect
and retain information regarding threats to the security of Canada and is limited
“fo the extent that it is strictly necessary”. | recall, in this context, the recent
decision of Mr. Justice Simon Noél, wherein he wrote:

*Section 12 {1) must be read logically. if callection of infermation is performed on
a strictly necessary basis, it goes without saying that relaining the strictly filtered
information is permitled becauss the point of entry of the information is the strict
callection process. Therefore the retention function may anly fogically relain vhal
has heen collectad in a “strictly necassary” mannar. The same rational applies in
regard to the analysis function: if information is validly collecied, only lhat sfrietly
cellected information is snalysed. In those scenarios, there are no issues of
limits to relenticn or anaiysis of the information because if has been legilimately
collucted pursuant to section 12 (1) and gection 2. *

165. Section 12 of the CSIS Act clearty states that the Service “shall report to and
advise the Government of Canada.”

12 (1) The Service shall collect, by Investigation or otherwise, (o the exton! that it
is strictly necessery, snd analyse and retain information and inlelligence
respecting activilies that may on reasonable grounds be suspected of
constliuting threais to the securily of Canada and, in relation thereto; shail report
to and advise the Government of Canada. (my emphasis)

(2) For greater certainty, the Service may perform ifs dutles and functions under
subseclion (1) within or outside Canada,

166. Section 2 of the CSIS Acf defines what those “threats to the security of Canada”
entail, but clearly states thai this:

“does not inslude lavdul advacscy, protest or dissenl, unless cartied on in
conjunction with any of the-activitics referred to in paragraphs (a) to {d).

167. Thus, itls also clear that, if those LAPD activities are carried out in conjunction
with any of the activilies referred to in the enumerated threats in section 2, they
miay fall under the Senvice’s mandate under section 12.

168. The Complainant argues that the aciivities of these environmental groups
opposed to the Northern Gatleway Pipeline Project could not possibly fall under

the definition of "threats to the security of Canada” as set out in section 2 of the
Act.

41

Page 1031 of 1048

41 of 57

AGC0565



169,

170.

171.

172.

173.

174,

175.

M rbmiandiog Miﬁj?ﬁé’:@ i.F eprpredabango o dhis
weverd, thwe infomnar i Sl ﬁ‘gwiﬁ ix deglassified i

PROTEC D ¢ PEESOM AL IHPORMATION

Insofar as the named groups' activilies remain peacaful and lawiul, | agree. In
fact, the definition of "threats to the sscurity of Canada” under section 2 very
clearly slates that this does not include "lawful advocacy, protest or dissent,
unless carriad on in conjunction with any of the activities referred to in paragraphs
(8) 1o {d).

By way of example, | note that when questioned what an lllegitimate protest wotid
be from the Service's perspective, CSIS witness Robert commented during the in
camara hearing that "all protests are part of the democratic fabric of Canada, and
part of our job in investigaling threats to our security is 10 allow protest to take
place.”® Robert's testimony during the in camera hearing was clear that the
Service was kept actively engaged dealing with terrorism and other threats to the
security of Canada, and it did not have the mandate to investigate peaceiu!
advocacy, protest or dissent. | find the Respondent's evidence credible.

The Complainant contends that documents such as a Memorandum to the
Director of CSIS, from the Assistant Director, Policy and Strategic Partnership of
CSIS, regarding a meeting of the Deputy Ministers' Committee on Resources and
Energy, dated June 8, 2014, "confirms that the Service was indeed collecting
information about opponents to the Northern Gateway pipejine project

However, | note that in that same memorandum, the Assistant Director, Policy
and Strategic Partnership of CSIS clearly states that "(he Service recognizes
that many of lhese Issues involve legitimate prolest and dissent and as such;
have no mandate nexus.

In the context of that same memorandum and attached document from the
Government Operations Centre, entitled “Government of Canada Risk Forecast
2014 Protests and Dermonstrations Season”, | also note and emphasize that the
Government Operations Centre Is not part of CSI8, but rather part of the
Department of Public Safety.

The evidence of the Respondent's withesses, as well as the documentary
evidence presented by the Service during bath the in camera hearing and the ox
parte hearing is persuasive. | am convinced by that evidence that GSIS did not

Accordingly, | find that the Service's collection of information
was lawful and within its mandate, and that the Service did not investigate
activities involving lawful advocacy, protest or dissent.
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Question 3:

| find that there was no sharing of information by the Service about these groups
or individuals opposed 1o the Northern Gateway Pipeline Projest with the NEB, or
other nar-governmental members of the petraleum industry. Rather, the
evidence presented to me during the ex parte hearing has convinced me that
CSIS did not disseminate information about the named groups or individuals,
either with the NEB or with private members of the petroleur industry.

The Complainant conlends that government documents prove that there was
shating of information and collecting of information. “These documents are not
only emails between the NEB and the RCMP and CSIS, as well as internal NEB
emails, but also Security Assessment Reports by the NEB itself where thera is
reference ta CS1S and obtaining intalligance from CSIS at the national level and
at the regional headquarters level’

For example, the Complainant points to an NEB docuinent entitled "Enbridge
Northern Gateway Project Intagrated Security, Lagistics and communications
Plan, Kelowna, dated January 24, 2013, under the heading “Threat Assessment”,
where certain sections have been redacted on the basis of the applicable
exclusion under the ATIP Actin the right hand column. However, one can see
references to the NEB consulting CSIS, both national headquarlers and regional
offices, aswell as RCMP.

Some of the groups named in this complaint are identified in the NEB document,
under the heading of "open source information reéporting”, such as idle No More
regarding a planned protest: LeadNow and Dogwood Initiative regarding a
warkshep and skills training, and EcoSociety regarding a plan to charter a bus to
aftend the Nelson hearing.  Also, an NEB document entilled "Enbridge Northern
Gateway Project Sacurity Plan, Prince Rupenl”, dated January 23, 2013, mentions
that the NEB consulted CSIS, both national headquarters and regional offices.
Emails refer to consultation batween the NEB Security feam and CSIS at nationa)
and regional lavels.

| note that most of these documents were released as a result of the ATIP request
and that they were NEB documents. While | have seen emails and documents
which refer to consultation between NEB and CSIS, there is no evidence before

me which demonstrates that CSIS provided information to the NEB about any one
of these groups.
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. Authority for the Service to disclose information it has obtaingd in the performance
of its duties is found in section 19 of the CSIS Act. If CSIS discloses information,
it must do so in conformity with its mandate under section 12 (see above) and the
provisions of section 19 which reads as foliows:

19 (1} Information obtained in the performance of the duties and functions of the
Service under Uis Act shall not he disclosed by the Service except in accordance
with this section.

(2}) The Service mey disclose informafion referred ta in subsection (1) for the
purposes of the performance of ifs dulies and functions under this Act or the
admirdstration or enfarcement of this Act or &g required by any vther law ant
gy also disclose such informalion,

(8} where the information may be usod in the invesligation or prosecution of an
allaged contravention of any law of Canada or a province, (o a peace officer
having jurisdiction to investigale the alleged contravenlion and lo (he Aftorniey
Goneral of Canada and the Allorey General of ine provinea in which
proceedings in respoect of the afleged contravention may be taken;

(b) where the Information relates fo the conduct of the internalional affairs of
Canada, lo the Minister of Foreign Affairs or & person desigrialed by the Minister
of Foreign Aftairs for the PUIpOSe;

¢} where tha information is refevant to the defence of Canadla, to the Misler of
National Defence or a parson designated by the Minister of National Der'once for
the purpose, or

(d} whare, in the oplnion of the Minister, disclosure of the information {o any
minister of the Crown or person in the federal public administration is assentialin
the public interest and that interast clearfy outweighs any invasion of privacy that
could result from the disclosure, to thal minister or person.

{3} The Director shall, as soon as prachicable after a disclosure referred to in
paragraph (2)(d) is made, submil & report to the Review Committee with respect
to the disclosure.

The ex parto evidence has revealed that the Service fulfills its mandate of
“reporling and advising” with the production of various documents to domestic and
forelgn pariners, including intelligence assessments, reports to foreign agencies
and fisk assessments to domestic pariners. With respect o its mandate to
provide such reports and advice to the “Government of Canada’, this can include
any depariment or agency of the federal govemment, including the RCMP and the
NEB. The Service has the obligation to pravide these reporls and advice to the
Government of Canada in accordance with the enabling legistation.

The evidencs presentad to me ex parte has persuaded me that CSIS does indeed
provide advice to the NEB pursuant {o section 12 and suhsection 19 (2) of the
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184.

185.

186.

187.

188.

CS&IS Act. However, the ex parte evidence does not reveal any reference to of
mention of anyone

The Complainant also refers to an email from the RCMP which states that it will
"continue to monitor all aspects of the anti-petroleum indusiry movement' and
concludes that this informalion "will be shared with (their) intelligence partners”,
who the Caompiainant submits must include CSIS.

In this connection, | note that CSIS interacts with other law enforcement agencies
whose mandate includes the investigation of criminat offences and the collection
of evidenca in aid of prosecutions in courts. CSIS wehsite mentions that “while
CSIS Is at the forefront of Canada's national security system, several Canadian
government depariments and agencies also provide services that, raken fogether,
help to ensure the safety and protection of Canadians.  This, of course,
includes the RCMP.

The Complainant also submits that tha NRCan biannual classitied briefings
demonstrate that the Service shared information with non-government members
of tha petreleum industry. BCCLA submits that none of the provisions in the Act
“permit sharing of information with private sector parlies in the energy industry, as
the Service: acknowledges doing through NRCan classified briefings and other
cutreach events with energy stakeholders.”

In the words of the Complainant, “some of the documenis indicate that Naturat
Resources Canada holds security briefings, with not only the RCMP and CSIS but
also with members of the petroleum industry. Some of the documentation
indicates that these meetings are held at CSIS Headquarters in Ottawa, and
further, that some of the petroleumn industry aclors, including in particular
Enbridge, which is the proponent of the Northern Gateway Pipeline, ware not only
participating but in fact were sponsoring certain aspects of the svents. They were
paying for meals and hospitality opportunities for both CSIS and the RCMP and
these petroleum industry actors. Given the timing of these briefings and the
reference to “sharing information about environmental groups” and given the
participation of these various actors, it is our view that a reasonable inference to

. draw, and the inference that was drawn by B.C. Civit Liberties Association and the

targeted groups mentioned, is that information about them had been shared.
There is clear evidence that the Service participated in meetings or round tables
with NRCan, and the private sector, including the petroleurn industry, at CSIS
headquarters. However, the ex parfs evidence presented to me is also clear.

Thase briefings involved nalional securily matters, and were definitely not
concerned with

A A ATy v e o
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Undert the heading of “sharing intefligence”, i note that the CS1S website provides
that "at the national level, CSIS provides hundreds of briefings each year to
various communities including law enforcement and other security intelligence
agencies; academia; Canadian government daparimenls and agencies,;
provincial, territorial and municipal governments; and the public.” These briefings
include threat assessments, which, the website provides, are "evaluations aboul
the scope and immediacy of a variety of threats pesed by individuals and groups
in Canada and abroad, Threat and Risk Assessments are conducted by
government deparniments and agencies. CSIS provides. assistance for their
preparaticn when requested.”

| also heard testimony ex parfe that information has been collecied when certain
CBIS targels that are planning to threaten specific private sector companies,
CSIS will then meet with these companies and share with them informaticn about

these threais. | am satisfied that such ligison with the private sector is important in
order to protect Canadians,

Having reviewed carefully the totality of the evidenice submitled to me during the
in camera and ex parte hearings, | find that, ai no time, did the Service share
information with members of the petroleum induslry concerning the “targeted
groups” referred to by the Complainant,

Having so concluded, however, | must say that | well understand some of the
Complainant's concern, The perception of the Sevice discussing the security of
energy resources development with mambers of the petroleum industry can give
rise to legitimate concemn on the part of entities stich as the Complainant and the
“targeted groups”. o

In this connection, | recall that on May 23, 2013, Natural Resources Canada
hosted a “Classified Brisfing for Energy and Utilities Sector Stakeholders” in
coltaberation with CSIS and the RCMP. This briefing was held at the CSIS
headquarters. National security and criminal risks to critical energy infrastructure
were on the agenda whose theme was the “Security of energy resources
development”. A networking reception at the Chateau Laurier was sponsored by
BrucePower and Brookfield, and breakfast, lunch and coffee were sponsored by
Enbridge the next day.

As | said earlier, the issue is one of public perception for the Service. This needs
to be addressed. Public discussion aboul issues of natianaj security should be
encouraged in a democracy. Because of its remit, CSIS obviously has a
significant rols to play in these discussions. "Targsted groups” such as those
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invalved in the present complaint may also have a role to play in the discussions
regarding national security. | recommend (hat the Service priorilize such inclusive
public discussions with the groups involved in the pregent complaint, where
possible, having regard to the classified nature of certain topics.

Question 4:

185. Since | have found that the Service has not shared any information concerning
the "targeted groups” represented by ECCLA with the NEB or other non-

governmenial members of the petroleum industry, the question of lawfuiness has
become moot.

196. The evidence presented to me in the ex parfe hearings has convinced me that
any collection and dissemination of information by C8IS was done lawfully and in
accordance with its mandate. | am persuaded that there was no targeting of

“Chitling Effact”

197. The Complainant argues in its final submiesion that its allegations againsi CSIS
lad 1o what it describes as a “chilling effect”.

188. The Complainant submits that CSIS collected information about the named
groups and individuals outside the authority of the Act, and this coilection created
a “chilling effect” that inhibited them from exercising fundamental freedoms
protected by the Canadian Charter of Rights and Freedoms.

189, I must now address this submission of the Complainant as it pertaine toan
alleged breach of the Charter.

200, The Complainant's submission on this important issue is well and clearly set out
as follows:

"Since CSIS carries out its activitios in secrol, and CSIS has not commentad
publicly about its interest in groups oppesed to the pipaling, there is a reasonable
fear that CSIS’ extraordinary powers could ba used {o fargat groups or
individuals thet were characterized as having a ‘radicel ideological agenda” by 3
federal Cabinet mimister. This has resuifed in a very real chifling effect on the
groups, making them more cautious aboul their activities and cormments and how
their staff and members communicated with each other. 1l has even deterred
some from becoming invoived or supporting the groups

‘BCCLA submits that the above evidence cleariy establishes that lhere was int
fact a chilling effect on groups end individuals that were engaged in lawful
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advocacy and pratest aclivilies, and whe dissented from the preferred policies of
the government of ihe dey. This chilling effect was caused by the media reporfs
about CSIS consultations and briefings an groups oppossd to the Northem
Galeway project, in combination with then-Minister Oliver’s ill-considered
rhetorical attacks on groups opposed to governiment policy. These fawfil
advocacy and profast aclivilies engage the right I freedom of expression,
armong the most fundamental of rights possessed by Canadians. The Canadisn
Charter of Rights end Freadoms guarantees protection for fresdam ol expression
under section 2 of the Charter atong with historically powedful modes of collective
axpression, namely peaceful assembly and sssociatlon.”

201, Inits final submissions, the Respondent submitted that:

“any collection and dissemination of informaticn by CSIS wag done fawfully in
conformity with its mandate. Furthermore, the Complainant has failed fo
ostablish that CSIS has done the acts or things alleged in its complaint,
Reguesta for information or.advice from the NEB to CSIS do vot demonsirste
that CS!S collscled informaltion abouf the groups seeking fo participate in the
NEE's hearings. The Compleniant has slso failed 1o establish a calissl
eurtnection between the acts or things done or alfegedly done by the Service and
the "chifling effect” on freedom uof vxpression and associalion.”

202. In its final rebultal submissions, the Complainant argued as follows:

"(ndesd, the evidence presented by the Service in this heering hos supported
these suspicions, confirming that CSIS is indeed engaged in routine sharing of
classified intelligerice information with energy sector slakeholdors, including tho
National Energy Board, and has grovided specific intelligence assassments to
tha NEB. In these ciroumstances it simply cannot be said that concerns ahout a
chilting effect are rooted maraly in a “patently incorrect understanding” of the law.
Rather, the evidence is cloar that convemns about a chilling effact are both
reasonable in the ciicumstances and directly finked fo the Service's canduct in
this mafter.®

203. The Complainant also submits that the concerns of the targeted groups arise
from reasonable inferences. The Complainant writes:

“Moreover, there is also a crucial distinction between a chiliing effect arising from
misapprehension of the law and a chilling effect arising from reascnabis
inferences drawn from available information, BCCLA again emphasizes that i
the present case, members of the affscted groups were keenly ewars of Minister
Ofiver's public description of them as ‘radical groups” invelved in "hijacking” the
regulatory system to "undermine Canada's national sconomic infarest”. When
the ATIA documents-which clearly show af least some CSIS invelvement in
intefiigence gathering and sharing abou! groups oppored to the Northern
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Galeway project — vrere publicized, the resulling concerns ware not duc lo a
‘patontly incamrect undsrstanding” of a statulory provision, but rather the only
reasonable inference that cowld ke drawn front the limited information available
to them.,”

204. These concerns may be real, as | have said earlier at paragraph 157, However,
| have seen in the context of the totality of the evidence which was provided to
me dufing the ex parfe hearings that these concerns were nol justified, The
conduct of the Service in the present case has been in conformity with its
enabling legislation.

205. As | found earlier in my analysis of Question 1, the Complainant has failed to
establish a “causal effect™ or “direct link" between CSIS' conduct and tha

“chilling effect” which it invokes. Having found no “chilling effect”, its allegations
cannel form the basis of a Charfer violalian.

206. In my view, this finding also disposes of the Complainant’s aliegation that
section 2 of the Charter. which guaranteas the protection for freedom of
expression, was breached by CSIS' conduct in its investigation of the activities
of the Northern Gateway Pipeline project.

207. After having carefully reviewed the evidence submitted to me in the éx parte
hearings, and as | have said earlier in paragraph 156, | am salisfied that it
does not support the Complainant's submission regarding a "direct link”
batween CSIS' canduct and the "chilling effect”. Therefore, upon review of the

evidence before me in this case, | am convinced that there was no Charler
breach.
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Additional procedural gquestions;

The following two procedural questions arese in the context of this investigation
regarding evidence and testimony provided by the Complainant.

Can witngsses for the Complainant who appeared hefore the Committes on
August 12-13, 2015 speaic publicly about the evidence and fastimony they
provided during the in camaera portion of the hearing?

AND

Can BOCLA publicly disclose those transcripls and its submissions in this matter
without limitation due to security concems under section 48 of the Act?

By way of background, ! will review the history of these procedural questions,

At the beginning of the in camera hearing on August 12, 2015 in Vancouver, as is
standard practice for all SIRC hearing, | reminded the paries ¢f subsection
48 (1) of the CSIS Act, which provides as follows:

48 (1} Every investigation of a complaint underthis Part by the Review
Comimifiee shall be conducted in privale,

48 (1) Les enguéles sur le plaints présentées en vertu de la présente partie sont
tontias en secrst.

Again, as is standard practice, | also informed the parties that, for reasons of
security and confidentiality, no electronic devices, including cellular phones, |-
Pads, of recorders were allowed in the hearing room.

| then heard submissions from the parties in respect of a preliminary/procedural
matter regarding the privacy of proceedings under subsection 48 (1) of the CSIS
Act. '

{ first hieard submissions from counsel for C8IS, regarding her concern that the
Complainant had made available on ils website a piedge farm far individuals to
obtain recaps of the in carmera proceedings. She stated, “As you mentioned in
-your opening remarks, these hearing are to be conducted in private. As such, i
seems fo us that offering such recaps to people outside the hearing reom would
not be in conformity with subsection 48 {1) of the CSIS Act, which states that
these investigations are to be “conducted in privata”

Counsel for CSIS added:

L SU-
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“Ta us. this enlails thal what ocours danny these hearing remaing "secref”: secrel
of private. Again, | am nof sure what the intentions of the Complainant are. But
just speculating, would what is suggsested go ss far as providing the transcripts of
the hearing ta members of lhe public? There is somse concem becausa, again,
there is 8 fina line for the Service, as (o classified/unciassifled infermation. |
understand these are In camera proceedings and generally there s no classified
infarmation that gats divulged. However, sometimes lfie line between classified
and unclagsified is a difticult one, requirlng us to thread (sic) lightly.”

215. 1also heard in reply, submissions from courisel for BCCLA, whao said that:

‘the BCCLA'S inlention is fa broadcast defails abeoul the BLizaunyg dhal any
ggrm!ss.‘bl’ Sa that Is an issue that we can canvass with tha Member, At this
point, what the client intends to do is to just advise the public about who will be
testifying on particular days, and so forth, along with the anticipated testimony of
those wilnesses. So it yhitlate e fo thelr appearing as a withess. | recognize
that under section 48, ihe Act refers lo this proceeding as 8 “privete” hearing. It
is my understanding that that (s generaily raferring lo an in camera hearing at
which others can't be present in the room as the evidence is being called.”

216, -After having heard these submissions, | ruled that the Committee can decide
upon procedural matters before i, and a8 such, | determined that the disclosure
of witness names was alright, but that there should be no release of summaries
of avidence to the media. | was mindful of subsection 48 (1), which is the guiding
principle that "every mveshgatmn is to be conducted In private”, and in the
Franch- -language version, the scope of the privacy is extended somewhat: "sont
tenues en secret” | also rammtied fhe parlies that subsection 48 (2) provides
that o' one is entitled as of right to be present at the in camera hearing.
However, | gave the Complainant's first witness, Mr: Paterson, permission to stay
in the hearing room with BCCLA counsel. |

217. To summarize, the guiding principle set out by the Legislator is the"private’
nature of the SIRG hearing. “Les enquétes.. .sonl lenues en secret.” The
integrity of ihe proceedings must be respected, and, to that end, the evidence of
all witnesses, not only the evidence of the Service's witnasses, cannot be
divuiged.

218. The Complainant provided an undertaking not to divulge the testimony and
evidence of any wilness appearing before me during the in camera
hearing. The Complainant then asked whether this undertaking also

g
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encaompassed statements by witnesses divulging the outline of their forthcoming
{estimony. -

In response, | reiterated that the avarriding principle is the “privats” hature of the
hearing, and that the investigation of any complaint by SIRC should be held in
private, “en secref’. | added that "l have no frouble, no difficulty, with any of your
witnesses in effect saying: What Lintend to tell the repregentative of SIRC who is
hearing this complaint is such and such. My order goes to the actual evidence,
the aclua! testimony of the witnesses, which should noi, in any form, ¢ither by
way of & summary or by way of “this is what { have sald” kind of statement be
divulged.

Counsel for the Complainant then said that he wanted to reserve the right to
come back to this question at the conclusion of the i camera hearing. | note that
sounsel for the Cornplalnant only raised this matter with me again in his final
submissions in September 2016, | also invited submissions from the Respondent
on this question.

In ils final submissiong, the Complainant submitted that:

“the statutory requirement that SIRC hearing beé held in privale should not
prohibil withesses or the complainant from publicly disclosing that information.”
Thea Complainant requestsd a formas! rufing regarding the scope of the privale
natura of SIRC's proceedings in the :mesbgat:on of complaints. Specifically, the
Complainant asked lhe "Committee to review and clarify its order ragerding the
scopae and application of saction 48 of the CSIS Act as ft relates lo the evidence
of witnesses called on behalf of the BCCLA during the in camera portion of the
hearing into this complainl.*

Addrassing this request of the Complainant, CSIS' counsel submitted that “in the
present case, the hearing portion of the investigation has concluded and C8IS
has been providad the opportunity to protect any national security information
which may have been inadvertently disclosed at the hearing. For those reasons,
the Respondent does not object to the Complainant's request set out at
paragraph 207 of the Complainant’s final submission.’

in its final Rebutial Submissions, however, the Compiainant in effect, amended
its original request and asked that my order also include the release of
transcripts. 1t is evident that this amended request goes much further than the
Complainant's ariginal request which CSIS' counse! had agreed to.
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t note that, in its final Rebuttal Submissions, the Complainant avers:

"Given that the Service has now advised that it has no obiection to BCCLA's
submissions regarding the scope and application of section 48 of the C8I18 Acl,
the Complainant requests the Commiftee to confiom thal withesses who
appearad bhefora the Commiliee o August 12-13, 2015 may speek publicly
ahout the avidence and lestimony they provided during the in camera portion of
the hearing, and il HCCLA Mgy mubich disclose ose. IRISHIS M its
sphnaissions wHs majiar without Turther concern in refation to section 48 of the
Act {my emphasis).”

The Respondent, in its final rebutial submissions, submitted:

“the Complainant hes now raised "twe new issues thal were not found in the
Complainant's submissions of September 19, 2016, the Complainant is sesking io ~
maka the (ranscripts publically available; ~get a diroction oft an Inforim basis. With
respect to making the transcripts publlcally available, we understand that paragraph 17
sugqests that only the portions of the transeripts (those tranacripts) of the testimonias of
BCCLA witnasses would he made public by the Complainant. Wa requost that the
Committes’s order specify that only the Complainant’s submissiens and evidance may
be made publivally available”

The Complainant asked me to issué a ruling prior to the issuance of my final
report.  However, | decided that if-wouid be fmore appropriate to provide my
rulings in my final report on all questions submitted {0 me in the course of my
investigation.

In my capacity as an independent decisicn-maker, | consider it paramount that
the integrity of the SIRC proceedings, informed by the mandatory edict of the
Legistator in section 48 of the CSIS Act be respected,

In order to respect the private nature of a SIRC in camera hearing, the
Committee, to date, has never released to the public at large the transcripts of
such hearing or eéven a summary of the evidence of witnesses. The Complainant,
of course, is present during the in camera hearing, and the Committee has
provided Mr. Champ with the franscripts it order to allow him to prepare his
submissions, but not to disseminate them to the public,

Such wide and unfettered dissemination would be, in my opinion, a flagrant
breach of section 48 of the CSIS Actfor a number of reasons

The Committea js masler of its own proceedings. This is emphasized in
subsection 39 (1) of the CSIS Acf, which reads as follows:
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39 (1) Subject to this Acl, the Rewiew Commiffee may determing the procedure to
be followed in the perfarmance of any of its duties or funclions.

231. The Committee also has its own Rules of Procedure which guide it in the
conduct of its work. While the Committee’s revised rules apply to complaints,
reports and references received on or atter May 1, 2014, they neverineless agsist
me in ruling on this important issue in respect of the present complaint which was
filed on February 8, 2014 Accordingly, | refer in particular to the following rules:

Interpretation of Rules

Rula 1.04 (1} These rutes shall be liberslly construed to advance the purposes
Sef outin rule 1.02.

(2) These rules sre not exhaustive and the Commilles retains tha authority to
davide any isgue of prosedure not provided for by these rules.

Deemad Undertaking

Rute 14.07(1} This rule applies to information or evidence obtained by the parties
in the course of an investigation befors the Comupities.

(2} Tais rule.does nof apply to information or evidence obtainad otherwise than
under subrule (1),

(3) All perties and their lawyers are deemed to underiake notto use information
or evidence to which this nile applies for any purposes. other than those of the
investigation in which the evidence was cbltained,

{4) Subrule (3) dees not prohibil 3 use [o which the person who disclossd the
information or evidence consents.

(5)- Subrule (3} dovs nof prohibit a prosseution of & person for an offence under
section 131 of the Criminal Cods (perjury).

14.02 If satisfiad that the public interast culweighs any prejudive that would resul!
to @ parly wheo disclosed information or avidencs, a member may direct that
subrule 14.01 {3) doss not apply to Infarmation or evidence, and may impose
stich teims and give such directions as sre just

232. In addition, the Committee is an independent quasi-judiclal tribunal, and, as such;
it has powers that are similar to those of a superior court of record. [ note in this
conneclion, section 50 of the CSIS Act, which provides:

50. The Review Commiltee has, in rafation to the investigation of any complaint
under this Part, power

(a) lo summon and enferce the appearance of persons hefore the Committes
and lo compe! them to give oral ar written avidence on oath and o produce such
documents and things s8 the Committee deerns requisite to the fUlf Investigation
and consideration of the compiaint in the same manner and fo the same exieni
a5 a superior courl of record;
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(b} to administer oallrs; and

{c) fo receive and accept such evidence and othar information, whether on oath
or by affidavit or othenwise, as the Commitiee soes fit, whether or not that
evidence or information is or would be admissible in a court of faw.

233. | recall again that subsection 48 (1) of the CSIS Act imposes on me the obligation
to conduct my investigation in private. As an independent guasi-judicial tribunal,
the Commiitiee has the power to decide that the procsedings must remain
private.

48 (1) Every investigation of a complaint undsr this Pait by the Reviaw
Commiltee shelf be conducted in privale.

234, ‘Subsection 48 (2) of the CSIS Actis also relevant to my delermination of the
scope and spplication of subsection 48 (1). it reads as follows:

4B (2] In the course of an investigation of a complaint under this Part by the
Review Committee, the tomplainant, deputy head concernied and the Director
shall be given an opportunity lo meke reproesentations 1o the Review Commitlee,
to present ovidence and to be heard porsonally or by counsel, but no ane is
entitled as of right fo be present during, o haye gecess (o or to comment on

represenlations made to the Review Commitiee by any other person, {my

emphasis)*

235. Rules 18.09 gnd 18.03 (8) of SIRC's current Rules of Procedure are also
pertinenit. They provide as follows:

16.08 Ne person shall take or attempt to take a photograph, motion picture, audio
recorting or other record capabie of producing visual or aral representations by
electronic means orotherwise,

(a) al-a hearing,

(b) of any person enigring or feaving the room in which a hearing is lo be or has
been convensd, or

(¢} of any person in the building in which a hearing is to be or has heen convenad
where there Is reasonable ground for belisving lhat the person is there for the
purpese of attending cr leaving the heering.

18.03 (8) A witness and his counse! are ‘entltled to be present at the hearing only
when that wiiness is giving evidence. -

236. The Federal Court found in Canada (AG) v. Al Telbani that “SIRC is 2 specific
statutory body with special attributes relating o national security, SIRC's
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proceedings establish a balance between national security and the rights of
individuals. SIRC has powers that are similar to those of & superior court of
record...”

The proceedings of the Committes were well summarized in that decision. The
Federat Caurt wrote:

“SIRC investigations are conducted in privale. However, the complainant, deputy
head concerned and the Director are given an opportunity (o meake
representations fa the Commifies, to present avidencs and to be hieard
personelly or by counsel. Nonetheless, na ona is enlitled as of tight to be
prasen! during, to have access fo or fo comment on represantations mads to the
Committee by any other person. [n spile of this, the Commitles’s Rules of
Procedure allow for statements summarizing information from private heating to
be provided, fo the extent that no information refated to netional securily is
disclosed.

“As for SIRC's proveedings and as was previousily noted, the Supreme Count had
already given ils approval, Justice Scpinka, whife emphesizing that it was not for
him to rle on the issue, concludled hal SIRC's proceedings respected the
principles of fundamental justice.

in short, the confidentiality of SIRC's proceedings is the cornerstone of ils
investigations. Access to the Committee by a Complainant must be done in
private, in respect of the principles of fundamaental justice. SIRC does not
disclose the filing of a complaint and the anonymity of the Complainant is
respected throughout the process. All documents created or obtained by the
Commiittee in the course of an investigation are exempt from disclosure.

It is my opinion that | must give effect to the intention of the Legislator
encapsulated in subsection 48 (1) of the CS1S Act. Accordingly, the Complainant
may not disclose publicly the evidence and testimony which they proffered during
the in camera hearing and BCCLA may not disclage publicly any part of the
franscripts ot the submissions of its counse!, and | 5o find.
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FINDINGS AND RECOMMENDATIONS

For all these reasons, | {ind that the Complainant's allegations are not supported
by the evidence, and the complaint is accordingly dismissed.

\While | found that the Service did collect some ancillary information
f find that any information reported was done
incidentally, in respect of lawful targeting authorities in place at the time,
1 also find that
the Service did not investigate
recognized as being associated with lawful advocacy, protest or dissent.

I find that the Setvice did not share information regarding these groups or
individuals with the NEB or other nen-governmental members of the petroleum
industry.

1 recommiend that the Service prioritize inclusive public discussions with the
groups involvad in the present complaint, where possible, having regard to the
classified nature of certain toples.

FOR ALL THESE REASONS, ON BEHALF OF THE SECURITY INTELLIGENCE
REVIEW COMMITTEE, THE COMPLAINT IS DISMISSED,

.

- Zf‘/ ] {y”'a"ﬁ (‘i":‘ ol ‘\_lm'ﬂ":m" “:”‘
The Honourgole Yves Fortier, PECC, 0Q, QC

Ottawa, Ontario
This } ¢ day, of ;%‘x 2017,

et

-57-

Paqge 1047 of 1048

57 of 57 AGCO0565






Comité de surveiillance des achvilés
de renseignement de sécurilé

Security Intelligence
Review Comimittee

PROTECTED B
PERSONAL INFORMATION

Fite No.: 1500-481
September 25, 2017

BY COURIER

Mr. Bijon Roy
Counsel

Champ & Associates
Equity Chambers

43 Florence Street
Cttawa, ON K2P OW6

Dear Counsel:

RE: BRITISH COLUMBIA CIVIL LIBERTIES ASSOCIATION-
COMPLAINT AGAINST THE CANADIAN SECURITY INTELLIGENCE
SERVICE (CSIS) PURSUANT TO SECTION 41 OF THE CSIS ACT

Piease be advised that your letter dated September 18, 2017 was
received by the Security Intelligence Review Committee and was referred to the
Presiding member. The Honourable Yves Fortier, P.C,, C.C., 0.Q., Q.C., has asked me
to acknowledge receipt of your letier, the contents of which he has noted. As this matter
is closed, Mr Fortier has nothing further to add to his final report.

Yours sincerely,

e/ L SR
‘?fst'{l‘___;_,.{\ CA t‘_\c)

Shayna Stawicki
Registrar

c.c.: Stephanie Dion, National Security Litigation & Advisory Group

P.O. Box / C.P. 2430. Slation ¢ Succursale "D”
Ottawa, Canada K1P 5W5
Tel 513990-8441 Fax: 673 §90-5230 Pege 1048 of 1048
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CSIS-1

Published
consolidation is
evitdenee

lnconsistencies
in Avts

OFTICIAL STATUS
OF CONSOLIDATIONS

Subsections 31(1) and (2) of the Legislatian
Revision and Consolidation Ac:, in force on
June 1, 2009, provide as follows:

31. (1) Evéry copy of a consolidared stawute or
consolidated regulation published by the Minister
under this Act in éither print or clectforic form is ev-
idence of that statute or regulation and of its contents

and cvery copy purporting to be published by dic

Minister 1s dzemed to be so published, unless the
conlrary 15 showmn.

(2) In the event of an inconsistency between o
consolidated statute published by the Minister under
this Act and the original statute or a subscquent
amendinent a8 certified by the Clerk of the Parlis-
ments under the Publication of Statutes Acr, the orig-
inal statute or amendment prevails o the extent of
e ineonsistéacy.

NOTE

This consolidation is cwrrenl to June 17. 2013, The
last amendments came into force on April 23, 2015,
Any amendments that were not in forez as
of June 17. 2015 are set out at the end of this docu-
ment under the heading “Amendments Not in
Foree™.

CARACTERE OFFICIEL
DES CODIFICATIONS

Les paragraphes 31(1}) et (2) de la Loi sur la
révision el la codification des textes législulifs,
cn vigueur le 1% jmn 2009, prévolent ce qui
suit :

31. (1) Tout exemplaire d'une loi codifiée ou d'un
réglement codifié, public par le ministre en vertu de
la présente loi sur support papicer ou sur support élec-
tronigque, fait foi de cetie loi ou de ce réglement et de
son contenu, Tout exemplaire doané comme publié
par le ministre est répuié avoir é1€ ainsi publié, sauf
preuve conirgive

(2) Les dispositions de la loi d'origine avee ses
moditications subséquentes par le greffier des Parle-
ments en vertu de & Loi sur fa publication des liis
l'emportent sur les dispositions incompatibles de la
loi coditiée publiée par le iministre en vertu de la pré-
sente loi, '

NOTE

Cette codification &5t a jour au 17 juin 2015, Les
derniéres modifications sont enlrées en vigueur
le 23 avril 2015, Toutes modifications qui n'étaient
pas en vigueur au 17 juin 2015 sont énoncées 4 fa fin
de ce document sous le tue « Modifications nort en
Vigueur ».
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R.S.C., 1985, ¢. C-23

An Act to establish the Canadian Security
Intelligence Service

SHORT TITLE

i. This Act may be cited as the Canadian
Securitv Intelligence Service Act.

1984, ¢ 21,5, 1.

INTERPRETATION
2. Inthis Acl.

“department”, in relation to the government of
Canaila or of a province. includes

() auny portion of a department of the Gov-
ermment of Canada or of the provinee, and

{5) any Minisuy of State, institution or other
body of the Government of Canada or af the
province or any portion thereof}

“Députy Minisler” means the Deputy Minister
of Public Safety and Emergency Preparedness
and includes any person acting for or on behalf
of the Deputy Minister of Public Safety and
Emergency Preparedness;

“Nirector” means the Director of the Service;

“employee” means a person who is appointed
as an employee of the Service pursuant to sib-
section B(1) or has become an employee of the
Service pursuant o subsection 66(1) of the
Canudian  Security Intelligence Service Aet,
chapter 21 of the Statutes of Canada, 1984, and
includes a person who is attached or seconded
to the Service as an employee;

“loreign state” moeans any state other than
Canada:

“Fumun source” means an individual who. after
heving recetved a promise of confidendality.
has provided. provides or is likely to provide
wfonnaton o the Service;

L.R.C., 1985, ch, C-23

Loi  constituant le Service canadien du

renseignement de sécuritd

TITRE ABREGE

L. Loi sur le Service canadien du renseigne-
ment de sécurife.

1984, ch 21, it |

DEFINITIONS

2. Les définitions qui suivent s’appliquent &
la présente loi.

«comité de surveillance» Le comite de sur-
veillance des activités de renseignement de sé-
curite constitué par le paragraphe 34(1).

wdirecteur » Le directeur du Service.

«employé» Persanne nommée emplové du Ser-
vice en vertu du paragraphe 8(1) ou qui Dest
devenue en vertu du parvagraphe 66(1) de la Loi
sur le Service canadien di reuseignement de
sécurité, chapiue 21 des Stamts du Canada de
1984, Sont comprises parmii les emploves les
personncs affectées au Service ou détachées an-
prés de lui a titre d’employe.

«Etat énanger» Etat autre que le Canada.

wévaluation dJe séeuritén Evaluation de la
loyauté d’un wdividu envers le Canada et @ cet
égard, de sa fiabilité.

«inspecteur gendral» [Abrogdc, 2012, ch. 19,
arl. 378]

«intercepter» §'entend an sens de Marticle 183
du Code erimine/.

«jugey» Juge de la Cour fédérale choisi pour
'application de la presente loi par le juge on
chef de ce tribunal.

«lieux» Sont assimilés & des Heux les movens
de transport.
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“Inspector General” [Repealed, 2012, ¢ 19, s.
378)

“intercept™ has the same meaning as in section
185 of the Criminal Code:

“judge” means a judge of the Federal Court
designated by the Chict” Justice thereof for the
purposes ol this Act;

“Minister™ means (the Minister of Public Safety
and Emergency Preparedness;

“place” includes anv conveyance;

“Review Committee” means the Security Intel-
ligence Review Commiltee established by sub-
section 34{1);

“$ecurity assessment” means an appraisal of the
loyalty to Canada and, so far as it relates there-
to, the reliability of an individual;

“Service” means the Canadian Sccurity Intelli-
gence Service established by subsection 3(1);

“ihireats to (he seenrity of Canada” means

(@) espionage or sabotage that is againsi
Canada or is deirimental to the interests of
Canada or aclivities directed toward or in
support of such espionage or sabotage,

{b) toreign influenced activities within or re-
lating to Canada that are detrimental to the
interests of Canada and are clandestine or de-
ceptive or invelve a threat to any person,

(¢) activities within or relaling to Canada di-
rected toward or in support of the threat or
use of acts of serious violence against per-
sons or property for the purpase of achieving
a political, religious or ideological abjective
within Canada or a foreign state. and

(d) activities directed toward undermining
by covert unlawful acts, or directed toward
or intended ultimately to lead to the destuc-
tion or overthvow by violence of. the consti-
tutionally established system of government
in Canada.

but does not include lawlol advocacy, protest
or dissent. unless carried on in conjunction with
any of the activites referred 1o in paragraphs
(a) to (d).

RS, 1985, ¢ C-23. 5 23 2600, 41 s §5: 2905 ¢ 0.5
13;2002, ¢ 19,5 278:2013,¢. 4.5 2

amenaces envers la séeurite du Canada»
Constituent des menaces eavers la sécurité du
Canada les activites suivantes ;

o) l'espionnage ou le sabotage visant le
Canada ou prejudiciables 2 ses intéréts, ainsi
que les activités tendanl & lavoriser ce genre
d’espionnage ou de sabotage;

) les activités influencées par I'étranger qui
touchent le Canada ou §’y déroulent et sont
préjudiciables a ses intéréts, et qui sont d’une
nature clandestine ou trompeuse ou com-
portent des menaces envers quicongue;

¢) les activités qui touchent le Canada ou 8’y
déroulent et visent a favoriser ['usage de la
violence grave ou de menaces de violence
contre des personnes ou des biens dans le but
dratteindre un objectif politique, religieux ou
idéologique an Canada ou dans un Etat étran-
ger:

) les activités qui, par des acfions cachées
et illicites, visent & saper le régime de gou-
vernement constilutiomyellement établi au
Canada ou dont le but immediat on ultime
est sa destruction on son renversement, par la
violence,

La présente définition ne vise toutefois pas les
activités licites de défense d'une cause, de pre-
testafion ou de manifestation d’un: désaccord
qui n'ont aucun lien avec les activités mention-
nées aux alinéas @) & d).

wministére» Sont comprs parmi les minis-
leres :

¢) tout secteur d’un ministére du gouverne-
ment du Canada ou d'une province;

b) I"'ensemible ou tout secteur d’un départe-
ment d'Elat, d’une institution ou d’un autre
organisme du gouvernement du Canada ou
d*une province.

«ministre» Le ministre de la Séeurité publique
ct de la Prolection civile.

«Service» Le Service canadien du renseigne-
ment de sécurité constitué par le paragraphe
3(1)

wsouree humaine » Pecsonne physique qui a re-
¢ une promesse d’anonvimat ct qui, par la
suite. a fourni. fournit ou pourrait vraisembla-
blement fournir des mormations au Service.
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PART |

CANADIAN SECURITY INTELLIGENCE
SERVICE

ESTABLISHMENT 0F SERVICE

3. (1) The Canadian Security Imelligence
Service is hereby established, consisting of the
Director and employees of the Service,

{2) The principal office of the Service shall
be in the National Capital Region described in
the schedule to the Nativnal Cupital Act.

(3) The Director may, with the approval of
the Minister, establish other oificeas of the Ser-
vice elsewhere in Canada.

1984, . 21,5.3.

Dirgcror

4. (1) The Govermor m Council shall ap-
point the Director of the Service.

(2) The Director shafl be appointed to hold
oftice during pleasure for a teim not exceeding
five years.

(3) Subject to subsection (4), the Director {8
cligiblé, on the expiration of a first or any sub-
sequent term of office; 1o be re-appointed for a
further tefin not exceeding five years.

(4) No person shall hold office as Director
for lerms exceeding len years in the aggregate.

(5} In the event of the absence or incapacity
ol the Diréctor. or if the office ol Director is
vacant, the Govemor in Council may appoint
another person to hold oftice instead of the Di-
rector for o term not exceeding six months, and
that person shall, while halding that office,
have ull of the powers. duties and lunciions of
the Director under this Act or any other Act of
Parhiament and be paid such salary or other re-
muneralion and expenses as may bs fixed by
ithe Govemor in Council.

1384, ¢ 20,5 4

5. (1) The Director is entitled o be paid a
salary to be fixad by the Gavernor in Council

«svus-ministre» Le sous-ministre de la Sécuri-
¢ publique vt de la Protection civile on toute
PErsoniie QUi agit en Soi nam.

L.RGI9ES), eh. C-23, uil. 25 2001, cb. 41, are 89: 2005, ch.
T aet 13; 2002, ch. 19, are 378; 2015, ch. 9, are 2.

PARTIE I

SERVICE CANADIEN DU
RENSEIGNEMENT DE SECURITE

CONSTITGTION

3. (1) Est constitué le Service canadien du
renseignement de scéewrilé, composé de son di-
recteur et de ses einploycés.

(2) l.e siépe du Service est fixé dans la ré-
gion de la capitale nationale définie a I'annexe
de la Loi sur la capitele nationale.

(3) Le directeur pent, avec "approbation du
ministre. établir des bureaux du Service ailleurs
au Canada.

1984, ch. 21, ars 3.

DirecTEUR

4. (1) Le gouverneur en conseil nomme le
dirceteur.

{2) Le directeur accupe son poste a tioe
amovible pour une durée maximale de cing ans.

(3) Sous réserve du pardgraphe (4), le man-
dat du directeur est renouvelable pour une du-
rée maximale idéntique.

(4) La durée d’occupation maximale du
poste de dirscteur par le méme lilulaire est de
dix ans.

(5) En cas d’absence ou d’empécliernent du
directeur ou de vacance de son poste, le gou-
vermeur en conseil peul nonumer un inlérimaire
puour un mandat maximal de six mois; celui-ci
exerce alors les pouvoirs et fonctions conférés
au directeur en vertu de la présente loi pu de
toute aulre loi Fédérzle et recoit fa rémunéralion
et les frais gue tixe le gouverneur en conseil.

1984, gl 21, are 4

3, {11 Le directeur o le droit de recevoir le
traitement que [ixe iz gouverneur en conseil et

Tah/Ongletl
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and shall be paid reasonable travel and living
expenses incurred by the Director in the perfor-
marnce of duties and functions under this Act.

(2) The provisions of the Public Service Su-
perannuation Act, other than those relaling to
tenure of office, apply to the Director, except
that a person appointed as Director from out-
side the public service, as defined in the Public
Service Superannuution Act, may. by notice in
writing given to the President of the Treasury
Board not more than sixty days aller the daie of
appointment, elect to participate in the pension
plan provided by the Diplomatic Service (Spe-
cial) Superannuation Act, in which case the
provisions of that Acl, alther than those relating
to tenure of office, apply to the Director from
the date of appoinunent and the provisions of
the Public Service Superemnuation Act do not
apply.

R.S.. 1985, ¢. C-13, 5, 52003, ¢, 22,5, 235(E).

IMANAGEMENT DF SERVICE

6. (1) The Director, under the divection of
the Minister, has the control and management
of the Service and all malters connected there-
with.

(2) In providing the direction referred to in
subsection (1), thé Minister mmay issue to the
Director written directions with respect to the
Service and 8 copy of any such direction shall,
forthwith after it is issued. be given to the Re-
view Committee,

(3) Directions issued by the Minister under
subsection (2) shall be deemed not to be stam-
tory instruments for the purposes of the Statuto-
1y Iasirunients Aet,

(4) The Director shall, in relation 1o every
12-mouth period or any lesser period that is
specified by the Minister, submit 1o the Minis-
ter, at any times that the Minister specifies, re-
purts with respect 1o the Service’s operational
activities during thar period, and shall cause the
Review Committee to be given a copy of each
such report.

LS. 1983, £ C-23,5.6; 2012, ¢ 19, 5. 375,

7. (1) The Director shall consult the Deputy
Miuister nn

(¢) the general operational policies of the
Service: and

est mdemnisé des frais de déplacement et de sé-
jour catrainés par I'exercice des fonctions qui
Iui sout contéides en application de la présente
low.

(2) Les dispositions de la Lol sur la pension
de lu fonction publigue qui ne traitent pas d’oe-
cupation de poste s'appliquent au directeur;
routefnis, 8'il est choisi en dehers de la fonetion
publique, au sens de la loi mentionnée ci-des-
sus, il peut, par avis écrit adressé au président
du Conseil du Trésor dans les soixaantc jours
suivant sa dale de nominalion, choisir de coti-
ser au régime de pension prévu par la Loi sur la
pension spéciale du service diplomatique: dans
ce cas, il est assujetti aux dispositions de cete
loi qui ne traitent pas d’occupation de poste.
LB (1983), eh. C-23, am, 5; 2003, ch. 22, art 235(A).

GesTion

6. (1) Sous la direction du ministre, le di-
recteur est charge de la gestion du Service et de
tout ce qui 5’y rattache.

(2) Dans Uexercice de son pouvoir de direc-
tion visé au paragraphe (1). le ministre peut
donner par écrit au directeqr des instructions
conceniant le Service; un exemplaire de celles-
ci est transmis au comité de surveillance dés
qu’elles sont données.

(3) Les instructions visces au paragraphe (2)
sont réputées ne pas étre des textes réglemen-
taires au sens de la Loi sur les textes réglemen-
tairgs.

{d) Pour chaque période de donze mois
d’activirés opérationnelles du Service ou pour
les périodes inférieurcs a douze mois et aux
moments précisés par le ministre, le divecteur
presente a celui-ci des rapports sur ces activi-
ts: il en fait remettre un exemplaire au comité
de surveillance.

LR (1985), ¢h. C-23. et 6, 2012, ch, 19, art 37

7. (1) Le divecteny consulte le sous-ministre
sur les points suivants |

) Poricntation générale des vperations du

Service;
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(&) any matter with respect to which consul-
ration is required by directions issued under
subsection 62).

(2) The Director or any employee designat-
e by the Mimister [or the purpose of applying
for a warcant under section 21 or 23 shall con-
sult the Depuly Minister before applying for the
warrant ot the renewal of the warrant.

(3) The Deputy Minister shall advise the
Mitister with respeet o directions ssued under
subsection 6{2) or thal should. in the ppinion 6f
the Deputy Minister, be issued under thal sub-
seclion.

1984, ¢ 2,5 7.

8. (1) Notwithstanding the Financial Ad-
minisivation Act and the Public Service Em-
ploymient Act, the Director has exclusive au-
thority to appoint employecs and, in relation o
the human resources management of employ-
ces, other than persons attached or seconded to
the Service as employees,

() Lo provide lor the terms and conditions
of their employment; and

(h) subject to the regulations,

(i) to exercise the powers and perform the
functions of the Treasury Board relating to
human resources management under the
Finencial Administration Act, and

(1) to exercise the powers and perform
the funchons assigned to the Public Ser-
vice Commission by or pursuant 1o the
Public Service Employment Act

(2) Nowwithstanding the Public Service
Labowr Relations Act but subject lo subseclion
{3):and the regulations, the Director miy estab-
lish procedures respecting e conduet and dis-
cipline of, and the preseatation, consideration
and adjudication of grievances in relation to.
employees, other than persons attached or sec-
onded to the Service as employees.

(3) When a grievance is referrzd to adjudi-
cation, the adjudication shall not 3e heard or
determined by any person, other than 2 fll-
time member ol the Public Sérvice Labour Re-
lations and Emplovment Board that is ostab-
lished by subscction 4(1) of the Puhiic Servicy
Labowr Relutions and Emplovmen: Bord 4ei.

b} 1oute autre guestion a I'égard de laguelle
les inswructions visées au pacagraphe 6(2)
exigent une pareille consultation.

(2} Le dirceteur ou un employé désigné par
iz ministre aux fins d’une demande de mandat
cn verty des articles 21 ou 23 consulle lc sous-
ministre avant de présenter la demande de man-
dat ou de renouvellement du mandat.

{3) Le sous-miniswe conseille fe ministre sur
les instructions déja données ou 4 donner, sclon
lui, en vertu du paragraphe 6{2).

1984, ¢h 2: a1 7

8. (1) Par dérogation a la Loi sur la gestion
des finances pithligues et & la Loi sur {'empfoi
dany la fonction publigue, le directeur a le pou-
voir exclusif de nommer les employés crt, én
matiére de gestion des ressources humaines du
Service, a Vexception des personnes alfecrées
au Service ou déwachées auprés de lui A titre
d'emplove :

a) de déterminer leurs conditions d’emploi;
b) sous réserve des réglements :

{1} d’exercer les atuibutions coniérées au
Conseil du Trésor en vertu de la Loi sur la
westion des finances publiques en cette
maticre,

(ii) d’exercer les attributions conférées &
la Commission de la fonction publique
sous le régime de la Loi sur I'émploi daiis
la fonction publigue.

(2) Par dérogation a la Lei sur les relations
de travail dans la fonefion publique mais sous
réserve du paragraphe (3) et des réglements, le
direeteur peut établir des régles de proeédure
concernant la conduite et la discipline des em-
ployées, a Uexception des personnes affectées au
Service ou détachées aupres de lui & litre d’em-
ployé, la présentation par les cmployés de leurs
ariels, I"étude de ces gricls ot leur renvoi & Dar-
bilrage.

{3) Tes griefs renmvayés & arbitrage ne
peuvent ére entendus et tranchés que par un
membre 4 temps plein de la Commission des
refations de travail et de "emploi dans la tone-
tion publique créce par le paragraphe 4(1) de la
Lot sur le Commiission des relations de travail
et dv Demplod dans fu fonction publigue.
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(4) The Governor in Comnecil may makg reg-
ulations

e} governing the exercise of the powers and
the performance of the duties and functions
of the Director referred to in subsection (1);
and

(b) in relation to employees (o whom sub-
section (2) applies, soverning their conduct
and discipline and the presentation, consider-
ation and adjudication of grievances.
RS, 1985, ¢c. C-23, 5. 8 2003, ¢ 22,56 143, 234; 20153, ¢
40, 5. 449.
9. (1) Notwithstanding the Public Service
Labour Relations Act,

(a) the process for resolution of a dispute
applicable to.employees of the Service in a
bargaining unit determined for the purposes
of that Act 1s by the referral of the dispute to
arbitration; and

(&) the process for resolution of a dispute re-
Terred o in paragraph (@) shall not be allered
pursuant to that AcL -

(2) Employees of the Service shall be
deemed to be emplayed in the. public service
lor the purposes of the Public Service Superan-
nuation Act.

RS, 1985, c. C-23, 5. 9; 2003, c. 22, 55, 144(E), 225(E).

9.1 [Repealed, 2003, c. 22, 5. 145]

10. The Director and every employee shall,
before commencing the duties of office, take an
oath of allegiance and the oaths set out in the
schedule.

1984, ¢.21,5. 10,

11. A certificate purporting to be issued by
or under the authority of the Director and stat-
ing that the person-to whom it is issued is an
employee or is a person, or a person included in
a class of persons, 1o whom a warrant issued

under section 21 or 23 is directed is evidence of’

the statements contained therein and is admissi-
ble in evidence withoul prool of the signature
or official character of the person purporting to
have 1ssued (L.
1954, . 21,5 11

DUTIES AND FUNCTIONS OF SERVICE

12. (1) The Service shall colleer, by investi-
gation or othenwvise. to the extent that it is

{4) Le gouvemeur en conscil peut prendre
des réglements :

a) pour régir Uexercice par o directeur des
pouvoirs el fonctions que Wi confére le para-
graphe (1):
b) sur la conduite et la disciplive des em-
ployés visés au paragraphe (2), la présenta-
tion de griefs par ceux-ci, I'étude de ces
griels et leur renvoi & "arbitrage.
LR (1985), ch. C-23, art. §; 2003, ch, 22. an. 143 ¢l 234,
2013, ch. 40, an. 449,

9. (1) Par dérogation & la Loi sur les relu-
tions de travail dans la fonction publique :

a) le mode de réglement des différends ap-
plicable aux employés qui font partie d’une
unité de négociation déterminée pour "appli-
cation de cette loi est I"arbitrage;

b) ceite loi ne peut &tre invoquée pour modi-
fier le mode de réglement des différends visé
a l'alinéa a).

{2) Les employés sont présumés faire pariie
de la fonction publique pour application de la
Loi sur fa pension de la fonction publfigue.

L.R. {1985), ¢h. C-23, arl. 9; 2003, ch. 22, art. |33(A) 1
225(A).

9.1 [Abrogé, 2003, ch. 22, art. 143]

10. Avant de prendre leurs fonctions, le di-
recteur et les employés prétent le serment d’al-
légeance ainsi que les semments mentionnés a
I"annexe.

1984, cbi, 21, art. M),

11. Le certificat censé &we délivré par le di-
recleur ou sous son autorité, ol il est déclaré
gue son litulaire est un employé ou est une per-
sonne, ou appartient a une catégorie, destina-
taire d’un mandat décemé en vertu des articles
21 ou 23, fait foi de son contenu el esl admis-
sible en preuve sans qu'il soit nécessaive de
prouver |'authenticité de la signalure ou la qua-
lité officielle de la personne censée Pavoir déli-
VrE,

1984, ¢h, 21, am 11,

FONCTIONS DU SERVICE

12, (1) Le Service recueille, au moyen den-
quetes ou autrement. dans la mesure stricterment
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sirietly necessary. and analyse and retan infor-
mation and intelligence respecting aciivities
that may on reasonable grounds be suspected of
constituting threats to the seeurity of Canada
and. in relation thereto, shall report to and ad-
vise the Government of Canada.

(2) For greater ceriainty, the Service may
perform its duties and functions under subsce-
lion (1) within or outside Canada.

RS, 1985, ¢, C-23.5 13: 2015.¢. %, 5. 3.

13. (1) The Service may provide sccurity
assessments 1o departments of the Government
of Canada.

{2) The Service may, with the approval of
the Minister, enter inta an arrangement with

(a) the government ol a province or any de-
partinent thereof, or

(b) any police force in a province, with the
approval of the Mimster responsible for
policing in the province,

authorizing the Service to provide scourity as-
sessments.

t3) The Service may, with the approval of
the Minister after consultation by the Minister
with the Minister of Foreign Affairs, enter into
an amangetment with the government of a for-
cigy state or an institution thereof or an interna-
tional organization of stales or an institution
thereof authorizing the Scrvice to provide the
royermment, institution or organization with se-
curity assessments.
RS, 1985, 0. C-2308 152 1995, ¢, 5.5 25

14. The Service may

() advise any minister of the Crown on
matters relating to the securitv of Canada, or

{#) provide anv minister of the Crown with
information relating o security matters or
criminal aclivities,
that is relevant to the exercise of any power or
the perforniance of any duly or function by that
Minister under the Citizenship Acr or the fmau-
gration aud Refugee Prorection Act,
RS, 1985, C-23, 5. 14 2000 ¢ 27,5 323

15. (1) The Service imay conduct suzh in-
vestigations as ‘are required {or tie purpose of

nécessaire, et analvse et conserve les infonna-
tions of renseignements sur les activités dont il
existe des motifs raisonnables de soupconner
qu’elles constitwent des menaces envers la sé-
curite du Canada; il en fait rapport au gouver-
nement du Canada et le conseille a cet ¢gand

(2) 1l est entendu que le Service peut exercer
les fonctions que le paragraphe (1) lui confére
méme a Iextérieur du Canada.

L R (1985), ch. £-23, art. 13: 2015, ch. 9, aut. 3.

13. (1) Le Service peut fournir des évalua-
tions de séewrilé aux niinistéres du gouverne-
ment du Canada.

{2) l.e Service peul, avec I'approbation du
ministre, conclure des ententes avec -

a) le gouvermmement d'une province ou 'un
de ses ministeres;

b) un service de police en place duns une
pravince, avec l'approbation du ministre pro-
vincial chargé des questions de police.

Ces ententes autorisent le Service a fournir des
¢valuations de séeurite,

(3) Le Service peut, avec Papprobation du
ministre, aprés consultation entre celui-ci et le
ministre des Affaires ctrangéres, conclure avec
¢ gouvermement 0’un Etat Gtranger ou Iune de
ses institutions, ou une organisation intemafio-
nale d'Etats ou Puae de ses institutions, des en-
rentes Pantorisant a leur fournir des évaluations
de séowrité,

LR {1985), ch. 'C-23, git. I3; 1995, ch. 5, ¢, 150

14. Le Service peut :

«) fournir des conseils 8 un ministre sur les
questions de sécurité du Canada;

h) transmetlte des informations & un mi-

nistre sur des questions de sécurité ou des ac-

tivités criminelles,
dans la mesure ol ces conseils et informations
sonl en rapport avec I'exercice par ce minisire
des pouvoirs et fonctions qui lui sont conlérés
en verlu de la Loi sur la citovenneté ou de la
Lot swr Mimniigration er lu protection des véfu-
aiés,

LR (I9R3Y, ek €-23, 21, 142 2001, g3, 27,

15, (1) Le Service peul mener les enquéies
gui sont nécessaires en vue des évalualions de
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providing security assessments pursuant ta sec-
tion 13 or advice pursuant to section 14,

(2) For greater certainty. the Service may
conduct the investigations referred to in subsec-
tion (1) within or outside Canada.

RS. 1985, ¢ C-23,5 15; 2015,¢. 9, 5.4,

16, (1) Subject o this seclion, the Service
may, in relation to the defence of Canada or the
conducl of the international affairs of Canada,
assist the Minjster of Nalional Defence or the
Minister of Foreign Affairs, within Canada, in
Lhe collection of information or intelligence re-
lating to the capabilities, intentions or activities

ot

(@} any foreign stale or group al foreign
states; or.

(¥) any person other than
(1) a Canadian citizen,
(1) a permanent resident within the mean-
ing of subsection 2(1) of the Immigration
and Refugee Prolection Aet, or

(1ii) a corporation incorperaled by or tin-
der an Act of Parliament or of the legisla-
ture of a provinee.

(2) The assistance provided pursuant to sub-
seclion (1) shall not be directed at any person
referred to in subparagraph (1)(5)(i), (ii) or (iii).

(3) The Service shall not perform its duties
and functions under subsection (1) unless il
does so

(a) on the personal request in writing of the
Mimister of National Defence or the Minister
of Foreign Aftairs; and
(b) with the personal consent in writing of
the Minister.
R.S., 1983, ¢, C-23, 5. 16: 1995, ¢. 5, 5. 25; 2001, ¢ 27, 5.
224;2015. ¢. 3, 5. 34(F). c. 9. 5. 5(F).
17. (1) For the purpose of performing its
duties and functions under this Acl, lhe Service
may,

(a) with the approval of the Minister, enter
into an arrangement or otherwise cooperate
with

sccurité et des conseils respectivement vises
aux articles 13 et 14,

(2) 1l est entendu gue le Service peul mener
les enquéles visées au paragraphe (1) méme a
Pexterieur du Canada:

LR {1983). ch, C-23, art. 15: 2003, ch: %oan 4,

16. (1} Sous réscrve des autres dispositions
du présent article, le Service peut, dans les do-
maines de la défense et de la conduite des af-
faires internationales du Canada, préter son as-
sistance au ministre de la Défense nationale ou
au minisue des Affaires éirangéres, dans les li-
mites du Canada, a la collecte d’informations
ou de renseignements sur les moyens, les inten-
tions ou les activilés :

@) d’un Etat éiranger ou d’un groupe d’Etats
étrangers;

B) d’une personne qui nappartient & sucune
des catégories suivantes

(i) les citoyens canadiens,

(ii) les vésidents permanents au sens du
paragraphe 2(1) de la Loi sur Uimmigra-
tion el lu proteciion des réfugies,

(iii) les personnes morales constitudes
sous le régime Cune loi fédérale ou pro-
vinciale.

{2) L’assistance autoriséc au paragraphe (1)
est subordonnée au fuit qu’elle ne vise pas des
personnés mentionnées a 'alinéa (1)b).

(3) L'exercice par le Service des fonctions
visées au paragraphe { 1) est subordonng :

a) 4 une demande personnelle écrile du mi-
nistre de la Détense nationale ou du minisoe
des Afldires dtrangdres;

b) au consentement persomnel €crit du mi-
nisire,

LR, {1985), ch. C-25, avl. 162 1995, ch. 5.are 25; 2001, ch,
27, uil 224; 2015, co, 3, art. 3HF). ch 9, a. 3(F)

17. (1) Dans ['exercice des fonclions qui lui
sont conférées en vertu de la présente loi. le
Service peut :

a) avee 'approbation du ministre, conclure

des ententes on. d’une lagon générale, co-

operer aveo
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(i) any departiment of the Government of
Canada or the government of & province or
any department thereof, or

(ii) any police force in a province, with
the approval of the Minister responsible
for policing in the province; or

by with Lhe approval of the Minister after
consultation by the Minister with the Minis-
ter of Foreign Alfairs, enier into an arrange-
ment or otherwise coaperate with the gov-
ernment of a foreign stare or an institution
thereof or an international organization of
states or an instifution thereof.

(2) Where a wiilten arrangement is ertered
into pursuant to subsection (1) or subsection
13{2) or (3). a copy thereof shall be given
forthwith to the Review Committes.

RS, 193, ¢ C-23, 5. 17; 1995.¢ 5,5, 25.

18. () Subject to subsection (2), no person
shall knowmgly disclose any information that
they obtained or Lo which they had aceess in (he
coursé of the perfonmance of their duties and
functions under this Act or Wieir participdtion in
the administration or enforcement of this Act
and from which could be inferred the identity
of an employee who was, is or is likely to be-
come engaged in coverl operational activities
of the Service or the identity of a person who
was an employee engaged in such activities.

(2) A person may disclose information re-
ferred ro in subsecrion (1) for the pposes of
the performance of duties and functions under
this Act or auy other Act of Parliament or the
aaministration or enforcament of this Act or as
required by any other law or in the circum-
stances described in any of puragraphs 19(2)(a)
o ().

(3) Every one who contravenes subsection
th

{er) 15 wnilty of an indictable offence and li-

able w imprisonment for a rem nol exeeed-

ing five vears: or

(&) 15 guilty of an offence pusishable on

summaly conviction,

RS.IGES o C-2305, 15: 2013, ¢. 9.5, 0

{1) les mumistéres du gouvernement du
Capada, le gouvernement d’une province
ou I'un de ses ministéres,

{i1) un service de police en place dans une
province, avee Papprobation du ministre
provincial chargé des questions de pelice;

b) avec 1'apprabation du ministre, aprés
consultation entre celui-ci et le ministre des
Afttaires éirangéres, conclure des ententes ou,
d'une fagon géndrale, coopérer aves lo gou-
vemement d'un Etat étranger ou I'une de scs
institutions, ou unc organisalion internatio-
nale d’Elats ou 'une de ses instilutions.

{2) Un exernplaire du texte des entenles
ferites conclues en verta du paragraphe (1) ou
des paragraphes 13(2) ou (3) est wansmis au
comité de surveillance immédiatement aprés
feur conelusion.

L.R. {1985} ¢h. C-23, . 17; 1995, ch_ 3, art. 25

18. (1) Sous réserve du paragraphe (2), nul
ne peut sciemment communigquer des informa-
totis qu'il a acquises ou auxquelles il avait ac-
ces dans I'exercice des fonctions qui hw sont
conférées en vertu de lu présente loi ou lovs de
sa parficipation 4 I"exéculion ou au contrdle
d’application de cette loi et qui permetlraient de
découvrir 'identité d’un employé qui a partici-
pé, participe ou pourrait vraisemblablement
participer 4 des actvités opérationnelles ca-
chées du Service ou 'identitd d’une personne
qui était un employé et a participé a de telies
activités.

(2) La communication visée mu paragraphe
(1) peut se faire dans 'exercice de [onctions
conférées en vert de la présente loi ou de toute
autre loi fédérale ou pour exécution ou le
contréle d’'application de la présente loi, st une
autre regle de droit I"exige ou dans les circons-
tances visées aux alinéas 19(2)a) 4 o).

(3) Quiconque conirevient au parageaphe {1)
est coupable :

a) soit d’un acte criminel @1 passible d'un

emprisonnement maximal de cing ans;

h) soit d*une wifraciion punissable par pro-

eddure summaire,

LR (P3N ch 0-23, e 1802005 0 oan &
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18.1 (1) The purpose of this section is lo
ensure that the identity of human souwrces is
kept confidential in order to protect their lite
and security and 1o encourage individuals to
provide information to the Service.

(2) Subject o subsections (3) and (8), no
person shall, in a proceeding before a court,
person or body with jurisdiction to compel the
production of information, disclose the identity
of a human source or any inlonpation from
which the identity of a human source could be
inferved.

(3) The identily of a human source or infor-
mation from which the identity of a human
source could be'infeived may be disclosed in a
proceeding referred to in subsection (2) if the
human source and the Directar consent Lo the
disclosure of that information.

(4) A panty to a proceeding referred to in
subsection (2), an amicus curige who 1is ap-
pointed n respect af the proceeding or a person
who is appointed to act as a special advocate if
the proceeding is under the Immigrafion and
Refugee Protection Act may apply o a judge
for one of the following orders if it is relevant
to the proceeding:

(2) an order declaring that an individual is
not a human source or that information is not
information from which the identity of a hu-
man source could be inferred; or

(b) if the proceeding is a prosecution of an
offence, an order declaring that the disclo-
sure of the identity of a human source or in-
formation from which the identity of a hu-
man source could be inferred is essential
establish the accused’s innocence and that it
may be disclosed in the proceeding.

(5) The application.and the applicant’s afti-
davit deposing to the facts relied on in support
of the application shall be filed in the Regisuy
of the Federal Court. The applicant shall, with-
out delay after the application and affidavit arc
filed, serve a copy of them on the Atomey
General of Canada.

(6) Once served, the Auorney General of
Canada is deemed o be a party o the applica-
lio.

I8.1 (1) Le présent article vise & préserver
"anonymat des sources humaines afin de proté-
ger leur vie et leur sécurite et d’encourager les
personnes physigques i fowuir des informations
au Service.

(2) Sous réserve des paragraphes (3) et (8),
dans unc instance devant un tribunal, un orga-
nisme ou une personnc qui onl le pouvoir de
contraindre 4 la production d’informations, nul
ne peut communiquer I'identit¢ d'une source
humaine ou toule information qui permetirait
de découvrir celle identilé.

(3) L'identité d'une source humaine ou une
informalion gui permetiait de découvrir cetle
identité peut étre communigqueée dans une ins-
tance visée au paragraphe (2) si la source hu-
maine et le directear y consentent.

(4) La partié a une instance visée au para-
graphe (2), 'amicus eurigae nommé dans cette
instance ou |*avocat spéeial nommé sous le ré-
gime de la Loi sw l'inmnigration et la protec-
tion des réfugiés peut demander & un juge de
déclarer, par ordonnance, st une telle déclara-
tion est pertinente dans |"instance :

a) qu'une personne physique n’esl pas une
source humaine ou gu’une information ne
permettrait pas de découvrir I’identité d’une
source humaine,

b) dans le cas ol I'instance est une poursuite
pour infraction, que la communication de
Pidentité d’une source humaine ou d’une in-
formation qui permettrait de découvrir cetie
identité est cssenticlle pour établir 1"inno-
cence de Paceusé et que cette communica-
tion peut étre faite dans la poursuite.

(3) La demande et I"affidavit da demandeur
portant sur les faits sur lesquels il fonde celle-ci
sont déposés au greffe de la Cour fédérale. Saus
délai aprés le dépot, le demandeur signifie co-
pie de la demande et de I'affidavit au procursur
géneral du Canada.

(6) Lz procureur général du Canada est ré-
puté éue partic a la demande dés que celle-ci
lui est signilice.
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(7) The hearing of the application shall be
beld an private and in the absence ot the appli-
cant and their counsel, unless the judge arders
otherwise

(8) If the judge grants an application made
under paragraph (4)i b), the judge may crder the
disclosure that the judge considers appropriaie
subjeet to any conditions that the judge speci-
[res.

(9) Tt the judge grants an application made
under subsection (4), any order made by lhe
judge does not take effect until the time provid-
ed 1o appeal the order has expired or, if the or-
der is appealed and is confirmed, undl either
the time provided to appeal the judgement con-
firming the order has expired or all rights of ap-
peal have been exhansted.

(10) The judge shall ensure the confidential-
ity of the following:

(a) theidentity of any human source and any
infonmation from which the identity of 4 Ini-
man source could be inferred; and

(h) wiormation and other evidence provided

in respect of the application if, in the judge’s

opinion, its disclosure would be injurious to
national security or endanger the safety of
any person.

(L1) In the case of an appeal, subsection
(10) applies, with any necessary modifications,
to the cout to which the appeal is taken:
2015.2.9,8.7

19. (1) Information obtained in the perfor-
manee of the duties and functions of the Ser
vice under this Act shall not be disclosed by the
Service except in aceordanse with this section.

(2) The Service may disclose information
referred o in subsection (1) for the purposes of
the performance of ils ducies and functions un-
der this Act or the administration or enforee-
ment ol this Act or as required by any other law
and may alse disclose such information,

(e} where the information may be used in
the investigation or prosecution of an alleged
contravention of any law of Canada or a
province, o a peace officer having jurisdic-
tion o investigate the alleged cantravention
and to the Atorney Generzl of Canada and
the Atrormey General of the province in

(7) La demande est entendue a huis clos st
en l'absence du demandeur et de son avecat,
saufsi le juge en ordonne auirement.

(8) Si lc juge accueille la demande présenice
au titre de 'alinéa (4)h), il peut ordonner la
communication qu’il estime indiquée sous ré-
serve des conditions qu’il precise,

(9) Sila demande présentée an tilre du pava-
graphe (4) est accueillie, I'ordonnance prend
elTet apres expiration du délai prévu pour en
appeler ou, en cas d’appel, aprés sa confirma-
tion ¢l épuisement des recours en appel.

(10) 1f incombe au juge de garantir la conli-
dentialité :

q) d’une part, de Pidentité de toute souwrce
humnaine ainsi que de toute information gui
penniettrail de'découvrir cette identité;

h) d’autre part, des informations et autres

éléments de preuve qui luwi sont fournis dans

le cadre de la demmande et dont la communi-
cation portirait atteinte, selon lui, a la séeun-
te nationale ou & la sécunté d’autrui.

{11) En cas d’appel, le paragraphe (10) s”ap-
plique, avec les adaptations nécessaires, aux fri-
bunaux d*appel.

2015, ch. 9, arl. 7.

19. (1) Les informauons qu'acquiert le Ser-
vice dans ["exercice des fonctions qui lui sont
conférées en vertu de la présente lot ne peuvent
ttre communiquées gu'en conformité avec le
présent article.

{2) Le Service peut, en vue de ’exercice des

fonctions qui lui sont conférées en verlu de la
presente loi ou pow 'exécution ou le conlidle

d application de celle-ci, ou en conformité avec -

les exigences d’une aube régie de droil, com-
muniquer les informations visées au paragraphe
(). Il peut aussi les communiquer aux auiorilés
Ol PEFSONMES Uivanies ©

a) lorsquielles peuvent servir dans le cadre
d'une enguéte ou de poursuites relalives 3
unc infraction présumce 4 une loi fédéraic ou
provinciale, aux agents de 1z paix competents
pour mener 'enguéte, au procurcus oendral
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which proceedings n respect of the alleged
contravention may be taken;

(5) where the information relates w the con-
duct ol the internarional affairs of Canada, to
the Minister of Foreign Affairs or a person
designated by the Minister of Foreign Affaus
for the purpose:

(¢) where the information is relevant o the
defence of Canady, to the Minister of Na-
tional Defence or a person designated by the
Minister of National Defence for the pur-
posc; or

() where, in the opinion of the Minister,
disclosure of the informalion o any minisler
of the Crown or person in the federal public
administration is essential in the public inter-
est and that intevest clearly oulweighs uny in-
vasion ol privacy that could result from the
disclosure, to that mimster or person.

(3) The Director shall, as soon as practicable
after a disclosure referred to in paragraph (2)(d)
is made, submit a report to the Review Com-
mittee with respect to the disclosure.

R.S., 1985, ¢, C-23,5.19: 1995, ¢ 3. 5. 25: 2003, & 22 s.
224(E).

20. (1) The Director and employees have, in
performing the duties and functions of the Ser-
vice under this Act, the saime profection under
the law as peace officers have in performing
their duties and functions as peace officers.

(2) Tf the Director is of the opinion that an
employze may, on a particular occasion, have
acted unlawlilly in (he purported performance
of the duties and functions of the Service under
this Act, the Director shall cause to be submit-
ted a report in respect thereof to the Minister,

(3) The Minister shall cause to be given to
the Attorney General of Canada a copy of any
report thal he receives pursuant to subscction
(2). together with any comment that he consid-
ers appropriate m the circumstances.

(4) A copy of anything given to the Atomey
General of Canada pursuant to subsection (3)
shall be given forthwith to the Review Commit-
lee,

1984, ¢ 21, 5. 3

tu Canada et an procurenr général de Ja pro-
vince ol des powisuiies peuveni étre inten-
tées d I'égard de cette infraction:

h) lorsyu'elles concernent la conduite des
alTaires internationales du Canada, au mi-
niswre des Adlfaircs drangéres ou a la per-
sonne qu'il désigne 4 cetle fin;

¢) lorsqu’elles concernent la défense du
Canada, au ministre de la Détense nationale
ou & la personne gu'il désigne a cette fin;

d) lorsque, selon le ministre. leur communi-
calion 4 un ministre oW 4 une personne ap-
partenant a 'administration publique fédé-
rale est essentielle pour des raisons d'intérét
public et gue celles-ci justifient nettement
une éventuelle violation de la vie privée, 4 ce
ministre ou 4 cette personne.

{3) Daus les plus brefs délais possible aprés
la communication visée a I’alinéa (2)d), le di-
recteur en fait rapport au comité de sur-
veillance.

LR (1983), ch. C-23, art. 19; 1995, ch. 3, ar. 23; 2003, ch
32 art 234(A),

20. () Le directeur et les emplovés béncfi-
cient, daps V'exercice des fonctions conférées
au Service en vertu de la présente loi, de la
méme protection que celle dont bénéficient, en
vertu de la loi, les agents de la paix au titee de
lewss fonctions.

(2) Le directenr fait rapport au ministre des
acles qui peuvent avoir été accomplis selon Iui
illicitemnent, dans des cas particuliers, par des
employés dans 1’exercice censé tel des fonc-
tions conférées au Service en vertu de la pré-
sente loi.

(3) Le ministre tait transmeltre au procurenr
général du Canada un exemplaire des rapports
qu'il recoit en confornité avec le paragraphe
(2). accompagnés des commentaires qu’il juge
A propuos.

(4) Un exemplaire de tous les documents
transmis au procureur général du Canada en
conformité avec le paragraphe (3) est envoyé
au comité de surveillance dés leur transmission
au procisur général.

T1YR4, el 27, are 20,
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PARTII
JUDICIAL CONTROL

21. (1) It the Director or any employee des-
ignated by the Minister for the purpose be-
lieves, on reasonable grounds, that a warrant
under this seclion is required to enable the Ser-
vige to investigate, within or outside Canada, a
threal 1o the securily of Canada or w perform
its duties and functions under section 16, the
Dirvector or cmplovee may, after having ob-
tained the Minister's approval, make an appli-
cation in accordance with subsection (2) o a
judege for a warrant under this section.

(2) An application (6 a judge under subsec-
tion (1) shall be made in writng and be accom-
panied by an affidavil of the applicant deposing
10 the following matters, namiely,

(@) the facts relied on to justify the belief, on
reasoiiable grounds, that a4 Warrant under this
section is reguired to enablé the Service to
tivestigate a thredt to the sécurnity of Candda
or 1o perforin its duties and functions under
section 16

(b) that other investigative procedwres have
been tried and have failed or why it appears
that they are uilikely to succeed, that the ur-
geney of the matter is such that it would be
impractical to carry out the investigation us-
ing only other nvestigative procedures or
that without a Warrant under this section it {s
likely that information of importance with
tespect to the thieat tothe security of Canada
or the performance of the duties and fume-
tions under section 16 referred to m para-
graph (&) would not be obtained;

(£) the type of conmmunication proposed to
be intercepted, the type of information,
records, decuments or things proposed to be
obtained and the powers refared to in para-
eraphs (3)(a) to () proposed to be exercised
for that purmpose;

(¢) the identity of the person, if known.
whose connnunication is proposed (o be in-
tzrcepted or who has possession of the infor-
mation, record, document or thing proposed
o be obtained;

(2) the persons or classes of persons o
whom the warrani is proposed to be directed:

PARTIE [T
CONTROLE JUDICIAIRE

. (1) Le directewr ou un employé désigné
i cetle (in par le ministre peut, aprés avoir oble-
nu I"approbation du ministre, demander a un

Juge de décerncr un mandat en conformité avec

le présent article "Ml a des motifs raisonnables
de croire gue le mandat est nécessaire pour par-
mettre au Servics de faire enquéte, au Canada
ou & I"exténicur du Canada, sur des menaces en-
vers la sécurité du Canada ou d’exercer les
fonctions qui lui sonl conférées on vertu de
article 16.

(2) La demande visée an paragraphe (1) =st
présentée par ecrit et accompagnée de Paffida-
vit du demandeur portant sur les poinls sui-
van(s :

a) les fails sur lesquels le demandeur s’ap-
puie pour avoeir des motifs raisonnables dé
cioire que le mandal est nécessaire aux fins
visées au paragraphe (1);

b) le fait que d’autres méthodes d'enquéte
ont EI¢ essayées en vain, ou la raison pour la-
quelle elles semblent avoir peu de chances de
succes, le fait que ['urgence de *affaire est
telle qu’il serait trés difficile de mener ’en-
quéte saus mandat ou le fait que, sans man-
dat, il est probable que des nformations im-
portantes concernant les menaces ou les
fonctions visées au paragraphe (1) ne poar-
raient ére acquiscs;

c) les catégories de communications dont
Pintecception, les catégories d'informations,
de documents ou d'objets dont lacquisition.
ou les pouvoirs visés aux alinéas (3)e) & ¢)
dont I'exercice; 3ont & autoriser;

d) 'identité de la personne, si elic cst
connue. dont les communicalions sont a in-
tereepter ou qui est en possession des infor-
mations. ducuments ou ohjets & acquérir;

&) les personnes ou calégories de personnes
destinataires du mandat demandé;

/) si possible, une description génédrale du
lieu ou e mandat demandé est 4 exécuter;

2) la durde de vahdité applicable en vertu du
paragraphe (5), de soixanie jours ou d'in an
au maxbnum, selon le cus. demandée pour le
mundat;

tia
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() a general Jdescripnion of the place where
the waraat 18 proposed to be executed, if a
generil description of that place can bz giv-
cn;

{g) the period, not exceeding sixty days or
one year, as the casc may be. lor which the
warranl 1s requested o be in force that is ap-
plicable by virtue of subscetion (3); and

(h) any previous application made in rela-
tion to a person identified in the affidavit
pursuant to patagraph (d). the dale on which
the application was made, the name of Lhe
judge Lo whom each application was made
and the decision of the judge thereon.

(3) Notwithstanding any other law but sub-
ject 1w the Statistics Act, where the judge to
whom an application under subsection (1) is
made 1s satistied of the matlers referred (o in
paragraphs (2)(a) and (1) set out in the affidavit
accompanying the application, the judge may
issue a warrant authorizing the persons to
whom il 1s directed to intercept any commum-
cation or obtain any information, record, docu-
ment or thing and, for that purpose,

(a) to enter any place or open or abtain ac-
cess to any thing;

(5) to scarch for, remove or retarn, or exam-
ing, take exiracts from or make copies of or
tecord in any other mauner the information,
record, document or thing: or

(¢) to install, mdintain or cemove any thing.

(3.1) Without regard io any other law, in-
cluding that of any foreign stale, a judge may,
in a warrant issued under subsection (3), autho-
rize aclivitics outside Canada to enable Lhe Ser-
vice o investigate a threat Lo the security of
Canada.

(4) There shall be specilied in a warrant is-
sued under subsection (3)

(a) the type of communicalion authorized o
be intercepted, the type of information,
records, documents or things authonzed Lo
be abrained and the powers referred 10 in

M) la mentiod des demandes antericures tov-
chant des personnes visées a 'alinéa o). la
date de chacune de ces demandes, le.nom du
juge & qui elles onl eL¢ présentées et la déci-
sion de celui-el dans chague cas.

(3) Par dérogation & toute autre régle de
droit mais sous réserve de la Loi sur la stais-
tigue, le juge a qui est présentée la demande vi-
see au paragraphe (1) peut décerner le mandat
s7il est convaincu de |'existence des faits men-
tionnés aux alinéas (2)a) et b) et dans [affida-
vit gui accompagne la demande; le mandat an-
torise ses destinataires 4 intercepter des
communications ou 4 acquérir des informa-
tions, documents ou objets. A cetté fin, il peut
autoriser aussi, de lenr part :

a) P’accés 4 un lien ou un objer ou I'ouver-
ture d'un objet;

b) la recherche, 'enlévement ou la remise
en place e tout document ou objet, leur exa-
men, le prélévement des informations qui s’y
trouvent, ainsi que leur enregistrement et
I’établissement de copies ou d'extraits pac
tout procédé;

¢) 'installation, I’entretien et Penlévement

d'objets.

{3.1) Sans égard 2 toute autre régle de droit,
notamment le droit de rout Frat élranger, le juge
peur autoriser DPexercice 4 [extérienr du
Canada des activités autorisées par le mandat
décerné, en vertu du paragraphe (3), pour per-
meilre au Scrvice de faire enquéle sur des me-
naces envers la sécurité du Canada.

(4) Le mandat décerné en vertu du para-
graphe (3) porte les indications suivantes :

a) les catégories de communications dont
I"interception, les catégories d'informations,
de documents ou d'objets dont I"acquisition,
ou les pouvors visés aux alinéas (3)a) 4 ¢)
dont I'exercice, sont autorisds;

Ieliveance du
mandat
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Unntenu du
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paragraphis (3)(«) 1o () authonized 1o be ex-
ercised for that purpose:

(b) the identty of lhe person, i known,
whose communication is to be'ittercepted or
who has possession of the infermation,
record, document or thing to be abtained;

(¢) the persons or classes of persons fo
whorm the warrant is directed;

(ey a seneral description of the place where
the warrant may be executed, 11"z general de-
scription of'thal place can be given;

{g) the period for which the warrant is in
force; and

(/) such terms and conditions as the judge
considers advisable in the public interest.

Masinium (3) A warrant shall not be issued under sub-
duralion of R B ol exceedi

section (3) for a peviod exceeding
warranl

(er) sixty days where the warrant is issued to
enable the Service to wvestigate a threat ©

the security of Canada within the meaning of

paragraph (¢) of the definition of that expres-
ston inscetion 2; of

{h) owic year in any other case.
R3., 1985, ¢, C-23,5 255 2015, c. 4,5, 8,

Renswl of 22. On application in wriling to a judge for
sk the renewal ¢l a warrant issued under subsec-
tion 21(3) made by a person entilled 1o apply
forsuch a warrant afler having oblained the ap-
proval of the Minister, the judge may, [rom
time 10 rime, renew the warrant for a period not
exceeding the period for which the warrant may
be issued pursuant to subsection 21(3) if satis-
Ited by evidence on vath that
{z) the warrant continues to be required 1o
enable the Service to investigale u thredt to
the security of Cavnada or 1o perform its du-
ties and functions under section 16; and

(6) any of the matters refeired to in para-
graph 21{2)(8) are applicable in the citcum-
stances,

N, Bl 22

Wiarrart 23. (1) Ouo application in writing by the Di-
‘::’;::‘l‘“ recror or any employee designated by the Min-

ister Tor the purpose; a judge may. if the judgs
thinks fit. 1ssue a warrant authonzing the per-
soms to whom the waizant is directed o izmove

b} Pidentiié de 13 persomne. si elle est
coanue, dont les commurications sont A in-
tercepler ou qui oSt en possession des infor-
mations. documents ou objets & acquéri;

c) les personnes ou catcgorics de personnes
destinataires du mandat;

d) si possible, une description générale du
licu oft le mandat peut élre exdéeuté;

e) la durée de validité du mandat;

F) les conditions que le juge estume indi-

quées dans intérér public.

{5) 1l ne peut étre décerné de mandat en ver-
tu du paragraphe (3) que pour une périade
mximale

a) de soixante jours, lorsque le mandat est

décerné pour permettie au Service de [aire

enquéle sur des menaces envers la séeurité
du Canada au sens de 'alinga o) de la défini-

tion de telles menaces contenue & "article 2;

A} d'un an, dans tout aulre cas.
L R. (1985). ch. C-23, art. 21; 2005, ¢h. 9, art. §

22. Sur la demande éerite, approuviée par le
ministre, que lui en fait nhe personne autorisée
a demander le mandat visé au paragraphe
21(3), le juge peut le renouveler, pour uhe pé-
riode n’excédant pas celle pour laquellc ce
mandat peut €re décerné ea vertu du para-
graphe 21(3), s'il est convaincu par le dossier
qui lui st présenté sous serment, 4 a fois :

a) gue le mandat reste nécessaire pour per-
meltre au Service de faire enguéte sur des
menaces envers la sécurite du Canada du
d’exercer les fonctions qui lui sont conférées
en vertu de "article 16;

b} de I'existence des faits mentionnés 4 ’ah-
néa 2L{)b).
1984, ¢h, 21, art, 22,

23. (1) Sur la demande écrite que lui en fait
le dirgcteur ou un employé désigné & cette fin
par le ministre. le juge peut. s°U estime wdi-
qué, décemer un mandar autorisunt ses destina-
taires 4 enlever un objet ¢ un liew ol 1l avait €62

o
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frony auy place any thing installed pursuant to a
warrant issued vnder subsection 21(3) and. for
that purposc, to enter any place or apen or ob-
tain avcess t any thing.

{2) There shall be specified in a wanant is-
sued under subsection (I) the matters referred
to in patagraphs 21(4)(c) to (/).

1984, ¢. 21,5 23,

24. Notwithstanding any other law, a war-
rant issued under section 2] or 23

() authovizes every person or person in-
cluded in a class of persons to whom the
warrant is direcied,

(i) in the case af a warrant issued under
section 21, to exercise the powers speci-
fied in the warrant for the purpose of inter-
cepting communications of Lhe type spéci-
fied therein or obtaining informalion,
records, documents or things of the type
specified therein, or

(11) in the case of a warrant issued under
secnion 23, to execute the warrant; and

(b) authorizes any other person to assist a
person who that other person believes on rea-
sonable grounds is acting in accordance with
such a wamant.

1984, e, 21, 5. 24

25. No action lies under section 18 of the
Crown Liability and Proceedings Act ia respect
of

{a) the use or disclosure pursnant to this Act
of any communication intercepted under the
authority of a warmrant issued under section
2]:or

(&) the disclosure pursuant (o this Act of the
existence of any such communication.

RS, 1982, . C-23,5. 25: 1993, ¢. 34.5.49.

26. Part VI of the Criminal Code does not
apply in relation to any interception of a coin-
munication upder the authority of a warrant is-
sued under scetion 21 or in relation to any com-
municalion 50 intercepted.

14984 e 21,5 26.

27. An application under section 21, 22 or
23 o a judge for a warrant or the renewal of a

installé en conformité avee un mandat décemé
en vertu du paragiaphe 21(3). A cetre fin. le
mandar peut autoriser, de leur part, I’acces d un
lieu ou un objet ou I"ouverture d’un objet.

12) Le mandat décerné en vertu du para-
graphe (1) porie les indications mentionnées
aux alinéas 21{4)c) & /).

1934, ch 21.a. 23,

24, Par dérogalion a toule autre régle de
droit, le mandat décerné en verta des articles 21
ouli:

a) autorise ses destinataires, en tant que lcls
ou au titre de leur appartenance & une catégo-
rie donnee :
(i) dans le cas d’un mandat décemé en
verte de Particle 21, & employer les
moyens qui ¥ sont indiqués pour effectuer
I"interception ou I’acquisition gui y est in-
diquée,
(it) dans le cas d'un mandat décermné en
vertu de 'article 23, & exécuter le mandat;

»

b) autorise quiconque & préter assistance i
une personne qu’il a des motifs raisonnables
de eroire habilitée par Te mandat.

1984, ¢h, 21, e 24.

25. 0l ne peut étre intenté d action sous le 1é-
sime de "article 18 de la Loi sur la responsabi-
lité civile de I'Elat et le contentieux administra-
tifalégard :

@) de Vutilisation ou de la révélation faite en

conformité avec la présente loi d'une com-

munication dont I’interception a été autorisée
par un mandat décerné en vertu de 'article

21;

b) de la révélation faite en confounité avec

la présente loi de I'existence de cette com-
munication.

L.R. {1985}, ch. C-23, art. 25. 1993, ch. 34, ayt. 49,

26. La partic VI du Code crimninel ne s’ap-
plique pas a une interception de communication
autorisée par un mandat décerné en verw de
I"article 21 ni a la communication elle-méme.

1984, ch 21,20, 26.

27. line demande de mandat ou de renouvel-
lement de mandat faite & un juge en verm de

(3]
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warrant shall be heard in private m accordance
with regulations made under seetion 28,
1984 ¢ 28 5T,

28. The Governor in Council may make reg-

ulations

{a2) preseribing the forms of warrants that
may be issued under section 21 or 23;

{D) governing the practice and procedure of,
and security requirements applicable o,
hearings of applications for those warrants
and lor renewals ol those warrants; and

(¢) nolwithstanding the Federnl Courts Act
and #ny rules made thereunder, specifying
the places where those hearings may be held
and the places where, and the manner in
which, records or documents conceming
those hearings shall be kept.

RS, 1985, c. C-23, 5. 28: 2008, c. §.5. 182,

PART I
REVIEW
INTERPRETATION

29. In this Part, “depuly head™ means, in re-

lation to

(@) a department named in Schedule 1 o the

Financial Administration Act, the deputy
minister thereof,

(h) the Canadian Forces, the Chiel of the
Defence Staff,
(¢) the Royal Canadian Mounted Police, the
Comunissioner,

(/) the Service, the Director, and

{¢) any othet poriton of the federal public
administration, the person designated by or-
der in council pursuant to this paragraph and
tor the purposes of this Part to be the depury
head of that portion of the federal public ad-
ministration.

RS, 1985 £, C-23,5. 29; 2003 ¢ 22,5, I24(E)

30. [Repealed, 20012, ¢ 19.s 3801
31. [Repealed, 2012, ¢. 19, 5. 380]
32. {Repealed, 2012, ¢ 19,5, 380]
33, [Repealed, 2012 ¢ 19, 8. 380]

(&3

"article 21, 22 ou 22 est entendvoe 3 huis clos
en conformité avec les teglements d’application
de Marticle 28,

1984, ch, 21, ur. 27,

28. Le gouvemeur en conseil peur, par ré-

glement

a) delerminer la forme des mandals décerncs
cn vertu de article 21 ou 23;

b) prévoir les régles de pratique et de procé-
dure, ainsi que les conditions dé sécurité, ap-
plicablés a 1audition d’une demande de
mandat ou de renouvellement de mandat;

¢) par dérogation i la Loi sur les Cours fédé-
rafes et aux régles élablies soug son régime,
préciser les lieux ol peuvent se tenir les au-
ditions et ol doivent éwre conservés les ar-
chives et documents qui s'y rattachent, de
méme que leur mode de conservation.

L.R.(1985) cl. C-23, avt. 78; 2002, ch. ¥, ad, 182,

PARTIE 111
SURVEILLANCE
Deemirtton
29. Dans la présente partie, « administrateur

géncral » s*entend :

u) a 1'égard d'un ministére mientiooné i
I"annexe 1 de la Lot sur la gestion des fi-
nances publigues, du sous-ministre;

h) a I'égard des Forces canadiermés, du chef
d’état-major de la détense;

¢) a I'égard de la Gendarmerie royale du
Canada, du Conunissaire;

&) i I'égard du Service, du directeur;

) a I'égard d'un autre secteur de I"adminis-
tration publique fédérale, de la persanue dé-
signée par décret, en vertu du présenc alinga,
i tie d’administrateur général de ce sccteur
pour "application de la préseute partic.

L.R.(1935), ch. C-23, ext. 29: 2003, ch. 32, art, 224(A),

30. [Abroge, 2012, ch. 19, art. 380]
31. [Abrogé, 2012, ch. 19, arl. 380]
32. [Abrogé, 2012, ch. 19, art. 380]
33, [Abrogé, 2012, ch. 19, art. 380]
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SECUrITY INTELLIGENCE Revizw CoMMITIEE

34. (1) There is hereby eslablished a com-
mittee, to be known as he Security Tntelligence
Review Comumittee, consisting of a Chairman
and not less than two and not more than four
other members, ali of whom shall be appointed
by the Governor in Council from among mem-
bers of the Queen’s Privy Council for Capada
who are not inembers of the Senate or the
House of Conunons, after consuliation by (he
Prime Minister of Canada with the Leader of
the Opposition in the House ‘of Commons and
the leader in the House of Comunons of gach
party having al least twelve members in that
House.

(2) Each member ot the Review Commitiee
shall be appointed to hold office during good
behaviour lora lerm not exceeding five years.

(3) A member of the Review Committée is
eligible to be re-appomted for a term not ex-
ceeding five years.

(4) Each member of the Review Comumitree
is entitled to be paid, for each day that the
tnember performs duties and funcrions under
this Act, such remuneration as is fixed by the
Govemnor in Council and shall be paid reason-
able travel and living expenses incurred by the
miember in the performance of those duties and
functions.

1984, ¢. 21,5 34,

35. (1) The Chairman of the Review Com-
mittee is the chief executive officer of the
Committee.

(2) The Chairman of the Review Committee
may desigoate another member of the Commit-
tee 1o act as the Chaimman in the event of the
absence or incapacity of the Chairman and, if
no such designation is in force or the office of
Chairman is vacanr, the Minister may designate
a member of the Committee to act as the Chajr-
minm.

1984, v, 21, 5 35.

36. The Review Committee may, with the
approval of the Treaswy Board,

(a) engage a sccretary and such other staff
as it requires; and

COMITE DE SURVEILLANCE DES ACTIVITES DE
RENSEIGNEMENT DE SECLIRITE

34. (1) Est constiue le comité de sur-
veillance des activités de renseignement de sé-
curite, composé du président et de deux a
quatre autres membres, lous nommés par le
gouverneur en conseil parmi les membres du
Conseil privé de la Reine pour le Canada qui ne
font partic ni du Sénat ni de la Chambre des
comnmunes. Celle nomination est précédée de
consullations enite Je premier ministre du
Canada, le chefl de I'opposition 3 Ja Chambre
des communes et le chefl de chacun des parlis
qui v disposent d’au moins douze députés.

(2) Les membres du comiié de surveillance
sonl nommés & titre inamovible pour une durée
maximale de cing ans.

(3) Le mandal des memnbres du comité de
surveillance est renouvelable pouwr une durée
maximale identique

(4) Les membres du comiré de surveillance
ont le droit de recevoir, pour chague jour qu'ils

-exercent les fonetions qui leur sont conférées

en verm de la présente loi. la rémunération que
fixe le gouverneur en conseil et sont indemni-
sés des frais de déplacement et de séjour entrai-
nés par I’exercice de ces fonctions.

1984, ch, 21, art. 34,

35, (1) Le président est le premier dirigeant
du comité de surveillance.

(2) Le président peut désigner un membre
du comité de surveillance pour assumer la pré-
sidence en cas d’absence ou d’empéchement de
sa part; a défaut d'une telle désignation préa-
lable ou en c¢as de vacance du poste de pré-
sident. le ministre désigne le président sup-
pléant parmi les autres membres.

1984, ch. 21, a1, 35, .

36. Le comité de surveillance peut, avee
I"approbation du Counscil du Tresor :

d) engager un seoretaire et le personnel dont

il a besoin,
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(6) fix and pay the remuneration and ex-
penses of persans engaged pursuant to para-
graph (a).

1984, c. 21,5 36,

37. Every member of the Review Commit-
tec and every person engaged by it shall com-
ply with all sceurity requirements applicable by
ar under this Act to an employee and shall take
the cath of secrcey set out in the schadule.
1984,c.21,5.37

38. (1) The functons of the Review Com-
mittee are

(@) o review genevally the perlormance by

the Service of its duties and functions and, in

conneetion therewith,

(i) [Repealed, 2012, c. 19, s. 381]
{11} to review directions issued by the
Minister under subsection 6(2),

(iti) to review arrangeénients entered mito
by the Service pursuant to subsections
13(2) and (3) and 17(1) and to monitor the
provision of information and intelligence
pursuant to those amangzments,

(iv} o review any repolt or comment giv-
en to it pursuant to subscction 20(4),

(v) to monitor any request referred to in
paragraph 16(3){(«) made to the Service,

(vi) to review the regulations, and

(vii) o compile and analyse statislics on
the aperational activitics of the Service;
() to arvange for reviews to be conducted,
ot to conduct reviews, pursuant to seclion

40; and

{¢) to conduct investizations in relation to

(1) complaints niade to the Committec un-
der sections 41 and 42,

(i) reports made to the Commitee pur-
suant to section 19 of the Citizenship Aet,
and

(iii) matters referred to the Committec
pursuant to section 45 ol the Canadian
Human Rights de.

(2) As soon as the circumstances permit af-
ter receiving a copy of a report referred to in
subsection 8(4), the Review Committee shall
submil w the Minisler a certificate stating the

remnent de séouritd — (7 juin 2043

b) fixer et verser la rémundration ct les frais
des personnes visées a I’alinéa «.
1984, ¢h. 21, arc. 36.

37. Les membres du comité de surveillance
et les personnes qu’il engage se conforment zux
conditions de séeurité applicables aux em-
ployés en vertu de la présente loi et prétent le
serment de secret meationné 2 ['annexe,

1984, ¢l 20, art. 37,

38. (1) Lc comite de surveillance a les fone-
rions suivantes :

a) surveiller la fagon dont le Service exerce
ses fonclions et & cet égard :

{i) [Abrogé, 2012, ch. 19, art. 381]

(i) examiner les instruélions que donne Iz
ministre en vertu du paragraphe 6(2),

(iii) examiner les ententes conclues par le
Sérvice en vertu des paragraphes 13(2) et
(3) et 17(1), ef surveiller les informations
ot renseignements qui sont transmis en
vertu de celles-ci,

(iv) examiner les rapports et comimen-
taires qui Jui sont fransmis en conformité
avec le paragrapbe 20(4),

(v) survéiller les demandes qui sont pré-
sentées an Seivice en vertu de l'alinéa
16(3)a),
{vi) examiner les reglements,
(vii) réunir et analysei dés statistiques sur
les activites opérationnielles du Service:
£) elfectuer ou faire effectuer des recherches
en vertu de Particle 40;

¢) faire erdquéte sur :
(1) les plaintes qu’il recoit en verm des ar-
ticles 41 er 42,
(ii) les rapports qui Ini sont transmis en
vert de article 19 de la Loi sur la ci-
lovennete,

(1ii) les affaires qui lui sont wansmises en
vertu de ["ariicle 45 de la Loi canadienne
sur les draits de la personne.

{2) Dans les plus brefs délais possible aprés
réeeption du rapport visé au paragraphe 6{4). le
celité de surveillance remet au ministre un
certifical indiguant dans guelle mesure Ie rap-
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extenl to which it is satisfied with the report
and whether any of the Service’s operational
activities described in the report, in its opinion,

() is not authorized by or under this Act or
contravenes  any direclions issued by lhe
Minister under subsection 6(2); or

{H) involves an unreasonable or unnccessary
exercise by the Service of any ol its powers.
RS, 1985, c. C-23, 5. 3B: 2001, c. 27, 5. 225; 2012, c. 19,

s 381

39. (1) Subject to this Act the Review
Committee may determing the procedure to be
tollowed in the petformance of any of its duties
or functions.

(2) Despite subsection 18.1(2), any other
Act of Parliamnent or any privilege under the
law of evidence, but subject to subsection (3),
the Review Committee is entitled

{a) to have access to any information under
the control of the Service that relates to the
performance of the duties and functions of
the Comntiltee and to receive ‘from the Di-
reetor and employees such information, re-
porls and explanations as lhe Committee
deems necessary for the performance of its
duties and functious; and

(h) during any investigali'nn referred to in
paragraph 38(c), to have access to any infor-
mation under the control of the deputy head
concemed that is relevant to the investiga-
tion. .

(3) No information described in subsection
(2), other than a confidence of the Queen’s
Privy Council for Canada in respecl of which
subsection 39(1) of the Cunada Evidence Act
applies, may be withheld from the Commiltee
on any grounds.

R.5, 1985, & C-23,5 39; 2012, c. 19, 5. 382; 2015, £. 9. &
9.

40. (1) For the purpose of ensuriug that the
activities of the Service are carmried our in ac-
cordance with this Act, the regulations and di-
vections issued by the Minister under subsce-
tion 6(2) and that the activities do not mvolve
any unrcasonable or unnecessary exercise by
the Service of anv of its powers. the Review
Committee may

port lut parait acceptable et signalant toute acni-
vité opératicnnclle du Service visée dans le rap-
port qui, selon lui

«) n'est pas autorisée sous le régime de la
presente loi ou contrevient aux insiructions
données par le ministre en vertu du para-
sraphe 6(2);

b) comporte un exercice abusif ou inutile

par le Service de ses pouvoirs.

L.R. {1985), ch. C-23, an. 38; 2001, ch. 27, arv 225; 2012,
¢l 19, wt. 38

39. (1) Sous réserve des autres dispositions
de la présente loi, le comité de surveillance
peut déterminer la procédwre @ suivre daps
Vexercice de ses fonctions.

(2) Malgré le paragraphe 18.1(2), toute autre
loi téderale ou route imnmunité recannue par le
droit de la preuve, mais sous réserve du para-
graphe (3), le comité de surveillance :

a) est autorisé a avoir acees aux informa-
tlions qui se rauachenl a 1'exercice de ses
fonctions et qui relévent du Service el 4 rece-
voir du direcieur et des employés les infur-
mations, rapports et explications dont il juge
avoir besoin dans cel exercice;

hy au cowrs des enquétes visces @ ['alinéa
38¢), esl autorisé 4 avoir acces aux informa-
tions qui se rapportent & ces enquétes et qui
relévent de I"administrateur général concer-
ne.

{3) A I"exception des renseignements confi-
dentiels du Conseil privé de la Reine pour le
Canada visés par le paragraphe 39(1) de la Lot
sur la preuve au Cunada, aucune des informa-
tions visées au paragraphe (2) ne peut, pour
quelque motil’ que ce soil, étre refusée an comi-
1.

LR. (1985), eh C-23, aru 39; 2002, ch. 19, are 382; 2013,
ch:9. arl 9.

40. (1) Afin de veiller d ce que les activités
du Service soient conduites contormément a la
présente lot, 4 ses réglements ot gux instruc-
tions du minisire visées au paragraphe 6(2), et
qu'elles nz donnent pas licu & 'exercice par le
Serviee de ses ponvours d'une facon abusive ou
inulile, le comité de surveillance peut
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{ar) direct the Service to conduct a review of

the Service's specific activities and provide
the Copunittee with a report on the review;
ar .
(&) if it considers thal a review by the Ser-
~vice would be inappropriate, conduct such a
review jiscll

(2) On completion of a review conducted
under subsection (1), the Review Commitiee
shall provide the Minister and the Dircctor with
the Tollowing:

(&) in the case of a review conducted by Lhe
Service, the Service’s report to the Cominit-
tee along with any recommendations that the
Cominiltee considers appropriate; and

(&) in the case of a review conducied by the
Comruittee, its own report, which is to con-
fain the findings of the review and any rec-
ommendations that the Committee eonsiders
appropriate,

R.S., 1985, ¢, C-23. 5: 40; 2012, €. 19, 5. 383.

CoMPLAINTS

41. (1) Any person may make a complaimnt
w the Review Committee with réspect to any
act or thing done by the Service and the Com-
miztce shall, subject to subsection (2), investi-
gate the complaint it

{a) the complainant has made a complaint to
the Director with respect to that act or thing
and the complainanf has not reccived a re-
sponse within such period of lime as the
Commitlee considers réasonable or is dissal-
isfied with the response given; and

(6) the Committee is satisfied that the com-
plaint is not trivial, frivolous, vexatious or
made in bad [ailh.

(2) The Review Commiliee shall nol investi-
gate a complaint in respect of which the com-

plainant is entitled to seek redress by mzans ol

a grievance procedure established pursuant to
this Act or the Public Service Labour Relations
Act.

RS, 1985, 5, C-23,2,.41; 2003, ¢. 22, 5. 146{E).

42. (1) Where, by reason only of the denial
of"a security clearance required by the Govern-
meat of Canada, a decision is made by a deputy
hzad to deny employment to an individual or to
disiniss, demote or transier an individual or Lo

a) sait faire effectuer par le Service Jes re-
cherches sur certaines activitds du Service et
exiger de lui qu’il lui en fasse rapport;

h) soit effectuer ces recherchies lui-méime
s'il juge qu'il serait contre-indiqué de les
faive effectuer par le Service.

(2} A llissue des recherches, le comite de
surveillance envoie aw ministre et au dirscteur

a) si les recherches ont été effectuées par le
Service, le rapport que celwi-¢i lui a lajt par-
venir el les recommandalions que le comnilé
juge indiguées;

b)Y s'il a effecrué lui-méme les recherches,
son propre rapport contenant ses conclusions
et les recommandations qu’il juge indiquées.

LR, (1985, ¢h, C-23, art 40: 2012, ¢h. 19, il 383

PLAINTES

41. (1) Toute personue peut porter plauite
contre des activités du Service auprés du conn-
€ de smrveillaioe; celui-ci, sous téserve du pa-
ragraphe (2), fait enquéte a la condition de s'as-
surer au préalible de ce qui suit :

a) d’une party la plainle a éé présentée au
dirccteur sans que ce dernier ait répondu
dans un délai jugé normal par le comité ou
it fourni une réponse qui satisfasse le plai-
gnant,

h) d’autre part, la plainte n’est pas frivole,
exaloire, sans objet o entachée de mau-
vaise foi. =

(2) Le comité de surveillance ne peut enqueé-
ter sur une plainie qui conslilue un griel” sus-
ceptible d’étre réglé par la procédure de griefs
établiz en vertu de la présente loi ou de la Lot

sur fes relations de travail dans la fonction pu-

bitgue,

LR (1985), ch, C-23, arr 41 3003, <l 22, art 146(A),
42, (1) Les mdividus qui font Vobjet d’une

déciston de renvai, de rétrogradation. de mula-

tion ¢u ¢'epposition 4 engagement, avancemeant

ou mulation prise par un admimsizatenr gensral

pour la seule raison du refus ¢ une habilitazion
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deny a promotion or fravsfer to an individual.
the depury head shall send. within ten days af-
ter the decision is made, a notice piforming the
individual of the denial of the security clear-
ance.

{2) Where. by reason only of the denial of a
secwrity clearance required by the Government
of Canada to be given in respect of an individu-
al. a decision is made Lo deny the individual or
any other person a contracl (o provide goods or
services 1o the Government of Canada. the
deputy head concerned shall send, within ten
days aflter the decisivn is made, a potice in-
forming the individual and. where applicable,
the other person of the denial of the security
clearance.

(3) The Review Commiltee shall receive and
investigate a complaint from

() any individual referred to in subsection
(1) who has been denied a security clearance;
or

(b) any person who has been denied a con-
tract to provide goods or services to the Gov-
emnent of Canada by reason only of the de-
nial of a security clearance in respect of that
person or any individual.

(4) A complaint under subsection (3) shall
be made within thirty days after receipt of the
notice referred to in subsection (1) or (2) or
within such longer period as the Review Com-
miltee allows,

1984, ¢ 21,442,

43. A member of the Review Commitiee
may exercise any of the powers or perform any
of the dufies or functions of the Conunitice un-
der this Part in relation to complaints.

1984, . 21, 5. 43.

44. Nothing in this Act precludes the Re-
view Commmittee from receiving and investigat-
ing complaines described in sections 41 and 42
that are submitted by a person authorized by
the complainant o act on bebalf of the com-
plammant, and a veference to a complainant in
any other section includes a reference to a per-
son 50 authorized.

1984, ¢, 21, 5 44.

de sccurité que le gouvemement du Canada
cxige doivent étre avisés du refus par Padmi-
nistrateur général; celui-ci envoie Mavis dans
les dix jours suivant la prise de la décision.

{2) Dans le cas ol, pour la seule raison du
refus d’une habilitation de sécurité que le gou-
verneniett du Canada exige & ’égard d’un indi-
vidu, celui-ci.ou une autre personne fajl "objet
d’une décision d’opposition & un contrat de
fourniture de biens ou de services 4 ce gouver-
nement. I"administrateur général concerné en-
voie dans les dix jours suivant la prise de la dé-
cision un avis informant I'individu, et s'il y a
licu Iautre personne, du refus.

(3) Le comité de surveillance regoit les
plaintes et fait coquéte sur les plaintes présen-
tces par;

a) les individus visés au paragraphe (1) & qui
une habilitation de sécurité est refusée;

b) les personnes qui ont fait I’objet d'uns
décision d’opposition & un contrat de foumi-
ture de biens ou de services pour la seule rai-
son du refus d’une habilitation de sécurité &
ces personnes ou 4 quiconque.

(4) Les plaintes visées au paragraphe (3)
sont & présenter dans les trente jours suivant la
réception de 1'avis mentionné aux paragraphes
(1) ou (2) ou daans le délai supérieur accorde par
le comité de surveillance.

1984, ch. 21, art, 42,

43. Un membre du comité de surveillance
peut, a I'égard des plaintes dont celui-ci est sai-
si. exereer les pouvoirs et fonctions que la pré-
sente partic confére au comite.

1984, ch. 21, arL 23,

44, Le comité de surveillance peut receveir
les plaintes visées aux articles 41 et 42 par I'in-
termediaire d’un représentant du  plaignant.
Dans les auwes articles de la présente loi, les
dispositions qui concement I plaignant
concernent également son représentant.

1984, ch, 21, wr. 44,
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45. A complaint under this Part shall be
made to the Review Committee in writing un-
luss the Committee authorizes otherwise,

(934, ¢ Tlos 45

46. The Review Committee shall, as soon as
practicable after receiving a complaint made
under section 42, send fo the complainant a
statement summarizing such information avail-
able to the Comumirtee as will enable the com-
plainant to be as fullv informed as possible of
the circumstances giving rise w the denial of
the security elearance and shall send a copy of
the statement to the Director and the deputy
head concerned.

1934, ¢ 21,5 46,

INVESTIGATIONY

47. Before commeneing an investigation of
a complaint referred to in paragraph 38(¢) other
than an investigation under scction 41, the Re=
view Committee shall notify the Director and,
where applicable, the deputy head concerned of
its .intenlion to carry oul the investigation and
shall inform he Director and Llhe deputy head
of the substance of the complaint,
|984; ¢. 21, 5.47.

48. (1) Every investigation of 4 complaint
under this Part by the Review Comimiftee shall
be conducted in private:

(2) In the course of an investigation of a
complaint under ths Part by the Review Com-
miltee, the complainant, deputy head concemed
and the Director shall be given an opportunity
to make representations to the Review Commit-
Lee, fo present evidence and to be heard person-
ally or By counsel, but o orie is entitied ds of
right te be present during, to have access to or
to comment on representations made Lo the Re-
view Commiftee by any other person.

1984, ¢. 21,5 48,

49. Tn the course of an mvestigation of a
complaint under this Pan, the Review Commit-
sz shall. where appropriate, ask the Canadian
Human Rights Commission for its opinion or
comments with respect to the complaint.

1984, . 21,549

45. Les plaintes visces a la présente pamie
sont A présenter par éent an comuid de surs
veillanee, sauf autorisation conliaire de celui-
cl, ,

1984, ch 21, w45

46. Afin de permetre au plaignant d°éme 1n-
formé de la facon la plus complete possible des
ctreonstances qui ont donné liew au refus d'une
habilitation de séewitd, le comiié de sur-
veillanee lur envoic, dans les plus brefs délais
possible aprés réception dune plainte présentée
en vertu de Particle 42, un résumé des inforaa-
tions dont il dispose 4 ce sujet; il envoie un
exemplaire du résumé aw Jirscteur et & "admi-
nistrateur géneral concerné
1984, ch, 21, urt. 46.

EMOUETES

47. Le comité de surveiliance, avant de pro-
ceder aux enquétes visées a alinéa 38c¢), autres
que celles failes en vertu de 'article 41, avise
le directenr cr, 8’11 v a licu, I'administraicur gé-
néral concerné de son intention d'enquéler et
leur fait connaitre I"objet de 1a plainte.

1984, chi 21, 47

48. (1) Les enquéltes sur les plaintes présen-
tées en vertu de la présente partie sont lemues
en secrel.

(2) Au cows d'une enquéte relative i une
plainte présentée en vertu de la présente partie,
le plaignant, le directeur et Padministratear gé-
néral concemé doivent avoir la possibilité de
présenter des observations et des éléments de
prenve au comité de surveillance ainsi que
d’&tre entendu en personne ou par inlermé-
diaire d’un avocat; towtetois, nul n’a le droit ab-
solu d'élre présent Jorsqu'une autre personne
preésente des observatons au comité, ni d’en re-
cevolr communication ou de faire des commen-
Laires & leur sujel.

1984 ch. 21, anm. 43

49, Au cours d'une enquéte relalive a4 une
plainte présentée en vertu de la présente partie,
le comité de surveillunce demande. si cela est
opportun, & la Commission canadienne des
droits de fa persanne de lui dorner son avis ou
ses commentaires sur la plainie.

1984, ch 21 w1 45
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50. The Review Commputtee has, in relation
to the investigation of any complaint under this
Part, power

{a) o summon and enlorce the appearance
of persons before the Commiree and to com-
pel them to give oral or written cvidence on
oath and to produce such documents and
things as the Conunittec deomns requisite 1o
the full investigation and consideration of the
complaint ia the same manncr and to the
same exlent as a superior court of record;

(H) to administer oaths; and

{¢) to receive and uccept such evidence and
other information, whether on vath or by af-
fidavil or olherwise, as the Comnittee sees
fit, whether or not that evidence or intorma-
tion is or would be admissible in a cowt of
faw.

1984, ¢. 21, 5, 50.

51. Except in a prosecution of a person for
an offence under section 133 of the Criminal
Code (false statements 1n extra-judicial pro-
ceadings) in respect of a statement made under
this Acl, evidence given by a person in pro-
ceedings under this Part and evidence of the ex-
istence of the proceedings are madmissible
apainst that person in a court or in any other
proceedings.

1984, ¢. 21, 5. 51,

52. (1) The Review Committee shall,

(a) on completon of an investigation in re-
lation to a complaint under section 41, pro-
vide the Minister and the Director with a re-
port containing the findings of the
mmvestigation and any recommendations that
the Committee considers apprapriate; and

(b) at the samne time as or after a report is
provided pursuant to paragraph (a), report
the findings of the invesugation to the com-
plainant and may, 11’ it thinks fit. rcport to the
complainant any recommendations referred
to in that paragraph,

(2) On completion of an investigation in re-
lation to a complaim under section 42, the Re-
view Committee shall provide the Minister, the
Divector, the deputy head concemed and the
complainant with a report containing any rec-
ommendations that the Conmittee considers

50. Le comité de surveillance a. dans scs en-

quétes sur les plaintes présentées en vermu de la
présente partie, le pouvoir ;

a) d’sssigper et de contraindre des (émoina &
comparaitre devant lui, & déposer verbale-
ment ou par gcril sous serment er a produire
les piéces qu’il juge indispensables pour ins-
truire et examiner a fond les plaintes, de la
méme fagon et dans la méme mesure qu’une
cour supéricure d’aichives;

b) “de faire préter serment;

¢) de recevoir des éléments de preuve ou des
informations par déclaration verbale ou
écrite sous sermenl ou par Lot aulre moyen
qu'il estime indiqué, indépendamiment de
leur admissibilité devant les tribunaux.

1984, ch. 21, arc. 50,

51. Sauf les cas ou une personne est pout-

suivie pour une infraction visée d Varticle 133
du Code criminel {fausses déclarations dans des
procédures extrajudiciaives) se rapportant a une
déclaration faite en vertu de la présente loi, les
déposilions faites an cours de procédures preé-
vues par la présente partie ou le fait de I"exis-
tence de ces procédures ne sont pas admissibles
contre le déposant devant les tibunaux ni dans
aucune autre procédure.

1984, ch. 21, art. 51.

52. (1) Le comité de surveillance :

a) & Dissue d’une enquéte sur une plainte
présentée en vertu de article 41, envoie au
ministre et au directetir un rapport contenant
ses conclusions et les recommandations qu’il
juge indiguées;

b) enméme temps ou plus tard, fait parvenir
au plaignant les conclusions de son cnquéte:
sl le juge a propos, il peut y joindre tout ou
partic des recommandations mentiomées a
|alinga a).

(2) A l'issue d'ane enquéte sur une plainte

présentée en vertu de NMaticle 42, le comité de
swrveillance envoie au ministre, au directeur, a
I'administrateur général concerné et an plai-
gnant un rapport des recommandations qu’il

Tab/Cnglett
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appropriate, and those findings of the investiga-
tion that the Commitice considers it fit to report
to the complaimant.

1984, ¢, 21,5.52

RE®ORTS

53. The Review Committee shall, not later
than Seprember 30 in each fiscal year, submit
o the Minister a reporl of the activitics ol the
Committee during the preceding tiscal year and
the Minister shall cause the report o be laid be-
fore cach Flouse of Parliament an any of the
first [ifleen days on which that House is sitting
after the day the Minister receives ir
R.5, 1985, ¢ C-23, % 533:R.5, 1983, c: | {(4#th Sapp.). 5. 7.

34. (1) Al ledst once a vear, and at any oth-
er fiine at the Minister’s reéquest, the Review
Commiliee, or a person engaged by it and des-
ignated by it for the purposes of this section,
shall meet the Minister and brief him or her on
any matter that relates lo the performance by
the Service of its duties and functions.

(2) The Review Commitiee may, on request
by the Minister or at any other time, furnish the
Minister with a special report concerning any
matter that relates to the performance of its du-
ties and functions,

R.S., 1983, c.C-23,5.54; 2012, ¢. 19, 5. 384.

55. The Review Committes shall consult
with the Director in order lo ensure coinpliance
with section 37 m preparing

(@) astatement under section 46 of this Act,

subsection 45(6) of tlie Canadian Human

Rights Act or subsection 19(5) of the Cirizen-

ship Act;, or

(4) a report under paragraph 52(1)(). sub-

scction 52(2) or section 53 of this Act, sub-

ection 46(1) of the Canadian Human Rights

Act or subsection 19{6) of the Cifizenship

Act.

R.S.. 1985 ¢ C-23, 5 55: 2000, v, 27, 5. 226

PART IV
REVIEW BY PARLIAMENT
56, 1) Atlter July 16, 1989, a compichen-

sive review ol the provisions and operation of

this Act shall be undertaken by such commiilice

Iy

L

juge indiguées et des conclusions qu’il juge 3
propos de communiguer au plaignant.

1984, eh 21, art: §2

RaPPORTS

53. Au plus tard le 30 septembre, e comité
de surveillance présente au ministee son rapport
dractivité pour ["exercice précédant ceite date.
Le ministre le fait déposer devant chagque
chambre du Parlement dans les quinze premiers
jours de séance de celle-ci suivant sa réception.
L.R.‘F{l%i]. ¢h. C-23. arv 53; LR (1985), ch. | ¢4¢ suppl.),
art.

54. (1) Au moins une fois par année, e 2
tout autre moment a la demande du ministre, e
comité de surveillance ou la personne engagée
par celui-ci et désignée par lui pour Papplica-
tion du présent article rencontre le ministre et
I'informe sur la fagon dont le Service exerce
ses fonclions.

(2) [.e comité de swrveillance peut, de sa
propre initiative ou & la demande du ministre,
présenter 4 celui-ci un rapport spécial sur toule
question qui reléve de sa compétence,

L R (1983}, ch. C-23, art. 54: 2012, chi. 19, art 384

55. Le comité de surveillance consulte le di-
recleur en vue de "observation de Particle 37
pour |"établissement :

a) des résumés visés & article 46 de Ia pré-

sente loi, au paragraphe 45(6) de la Loi cana-

dienne sur les droits de la personne ou au
puragrapbe 19(3) de la Loi sur la citoyenne-

e,

h) des rapports visés a I'alinéa 52(1)h). au
paragraphe 52(2) ou a L'article 53 de la pré-
sente loi, au paragraphe 46(1) de la Loi cana-
dienne sur les droits de la personne ou au
paragraphe 19(6) de la Loi sur la ciloyenne-
.

L.R.119R3). ¢h, C-23, s, 5522001, eb, 27, il, 226,

PARTIE IV
EXAMEN PARLEMENTAIRE

36, (1) Aprés le 16 juillet 1989, un examen
complet des disposilions et de 'applicatinon de
{a présente loi doit érre fail par le comité, soit
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of the House of Commons or of both Houses of
Pacliament as may be designated or established
by Parliament for that purpose.

(2) The commidee referred to in subsection
{1) shall, within a year after a review is under-
takcen pursuant to that subsection or within such
further lime as Parliament may authorize, sub-
mit a report on the review to Parliamenl includ-
ing a statement of any changes the commiltee
recommends.

1984, ¢ 21,3 69

de la Chambre des communes, soit mixie, gue
le Parlement désigne ou constitue & cette fin.

(2) Dans I’année qui suit le début de son
étude ou dans le délai supérieur que le Parle-
ment lui accorde, le eomité visé au paragraphe
(1) remet sou rapporl, accompagné des modili-
cations qu’il recommande, au Parlement.

1984 cb. 21. art. 69,
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SCHENULE
{Settion 101
OATH OF OFTICE
I ey swezel thor Dwil Rdttuiby und impartaotly ws the best o) my

pbilitics petferm the dulivs required of me 35 (Che Dircewn, an employee) of
the Caradion Szzurity Intelligence Servjce S helo me God.

OATH OF SECRECY

L i, #wem that 1 will not, withour due suthority, disclose or -

rrake known ta any person any nformation acquired by me by reason of te
dulies pertormued by me on beball of or under the divection ot the Capadian
Security Tntelligence Service or by reason of any office or cmployment beld

ANNEXE
farticle 1)

SERMENT PROFESSIONNEL

Je, - jure gue je remplinti avee {1d2lté, hnpartialité et duns
wite la mesure de mes moyens les (onctions gui m’incombent en gualid {de
directeur on d'emiployé) du Service canadicr du renssignemant de sécuritd,
Ainst Dieu me suit en aide,

SERMENT DE SECRET

i gl “. jure que, souf awrorisation régulidgrement donnée, je ne ré-
vélerai rien de ce qui sera parvenu & ma connaissance dans Mexercice de mes
fanclions pour le comple ou sous la dicection du Service canadien du rensei-
gnement de sécurité ou en mison des charges ou de I'emplol que je détizns

by we porsuant to Ute Cunadian Security Inteiligence Service der. So helpme  sous le régime de la Loi sur le Servive canadien dit renseig de sécirits.

Gol. Ainsi Dicu me soil on zide,

1984, ¢. 21, Sch. {984, ch 21, ann
Ve
3
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RELATED PROVISIONS

— 2003, ¢ 38, 5. 16, 25 amended by 2003, ¢ 38, par
144()a)(E)

16. The following definitons apply in sections 17
to 19 and 21 10 28,

“former agency” means the portion of the federal
public administration known as the Canada Border
Services Agency.

“pew agency” means the Canadi Burder Serviees
Agency established under subsection 3(1).

“order P.C. 2003-2064" means Oider in Council
P.C. 2003-2064 of December 12, 2003, registered as
SI2003-216.

— 2005, ¢. 3%, par. L9(D(N

19. (1) A reference Lo the former agency in any
of the following is deemet w be a reference w the
new agcuey:

{f) any order of the Govemor in Council made un-
der pacagraph 2%(e) of the Canadign Security In-
telligenee Service Act;

— 2005, ¢ 38, par. 19{2)(a)

19. (2) The designation of a person as deputy
head of the former agency in any of the following is
deemed to be a designation of the President of the
new ageney as deputy head of that agency:

(a) any ocder of the Governor in Cowseil made
under paragraph 29( e) of the Canadian Security
Imtelligence Service Aet; and

DISPOSITIONS CONNEXES

— 2003, ch. 38, art. 16, moditié par 2005, ch. 38, al.
144 E)

16. Les définitions qui suivenr s*appliquent aux
articles 174 19et 21 4 28,

wancigone ageocey Le secteur de administration
publique ledérale appele Agence des services froaw-
liers du Canada,

wdéeret CP. 2003-2064» Le décret CP. 2003-2064
du 12 décembre 2003 portant [e puméio d'enregis-
rement TR/2003-216.

«nouvelle agences L'Agence des services [ronta-
liers du Canada constituée par le paragraphe 3{i).

— 2005, ch. 38,4l 19(1Y)

19. (1) La mention de Pancienne agence dans les
lextes ci-apres vaut mention de o oouvellz agence :

) tout décret pris en vertu de alinéa 29 ¢) de la
Lot sur le Service canadien du renseignement de
securite;

-— 2005, ch. 38, al. 19(2)a)

19. (2) La désignation de loute pgrsonne i utre
d'administrateur générul de Pancienne agence dang
les [extes ci-aprés vaut désignation du président de la
nouvelle agence @ lire & administrateur général de
celle-ui

a) tout décret pris 2n vertu de "alinéa 29 ¢) de la
Lot sur le Service canadien du renseignement de
sécurite;

Tab/Cnglet1
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L.egislation

The CSIS (Canadian Security Intelligence Service) Act (hitp:/Maws-
Jois.justice.gc.caleng/acts/c-23/index.htmi}(1984) provides the legislative foundation for the
CSIS (Canadian Security Intelligence Service) mandate, outlines CSIS (Canadian Security
Inteligence Service) roles and responsibilities, confers specific powers and imposes
constraints, and sets the framework for democratic control and accountability for Canada's
security intelligence service. For example,

» The Act strictly limits the type of activity that may be investigated, the ways that
information can be collected, and who may view the information. Information may be
gathered primarily under the authority of section 12 of the Act, and must pertain to

" those individuals or organizations suspected of engaging in activities that may
threaten the security of Canada (i.e., espionage, sabotage, political violence,
terrorism, and clandestine activities by foreign governments).

» The CSIS (Canadian Security Intelligence Service) Act prohibits the Service from
investigating acts of lawful advocacy, protest, or dissent. CSIS (Canadian Security
intelligence Service) may only investigate these types of acts if they are linked to
threats to Canada's national security.

» Sections 13 and 15 of the Act give CSIS (Canadian Security Intelligence Service) the

authority to conduct security assessments on individuals seeking security clearances

(/scrtscrnng/index-en.php) when required by the federal public service as a condition

of employment.

Sections 14 and 15 authorize CSIS (Canadian Security Intelligence Service) to

conduct security assessments (/scriscrnng/index-en.php) used during the visa

application process and the application process for refugees and Canadian
citizenship.

Other legislation related to security intelligence includes the following:

« The Immigration and Refugee Proiection Act (hitp://laws-
lois justice.ge.calenglacts/I-2.5/index html) provides for security screening of people
in the refugee stream who may pose security risks and allows for their early removal
from Canada. This legisiation strengthens Canada's ability to detect and refuse entry
ta suspected terrorists. It streamlines the process for deporting anyone who enters
Canada and is later found to be a security threat. It also limits the right of refugee
claimants to appeal if their claims are rejected on grounds of national security, and

https://www.csis.gc.ca/bis/lgsltn-en.php 2015-07-14
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authorizes Citizenship and Immigration Canada to deny suspected terrorists access
to the refugee system.

The Anfi-terrorism Act (http://lcis-laws .justice.gc.ca/eng/acts/A-11.7/index. html) (Bill
C-36) creates measures to identiify, deter, disable and prosecute those engaged in
terrorist activities or those who support these activities. The legislation makes it an
offence to knowingly support terrorist organizations, whether through overt violence,
or through material support. The Anti-terrorism Act requires the publication of a list of
groups de=med to constitute a threat to the security of Canada and to Canadians.

+ The Securily . 'rformation Act (http://laws-lois,justice.gc.caleng/acts/O-5findex.html)
legislates various aspects of security of information, including the communication of
information, forgery, falsification of reports, unauthorized use of uniforms and
entering a prohibited place.

The Public Safety Act (hitp:/laws-lois.juslice.ge.caleng/acts/P-31.5/) enhances the
ability of the Government of Canada to provide a secure environment for air travel
and allows specified federal departments and agencies to collect passenger
information for the purpose of national security. It also establishes tighter controls
over explosives and hazardous substances and deters the proliferation of biological
weapons. While the Anti-Terrorism Act focusses mainly on the criminal law aspects
of combatting terrorism, this legislation addresses the federal framework for public
safety and protection.

Date modified:
2014-05-02

htips//www esis.ge.ca/bts/lgsiin-en.php 2015-07-14
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Role of CSIS

CSIS (Canadian Security Intelligence Service) is at the forefront of Canada's national
security establishment, employing some of the country's most intelligent and capable men
and women. The Service's role is to investigate threats, analyze information and produce
intelligence. It then reports to, and advises, the Government of Canada to protect the
country and its citizens. Key threats include terrorism, the proliferation of weapons of mass
destruction, espionage, foreign interference and cyber-tampering affecting critical
infrastructure. CSIS (Canadian Security Intelligence Service) programs are proactive and
pre-emptive.

Through its Security Screening Program, CSIS (Canadian Security Intelligence Service)
prevents non-Canadians who pose security concerns from entering Canada or receiving
permanent resident status or citizenship. The Service also safeguards the confidential
information of the Government of Canada from foreign governments and other entities that
may present a risk.

However, countering terrorist violence is the top priority for CSIS (Canadian Security
Intelligence Service). Terrorism, which has become a global phenomenon, is a very real
threat to our national security. Terrorists and their supporters come from a variety of
countries, cultures, political systems and socio-economic backgrounds. They include both
highly educated elites and more humble "foot soldiers.” Followers are recruited from
around the world, including our own country. CSIS (Canadian Security Intelligence
Service) strives to prevent terrorist acts from being planned in Canada, from occurring on
Canadian territory and from affecting Canadian citizens and assets abroad.

CSIS (Canadian Security Intelligence Service)' proactive role complements law
enforcement agencies such as police forces, which investigate crime and collect evidence
to support prosecutions in courts of law.

CSIS (Canadian Security Intelligence Service) activities and services can be grouped in
the following categories:

= Intelligence Collection and Analysis (/bts/ntllgnc-en.php)

« Sharing Intelligence (/bis/shrng-en.php)

» Security Screening {/scriscrnng/index-en.php)

Sharing Information with the Public (/bis/shrngpblc-en.php)
« Reaching out to Experts (/bts/cdmelrch-en.php)

https://www.csis.gc.ca/bts/role-en.php 20135-07-14
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Role of Other Departments and Agencies

While CSIS (Canadian Security Intelligence Service) is at the forefront of Canada's
national security system, several Canadian government departments and agencies also
provide services that, taken together, help to ensure the safety and protection of
Canadians.

Key Federal Government Departments

Key departments of the Government of Canada involved in the Canadian security and
intelligence community include the following:

« Public Safety Canada (htip://www.publicsafely.qc.calindex-eng.aspx): Provides
national leadership in assuring the viability and resilience of Canada's critical
infrastructure and for ensuring national civil emergency preparedness. Together with
partners in criminal justice and security, the department is also responsible for
protecting the public and maintaining a just, peaceful and safe society. Partner
agencies include the Canadian Security Intelligence Service, the Roya! Canadian
Mounted Police, the Canada Border Services Agency, the Canada Firearms Centre,
the:Correctional Services of Canada and the National Parole Board.

= Department of National Defence (htip://www.forces.gc.calen/): Assesses fareign
political and military information, and scientific and technical information. It provides
the government with an around-the-clock intelligence watch on developments abroad
that could affect Canada or Canadians. The Canadian Forces also maintain at high
readiness a counter-terrorism unit prepared to rescue hostages ar undertake other
action in respanse to a counter-terrarist incident.

« Foreian Affairs. Trade and Development Canada

(http:/Awww.international.ge.cal/internafional/index.aspx): Manages Canada's day-to-

day relations with the governments and people of other nations. The department

leads the country's efforts in developing effective international responses to security
issues in forums such as the United Nations and the G-8. Its security and intelligence
responsibilities include helping protect Canadians and Canadian government
facilities abroad, supporting Canadians abroad who are victims of terrorism,
managing such issues as the expulsion of foreign diplomats from Canada for security
reasons and can denying passports to those who represent a security risk.

Citizenship and Immigration Canada (hittp:/fwww.cic.gc.calenglish/index.asp):

Oversees the federal government's immigration and citizenship policies and

programs. As such, it helps to ensure that immigrants, refugees, and visitors who

come to Canada do not represent a risk. It has the authority to deny access to this

https:/Avwww csis.ge.ca/bts/role-en.php 2015-07-14
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country to those coming from abroad, revoke Canadian citizenship, and deport
people from Canada.

» Depariment of Justice Canada (http:/fAww.justice.gc.caleng/index.html): Provides
legal advice and services to federal government depariments and agencies. In CSIS
(Canadian Security Intelligence Service)' case, on-site legal counsels ensure the
legality of its security and intelligence activities. Senior Justice counsels also serve
on various committees that guide and coordinate the security and intelligence
community's activities.

+ Transport Canada (hitp://www.tc.gc.caleng/menu.htm): Sets and enforces security
standards for Canada's air, land, and water transportation systems, and directs the
transportation industry to take appropriate security measures to deal with threats.

Key Federal Government Agencies

Key agencies of the Government of Canada involved in the Canadian security and
intelligence community include the following:

» Roval Canadian Mounted Police (http://Mmww.rcmp-gre.ge.calindex-eng.him):
Enforces federal laws, investigates criminal offences related to espionage and
terrorism and collects and analyzes evidence to support prosecutions in court.

« Communications Security Establishment (http://www.cse-cst.gc.calindex-eng.html):
Provides the government with foreign intelligence by collecting and analyzing
information captured on foreign radio, radar, and other electronic signals, and
reporting its findings to the appropriate authorities. The CSE also helps to ensure
that the Canadian government's telecommunications are secure from interception,
disruption, manipulation, or sabotage.

- Canada Border Services Agency (htip://www.cbsa-asfc.gc.ca/menu-eng.html):
Manages Canada's borders by administering and enforcing the reguiations that
govern trade and travel as well as international agreements and conventions. The
agency provides the first line of defence in preventing inadmissible people, such as
terrorists, undeclared foreign Intelligence Officers, and criminals, from entering
Canada. The agency plays a key role in detecting attempts by foreigners to smuggle
weapons/bomb elements (conventional or weapons of mass destruction) into
Canada.

+ Privy Council Office (http:/iwww.pco-bep.ge.calindex.asp?lang=ena): Coordinates

the Government of Canada's policies relating to the security and intelligence

activities of all federal departments and agencies, and promotes international
intelligence relationships.

National Security Advisor: Advises the Prime Minister on security matters and

strengthens the capacity of the Privy Council Office io develop and implement an

https://www.csis.ge.ca/bts/role-en.php 2015-07-14
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integrated policy on national security and emergencies. The Advisor supports the
Security, Public Health, and Emergency Committee tc Cabinet, and coordinates
integrated threat assessments and inter-agency cooperation among security
organizations through the Integrated Terrorism Assessment Centre
{hitp:/Mmww.itac.ac.calindex-en.php).

» Financial Transactions and Reports Analysis Centre of Canada (hitp://iwww fintrac-
canafe.gc.cafintro-eng.asp): (FINTRAC (Financial Transactions and Reports
Analysis Centrs?) Receives, analyzes, assesses and discloses financial intelligence
on suspected money laundering, terrorist financing, and threats to the security of
Canada.

= Canadian Air Transport Security Authority (http:/fwww.catsa gc.ca/home): Protects
the public by securing critical areas of the Canadian air fransportation system.

Date modified:
2014-05-02
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Security Intelligence Cycle

CSIS (Canadian Security Intelligence Service) gathers intelligence information and
disseminates it to appropriate government policy-makers using a five-phase process,
known as the “security intelligence cycle,” which consists of the following in order:

The Security Intelligence Cycle

._Government Directlon

Dissaminstion =

1. Government direction
2. Planning
3. Collection

4. Analysis
5. Dissemination

1. Government Direction

CSIS (Canadian Security Intelligence Service) responds to direction from the Government
of Canada. This direction comes from the Minister of Public Safety Canada (PS (Public
Safety)) and focuses on matters concerning policies, operations, and the ongoing
management of CSIS (Canadian Security Intelligence Service). Through these directives,
CSIS (Canadian Security intelligence Service) develops palicy guidelines that cover many
areas of CSIS (Canadian Security Intelligence Service) activity, including guidance in the

use of investigative techniques.

https://www.csis.gc.ca/bts/cel-en.php 2015-07-14
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Intelligence priorities are evaluated each year based on an annual assessment and review
of the changing security environment. CSIS {Canadian Security Intelligence Service)
integrates government requirements into the intelligence cycle, based on ééhsulta{iﬂns
with other government departments and agencies.

2. Planning

Planning encompaz : =3 the entire intelligence process, which begins with threat
assessment and ends +. © ‘he delivery of intelligence products.

in planning an investigation, care is taken to ensure an appropriate balance between the
degree of intrusiveness of the investigation and respect for the rights and freedoms of
those being investigated.

3. Collection

CSIS (Canadian Security Inteliigence Service) investigators, who are located across the
country at regional offices, use a variety of methods te collect information on individuals
and groups whose activities are suspected of constituting a threat o national security.

The information necessary to conduct an investigation is collected from various sources,
including:

< open sources, which include newspapers, periodicals, academiic journals, foreign
and domestic broadcasts; official documents, and other published material; and

- members of the public, foreign governments, Canadian partners, as well as through
technical interception of communications and inguiry. Investigations that rely on
these techniques of information collection are subject to a rigorous process of
accountability and review (/bts/ccntblt-en.php).

Information on global trends that might have Canadian security implications is collected by
security liaison officers (SLO (Security Liaison Officer)s) posted at Canadian diplomatic
missions abroad. SLO (Security Liaison Officer)s consult with foreign police and security
intelligence agencies, collect and analyze open-source information, and conduct security
screening assessments of prospective immigrants.

4. Analysis

hitps://www.csis.ge.cabis/cel-en. php 2015-07-14
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CSIS (Canadian Security Intelligence Service) investigators and SLO (Security Liaison
Ofiicer)s assess the quality of the information gathered locally to prepare a security
intelligence report. The information is sent to CSIS (Canadian Security Intelligence
Service) Headquarters in Ottawa for further analysis and combined with information
provided by other Canadian government departments and agencies, foreign intelligence
agencies, and open sources. The analysis process results in intelligence reports and
threat assessments. CSIS (Canadian Security Intelligence Service)' Government Liaison
Unit, which is responsible for maintaining regular contact with departments, enables the
Service to tailor intelligence information to a department's specific requirements.

5. Dissemination

The Government of Canada and law enforcement authorities are the main recipients of
intelligence reports and threat assessments. For example:

+ Royal Canadian Mounted Police (RCMP (Royal Canadian Mounted Police)) uses
threat assessments to determine the level of security required to protect foreign
diplomatic missions in Canada and Canadian VIPs;

« Foreign Affairs and International Trade Canada uses CS|S (Canadian Security
Intelligence Service) products to determine the appropriate level of protection
required for Canadian missions and overseas personnel; and

» Transport Canada uses CSIS (Canadian Security Intelligence Service) products
when considering security concerns for the travelling public.

Date modified:
2014-05-02
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Intelligence Collection and Analysis

Intelligence Collection

The people who work at CSIS collect information in Canada and abroad and use it as the
basis for providing advice to the Government of Canada in the form of intelligence reports
about activities that may constitute a threat to the security of Canada. This information is
collected from many sources, including:

* members of the public

= foreign governments

= human sources

= technical interception of telecommunications

= open sources including newspapers, periodicals, academic journals, foreign and
domestic broadcasts, official documents, and other published material.

In planning and conducting an investigation, care is taken to ensure an appropriate
balance between the degree of intrusiveness of an investigation and the rights and
freedoms of those being investigated. Investigations that require use of mare intrusive
techniques, such as the interception of telecommunications, are subject to a rigorous
process of challenge and controls, including the use of a Federal Court warrant. For more
information about this pracess, see Accouniability and Review (/bts/centblt-en.php).

Analysis

CSIS analysts use their knowledge of regional, national, and global issues to assess the
quality of information gathered, and to convert the information into useful security
intelligence that is shared within the Canadian government and with partners in the
security and intelligence community.

On a sirategic level, CSIS produces reports on emerging trends and issues that could
affect the security of Canada and that provide context to specific threats and their security
implications. Strategic assessments-which focus on thematic, global, and potential threats-
are particularly useful to palicy analysts and strategic decision-makers.

https://www.csis.ge.ca/bts/ntllgnc-en.php 2015-07-14
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On a tactical level, CSIS analyzes, publishes, and disseminates intelligence products that
address current threats to the security of Canada. Tactical analyses—which focus on
case-specific or country-specific threats—typically support a specific client or purpose.

What is "intelligence"?
in the present context, "intelligence” refers to the product resulting from the collection,

collation, evaluation and analysis of information with respect to issues covered under
the CSIS mandate.

Date modified:
2014-05-02
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Sharing Intelligence

Sharing intelligence and cooperation, both at the national and intermational levels, is
essential to effectively gauge current and future threats to the security of Canada and to
analyze terrorist trends.

Sharing Intelligence Nationally

At the national level, CSIS provides hundreds of briefings each year to various
communities including law enforcement and other security intelligence agencies;
academia; Canadian government departments and agencies, provincial, territorial, and
municipal governments; and the public.

Specific mechanisms for sharing intelligence include the following:

- Government Liaison Unit is responsible for maintaining regular contact with
Canadian government departments and agencies in order to determine their security
intelligence requirements. This enables CSIS to provide client-focussed service and
timely, value-added security intelligence advice.

- Threat Assessments, one of CSIS' key products, are evaluations about the scope
and immediacy of a variety of threats posed by individuals and groups in Canada
and abroad. Threat Assessments are used by Canadian organizations such as:

> The RCMP, to determine the level of security required to protect foreign
diplomatic missions in Canada and Canadian VIPs;

= Foreign Affairs and International Trade Canada, to determine the proper level
of protection required for Canadian missions and overseas personnel; and

> Transport Canada, when considering security concerns for the travelling public.

+ CSIS is also an active participant in the Government of Canada's Integrated
Terrorism Assessment Centre (ITAC), which produces comprehensive threat
assessments on terrorism that reflect information and intelligence coliected by all
players in the Canadian intelligence community.

« Threat and Risk Assessments (TRAs) are conducted by government departments
and agencies. CSIS provides assistance for their preparation when requested.

+ CSIS supplies information to the Enforcement Information index, an automated
system ‘administered by Canada Border Services Agency (CBSA) that alerts
immigration and customs officers about the threat posed to national security by

https://www.csis.ge.ca/bts/shmg-en.php 2015-07-14
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suspected and known terrorists, and foreign intelligence officers seeking admission
to Canada. The information enables Canadian immigration officials to refuse
applications from these suspects, effectively barring their entry to Canada. (More
information about the Immigration and Refugee Protection Act (htlp://laws-
loig.justice.ge.calenalacts/I-2.5/index html).

» Canadian immigration officials launch formal judicial proceedings, in cooperation with
CSI8, to have individuals who are deemed inadmissible on national security grourids
removed from Canada. Security Certificates are issued jointly by the Minister of
Public Safety and the Minister of Citizenship and Immigration, and reviewed by the
Federal Court, after which the subject may be deported. '

* In the course of its investigations, CSIS often obtains ancillary information
regarding criminal matters, which may be turned over to law enforcement
agencies. Extensive and timely liaison with the RCMP and other police authorities
has helped to apprehend criminals and prevent the threat posed by organized crime.

Sharing Intelligence Internationally

At the international level, CSIS works in close collaboration with Canada's fraditional allies
and sharés pertinent intelligence to counter the global threat of terrorism and the
proliferation of weapons of mass destruction. CSIS also cooperates with a number of other
countries and provides information to selected foreign agencies. Sfrict standards and
guidelines govern relationships with foreign entities and the sharing of intelligence. Prior to
entering into such agreements, all CSIS' foreign arrangements must be reviewed by the \
Minister of Foreign Affairs and International Trade and approved by the Minister of Public
Safety Canada. In addition, the Security Intelligence Review Committee (SIRC) and the
Office of the Inspector General carefully examine these arrangements and monitor the
exchange of information to ensure that the terms of the arrangements are upheld. For
more information, see Accountability and Review (/bis/centblt-en.php).

Date modified:
2014-05-02
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Sharing Information with the Public

CSIS stays in contact with the public through various programs and activities:

» Liaison/Awareness Program

+ Public Liaison and Outreach Program
« Media Relations Program

» Cross-culiural Roundtable on Security

Liaison/Awareness Program

The Liaison/Awareness Program provides for ongoing dialogue with private and public
organizations on the threat posed to Canadian interests by foreign governments which
engage in economic espionage. The program allows CSIS to collect and assess the
information needed ta investigate activities of economic espionage against Canada, while
enabling Canadian companies and public organizations:to reduce their vulnerability by
more effectively protecting themselves.

How to Participate

if you suspect that your organization has been the victim of economic espionage or if you
are interested in finding out how to best protect your organization against potential threats,
CSIS can deliver a presentation designed to sensitize your employees. The presentation
cavers same of the most common covert methods used by those who engage in economic
espionage, and describes the steps that an organization should consider in assessing its
vulnerabilities. The presentation also outlines the threat to information security, providing
recent examples of computer intrusions that illustrate the real threat posed to computer
and telecommunications systems. By participating in the program, your organization can
gain a better appreciation of the risks that may be facing it, which will enhance its ability to
protect sensitive or proprietary information and technology.

(Note: CSIS does not provide security consulting services, nor does it give tailored advice
on protecting proprietary information and technology.)

To arrange for a presentation at your location, please contact the CSIS office nearest you
(feontact-en.php?id=01).

https://www.csis.gc.ca/bts/shmgpble-en.php 2013-07-14
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Public Liaison and Outreach Program

The Public Liaison and Outreach Program is aimed at informing the public about the role
and activities of C8IS in supporting national security. In this context, the Public Liaison and
Ouireach officer responds to enquiries from the public, and, in cooperation with regional
officers, identifies opportunities to raise public awareness about issues relating to CSIS.

The officer provides briefings concerning CSIS's role and activities o federal and
provincial government departments and agencies, foreign liaison officers, universities,
associations and community groups across the country; distributes unclassified CSIS
publications such as the Public Report, resource materials such as the Backgrounders
series and multimedia presentations; and responds to requests for information (/contact-
en.php) received from the public.

Media Relations Program

The Media Relations Program plays an important role in ensuring that the media receives
timely, accurate, balanced and consistent information from CSIS.

The officer responsible for this program is CSIS's main media spokesperson. The officer
responds to media enquiries (/contact-en.php?id=03) and requests for interviews and
provides them with unclassified information.

Cross-cultural Roundtable on Security

A key element of the government's National Security Policy is the Cross-cultural
Roundtable on Security (hitp:/mww publicsafety.gc.calent/ninl-scrt/crss-clirl-rndibl/index-
eng.aspx), a forum aimed at engaging Canadians in a long-term dialogue on national
security matters, recognizing that Canada is a diverse and pluralistic society. The
Roundtable provides a forum to discuss emerging trends and developments stemming
from national security matters and serves to inform policy-makers.

Date modified:
2014-05-02
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Academic Qutreach

Academic Qutreach

World Watch: Expert Notes (/pblctns/index-en.php?cat=02)

« Qccasional Papers: Priority Issues (/pblctns/index-en.php ?cat=03)
* Other Documents (/pblctns/index-en.php?cat=02#other)

= Global Futures Forum (/pblctns/wrldwich/2012/gif-2012-en php)

Intelligence in a shifting world

Like every other aspect of modern life, the only real constant in the world of security and
intelligence is change.

Since the fall of communism, the global security environment has undergone a dramatic
shift. In addition to traditional state-to-state confiicts, there now exists a wide array of
security challenges that cross national boundaries and involve groups operating
independent of national governments. In this environment, security threats range from
terrorism, illicit networks and global diseases to energy security, international competition
for resources, and the security consequences emerging from the effects of global
warming. Several other factors such as globalization, the development of technology and
information technology are also driving this change and making national and global
security more complex and interdependent.

What we do

In September 2008, CSIS (Canadian Security Intelligence Service) launched its Academic
Outreach Program to better understand these current and emerging issues. By drawing
regularly on knowledge from experts and taking a multidisciplinary, collaborative approach,
the Service wants to play an active role in fostering a clearer understanding of security
issues. This process will benefit both the Service’s experts as well as the researchers and

https://www.csis.ge.ca/bis/cdmetrch-en.php 2015-07-14
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specialists who collaberate with us. The Program'’s activities aim to develop a long-term
view of various trends and problems, te challenge our own assumptions and cultural bias,
as well as to sharpen our research and analytical capacities.

Qur goals are fo:

» tap into networks of experts from various disciplines and sectors, including
government, think-tanks, research institutes, universities, private business and non-
governmental organizations (NGQOs) in Canada and abroad. Where those networks
do not exist, we may create them in partnership with various organizations;

+ stimulate the study of issues related to Canada's security and intelligence apparatus,
while contributing to an informed public discussion about the history, function and
future of intelligence in this country.

Through its Academic Outreach Program, the Service intends to support, design, plan
and/or host several activities, including conferences, seminars, papers, presentations and
round-table discussions. For example, the Service has been actively contributing to
development of the Global Futures Forum (/pblctns/wrldwich/2012/gif-2012-en.php), a
muifinational security and intelligence community.

While the Service does not take formal positions on issues, the results of scme of our
outreach activities are released on our publications page (/pblctns/index-en.php), mostly
as part of the World Watch: Expert Notes series. By publicizing the ideas emerging from
our projects, the Service seeks to stimulate debate and encourage the exchange of views
and perspectives with other organizations and individual thinkers.

Date modified:
2014-05-02
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At Home and Abroad

Domestic Cooperation

CSIS is a true national service, and, as such, its resources and personnel are
geographically dispersed across Canada. The CSIS National Headquarters is located in
Ottawa, with Regional Offices in Halifax, Montreal, Ottawa, Toronto, Edmonton and
Burnaby. CSIS also has District Offices in St. John's, Fredericton, Quebec City, Niagara
Falls, Windsor, Winnipeg, Regina and Calgary.

The geographic configuration allows the Service to closely liaise with its numerous federal,
provincial and municipal partners on security issues of mutual interest.

Additionally, CSIS has several Airport District Offices, including those at Toronto's Pearson
International Airport and at Vancouver's International Airport. These offices support
aviation security, and assist CIC and CBSA on national security issues. The CSIS Airport
District Offices also provide information to their respective CSIS Regional Offices and to
CSIS Headquarters, and liaise with other federal government departments and agencies
that have a presence within Canada’s airports.

CSIS continues to share information on security issues with a wide variety of domestic
partners. A key component of CSIS cooperation with its domestic partners remains the
production and dissemination of intelligence reports and assessments such as those
drafted by the Service’s Intelligence Assessments Branch and Canada's Integrated
Terrorism Assessment Centre, which is housed within CSIS headquarters.

One of CSIS’s most important domestic partners is the Royal Canadian Mounted Police
(RCMP). Because CSIS is a civilian agency without the powers of arrest, it will alert the
RCMP to security threats that rise to the level of criminality, whereupon the RCMP can
initiate their own investigation and lay charges if appropriate. CSIS collects intelligence
whereas law inforcement-the RCMP—collect evidence for criminal prosecution.

Over the past few years, CSIS and the RCMP continued to develop a series of protocols
on information-sharing. There is a growing body of Canadian jurisprudence in this area,
which the Department of Justice and the Public Prosecution Service of Canada have

htips://www.csis.ge.cahmndbrd/index-en.php 2015-07-14
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helped interpret for CSIS and the RCMP. The goal is to ensure that both organizations
work together in a way that enhances the national security of Canada while at the same
time respecting their respective legislative mandates.

To ensure that CSIS is in both practice and spirit a national service, intelligence officers
get to live and work in different regions of the country during the course of their careers.
One benefit of a CSIS career is the opportunity it provides to see Canada from coast-to-
coast-to-coast.

Foreign Operations and International Cooperation

Over the past decade, world events have democnstrated that the threats of terrorism and
espionage are not restricted by national borders. Many of the national security challenges
facing Canada originate from or have a strong nexus to events, foreign governments,
individuals and groups overseas.

Globalization has led to enhanced and more complex security threats from terrarism, other
untawful and violent extremist activity, espionage, weapons proliferation, illegal
immigration, cyber-attacks and other acts targeting Canadians domestically and abroad.
Canada's global presence in industry, diplomacy and as travellers of the world further
compounds these threats and often results in its citizens and interests being targeted or
threatened by terrorist groups and hostile foreign intelligence agencies.

The international dimension of terrorism manifested in Canada is continuously

demonstrated by the fact that foreign terrorists continue to inspire and provide direction to .
individuals and groups in Canada. Some Canadians and residents of Canada have left the

country to seek training in terrorist camps in Somalia, Pakistan and elsewhere in an

attempt to support or conduct terrorist operations within Canada or abroad. Additionally,

over the past several years, Canadians have been kidnapped in places such as Colombia,

Iraq, Afghanistan, Somalia, Kenya, Pakistan, Niger, and Sudan. Numerous Canadian

businesses, their workers and Canadian diplomats abroad have also been targeted or

threatened.

The intent of the CSIS Acf and, indeed, the expectations of Canadians, necessitaies that
CSIS is vigorously pursuing the collection of security intelligence wherever that intelligence
can be obtained, be it in Canada or overseas. As a result, CSIS has enhanced and
coniinues to maintain an international presence. In today's giobal envircnment, CSIS
liaison and cooperation with its international partners remains a crucial component of our
country’s ability to effectively investigate, assess and counter threats to Canada and its
interests.
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CSIS has officers stationed in cities and capitals around the world. Their primary function
is to collect and, where appropriate, share security intelligence information related to
threats to Canada, its interests and its allies with partner agencies. CSIS officers stationed
abroad also provide security screening support to Canada's Citizenship and Immigration
(CIC) offices and to the security programs of the Department of Foreign Affairs, Trade and
Development Canada (DFATD).

Occasionally, the Service is required to send Canada-based officers abroad to respond to
certain extraordinary situations. For instance, CSIS efforts have provided assistance in the
evacuations of Canadians from regions in turmoil. CSIS officers, at considerable personal
risk, have been dispatched to unstable countries and dangerous situations around the
globe. The training, expertise and commitment of CSIS personnel is well-known in the
global intelligence community.

The intelligence collected by CSIS has assisted Canadian government agencies to restrict
entry to Canada of individuals who represent threats to Canadian security interests.
CSIS's efforts have also cast light on the intentions and capabilities of terrorist groups and
hostile intelligence agencies that seek to target Canadians, Canadian interests and the
interests of our allies.

CSIS has more than 280 arrangements with foreign agencies or international

organizations in some 150 countries and territories. Of those arrangements, some 60 were
defined as ‘Dormant’ by CSIS (meaning there have been no exchanges for a period of one
year or more). Additionally, CSIS continued to restrict contact with eleven foreign entities
due to ongoing concerns over the reliability or human rights reputations of the agencies in
question, while two arrangements remained in abeyance pending an assessment of the
agency’s future. Finally, one arrangement was terminated following the dissolution of the
foreign agency.

For reasons of security and privacy, the Service does not publicly divulge details of the
information it exchanges nor does it identify the foreign agencies in question. CSIS must
protect its foreign arrangements in order to keep the relationships viable and secure.
Foreign agencies expect that the information they provide to CSIS will remain confidential,
just as the Service expects that any information it provides to foreign agencies will not be
divulged or disseminated to a third party without the Service’s prior consent.

Canada is a global entity with interests and equities at risk from terrorism, criminality and
hostile intelligence agencies. The international mosaic which helps sustain Canada as a
strong, healthy nation has, at times, revealed direct associations between international
terrorist groups and Canadian-based citizens and residents. These represent national
security concerns which require an international response, both in terms of information
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sharing and collection of intelligence outside of Canada. CSIS is positioned and committed
to pursuing its mandate to collect security intelligence, in Canada or overseas, in support
of protecting Canadians, Canadian interests and the interests of our international partners.

Date modified:
2014-05-02
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Government Gouvernement | i+
E* of Canada du Canada (_/anada
Canadian Security Intelligence Service (findex-en.php)
Home = About Us = Frequently Asked Questions (FAQ)

Frequently Asked Questions (FAQ)

CSIS (Canadian Security Intelligence Service)

Mandate

v What does CSIS do? .
CSIS (Canadian Security Intelligence Service) collects and analyzes information and
security intelligence from across the country and abroad, and reports to and advises the
Government of Canada on national security issues and activities that threaten the
security of Canada. The Service also provides security assessments to all federal

departments and agencies, with the exception of the Royal Canadian Mounted Police
(RCMP (Royal Canadian Mounted Palice)).

¥ What constitutes a threat to the security of Canada?
The activities that constitute a threat to the security of Canada include:

= terrorism, that is, serious violence for the purpose of achieving a political, religious
or ideological abjective;

- proliferation of weapons of mass destruction;

o espionage; and,

= foreign-influenced activity.

v How does CSIS differ from the RCMP?
While GSIS (Canadian Security Intelligence Service) is strictly concerned with collecting
information ‘and security intelligence for the purpose of advising the government, the
role of the RCMP (Royal Canadian Mounted Police) and other law enforcement
agencies is to investigate criminal activity and to collect evidence that can be used in
criminal prosecutions.

v Is CSIS allowed to investigate protest groups?
CSIS (Canadian Security Intelligence Service) is is mandated to investigate individuals
or groups that may pose a threat to the security of Canada. As defined in section 2 of
the CSIS (Canadian Securily Intelligence Service) Act, threats include espionage or
sabotage, foreign-influenced activities or activities in support of terrorism. Section 2

https://www.csis.ge.ca/bts/fq-en.php 2015-07-14
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specifically bars CSIS (Canadian Security Intelligence Service) from investigating
"lawful advacacy, protest or dissent,"unless it is carried out in conjunction with one of
the threat-related activities defined in the Act.

Is CSIS allowed to recruit university students to spy on their colleagues on campus?
One of the acknowledged methods of investigation used by CSIS (Canadian Security
Intelligence Service), and by security intelligence and law enforcement agencies
worldwide, is the recruitment of human sources.

If a CSIS (Canadian Security Intelligence Service) investigation involves the direction of
a human source or the use of intrusive devices, the Service is required, pursuant to
ministerial direction, to obtain ministerial approval.

Also, if a CSIS (Canadian Security Intelligence Service) investigation involves the use of
intrusive technigues, such as telephone intercepts or covert searches, the Service
would be required, pursuant to section 21 of the CSIS (Canadian Security Intelligence
Service) Act, to obtain a warrant approved by a Federal Court judge.

CSIS (Canadian Security intelligence Service)' operational activities are also subject to
ongoing review by the Security Intelligence Review Committee (SIRC (Security
Intelligence Review Committee)) and the Office of the Inspector General (OIG (Office of
the Inspector General)), both of which are "arms-length” agencies whose main purpose
is to ensure compliance with the CSIS (Canadian Security Intelligence Service) Act,
CSIS (Canadian Security Intelligence Service)policies and ministerial direction.

How does CSIS decide to investigate a particular person or group?

While TSIS (Canadian Security Intelligence Service) cannot disclose its operational
methodolagies, it is important to note that when it decides to investigate a person or a
group, it is because they are suspected of posing a threat to the security of Canada as
defined in section 2 of the CSIS (Canadian Securily Intelligence Service) Act. The
person or group must be engaging in activities that are believed to be in support of
espionage, sabotage, fareign-influenced activity or activities in support of terrorism.

Is CSIS targeting its counter-terrorism activities on particular racial groups?

CSIS (Canadian Security Intelligence Service) targets individuals and groups based on
their activities-which must be in support of a threat as defined in section 2 of the CSIS
birth. on their ethnic ofigin or country of birth. In recent years, certain Canadian minority
groups have felt singled out by security and law enforcement agencies. This is a
legitimate perception but it is only a perception.

I
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CSIS (Canadian Security Intelligence Service)' operational activities are subject to
review by SIRC (Security Intelligence Review Committee) and the OIG (Office of the
Inspector General) on a yearly basis. In its more than 20 years of existence, CSIS
(Canadian Security Intelligence Service) has never been accused of inappropriate
targeting by SIRC {Security Intelligence Review Commitiee) nor by the OIG (Office of
the Inspector General).

As a federal government agency, CSIS (Canadian Security Intelligence Service) is
sengitive to Canada's multicultural society. The Service makes a concerted effort to
have a workforce that represents Canadians from all backgrounds. In fact, cultural

operational effectiveness.

¥ Can | file a complaint about CSIS?

You may file a complaint about an activity conducted by CSIS (Canadian Security
Intelligence Service) or concerning the denial or revocation of a security clearance.
Read the process for filing a complaint (/contact-en.php?id=02) for more information.

v Is the work of CSIS similar to how it is portrayed in Canadian television shows such as
The Border?

it is important to remember that shows such as CBC's The Border are works of fiction,
and employ fictional devices and situations to generate drama. While life at CSIS has its
moments, the work of intelligence officers bears little resemblance to how it is portrayed
on television. The Border, for example, suggests that CSIS can arrest or detain people.

"CSIS, in fact, does not have the power to do either. The same show suggests CSIS can

arbitrarily raid or seize material. CSIS requires warrants to conduct any such intrusive
activities. Likewise, CSIS has extremely strict protocols governing how it shares
information with other countries and how that information can be used. These protocols
have been reviewed by both the SIRC (Security Intelligence Review Committee) and the
Arar Commission of Inquiry.

Security Intelligence

v What is "security intelligence"?

Security intelligence is the product resulting from the collection, collation, evaluation and
analysis of information regarding security threats. it provides government decision-
makers with insight into activities and trends at national and international levels that can
have an impact on the security of Canada. This insight allows decision-makers to

Page3o0f7
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develop suitable policy in anticipation of pessible threats. Regardless of its scurce,
security intelligence provides value in that it supplements information that is already
available from other government departments or the media. Intelligence conveys the
story behind the story.

v How does CSIS provide added value?
The added value that CSIS (Canadian Security Intelligence Service) provides stems
from analysis and a wide variety of investigative technigues, including the use of covert
and intrusive methods, such as electronic surveillance and the recruitment and tasking
of human sources.

vy Can CSIS investigative technigues be arbitrarily deployed?
No. All intrusive methods of investigation used by CSIS (Canadian Security Intelligence v
Service) are subject to several levels of approval before they are deployed. The most
intrusive methods, such as electronic surveillance, mail opening, and covert searches,
require a warrant issued by a judge of the Federal Court of Canada. SIRC (Security
Intelligence Review Committee) and the IG (Inspector General) closely review CSIS

comply with the Service's policies and procedures.

v What does CSIS do with the intelligence it collects?
CSIS (Canadian Security Intelligence Service) reports to and advises the Government
of Canada on threats to the security of Canada. CSIS (Canadian Security Intelligence
Service) intelligence is shared with other Canadian government departments and
agencies, including Foreign Affairs and International Trade Canada, Immigration and
Citizenship Canada, the Department of National Defence, and the RCMP (Royal
Canadian Mounted Police). CSIS (Canadian Security Intelligence Service) also has
arrangements to provide security assessments to other countries, mostly in relation to
visa applications.

Operations Abroad

¥ Does CSIS have a foreign presence?

https://www csis.gc.ca’bts/fy-en.php 2015-07-14
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CSIS Security Liaison Officers(SLOs) are posted at Canadian diplomatic missions
worldwide. They collect relevant information from foreign police services and security
intelligence agencies and from open sources, such as newspapers, periodicals,
domestic broadcasts and official documents. SL.Os also conduct security assessments
of prospective immigrants.

Does CSIS operate overseas?

There is no restriction in the CSIS (Canadian Security Intelligence Service) Act on
where CSIS (Canadian Security Intelligence Service) may collect information on threats
to the security of Canada. We may collect information on security threats from anywhere
in Canada or abroad.

The CSIS (Canadian Securily Intelligence Service) Act also allows the Service to
provide the Government of Canada with non-threat related intelligence that is collected
incidentally during CSIS (Canadian Security Intelligence Service) operations.

CSIS (Canadian Security Intelligence Service) has carried out operations overseas in
the past, and will continue to do so as circumstances warrant.

What is CSIS' role with respect to Canada's foreign intelligence requirements?

Section 16 of the CSIS (Canadian Securily Intelligence Service) Act allows the Service
to collect foreign information or intelligence relating to the capabilities, intentions, or
activities of any foreign state or group of foreign states, ar anyone other than a
Canadian citizen, permanent resident, or a Canadian corporation.

"Foreign intelligence," as defined in the Act, can only be collected in Canada at the
request of the Minister of Foreign Affairs and International Trade Canada, or the
Minister of National Defence.

Our current priority, however, is threats to the security of Canada (particularly terrorist
threats).

Security Screening

v What is security screening?

Security screening is @ process by which the name of a security clearance applicant is
verified against CSIS databases to determine whether the applicant is mentioned in
relation to threat-related activities. Depending on the level or category of security

Page S of 7
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clearance required, security screening can also involve interviewing the applicant's
friends, neighbours and employers, consulting with local police, and possibly
interviewing the applicant.

v What is the purpose of security screening?
The purpose of security screening is to prevent anyone of security concern from gaining
access to sensitive government assets, locations or information, and to prevent non-
Canadians who pose security concerns or risks from entering Canada or receiving
permanent residence in the country.

¥ Who must undergo the security screening process?
Federal public service employees, members of the Armed Forces and persons under
contract to a government department who, in the performance of their duties, have
access to classified government assets or information, as well as people who work at
sensitive sites such as airports, the Parliamentary Precinct and nuclear power stations,
dre required to hold a security clearance. Non-Canadians who apply for permanent
residenicy or refugee status must also undergo security screening. Security
assessments fall into the following program categories: Government Screening,
Sensitive Sites Screening, Foreign Screening, immigration and Citizenship Screening,
and Refugee Claimant Screening. Read more about security assessments
{(/scriscng/index-en.php).

v How can | obtain a security clearance?
CSIS (Canadian Security Intelligence Service) provides security assessments of
individuals to all federal government departments and agencies (except the RCMP
(Royal Canadian Mounted Police)). It does not, however, assist members of the general
public with obtaining security clearances. To obtain a security clearance, you may
contact the following authorities:

= |f you are a member of the general public and a condition of employment requires
a government security clearance, contact the Human Resources division of the
hiring government department.

= If you are a general contractor and require a security clearance, call Public Works
and Government Services Canada at 613-948-4176, cor call toll-free at 1-866-368-
4846 (weekdays, from 8 a.m. until 4:30 p.m.).

= For all immigrationfrefugee/visa-related issues, contact Citizenship and
Immigration Canada at 1-888-242-2100.

https:/fwww.csis.ge.ca/bts/fq-en.php 2015-07-14
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If you wish o file a complaint concerning the denial or revocation of a security clearance
necessary to obtain or keep federal government employment or contracts, contact the
Security Intelligence Review Committee (SIRC (Security Infelligence Review
Committee)) (http./iwww.sirc-csars.qc.ca/cmppli/index-eng.himi) and foliow the
prescribed complaint process (/contact-en.php?id=02).

Contacting CSIS

v | have some important information that might be of interest to CSIS. Whom do | contact?
See the list of addresses and telephone numbers (/contact-en.php) for CSIS (Canadian
Security Intelligence Service) headquarters and regional offices.

v Whom do | contact to file a complaint about CSIS?
The Director of CSIS (Canadian Security Intelligence Service) and the Security
Intelligence Review Committee '(SIRC' _(Séc'lg'rity Intelligence Review Committee)) are
responsible for responding to complaints concerning an activity conducted by CSIS
(Canadian Security Intelligence Service), or the denial or revocation of a security

clearance.

To file a complaint, follow the process for filing a complaint (/contact-en.php?id=02).

Date modified:
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Chher Al Gaeda-atElinied moups also survived, noowiths tagding viprrous
rovnteereransm epeaadons: Al Qaoda i Trag (AQT, which had repeatediy
bien deserbed 43 in a2 siate of o collapes due o 1S pressure la g
demonsrrared resificnce with a number of swacks in 2000 and 2017, In
Norih Alnea, A Queda ia the Tshimic Maghel (AQIM) conutinues )
pursie & cxmpaga of kidazpping and small-scale amaciks o the Sahel and
ool Alrica. Thie thicar posed by AQIM way Incraase if i is able i
explonr ehe correat wnrest in Nosh Afica

A major nananal secenny concern foe Canada emanates from che rroubled
Afdcan stite of Simalia, wheee the codiless torodst group Al Shabaah
conmol similicant pares of the county and operate: widh relative impudity,
Numerous roung Sol Cansdiis hived teaetied to Sormalia for terrorst
ceaimang, 2 diztzching phenomenon that has also been seen in the 1)8 and
in adier Westeen couneries with a Spmali diaspoen. There have been reports
thacsome of these individuals, including Capadians, have been Killed as
avesule, Although it falls surside the review perieg of this roport, in
Craber 201 1 an alleged A 8habash suicide bomber delivered 2 message
specitically ealling frrarracks inside Canarda, among other countries

Senizh Canadians are dghtly wornzd about the cadiealizagon of some of
thenr woutly, atud e sl scurity ety wding 515 —is
commiceed ra helping familics and commiunitics keep their children from
pursiing 3 pady e can bave an good putcoms,

airplinzs mighe well have been d Lewer Canadian cites, leng in Giosups such as AL Shabnal, AQ, and those aliliazed with ACQ condnue
stmificant Canadiin cisuadnies o reain cerronises and 10 eneourage sepporeers arpund the world © carry
12
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1 Westerr, raezors. The recrainnenvof Wesrern ciuipens
w ke “ERCONSE AT i5 A Bsony for these grraps, bocwose such
uperaives kave e sy aceess o Bucdpe and North Amenica

L RS

The threar of “heane-gresm” excremism s of paramouns coasen w
Caradinn sarinal seeanity, Irefers 1 the ndoctdoatos and edicshization
of itdividwds inns the idzulygy espoused and propagarzd by Al Qaeda
This threat eon bie seen inseeded sorentieases wobally in Febewsey 2012,
fone U7 dinieens, arcesoed i Necember AN, were comdead ol plorting
o homb fe Tondain Stack Fachange; similark; in july 2000, 2 U5 soldice
was arvested (e plosdng 2 shooting ar the US military base Fraer Mood,
fouking to replicee the carlier shooting by Major Nidal Hasan,
Al admivsd w boving rend Trgbive magazine.

SIS hus worked diligendy to undevstand the dymaaics of radicidzston
— the pracess whereby individials move toni bolding moderare,
mingirenm belicls woneds :l("lnplin'g sxeremnlan policieal or eclighas
ideplines T eade 2011 CST83 Iniellipence Assessmerts Branch prodaced
aadporeint cesearch repact on iadicalizadion in Canadn, The soudy dues
st idendiy a single, predicrable paners of radicalizason. The process by
awhich somteone nwves fzouimoduane beliefs woataonis belivls i< a
personal oae Tt varies from individual 1o indivdual, Theee is no singie,
liwar process thas lewds io extrentish,

Several dovers do appesr sl seme lregueney, however, including the
adapaon of sgafcane Srievances aginsy Western povernunents, theis
seeietics and way of Fie, a5 well 3s (e convicgon thae the Muslim warld
i umder uoad's acd needs defending theosgh the uge of viplenee. The
influence of 2 charisnwic ideoisgue such as (e late Amvac Al Awlaki
brcomas magnilied i hese mwinwunents T abundhnce of Thed-
based heerares and propaganda suppordng o vadical cosmiclogy also
conuibues m the procss

Tah/Cngleil

Ninlene exwennists Jave come from all socil and age levels, are spweag
widely across the educanoml speeteuny and eae sppear fuliy otegraed
intw sodery, making derecdon and ntereation ditfionds As o sesall of
these ehalliges, CSIS contnues wstuly the phononenon and s werking
with nllies int shis regard

Hizballah's main predcoapatons in 2000-2011 were 1o exwend influcnee
over Lebarise pofitical life while mianaging allegidons regarding s
involieienrin the 2005 merder of former Péme Misiser Rafig Hasiri
Hizballah continued the pace of 1 Syran and Trankan-supported miliory
rearmamicnt. The imprised quinsde; Elhaliy and sophisticatdon of bs
weapuns systems have reinforced its dominance in 1a¢ south of Lebanun
and the Bekaa Vallzy, whises dhie authnity of the Lelaness Niniéd Free
is severely restriored. Hizballah maineiins training camips, eogages in
weapons sinugaling and deug uarficking, and alsn wainiaing an sisenal
of thevsands of 2ockes simed 1o the woudy, at Tsrael. § lizhaitab's increading
plitienl role and inilierry eapibititice direaly Suri the goo puliticd incersis
of its Traman and Syaan parons

Combining Palesdniau naporiliso with Tslamist s¥cremison, Hamas
paradoviesliy conthmucs to advocate tie deswiedan of lariel an dic onc
band, and 2 king-torm veasefire on the pdiwee. Hamas’s engagement in
politics since its 2007 takeover of Gaua and iis competioon with Farah
has frcet] e geogp o de\ufnp A defivate halance beeween competing
interests, Hamas has'hed o rone down some of i Tslannst sheione,
feetuendy placing seculas politeal consideradoes hefore secledy eligiogg
dbjecdres. Hamass immedinte concerns cenee vs lifting be ceunuame
blockade vt Gazaand seouting thie relense of prisooces lo Lieacl. Wik
it insists o maintaining control of Gurs, i s seeks wo avud being
warginahzed in any negodations with Laeael 1o pare, this may explain iz
recent reconcianen with Farh.
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inciesis?
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TUNf prSKA TARTIGTRATE Ta THE FOPUILAZ ORITEINE THAT TaPPLEZD
=HPTE LGHg - ITANNTDY OLTLETIR,

continie w thréatén

Ok fursi of violencs, mudviied by -deulf.f

o sm"li in n"mbc ) ATC L:;p:\.\," af unl‘cxlmnn" acts of ¥ l'chnu:, as
stz by the 2010 Ilmh«)u.bm; 2 Royal Baok braoeh in oo,

ted a serlons ease of pohdeally motvated violence against
cewon, The gavvances harbowred by those who epposc issucs
reeived uppresave ellens ol capizbisam e likely tontinue

This repee

the Bavun

suchias the p
and may ager addinonal aees of senaus wolence.

Rightwing exevnsisn bes not been a-sigrificant peoblem in Canadain
recent yeurs. Those who old sach views Tuve tended 10 be jsolated and
ineffecive Bpuves, Howeves, the 22 luly 2001 bombing and shoodng
mmpage 0 Oy, Noway, which Klled 77 peuple, slivwed dhar a
marganaliesd indizidug i peoperly morvared, cansucecssfully execuie

el “lone actoes” ave by definldon
srantmal success, because

masg-casulny ienmism, The [

nperazng indridually mereases their chance of aper
chiew ae: hard tadercen
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e vaned e of the perddise tieear reyuves 2 muld-uered response.

(CSIS works localiy, surionally and jaternadioally ta identify direats ro

Canada and i foreign paomees The assingernenits CS1S hes esqblished
with seovices andiugenaits in Canada, and around the sworld; easirs tns
the informatiim-exchanzes necessuy (o conbat ervonism are in plice.

Saving tives, [ar from-honie

OF 4 the suctessis in 20102011, e Servdee {8 gratioularly
Pl O our sdbl i Aplisntsun Be_g)xmﬁ_lgt_sh 2002, C81%

v Ii i il l'l.'ﬁm‘l, et his

At beodin those ellhm 1 il U }u{‘uumddtd fe t'ﬂllhw.
“the rh::a:. .\nd an ‘(lllg, a8 th: 4coVi ities ol cnmf.mill ul':(wtﬂkvi I_
; : 3 mn’im uum:qr, Ihc i

e cqmpcu: fm d'.l

Terrorist Financing and Financial Investigadon
Tereorist ogganization s sequure finances mad resources o recomt and tain
fembers, wodisenbuie propiranda and w'cacry ot dheir abacks, Dverg
tollar denicd (0 terronms mukes thise actidgns moce difficult and (s less
likely tor happen -

The econumics af cezenddin are exvtenely complex. Terrorist faading is
ofien lranziatonal, dad nuy intolve many dil'_f;-.rr.;r.'i players wsing s virely
of rechniguet in order 1 achieve their desteed goals, Tr vrder o 2ounzer
such acovirg, couceer-lerranse authodnes need o worl together, €518

Tab/Ongleti

~such and lisi the groap as 2 weronist sality vader the Chiwingd ¢ ok of

*URL Y PERPAT X2lueocl

cajuys esveligan reiioonships with domesne parmars ok as the Futunuial
Trangactons and Bepores Analvsis Conere of Cagauda IFINTRAC), the
R ai Canadan Mowmed Police (REMP) and dhe Canada Revenue Auscazy
fCR AL Appan, owing o the tonsmetondl mawee of tworoost akong,
CSIS abeyy poceives mfurimaisen and discosses iwues nl gl comeem
with rsrnaticnd o

When weeronst groups du ootigy, Cancada ean tocrally declare themoag
Canrds. Onee designared as % recrorstenan; the swroup assces in Canada
ave finzen and sny financial aad rearerial supporr v sach desipnaced
copnics consntures i eominal offence By parmering with other agencies
and instiluginons, CSIS cia Lelp wameoin tie eflicieuey wd integty of
(Canaida’s financial syseend, while ar the sanie ome remaiming vigilanc agninse
ay oz of terredst Gnancing or duppoct

102000, a2 Beirish Cosluimbia moan, Peapalyvend Thamlidised, 5eas the (),
person o he charged and con deted for terririst finsacing, He pleaded
puiley oy che affence and was sennenced o sx months in jail after adnsienng
o police that some of his ecolicenun was dircered 1o the Laberadon Tigess
of Tantil Eebun, 2 fisted terearise cotity in Canada, A 2011 Crawn apipcal
for a longer sentence wasdismissed by the BC Coua i Appeal

Soime tereiin invesomenss in Canads can also pose wedér mational seerity
concetng The T Canade 1A providet e Goverimuenl of’ Canada
with 2 mechardsm 1o ensure that forcizn invesiicsis are wichin Canada’s
nagional socuriny interesze, C518 plays a contabutng rolc by advising
govermment vl the nadonal secucey inrplicadons thar might adse frem »
propossd furcigh mvesment
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Chernical, Biological, Radiological, and Nuclear
(CBRN) Weapons

The proliferagon of chermical, biowogical, mdinlngical and nuclens {CBRNY
sweapons, commonly referred to as weapons of mass deseruction (1ML
and thisic delivery vehicles pos irieant Birear i ale security of
{Zanada, ies allies and the inrernanonal communiey. Regardless of whether
proliteeation is casded our by stare ne non-soce actors, the pursuic of
WMD) mncecases gobal teasions and may cven previpicne acmed confices,
Thir actal vse inswae, e idez of which is amathenrs oa Camsdian walucs,
wanild eansz cngpeahable saffsring and devastaticn, Canada is 2 party 1o
vy internationy) conventions and odwr areangenenes desismed v stem
the prolifecyring of WMD, and C515 works cluscly with bulk: durmeatic
and foreign parners o uphald the nation's commimment 1o this cause,

Canada i 2 leadecin many bigh wehnology arcag, some of which are
apphicable to WMD programs. As 2 reaudy forcipn entities szehing o
advange WMD programs have tirgered Canadi in an awempe to ubtain
Canadian technoligy, materials and expertise. CSIS investipiies these
attemprs (o procure WA techaolaey witkin and fhreagh Canada, and
10 wwn advises the poverneent. CSIS also seeks informadon on the
progress of foreiyn WML programs, both in their vwn sizht — as pussible
= and it vedee o dateciiine
what prolifercors may be se=king to acyuice

theeats oy patonal or intecnatiorl seeurily

“The danger of’ nucleir prolifermson remains acoze Dran is widely believid
ror he seeking the capabiliny ty produge guclear weapons. 1ehas contined
1 ddvanes 3 uezninm endchmens program despite widespresd inrernational
condumnation and suzcessive [N Sceunty Coundl resolodons demanding
char it cease such acuvics

North Korea has nwice tested 2 muclear explosive device. The country ¢
helieved o bave sulicions plutnntam tor a satall acsenzl of ouclear
weapuns and it recendy revealed the esistence of a wraning endehmenr
pragram that conlé finther add 1o i arsenal. North Koce’s nuclear

Tab/Onglet11
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proliferidon kas a destbifiang inpact (n the Rorean Pznmsuia and
Northezse Asin, Canada has significant veonomic and atraceaic intdiesrs
ins this cegion tiat could be st ok from North Kogeas ucrivities in this
regard, South Korea is Ganuda’s seventh argest trading partner and dhe
third-laegest in Asia alte China end lapan. There aee more than 20,{40}
Canadians fiving in South Korca amd 200000 Canadians af Korean o
whw eould be deeply alfected in the coent ol 4 counllic:

North Korsa has shown no inchndnon o “denuclearize)” as called o by
the intzenational commumity and, morcover, his beon praven willing w
export its auclear technolugy to staces suck as Syria, In Soudh Asia 2
principal concern remains the nuelzar arsenal of Pakisten and questuns
wver e security of diise wespons systems glien s domestic instabilive
in that chuapey

A number of terronst groups have sought the ability to use CBRIN
maerals 45 weapons. Some groups feed s Al Qacdy have pursued elfoats
o cause mags casualdes with hiclogical sgents such as anthrax, o
impenvised nuctear explosive devices While de rechnalogical budies w
steh effors sebuiin giymificant, the pusabilicy thar s tervonst group could
acquire crude capubiliies of this kind eaonot be disconnied. Tiven o
relativaly unsnphisticaied use of chemizal, biologival tr cudicactive material
in sl scele attacks could have a dismaprve ceonomic and psycholoweal
impace char would e otz the scwal casuslnes inflicted.
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Keeping threars oy

\ﬂi’l.i';é\rel hne thieinin ﬁi‘.nf.!isila. et (:SIS bueliies ¢ et i sheld
b seaplied ab carly 38 possible -k ifs Saured if practical - and
eagnccesidnly oviedy uf in the public eye. 11 his ent, we are
actively working witd A prieiens o ensuee The furiand
.GII!"!‘.‘TIC‘L o ﬁm;ﬂ!'\ ﬁamhg‘h ol QYERSEis hpcralm:, Csls
[\31\1 ukex ot fnbelping w curh u'mguhqr el llegad wmignzeion
to Edhuiddi: We provide yeepdngd snl‘eﬁjﬁg ucvite 1 Liteeenship
i rafion (.,Suwd.a;.xml we pardmp:tc. i “join
; i ermnples wrallicking, smugglisy
and ﬁn.i.m'{ng\nmmnka et el wh Lxiploie Canuda, T hﬂv
cn‘nm‘. I:clp la::p pnmmi:liy dam,mmrs l’ndw-du.lla rrqm :

Cybersecurity

The Turerned sad odier cimmuicadon rechaokogies allow any mdividual,
xuiup ot organizadon o dtudk Canada without haing to sé thoi Kerc
These bosrile sevir can udude buth seine and nan-sare acurs: fuseign
inedligénce dycieics, reitonsts, “hattiviers" ne simply maicions indradusls
acdng alone. Regandless the modvation, hogole accore have ncesss o 3
wrtnwdni rarne of eyber atack t6als atd rechaidues. Mediz repursng on
Urhersecudi i ﬂ:_r!s 2 grmving awnteress nf e districive impace that
such amacks can have on Canada, borh ror the privaze and public sacnor
As wehnologics evbie i Become mion: comples, 50 we diy ti theliciges
Lf detwetioy and protecdng agaansc uyber anacks.

We have sesn anzicks againie 2 wids vaviery of deparanents'at the federal,
proviscial #nd even piunicipal level In fancaey 2011, ateackves aegend
the neswiicks OfF the Uinance Depicunent and Tesasuer Board.
Linfornaiciy attacks like this are nota reee excepsion, The Geveonient

RF S R B- T L B I - B

af Canadit s nosy wimessing s50002 AR2MEES (0 penenmre its nermacks
o 2 daily basis

o ale privans seerm we also sheve 1wide tange ot targeting The matn
raceet, which s simidar i oesdivenal econumic espionage, is the Agrospace
‘.nd hiziv-tectinulogy industey Feoar dhe anaekers’ pespicetie, it is
symiticantly cheaper and oftzn Jess difficulr W0 steal éescazch than Lo
dewwlop it Anoitier traditional veshomic espionagr tanget weofien cone
asnss is (e oi and w2 indeseee and snversiies ievolved in reseandvand
develapment. o zidizon o swaling iecllecanl property, saze-fpansoccd
attackers are alse secking any infurmaton which will sive dheir dimssde :
rempanics 4 computinve sdge wver Cioadian rm: an example would !
e loside kaowdnlze of upecming negiinites — persomalites involved, :
cherr likes sol chsitkes, aned s on,

€515 broadly defines 2 eyber rodared amck ss the use of informadan sysenis
o enmpurs weinnlagy a5 Gk weapon o farget i gain waethodzed
aczess o or dimeer malicinous acaviry agaiase, compnzens, neoworks, or
communicativne. Artackers have cinploved earefully crafted eanaile social
o king srvices and bthe vehides w seduireguvernment, Corporareor i
prersunal dica. Forvige inteligenee aygmaes use e Intemet 1o condaet

EXNUNAZE NPETAGLMS, 5 ik 15 2 velaovely lovecost 2nd lerensk way (o obizin

classificd, proprictary o other densinee infarmaton.

Given the bardedess ahd instdainneots natute of cgbier thinsacions, o N
Toreign actons could stae 0 operavon dgaingt a Canadian targerin a very

short peaod of time. Crber openatons trgeting Canada will lkely persist P
in the foreseeable future ax cechnolygcal adwioves make diis foxis of )
capionags pericsiidy adrcnve 4

Cyber aaachs; lidwever, s aot limied to dda theft or gipionage. Ah
adversary can alfe taget ceidedl infrastrddioee — fnerpy gids;
cominicanai noeworks, tinatonl systems — wd disripe our sy of life
w very sigmificant ways. For instance, the Auguer 20015 blagkeat that
xffecied 30 millie peaple acrnss vastord Naocth Aménca shows the

4
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PUSLds BEVOAT 23V -200.

potennal inpace : majne Gy ovent could ave. Although the inddent
raceack, it highligheed the volacrabilicy of
techiolugally advaneed sucienss

Nias (6L b LTronst 1 C:."t

Hevaitse the dirtas (o opbes-2spitnage, ovhér-sabotae and rither cyber
ppwerations are part nf 2 broadel cconomic thicac w key secrors of
Canadian sociery, Cals works dosclywith other govemmene departments
such a3 the RCMP, the Departmenc of Nadonul Devence (MND), the
Comtmunicarions Secerity Establishimeny Canada (USEC), and Public
Safery Canada (PSC. CS1S 2lso liaises with internadonal parenees in ordee
to remaiy abreast of the plobal tlgeac

As vadinied in the Government of Canada’s Cyber Seeurioy Smuegy, CIS
wnll aualyze 2nd investigate domesae and internatenal theears oo the
security ol Casada, respunding u the evalution o cybersecanty
tecknologes snd pracoces

Carada’s Natonal Suategy tor Critcal Infrastructure and the Action Man

for Critical Infrastructure promote partnerships amongy critcel
intrastrucrure sectors and all branches and levels of government,
improve infoemaden shadog and prorection.

Espionage and Foreign Interference

CSTS continues w bvesitzate and advise the Government of Ca
espinnage and foreign incerference. Bapitnages a realiy in the posr-Coi
Wae vea where coonamic and steateeic compytition is hoth giolxl and
intense, Canadian interests ave damaged by ©
the luss of asscis 2nd leading-edge technutogy; theleakage ot contideminl
aovanment infoertation cz applicasons; acd e cocrion and manipebon
of cthno-ciloieal comimunites in Canada

Foreign gevanmients have madioomilly conductvd covert inie
NS, VAL

gathefing operaduns in Canada U
'mgmiz:n(in'm_ and by ercruiting agsors of informants. As 3 fonm
member ot the North Athnoe Treay Orpanization (NATO. 3 sipnacosy
to a4 number of other oviltiiateral and bikweral defonee wereoments, and
w'close economic and strategic partaer of the Umted Seates, Canads

gh (IIl!l! HNANE MNES

remaing an areeaccive rarget for espionage A aumber of faecm
goveraents condaue o clandesduely gaches puliical, econamic and
miliary informativn in Canada; they bave also targeted Canada’s NATO
allies furiolormmtion sdaed o NATOY s miliveey and |1|_J1lil‘[c:ll RCUVINLS.

I teceas veus thete have been severil high-peotils cases in Canads, the
U5 und Evrope highlighdog the use of “illegals” — forcign mrelljgence
aperatives Iving in Micir tggec county vider assumed idenitios, withu

the protection of diplomatic imrmuaity "The wse of liegals 5 an example
of a very frsditional approach to cpionage — thac iz, the ase of hanan
intellizence — but espivnage via technology, espeaally cyberspacs as
deilud eaclice, is brooming more sgmificant every year,
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As aword lemderin communicativs, bietechnolugy, suneval and eacrgy
exteaction, serospace arid ouer arcus, Canada sem " atteselive Birget
0T BUrHTMG ESPIOTILE. Several Lolaes 2nuane in tconomin sspiinge
agunes Canatls to acuuine ctpertise, dual-use wehinology and other relevme
wormauos selied w duseand odier secnrs. Ies papareant w note thac
thuse whi Cemnit coonomic Liplonage a2 a0t just Inrcresred in donses
Caradipgn izteress andl resoorces Unnddda’s conmimienia) intensis abeeid
are sinviaviy valnerabils. The m\phu"lt-m OF zeanamic sspinnags on

Canads ooy, T‘.P‘ micastred in Jost jobs, i lost x evennes and n an everall
dinbushed competiove agvaninie

A relared seewriny issue 15 one o7 forgun invesement. Canidais a rracing
naton, with ceonminic wealtly, advanced inftastrucauee and vast poential
—all 6f whith make Canada a sanwal and atuacas e prospece for forei gz
irestots While die vast moajovity of loidiga invesanent ju Caoada is
vargiad st in an dpen and (ranspRent MIAGNCTY, BN Slate-twnied
umu'!:ﬁsrs SO and peivaze firms with close tics ta theie home
sorernments kave pursued opague apendas or esveived candestne
inccllipence sujpport Tt thiie pursois bure,

When forsign companics with ies to forgign ?ntt!ligmcu ageneics or
hesele governments seek w acquire control ovaz stategic soctos of tie
Caradian c"mm ceum represent 4 threay o Canaadiin secanity inceresis
Ve fuareies enlifies mighy weil exphi e u,ll’l alin g effort o Failitale
illegal tmdﬁfc! + rif technology o fo cngage inotier cipionage and ather
foeelpn intecfurence activities, USIS expects that natiowsd secunity concerns

related ey foreiym invesement in Canada wall connmue ro matenalizs, owing
sl inendssingly proricen wole thar SOMES 2:c phiving ia e roommic
atvateies ot stme fureian povemnmanes,
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PUBLEY REPURT 2519-2938

Funally, a5 per our legelanve anandare, CSIS cuntinues o tavesdgare foreign
iuterfenaee, This oizes 7 the phenemaon wheeby forcign goveromions
wr their aeens attempt to inflience chindestinely Canadian policies and
opinions. [vabse refors wo the effor by sonie foreig powers 1o cogage o
vevert memitoring sad sxinidation 6f ditspoe grosps bt Canads

Foreyg mtecferonce 18 parnculady nefanous because it can have the cffoc
of disrupaing die multicultuel harmony diat i central to Camadianideony
Ti % 1 pronecl irmugrant commiaities dun CS15 collezts inteliipence
about foceigm inteeference. Membiers of dizspoc graups are gpically the
vicGms of fureign inteslerence. They should be sble o) live in peacg and
notwurry about baing warched, harsssed or coerced by forcipn powers

Tab/Onglet11
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MAKING On March 4, 2011, the fiost important counter-terrorist
HISTORY opsatation in Canadian®history reached its conclusionin a
(TORONTO 18) Brampton, Qatardo, courtroom when Sharecf Abdelhaleem

vecefved a life ferm in prison. He was the last membet of the

o) ‘terrosist nerwork known as the Toronro 18te be sentenced.

! The public story of the Toronte 18 began in 2arly June of
2006 when law enforcement authotities acresied 4 large group
of men and teenagers from the Toronta area on suspicion

of ‘planning a mass-casualry artack inside Canada.

15
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SEALNG BEPeAt abnleIuis

ArCals, thoualy, the srogy beypan well belfure thae The Serviee was aware
ol it plot awd. vsing an areay of fovesagaove fools fzom cocding-cdde
rechaeliny w wid-fishisned luman suvrees and sutveillanee, bad been

mitninang thy suspees choscly

Ao it thnd of rhe aclSars, somc Canadinns winwed 1 minimize the
seapusness of the 2, belizving thar teronsm is sonething that happens
i other countries. Yot ke subquLm' erniinal traals evealed S dic
Towonte 38 was she teal thing, a bera fic instanee of “homegenin”

tevvorisn. Flevew of rhe adgina 18 aveeg scht (o prisoa,

Had the consplrcors suecesstilly exeonted tiachy pln o stoft bombs
ab ibe Tormito Seck Fxhange and other public places; Canada would
lyiwve éen Fasever ehiaiged,

The cise assumicd histore significanc: for a sumber of reison

Fitst, it tised dhe seonieg awaseness of Canadians. “T- 18" is iengnizid
a5 a gotmrer-terrism casé-sundy, 2 model of How seednry ufficials and
pehee anthiedes (CE1Swrd e REMP) can work wgithies o a vy that
achieves s wopunon 2odl while noridilating of ivéesiepping their sspecive
legislodive maridares.

Sceond, the inlv(x"i‘igsrl.it;l\ showed thmt Violent extrnisn can Incubate
avei) in u pewedlble dnd plucilistl counley such 5 Cafada mnnngy
brdinarg young man who grew upin (.1|md.1 eame to rejece the Westemn,
liberal and democrade values that uadegpin Canadi ) ideniry, in d
ieplacing oo with the violent anti-Western ideology of Al Q:l:.‘d'l.

Teis the view ot C313 thae the admination of an inyesdgation in the form
ol enmingt d!-ug“s i never ap vecasion fus celebration. Many. of the
aceused au the ecatee of the Toronto 18 imasdgaton had aromising
lutrés, Ong was 4 suevessiul uqumM'mgme:r. OIF vinarss une’s priveary’
rhoughes arc o itk rhe parenn; A vicams of rerramsm, but |a!||lg £ 50N or
daughier o vinlent exeeenisin is anll lesing a Ciild.

Tab/Onglet11

Many CSIS smans from suoss the organizanon werkod on the invesngation,
surne arowid die daek for weeks aea ooz, [bwas 2 period of Bigh wosina:
the diie betwéen the planningy and sxecaiion of & wreedst attack van be
daigerongly shoe

The mandaes of G318 s to proect Canada’s security inwreses, Indhe e
uf the Toroneo 18 this hieant proteedng the mese fundamental of all
ingerestst the rght to life and o physical secudly,
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SECURITY ' The CSIS Seowity Screening program serves as che first

SCREENING . line of defence against terrorism and extremism,

PROGRAM espionage 2nd rthe proliferanon of weapons of mass
destruciion. The progem is desiened (o prevent
individuals who pose a threat o the security of Canada
from entering or obaming staras in Canada or from )
obtaining access o seasitive governmment sites, assets oe

informatton. {5
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PEILEY REPUST ZulE-zuil

I 2012011, the Sequnty Screening ogram remained oe of the mos
visible opeeational sctvitics undertaken by the Scrvice. €515 processcd
miste than 00 009 Seeudity Screenmy cases forits dicies.

Government Secutity Screening

The Poliey on Govermuent Seeurity (PGS stakes that security chatanges
ar¢ required fos enblovees of the Govemmentof Canadz, and fur pegsens
under eontaét w o fedeel government deparunent who bave faetul
sceess to dassified goverament assets of infutmation, The Service, nader
the auchodty af secdons 13 and 15 of the CIIY e, is mandated
invespate and peovide securdny assessments to goveraniens deparanents
and instiratiuns For this purpose However, the PGS gives these
deparhmeanes dod institutohe (e esclusive asthwadey 1y giant or dény such
clearances.

The Seevice’s Goveniment Sevecning Section alsy supports scveral site-
avcess pongrams. CSTS poowiden sequrdy assetsments for individuals
requiring 2ecess (o major purts, 2irpores, sensitive manne fcilines, nuclear
‘powes facilides, the Pariamentang Précined, a5 wll as cercdin provineial
and federal movernimens depariments. These programs enhianee secanity
andl reduee thw potentiad threal, fropn estranist and weeorse gronps aud
fureign governments seeking 6 exploit such aceess

Some cxamples of the Service’s work indude seciricy assessments provided
w the Canada Bordur Scovices Amency (CBSA) for commereizl diivess
whi apply (or 2 border pass undee the Canada-U3 Free and Secure Trade
progsun (FAST); and asscssmencs on cerain locally engaged-seiT {foccian
nativnals) at Canadian missions abrad. The lansr 2re provided w die
Depacmicat of Forcign Affaine wnd lotemasionadl Trade

%

Tab/Onglet11
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Foreign Screening

Uidee retiprocal sctesning ageeeiments, CSIS provides teowity astessmenes
0y Foeipn zevernments and international trpantalions sach as NATO)
concering Caundisn resideats who reside abroad and aie buing coasidered
for pusinone requinag chssificd accessan a forcign connory. Canadiaa
atizri thow whowm infueaguon i bang provided st e i consenr
in achvance: All sereening arrangements with fustign enticies are approved
he the Miniscer of Public Safcoy after consultanon with the Minisce of
Foweign Aifaits and Intemational Trade Canada,

Government Screening Programs

Requests received * 2009-2010  20l0-2011
Federdl Govemment Departmetics (4,300 S ]
Free and Setie Teade (FASD) 7,700 31,500
Teansport Canada Qlarine & Airporty 34,900 35,1001
Parliamentary Precinet 1,100 1,400
Nudlear Facililies 9,300 L 12500
Prininces ‘850 250
Site Access-Oders 5400 2,500
Special Dveats Acéredicadon 200,500 24200
Foreign Serecning 400 50
* Fagtices ®ave beeny rcindedd

== fageease larg#ly dhie 10 the 310 Winser Cllymipie Ganies
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enlulc- m uilh:r ttm U'x ur l..nhudu.- ‘l’lm Scevice praddad |5
a.v,iw:c m'tht L mh ﬂmd:r Servives Agcacy 1(.3‘»\) in
cutieni W4 of the CSIS. Ser, indicating a2l
et _-n-wu Imiwh]nntq Honl eithae Hyks: o or un.-mlmnlu]: i A
extrgmincell, All seven upphc.mlm\.icmtueqm:uly dmdmed
]mdnmﬂ-kand refuacd Permamen Bl wrtiis i I,.,lnﬂ;l..

Immigration and Citizenship Screening

While Cavadits lugg snd valied tradiiun of welcoming immigranes andd
visitors contnues, Canada and jts allies muase continue wo remmasn vigiling
in eouateritg acts of policeal or rehigionsly mutited vislence wad
cxpionzge, Martining the iatcgnty of the inmigradon sysen is essonal
i stegngihesning Conada’s stcustl snvirmmens,

The vhjecive of CSI8% Lrnugradon and Cidzeaship Screching Progiam
is o assist the Governmeny uf Capady i prevendig non Cenadiass who
p«lsd A direal b fadeinal sedurity fuom mu.‘;n.l_‘__ or b

Canada, C3TS, under che autharin: of secrions 14 an4 13

provides advies 10 CESA wud 1o Cizenship and Iumigato
fC1C) based on the sepurs awed enmena contuned i odhe Tnoeisien
anid Refigr Friditimy e (IR and thy Clpmibin 25,

PUBLdt MEPOST Z@Ya-2910

This progean sichades the folloming essentisl seestning companenis
applicznts for peamanens wsidense from within Casada 1od dbroad;
sefuges clairants Tronic Ead Sereerdag); applicanes fur Canadian
citrnshing and the sercening ol visiwors from coumrics ol terrordsm,
ol i, wned espinniages dinger -

8IS suives to provide quality advice w ‘nn:'cr' departments, w7 gme.
White e ol nwnbee of immigimtion sereening requests rece n.-cri in
096/1E rermned s sppwevimmely e same levels us the prev
pencessing tinte fnr thest roqueses Weez in' mang £sscs halvad, The -u:dlan
aumberof calendar dava required o proces permanent resident zpplicants -
iiving in Canudy dropped trom 78 days to 38 davs. Processing tmes for 2
etugee dalinis deeppad Dom a medizn of 74 i 48 daye Fiog fegalir

permanant resident apphivanrs, from Canads, fe HS wr oversens, the

conibined mediag processing me was 29 days - dght fewer than i

LGRS

Spotlight: Screening of Refugee Claimants
(Front End Screening) "
Capada’ refugee deferminating gestem is recopnized arbund the wold
for irs Yairriess in offering prorection 1o genuine refigee applicaats
Howesur, without araper safeguands, the syseem i viduenable to erminals
OF TerTOAsTs posing as sefosrees. “The Goveramene of Canada’s Refugee

&
Drerermination Progens is Canada’s fess Tims ol defimec with winaidaw
1 sereen all iefugee applicams in order w detesmine theic admissi
Ly Cunada
The 515 Sr':‘-lnh :)Clr.! i pm-\fr:hll <f:1!|:¢‘1"r§ t'il., i lw‘..' 'l)‘ftf(nimﬁnn o

7 .l(.!\'l:(, '::q_‘njiug nlugu_ 1;1[&:..!1!5 w Clj'a\ and (_l( The

?‘s, 'u.x'l 15 ensie d?:l'. .ndl‘\'ldll:li.’e dt.\:("wd m1drnissﬂ.)'lc W Cnmd:

(k|
]
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nRAL L REFSLT Eada-Ruis

Requests received * 2009-2010 2010-2011

Permsnene Residenis Wisthin and
Outsitls Canada
From Fod Serpening®~ 23500 17 440

Citizenship Apphcations
Mariie & Anport prosans)

77,600 79,400

175,500 196,800
Visiows Viea Veming 67,800 T1,400

! Figunus loave baip rounded

** |ndipduals claming refiges starug in Cacade ur o pores of e

Screcning in action 1T

Neanng die endof Ganada’s mission in Kandabar Provinee,
Alphanizian, the Gevernment of Canadis buitiaied & Spectal
Iinmigration NMeasures {SIM) peagranii o support the

umntigragion (o Canada of a select number of locally engaged.

staff who pratided valusble supgort 10 Canuda®s cifarg
iruphont the proceding years, The Service, us 2 wholevol-

FOvErnment pariner, was instronentad dudng dits geogead i

providing secminyadvice w Bt CBSA and CIC in sceordunc
aith seetinn Mool dee O8I Ave. G815 advice fcussed upan
Hircans o patential threas posed by applicants from il
volatile and complex envitarunent,

Imumigraton and Citizenship Screening Programs

€518 RCRPINTNG ACTINTEITA WAVED WELFES mAhy
KCEURCES DEZTW NTH 1TvTE 11 CANATA.

Tab/Onglet11
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AT HOME Domestic Cooperation
AND
ABROAD

(SIS s a true nztonal service, and, as such, its tesources
and personnel awe geogeaphically dispersed across Canada,
The USIS Natonal Headquarters is Ioeated in Ottawa,
with Regional Offices in Halitax, Montreal, Otrawa,
Toronte, Edmaonton and Buraaby. CSIS also has District
Offices in St fohn's, Fredesicion, Quebec City, N’iugara

Talls, Windsor, Wionipeg, Reging and Calgary.

43
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B} GRS R Sl o 2 B2 -

The petaraphic confgunion aliows the Service fo dosely e widh jis
= ishies

mimereus fdeod, provingal and smecidpal partodes ga Seoud
of ol intesest,

Addinonaliy, CSIS has ssveml Airpore Distric Offizes, including those at
Tiarennas Peargon Inteenutional Alrpart and at Vaneowver's Tneereational
Alport, These offices suppist aviadon seondey, and asser C1C & CBSA
an natonil sceurty issves. The C318 Mrposl Didtret Offices weo provide
inlnomatim o thaie respetrive CSIS Regonal Offives and o CSIS
chdt;uarm_rs\ and liaise wizh ather federal govermment depar tments and
apencies that have a poesencs within Caoadd® aiepotes

Tn 2000-2001, CSIS gomiinued 1o share infurmation oa secanty issues
witl 1 wide varicry of dowmesde partees. A key component af CSTS
coppemton with i domastic mreazrs reiting the roductdon and
dissemifaron of inteligssoe reporis and assesements such as those drafied
by thie Serviees Iorelligenve Assissmeants Branct snd Canada’s Integeated
Terrorism Assessment Centre, which is housed within (2815 headquarrens

Ooe of C318% mast nparsant domestic parmens is the Royal Canadian
Mourted Police (ROMPLL Beeawss C5T5 i o cvilian ageney withinat the
penvers ot azrese, it will afeez the RCMP 1o seeuany thrents that nse to the
level of criminatity, whessupon the RECMP can lnigace dheir oam
iavestipaton 406 hy eharges if appropsiste CSIS calleess fardiyrence
wherens thy police—the ROMP = collecr eridencs for efiminal proscearon,

Thig disizion of faboue worked well dudng the Enld Wiu pedod bue has
arintably betoric more vomplivated i the post 2-11 age of inwemationgl
errorisie Rhist nrasbly plinang o ocrrost atiack s as moch o cime a2
careying one nun. ' lis mezas that rthe insellipence n CSIS officer collecs
ahout 3 suspeerd plot could be legally indistinguisindle from evideace
—autd vz the cullecdon of evidence s nosmaliy 3 jub fue pedive, nur the
sgeuaLy servic

i

Tab/Ongletl1

I 20N0-2401 ), C8T5 and the ROMP condmicd 16 develup 5 series of
pratocols va inforninaen-shanng, There s 2 growing bedy of Canadian
jadspradence in this area which the Deparament of fustice and dhe Public
Prosceimivn Servied of Canadu have httped inieoptel foe €518 and the
ROMBE The o i v ensure that bisth onganizadons wark togeiberin
wavthat2nbances the nadonal scourry af Canada while a8 the sanic fime

respeeting e respeadve legistaove mandases. Fortunately, there iemach
tor biuild an; The Toronw 15 case, fur éciiviple, i3 widely recdgnizcd 487
roesdel v T CSTS el the ROMPean run separats ver pamallel voanies-
errpmism yrestigatods,

Crver the ror vear, U518 will cuminue o work with REAP oroardeuladng,
cespective soles 2o thal an aleeady productive and slleciive cebiionship
bizeiives evan rore so

Foreign Operations and Internadonal Cooperation

Civer the past decade, the Service has incrensingly focuséd on global issues
and specifieally on how they affece the naficeal securiny inrerests of Carada,
As such. the Servee bas cobaneed ins intexmtineal sresénce.

Seetion 12 of the GSTS A does non distinguish beoween domesic and
fureign ctllecdon, and thus alloves theSenvice an equal mandaté to collecr
secutly intellimence hroads €8IS has officers stationed ip cides and
wapiins arutind die worls, amony them Washingeon, Paris aad Londen
Thiie primary fnedun is 1 collect seaidiy incellinee informutisn rdatd
tei theears ro Caraeda, ils imeresis and its allics,

Ocecaswnally, the Bervice is obliged w6 send Canada-based offivers shroad
e cesponed s ceclaiit éxtaaondinaey divadons, Esamples off this indlude
evaciziions of Canadiins from naticss in tuemiol and kdnapping of
Caandian cidzens E5I5 offiéorns stadined alirosd alsu provide screeding
e and I i (C1C) wllicss,

sippost W Cadiada’s Cin
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The decision to ave U518 2 mandie w collect securiey imnelligenca abeoad
einerged from the Tardianieneary dobates in the carly 19805 whew die €575
#derwas bedng crafred. The awear was cleary 1o ensure thac €518 cundd
foltew the thrauts wherevee they mighl satenialize

Anothur consequénce of the trenseaticnal name of taday security
sheeats is the increased cocpemtion amang govemaents zhd sherr sceurnty
aginehes,

Loy 2000201 1, €8IS Tuplesmeated 11 sew Forcian acrangemams and ps
of March 31, 2011, had 289 arringemencs wiih forelgo ageadics or
inteenational organiativns in 131 countrivs, OF those armngenents, 41
ace vurrently delined as durmant, meaning there have been nu information
exclianges for a peved of ane vear or langer, Dmg thar same period,
six existing foreign armangements were gither ephaveed o aleted by die
Sernce. Addidonally cight snangenents were categorivzed as having
restricied tontaer dge m eonoens overs the celiabilivy of the forsign
agericles 10 guesgon,

Fachunging information wich forcizn ageocies romains 2 key componeor
in CSI8s abiliey i effecively pacey out i imandare. Tna alobmlizal woedd,
security threats-such as rerransm, espianage or profiferanion af weapins
af nus destactinn, coengnize o bordeos. (Ste nes secion “Shardng

‘Responsibly”)

Fureign terrorises conrinue to inspive and previde direcron ro individuals
and groups in Canzda. Sume Canadians have left the countey w seek
traiping o terrorst caimps in Somabia, Pakistan and elsewhére in an anempe
o suppott o conduct tervordst operidens within Candda or abivad,
Addirionzlly, aver tha past several vears, Canzdians have been idnapped
in phces such as [rag, Afghanistan, Somalia, Pakistan, Nigur, aod Sudan,
Certain Canadian businesses and thess wurkers abroad have bees unreted
or theearned,

Tab/Ongiet11

32 of 50

TOhBE WPt puiydized

Canadin Forces and aovecnment officials 10 high-risk dceassech as
Afghanistan also condme to gperare in precarious aind daageeous
sueroindings. The same can be said for C31S officers In 20 IUJLI! 1, the
Service continued Lo prﬂwdl. timely reporsm: from Afahand !
of Canada’s mission in tha: counuy, CS18 suppoered allied effiwes 1o
eombar extrentisn wich o nexas 0 the regdon and provided inclligence
whicl comrrbired v the safeey and secuniny of Canadians, allies and
Afghan citizens witlin the counery,

Flsewheee, Canada’s natnnal sceuricy interests acc porengially threarened
by iillegal migration and human sugeling, which again are issuss of an
inrernanvnal scope Sinvilarly, weapuns probferativn — chemical, biologeal,
madiologiont and nuclear —is o glizbal probiem thil no uae counery can
address alane

For reasons of scourioy and prvacy, the Sersice docs noc publicly divulaze
desails af the information it 2schanges nir doce ioidennly che foreign
agencics in guestion. CSTS must protect ifs foreim armagements in wider
o keep the reladonships vishie and secee. Porcign agencies expect that
the informaden they pruvide w CSIS will remain confdenual, just ag the
Service expucts that any infornation it peevides 1o foreign wgences will
not be publicly di\'ulg.ni or disseminated o2 thisd paew wirhow the
Servieds prioe consent.

Ohar infernaonal allics expron Canada o agsmme respoasibilic for
investigation of threats poszd by Canadiane abroad, just as we expect the
same from our partaces As 2 eosul, CSIS has become increasingly
competent in die inteenational azena and with global fssues.

Sharing Responsibly

N single idea s bad wmore profound imipect on nagonal securiry poficy
than the recognition that public safery is 2 shared el buth domestcally
and internationally.
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Mzt pbwvicasly, terincsm i o phentinetion withont bocders; as the 0-1
ateacks deamadically iluserred, The plot was dirceted from Taliban
Afghanustan, vne of the most antd-demoetc and uodeveliped conatres
in the wonld; <he zarpet was the United States sone of the warkds cldest
and must developed démoctazies The bijackars wece meosdy from Saudi
Arabia, while thi placzing wak place in Hamburg and other cines, Because
the atracks targeted the aviadan sector — a alobal Jadustey —the
reverhearians were fele across the world, economically and i other ways.

tnstabilicy iy ene pars of the workd can dirccdy imjaact the scqurity stuation
13 npother part of the wirdd The permeshiliey of bovders has been
hastened thanks. (o rwehnulopy, as expressed in oyber-espionage and
hawking Foreign acwors oc siarss o distupt ok way off fire i protound
WAy Withour ever coming inte LUr COVTBIy o even near.aus shorss.

C3518%5 mandite is w collect Informanan about secunty thredd to Canads,
ane (o bl do mandae e need tooeschange inelligince witls alles
and etkee parmes around the world. Trased to be thar inthe sécarity:
incelligence community the catchphmse was “aeed wy lnow ™ That is sall
thie case in iy ways, bot thert i 3 iecoumidon that i cumber of situstiuns
sid investigudons requive 4 "need W shaes”

UEYS ackanwiedges that infprimation sharing casries dskes, éspecially vith
rigrards o fbreion aeneies 1w couduies that de nog hdve die samg
dernecratic tridipuns as Caoada, At CSIS wur overdding cancern s w
enstirs thae we aemoves eomplitdy, diteet orindivecdyin the misreatmeric
of zay individusl. As 4 resalt, oue information-shadne practces are!
aoverned by st standards and puidelines

Indeed, the Servite Baz one of the mesk stringa processes of all
wrcligence soriices with cegards 1o fnforination-shasing: Cach-of our
fureign accyement requasts must be appouved by the Ministerof Pablic
Sty aften comsulianion with the Mindster oF Fotudgn St e Sérvice
LA (I RET £ CITS o nstruetiuns when il-.':\ii.\g I emarion; ur beview
hadics — thie Scearity Lurclligenee Review Comimiteee and the Inspecror

Tab/Onglet11

Gieneral — hava acvess moall 2505 Foveln araageoent Bles and roview
those telatonstiips oo an banual basis,

T s abwndindy dlais in the post W1 § eev ihat collaboration acooss 1he
inmemationa! seeariy intelligonce communigy is non-pegodable, A CSIN,
wip bavd beln ahlE o ineer our domiestic and intoonations| redpansibilides
in a way that is consistear with Canadian taand tat eeflects Canadiag
values
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A Our People o A
i T 2010-2011, the aumber of full-time swaff ar SIS -
WORKPLACE - . ; :
wenlled 3,285, Oue workplice is a highly diverse one,
representing the vch mosaic of Canada. Collectively,
our emplovees speak shoud 105 languapes, With respect
o age demographics, four generadons of workers can )
be found in cur ollices. We ars eveniv spli AMOAgE men o
and women, v
i
CSIS-11 Tab/Ongleti1 Page/Page 0095
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ERELIC CRERUET DML

A e majority of our stafs —mone than 70 per cent = speak buth B
Canada’s official linguages. Meardy 30 per concef employess cao speak s
languigre vthee than English or Tzeach. Traseany s asailzble 1w all
employezsin both i sangniges mied oy ol poops exist for
employezs wher apeak, or would Like o learn o sp2als, viher hingeages

SIS s widely cecugmiized 3s a desivable emplover, not just because the
wark i5 inlicrently inwresting but beravse we have a priogressive sodkplice
culivre. Frr thres yeas wunning, dhe nngamzaton has bees maned onz
of Canada’s Top 100 Fraplovers. The Service has also been vumed one
of the Nagonad Capical Bapden Top LEmplovers e fous epnseeucye vems
imally, fur the scoond yoar in a row, we were sclected 23 une of the Top
Employees for Conadizns over 4

These achievements aré reflected in ows ability w eewin wp tjeat, Far
the fiscal vear 2000-201 1, we recorded a consisiently fow resignadon rae
ol (17 preeese. T Face, the resignation eise has hoversd around the 1
per cent mark for the lase sigho veass. T addition, for every four emiployees
eligible o redre i 200022011, oaly vae chiose to do so.

Tnadlditinn the Service bas adapred it rraining and development prageams
 ensuve tharall perstinnel are sensifve v the experiencss and expecratons
of oew Canadians, This uaiting kas hecome pactof rhe formal learning
curriculum, delivered by CSES suiff whic can speak personally abour
differont culoures and faithis as woll s extbvnsl experts represenning neligious
o culracal communtiies

Reecrniument

VSIS Diag veade it priotivy 1o recnsit 4 new gonerition of professiooals
who reilect the currene demographiz realifes of Carada: The Sersce
cotioues B atact brighe young Cumidies w e tinks — prople fwiw
bave the lmwadodpe, aptinade, skills acd passion foc mudern wwelbuence
work and the dusive wo proteet Canada’s sadonal securiey. W condnues
bire individuals whe wish w pursoe sipaificiar caceses with C31S in Geids

Tab/Ongleti1
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a3 vaned 45 enaineering, complier séence, technology; commumicatinns.
financu, and lumsn resources, o oame s o

‘This past, vizie, an wiptecedznted shift las pken places in the way CSI5
reerais, Consistenc vath the Pablic Service Renewal ininative, the Servce
hias teansfored its eecruitng approach feom an infomalword -ofuoud
practive to a modern, branded, forward-luokog one with the ereadon of
a proacive reeediting and nivketing staategy. This new dicection was
esseruial o the erganizarion ao semuin correntin ndusidrhestcecruiimen
practices. While much of the informal recruinng focus and atcndon of
e prast iad bea divevted at Intellipence Oreer {03 posidons, e need
to find qualified applicanis tw Al non-10 positions, such as 1T and
engineesiig, is now grealet.

Cur geeelerared searuidng needs also meane that die Serviee had w reach
out 1o speeialized scoars more agpressively, The Seevice had o ke more
cremive and innowative — beyond veaditional joby faims — inooedes Lo deliver
irs srrategic receuiting message and ratse the profile of the Servige,
Accardingly, G315 hecame more visible oo the publicin 2011 a5 it atemded
hipgh-pruhle svents to promuote jubs in the vrganizanon,

When amending (-acruin'!ng evencs, inany people are surprised m inger and
chat onc-on-oac with acmel employees of the Service. Just ag ieaportanty,
the messaging over the past fow months has beenisolid and conscant; thar
CH15 18 2 soware carepe choiee. Those who mivet 1he basic requiraments
can apply an the micro sire 3t wwwistellizemematicrs.on

Financial Resources
CIS18% final expendifures foc 2090201 1 toeadled §315 naillion.

The Services fivancizl resources have increased sinec 2001-2002, pacdy
as 2 resyir of now funding for public soeuniny and snd-torronsm inifiatives

aliocated in the Devanbee 2001 Fadeal Budger Funding was absi provided

ter augment the Service’s Foreigm collecton capabilides, o adminisrer
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s wpaztisnal cl[:.;cilg fansth donsticatly wod abesad, 1o expaed it Madonat
Headguastors aud o belster existiog eapadnies tu combat sernise Brand

i
o Caoada and atlice paconers, such 25 G315, 18 the
implernentitivn ul 2 hees vear inuniesaon backlop eeducion soategs

Inerememal fundiary was approved ro alloaw CSIS w mzer s seeuary-
related planning roles and upertioasl sesponsibilioes for the 2000 Muskolks
GA Swniis and G20 meaning, Ohse a paviud of tw Greal veids {2061
M 200020173, TS5 reccived 2 totdd of £31 1 o in support af
the Scovices role aud equizemenis rebited to the securiny of the Sunmits,

Fimadly, CST5 was pequized (o vanimalize operacins and enswre wignmen)
with egranvatens) tievds a3 pastof dhe Governimeng of Canada’s seeateaic
veview process i JHEL20000, As pac of diis seratgpe review the Senvieels
budget will be requeed by 315 million effechve 2012 2015

Integrated Planning and Accountability

The Service kas complerad its secoad Yeaz of die fntegried Planning
and Acconnablliny inioanve, In 208, ic successtolly completed the First
CSIS lotegraced Business Pla (e Plai anel imvplemeiteil a néw id-
vens roview mechanism, These processes Welp G515 3 make erivizal and
intiserned decixivns abour cesource allucadng in keepiag with ies top
prierides, mandare and missica.

Inegearcd planning seives (e crdate 2 roadmap which managément and
all emipioyess vaa follow o fulill e responsictlities, This i< pardeidacdy
inwpuredne in tinies of glosal insmbiling and of fscal eseraing Using the
Blan az a ool imprade rhe wrdes nnzale dsk and
achievs berrer resulrs fir Canadianeg, the Service sem it paitinties in respinse

TabiOnglet1t

Frigern 2 - Resaserenr el

WPt 2EPERT IWdamzdic

thren environment and domestic annomic
Suyier will huikd on the planatng and
rud-vear protesses, wivke vontinuhng th develop o moee megraced and
Agoruus feformumet wad reporting framework,

to bolr; the evahia:
unprerstives. Muosing forward, de

il

2007

Conatcuctinn eosts showa ae for the cxpassion of CSIS
U o 2006+
HION 0P

Headguarters Costs incareed om Bseal year 200
ecpresent expondiures sssochiied with thie projeerd

i 20072008 oad 2008-2009, custs inenvred wore ¢ wioly aduibuable
the buliding’s site prepuation. The construcdod of Phase [I1 began in
e sneminee of 2009, wath gital expenditices of $300milfon ta 2010-2011,
The buailding was GlFeially upeined by e Misister of Pulilic Safel
27 Oeenbie: 20011,

A1k

ek

L S L ot L L HI T T EIT ST )

LL L ERVIR P
L AERVEN U=
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CACCOUNTABILITY
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REVIEMW CSIS s an pecasion permitted o use what ca be v
& intrusive investigation al technigues, and accordingly
ACCOUNMTABILITY CSIS requires a strong system of accountability. The
men and womed of CSIS weleome the scrutiny. They
understand they are expeeted awr just t keep Canada
safe but to do so in'a way that is consistent with Canadizn

values.

CSI3 is among the most reviewed intelligence agénties

in the world. Fully two-thirds of our enabling legisladon,

C3IS-11 Tab/Onglet11 Page/Page 00989
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Paaliy vLrasr Elys-2uil

thie CAT8 e is dedicared stlely 1o ensunng thar ihe Service 15 subject rer
propes reporting 2nd accounabiliy mechanisms, The acavitics of G518
are subject i review by the Secunty Inwlligence Review Comemites
(SIRC), e Inspecior Gengral (1G) tor CS15, the Federd Court, as wll
ax by vwious oilicers of Padiamens, including the Auditor General and
the Privacy Conmissionzr. The neardy thrce decades of interacrion Lerveen
CSIS and iet feview bodies have allowed thisService to develop and work
with 2 robust ser of opemrunal policies, and 1o mature greatly as an
nrgmumnm}.

The nibser ¥, tecostimendations and even vccasional giticisms
provided by our review bodics have miade C8IS 2 mure effective and
professional ozgarduation.

The Minister of Public Safety

The €515 Dircezor is accountable to the Miwseer of Public Safery, who
provides Ministenal Dicection oa the policies aperions and managemiear
of the Service.

Pursuare to-secrion 6(3) af the CITS A, the Minister may jssuc to the
Diirector written dirscions with respect o the Serviee, This can includs
divection on any matter, incuding inteligence egllection priorties and/
ot eestticgons, and oo when, and under what circwnstances and to what
exteng, theService is to inform the Mintster of its operations.

(2813 requires the apprewal of the Mintster of Pablic Safety hefore entéring
into faomal GV e secdon 17 armangements with domestic pactaces
(8171304 and Torcign ageacy parmess (s17{1)(b). This cosures thac
the povernment’s doimeste and furdz policy interests end privwilics as
propady copsidered poor m the establishment of aoy formal intelligence
sharing wreamEcienl,

55
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The Service also regiies the apymwocal of the Mircster to Ale wareang
applications with the Pedera! Coure fzeation 213, This costscs appoapriand
enal zecotnnabiiey ovee e Sorviees ynore intrasive vperatiunal
s Section 23 of the €378 vauires C518 o repirt annualke (o
the Minister oo vperauonl actniues.

mins

act

The Security Intelligence Review Commitree
(SIRC)

Thi Sccurity batelligence Rovies Cannimin <, eatablished inde CFIV A
15 an independeny, external roview body which repors o tie Pardiament
of Capadiy on Serace operalions

Livety vear, SIRT undestakies 1 sct of coviews of G518 opermdans, SIRC
also investgates complaints surcounding Service acuvides. lndividuals
who have had a sceurin clearacee deaied or revoked can sieluly flea
complant befure STRC. Fullusdog each rzview o Lomplaint imvestigarion,
SIRE. provides chscreations and weunimendations pretining o the CS15

policy, progeam o spembon in quaston,

White CSIS is nowtegnired by lawe to adigit STRC recommzncations, they
ave carcfully considered, [n fact, dh Service has implemiented most of
SIRC's recommendadons over the vears

The SIREC Annual Renos, tabled in Pardianient by the Minister, peovides
an unchssifiod overmaw of s vaneus stndies of ORI issues that were
ciwidacted dudng the Gseal veay and of dhe resulis of s comiplaines
invesigaions

The Scevice’s ineractuns with SIRC are pawsdly aaoaged by the CSIS
Excernal Review and Lisison Ut The anie coordinaces the Serviee’s
FLSPOUNSE 10 fequests or quusiions coming front SIRC, and acs as the
b liaison poine regavding complaiaes againat C3135 filed with STRC
under secrions 41 and 42 of te C315 Ao
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The Inspector General (IG)

BI85 secone reviows by, dee Tigseceor (reneah 03, Inae
she Almisege pf Public Safarg The 10G% wurk asaists rhe b
cxvicising responsibilios (o e Seeview

misrer in

The 1L snoniuons G313 fior eornplisnes with t)pet'n.lm)n! 1111[::_;-*.& aned
issues 4 venrly ceviificare indicaring the degree of ssdsfaction with the
Directot's dnimal Reposeron SIS seivities diaris provided to tiie Minisize
of Public fafery wnder seatun 32 of the C8AE 2. An anclhissified version
of the 16 amnns! cesnicue is asailable oa e Otfies ol the Tnspucter
General's wel: paes, via The Puililic Safely Canzda websire.

CSIS Internal Audit Branch / Disclosure of
Wrongdoing and Reprisal Protecton

The Inrerval Audie tancdan b5 haaded by the Chic! Audit ksccntve
(CALE, whe separts to the C8LS Dircetor and o an exceroal Audiv
Cotnnttee. The CAL provida: die Direetor, Senior Managemant and
the Autli Coramitiée with independent, phicaive advice, sidance and
assumnce on fie Scevice s visk management practices, aanagement tontol
trameworks, znd gtivernance processes. The CAE i also the Senoe Qificer
for Digeclesue: of Wiungdoing

T 2010-2001 . the Servics impicmunted an Totepoal Disclosues of
Wrongduing and Reprsal Protecnon Policy. The policy provides a
conifidential nicchanisny foe cioployees o comt foreaed if dicy bitivic
that sexdius wromadaing has ken place; Tealso prosides protectiun againse
seprisal when cuplerces come forward, and ensures 4 fair ard objecmic
proeess for those aganst whom allegatinns dre madé, This efforo o
esrablish an effeetive ingernnl disclosure process hes merswith success and

Tas the sy of seriee nasgas

Tabn/Onglet11

restlc RCMaR® aris-dul

With respeet 1 Faternal Audiy, the prafessional srandards of the Diieroal
Audit function weee ackaoswdedndd in 2010-2011, Firse, Tezzsury Board
cated the funcdon 43 “Stung” dusing it anaial Alanagedens Accouiabit
Framework assessmicnt. Sceund, two sulf assessmems addeessing the
requirerients of e Tastoae pf Tavsionid Auditirs and the Office of the
Compnoller General were exezrnilly validired. As 2 redule, the Iiteron
Audic funernin sai tonfinm that iz compliss with inteenationally reenpaized
audinng seandasds.

The €315 Audit Commiigee contvued b bring shout improvements o
die delivery of assuranee serdtes. The Audic Commitees focused on
ceamining (SIS ecnviries and performance i the five kv areus ia che
Commite%s imariclare, pimely visk managemient; wmanagenent eonizol
framevinick; Rninéldl repoiting, values antl ethics; and the inremal dudiy
function. The Audit Committee contnued e ennuibute w the
independeiice and statiie of the Toternal Aiidic faneron by mainridning
hiuh standkirds in their review of wirk pertucined by the Bancrion. Thic
\udit Cominirree also aguamsty munitored the Implemenranon of
mangement action plans following internal audit ceports

Ower the prst yeag, CSIS demonsitated it i is an oegarization willing
1 listen wo advice fram 4 vasdery of sources and o creats acdon plans
accardingly, The Tniemab Audic fenction rersaing commiteed 6 supposting
CSIS and improvitigits upmmm by maintaining a disciplinad approach
1o ussessing aiid improving the offectivencss of the Scrvce’s risk
riansgemisn, vonlsdiland givimance pfotssses

Access to Information and Privacy

The mandaze of the Ageess o Leformation snd Prvacy (STTE; Lt s

o fuifill the Service's obligations under dee sl fo bijersation Ao ané

e 1t The C8IS AP Coordinator has the delegared aurhsiny frons
die '\hnmzr af Tublic Safery Canada b txereise and perforn the dudes
f the Miniseer 23 head of the insrnrmion

41 of 50
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PUBER SEIEAT ZVIgsaLL

In 200200, dhe AOP Unie comunizesd o condue avweiceness scisions
tor alknew TSIS cmployees. Bricfing sessions ware also aiven to manngees
and wther specinfized funcienal areas. Tlirteen sessions were gven w
33 pacvapants who were provided with en overview ot the Priag -4
s wrell as e <l 2 bgbrmoation - and a beteer understunding of thsic
abligarions and the prncess within 7518

The ATIP Coordinaur tiaises with tie Teeaswiy Boaed Seercraiat, the
Infurmazion and Privacy Comimissiopers and nther government
depattinents and agenaics oo behalf of €515 In sddidon, the MTIP Uinic
processes and responds w all Prvvey 54 aad e o lefarseras 2ie
reguesis made o CS18.

The Priwigy A eame inte foree on July 1, 1983, Undee subscedon 121}
of the Az, Canadian citizeny, premaneir residents aad individuals present
in Canads have the figh to access their personal infarmation under the
vontril of the Government of Canadi. As wich requesis uniler the e
4o Jufermewtion 2., the right to abtain informarion under the Prinw; - i
halaneed against dhic legitman: nted w protecr sensiove masial, The aim
is to permit effecdve fnedéning of goverament while ar the same dms
proniolne trnsprceoey sbd acconntabilie in govermment institutions,

U’u.l.‘irlg thie: 2010-2013 Bscal p:l:i.!d, the CR15 ATIP Unit received 4 ozl
uf 398 reques= under the Prey ld (representing anincreasc of 32 per
cenl gt the provions Nseil year) and 263 riquests uader the laein 4
Interzmztion Aef {an inurense of 69 per cent over the last reporaag period).

The ATIE Unit serives to improve iis administrazion of borh et
Consideable nitore was devored w addicssing all mandacory tepiirting
requirements, resulting in a Srroog’ mong durmg rhe last coundd of the
Menagemuent Assessinenr Frunicwork exureise 28 it eclaces oo eapacicy ad
govcriance,

Tab/Onglet11
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History on FVile

wrlit i pueserved by il.Ihianf"‘.mq.J

Thie hisiarical recard if C

“Archives Canadu {LALY By Lo, all movernimen| imstic dans:

st cransfer o TAC 1ecaids of Ioswiical importance; and

LSS s na exeeption.

LS1E vias reated in 198 aond inhetiod e Satd War files l.vf

st predecezsor, the ROMP Securin Serdice. Over ibe years,

€318 has vranslerred thousands of hese reeords v TAE, Thie
firat efer ovourred in 1989 when (e Service seinr over 15

files o sospecred subversives, revolutivaaries unst de lile,

7 ol S )
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Aol el s wgi, I'llc dcl’-nl-ll i

" The .nmmuwlt oy, lmc

Separ lmu; inferation obitained u;i'ug hmuaa 2ol

Flhe secuny cormrbmy recogizes i Cald \“'.;r files hube
imspe e el valiue aned vt if rivargrind cam dre wclasalficd,

rems an abwn i b Pl shisdie for transparency reprogents

Casnifiant arfidinal shitt. The very existence ol secuiy
Cdotiers on the Casdrndniss Pucry of Gutisda wnd siinikar

organizations wanhl never h;m: been ulmm‘lgiignl At

e E

'w»m..'; or ..'..

--. s 0 el ﬁIco of lum-m:al

i

and. cultmhl g-:gmt? 58 lhuﬁut ]llng .cramr_\
Feasmng Hog i, cm:dlngi\'r CE1%5% \‘n‘u}kmw Wity ;
ermire fhat 45 ninich nmti:qll e ponuible can he ds ppbuc. 3
Ol aadi dive {5 etneained b securisy dovy e

e Caildd “’u‘:. maksng lhcm o 'n:g:hrmm. inferest sor pml toy

athiiacid ;cmm.\ltm e g all ¢ nmulmrm. y

 The digclasize pronest cin l.l: tﬁdmiul um! ﬂ.uw-mmuming. i

Altha agh LAC resins ‘.lu: lkmmiéuu they !mll w:l:;l ! las

: ﬂm-:d m lnal-uc uﬂam tl::v t,lu Lot mhuir\ inl'nrmaﬂm l?un
; h;ddf. qmr,m npculumat wlise GSIS maulws wj Lpore,

that u:m—uu u-uu.;{ Iu.hmwimmq.;m yw.hmwiwtapu The

N 0 et o snu«.uwhllr.' .fmmmgdw dischm.m:

of (echmical mn.ucpm.

Ome of the Fr(\llugca o wrling ar L SIS 05 the tq&[mnunin

i holed Tintory in pur hands. Be 1\5)r|-|.m,|__ clusely witls the
vt eehivhs s we seek o give all Cu‘.mﬂam thi sne

.¢|pnr’uhmr
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TALKING
T0

CANADLANS

hal

2

o |

J
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Community engagement 3_ :]r

Same veople assame that a security secvice always needs G

:

t operate in the shadows, but that is an Gutdated
assumption. Lo s rue dizt CS18 deals insecrers bue that

doesn’t mean we have to be w seoret organization. vl

. ) ) A
Canadinns expeer a cerin transpareacy zod upenness

from their institunons, CS1S gannos - aod should not Rl

seek special exemptions at gvery turn, Ordinary &
Canadians have & steong inrerest inissues of nadonal

33 v

Tab/Onglet11i Page/Page 0105 -

45 of 50

AGCO0577



381811

BEFYRY DAl adnis

v und CSI5, whare passible, 1s wing 1o conibute 1o thar public
COMLEEItUN.

W ars, fon exaniphe, inuieasingly aene inwiai is codled pribliz “ourreich™,
esprecally warh vespect o caliwal communites. We are an eathusiastic
particr ot the Ceoss: Culeara! Rourdeble o Securicy (CORS), 2 inftdacive
champroned by the Ministee ol Public Safey that seelss @ demystily the
seeunty appartus. The CORS brings wgether seeurdty officials from
several povenment agendes and depaltments and iniroduces them w
meintees of ¢thuo-cultiral groaps across Crnada,

Ohver whe past vear, CSIS porsonnel hove paeteipmed oo vaeery of
ouereach meeongs, sonte G them fumal afiaies around boardoinm mbles
and geme of diem more casnal “tren-hall” - style gatherings. We cancnue
t anect personally — sne-u-one, in some cases — wich comitniey
represcaranves wha have an intorest In getting 10 know us and eur mandacc.
e atms s 2o have an honest and uselul distogue, and indesd daar bas
heen pur expenence.

Thuse events allow the Seevice to explain that our mandate is t proteer
all Crivaddiane, including minorite and immigeant communizize. Beense
the Service ks idenii fed lslamist extremism as e most pressing thieat
wr pationsl seeudy many Maslim-Coanadians underszandably want w -
knerw whae the implicavons sre for them, Public outreach — in mosqaes,
eonmmanity halls and other plices — affords lwe Surviee the oppormnity
oo assave Mushm-Canadians thar we see them as pariners ol allies,

CS15 usel s o remarkably divesse onganization, becoming more s every
vime Justas gome culiuead cormtnices might worey dun the security
esrblishment narbotes nispereeptions ahomr them, we ar CSIS wiirk
lrard & cleae up misunderstandings b whi we ase. The multiculmral
chacacter vt Canada is reflected ia vur workforee, something that would
perhaps net be sadaly known or appreanied were i€ nat for gur
pardcidaton in public ouireich,

=1}
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Community engagrement is sdll celazively new to die Servier, buz the
exceoise i proving to be a pesitive oo As the custodian of natoaz!
security expertise, we believe there ig value in oue assumiay, where
apprapriate, sn educationsl role, one that bitigs benefivs to ourselves wnd,
mezz imprcendy, to the communities we serve.

Academic Ourmreach

CSJS fawnched e Acadeinic Quiriach Progrom in September 2008 The
parpese of the program is to promois a dizhwue with experts from 5
vavcry ef disciplines and cultoeal backgrounds working in universites,
think mmks and nther réseacch stitutons n Canada and abriad.

“Ihis progroum allows CSTS access b Jeading thinkens and wriwees specializing
in sceunty related issues: Tomay happen thay somic of outacudemic parmers
Dl ideds on promiote Andingt dat contlict with ous en views and
cxperiznee, It thatis ohe of the regsans we inifiated the program. We
believe ithere can be valua in baving informed observers challsnge oue
thinking aml approaches: The program helps che Service focus s
inteligenes eolleconn etfnes and improve its analytical capacity:

The exchange runs in boh direcions. A snere intesaaive reladpnship
with the acadérmic tommunity allows the Service w share some of its
owin expertise aod incerestd, whith in b can belp scholars — polideal
seitntists, historians, psythulogists — 1o idenrify new avepues of research,

Academic Qurrezch (M) hosted a canference carirled “Matching
Ambitiuns aod Realides: Whae Fawee foe Rusdia® A Broughs roaedhee
a mlg-disciplinary growp of experes from 2 pumber af countrics to
magine aliernative seenados foe this fonuer superpowear 48 11 s (o
Jain a leading vule in 2 shifung wodd order, alt the wisle grappling with
the demands of political and entumic modurnizadon,

W also hosred an in deprl breiing an die sociopeliticnl aod sconomic
drivers in Yermen rhat are fadlitadng the espangion of Al Qaedi in the
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AN, The presenier on Yemen had dons exensive
cesvnich in fhat conntry aud was able Lo préseor uniyue insights into the
tribal dvisaziies, puliceal eultaze, sectanan rensiune aad sucie-rconumic
challonges condronting Yemen.

Azsbinn Pergnaal.

There is a siznificant incerese on the pare of expeies w.parucipete n
activites sponsored by CSIS Sinee 2008, CS18% A\eademic Queach wni
has organtred $i inteintional confeeences, numerous stmingrs and
wockshups, and dovens 6f lenchtime peesenianons ia which outside
crperts speak o 315 personnel on 2 copic of mumal interese ac the
Service's MNationyd Hesdguartersin Ootawn. The hunchiime pecfenzdnas
are very popular, reficefing a commienient o professional developnient
sratmig CA1S personnel

In 2010201 1, sutsidecsperts engaged CS1S stdf on discassions covenap
2 rauge of séeudin: and soraregic issdes, including e scouriny challenges
conflinting Aral stiek Chings svolving inferest in the Aatic; the inriens]
dimantics of the Tranian regrime; rechaology transfers and die spread of
nucheu weapons; Russia’s changing roleon the world stage; and dhe securiy
dimepisions of fhe global fovd system.

Inzellecrual engagement wirth scholas sutside the professional sscarity
esmhlishmeac helps the Service ask the nabt quesdons — and avedd
su puiies — on fssauss peteiniog both O 0 Camadian dd ghoba) sceris
cowiraninents. TIE progrint s x6ll young, but it has iwlped €315 sdopn
2 miore holisde appreach when reviewing and asscssing narivoal and
mernational 3500s of interest:

The Academic Oulreach prigeant has als ealancsd paringrahips wirl
arer governmen Zemartmenis. Canada’s Foreim Affairs and Tnsermanional
Trudé, Pavy Coureil Office, Canadian Fuod tnspection Agency antl the
Intecnatidinil Development Reseasch Ceater Tave co-sponsored wit
(SIS some of Wi Tntcerations| conterenees, providing an opporiunity
{or membess ol ihe brinderinclligence commumit daoss govemiments
10 liarse ad eolliborace,
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eERVIL EIRESY Fede-283)

CONTACT US

National Headquarters

Canadian Sceunty lezilizence Servies
BO. B 9752, Stagon T
Orrsa O KIGAGA

Wl 6139950820 ar 1-300- 2077683 1oll-free {Onrario only)
TTY A13-091-9274 (ror headni-inypaized, geatlable 24 o 2 day)

Regianal Offices

Adanpe Pegron

Media and Public Liaison Querics:

518 Comminications RBranch
PrY Box 9732, Stadon T
Otravca ON K 4G4
Tel 613-231-0000

Bl Box 125, Mavon Ceizal
Halifax NS B 3K5
Tk TA2-4 20 5408)

New Brunswick Disicet

PO Boy 6010, Sradiun A
Fredetiviwen NB ESB 361
Tel, 542323786

Newfuandhued wod [abrador Thisiret

RO Boy 2553, Siacn
S Juls ML ALG 66
Tel. Ttk 224-5030

uchee fovion

Tk Dox 2000, Sraran A
Muatrzal QC HIC 3A6

el 3103953008 or LHT7-220-2363 woll-lree [Quehec i)

Tab/Onglet11

48 of 50

PagefPage 0108

AGCO577



csis-11

sehly PEPINT fulg-Tyii

Quihie Gity District

Ouawa Réwon

P Bos 10T, Stitiun SatingFoy
Qucbee QU GIVICA

Le 418 520 B9y

P4 Bos 9732, Sadon T

Orava BN RIG 454

el GYAIR1A9 i [-RED-267-T6KE ol fowse (O only;

Toriawi Region

PO Bex 760, Station A
Toroato N M3W 163
Tel. $16-865-1480

Praina { \beres, Saslatchewsn, Mantoha
Blogtiswesiven Chitaro, Yokong
Nurtnwest Terntosies, Nunavur

BOL B 47000

42 City Contee

Edmugun A T5H4NT .
Tel, 750-401-7200 or |- 300-66) -5750 el frox Prairie baly)

(".'llgnry{)is’:ﬁcl

BOL Bos 2671, Statian N
Calgaty AR T2P 3
Tel 43-202-5255

Suskarchowan Districr

B0 Boe 309, Stadon hain
Ruygirsa SKS4E 4R2
Tel. 3 "8l 3312

uraniba Discorict

P B 771, Starin Main
Whanipeg MB RG4S
Tel 2M-0585120

Batisti Columbia Regiin
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MESSAGE
FROM
THE
DIRECTOR

‘The release of eaxr Public Repoey s an impoetact evens fow the Canadian Security Intellizence Service (CSIS], bevavse it prosides an oppocraniny
forus 0 mlk abour who we are-and dbout the secadiy threats (Canada faces.

Tt used oo be thie wrclligence community wonld mavely — 1 ever — speak to those issues in o2 public fotwn, s moday’s world, however, it may be
thac e first. line of delence ia protecting pational sevdrity is public swareaess of the threat envidonment. Secunry is a collaborative effort
herween goveenimonis and eitizens, and in that spint we 2t €518 see the value in cansparency, te the estent such is possible. 10is an axiom wichin
inzelligence services (hac successes are known only w us bur failures are known o all, Tn braween those mwo poles, theze 15 much that can
he shared

Tin 2001 1-200 3, thie review period of this reporg, there was an exporential increase in piblic awareness of the evlier thieat, o dealizadon tha if

yuu open even one malicious c-nail hestile agnrs can steal your most sensiiive rmation — and do o 0 a blink of an oye and from thousaads
of kileratres away. CSIS snd iz parrners dre mandard o protect Caneda's seounny interesrs. Orar job becomes immeasurably casice a2 ordinacy

Cansalizns leaen e be moce carefd where dhsy dick
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“Thne sophistcation and derezmination of cvber-spies, somic of whom arc backed by r‘r.nr!ign governments, will continue o prow Individazls;
sorpuradons and natuns e ace anibic o defend dhemselves will suffer ceonumic and srher consequences: Forunacely Cazada is well-positioned
oy mieer this vevy senons thraar

Deaspite the visibiin dracted 1o evbarseaiy, n ihis Pablic Report we reveal thar teciruism s stll oue greatest preducupation. ‘Ihe god of
TeErGGSTE i5 N0 to feal Soorees in he eonncaes they meges bur KL peuple. This renains an immediate danger to piihlic satety,

I Apvil 20115, et met, voe e Torenzo and one i Moneal, were charsed witls pluting o atcack a passeager teain: In anoounting thuse avtests,

our i enfocgement colleagues dlluded co links between the sccused and Al-Queda elemenis abruad. Tiia globalized word of personsl mobilite

2pd mudern cemibiunizations teehinology, vielent peopic acd violenz ideologies have grearer reach than evet hefort, AJ-Caedit and other groups o
¢ erronsl peratves, and those sune groups continue: toidendfy Cannda us an aufactive tageo

contnae o suceessfully neorts and mob

Terrerism is amehifaceted phenomenan, one that hug evolved sinee the C8IS -4 was conecived nearly 3U years aga. Tn tic hiyddy o politieal
terearism, & lecroests objective was miore orten dun ver o draw aliindon or support for a cruse, Tachor than to maxinuze civilias casualtics
Thése werde the dayé ivhes violeat goups issued demunds and cven gave advance waznings [n cxcontng the 9-1 Lactacks, by conreast, the hijackees
made no dessands and Al-Qasda initally did nor even deim cesponsibilicy. Swilady, the conremporary phentmenon of “loae acror' retnrism
— manifested piose horsifeally in 2011 by Andess Brelvik in Norway — seeais io have ss i objecave the musder of as many people as possible:

Moreovet, miduen technnelogics have necelerated the speed with which threats devélio Tlie rive bétdern didconeeption and txecodon of a
arurck ean be very shore Whan it contes 10 counter-tseiviriam, (SIS ppecues in 2 higher risk enviranment than evee belore; with an margin (or
ere The sad realiey of Canadian citizens pardeipating i torecrst scovides s another aspeet of the probiem that is dghdy drawing public

artenkinn, {See *W Canadizn (oncern”. pags 27; 2
That said, wie ol dhe must distnbing pattona” seenry incdeets oF 200 12073 was cou Wetarism: Ta Januey 20012, Sul-Licutedant Jetleey Pad
Delisle was aevested in Halifas and charged widl: spving [or 4 forsizn govemment, HE later pleaded guiley and veceived 20 years in piison.
T case was hiseenic hoeavze irmarked dic lezp covittion undar tive Secindfe of Tntbematis =l and served a3 a veminder thar Canada is a highly
sttractive trget for hostils unelligence agenaws, Phure are s sy, and aguably iere, stienmpts w steal Canadiun seerets today — ceonomic,
mitliary, polfideal — thas ac any e in oul aatons lasn.
'
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As wich counfer-rerrozism, oue counter-espionage anirs operate in 2 higher risk environmene than ever dzfore In rhe age of thumb drives, 2
warchousé of documents can be stolen in the Blink of an eye and then Guried away in vack pocket As CSI8 has sed before, we wish for a wodd
where the mechnds by which Canadian inretests are harmed were diminishing rather than expanding, but sadly rharis nor the world we know

Recently, the apen media cardied vepracts of new auclesr resting ia North Keirea Meanwhile, Tran®s agdear ambition continaes w be b developing
story with implivaticos for intecnadonal geability and scandey. Canada's seowsity interests, st home and aheoad, are direcdy affected by dhe illicic
produciion of unspeakably destractive weapons. This is 4n onguing cunczen, ohe we share with vur allies and W which we have commitced
sigailicant counter-proliferadon cxpernse. "

The 201 1-2003 petiod was also siguificant for CSIS in tliac we contibuted to the govemments broader cifort to achieve cconomic cfficiencits.
The poblic resourees with which we are gotrusted wust be manged responsibly, 20d we pnderook dewiled ceviews of alt activifics to ensure
the benedins justify the expenses. The Service will contivus w de irs pair o help reduce the federal duficit.

The prof lismi oF CSTS is reflected in the fusion of optrational effecavencss and responsible sedniinistration. We appreciate the eonfidedee
the government invests in the Scevice, und it remains for ns3 privilege o protect Canadisns and Cuiady’s interests.

Al

Miche) Coulombe
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IN TODAY'S COMPLEX.

WORLD, THREATS T0
{ONAL SECURITY.
REMULTI-FACETED.
AND CONSTANTLY.
EVOLVING . &

L
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THE THREAT
ENVIRONMENT
2011-2013

5 muliicaloges) and diverse nadon with an abandange of
nararzl resourees, r.cq'iiﬂ.'s secudry 1o preserve the way of Lie enjoyed
lay theise whio Live within irs bordacs, In todays qomplex world, theears
s aadonal security are muld-faceeed and contmandy cvolving Under
Canadian ixwg and speoteally the Cavadon: Seannty Tntelligoe Sersice
FCSTN] e, the Service is required o investpace thicars o the steurity
of Canada. The foliovang is a briel summacy of the key threas to
Canady beoween Aprl 200 l-Aprdl 2013

Terrorisin

Tercorism 2t seme anil ahroad
The perivd betveen April 2001—April 2073 saw 2 considerable

evolution in the domestic and nternanonal teevonise threseus well ag

# vumther of sanifcn events Within Canada, theat were high-peoiilc
inzidenss of (anadiane waveling abread w cogage in terrodse acrivitics,

az weli as the notable avecses for an alleved terennss ploc o be caericd

Tab/Onglet12
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out on Canadian soil, In the nited Sraess, teovor atsacks ac che April
2013 Baston Macathon demonsteaced the ongoing theeat w the West
from homegrinm violent exteemism,

Trtzrnationally, developmenis sach us the deatb oof Osama bin Laden
in May 2011, Anwar Awlaki in September 2011, and ncher key leaders
dealt significant blows 1o the Al-Qaeda {AQ) leadership, Despite these
events, the threat [rpm internativngl tecroriam remaing sisaificant

“Terronist muvemedts in North and West Alrica, Somalia, Teaq. Svra

and elsewherc fearuee nezr daily vilent attacks which kill norserous
innocent civifians cieh vear and destabilize regions, posing 4 threat
Canadian inrereses abroad. Odhar evanes, such as the Joly 2011 atracks
in Norway carricd out by the extrensist Anders Breieils thut killed 77
people, serve as 2 reniinder thae terrorism fakes many forms and is
not limited o anstible parts of the world,

1n Canada, terrbasm evianating feom Al-Qacda-inspiced exeremism
vemaing a serious farear. Despire revent successtul operations argedng
Al-Qaeda Corce, dhe Seevice tondnuss to see support for AQ causes
in Canada. OF pardendar significance is rhe above-menvinoed
invesagation int 2 alleped A-Qacdalinked plot oo attack 2 wam in
Southes Ontacdo, which ed (o the arvest il mwe indfviduals i Apnl
2013,

Teis impostant Lo note hac aldwough AQ-ingpired cxrersism mighe
ac this momeat in tme cepresent the moso visible errost threas w
Canadian infercsts, histricallp eerrodsn in Canada s hecn commmitred
in the name of 4 vaviety of deologies,
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teArsns the

There are 2 k2ast three main ways in shich rereoris

wafery and sevuroy (of Canadizns:
= Fi

reerarisys conrinue to ploc direct amacks

and ies allizs ac homie and abiecd wic the dim of cansing death
and disraptiess:

+ Sceond, reeronsts seck o conductacavioes on Canadinn teeroory

W st ey roeien gluball

aod milh
o Phied, tercorist suppocetes sesk (o vadicalize individuzls within

2e0ups;

Canada, some af whom may teavel overseas fur térvetist aaining,

o (e i terca s dboad. These indiaduats erdasger their

lives and pose 2 risk te he countrics o which rhey have navelled,

Further, showld dhey return o Camdry it s uncertain to whae ends

these individoals may pui their raining There is concern it miay
include stterupting ta redicalize othiecs, or teain individuals in

carrmstmnerhocs

CEIS weirkes with el enfoccernent parmersand other governoent
and way nf Lfe For

arencics I order ro preserve the safery, s=cud

Al whee live winkin nere hondesa Fusither, the Service is commpied 1o
stpporting the Giaxenment of Canads padiinal coenter-ferrinsm
sientegy, B Rerdlorcs dgoiuc? Terrusm, raleaseil in el wy 202

and expandsd wpon i dhe 2073 Veatie Bgparr on i Tezrovisk Threat se

Cualdoraha,

Rl adia g

s rontinies

entiafiy,

radiealizanion s the proeess wherehy mdividuals move from holding

modérare, mainarrenm bilisfz aretacds adopiing extremint nalidcal o

religinus leolnges, lndividuzls who breame mdicalized my supporr

e Steonre involved in vinltar exteemtism, Activites cin rangz froin

4 planning against Canadian whing meney or resouzces

b sappore vinlen: extecmst groups; and for influcticing othires

fpactivnbidy sundsd rowards adupting madieal idecluges Radicalived

ingivi oy also seck vy travel abrond Mo wovonso wsming e w

engage e hghting Such inidividogls can pose veey sedions dieals w
the secuniey of Camada. Mot 2oy ace they now seasoncd figheers wha
Trareess tiwe ability (o cunduet acacks hiers, bus thev sy alse seive in

influencing ot

5= gl
‘© L

Tab/Cnglet12

13 of 71

Fage/Page 0122 -

AGCO0578



+S15-12

The paracipanon of ran young Canadians inan arcack aoan Algedan
precodeun aeiliny ia Janwary 2013 where up to 60 indbidual died, 2¢
well 95 the widely-reporred mavel of nwo cther voung Canadinns s
Nowedr: Afica, allsgedly for exeremise prrposes, is-indicauve of dhis
wend and highlizhis the challenge posed by the tavel of adwealized
individuals fur terroost purpuscs.

To wrder ty penemte a keteer uaderstandmg uf the pheavmennn, the
Service conducts rescarcn on mdicalization in Canada, CSIS s Tound
that foe those inHuenced b the: M narratiee vinlent extremists haee
coime (vom vanvd social 1ad age lovels, are spread widely across the
cducarional spectrum and can appear fally fntegrared e soclewy
muking deteetion especisly difficult.

Al-Qaeda Core and Affiliates

Duging 2011-2013, A-Queda Core, based in Pakiscan's telbal azeas
experienced & senes of majov setbacks, induding most imporeanty
the death of its Jeader and feonder, Osama bin Laden. This is in
addinon 10 the dedths o1 wrests of zevenl other key AQ comiandsrs
and uperadves; resaling from 3 putenr and sustained counter-termodsm
wnmpaign led by the United Siaves.

Mureover, AMQ Core was canght off-guard by the politieal uprsiags
of the "Asab Spang” which ingely reieceed the Al-Qaeda naseadse
and essage During the period of this Repoer, AQ sas inigally abeent
and largely silear regsrding the sovolusions aking place. However,
snoveniems Hinked w AL, o inspired by i narestive, have subscguemly

Tab/Onglet12
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appeared in zome Arab Spoung counrries. There js concern rhat the
volatile seeweicy situanon in some Amb countdes as a resule of the
Asab Spring prisings has now provided mom for AQ) and s affiliases
tn oparate more freely,

Additinally, AQ Core has also been increasingly vocal aheut the Arsb
Spring In eardy 2012, AQ leadsr Apman Al Zowahisi released 1 video
which called a jihadists in Syna apd die vadee regiun w juia the light
agrinse the Assad cegime in Syrin. In zarly Aprl 20030l Zawainn
called wpon all Muslims to onite in creed and actions, stating this jsa
"yery crucial issud” foe Musling, cspeaallyas dhey et a “new phase
of emposerment and conquest™ in the wake of the Arab Spring,
These messages ave iypical of reeent A releases which have ndoped
4 more dogmatie stance: informing thi reveludonasics of ddr duty
w implement shada law and secking to situsre geo- polincal cvenss
within a historical narrardve shaped by AQ's worldview. Fagther,
messuges are evadence of al-Zawnhid’s bogoing saempts o overcome
leadership losses and opecational weakoesses and veaffirm AQ's
relevance and status as the vanguard of 2 global movement.

The Service asscsses thar AQ Cuors remaing a dangrrous tetronst
aronp, which bas thus Gy retained the inzent wo carey one spectacube
arecks against the Wkt and w nfluence individudls w dy the same,
The Service espects that AQ Core will remain based in the A falian/
Takiszao bordee tribal 2reas for the loveszezlile furuee This acea 12

fieant suuree for terrorist m:Li'.-IL)-‘f. 1t

theeeliore likely w 1amiin u sige
constirures a threat 10 che securine of’ Canad s
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Instability, tervomism, piracy and violence condnae 2o plyzue the
sronbled African state of Somatia, The vesuliiog peableins which
cmanaze frum his regiva cunstine significant threaes w the security
of Caeda, Tt piaricabey, the tevronst gra Al Slabaaly cemans 2
substantin! threar o cegionial sccunts despice several sedbauhs it suftered
Between Apdl 2001 Apri 2015 nanely with the introduetion of a
Remwan-led Africdd Tlaind facee inro Soimdlia Vor cxample, in dye
springof 2013, Al Shabaub was successful in kwaching severul highe
profiie awacks in Mogadislnl

Anumberof Somaki-Canadizng have ravelled o Snnalia for rercorer
gamag and to engige in violent jibad, Some of thesz individuals have
repoztedly been killed. Ta Apeil 2013, a Canadian is repozted e have
wken parein the desdlv attacks on Mogadizshu’s Beaadic Courts which
killed Armerfs individuals, For those wha surere, theee aie coscerns
over the ends o which they may put there wuniag In Getober 2011
a Somili-Améncin suicide bomber zeleased ao audivnpe sgecieally
cailing upem * buochers and sistees” toengage in wulene thad in Canada

In April 2013, the Canadian goveriment pissed legistuton whick
vhakes it illega! oo leave Canada for the purpose of comumitting
terronsm.

Va L Al s N

Feom 2011 wnnl the summer of 2012, the Yemen-based A-(Jagda in
the Ambian Pedinsuls LAQAP) eagaged in a shore-term insusgency
in che southern governorsets of Abivan and Shabwah. While cvcntusily
furced (o reweat, the grotp temiing @ significant errarsl threat
tocussed on varrdng out azacks within Yemen and againse the
interoztiona! conwmumy: Moreover, the geoup numintaing the capaaty
and intent o carey out interpatibngl pliats when e opporaunity
presents isell, This was illistrted by dhe disruption of 4 séoond
undeiwear plot by the Services albicd parbners fn May 2012, motleled
on # sithila? failed plotby Umar Farouk Abdabmuraliab in Decermber
2009 which, had he been successful, might well bave blown up a
passenger jet encoure fue Derroit over Casadian airspace.

AQAP onling magaxiag, fugpl, Has contnuously djed ies audience
16 engage in Jone-detoc terrorism. A “Loase Mejghid Pocketbaok”,
collecting sdvice and technigues from the [0 ssues of Tripire Magmasie,
was published §n March 2013,

AkJaeda 10 fme (AQT) cemains 4 desdly foree withio Trag althoogls
it lacks chs support it would need amongst the general popidation w
heconc a successiul insurgercy moveiment. Fvents in Syrin, however,

have provided AQ] with stw npporsides @ challeage regional |

stability. AQ) has providid suppon and operatives 1o Seriw-bascd
extiemists and coantioned instabilice wiay eventually offer milicznt
groups in Traq increased frecdom to operate in the region.
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Iabharal Nusea {JN} has emerged as an AC) node 1a Syaaand one of
the many groups Aghdog against President Bashar Al-Assad’ regme.
Recently, it npenly pledged allegiance za ALY Core leader, Al Zawakis
“The theeat posed by [N is complex. Theedis symificant conegrn thac
eXLBTUSM in Sy will cesuleing new generation nf baule-hardened
exteemists wWho may seck to erted to their home coentoes or expurt
erruisin abouad.

In Notth Aftiea, Al-Qaedain the Tstamic Maghreh {AQTM) conanucd
™ pursae 3 edampaigh of kidnapping and violenct in the Sahel sod
North #dica, ncluding the arack by an AQTH splinter group on an
Aigeriun petroleum facility in Janvary 2013 where up to 60 people
Jicd. and in which two suspected Canadian extrenists partcipated,
During 2011-2012, AQIM benefited from a Tuateg uprisiag in
Northeen Mali to incbease its operatonal capacity, sanceaacy and
nfluence. AQIM bas aligned itself with local exrremise groups, and
together thiey were able wy effectively take comreal of moseid Nepthern
Mali, In Yighv ol geowing comicerns o9 the threar posed o regonil
stahility with the consolidaton of AQIMY eratozy, Prance militarily
intervenad in the country in December 2012, swifily defeating the
nilicants. Nevertheless, stablling in the countev will likely vemain elusive
fudsume bime, '

Thuse developinents live important implications for Carada as 2
number of Canadian busiacsses are hased in Sourhern Mali and zevnss
the regnon, purticulardy in Nigeaa Additionaily, Canads lizs 2 puniber
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of devciopment projecrs in the Szhel region which may be ar eisk if
the instabiliey there congnuis.

Boke Hurarm and Ansaiu

Within Nigeda, AQ-nspired Boko Haam and splinter group, Ansarul
Muzlimiog Fi Biladis Sudan {Ansarid, sngaged in 3 seves ol vivlent
amacks ia 2012, a5 well as several kidnappings agatonse Western it

Letveen Decembes 2002 and Februacy 20013, These violeny dctioims
demonstrate thar Boko Hacam and Ansaru pose a theeat wo Westemn

intereses i Nigena, However, the Febraary 2013 kidoapping of a
French family by Boke Harwm in Cameroon (alleguedly in response to
the Freach intervenuon in Mali} is a significant developmient as it
represents 2 deperrure froos past activiries o Nigeria, Further, ic
suggests that these groups increasingdy have the intent and the capadity
I earry our nperations outside of Nigenal

Tran

Tran remalns a feading counree-proliferanon coneern and stre-sponsor
of wrtozism, Recendy, 2 numher of terrudst incidents bave viscurred
o bean failed, all of which have besa publically arribured o Fan's
Lslamic Revolutiunary Guard Corps Quds Porce (IRGC-QF;) and/or
Tebanese Flizballals

T Septeniber 201 2, dee Caveroment of Canada sanounced e dosure

of the Tranian 1in
sponsor of terrorsin wader Ui Jigtice for Vi of Teporism 21ei.

sy and thasat would designars the counery 352
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P cher, the Governmenc of Canada lisred the lslamic Revolutinnacy
Guard Cops* Qods [5 (IRCGC-QF) s a terronist enney undey
seerinn 8305 of the Cimire! Cade in December 2012,

Hizhaliah

Hizballah conimaes 1 be 3 major soures of tareodism in die Middle
[ast znd has been lisced as-a terronst endty in Cosada Since 2042,
Hizballal has sstablished) netwarks in Lelianese Sl diaspora
comimunities arbind e wodd, incleding Canada. The group lias used
ticse networks s mechanisimg for fundrmising, secruionent and
lugistical suppsort. Notably, in 2003 Bulgarian authoritics reported rhar
= dual Lebanese-Canadian citizen Iiad panicipated in the Juiv 2012
Trurgis Arporl bonbsing linked o Hizhallah: The Serviesis coneerned
thar Flizhalah miay recruic asd tzain other Canadian citizeis to
pammicipare in simikur plors

Dranng the petiod o eview coversd by dhis Repory, Hizhallab's main
arenccuption was o maiaain i inflcence over Lebaness polidcal
life while managng the flloar ol the Svaan wprising. The inproved

od sophisticioon of | lizhallab’s weapuns systems

quanury, letiali >
hava reintoresd ies dominance in the sonth ol Lebzngn and the Rekad
Valley, where the authoniay of the Lebanese Armed Purcesis severely

veseercred. Hizballah muinkins tedicing vamips, engages in weapoos
smouggling and alse maintains an arsenal of thuusands of rockets

gimed a Tsrael,

Hizbaliah's Increasing political role snd military eapabiiities divecily
serve the geo-pnlideal inerests of its Laniin and Sydan pacogs
Hewever, the apdsing in Syria poses a sheoifeant logisaal etallenge
to Flizballak. witich is viebirded abime the sucvival if Presidenc Assad’s
reaing. Syo bas served as o supply eemduit for Fhzballah and has
been z facilicator of many of it actvites. Purtler, Fizkallah, Syda
and Tvan claiin o actin erison 38 an e of eesistance” aganst [seazl,
essentally; the raisug d'étee of the wercorist group. The il of the
Syrian regline would @ieien the loss w Hizballah of a key ally in the
region, The Servize assesses thar Fizballah will confinué 1o be 4 source
of vivhnee and disruption, posing s theeat to Canadizns 20d Canadina
interests

Domeste and Muli-Tssue Tatremiam

Cither forms of vielence, motivared by ideology br polical cause,
also th Canadian addonal secudry; Donesdc extremises in Canada
ace dapable of orchesating 2er of seonus violénce The 200
frebombing of a Royal Bank brsnch in Oteaws, and the bornhinge of
a military recrititing eences in Trois-Rivieres, Quehes are st a few
examplzs Grievances harboured by those who nppose issues sach as
the peceeived detinmanising ¢ieees of capitalisn are likaly o chintinne
and may trdpger sdditicnal acs of teroos vidlence.

Rightwing exorentism has 5101 been a4 significant 4 probléns i Canada
in recent yrars, Those whi hiold such extrensisvvicws havis tended @
It isolated andineffecrive figares, Flowever, the July 2011 hombing
and shooang runpage in Noswy, whidh killed 77 people, showed thm
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even 1 single individual can successfully execnre mass-casnairy
rerzonsm.

Terrorist Finupcing and Fianneidl Investigation

Terzogst prranizations require linances and restmrces tio recruit acd
train metnbers, to distdbute propaganda and w carey cur their anacks
Bvery doltar deuied to cerrorises makes fiese actions more difficele
and diws less likely tw happen,

The veumumics af tetronsin dre complex, Teerorist funding is often
reanshadonal, and may involve many diferent players ssing a varien:
of techaiques in order W achicve their desieed gouds. Tn orduer
counter such activity, couneer-terrorism authoritics need (o work
together. CSI5 enjoys excellent relanonships with domedtic parters
such as the Tinandal Transactons and Reports Analysis Cenrre of
Canada (FINTRAC), the Royal Canadian Mouoced Police {RCMP;,
the Canada Revenue Agency (CRA) as well 15 incersaniomal pacencrs.

When teeconist rroups emenyz, Canada can formally dechice tham as
such and list the group 25 a terronse ennity undee the Cripsdaa! Code of
Canada. Onee desipnated ag 2 lervonist entity, the goolip's assets o
Caitiida are frozen and any financial and maternl support e such
designated ennbies constitutes a crinmeal offence. By pareriug wih
other agencics and institudons, CS1S hielps (o maincin the efficiency
and integrite of Canada’s heandal systern, while at the same tie
remainise vigilanr against any forms of rerrorist linancing o suppont
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siopage and Foreign Interference

Broseeting Canadian Sovargigney

Whils coanter-tereonsm remaing 4 provity for thie Secvice, during
2112003 C5I5 eondmeed w investigate and advise the government
o other threats o the security of Canada, including esplonage and
faragn intericience. Anincceasingly competitive global markerplace
that bas fusteeed evelving regivnal and transaagonal reladonships las
alers sesulted in 2 saonber oF Uyieats to Canadian coomnomic and ssrancgic

Triteresysoand nssgus
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Espionuge Thivals

Apumber of forcipn inteligence services conbaue to gather polidesl,
economie, and milicacy infosmation in Canada thragl clandestne
means. The fedent éas® of Sub-Ligutensat [effrey Panl Delisle whe
plead gl in Ocisher 2012 w spyiug (or Bussia and was lawr
senfenced 1o 20 veaes in pason, 1= oy esample of such activite,

Canadas sdvanced industrial and rechwiologienl epibilitics, combined
with Expertisidn-a numbénof scerors, ake diis countryan stractive
sarget for forcign in relligence services. Several seetors of the Canadizn
cconomyhave been of parteilar interes o forcga spencies, including:
sernspace, hiorechanlngy, chemicals, communicaions, infornasinn
tevhrinlogy, mining and metalluegy, nucleac encren, vil and gas, 2s well
a4 dhe envichnatent. The coverr efploitation 6f hése sefrin by frelg
powszs ds & means o advance theie economic and steaegic interests
may enime 20 the expense of Canda’s inwereses and objecuves. Somie
cuniiications of ihis aclivity include lose jobs, COTPOTALE and rax

evenues, and ¢ dimmished competinve advantags,

Caniada, with itz Sronamic weslth and ndvanced mfrasicachine, offers
attrachive prospeces o focdgn iavedtors. Eorporac acquisiticns by
some foreian cilines can pose dsks relaced to the velnembility of
crivical infrascruciure, eonral over snalegic seowsts, eaplonize and
furctgn intericrence acrivitics, and wnsier of wchnology. One risk
relaies o fhe conscquences thar may fall frony foreign sare canteal

Gver stralagic regowrces and chelr porcadal access o sensitive
sechinnlogy. CS1S assesses that nanonal seearity concerns selated o

AR

R e O

foreign mvestmenis in Caada wil contmue o mareralize. owing
the prominent tuls of Siete Ouned Garcgpdses in the cconomic
sITALegies of sume fureign guvermmenis.

Favsien Inieitrranas

Canada, as s upen, iouliicuhiuzal sodiew, hus taditiveally been
wulncranle to forcign interference acovitics, When dizspom groups 0
Canada #re subjected ti elandestine and deceptive sfanipulation by a
foreign power in order for it fo garaer sapposr for its pelicics aad
values, these aclivides consduee 4 theear 1o the secwiny of Canads
s bundaries benwesn fiteim srre and nonsdrare actars hecome
increasinply blurred, (vis parteulady challeaping for intellijjence
services wo diffecentiate beoveen lepidmace and illepgitimare activides,
Fiweign interference i Canadian society — as 2 residual aspect of
global or segional polivieal and soial contlices, or diveryent stetepic
2nd economic nbjectives — will cobtinue in the cnming vears,

Cybetsecurity aud Crirical
Iafrascructiice Protatsion

Although atiacks v comie from the virual veahn, their comsequente:
are very real Increasingly, individuals, gronps or orgamizaipas with
sridlicious intentions are abie w avack Canady withouy weiuslly having
10 sct foot on Camdinm soll. These hestile actors can incinde bath
state anc Ren jrte Actorst foteleht incelipence apencies, rerrsss,
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“hackavises” or simply individuals aceing 2one Maoreover, these hosrile
aceors have aceess o a growing rangt of eybur-utcack toals and
techniques. Artackers have employed carefuliy crafred e-mails, sowial
necworking services and odchér webicles to acquire government,

cprpocate Kr personal data.

As rechoulugies evalve and betume inoee carples, su o di the
challédpss of detecting and protecting agaiost cyber-attacks. Furcipe
intelligence agenvies use che Internet tw conduer espionags operations,
as thiz is a relatively low-cost and low-risk way 1o obtain chissified,
praprctary ur othir sensitive informadon, Ther: havebetn a sgnificant
number of arracks apaingr 2 ¥ariety of agencics at the fuderal, provingal
and even municipal level, The Gevernmient of Canady, like diwse of
othur courimds, wimesses serious atlumipts o penctrate its nervorks

on 2 duily basis

SIS s dlso aware of a wide mnge 6F nrgedng wraiase the paivate
seery in Canada. “The main taggers are bigh-technology induseries,
meluding the telecommunicadons sector Howsver, the Service is alse
aware of actachs againse the nil and gas indasery ind other elemems
of the navaral resoucee sector, as well as urversides volved in

tesearch and development. To additon o stealing inrslle
state-sponsored atackess seck informanon winsh will give theie
Jomestic companiss o tompeiuve edge over Canacdian firms,
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(IF piarticular importanet are the different cypts of cyber oprratiuns

that may vecur. On the hand thire ase politically miotivatee hacker

colleetives that will attempe fo hijack éomputer ngtworks fo spread
mischict or propagate false infortradiod (such as the hoax Terrer
repore in April 2013 froin 2 hucked news:organization of an atick
on the Whiee House} More serdous are cybec operatons which amempt
ey achigve same sore of galn”, podmally in the fornt of acguiring
fnfermanion which may be valuable in nexotiatons of sensitive and

propremry infrrmaona.
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Fenvever, there have also been recent cases of cyber-operations which
dor Aoz seek “gain” other than o delete data ireevocably, OF furger
critical infrasmeetiire such as energy gids, gplﬁrévsxticnri}:rn nenaadks,
and finaicial systems, Tor example; the 22 erbec-atacks on Saudi
Aranwer wihick slidt donen 3000 compulerd wes iepotiediy timed a
shuding duwn vil'and yas producdon. A few days fazer RasGus in
Qabar yeas hit by 2 similararack. Aoy stuck on ifrsuacire argets
Int Candda could distupe oue way of life in vert sipoificant ways, The
seepity of supervidory control and data acquisition [SCADA] sysicms,
zpun which the public and flt-i'\"aré sectoes depenid; is bécunting
increasingly iwipuociane, Should cyber operations, suc \s the ones
carried’ our azainst Saodi Arsmco and Ras(ids; be rargered agninsr
swstems in Canda, the impuct could be severe and affcet any and 21l
aread of eritieal fifrastructure, including these which affece water
sugply, encyry and utibiies, manuficturibg Intersét communizations
rechnnlofy or svien pravely affeqe insdradons suck 45 schools and
hospitals. Givea the burderless and insteatanesus natuce of éyber
nansacticns, frela RO nav suge an operadnn against 4 Cinadian
tarper in a very shove paaod of doe,

Beeause the thiteall eine evber-espionage, fbersabotage and ther
cyber-nperatons arz paet of 1 beoader acomonic theear to key sectins

ol Cavadiansodery, thie Service works clieely with uther guvernment:

depacomnents mnd inteenstional parsiers jo order to commin abrzast of
the global theeat. As outlined in the Governmeotisf Canada’s Cider
Seierily Sthintgy. die Service dnalyzes 2od investigaies domestic and

Weapnns of Mass Destructin

Chomieul, Binlasies!, Rodiplopien), and Muadear UIHERNY

Weaneas

The proliteration of chenveal, brolagical, cadiclogical and nudear
fCBRN) weapons, commonly refericd to as weapons of mass
destceinn (WM, And rheir delizery vebicles consritaces A shmificanr
theeau w the secunty of Canada, i allies and the mezeoanonal
sommaniry. Regardizss of sthedier peolifaradinn is vacried ar by stare
wr non-state acees, the parsaic of WML increases global wosions
and Ay eved predipitice armed conflivts, Canada is 2 parge 1o many
interaativnal conventons and other acexigrements deslgncd tu Stem
the pevliféerdon of WMD), and CSIS wirks closely with both domegtc
and fureign pattners o uphuld the saton’s commicmes fo this eause,

Canadi’is a leadec in many high wehnolops areas, soma of which are
applicably o WMD progrums Az a resaly fordgn calivics seckihg wo
achvariee WD prograas have rangeecd Canads inoanattermp i obiin
Canadian eehnolopy, matenals and experrize. G318 invesdgates these
atiempis 10 procare WMD) wechnology wirin and theough Canada,
and L nien advises the government as o the nanue of these cfforts
CST5 acvely monitors the progress of faccign WMD peograms, both
in their own ggzn — a8 pessible tirgats 1o nagdonal or internadonal
seeuny — wnd s order i dersrmune whar provifearors may be seeking

1 ACejure
inrernstional threars t the scoarin: of. Canada, respoading ro re
evolugion in eyber-secunty technologies and prictices,
Tab/Ongleil2

21 of 71

Page/Page 0130

AGCO0578



381S-12

Lean is widely believed to be secking the capabilins o penduce nuclear
weapons [t has continued hyadvance s urninem endchiment progran
despite widespread incrnatonal condamnaton, suceessive UN Scuunity
Council resobsttons demanding chat it vease such activiy, and the
inposidon of Increasingly seveee cconvmic and financisl sancouns
i eesponse (o 118 faikire 1o comply. A Novenber 201 repuct of the
Inrernagonal Aromie Foergy Ageney (TATEA) derailed past Liavign
research applicable to e develapmuns of Hucler wetpons and wicied
thar such work could be condnuing Tn 2011-2012, lean had enough
eariched traniun, which, i fusther enriched wo weapoas grade, could
be used for fve nuclear weapons. These developnzents have raised
reazions and ineccised che likelihood of 2 regona coanice which
could severely impace the safety of Canadiags, Canadian incerests as
well as our zllies in the repnon.

Fomrtt o

The death uf Kim fung Tiin December 201 1 and the tise of his sua,
Kism Jung Un, o e e \df.rsln'ia ol North Korea creared uneeraingy
a5 w0 the future of the impoverished bue sgeressive nation, Morth
Norea hae shown no serious inclimaion w “denucleacdze as called
for by the inteoationsl eommunig. Nordh oz continues to activaly
pursue the developrient of auchar wespons and maintains 3 ursniun
canchment pragram that could furdher add Lo its arsenal. Fusther,
i s helicved that North Kosea is actively devdoping 3 aow road
maliic, wreceonanznol kailene missile (TCHAD capable of reaching
Norrth America,
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Tn February 2012, Noeth lorea reached an agreemens with the Unired
Stures to suspend lomrrange nussile cests and unsniu dnzichment
and admic LN inspecinrs in exchanze for foud aid, However, the
apreement fell through after Nozdh Keea unsuceesstul sest of &
losnp-ranue missile under the gwaige of a dpace-launch velicle SV n
-Aptil 2012, In December 2012, Nooh Kozea hegas deploving the
lavnch vehicles 