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CSIS PROCEDURES: TARGETING

Secret

. Governing Policy: Tarpeting
. Effective Date: 2613-01-07 | Approved by: DDO o
- Policy Centre: DDO Sec { Supported by: Chief. DDO Sec
Version No: 3 | File No: 305-11-1

Replaces: OPS-100-1. OPS-101-1 and OPS-102-1 and OPS-RG2-1

* French version

23

24

3.1

OBJECTIVE

The purpose of these procedures is to provide direction on when a targeting authonty is required
and for approving, renewing, and terminating targeting authorities.

TARGETING DECISION APPROVAL AUTHORITIES

Subsection 2(d) of the CSIS Act

Targeting decisions pursuant to subsection 2(d) of the CSIS Act are made by the Director.

Groups, Issues and Events

Targeting decisions concerning groups, issues or events are made by a Headquarters Director
General (HQ DG)

Individuals

All other targeting decisions concerning individuals are made by the HQ DG or a Regional
Director General (RDG).

REQUIRED TARGETING AUTHORITIES

General Authority

The following activities fall under ‘General Authonty” and do not require a targeting authority:

a) collecting incidental information which may be disclosed pursuant to subsection 19.2(a)
to (d), CSIS Act;

b) collecting information pursuant to s. 15 and s. 16, CS.

Page 10of8
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£ CSIS PROCEDURES: TARGETING

Secret

€} conducting internal investigations pursuant to s. 8 and s. 20, CSZ5 d¢r;

) researching andv using internal records and databanks:

) researching and using open information; :
h) accepting and reporting unsolicited information;

1) placing individuals on watch lists, e g. the Citizenship and Immigration Canada

Enforcement Information Index (EII)

J) _

Level 1

o

The following operational tools and techniques may be conducted with a Level 1 targeting
authority:

a) all activities permitted by the General Anthority;

b) querying of federal, provincial / territorial, municipal records and databanks to which the >
Service has lawful access;

c} querying of records held by foreign police, security or mtelligence organizations;
e} interviewing the target or any other persons believed to be knowledgeable about the

target;

Page2 of 8

Replaces CSIS Procedures: Targeting (published 2014-01-G9)

3of9 AGC0991




&, CSIS PROCEDURES: TARGETING

Secret

k) using physical surveillance (refer to CSIS Procedures “"Surveillance” for more
mformation); and

33

331

Level 2

34 The following operational tools and techniques may be conducted with a Level 2 targeting
authority:

a) all Level 1 techniques unless otherwise stated at the time of the targeting decision;

b) application for, or execution of, warrant powers of Federal Court warrants;

Page 3 0of 8
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36

15)
~1

4.1

4.2

e
w

4.4

4.5

4.6

4.7

Groups, Issues or Events — Subsequent Targeting Authorities Required

‘When a determination has been made that a member of a group or of an organization is involved
in a threat-related activity and that further information and intelligence on that person is
necessary, a separate targeting authority on that person must be obtained.

When a determination has been made that a person, a group of persons, or an organization is
involved in a threat-related activity associated to an issue or event, and that further information
and intelligence on that person, group of persons or organization 1s necessary, a separate targeting
authority on that person, group of persons or organization must be obtained.

REQUESTING A TARGETING AUTHORITY

Request for Investigation (RFI)

To request a targeting authority. emplovees complete and submit an RFL using the template in

which includes an assessment report that provides a review-of the threat-

related activities of a person, group, issue, or event.and justifies how an investigation would be
compatible with the Service’s Policy Framework.

All assessment reports should clearly separate and distinguish facts from analysis and/or opinions
and ensure that information is accurate as it is automatically added to thc‘
All factual information used to request a targeting authority must be attributable to documented

sources and contamned in supporting documents retained

If the activities suspected of constituting a threat are carried out in conjunction with lawful
advocacy, protest or dissent, the circumstances will be fully explained in the assessment report.

Prior to forwarding the request, the emplovee ensures that the RF accurately reflects the current
position of each signing efficer including acting positions and that consultation between the

Page 4 of 8
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CSIS PROCEDURES: TARGETING

Secret

Region(s) and the appropriate Headquarters Branch, or Branches, has taken place and is
documented in the RFL

Composite Submissions

48

49 Each mdividual in a composite submission must be a member of, or be associated with, the same
group or organizafion.

410 Requests for targeting a group or organization should include the following additional details:

a) background, activities, and mission of the group or organization;
b) individual names of the persons to be targete(.i;

) ‘ the role within the group or organization of those persons; and
d) location of the group or organization, in Canada or abroad.

Issues or Events

4.11  Requests for targeting an issue or event include a description of the issue / event and how it
represents a threat to the secunity of Canada.

Page S of 8
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Urgent/Verbal Targeting Authorities

5. RENEWAL

Downgrading of a Level

5.3 An existing Level 2 can be renewed as a Level 1 {downgrade) when the Level 2 collection
techniques are no longer justifiable and a Level 1 is sufficient to continue collecting information
on the threat. >
Upgrading to a Level 2

54 An exasting Level 1 targeting authority can be renewed as a Level 2 targeting authority (ipgradc)

when it 1s determined that Level 1 collection techniques are insufficient to continue collecting
information on the threat.

e
N
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6. MANAGEMENT AND DISSEMINATION OF TARGETING AUTHORITIES

6.6 -DDO Secretanat

Page 7 of 8
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7. TERMINATING A TARGETING AUTHORITY

7.1

~1
)

Page8of 8

Replaces CSIS Procedures: Targeting (published 2014-01-09)

I TablOngiet 11 Page &2

9of9 AGC0991



DATE
20150106

Tab/Onglet 4

10f 30

Page 37" -

AGC0992




RE /OBJET:

SYNOPSIS / SOMMAIRE:

INFORMATION / RENSEIGNEMENTS:

2 of 30 AGC0992



Tab/Onglet 4 Page 37:

3 of 30 AGC0992




4 of 30 AGC0992



Tab/Onglet 4

50f 30

¥

Page 37¢

AGC0992



6 of 30 AGC0992



Tab/Onglet 4 Page 37:

7 of 30 AGC09892




Tab/Onglet 4

8 of 30

Page 378

AGC0992



Tab/Onglet 4 Page 37¢ -

9 of 30 AGC0992




I TabiOngle Page 330

10 of 30 AGC0992



Tab/Onglet 4 Page 38

11 of 30 AGC0992



Tab/Onglet 4

12 of 30

Page 382

AGC0992



Tab/Onglet 4

13 of 30

Page 38:

AGC0992



14 of 30 AGC0992



Tab/Onglet 4 Page 38!,

15 of 30 AGC0992



16 of 30 AGC0992



Tab/Onglet 4

17 of 30

Page 383

AGC0992



Tab/Onglet 4

18 of 30

Page 388

AGC0992




Tab/Onglet 4 Page 38¢°

19 of 30 AGC0992




Tab/Onglet 4

20 of 30

Page 390

AGC0992



Tab/Onglet 4 Page 39 . ‘

21 of 30 AGC0992



22 of 30 AGC0992




Tab/Onglet 4 Page 397 °

23 of 30 AGC0992




Tab/Onglet 4

24 of 30

Page 394

AGC0992




3

Tab/Onglet 4 Page 39!

25 of 30 AGC0992



Tab/Onglet 4 Page 396

26 of 30 AGC0992




Tab/Onglet 4 Page 39°

27 of 30 AGC0992



28 of 30 AGC0992




Tab/Onglet 4 Page 39"

29 of 30 AGC0992




30 of 30 AGC0992



Tab/Onglet 4

R
s
sy
2ot
2o
oy
dese’
Tt

- r} M
24 o )
wﬂ, < v
sy A
e | T
W e
2 Raal
PRI
8y ey
aong
PR
AL e
i
g3l B
o]
e B
ol >5e08
Sxd § deos
bl I

[ A

et sovk

baend NG
2 :
bl
R e
A
MR TN

bovsal | B3

AGC0993

10f 10



SECRET/CSIS EYES ONLY

2014 12 61

20f 10 AGC0993



Page 33% ~

AGC0993




SECRET/CSIS EYES ONLY

2014 12 01

Page 4 of 10

4 of 10 AGC0993




SECRET/CSIS EYESONLY

LY

201412 91

Page 50of 10

Page 337 _

AGC0993




SECRET/CSIS EYES OGNLY

2014 1201

Page 6 of 10

6 of 10 AGC0993




SECRET/CSIS EYES ONLY

2014 12 01

Page 33¢ -

AGC0993




SECRET/CSISEYES ONLY

2014 12 01

8 of 10 AGC0993




SECRET/CSIS EYES OKLY

2014 12 61

4
iy

C 10

Page 9 «

C

9 of 10 AGC0993




SECRET/CSIS EYES ONLY

20141201

CSIS_PUBLICATIONS / SCRS_ PUBLICATIONS

CAVEAT

Thisdocument is theproperty ofthe Canadian Security Inteliigence Serviceand may corstitute "special operationalinformation”
as defined in the Security of Information Act. Itis loaned to vour agencv/department in confidence. The document mustnot be
reclassified or disseminated, in whole or i part, without the consent of the originator,

Canadian departinents. asencies or oreanizalions: This documnent constitutes a record which may be subject to mandatory
exemption under the Access to Information Act or the Privacy Act. The infonmation ot intelligence may also be protected by
the provisions of the Canada Evidence Act. The information or intelligence must not be disclosed or used as evidence without
prior consultation with the Canadian Security Intelligence Service.

Foreign agencies or organizations: This document is loaned fo vour a gency/depariment in confidence. for internal use only. It

must not be reclassified or disseminated. in whole or in part, without the consent of the originator. If you are subject fo freedom
ofinformation or other laws which do not allowyvouto protect this information from diselosure, notify CSIS immediately and
return the document.
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OPS-702 Operations Policies and Procedures Secret

2014-04-09
OPS-762 HUMAN SOURCES - CASE MANAGEMENT
i. INTRODUCTION
Objective
11

The use of human sources is an integral part of the Service's mandated investigations [
L Ft such:g—are central components of

the Service's case management of human source operations. The objective of this policy is to

provide direction throughout the stages of a human source operation,—

Scope
1.2 This policy, in conjunction with CSIS Policy: Conduct of Operations, OPS-701, "Human Sources
- Human Source Program" and QPS-703. "Human Sources - Special Provisions”, outlines the
iencral iﬁnciiles that govern the assessment, recruitment and management of a human source JJj
13 The principles and standards described in this policy apply to all human sources, active or
mactive, as applicable, within the Service's human source inventory and to every employee
involved in human source operations.
Policy Centre
1.4 The Human Sources and Operations Security (HSOS) Branch is the policy centre for all matters
regarding the Human Source Program. Within the HSOS Branch:
Authorities
1.3 The following authorities provide direction in this policy:
a) Canadian Security Inteliigence Service (CSIS) Act
b) Access to Information Act
c) Immigration and Kefugee Protection Act (IRPA)
d Minstenial Direction for Operations (2008 1G 29)
€) DDQ Directive - "Disclosure of Service Information to the RCMP" (2010 01 13)
Replaces OPS-702, dated 2011-04-01 Page 10f 13
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CPS-702 Operations Policies and Procedures Secret
2014-04-09

i3] DDO Directive - "Retennon of Information Collected under Sections 12, 13 and 16 of the
CSIS A" (2012 03 61

Definitions

1.6 For definitions of specific terms used in this policy, refer to "Policy: Glogsan™,
Temporary Authority

17 Unless otherwise specified, when a specific position or title is mentioned in this- policy, the
authorities and responsibilities-bestowed on that position or title apply to any cmployec
performing the duties of the position or title in an acting capacity.

Delegation of Authority

1.8 Where identified 1o policy, the term "or designate” denotes the option to delegate an authonty to
an assigned individual or position.

t% 1.8.1  Notwithstanding any delegation of authority contained within this policy. any issue that is likely
E to cause embarrassment or controversy for the Government of Canada (GoC) overrides the
delegated authority and must be immediately reported to the appropriate Service Executives via

[ I is0s.

2. RESPONSIBILITIES

Director

2.1 The Director is responsible for the overall management of the Service's Human Source Program.

]
tnd

Director General, Human Sources and Operations Security

Replaces OPS-702, dated 2011-04-01 Page 2 of 13
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2.5 The Director General (DG), Human Sources and Operations Secunty (HISOS) is responsible for:

a) briefing the appropnate Service Executives, Headquarters (HQ) DGs and Regional
Directors General (RDG) on all significant matters concerning human sources, JIlllland
the security of human source operations;

b) providing advice, direction and assistance to HQQ Branches and Regions on the
recruitment, validation, development and management of human sources, as well as on
I op<rational sccurity and operations support;

c) managing a centralized system for administering human source operations;

oy 009000 ]
.  p¥

e) seeking advice, as well as providing support and direction to HQ Branches and Regions,

concerning all litigation matters related to human sources.
Headquarters Directors General
2.6 HQ DG are responsible for:

a) providing direction to Regions on the-of human sources to address operational
priorities and

Regional Directors General
2.7 Regional Directors General are responsible for:
a) _ensuring that all appropriate trategies
are taken to protect_human sources and Service
operations;

b) briefing the DG HSOS on all significant matters concerning the conduct and operational
security of human source operations in the Regions;

<) providing Regional employees with advice, direction and assistance on the development,
management and validation of human sources as well as on operational security and
operations support;

d) establishing practices to ensure that a human source are
evaluated in accordance with Service
standards; and

€) authorizing human source participation in activities _

Replaces OPS-702, dated 2011-04-01 Page 3 0of 13
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| — ‘

_Human Sources and Operations Security

Reptlaces OPS-702. dated 2011-04-01 Page 4 0f 13
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) For additional
information and guidance on the human source-, refer to OPS-702-8. "Procedures -

Human Sources, - Case Managsement - Human Source -

Replaces OPS-702, dated 2011-04-01 Page Sof 13
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3. VALIDATION PROCESS

L)
-

3.2 The Service's human source validation process ensures quality control in the Human Source
Program by of human sources from the standpoint of reliability and
corroboration of reported information. For additional information and guidance on the validation
process, refer to section 2 of QPS-702-1. "Procedures - Human Sources - Case Management™.

33

I | o1 additional information and guidance on -
I (o scction 2 of OPS-702-1, "Procedures - Human Sources - Case

Management”.

Reporting History-

(V8]
e

For
additional information and guidance on reporting history [N r<fer to section 2 of OPS-
7021, "Procedures - Human Sources - Case Manasement”

For additional

information and guidance on | NG - a0 source's reporting

history refer to section 2 of QPS-702-1. "Procedures - Human Sources - Case
ag

s
~3

4. [ ssessMENT AND RECRUITMENT APPROACH

4.1 Employees should be famitiar with the provisions of CSIS Poliey: Conduct of Operations, OPS-
701, "Human Sources - Human Source Prosram” and OPS-703, "Human Sources - Special
Provisions" prior to making a recruitment approach te a_}mman source.

Replaces OPS-702, dated 2011-04-01 Page 6 of 13
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44 Ifarecruitment approach _ may have [l

adverse nmpact appropriate approvals must be sought. For

additional information and gmdance on a recruitment approach that may
refer 1o scction 3.of OPS=702-1_"Procedurcs - Humian Sources = Case Management”

and OPS-703. "Human Sources - Special Provisions”.

A -allo“s for the provision of -pa\ ments, in-accordance with OPS-707,

“Human Sources - Compensation”, to an mdlwdual—mto the Human

Source Program.

4.8

4.9

4.10

I - additional information and guidance on the

process, approval authorities and reporting requirements asscciated with a refer to OPS-
702-2. “Procedures - Human Sources ~ Case Management

Replaces OPS-702, dated 2011-04-01 Page 7of 13
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S. RECRUITMENT

51 The recraitment of a human source is a fundamental investigative technique that assists the
Service in the cxecution of its mandate]

Source Evaluation -

52 The mital step to all human source recruitments is the 11 1s conducted for the purpose of
assessing and [ 2 new human source’s reliability,
mcluding an evaluation of the
human surces porun: S
5.3

For additional

mformation and guidance on the process, approx al authonties and reporting requirements
associated with a- refer 1o OPS-702-3, "Procedures - Human Sources - Case Managenient -
Source Evaluatmn

A4 —

6. MANAGEMENT

6.1 Human source case management consists of the—

direction of a human source operation.

=0

6.2
For additional information and
guidance on the refer to OPS-702-4, "Procedures - Human Sources - Case Management -
] and for the refer
Procedures - Human Sources - Case Management -

Operational Reporting
6.3
Replaces OPS-702. dated 2011-04-01 . Page 8 of 13
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6.4
For additional information and guidance on
refer to section 4 of OPS-702-1, "Procedures - Human Sources - Case
ement” and section 6 of QPS-706, “Human Sourc;s —
6.6

For addmonal

information and guidance on — refer to section 5 of QPS-702-1.

refer to section

6 of QPS-702-1

Authorized Deployment
6.9 Where appropriately authorized, a human source may provide assistance in relation to:
a) the collection of information on approved targets or on a general investigative authority;

b)

o NI
d) the provision of assistance to—other government departments at all

tevels within Canada,

Replaces OPS-702, dated 2011-04-01 Page 9 of 13
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2014-04-09

¢} -support or other assistance 1o a Service operation; and/or
"

Human Source

Human source pI’CClS

the human source précis—

Refer to QPS-702-8.
“Procedures - Human Sources cnt - Human Source Preci

7.
Operational Security
71
72
Safety
73 When the safety of a human source or a-Service employee is endangered or threatened, the
appropriate authorities should be notified. For additional information and guidance on safety,
refer to section 7 of OPS-702-1. "Procedures - Human Sources - Case Manasement”.
R | o ocitional mrormanon and mudan(.‘r, on the
I .| <ccton § of OPS-702.-1,"Procedyres
- Human Sources - Case Management”
8. comvunicatiov | N
81 All contact between emplovees, human sources _m H be made in
such & manner as to ensure protection of the human source’s identity and the overall security of
the operation.
8.2
Replaces OPS-702. dated 2011-04-01 Page 10 of 13
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' For additional information and guidance on the use of
refor to QPS-702-6. "Progcedures - Human Sources - Case Management
9. REVIEW
91

- Reviews

For additional information and guidance on [Jifreviews,
refer to OPS-702-7. "Procedures - Human Sources. - Case Management - Review

93

04 I < rcd by the Rogion,
the HQ Branch or HSOS. Refer to section 3 of QPS-702-7, "Procedures - Human Sourees - Case
Management - Reviesw

o
L

For additional information and guidance on

Revie: S

Replaces OPS-702, dated 2011-04-01 Page 11 of 13
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9.8

or additional information and
refer to section 5 of OPS-702-7. "Procedures - Human

|

10. INACTIVATION

10.1 A human source will be moved to the inactive category when

10 4 payment must be done in accordance with QPS-707. *Human Sources - Compensation”

Foradditional information.and guidance
on the || < e to section 9 of OPS-702-1, "Procedures - Human Sources - Case

Disclosure of Assistance

10.3  The Service protects the identity of a human source in perpetyity. However, after a 125-vear
retention period, the inactive file can be transferred to National Archives. As a result, an inactive

human source's file could be accessed under the provisions of the Access to Information Act for
histonical research purposes.

t0.6  All access requests to closed information transferred to the National Archives by the Service will
cntail mandatory consultation with the Scrvice. The Service reserves the right to excmpt or place
a moratorium on any file containing information whose disclosurc could cause harm to
individuals or threaten national security. Refer to section 9 of OPS-702-1, "Procedures - Human
Sources - Case Marnagement”,

1.7 The Service, | GGG it 20oopriate approvals, may consider

acknowledging the human source's cooperation with the GoC provided that:

Replaces OPS-702, dated 2011-04-G1
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0OPS-702 Operations Policies and Procedures Secret
2014-04-09

10.7.1  All requests for disclosure of a human source's assistance to the Service can be approved in
accordance with OPS-601. "Authonized Disclosure of Operatonal Informanon and Intelhisence -

General”.
I1.1
Refer to section
10 of DPS-702-1. "Procedures - Human Sources - Case Management”.
Replaces OPS-702, dated 2011-04-01 Page 13 of 13
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OPS-702-1 QOperations Policies and Procedures Secret
2014-04-09

OPS-702-1 PROCEDURES - HUMAN SOURCES - CASE MANAGEMENT
1. INTRODUCTION
Scope

1.1 These procedures outline the considerations, approval authorities and reporting requirements
related to the validation, recruitment and management of a haman source ||| | | N

2. VALIDATION PROCESS

2
et

The validation process comprises an assessment of:

a) the information provided by a human source _

b) any other information provided by a human source;

c) a human scurce's — access to relevant information;

22

o
wh

Replaces OPS-702-1 dated 2011-04-01 Page 1 of 9

10of9 AGC1001




OPS-702-1 Operations Policies and Procedures Secret

Corroboration of Reported Information

2.7 An emplovee can corroborate a human source's reporting by either confirming and/or

substantiating the information

2.8 Notwithstanding a human source's -and reporting historv - an emplovee

qualifies the reported information as to its accuracy as part of the human sourcc validation v
Drocess. ]

p

Replaces GPS-702-1 dated 201 1-04-01 Page 2 of 9

-
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OPS-702-1 Operations Policies and Procedures Secret
2014-04-09

Repm ting Hlstorv

For additional information and guidance on the refer to OPS-702-4, "Procedures -
Human Sources - Case Management

2121—

—For additional mformation and

guidance on the refer to OPS-702-4. "Procedures - Human Sources - Case Mamohmgnt
Replaces OPS-702-1 dated 2011-04-01 Page 30of 9
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0PS-702-1 Operations Pelicies and Procedures Secret

~a

14.1

S
e
=4

For additional

information and guidance on the human source préeis refer to OPS-702-8. "Precedurcs - Human
Sources - Case Management - Human Source Précis”.

the human source précis
For additional information and guidance on the human source précis, refer
to QPS-702-8_"Procedures - Human Sources - Case Management - Human Source Précis”,

RECRUITMENT APPROACH -

3.1 Employees should be familiar with the provisions of section 4 of OPS-702. "Human Sources -
Case Management” and OPS-703, "Human Sources - Special Provisions” prior to making a
recruitment approach

Approval Authorities

32 the approvai uu‘ihori‘ties identified in OPS-
J03-1. "Procedures - Human Sources = Special Provisions”. i
approves a rectuitment approach to an individual
33 When there is a potential that a recruitment appreach may have adverse impact
the Director will notify the Minister as per paragrapn 2.2 of QPS-701
"Human Sources - Human Source Program”.
+ —

4.1 _shou Id be familiar with the prowc;om of paragraph 63

Sources - Case Manacament” and section 6 of OPS

_ rior to seeking approval 1o provide

huwman source

3 of OPS-702, "Human

Replaces OPS-702-1 dated 2011-0-

Tab/Onglet 11
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OPS-702-1 Operations Policies and Procedures Secret
2014-04-09

Approval Authorities

42

421

h
o

should be familiar with the provisions of section 6 of QPS-702, "Human Sources
- Case Manacement" prior to directing a human source to pasticipate in activities

Approval Authorities

52 The RDG approves directing a human source to participate in activities -

Reporting Requirements

(i
(V&)

which condition(s) of paragraph 6.5 of OPS-702. "Human Sources - C
Management” apply.

-

6.1

should be familiar with the provisions of section 6
- Case Management " prior to seeking approval for an operation

of OPS-702. "Human Sources

Approval Authorities

| -

Replaces OPS-702-1 dated 201 1-04-01 Page Sof 9
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OPS-702-1 Operations Policies and Procedures Secret
2014-04-09

7. SAFETY

7.1 A _who believes that a human souree's safety and/or security is at risk shouid

advise his‘her supervisor immediately

72

~l1
L8]

Approval Authorities

9.1 Employees should be familiar with the provisions of s
Case Management” and OPS-707. "Human Sources -

ection 10 of QPS-702. "Human Sources -
Compensation” prior to conducting an-

Replaces OPS-702-1 dated 201 1-04-01 Page 6 of 9
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8.2 ‘
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OPS-702-1 Operations Policies and Procedures Secret
2014-04-09

93 The- can provide an .paymem during t’ne_ Refer to QPS-707,
"Human Scurces - Compensation” for guidance on pavments.

94

841
Disclosure of Assistance

9.5 [HSOS emplovee should ask the human source

whether he/she wishes his/her identity to be
revealed after the 125-vear retention period.

proteeted in perpetuity or accept that it may be

9.6

Approval Authorities

9.7
9.8
Reperting Requirements
9.9
Replaces OPS-702-1 dated 2011-04-01 Page 7 of 9
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OPS-702-1 Operations Policies and Procedures Secret
2014-04-0%

| -
': |
|

10.1

should be familiar with the provisions of section 11 of OPS-702. "Human
Sources - Caqg Manqoemem” and OPS-704, "Human Sources - Conduct

10:2

as outhned 1n section 3 of OPS-704. "Human Scurces - Conduct -

]O~3 _

Approval Authorities

104
103

Reporting Requirements

10-6 _

Repiaces GPS-702-1 dated 2011-04-01 Page § of 9

Tab/Cnglet 11 Page 77¢
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OPS-702-1 Operations Policies and Procedures Secret
2014-04-09

OPS-703. "Human Sources - Special Provisions'.

1. HUMAN SOURCE LITIGATION

11.1  All litigation matters involving human scurces must be brought to the attention of_
HSOS as soon as possible.

Approval Authorities

11.2  The DG HSOS approves all human source _

Replaces OPS-702-1 dated 2011-04-01 Page 9 of ¢
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QOur ﬁ}e:_ ‘ - PROTECTED (w/attach.)

Your file: A-2013-87

FEB 28 2014

Ms: Shert Young

Aceess to Information and Privacy Coordinater
National Enerpy Board

444 Seventh Avenue SW

Calgary, Atberta '12P 0X3

Dicar Ms. Youny:

Fhis refers to your consultation letter of February 21, 2014, together with attachments,
requesting recommendations for exemption under the dccess 1o Information Act pursuant to a
request Tor: “Briefing notes, memos and émails (including attachments) prepared by or
received by NEB Security advisor and/er Corporate and Information Solutions personnel
regarding the activities {or planned activities) of groups movéments angaged in protest,
demonstration, or other organizing in opposition to pipelines, natural gas; or other
Cunadian energy projects. This includes butis not limited to records that discuss the
potential security implications of such groups and/or nctivities™.

The matenal has been reviewed from anational security perspective and we have no’exémptions
to recommend under the provisions of the 4ot

You may wish to consult with the Roya] Canadian Mounted Police, if you have not already
done s0.

Thank you for consulting with us on this matter.

Yidurs truly.

C()Ol’diﬂ%({)r
Access 1o Informe
and Privacy

Attachments

Ce .y i’,‘*

Altddied
POy oy s3I Nagpon 170 arare K RS 332,

I Tablonglet 9 Page 627
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PRSRAES
Rick Garber
From: 1 N

Sent

To: . i
Le:

5ub§9<1: Mot atoe Matwat B

Attachments:

Pachans ared Wes

The followmny was provioed unsolicted to the BUMP.

LIFY currently has ro eweibgence mdicating 3 direct crinsral theeal T NEB of A5 NEAnNgS.

Tim

RHE MATIODNAL ENDRGY BOARD

VICINSTRATION ACA 3y

ST e $ s ongras e Mg

Ihiyrs

CONSULT : ADOUS148_35-000000

I TabiOnglet Page 62¢
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Brock Innis - Tar Sands Action
MONTREAL

DEMONSTRATION AGAINST THE HEARINGS OF THE NATIONAL
i ENERGY BOARD
; atihe Palais des congres ge Montréal
: gathenng at SQUARE VICTORIA, comer of Saint-Jacques and McGill
1 Thursday. CCTOBER 10, sarting at 3 30pm

i From Octener 8 ¢ 11, Jhe National Energy Board will be hoiding heanngs al
; the Patais des Congrés in downtown Monireal so that 4 can “listen” to the
concems of the public aboutthe reversal Line 2, 3 38-year-oid pipeline that
Enbrigge, a magor pipeiine Uanspor Company based out of

Calgary, wants 10 use 10 pump od rom the Athabasca tar sands 1o the
refinenes 1 MonlreatEst

From Samia, Gntario, 10 s 2astemn tenminus on the island. Line 9 passes
within 50 un of an estimated S | mitiion peopie. The aging pipeline currently
pumps o from other continents inland, but Enbrdge plans to move ol in the
opposite direction. iransporting Athabasca heavy crude eastwarng 1o New
England and markels overseas. The total voiine of oif moved through the
pipeline each day will increase oo Line 9 wasnt built 1o hangdle such a
quanidy of heavy Crude. it's nol a matter of if it will Ripture, but when Vve
iniend 1o fignt the reversai of Line 9, to prolect the lang. we ivé onand the
water we drnk

We need 1o go funther than narow self-interest and proacinely conlrbute to
| the struggle 10 shut down the Athabasca tar sands megaproject - because
olherwrce, we are compliclt in Canada’s ongoing genocide ol indigencus
pecpie in Alberia, as well as the calastrophic climate change that will see
mitiions of people slarve.

The National Energy Board heanngs al \he Palais des Congras wiil senve io
legiimize the decision that political elites have ' in fact, aifeady made These
heanngs should be confronted and disruptedt

AR P ARA AR I LR ERA RIS M E A IR EARPTOEDTIRE

MANIFESTATION CONTRE LES AUDIENCES DE L'OFFICE NATIONAL D% P
L'ENERGIE :

au Palais des congrés de Montréal

rendez vous au SQUARE VICTCORIA au coin de Sainl-Jacques ef MoGill
Jeudi e 10 QCTCORRAE A 1530

Du & ay 11 cctobre, TOffice national oe {énergie sera au Palais des congrés
de tdontréal Lobectif ce ces sudiences estde permetire 3085 personnes
Chossies sdexprmer leurs nguietudesy par (apport au projel dinversikin de
i3 igne S d'Enbiidge Enbridge. compagnie basée a Calgary. progtle
finversion de ce pipeline vieux de 38 ans pour qu'tt serve & ransporter i .,
pelrole ces sables bitumineux Je YAIDerta usqu'aux raffireres de Monirdal
£st

b3 :
CONSULT ADG03148_36-000000
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!
i

15 the sroporty of the Governmant of Canada. 1Uis Bgried, in confidoncd 1oy

4

PRy
v iHSE

clunher disserinated without the caasent of the oripington” R
e Cedocument appartient du gouvernement du Canads, inlast liansmi enconfidance qu’d votre orgarssme st po :
vt pas

e rnciassifio ovi transmis 3 'aotres sans b consentemnent de lexpaditenr

1

A2003143_37-000000 -
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REC'D / REC
FER 25 2014

ACCESS TO INFOR

ACCES AL NFORM:
SCRS

Acvzss o Intormation and Privacy Coordinator : ‘ !S

TION
ATION

U

Canadian Security Intelligence Service
PO Box 9732 Station T
Ouawa ON KIG 1G4

Dear M r-

Fam writing w infurm you thy
Aveessto Infnmmnwz Act (Act) for;

Briefing notes, memes und emails ticiding attachments) prepared by or
received by NEB Security Advisors andfor Corporate and Iaformation bm‘!umn\
personnel regarding the adtivities (or planned activities) of groups or movements
engaged in protest, demonstration, oF oilier organizing in oppositon 1o pipelines.
natural gas, orother Canadian encrgy projects, This incliedes but is not fimrted 1o
records that discuss the porendial security Implications of such groups andior

QLY.

Vhe anached records, which are

organzation. We would apprectate yous revicw and recommesdations with ¢

disclosure, H you determine that any portions of the tecord(s) should be exempted from
disclosure, please indicate the appropriate seciion(s) of the Act which you feef should be appl

\"x 1 b

then

13 Mlarch 2014 47

Please note that, we would ask that you please provide your response by

posathle

Canadd

Tab/Onglet ¢

50f 6

the National Energy Boasrd has received a request pursuant o the

relevunt to the request. originate irom and are of interest to your

1t

Page 631
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any, of need more information, please contact Leonic Becker by phone at 413.

Foyvou hove questic
z . H-free ab 1-800-889-1285 or by emnil i Leoniy Be

ungp

Aceessto informauion and Privaey Coordinator

Enclosures

Page 832 -
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e B i ih O I

Classification: SECRET
Date: 2014 02 21

CONTACT REPORT

Name of Agency/Govt Branch/Municipal Branch

Name(s) of Agency Personnel in attendance

Name(s) of CSIS Personnel in attendance
I < - District

Date of meeting:_
I

Administrative Details: Hospitality No ? If so, who paid? Cost (if paid by Service): N/A

Operational Details: (What was exchanged, and by whem.).

Tab/Cngiet 6 Page 446
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Fature Direction: next meeting scheduled? Agenda determined?

NL District will continue to liaise individually with federal departments and fully participate in
relevant group meetings.

QOutstanding issues to be addressed?

N/A

20f2

Page 447"
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S0nE nit

Pyl information Managemant and Technoiogy
C i Energs Services Branch
o = ’ g ¥ Corporate Services Division

14th Floor, North Pelroleum Plaza
9245 — 108 Street

Edmonton, Alberta T5K 2G6
Canada

Telephone: 780.427.6271

Fax; 780.844 3788

Email penny.waller@gov.abca

February 4, 2014

Access to Information and Privacy Coordinator
Canadian Security Intelligence Service

P.O. Box 9732 Station T

Ottawa, Ontario

K1G 4G4

Fax: 613-842-1271
Access Request: 2013-G-0078

SUBJECT: Freedom of Information and Protection of Privacy (FOIP) Act
‘External Consult

Alberta Energy has received a request under the Freedom of information and Protection of Privacy Act to
disclose information.

s Al records, including emails, meeting schedules and minutes, briefing notes and presentations,
which show or discuss communication between Alberta Energy and Public Safety Canada.

We are enclosing 2 emails and a backgrounder that originated with your departmént or may be of
interest to your Ministry.

Please (eyi'e:wflthe records and provide this office with your views regarding release. If you believe that
any info,rm_jat_iop in the record should be exempted from disclosure, please specify the section of the FOIP
Act that you would like us to apply to the information and the supporting rationale.

If you havé.rpo}objeotion to the disclosure of these records, | would appreciate your confirmation of this by
completing and signing on page 2 of this letter. You can fax the signed document to my attention at 780-
644-3’{_‘86. -We would appreciate a response by February 13, 2014.

If you have ény‘questions, please contact me by telephone at (780} 422-5397.

p N—
| REC'D / RECU
Penny Waller
FOIP Advisor FEB 12 2014
Enclosure
ACCESS TO INFGRMATION
ACCES ALY
CLNEgRATION |

10f5 AGC1004



B, /ay FOIP File: 2013-G-0078

Print Name and Title
{Person authorized to consent to disclosure)

On behaif of:

Print Name of Organization

*Signature Date

*liwe, the authorized representative(s), for the above named organization, have consented to the
disclosure of records provided for review.

Please return by fax to:
Alberta Energy, FOIP Unit
Attention: Penny Waller

Fax: 780 644-37886

Page1and5-6

Page 2

N
a3
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Qara Black

Subject: Foreign Investment in Canada

o I
Start: Fri 2013/01/11 1:30 PM

End: Fri 2013/01/11 3:30 PM

Recusrence: {nong}

Organizer: Chris Hunt

On behalf of _ CSIS would like to invite GoC representatives located in Alberta who presently have a
SECRET clearance (or above) to attend this special presentation an the topic of Foreign Investment in Canada.

The guest speaker for this event will be

Event Details

Guest Speaker: I NN

Topic: Foreign Investment in Canada

Date: January 11, 2013

Time: 1:30 pm

Location

Note: A valid clearance is required to attend.

Kindty send the full name DOR_ctirrent dearanca level and a number to reach each interested participant to_

nd before January 7, 2013. We will process your site
clearance ® our fadlity in advance of this event.

We ook forward to seeing you,

PR Edmonton

207360078 "‘é;gga‘i‘;;,"Q;;ﬁg”.ﬁf;iﬁgféhég" o ""}5;9‘;7{“ S
‘ Service - Consuit

3of5 ' AGC1004




M"
géssica Leong

Subject: SIS Fdmantan Breseniatinng

Location:

Stari: Tue 2023/05/28 1:30 PA

End: Tue 2013/05/28 3:00 PM

Show Time As: Out of Office

Recurrence: {none)

Meeting Status: Accepted *
Organizer: Al Sanderson .

Required Attendees: Michael Ekelund; Martin Chamberlain; Steve Tkalcic; John Donner

{John Donner@gov.ab.ca); justin Riemer; Jason Krips; Clay Buchanan; James E. Aflen;
Bartek Kienc; Chris Hunt; Filip Palasz (filip.palasz@gov.ab.ca); Andrew Buffin
{Andrew.Buffin@gov.ab.ca}

SIS Foreign
Investment Mat...

if you plan to attend this presentation, please provide me with your date of hirth. i
Also, please ensure that this meeting request is not forwarded to anyone.

Thank you.
--Joyce

| ——e
s o
Sent: May 14, 2013 917 AP

To: Chris Hunt
Cc: _ .
Subject: CSIS Edmonton presentation May 28

Hi Chiris,

As discussed, here is the backgrounder / teaser document. We are looking to have Energy stakehclders within Alberta
government, specifically. The interactive presentation is unciassified, but the speakers are open to questions. A group of
I 6 to 12 people would be ideal. As soon as you get the names, please forward them to myself or —(copied},
with their dates of birth please (for site access purposes).

z The event is scheduled from 1:30 p.m. to 3:00 p.m. on May 28, 2013,_

cheers,

© 2013-G-00Y8  Canadian Security Intelligence = Page 5
Service - Consyit
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FOR GFFICIAL USE OMLY

Foreign Investment,
Natural Resources and
Security

Special Interactive Presentation
May 28, 2013, Edmeoenton, Alberta

Foreign investments in Canada can pose wider national
securily concems. The hvesfment Conoda Act provides the
Govemmeni of Canada with a mechanism o ensure that
foreign investments are within Canada's national security
interests. The Canadian Security intelligence Service {CSIS}
plays a contdbuting role by advising govemment of the
naffonal securty implications that might arise from a foreign
invesimeni.

There 8 a concern that foreign companies with ties to foreign
intefligence agencies and/or state-owned enferpiises {SOFs}

could'seek o acquire control over strategic sectors of the
Canadian econormy. The foreign entfities might well exploif
that control in an effort {6 facilitafe iliegol fransfers of
technology or to engage in other espionage or foreign

inferference activilies. at

CSIS expects that national security concers related to
foreign investment in Canado wilt continue 10 fise, owing o
the promifent role that SOEs are piaying in the economic
siralegies of some foreign govemments. -

{USEONIY

ATAEIOTE

Service - Consult

Tab/Onglet 6

50f5

078 Canadian Security Intelligence

s Toattend, comoci_CSIS Praiie Region,

Page 6
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DATE
20140163

SYNOPSIS / SOMMAIRE:

INEFCRMATION /

Tab/Onglet 2 Page 83
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DATE
20121119

IHE ATION / RENSEIGNEMENTS:
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RE / OBJET:

SYNOPSIS / SOMMAIRE:

Tab/Onglet 2

1 of 31
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INFORMATION / RENSEIGNEMENTS:

2 of 31

Page 15,

AGC1007




3 of 31 AGC1007




4 of 31 AGC1007




5 of 31 AGC1007




I Tab/onglet 2 Page 16:

6 of 31 AGC1007




Tab/Onglet 2

7 of 31

Page 164

AGC1007




I Tasiongir Page 16"

8 of 31 AGC1007



Tab/Onglet 2

9 of 31

Page 166

AGC1007



10 of 31 AGC1007



11 of 31 AGC1007



Tab/Onglet 2 Page 16¢-

12 of 31 AGC1007



I Tab/Onglet 2 Page 170

13 of 31 AGC1007



14 of 31 AGC1007



2) INTRODUCTION

I Tablonglr 2 page 172
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ANALYSIS / ANALYSE: =

Tab/Onglet 2 Page 18!
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DATE
20130925

RE / OBJET:

SYNOPSIS / SOMMAIRE:

INFOBMATION / RENSEIGNEMENTS:

Tab/Onglet 2 Page 65
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RE f OBJET:

bYN GPSIS / SOMMAIRE:
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CONFIDENTIAL

Your file; A-2013-18

Ms. Shert Young

ATIP Coordinator
National Energy Board
444 Seventh Avenue SW
Calgary, Alberta T2P 0X8

Dear Ms. Young:

This refers to your consultation letter of August 1, 2013 together with attachments, requesting
recommendations for exemption‘under the decess 1o fnforsmution Act pursuant 1o a request for
Al documents and records (including memo's presentation slides, briefing notes, minutes,
agendas, emails, voice mails, and text messages) mentioning or referring to Idle No More.
Date range is November 1, 2012 to June 36, 2013".

We recommend that the information be withheld in its entivety | | | N |
It is CSIS practice not to enter section numbers for exemptions next to the deleted portions on

pages released to the applicant. Therefore, for national security reasons. please ensure that this
section number is not included on any of the relcased documents.

Should vou disagree with our recommended exemptions, please advise us to that effect prior to
the release of these documents,

Than!?t you for consulting with us on this matter.

Access to informaton and Privacy

Attachments

/‘\" # * ;l“ i
Canada
PO 3 9732 Sanen T, Cmwa, Ontane ¥ Citswa tOnlanet KOG 301

Tel (p133231-0107

I Tab/Onglet ¢ Page 621
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Gifice natonal
de ienergig

Fie A-2013-18
¥

TAugust 2003

My

Aweess o intorslalion and Privacy Coordinator
Canadizn Security Intelligence Service

PO, Box 9732 Suation T
Ouawa, ON KIG 4G4

Dear M <-

Pam writing 1o inform you thut the National Eneray Board has received a request pursyant io the
Aceess i Inforsmation Act (A for: i ‘

At documents ard records (including memos, presentarion siides. briefing notes.
minutes, agendas, emails, voice mads. aid text messages) mentioning or referring to Idie
No Maore. Date range is November 1, 2012 1o June 30, 2613, . s

The altached records, which are relevant to the request, originate from and are of inferest to your
erganization. We would appreciate vour review and recommendations with respect to their
disctosure. If you determine that any portions of the record(s} should be axempled from
disclosure, please indicate the appropriate section(s) of the Act which you feel should be applied.

Please note thal, we would ask that vou please provide your response by 12 Aupust 2013 if

possibic,

If vou have guestions, of need more information, please contact Philippe Ouellette by phope at
HI3-299-3682 oll-free ar 1-800-899-1 265 or by email at Philippe,Ouclle Teheg;

Yours truly,

3

S I

Sheti Young
Aceess o Information and Privacy Coordinator

Enclosures

Canadi
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Rick Garber

From: : Rick Garber

) Sent: Apri 192013 353 AM

i To: .

‘ Ce Lee Williams; Gord Campoeil; Keily-Anne Dypoit
Subject: . Re: Potential threat to NEB staff

jour support always appreciatec‘:

From M | | :
Sent: Friday, Aprl 19, 2013 09:48 AM '
To: Rick Garber

subject: Re: Potential th'eat to NEB staff

Rick: at this fime to NEB staff.

Thanks.

>>> Rick Garber <Richard.Garber@neb-cne.ac.ca> 4718/2 013 2:47:33 PM S>> L .
enclosed please tind the imk to & recent YouTube item wherein threatsto energy {1 {pumping stations) and
possibly tG government ufﬁaai (“targeting” the NE? pans! members} is featured, :

Your assistance is soughtiin Ls‘:ablmh.ng whether this rep«e<ent; a czndrb e fhfaa o the NE paue members from the
C3IS perspic 5

e,

ks in advance!

£k
chnard S. Gampr CD, MA, MBA
s y | Chefde groupe. suteté

for on Sclutions
Board | & flce nation
venue SW 444, Se

27.0XE Calgar

i de Yénergie
e Avenue S-CL
ria} 720 0X8

From: Whitpey Punchak

Sent: April 17, 2013 11.53 AM

Te: Joiin Pinsent; Rick Garber

Ccr Paul Lackhoff

Subject: P You Tube anti Line 9 video

an thetwe pecple whe were intevyiewed by Poor Man Me
AD008929_13-000013

CONSULT
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.\,'outube com/watch®y

y N
y=SE203nvtep

enuinswit y.com/ZUIS;’Oz [CA/1oronto-ansrchists-make-

z-meckery-gui-of-idie-ne-more-fear-zach ruiter-

Froem: Paul Lackhoff )
Sentr April 17, 2013 9:51 AM
To: Jody Saunders; Whitney Punchak; Ryan Rodier; Sylvia Var.on‘ Jamie Kereliuk: Alex Ross; Carole L

Cc: Matgeret Barber; Sandy Lapointe; Fd Jansen; Tracy Sletto; John Pinsent
Subjed. You Tube anti Line 9 video - :

gger-Kubeczek

hUpi www youwube com/walch?v=G5 AZVB'*“mEE

CONSULT ABGGES28_17-000617

B e U S S SR G ST

Page 624
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Rick Garber : ; ,

Frons: Rick Garber

Seni: Aprd 12, 2013 10:21 AM
To:r - ]

Subject: “Re: 2 requests from the NEB

Thanks for getiing back to me:-‘(ear end /new FY is always busy..

Take carel

From:

Sent: Fricay, April 12, 2013 09:40 AM
To:Rick Garber- - .~ -
Subject: Be: 2 requests from the NEB

Rick: sorry fof the dé]ay in Xr’es;ﬁc'nding, its been a busy’wéek. What kind of TRA are you iaoking for?”
>>> Rick Garbei' <Richard.Garber@neb-one.gc.ca> 4;; 10/2013 5:29;56 PM >>>

‘Hey - i your are i town, i appreciate chatting with you about our approach to the report you have shown us as
wzli 35 seek a TRA on an upcoming activity being sponsored by the MER here in Calgary.

tam in Calgary-unti noon Thursday then in trave! stawis until Tuesday AM.
Cheers,

Richard 8. Garber, G MA, MBA

Group leager Secwiy | Chef de groupe., sureid

Carporaie an
Naténal B

rational ¢e t'é
:pligme A

r

A j -
ichard, Garber@neg-ore.ge.ca

n

[}

From: Rick Garber

Sent: Asiil 95, 2013 9:25 AM

T )
Subiect: 2 reguests from the NEB

CONSULT ’ ABNG8929_25-000025
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- i have two separate {but short} issues V'd like to discuss with you

if convenient could we get together over the next Loup of days? Alt
: =3 corvenent time for e 1o ph ve you —noling that my

and  owe you 3 coffes io

%?'c,é

CONSULT ‘ ' ADB08S29_26-000626
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DATE
20130529

RE / OBJEY:

SO HE 2

SYROPSTS
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The following was translated from Engli
Services on 2013 01 29
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i SRIET ;
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The writer made it clear
rotest such as
However, the
Service is concerped with individuals or groups who want Lo use acts

of violence in suppory of
R - o —

cinterest of the Service to ensure that protest
activities remain peaceful and that individuals seeking to promote
their own self interest using violence do not succead.

he Service is not interested 1n iawful
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I TablOnglet Page 365

L

THIS DOCUMENT CONSTITUTES A RECORD WHICH MAY BE SUBJECT TO
MANDATORY

EXEMPTION UNDER THE ACCESS TO INFORMATION ACT OR THE PRIVACY ACT. THE
INFORMATION OR INTELLIGENCE MAY ALSO BE PROTECTED BY THE PROVISIONS
OF THE CANADA EVIDENCE ACT. THE INFORMATION OR INTELLIGENCE MUST NOT
BE DISCLOSED OR USED AS EVIDENCE WITHOUT PRIOR CONSULTATION WITH THE
CANADIAN SECURITY INTELLIGENCE SERVICE.
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ANALYSIS / ANALYSE:
3} L' information susnmenticnnée a €té recueillie et rapportée afin df
assister le Service dans 1' évaluation du contexte de la menace ainsi N
que du petentiel de viclence vy étant 1ié pouvant découler des
2ti
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QPS-702 Operations Policies and Procedures Secret
2013-01-08

2013-01-08
OPS-702 HUMAN SOURCES - CASE MANAGEMENT

1. INTRODUCTION
Objective

L1 The use of human sources is an integral part of the Service's mandated investigations | NGzl
. - - ctral components of
the Service's case management of luuman source operations. The objective of this policy is to
provide direction throughout the stages of a human source operation, from ||| N

Scope

1.2 This policy, in comunction with OPS-201. "Conduct of Operations - General”, OPS-701, "Human
Sources - Human Source Program™ and QPS-703. "Human Sources - Special Provisions”,
outlines the general principles that govern the assessment, recruitment and management of a
human source,

b
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- Human Sources”.
1.4 The principles and standards described in this policy apply to all human sources, | NGz
as applicable, within the Service's human source inventory and to every employee

mvolved in human source operations.

Policy Centre

15 The Human Sources and Operations Secunity (HSQS) Branch is the policy centre for all matters
regarding the Human Source Program. Within the HSOS Branch:

Authorities

I.e The following authorities provide direction i this policy:

a) Canadian Security Intelligence Service (CSIS] At
b) Access to Informarion Act
c) Immigration and Refugee Protection Act (IRPA)
d) Minsterial Direction for Operations (2008 10 29)
Replaces OPS-702, dated 2011-04-01 Page 1 of 13
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€) DDO Directive - "Disclosure of Service Information to the RCMP” (2010 01 13)
H
2) DDQ Directive - "Retention of Information Collected under Scetionps 12, 15 and 16 of the
CSISAer” 2012 030D
Definitions
1.7 For definitions of specific terms used in this policy, refer toPolicy Glossan™.
Temporary Authority

18 Unless otherwise specified, when a specific position or title is mentioned in this policy, the
authorities and responsibilities bestowed on that position or title apply to any employee
performing the duties of the position or title in an acting capacity.

Delegation of Autherity

1.9 Where identified in policy, the term "or designate” denotes the option to delegate an authority to
an assigned individual or position.

1.9.1 Notwithstanding any delegation of authority contained within this policy, any issue that is likely
to cause embarrassment or controversy for the Govermment of Canada (GoC) overrides the
delegated authority and must be immediately reported to the appropriate Service Executives via

I isos.
2. RESPONSIBILITIES
Director
2.1 The Director 1s responstble for the overall management of the Service's Human Source Program.
22
23
Replaces OPS-702, dated 2011-04-01 Page 2 of 1‘3
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24—

Director General, Human Sources and Operations Security

23 The Director General (DG). Human Sources and Operations Security (HSOS) is responsible for: :
a) briefing the appropnate Service Executives, Headquarters (HQ) DGs and Regional
Directors General (RDG) on all significant matters concerning human sources, -and
the security of human source operations;
b) providing advice, direction and -assistance to HQ Branches and Regions on the
recruitment, validation, development and management of human sources, as well as on
operational security and operations support;
c) roanaging a ceniralized system for administering human source operations;
d)
and
€) seeking advice, as well as providing support and direction to HQ Branches and Regions,
concerning all litigation matters related to human sources.
Headquarters Directors General
26 HQ DG are responsible for:
a) providing direction to Regions on the _of human sources to address opcrational
prioritics |
b) reviewing human sourcc operations
Regional Directors General
2.7 Regional Directors Gencral are responsible for:

a) _ensurmg that all appropriate strategies
are taken to protect [ JNEE human sources and Service

operations; v

b) briefing the DG HSOS on all significant matters concerning the conduct and operational
securtty of human source operations in the Regions;

<) providing Reglenal emplovees with advice, direction and assistance on the development,

management and validation of human sources as well as on operational security and
operations support;

Replaces OPS-702, dated 2011-04-01 Page 3 of 13
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establishing practices to ensure that a human source‘_are

evaluated in accordance with Service
standards; and

) authorizing human source participation in activities —

Human Sources and Operations Security

d)

Human Sources and Operations Security

Human Source-

Replaces OPS-702, dated 2611-04-01 Page 4 of 13
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[
f—
(5]

For additional

information and guidance on the human source refer to QPS-702-8, "Procedures -
Human Sources - Case Management - Human Source

Replaces OPS-702 dated 201 -04-01 Page 3ot 13
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3. VALIDATION PROCESS

3.1

32 The Service's human source validation process ensures quality control in the Human Source
Program by ||| of umen sources from the standpoint of reliability and
corroboration of reported information. For additional information and guidance on the validation
process, refer to section 2 of OPS-702-1, "Proceduires - Hiiman Sources - Cas¢ Management™.

33

34

For additional information and guidance on
_refer to section 2 of QPS-702-1. "Procedurcs - Human Sources - Case
Management”,

Reporting History_

36

W
s

additional information and guidance on reporting history | MM <f¢: to section 2 of OPS-
702-1. "Procedures - Human Sources - Case Management”.

Ll
~

For additional

mformation and guidance on _a human source's | NEEENcporting
history refer to section 2 of OPS-702-1. "Procédures - Human Sources - Case
Management”.

)

Replaces OPS-702, dated 2011-04-01 Page 6 of 13
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-\SSESSMENT AND RECRUITMENT APPROACH

41 Employees should be familiar with the provisions of OPS-201. "Conduct of Operations -
General", QPS-701. "Human Sources - Human Scurce Program" and OPS-703, "Human Sources

- Special Provisions” prior to making a recruitment approach to a | i human source.

4.4

If a recruitment approach may have[JJ|j
_adverse impact appropriate approvals must be sought. For

additional information and guidance on a recruitment approach that may

and OPS-703. "Human Sources - Special Provisigns”

-
(]
—

4.6

4.7 A allows for the provision of_ paynients, in accordance with QPS-707,

"Human Sources - Compensation”; to an individual— mto the Human

Source Program.

4.8

49

4.1

Replaces OPS-702, dated 2011-04-01 Page 70f 13
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For additional information and guidance on the
process, approval authorities and reporting requirements associated with a << to OPS-

702-2. "Procedures - Human Sources - Case Management | KGNS

5. RECRUITMENT

5.1 The recruitment of a human source is a fundamental investigative technique that assists the
Service in the execution of its mandate.

Source Evaluation-

The initial step to all human source recruitments is the
assessinge and a new human source's

U
[

It is conducted for the purpose of
ey,

including an evaluation of the
human source's reporting ofa
human source operation.

N 00000
e —————————— e

information and guidance on the process, approval authorities and reporting requirements
associated with a [Jirefer to QPS-702-3. "Procedures - Human Sources - Case Management -

54
OPS-100,

6. MANAGEMENT

61 Homan source case management consiss ot trc [ DD

dircction of a human source operation.

6.2

For additional information and
- Human Sources - Case Management -

guidance on the

and for the
to OPS-T702-3, "Procedures - Human Sources - Case Management

Operational Reporting

63

Replaces OPS-702, dated 2011-04-01 Page 8 of 13
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For additional information and guidance on

— refer to section 4 of QPS-702-1, "Procedures - Human Sou

,,,,, and section 6 of QPS-706. "Human Sour;cc -

- ‘

For additional

utormation and gindance on |GG - - to scction 5 of OPS-702-1,
“Procedures - Human Sources = Case

For additional information and guidance on refer to section

6 of OPS-702-1. "Procedures < Human Sources - Case Manasement™

Authorized Deployment

6.9 Where appropriately-authorized, a human source may provide assistance in relation to:
a) the collection of information on approved targets or on a general investigative authority;
>
o I

d) the provision of assistance to_othcr government departments.at all

levels within Canada,

e) -support or other assistance (o a Service operation; and/or
i
o I
Replaces OPS-702, dated 2011-04-01 Page 9 of 13
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Human Source-

the human source precis

Refer to OPS-702-8.
"Procedures - Human Sources - Case Management - Human Source Précis”.

-

Operational Security

7.1

72

Safety

73 When the safety of a human source or a Service employee is endangered or threatened, the
appropriate authorities should be notified. For additional information and guidance on safety,
refer to section 7 of QPS~702-1. "Procedures - Human Sources - Case Management”.

74

For additional information and gmdance on the
and section 8 of QPS-702-1. "Procedurcs

- Human Sources - Case Management

8. COMMUNICATION-

8.1 All contact between employees, human scurces will be made in
such a manner as to ensure protection of the human source’s identity and the overall security of
the operation.

82

83

Page 10 of 13
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s.  review || IEGIN
) —
- Reviews

I o 2 dditional information and guidance 0111 revicws :

refer 10 QPS-702-7, "Procedures - Human Sources - Case Management - Review |

9.4

required by the Region,
the HQ Branch or HSOS. Refer 1o section 3 of QPS-702-7. "Procedures - Human Sources - Case
Management - Review

hd
7

96

9.7

For additronal information and guidance on
refer to section 4 of QPS-7

Replaces OPS-702, dated 2011-04-01 Page 11 of 13
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10.

10.1

102

10.3

104

10.6

10.7

10.7.1

Replaces OPS-702, dated 2011-04-01

For additional information and

guidance on ||| | N < o scction 5 of OPS-702-7 "Procedures - Human
Sources - Case Management - Review and
i CSIS Operations”.

INACTIVATION

A human source will be moved to the inactive category when |

|

_is authorized as per the provisions of =PS-702-1!
d

agement”.

Tt il

Any payment must be done in accordance with OPS-707. "Human Sources - Compensation”
For additional information and guidance
refer to section 9 of QPS-702-1. "Procedures - Human Sources - Case

on the

Management™.

Disclosure of Assistance

The Service protects the identity of a human source in perpetuity. However, after a 125-year
retention period, the inactive file can be transferred to National Archives. As a result, an inactive

human source's file could be accessed under the provisions of the Access to Information Act for
historical rescarch purposes.

All access requests to closed information transferred to the National Archives by the Service will
entail mandatory consultation with the Service. The Service reserves the right to exempt or place
a moratorium on any file containing information whose disclosure could cause harm to

individuals or threaten national sccurity. Refer to section 9 of QPS-702-1. "Procedures - Human
Sources - Casc Management'.

The Service, I  ith appropriaic approvals, may consider
acknowledging the human source's cooperation with the GoC provided that:

All requests for disclosurc of a human source's assistance to the Service can be approved in
accordance with QPS-601, "Authorized Disclosure of Operatignal Information and Intelligence -

General”.

Page 12 0of 13
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| Refer to section
10 of OPS-762-1, "Procedures - Human Sources - Cage Manacement”,

Replaces OPS-702, dated 2011-04-01 Page 13 of 13
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2013-01-08
OPS-702-1 PROCEDURES - HUMAN SOURCES - CASE MANAGEMENT

1. INTRODUCTION

Scape
11 These procedures outline the considerations, approval authorities and reporting reguirements
related to the validation, recruitment and management of a human source

2. VALIDATION PROCESS

2.1 The validation process comprises an assessment of; B
aj the information provided by a human source —
b} any other information provided by a human source:

<} a human source's _access to relevant information:

N
thn

Replaces OPS-702-1 dated 2013-04-01 . Page 1 of ¢
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2.6
Corroboration of Reported Information

2.7 An employee can corroborate a human source's reporting by either confirming and/or
cabstantatn the formation

2.8  Notwithstanding a human source's -and reporting history_an employee
quatlifies the reported information as 1o its accuracy as part-of the human source validation
process.

29
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Reporting Hlstory

2.11
For additional information and guidance on the refer to OPS-702-4_"Procedures -
Humarn Sources - Case Manasement
2142
212
213
For additional mformation and
refer to OPS-702-4. "Procedures - Human Sources - Case Management -
Replaces OPS-702-1 dated 201140401 Page 3 of
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For additional
information and guidance on the human source précis refer to OPS-702-8, "Procedures - Human
Sources - Case Management - Human Source Précis”.

the human source précis
For additional information and gnidance on the human source précis, refer

to QPS-702-8. "Procedures - Human Sources - Case Management - Human Source Précis”.

s recrurnvet areroacy [

Employees should be familiar with the provisions of section 4 of OPS-702. "Human Sources -

Casc Management” and QPS-703, "Human Sources - Special Provisions” prior to making a
recruitment approach

(93]
i

Approval Authorities

(V8]
~J

the approval authorities identified in QPS-
703-1. "Procedures - Human Sources - Special Provisions”, the Regional Director General (RDG)
approves a recruitment approach to an individual

When there is a potential that a recruitment approach may havr:_adverse impact-
the Director will notify the Minister as per paragraph 2.2 of OPS-701,
"Human Sources - Human Source Program”.

« I

_should be familiar with the provisions of paragraph 6.3 of OPS-702. "Human
Sources - ase Management” and section 6 of QPS-706, "Human Sources

I - o o sccking approval to provide GG o :

human source.

(9%
[¥8]
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Approval Authorities

should be familiar with the provisions of section 6 of OPS-702. "Human Sources
- Case Management" prior to directing a human source tc participate in activitics

Approval Authorities

»
[S]

The RDG approves directing a human source to participate in activities

Reporting Requirements

h
2

which condition(s) of paragraph 6.5 of QPS-702. "Human Séurces - Case
Management” apply.

-

6.1 _shcuid be famihar with the provisions of section 6 of OPS-702. "Human Sources

- Case Management” prior to secking approval for an operation

Approval Authorities

6.2
7. SAFETY
Replaces OPS-702-1 dated 2011-04-01 Page 5 of §
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7.1 A _ who believes that a human source's safety and/or security is at risk should
advise his/her supervisor immediately
7.2
73
7.4
8.
8.1
8.2
Approval Authorities
>
- I

9.1 Emplovees should be familiar with the provisions of section 10 of OPS-702. "Human Sources -
Case Management" and OPS-707. "Human Sources - Compensation" prior to conducting an

9.3 The_ can provide an payment during the - Refer to OPS-707.

"Human Sources - Compensation” for guidance on - pavments.

Replaces OPS-702-1 dated 201 1-04-01 Page 6 of 9
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Disclosure of Assistance

953 HSOS cmplovee should ask the human source
whether he/she wishes his/her identity to be protected in perpetuity or accept that it mav be
9.6

Approval Authorities
9.7

9.8

Reporting Requirements

9.9

Replaces OPS-702-1 dated 2011-04-01
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| -
o [ NG
10.1 _should be familiar with the provisions of section 11 of OPS-702. "Human

Sources - Case Management” and OPS-704. “Human Sources - Conduct
prior to human source.

10.2

as outlined in section 3 of OPS-704. "Human Sources - Conduct

Approval Authorities

Reporting Requirements

Replaces OPS-702-1 dated 201 1-04-01 Page 8 of 9
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OPS-703. "Human Sources - Special Provisions®.

1. HUMAN SOURCE LITIGATION

i All htigation matters involving human scurces must be bronght to the attention o_
HSOS as soon as possible.

k Approval Authorities

1.2 The DG HSOS approves all human source—

Replaces OPS-702-1 dated 201 1-04-01 Page 9 cf 9
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