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CSIS PROCEDURES: TARGETING 
Secret 

·····················---
. Governing Polio: Targeting ____ ·-················-·-----········-----
. Effecti.;~-Oate: 2015-01-07 :·x.£1;;~~~-ed bv:DDO ---- fr.cnch version i 
... !.~!j_9;'. Centre: DDO Sec···-·-__lJ:,_1111p_ll!,t~~!.~I: Chicf DDO Sec 
• Version No: 3 ' File No: .~05-l J-l 
i Replaces: OPS-100-1. OPS-IOI-land OPS-102-1 a1-1c1-· C-)-P-S--8-•-2--1----

1. OBJECTIVE 

1.1 Die purpose of these procedures is to provide direction on ,,.,·hen a targeting authority is required 
and for approving, renewing, and terminating targetmg authorities. 

2. TARGETING DECISION APPROVAL AUTHORITIES 

Subsection 2( d) of the CSIS Act 

2. l Targeting decisions pursuant to subsection 2(d) of the CSJS Act are made by the Director. 

2.2 

Groups, Issues and Events 

2.3 Targeting decisions concerning groups, issues or events are made by a Headquarters Director 
General (HQ DG) 

Individuals 

2.4 All other targeting decisions concerning individuals are made by the HQ DG or a Regional 
Director General (RDG). 

3. REQUIRED TARGETING AUTHORITIES 

General Authority 

3. I The following activities fall under 'General Authority' and do not require a targeting authority: 

a) collecting incidental information which may be disclosed pursuant to subsection l9.2(a) 
to (d), CSJSAct; 

b) collecting information pursuant to s. 15 ands. 16. CSIS Act; 

Page 1 of8 
Replaces CSIS Procedures: Targeting (pubiished 2014-0 l -09) 

Tab/Onglet 11 

2 of 9 

Page 820 

AGC0991 



CSIS PROCEDURES: TARGETING 

e) conducting internal investigations pursuant to s. 8 ands. 20, CSJS A.er; 

±) researching and using internal records and databanks: 

g) researching and using open infonnation; 

h) accepting and reporting unsolicited inforn1ation; 

i) placing individuals on watch lists, e.g. the Citizenship and Immigration Canada 
Enforcement Infonnation Index (EII) 

j) 

Level 1 

3.2 The following operational tools and techniques may be conducted with a Level 1 targeting 
authority: 

a) 

b) 

c) 

e) 

all activities permitted by the General Authority; 

querying of federal, provincial i territorial, municipal records and databanks to which the 
Service has la,vful access; 

querying of records held by foreign police, security or intelligence organizations; 

interviewing the target or any other persons believed to be knowledgeable about the 
target: 

Page 2 of8 
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CSIS PROCEDURES: TARGETING 

k) using physical surveillance (refer to CSIS Procedur:I:!§_ ''Surveillance'' for more 
information): and 

Level2 

3.4 The following operational tools and techniques may be conducted with a Level 2 targeting 
authority: 

a) all Level 1 techniques unless otherwise stated at the time of the targeting decision; 

b) application for, or execution of, warrant powers of Federal Court warrants; 

Secret 
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CSIS PROCEDURES: TARGETING 
Secret 

Groups, Issues or Events - Subsequent Targeting Authorities Required 

3 6 \\'hen a determination has been made that a member of a group or of an organization is involved 
in a threat-related activity and that further mformation and intelligence on that person is 
necessary, a separate targeting authority on that person must be obtained. 

3 7 \\.'hen a determination has been made that a person, a group of persons, or an organization is 
involved in a threat-related activity associated to an issue or event. and that further information 
and intelligence on that person, group of persons or organization is necessary, a separate targeting 
authority on that person, group of persons or organization must be obtained. 

4. REQUESTING A TARGETI:\G ALTHORITY 

Request for Investigation (RFI) 

4.1 To request a targeting authority. emplon:es complete and submit an RFI, using the template in 

4.2 

4.3 

4.4 

4.5 

4.6 

4.7 

the 
- -

which includes an assessment report that provides a review of the threat-
related activities of a person, group_ issue, or event and justifies how an investigation would be 
compatible with the S(::l}'_~t::~sEQlj~_y _ _Egrn(::\~-9Ik. 

All assessment reports should clearly separate and distinguish facts from analysis and/or o 
and ensure that infonnation is accurate as it is automatically added to the 

All factual information used to request a targeting authority must be attributable to documented 
sources and contained in supportmg documents retained -

lfthe activities suspected of constituting a threat are carried out in conjunction with lav;-fu] 
advocacy_ protest or dissent the circumstances will be folly explained in the assessment report. 

Prior to forwardmg the request the employee ensures that the RFI accurately reflects the current 
position of each signing officer mcluding acting positions and that consultation betiveen the 

Page 4 of8 
Replaces CSIS Procedures: Ta~geting (published 20l-+-01-09) 

Tab/Onglet ~ 1 

5 of 9 

Page 82:' 

AGC0991 



4.8 
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Region(s) and the appropriate Headquarters Branch, or Branches, has taken place and is 
documented in the RFL 

Composite Submissions 

Secret 

4.9 Each indi\-idual in a composite submission must be a member of, or be associated with, the same 
group or organization. 

4.10 Requests for targeting a group or organization should include the following additional details: 

a) background, activities, and mission of the group or organization; 

b) individual names of the persons to be targeted: 

c) the role ,vithin the group or organization of those persons: and 

d) location of the group or organization, in Canada or abroad. 

Issues or Events 

4.1 l Requests for targeting an issue or event include a description of the issue/ event and how it 
represents a threat to the security of Canada. 
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CSJS PROCEDURES: TARGETING 
Secret 

urgent/Verbal Targeting Authorities 

4 17 

5. RENEWAL 

5.1 

5.2 

Downgrading of a Level 

5.3 An existing Level 2 can be renewed as a Level 1 (dmvngrade) when the Level 2 collection 
techniques are no longer justifiable and a Le,el 1 is sufficient to continue collecting information 
on the threat. 

Upgrading to a Level 2 

5.4 An existing Level l targeting authority can be rene\\cd as a Level 2 targeting authority (upgrade) 
when it is determined that Level 1 collection techniques are insufficient to continue collecting 
information on the threat 

5.5 
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CSIS PROCEDURES: TARGETING 
Secret 

6. i\fANAGEMENT AND DISSEMINATION OF TARGETING AUTHORITIES 

6.1 

6.2 

6.2.1 

6.3 

6.4 

6.5 

6.5. l 

6 6 IIIIDDO Secretariat 
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7. TERMINATING A TARGETING AUTHORITY 

7. l 

7.2 

7.3 

Replaces CSIS Procedures Targeting (published 2014-01-09) 
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2014 12 01 

CSIS PUBLIC\ TIONS / SCRS PUBLIC'\ TIONS 

I ~~ ~ 
:i This document i, !hep, operiy oft he Canadian S tx:urity Inteli igence Service and mav constitute" ,pcci al opera\ ional information" ii 

i,,i,i,,: as defined in the Security oflnformationAcl. It is loaned lo vour agcn'cf/dcpartmcnt in confidence. The document must not be i',,il,,,·_ 

:, reclassified or disseminated, in "11oie or in part. ·,vithout the consent of the criginator. · 

~ Canadian departments. agencies or orn.anizations·. This docrnnent constitutes a record which may be subjcct to mandatory I! i cxc111itio11 tmdcr the Access lo lnfomution Act or the Pri,acy Act. The infom1ation or intelligence may also be pmtcctcd try [j 
• the pmvisions of the Canada [,-idenceAct. The information or intelligence must not be disclosed or rncd as evide,re ,vithout H 

H 
l: 

I prior consultation with the Canadian Securttv Jntelli!zence Service. 

" Foreign agencies or ornanizations: This document 1s loaned to your agency·ctepartment in confidence. for internal use onlv. It g I 
I 
" " :~ 
ii 
" " ]! 

must not be reclassi1ied or disseminated, in whole or in part. without the consent of the originator. Ifyouare ;,11bject to freedom ii 
ofinfonrntion or ol her Jaws which do not all ow,ou to protect this information from disclosure. notify CSIS immediately and i: 

return the document. !] 

•••••••••••••••••••• ••••M•••••~--••--···--•••-• -• ••••••••••-u 
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OPS-702 Operations Policies and Procedures 

OPS-702 HUMAN SOURCES - CASE 1\-l!\NAGEMENT 

1. INTRODUCTION 

Objective 

Secret 

2014-04-09 

1 l The use of human sources is an inte;l part of the Service's mandated investigations -
As such, ••• I are central components of 

the Service's case management of human source operations. The objective of this policy is to 
provide direction throughout the stages of a human source operation, 

Scope 

1.2 This policy, in conjunction with CSIS Polic\:; __ ronduct of Operations, OPS-701, ''Human Sources 
:H11m~_r1 Source Progr~m'.' and OPS-703. "Human SQ!!K~§ .. : __ SQ!e<_:_iqLfrnyj5j9_11_s'~, outlines the 
... that govern the assessment, recruitment and management of a human source,• 

1.3 The principles and standards described in this policy apply to all human sources, active or 
inactive, as applicable, within the Service's human source inventory and to every employee 
involved in human source operations, 

Policy Centre 

1 .4 The Human Sources and Operations Security (HSOS) Branch is the policy centre for all matters 
regarding the Human Source Program. Within the HSOS Branch: 

Authorities 

1.5 TI1e following authorities provide direction in this policy: 

a) Canadian Security Intelligence.Service {CS/SJ Act 

b) Access to Information Act 

c) Immigration and Refugee Protection Act (IRPA) 

d) Ministerial Direction for Operations {.2008J0)..2) 

e) DDO Directive - "Disclostu:e._gfElgn:_is;_e.Jnfo@~tion to the RCMP" (2010 OJJJJ 

Replaces OPS-702, dated 20ll-04-0l Page 1 of 13 
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1) DOO D:nxtivc - ·•Rctcnrion of !nforma_tion Colkct.~:d tmdcr Sc'ctions ! 2. I:, and l 6 of the: 
CSJS Ad' (20 l 2 03 ~Ui 

Definitions 

1.6 For definitions of specific tcnns used in this policy. refer to '?ol1c,_ Glossaf'\". 

Temporary Authority 

17 Unless othenvise specified, \<;hen a specific position or title 1s mentioned in this policy, the 
authorities and responsibilities bestowed on that position or title apply to any employee 
performing the duties of the position or title in an acting capacity. 

Delegation of Authority 

1.8 Where identified m policy, the term "or designate" denotes the opnon to delegate an authority to 
an assigned individual or position. 

11·• ... .,. 
!: UU Notwithstanding any delegation of authoritv contained withm this policy. any issue that is likely 
I! to cause embarrassment or controversy for the Government of Canada (GoC) overrides the 
i\ delegated authority and must be immediately reported to the appropriate Service Executives via 

jj ..... ~.1.:1.~.?.~.~ ........................... _ .......................................... ,. .... _............................ . .............................................................. l 
2. RESPONSIBILITIES 

Director 

2.1 The Director is responsible for the overall management of the Service's Human Source Program. 

2.2 

2.4 

Director General, Human Sources and Operations Security 
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2.5 The Director General (DG), Human Sources and Operations Security (HSOS) is responsible for: 

a) briefing the appropriate Service Executives, Headquarters (HQ) DGs and Regional 
Directors General (RDG) on all significant matters concerning human sources,-and 
the security of human source operations; · 

b) providing advice, direction and assistance to HQ Branches and Regions on the 
recruitment, validation, development and management of human sources, as well as on 
-operational security and operations support; 

c) managing a centralized system for administering human source operations; 

d) 

e) seeking advice, as well as providing support and direction to HQ Branches and Regions, 
concerning all litigation matters related to human sources. 

Headquarters Directors General 

2.6 HQ DG are responsible for: 

a) providing direction to Re.gions on the-of human sources to address operational 
priorities and 

b) 

Regional Directors General 

2.7 Regional Directors General are responsible for: 

a) 

b) 

c) 

d) 

ensuring that all appropriate 
are taken to protect human sources and Service 
operations; 

briefing the DG HSOS on all significant matters concerning the conduct and operational 
security of human source operations in the Regions; 

providing Regional employees with advice, direction and assistance on the development, 
management and validation of human sources as well as on operational security and 
operations support; 

e) authorizing human source participation in activities -
Replaces OPS-702, dated 2011-04-01 Page 3 of 13 
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Human Sources and Operations Security 

2.8 

2.9 

2.10 

-Human Source-

2.11 
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2.12 

2.13 

2.14 

2.15 

2.16 
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3. VALIDA TIOi\ PROCESS 

3.1 

3.2 ll1e Service's human source validation process ensures quality control in the Human Source 
Program by ••••••••• of human sources from the standpoint of reliability and 
corroboration of reported mfonnation For additional infonnation and guidance on the validation 
process, refer to section 2 of QPS-702-1. ''Proccdpre:; - Human Sourccs .. ~J;~se Mana!?emen.(, 

3.3 

3.4 

3.5 

3.6 

3.1 

For additional information and guidance on
refer to section 2 of QPS-702-1, "Procedgi:es - Human Sources - C~~~ 

1\:lanagcrncnt". 

Reporting History-

additional infom1ation and guidance on reporting history 
702- L ''Procedures - f·!tnnmLSomc(·s - Case ,',J.arnig;:;m.£11!~ 

For additional 
information and guidance on a human source's - reporting 
history•••-• refer to section 2 of QPS.:Z(!f.::J."-'.:frn.<,:~gurq, ::.Htunan Sources - (gg, 
Mani!gement". 

4. -ASSESSMENT A:-;D RECRLIT.'.\-fENT APPROACH 

4.1 Employees should be familiar with the provisions of C5JS_P.Q.IJ.<;~;J:011_dt1i,::t of Qp;:;_rc1tj.Q!l~, OPS-
7..i.!.L_'.'.H1m1;in $9l1r~,;s_ - So,i rec Program" and Ql'$~ 7(l3-'~'J.:h11:ri;;in S9tl[f£1. ~~R£.fJ;;i! 
Provisions" prior to makmg a recruitment approach to a human source. 
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4.2 

4.3 

4.4 

4.5 

4.5.l 

4.6 

If a recruitment approach _ may have• 
adverse impact appropriate approvals must be sought. For 

additional infom1ation and guidance on a re.cruitment approach that may-
refer to section 3 of OPS-702-L."Proccdurcs - Hun~_.:l!L£9urccs - _(asc Managq_ncnt" 

and OPS-703. _''Human Sources _-Sprcial Provi;;ions''. 

4. 7 A-allov,s for the provision of -payments, in accordance with OPS-707. 
''Human Sources - Compensation". to an individual••••••••• -into the Human 
Source Program. 

4.8 

4.9 

4.10 

For additional information and guidance on the 
process, approval authorities and reporting requirements associated with a refer to OPS-

llllliig_11[~~---J:.lun1;wS.0.!J.If<.;~_:::.f:.'!.~e_T\I<JJ1a&i_:!!2~DJ 
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5. RECRUITME:\T 

5.1 The recruitment of a human source is a fundamental investigative technique that assists the 

5.2 

5.3 

5.4 

Service in the cxecurion of its mandate. 

Source Evaluation -

The miual step to all human source recruitments is the 
assessing and a new human source's 

human source's reporting 
human source operation. -

. It is conducted for the purpose of 
reliability, 

including an evaluation of the 
ofa 

information and 2:uidancc on the process, approval authorities and reporting requirements 
associated with a- refer to OPS-702-3. "Procedures - Human Sources - Case Management -S.~:>urce . .Qvaluation- ·····-·····················-··-············-············· ······ .. -·········· ······ 

6. MANAGEMENT 

6.1 Human source case mana2:ement consists of the 
-direction of a hu~an source operation. 

6.2 

For additional information and 
guidance on the refer to Q]:.S-702---l. "P1.9~Q!!fL'S - Human Sources · Case~nagemcnt ~ 

as-102.L:!'mc,d""'-u,.men"i~::~£.ss),1,,.mm.<11L-W 

Operational Reporting 

6.3 
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Tab/Onglet 11 

8 of 13 

Page 88:. 

AGC1000 



OPS-702 Operations Policies and Procedures Secret 

2014-04-09 

6.4 
For additional information and guidance on 

refer to section 4 of OPS-702-1, ''Proced!!res_ - Human_Sources_ -_Case 
_1~{an~1_g,;-_mcnt" and section 6 of OPS-706. "8!.m1an S_gurccs; 

6.4.1 

6.5 

6.6 

6_7 

6.8 

Authorized Deployment 

6.9 \Vhere appropriately authorized, a human source may provide assistance in relation to: 

a) the collection of information on approved targets or on a general investigative authority; 

b) 

c) 

d) the provision of assistance to 
levels within Canada, 

Replaces OPS-702, dated 20ll-04-01 
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e) -support or other assistance to a Service operation; andior 

t) 

Human Source-

6.IO 

6 11 

the human source precis 
Refer to OPS-702-8. 

"PrnctxJurcs_ - Human _Sources -_Case Management - Human Source Prcci,(
0 

7. 

Operational Security 

71 

7.2 

Safety 

7 3 \\'11en the safotv of a human source or a Service employee is endangered or threatened, the 
appropriate authorities should be notified. Fur additional information and guidance on safety, 
refer to section 7 ofOPS-702-J. "Procedures - Human Soqrccs- Case Management". 

7 .1 
'-t 

8. COJ\'1\tllNICATI0'.'1-

For additional infonnation and guidance on the 
and section 8 of OPS-702-L "Procedtircs 

81 All contact bct\\Cen employees, human sources will be made in 
such a manner as to ensure protection of the human source's identity and the overall security of 
the operation 
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9.2 

9.3 

9.4 

9.5 

9.6 

9.7 

-Reviews 

required by the Region, 

the HQ Branch or HSOS. Refer to section 3 of OPS-7(J?-7. "Procedures - Human Sources - Case 
\fonagcm.::nt - Review 

For additional infonnation and guidance on 
refer to section 4 ofQPS:7.02-7. "Procedures - I-IumanSQttf.(,:S:5. .. :._<;:_il§.~ _ _M_a.11_~g_to,11)_"I!L: 

Bevie~-
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10. INACTIVATION 

l 0. l A human source will be moved to the inactive category when 

10.2 

10.3 

is authorized as per the provisions of 
I! Proccdurcs-.. HumanSourccs. -. Cast:. \;lan~t?.cment.". 

Secret 

2014-04-09 

10.4 P -707. "Human Source~: .. Compensaho11~ 
For additional information and guidance 

refer to section 9 of OPS-702-J .. "ProceQJ,JJ:~.s.~.HmnanSources. -(_q;i<;: 

Disclosure of Assistance 

l 0.5 The Service protects the identity of a human source in perpetuity. However, after a 125-ycar 
retention period, the inaetiw file can be transferred to National Archives. As a result, an inactive 
human source's file could be accessed under the provisions of the Access to b{formation Act for 
historical research purposes. 

l Ci 6 All access requests to closed information transferred to the National Archrves by the Service ,yill 
entail mandatory consultation with the Service. The Service r.::scnees the right to exempt or place 
a moratonum on any file containing infom1ation \vhose disclosure could cause harm to 
individuals or threaten national security. Refor to section 9 of OPS-702-1. "Pr.QS:_\;gures - Humm:i 
Sources - Case Managfmcnt" 

l O. 7 The Service, with appropriate approvals, may consider 
acknowledging the human source's cooperation ,vith the GoC provided that: 

R::places OPS-702, dated 20Jl-0.t-0 I Page 12 of 1J 
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10. 7 .1 All requests for disclosure of a human source's assistance to ihe Service can be approved in 
accordance ,v:ith OPS-60 I. "Authorized Disclosure of Op<:rationaJ Information and ln1clln,cncc -
General". 

11. 

ll.l -- -------·--- --- -
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OPS-702-1 PROCEDURES - HUMAN SOURCES - CASE MANAGEMENT 

1. INTRODUCTION 

Scope 

Secret 

2014-04-09 

u These procedures outline the considerations, approval authorities and reporting requirements 
related to the validation, recrnitment and management of a human source 

2. 

2.1 

2.2 

7,., __ :, 

2.4 

2.5 

VALIDATION PROCESS 

TI1e validation process comp1ises an assessment of: 

a) the information provided by a human source 

b) any other information provided by a human source; 

c) a human source's- access to relevant information; 

Replaces OPS-702-1 dated 20 ! l-O-i-O l 
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2.6 

Corroboration of Reported Information 

2. 7 An employee can corroborate a human source's reporting by either confirminc and/or 
substantiating the information 

2.8 Nohvithstanding a human source's-and reporting history- an employee 
qualifies the reported information as to its accuracy as part of the human source validation 
process. 

2.9 

Replaces OPS-70:1-1 dated 20 l [-11-1--0 l Page :Z of<J 
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Reporting History -

2.10 

-
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2.14 

2.!5 

2.16 

2.17 

3. 

information and guidance on the human source prccis refer to OPS-702-8. "Procedures - Human 
Sources - Case Management - Human Source Precis". 

the human source precis -
For additional information and guidance on the human source prccis, refer 

to OPS-702-8. ''Procedures - Human Sources - Case Management - Human $puree Precis". 

3. l Employees should be familiar v,ith the provisions of section 4 of OPS-702. "Human Sources -
Case ManaQernent" and OPS-703. "Human Sources - Soecial Provisions'' rior to making a 

3.2 

4. 

rccmitment approach 

Approval Authorities 

\\-11en there is a potential that a recmitment approach may have-adverse impact. 
the Director will notif\ the Minister as per paragraph 2 .2 of OPS-70 J 

"Human Sources - Human Source Program". 

4. l should be familiar with the provisions.of paragraph 6 3 of OPS-702. "Human 
~;;ment" and section 6 ofQPS-lQ_g_._''H_uma,1 Sour~;;s 
- pnor ro seeking approval to provide 

human source. 
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4.2 

4.2.l 

5. 

5.1 

5.2 

5.3 

6. 

6.1 

6.2 

Approval Authorities 

Approval Authorities 

The RDG approves directing a human source to participate in activities 

Reporting Requirements 

Approval Authorities 

Replaces OPS-702- l elated 2011-04-0 l 
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7.1 A _who believes that a human source's safety and/or security is at risk should 

7.2 

7.3 

7.4 

8. 

8.1 

8.2 

8.3 

9. 

advise his/her supervisor immediately 

Approval Authorities 

9 .1 Employees should be famiiiar ,:vith the provisions of section IO of OPS-702. "Huma_11 __ SQ!1n:;i'~ __ : 
lllllllllemsn( and OPS-707. "H\tl}}?11S_9.~1_r{;1e5 ___ :_CQ111p92~,2,.tig_u.''. prior to conducting an-

9.2 

Replaces OPS-702-1 dated 20 l !-O--i-0 I Page 6 of9 
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9.3 

9.4 

9.4.1 

9.5 

9.6 

9.7 

9.8 

9.9 

The-can provide an • payment durin2 the-Refer to OPS-707, 
"Human Sources - Compensation" for guidance on-pa,nients. 

Disclosure of Assistance 

HSOS employee should ask the human source 
whether he/she wishes his/her identity to be protected in perpetuity or accept that it may be 
revealed after the 125-year retention period. 

Approval Authorities 

Reporting Requirements 
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Tab/Onglel 11 

7 of 9 

Page 774 

AGC1001 



OPS-702-l Operations Policies and Procedures 

9.10 

10. 

10.l 

l0.2 

10.3 

Approval Authorities 

10.4 

10 . .5 

Reporting Requirements 

10.6 

Repl;-ices OPS-702-1 dated 20 l J-{l-Hl 1 
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11. HUMAN SOURCE LITIGATION 

11. l All litigation matters involving human sources must be brought to the attention of 
HSOS as soon as possible. 

Approval Authorities 

11.2 The DG HSOS approves all human source 
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Tab/Onglet 11 

9 of 9 

Secret 

2014-04-09 

Page 9 of9 

Page 776 

AGC1001 



, \r · 'f 

Our file: PROTECTfU (w/attacb.) 

Your file: A-2013-87 

Ms. Sheri Young 
FEB 2 8 2014 

Access to Information and Pri\acy Coordinator 
National En~rgy Board 
444 Sewnth A venue SW 
Calgary. Albert.a T2P OX8 

Dear Ms. Young: 

fhis refers to your consultation letter of February 21, 2014. together with attachments, 
requesting recommendations for exemption under the Access to in}<>rmation Acl pur:;uant to a 
request for: "Briefing noks, memos and emails (including attachments) prej)ared by or 
recehed by NEB Security advisor and/or Corporate and Information Solutions personnel 
regarding the activities (or planned activities) of groups movements angaged in protes~ 
demonstration, or other organizing in opposition to pipelines. natural gas, or other 
Canadhtn energy projects. This includes but is not limited to records that discuss the 
p<)tential security implications of such groups and/ot activities". 

The material has be,;;n reviewed from a natit.inal security perspeclive and we have no exemptions 
to recommend under the provisions of the Act. 

You may \>.ish to consult with the Royal Canadian Mounted Police, if you have not already 
done so. 

Please direct any 4m:rres lo 

Thank you for consulting with us on ,his matter_ 

Conrdin.t~r 
Access tki Information 
and Privacy 

Attachments Canaflti 
:·•t;.,a,.-,.3:.•}!'it.a:n0Ki(i'rl;4 ( P ~+?:2.SuGcur~ak ·i Unawa{Ontarm;KIG·HI,~ 

i:.:; 1 t\5:2.1t~i)"fiJ7 l-~77->t'-9~-*)3 rai· tl'Ji.1;B.a.:..J27l 
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Rick Garber 

from; 

SeM: 
To" 

Cc: 
Subje-ct. 

Attachm~nB: 

~· .~jt·i-,--,,_·: Te-ct-· G,.::!='qJ<':sk· ::.-t!'.Pi"", t,.,ii....rpii~, \.; r~:n:- '/ . .l.-~i«-f'•r "..:,:.f\;'i-? 

;.;:_~1,. ",?H) .:::.,3.~1~":•:~ :.~t"~C'f"!>!-r:;11::.:··: \ •. ihc-r~·:!;. ·~r:J, ~.-~,.~i 

Dt.¾1n~-rs·- ;t,,ncri"J ,\(..:1\ ~i•:} 1i1 ,1~At(i~G) o~ ~Hr,~,:, 11Gt--i~4t ~-Ni~P.Gv aoAKt) 
-:Hf'~~• ;~_-t:.1";. :!t'•~ ~-~1n,;i,:r-:, ;1;: :\'7D ·11( .. : ~,:'.t~et'~f•g Jl ~Qt,A~f \.il(TCR!A, c~::rr;1c:' ~~.f 5~ nt Jicq~;f.'~ .J:'\c \ir(,!' 
~n~g•·.<::;r,, G(it)fiEH l(. h: ._;'..!)Op~~·-

CONSULT 
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Brocll. lt'lni s : Tar Sands Action 

MONTREAL 

OEMONSTRAT!ON AGAlNST THE HEARINGS OF THE NATIONAL 
ENERGY SOARD 
at the Palais oes congres Cle Montreal 
gatnemg at SQUARE VICTORIA. comer 01 Samt✓acques aoo McGill 
Thwsday. OCTOBER 10. Slarting al 3 30pm 

From October 8 to 11. Ule National Energy Board will be l'IO!ding heanngs a1 
Ule Pala1s oes Congies in downtown Montreat so that rt can "listen" lo !/le 
concerns cf !tie public about the reversal Line 9. a 38-year-0td pipeline that 
Entmage. a map pipeline transp-0rt tvmpany b~ out of 
Calgary, wants 10 use lo pump oll from Ille Athabasca tar sands to the 
refineries 11 Montreal-Est 

From Samia. Ontario. to its eastern terminus on the IS.laM. Une 9 passes 
witt11n 50 .i(m of ao estimated 9 1 milllon people Ttle agtng pipeline currenr;y 
pumps oif from other continents inland. out Enbridge plans to moYe oil in the 
opposite (jjrectJon. transporting Alllaoasca heavy c!We eastwaro 10 New 
Er.gland anct markets overseas. The total volume of oil moved lhroogn 111e 
pipeline eacn ctay will increase. too. Lme 9 wasoi built to handle such a 
qoanuty ot heavy cru<Je. irs no! a matter of if rt w1~I ruplure, but Wflen We 
il1iend 10 fight the revecsal ol Une 9, to p(olect the tan(! we liVe on and ltle 
water 1,1,,-e <1finl< 

We need to go iUMer tnan narrow self-interest ano proaclfvely contnoute lo 
the struggle to shut down the Athabasca tar sands megapro,ect - because 
Olhef\1/?Se. we are complicit In Canada's ongoing genocide of indigenous 
peopre m Alberta. as well as the catastrophle clHnate cflange tnat wlll see 
mi!lloos of people slaive 

The National Energy Boara Manngs at !he Pa!alS tles Coogres wiu serve to 
leglt!mize !he aedsion tllal po!i!tcal elites nave in tact, already made ·rneS€ 
heanngs sl'lould be confronted and dlsruptan 

lvlANlFES TA T!ON CONTRE LES AUDIENCES DE L OFFICE NA TIONAl OE 
LENERGIE 
au Patais oes cong,es de Montreal 
fenctez-vcus au SQUAAE VICTORIA. au com de Saini-Jacques et McGill 
Jeuo1 le 10 GCTOBRE A 15 30 

Ou 8 au 11 GCtot>re romce nat10na1 !'.le lene1g1e sera au Pa!ais des coogres 
cte Mor.trea1 L'obiectir ce ces auo,ences est de permetlre a des personnes 
ct.o,sies "<rexpnmer leurs rnquietudes» par rapporl au proj€1 (l'!nvefSlOfl cte 
:a 1igne 9 d Enonoge Enbridge ccmpagnle basee a Calgary, pro,iette 
nnvers:cn de ce pipeline w~ux de 38 ans pour qu'H serve a transporter !e 

petrole des sat>leS b11umineux de l'A.!Derta jusqu·aux ramnenes de Mcn1re3I 
[st 

CONSULT 

Tab/Onglet 9 

3 of 6 

A0009i48_36--0-00000 

Page 629 

AGC1002 



-------------·-----

Ed 3 · 1~1) t}{t.Z6 i CJ 

61 J 8.z:~ lCJO !fl 

------·------·---------------

· ~!; do:.J:~f':"lt ·;. the Jropf'rty of the Gover11mcnt ti (,anada. H {\ ·o-cn1ed. 1n :~onf1dent.t1, LJ: voi_;; d@enr:.v oniy af•d , net 

tt~ L,e rr;?·.ix-'I ;ie·c tY lt_,rn)•1 r ilh'it:~rtnnc.1red ~vithoul 1}'1('. i:.0,)S~nt of !h~? c,rig:n.Jt~)t.'' 

,; Ce dock;i'P':•r· t ;~p::i1r ~:ert aJ f.Ouverriern.ent dtt ( -?.:ncd.a. n 11\:~t u :.1nsrnh en <nnfide.r-:.:r~ (~u·a 1,oue org,c1f,;-;;J1t:" ~""t ;; n,'? 

rr,i~ p;i;; i:.~rp fP(:,y,,if:r Ct; ~t~)n'Sr.:i, ;J rfautres son, I,=! (Q,'")~i:-nte·nt~nt de 1'0):pedJtf\(i: !) 

CONSULT A-0009W3_37--00001JO 
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hie A-20!3-K7 
2 l Fehrnary 2014 

Mr 

!\al'U'':tl Energy 
Board 

.\c.:es~ ,,, !nr'nnnaiion anti Priv:H:y Coordina[or 
( ;Hrnlian S:.:curit\ lntc!hgcnc-:' Savice 
P.U Box 97 32 S1.iti,;n T 
O!taw:t ON KlG ..J.G4 

REC'D/ RECU 

FEB 25 2014 
ACCESS TO iNFORMATION 
ACGES A l'lNFORMAiJON 

CSlS/ SCRS 

I am wrning lo inkirm you th;,\ lilt' National En.::rg) Board has rec1:ivc,i a requcq pursuant t,., !h~ 
Ane:,s to ln/;m,wrion AC! (Act} for: 

Briefing noles. memos um! emails (i11c!uding auadm1e11r-') prepared hv or 
t('Ci'ived by NhB .5ecurity Adl'isors and/or Corporate and ln{nr111<1rim1 Solwimu 
persumrcl rl~l!,arding 1he uctii·itie.\ (or p/111111.:d ac1ii·ities) ofgm111"· ur mo, r:nu•ru, 
en[:,aged in pru!est, denwt1.,lr,uio11. or u1her orgw1i::i11g in u1•po,i1iu11 ru pipd111c,. 
11m11ra! gas. or other Canadi,111 energy pro_jecrs. Thi, includes hut is 110: hmt!nl to 
rn.:ords that disrn.\s the 11otemial il!C!ll'ilV implications of ,uch gmur" a111/'or 
auid1ic-;. 

! iic atuchcJ records, which arc rckvanr to the requesL <irlgina!t: from and arc: of inl<c:r,:s! to your 
,,ri,::wiza1i(ln. \\\.: would apprct:i:11<.: your 1e\·i,:w :wd ri.:conime!,J,11i,m:-, with ,c:·,p,.:,1 ,., ,hcit 

,fr~do,-t1r(·. lf you dcrt:rminc th;it any porli\l)b of th: n:-.:ord(s) slwuld hs.: c:,;ernr,tcd trnm 
,fr,clo:sur:.:, pk;.isc indicat:.: ,he appropriate ~t"Ction(S) nf the Act whi.::h yuu ft'ci :-.houlu be .ipplit:d. 

Pb,s.: lh)k that. we \-Vuuld ask ihaL you ple;1Sl'. provi(k• your rcsixmse b) 13 ~[arch 201..! if 
fi.}~~ihk·. 

4.!4 ~vsn:h ~•1er:L,·~ 3'""".J 
C .>i.1;~1:y .l.!herta T2P 0,:<8 

Canada 
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if y1 1u luvc q1;,:s1iuns. or ne;;d more information, pk:,s,~ cnntac1 Ltonis:: fkcker phti11i at 403-
22 l -3.4 2:L toll-fret· ill l -800-,:S'N-I 265 orb~ cm;1il ut L<:or:k lL<~,._c r',1 i;,:h-c:>ilL .ee.u,. 

' / 
/ /,.' 

,, 

/;' .,, ,. 

/;_.;(, ,: ·1 -·• , · d 
,;f:;f(1(t,/ {,·( :_t.{~.fl,t7 

\heri Youug --1--
/\c:ccss to lnform.ition and Privacv Coordinator 

i::ndosur~·s 
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'· 

-;~~;::::,~;_:: ·:'.~~~ 

.... Liaison with the 

Classificaiion SECRET 
Date: 2014 02 21 

CONTACT REPORT 

Name of Agency/Govt Br·anch/Municipal Branch 

Name(s) of Agency Personnel in attendance 

Name(s) of CSIS Personnel in attendance 

AR NL District 

Administrative Details: Hospitality No ? If so, who paid? Cost (if paid by Service) N/ A 

Operational Details: (What was exchanged, and by whom.) 
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Future Direction: next meeting scheduled? Agenda determined? 

NL District will continue to liaise individually with federal departments and fu11y participate in 
relevant group meetings. 

Outstanding issues to be addressed? 

N/A 
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Jnformation Management and Technoi.ogy 
Servk:es Branch 

February 4, 2014 

Access to Information and Privacy Coordinator 
Canadian Security Intelligence Service 
P.O. Box 9732 Station T 
Ottawa, Ontario 
K1G 4G4 

Fax: 613-842-1271 

Access Request: 2013-G-0078 

Corporate Services Division 
14th Floor, North Petroleum Plaza 
9945 - 108 Street 
Edmonton, .l\lberta T5K 2G6 
Canada 
Telephone: 780.427.0271 
Fax: 780.844.3786 
Email penny.waller@qov.ab.ca 

SUB.IECT: Freedom of Information and Protection of Privacy (FOIP) Act 
External Consult 

Alberta Energy has received a request under the Freedom of information and Protection of Privacy Act to 
disclose information. 

• All records, including emails, meeting schedules and minutes, briefing notes and presentations, 
which show or discuss communication beti-veen Alberta Energy and Public Safety Canada. 

We are enclosing 2 emails and a backgrounder that originated with your department or may be of 
interest to your Ministry. 

Please review the records and provide this office with your views regarding release. If you believe that 
any inform~tiOfl in the record should be exempted from disclosure, please specify the section of the FO/P 
Act that you would like us to apply to the information and the supporting rationale. 

If you have rio:objection to the disclosure of these records, I would appreciate your confirmation of this by 
completing :and signing on page 2 of this letter. You can fax the signed document to my attention at 780~ 
644-3786. We would appreciate a response by February 13, 2014. 

If you have any questions, please contact me by telephone at (780) 422-5397_ 

~ 
Penny Waller 
FOIP Advisor 

Enclosure 

REC'D/ RECU 

FEB 12 2014 
ACCESS TO INFORMATION 
ACCES .A. L'INFORMATION 

CSIS/SCRS 
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(:;gy FOIP File: 2013-G-0078 

Print Name and Title 
(Person authorized to consent to disclosure) 

On behalf of: 

Print Name of Organization 

*Signature Date 

*I/we, the authorized representative(s). for the above named organization, have consented to the 
disclosure of records provided for review. 

Please return by fax to: 

Alberta Energy, FOlP Unit 
Attention: Penny Waller 
Fax: 780 644-3786 

Page 1 and 5 - 6 

Page 2 
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Qara Black 

Subject: 
Location: 

Start: 
End: 

Recurrence: 

Organizer: 

Event Details 
Guest Speaker: 

Foreign Investment in Canada 

Fri 2013/01/11 1:30 PM 
Fri 2013/01/11 3:30 PM 

(none) 

Chris Hunt 

csrs would like to invite GoC representatives located in Alberta who presently have a 
to attend this special presentation on the topic of Foreign Investment in Canada. 

Topic Foreign Investment in Canada 
Date: January 11, 2013 
Time: 1:30 pm 
Location 
Note: A valid clearance Is required to attend. 

Kind% send the full name nnR. n 1m>nt rlP1'11rtna> level and a number to reach each interested participant to-
at • •••••• ~•nd before January 7, 2013. We will process your site 
clearance to our fadflty in advance of this event. 

We look forward to seeing you, 

•··2lJ13-,:G:oo'tif. - · Canadfon Security Intelligence Page1 
Service - Consult 
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C ssica Leong 

Subject: 
location: 

Start: 
End: 
Show Time As: 

Recurrence: 

Meeting Status: 

Organizer: 

Tue 2013/05/28 1:30 PM 
Tue 2013/05/28 3:00 PM 
Out of Office 

(none) 

Accepted 

Al Sanderson 
Required Attendees: Michael Ekelund; Martin Chamberlain; Steve Tkalcic; John Donner 

(John.Donner@gov.ab.ca); Justin Riemer; Jason Krips; Clay Buchanan; James E. Allen; 

Bartek Kienc; Chris Hunt Filip Palasz (filip.palasz@gov.ab.ca); Andrew Buffin 
(Andrew.Buffin@gov.ab.ca) 

'1?J 
CSiIS Foreign 

Investment Nat. .. 

If you plan to attend this presentation, please provide me with your date of birth. 

Also, please ensure that this meeting request is not forwarded to anyone. 

Thank you. 

--Joyce 

from: 
Sent: May 14, /.U j ~;l/ 
To: Oiris Hunt 
Cc: 
SUbject: CSIS Edmonton presentation May 28 

Hi Chris, 

As discussed, here is the backgrounder / teaser document. We are looking to have Energy stakeholders within Alberta 
government, specifically. Toe interactive presentation is undassified, but the speakers are open to questions. A group of 
6 to 12 people would be ideal. As soon as you get the names, please f01Ward them to myself or ••••• l(copied), 
with their dates of birth please (for site access purposes). 

The event is scheduled from 1:30 p.m. to 3:00 p.m. on May 28, 2013, 

cheers, -
Canadian Security lntemgence 

Service - Consult 
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FOR OFFICIAL USE Or-Ji Y 

Foreign Investment, 
Natural Resources and 
Security 
Special Interactive Presentation 
May 28th , 2013, Edmonton, Alberta 

Foreign investments in Canada can pose widernationol 
security concerns. The Investment Canada Act provides the 
Govemmenl of Canada with o mechanism lo ensure that 

foreig.n investment, are within Canada's national security 
interests. The Canadian Securiiy intelligence Serlice (CSIS) 
plays i:t cantrib1.<ting role by advising government of the 
na,tional seculily impKcations that might arise from a foreign 
inv.estmen!. 

There is a concern !ha! foreign companies with ties to foreign 
intelligence agencies and/or state-owned enterprises (SOEs) 
could seek 1o·acquire control over strategic sec!ors d the 
Canadian economy. fne foreign entities might weil exploit 
tho! control in on effort to facmtafe iliegal transfers at 
technology.or to engage ln other esoionage or foreign 
interference acliv:lies. 

• To attend, contacl-CSIS Prairie Region, 

al-

CSIS expects tho! nafioncl security concerns related to 
foreign investmeni in Canedo wifl continue lo rise, owing to 

the prominent role tho! SOEs are piaying in ;he economic 

siralegies of some foreign governments.· 

Canadian Security lntemgence 
Service - Consult 
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RE/ OBJ ET: 

SYNOPSIS/ SOM MAIRE: 
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INFORMATION/ RENSEIGNEMENTS: 
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2) INTRODUCTION 
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ANALYSIS/ ANALYSE: ,. 
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Our file 

Your file A-20U-l8 

Ms. Sheri Young 
ATJP Coordinator 
National Energy Board 
444 Seventh A venue SW 
Calgary, Alberta T2P OX8 

Dear :Vis. Young: 

CONHDENTIAL 

AUG 

This refers 10 your consultation letter of August I. 2013 together with attachments, requesting 
rect•mmen<lations fix exemption under the Access 10 lnfimnation Act pursuant to a request for 
"All documents and records (including memo's pre.sentation slides, briefing notes, minutl!s, 
agendas, emails, voice mails, and text messages) mentioning or referring to Idle No More. 
Date range is November 1, 2012 to .June 30, 2013". 

We recommend that the infonnation be withheld in its emin:ty 

It is CSIS practice not to enter section numbers for exemptions next to the deleted portions on 
pages releas<!d to the applicant. Therefore, for national security reasons. ptease ensure that this 
section number is not included on any of the re!cascd documcrlls. 

Should you tlisagree with our rect-immendcd exemptions, plo!asc advise us to that effect prior to 
the release or th,;;sc Jocuments. 

Than\ ::,:q,u for consulting with us on this matter. 
;_",,---....,,~ \ \ . 

. ~· Yi)ll'rS !nil\. 

C~1rdi4atcr 
Access to Information and Privacy 

Attachments 

["' 1··· "'_,ana< a 
iJ,•\ {fi)l_ ~!..lnLm '· f . !)thJ>\'U. Ontarll; K -HI i C p 97.~:.. s~.:..:but~k r·· (_r,J3'J{,i \(_fr,l}r1o1 k. !(~ ...j.{; ! 

: .:'.! dltJJ 23i-0U:7 1.2(:;.,..-45_,x,o,; t".n ;(dJPt42-U7! 
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Fik \-2!il3-l8 
1 August '.:'ll 13 

r,.,1,, 

h:illoral E11er9y 
Boau 

Acc::,s Li intorm,1!1on and Privacy Coordin:.tlor 
C:.inadi~n Securi1y ln!clligcnce Servic,: 
P.O. l3ox ')732 Station T 
Ottawa, ON KI G 4G4 

Office national 
de i'erergie 

I am wriiing lO rnforrn you th,n the National. Enc:rgy Uoard has received a rc,tues1 pursuant 10 the 
,J,cc;•y, w ln_lonnmi,m Act (Act) for: 

Ail documents ,md ret·ords (i11d11ding memo\, presemarimi slides, briefing nme,, 
minute~, agendas, emails. n,ite mails. a1Jd text mesmgt:s) mentioning or referring to ldl<' 
No :Wore. Date mngc i.s November], 2012 to June 30, 2013. 

The aHachcd n:rnro'i. which arc relevant to !he requesL originate from anJ arc of inleres! w your 
nrg;1niza1ion. \Ve would appreciate your review and recommendations with resiwct to their 
div:losure. H you Jekrmine that any portions of the rccord(s)should b.: exempll:<l frnm 
,!isdosurc, please' inJicati.: the appropriate section(_s) .if the Act which you fee! should he applit:d. 

Plnse nme that, we would ask that you please provide your response by 12 August 20B if 
po:,:-;1bk. 

If \Ou hav,; qurs!ions, or need more information, please ;,:ontact Philippe Ouelkttt hy phone at 
..t03-299-3h,'.Q. ,1,l!-frec ;H l-il00-899-I265 nr by email at !:'htl,ippc.Ou.:;!.h:111,,::_/j;JJtll.:\JD~,gq;:_,,. 

C dl•I ,ana a 

Tab/Ong!et 9 

2 of6 

1fleJ:hcne.r;-e;2phc,ri(· :t(1J.,L92 .. ,1-8(¥J
? 3.f:$irrde-JT €!kc:1:eti: ,103<?.92,55GJ 

Tesp:-'t,r('./i ''Jtt:'::,h:.Y~e 89":?--- !265 
Facs.i,11 /0/T0!PcOfJ•SU1 !,ar.~~28-8 8803 
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Rick Garber 

From: 
Sent: 
To: 
Cc: 
Subject: 

Rfck Garber 

Lee Wii!ia:r.s; Gord Campbel!; Keiiy-Acme Dypolt 

Re: Potential threat to ~,EB staff 

nanks - your support a:ways appreciated' 

From: 
Sent: Friday, April 191 201.3 09:43 AM 
To: Rick Garber 
Subject' Re: Potential threat to NEB staff 

Tnanks. 

>>> Rick Garber <Richard.Garber(o;neb-one.ac.ca> 4/18/2013 2:47:33 PM >>> 
.. enciused pkdse find the link to a recent YouTube item vJherein threats to ene,gy Cl [pv:>1prng stations) ar:d 

possibly to government officials (''targeting" the NEB panel members} is featured, 

Your assistance i~ sought in 2stablishing whether this represeni:s a credible threat to the NEB pilnE'l members fmr, t-he 

CSiS persp~ctfve. 

Tf';y·J .. s in advance! 

f',~l 
Richard S. Garber, CD, MA. MBA 
(:doup Leader. S:JcLrity I Chef de group€, s0ret€ 
Cnrcorale and in~o:rnat',00 Solutions 
Nat:~m2.l Enc:-:1Y Board ; (Jffice nation:?.l de renergie 

t;:;~~~Hl:£i:~.:;~(~:;::~a·~;~~u;Xs8-C 
Fax T~!f:cvp!eur 4D3·292..:5503 -
R,c~atd.Garber@r;eb-one.cc.ca 

From: Whitrev Punchak 
Sent: Ape'! 17, 201311:53AM 
To: Jorin Pinsent, Rick Garber 
Cc: Pa0! :..ackhoff 
Subject: PN You Tube anti Line 9 video 

Hi John ar.d Rick. 

CONSULT 
A0Q-08929_ 13_-000013 
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t1tQ;{/~o 'C:i!.:J. rn ed lacoo D .ca I author/ ?.2 c:h-tu; te :
r1ttQ;L/ rabt:!e .ca/ c.::tegcr.; lbiosl 1ach-r:.1iter 

hHo /iv,'ww .voutube .comiwatc 1 );,"SU2Q3nvteg -
G :t P ·/jv.;'<vw .genuin21.Nittv .com/ 2013 /02/04;'toro n to-and rch ists-rn akc-;-mcckery-ou>o f-idi e- ~1c-rnc re-fea: · .z.;;ch rui t 7r-
derek-scberai/ 

tl.lf.?£t\,vitte.r,corn/Jifeortheatre 

from; Paul Lackroff 
Sent: April 17, 2013 9:51 AM 

To: Jodv Saunders; Whitney Punchak; Ryan ~od1er; Sylvia Mar:on; Jamie Kereliuk; A.lex Ross; Carole Leger-Kubeczek 
Cc: Margaret Barber; Sandy Lapointe; Ed Jansen; Tracy Sletto; John Pinsent 
Subject.: You Tube anti Line 9 video 

-

CONSULT AOO!J8929_ 17-000017 

Tab/Onglet 9 Page 624 

4 of 6 AGC1011 



Rkk Garber 

From; 

Sent; 

To: 
Subject: 

From: 

Rick. Garbe" 
Ap(i 12, 2013 10:21 A.M 

· Re 2 requests frorn ,he f\J EB 

Sent: Friday, April 12, 2013 09:40 AM 
To: Rick Garber 
Subject: Re; 2 requests from.the NEB 

Rick: sorry for the delay in responding, its been a busy week. What kind ofTRA are you :ooking for? 

>>> Rick Garber <Rich1mi.,Garber@neb-one.gc.ca> 4/10/2013 5:29:56 PM>>> 
Hey-· if vcu· are !n -town_1 t>d appreciate chatting wit~ you about our apprnacf1 to the repc-rt v•.)'_! have shc·?,.:n us as 

weli as seek aT:<.A 01: an upcoming activity being spomored by. 1:r1e NEB here in Calgarv. 

I am i;i Calgary unti, noon Thursday then in travel status until Tuesday Ai,11. 

Cheers, 

,(%1 
Richard S: Garber, CD, MA, MBA 
(;roup Le2cer;·$~t:'wi:y l Chef cie groupe. suret,§ 
Corpo:-a~e a:1_d !nfQr:n8.ti1;n So~:Jt:.ons 

~7,~crs:,~;~~~",t:,:: t:vfii\~?~~1~~~;r~e1·r~=~g:: S.·O. 
C;;r;r1.ty. _i!J:,er1a T2P OX8 Cat9ary 1,Afberta) T2P OX8 

~:~ti~~:~~~~::~; '!-~ 
ciicha.rd. Garber@ne::>ore.c;c.ca 

From: Rick Garber 
Sent: Aoril 05, 2013 9:25 AM 
To 
Subject: 2 requests from tne NEB 

CONSULT AOOv8929 __ 25--000025 
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THIS DOCUMENT CONSTITUTES A RECORD WHICH MAY BE SUBJECT TO 
MANDATORY 
EXEMPTION UNDER THE ACCESS TO INFORMATION ACT OR THE PRIVACY ACT. THE 
INFORMATION OR INTELLIGENCE MAY ALSO BE PROTECTED BY THE PROVISIONS 
OF THE CANADA EVIDENCE ACT. THE INFORMATION OR INTELLIGENCE MUST NOT 
BE DISCLOSED OR USED AS EVIDENCE WITHOUT PRIOR CONSULTATION WITH THE 
CANADIAN SECURITY INTELLIGENCE SERVICE. 
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OPS-702 Operations Policies and Procedures 

2013-01-08 
OPS-702 HUMAN SOURCES - CASE YIANAGE~lENT 

L I~TRODUCTION 

Objective 

Secret 

2013-01-08 

I I The use of human sources is an integral part of the Service's mandated investigations-
As such, •••••••••••• are central components of 

the Service's case management ofhumaE source operations. The objective of this policy is to 
provide direction throughout the stages of a human source operation, from -Scope 

1.2 TIJ..is policy, in conjunction with Q_f>S:2QL"_(QJJ\illSJ .. QfQpqati_on~ .. : .. G..~n~rnL Q_f.S.:1Q.L "Human 
Sources - Human Source Pro)!ram" and OPS~703. _ _"Human Sources - Sgccial.Provisions". 
outlines the general principles that go,em the assessment, recruitment and management ofa 
human source, 

1.3 For further direction on human source operations , refer to OPS-806, 
-_Hum_a11 Sources'' 

1.4 The principles and standards described in this policy apply to all human sources, 
-as applicable, within the Service's human source inventory and to every employee 
involved in human source operations 

Policy Centre 

1.5 The Human Sources and Operations Security (HSOS) Branch is the policy centre for all matters 
regarding the Human Source Program. Within the HSOS Branch: 

Authorities 

1.6 The following authorities provide dim:::tion in this policy: 

a) Canadian Securilr In1cfi(:,:c?icc Service (( 'SJS1_Ac1 

b) Access to Jnforma1ion Acr 

c) Immigration and Reji,gee Pror"ction Acr (IRPA) 

Replaces OPS-702, dated 2011-0;+-0l Pagel of 13 
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g) DDO Directive - "Retention of lnfonnation Collected U11der Sections !2. 15 and 16 of the 
(S!SAd'J2O120½U} 

Definitions 

l. 7 For definitions of specific terms used in this policy, refer to "Policv GJos~rv". 

Temporary Authority 

1. 8 Unless othenvise specified, when a specific position or title is mentioned in this policy, the 
authorities and responsibilities bestowed on that position or title apply to any employee 
performing the duties of the position or title in an acting capacity. 

Delegation of Authority 

1.9 Where identified in policy, the term "or designate" denotes the option to delegate an authority to 
an assigned individual or position. 

2. RESPONSIBILITIES 

Director 

2.1 The Director is responsible for the overall management of the Service's Human Source Program. 

2.2 

2.3 

Replaces OPS-702, dated 2011-04-01 Page 2 of 13 
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24 

Director General, Human Sources and Operations Security 

2 :5 T11e Director General (DG), Human Sources and Operations Security (HSOS) is responsible for: 

a) 

b) 

c) 

d) 

e) 

briefing the appropriate Service Executives, Headquartas (HQ) DGs and Regional 
Directors General (RDG) on all significant matters concerning human sources, llland 
the security of human source operations; 

providing advice, direction and assistance to HQ Branches and Regions on the 
recruitment, validation, deYelopment and management of human sources, as well as on 

-operational security and operations support~ 

managing a centralized system for administering human ~ource operations; 

seeking advice, as well as providing support and direction to HQ Branches and Regions, 
concerning all litigation matters related to human sources. 

Headquarters Directors General 

2.6 HQ DG are responsible for: 

a) providing direction to Regions on the -of human sources to address operational 

priorities•••········· and 
b) 

Regional Directors General 

2. 7 Regional Directors General are responsible for: 

a) ensuring that all appropriate 
are taken to protect human sources and Service 
operations: 

b) briefing the DG HSOS on all significant matters concerning the conduct and operational 
secunty of human source operations in the Regions; 

c) providing Rcg1011al employees ,vith advice, direction and assistance on the development, 
management and validation of human sources as \Yell as on operational security and 
operations support: 

Replaces OPS-1 02, dated 2011-0-1-01 Page 3 of 13 
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d) establishing practices to ensure thai a human source' 
evaluated in accordance with 

standards: and 

e) authorizing human source participation in activities - Human Sources and Operations Security 

2.8 

2.9 

2.10 

2.11 

Replaces OPS-702, dated 2011-04-01 
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b) 

c) 

2 12 

2.13 

2.14 

Operations Policies and Procedun.·s 

information and guidance on the human source 
!Jwnan ~Ql!KG.:L~J::a.sc Manag?m~nt - Hm1~.qQ __ $_Q_l.lJ.£~ 

Repbt:cs OPS-~u2 da!ed 20 l J-04-0l 
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3. VALIDATION PROCESS 

3.l 

Secret 

2013-01-08 

3.2 The Service's human source validation process ensures quality control in the Human Source 
Program by ••••••• of human sources from the standpoint of reliability and 
corroboration ofreported information. For additional information and guidance on the validation 
process, refer to section 2 of QPS-702-1. ''f[<),!;~Qh~r..::J_:J:iuman Sourc,];_$.:.i-~~~:J\11)1).J~lDJ;!lt ''. 

3.3 

3.4 

3.5 

3.6 

3.7 

Replaces OPS-702. dated 2011-04-0l Page 6 of 13 
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4. -\SSESSMEi'iT AND RECRUIT:\'IENT APPROACH 

4 I Employees should be familiar with the provisions of QP_$::-20 L "£911d1KLQLQJ?.tf.illLQ.U.S_: 

4? 

4.3 

44 

4.5 

4.5.l 

4.6 

General". OPS-701._ "Human.Sources_ -HumanSource_Pro_gram" and OPS-703._ "Human Sourc_;;;~ 
~-Sm:,;;iill__Pi:Q}j_;;j.911~-~ prior to making a recmitment approach to a •••• human source. 

If a recruitment approach may have. 
adverse impact appropriate approvals must be sou_ghL For 

additional information and guidance on a recruitment approach that may 
refer to section 3 of OPS-702-l "Proc;~g_ures __ ~_I:Iuman_Sources_ -_Case _M.:ma_g_cmc_pt" 

and QPS-703. "Human Sources_ --~J:cial_Provisions''. 

4. 7 allows for the provision of-payments, in accordance v,ith OPS-707. 

4.8 

4.9 

4.10 

''Human Sources - Compensation", to an individual•••••••••• mto the Human 
Source Program. 

Replaces OPS-702, dated 201 J -O-i-o l Page 7 of 13 

Tab/Onglet 11 

7 of 13 

\· 

Page 86~ _ 

AGC1028 



OPS-702 Operations Policies and Procedures Secret 

2013-01-08 

For additional information and guidance on the 
process, approval authorities and reporting requirements associated with a llllrefer to OPS
--dures -_Humat1_Sources - Case_Ma.n~ement_ 

5. RECRUITMENT 

5 .1 The recruitment of a human source is a fundamental investigative technique that assists the 

5.2 

5.3 

5.4 

Source Evaluation-

human source's reporting 
human source operation. -

It is conducted for~ 
reliability, -

including an evaluation of the 

--~--- --- ~-- ~ - - ----

information and guidance on the process, approval authorities and reporting requirements 
associated with a -refer to PPS-702.:3. "Prgcedures -.Hmnan Spurccs - Case M~n~m . .:.:1)! . ..:: 
S.~mrce Evaluat_j9_n-

6. MANAGEMENT 

6.1 Human source case management consists of the 
- direction of a human source operation. 

6.2 

Operational Reporting 

6.3 

Replaces OPS-702, dated 2011-04-01 Page 8 of 13 
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64 
For additional infom1ation and guidance on 

refer to section .J. of OPS-702-1._"Procedurcs_ - Hll111anSources -_C~.!: 

6.5 

6.6 

For additional 
refer to section 5 ofOPS-702-L 

6.7 

6.8 

For additional infonnation and guidance on 
6 of OPS-702-L "Procedures - Human .$.Qurces - Case i\fanagcrnent''. 

Authorized Deployment 

6.9 \\11ere appropriately authorized, a human source may provide assistance in relation to: 

a) the collection of information on approved targets or on a general investigative authority; 

b) 

c) 

d) the provision of assistance to 
levels within Canada, 

other government departments at all 

e) -support or other assistance to a Service operation: and/or 

f) 

Replaces OPS-702. dated 2011-04-01 Page 9 of 13 
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Human Source-

6.10 

6.11 

7. 

Operational Security 

7.1 

7.2 

Secret 

2013-01-08 

7.3 When the safety of a human source or a Service employee is endangered or threatened, the 
appropriate authorities should be notified. For additional information and guidance on safety, 
refer to section 7 ofOPS-702-1. ''Procedures - Hu111an Sourcc~_:"(si.~~ M4.n~gemcnt". 

7.4 

8. COMMUNICATION-

8.1 All contact between employees, human sources will be made in 
such a manner as to ensure protection of the human source's identity and the overall security of 
the operation. 

8.2 

83 
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8.4 

8.5 

9. REVIEW-

9.l 

9.2 

93 

94 

95 

9.6 

9.7 

.. Reviews 

required by the Region, 
the HQ Branch or HSOS. Rcfcrto section 3 of OPS-702-7. "Procedure:,_:__Human Spurccs .. Ca§£ 
Manag•emcnt • Review-·-""--·--·- ___ ..,_..,,.,., _____ _ 
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98 
For additional information and 

guidance on refer to section 5 of OPS-702-7. "Procedures - Human 

S_QJJ[<;_y_S - Case M<!cl};Jgt:l}}.t:l}t-_Reyjf,\' - and 
in CSIS.Operations". 

10. INACTIVATION 

10.1 

10.2 

10.3 

10.4 

is authorized as per the provisions of 
"Procedures,- Human Sources - _Case l\·lanarrement". 

payment must be done m accordance with OPS-707, "Human Sources - Cmnpensation" 
For additional information and guidance 

on the - refer to section 9 ofOPS-702-L "Procedures - HU11ill.!L.SQ1,1rccs -CaSI: 
M.anagcment". 

Disclosure of Assistance 

10.5 The Service protects the identity of a human source in perpetuity. However, after a 125-year 
retention period, the inactive file can be transferred to National Archives. As a result, an inactive 
human source's file could be accessed under the provisions of the Access to Information Act for 
historical research purposes. 

10.6 All access requests to closed infomrntion transferred to the National Archives by the Service will 
entail mandatory consultation with the Service. The Service reserves the right to exempt or place 
a moratorium on any file containing infonnation whose disclosure could cause harm to 
individuals or threaten national security. Refer to section 9 of OPS-702-1. "Procedures • Human 
.Sources - Case Man.1,!gement". · 

10.7 The Service, with appropriate approvals, may consider 
acknowledging the human source's cooperation with the GoC provided that: 

l 0. 7. 1 All requests for disclosure of a human source's assistance to the Service can be approved in 
accordance with 9 PS ~60 l 1_''.A111h_or.i~~QI)i§_glo§J!I~.9.f Q12Cr<!tional I nfonm1._ti9n and I ntelligen~L~ 
General". 
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11.l 
---

10 of PPS-702-1. "Procg_g!J_1<;_;, - Human Sm1ro::.~_~Ca£e !vlan;ig_ement". 
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OPS-702-1 PROCEDURES - HUMA:'-1 SOLRCES - CASE l\'lANAGEMENT 

1. INTRODUCTION 

Scope 

Secret 

20 l 3-0i-08 

ll These procedures outline the considerations, approval authorities and reporting requirements 

2. 

2.1 

2.2 

2.4 

2.5 

related to the validation, recmitment and management of a human source 

VALIDATIO'.'-i PROCESS 

The validation process comprises an assessment of: 

a) the information provided by a human source 

b) any other information provided by a human source: 

c) a human source's access to relevant information: 

d) 

e) 

f) 

Replaces OPS-702-l ~ia:cd 20 i J ...(J-4-0 J 
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2.6 

2.7 

2.8 

2.9 

Corroboration of Reported Information 

An employee can corroborate a human source's re ortin 
substantiating the information 

.Notwithstanding a human source's -and reporting history-an employee 
qualifies the reported information a~s accuracy as part of the human source validation 
process. 

Replaces OPS-'.i02-l dated 2011-0+-0 l Page 2 of9 
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Reporting History -

210 

-

Replaces OPS-'cl 2-1 dated 2011-04-0 l 

Tab/Onglet 11 

3 of 9 

Secret 

2013-0:-08 

Page 3 of9 

Page 76· 

AGC1029 



OPS-702-l Operations Policies and Procedures Secret 

2.14 

215 

2.16 

2.17 

2013-01-08 

information and guidance on the human source precis refer to OPS-702-8. "Procedures - Human 
Sources - Case Management - Human Source Precis". 

the human source precis 
For additional information and guidance on the human source precis, refer 

to Ql'_S_-702-8. "Procedures - Human Sources - Case Management - Human Source Prccis". 

3. RECRUITMENT APPROACH 

3.1 

Approval Authorities 

' ~ .J . .J \\tl1en there is a ootential that a recrnitment approach may have-adverse impact• 
the Director will noti(v the Minister as per paragraph 2.2 of OPS-70 l. 

"_l::hunan_S_g_JJ_rces_~ Human Source Program". 

4. 

4. l should be familiar v,ith the provisions of paragraph 6.3 ofOPS-702. "Human 
Sources - Case Management" and section 6 ofOPS-706 "Human Sources 
~pproval to provide 

human source. 

Repl;:ices OPS-702- l dated 20 l l-0+-0 l Page 4 of9 
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Approval Authorities 

4) 

5. 

5.l 

Approval Authorities 

52 

Reporting Requirements 

5.3 

which condition(s) of paragraph 6.5 ofOPS-702. "Human Sources - Case 
Management" apply. 

6. 

6.1 should be familiar with the provisions of section 6 of OPS-702. "Human Sources 
- Case Management" prior to seeking approval for an operation -Approval Authorities 

6.2 

'"' ,. SAFETY 

Replaces OPS-702-1 dated 20 ! l-i!-+-01 Page 5 of9 
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71 

7.2 

7.3 

7.4 

8. 

8.1 

8.2 

8.3 

9. 

A - who believes that a human source's safety and/or security is at risk should 
advise his/her supervisor immediately 

Approval Authorities 

9. l Employees should be familiar \Vith the provisions of section 10 ofOPS-702. "Human Sources -
Case Management" and OPS-707. "Human Sources - Compensation" prior to conducting an-

9.2 

9.3 The-can provide an.payment during the - Refer to OPS-707. 
~Human Sources - Compensation" for guidance on.pa~ments. 
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94 

9.4.l 

9.5 

9.6 

9.7 

9.8 

9.9 

20 l 3-0 ]-08 

Disclosure of Assistance 

HSOS employee should ask the human source 
whether he/she wishes his/her identity to be protected in perpetuity or accept that it mav be 
revealed after the l 25-year retention period. 

Approval Authorities 

Reporting Requirements 

Replaces OPS-702-l dated 20 l l-04-0 l P<!ge 7 of9 
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9.10 

10. 

Operations Policies and Procedures Secret 

2013-01-08 

l 0.1 should be familiar with the provisions of section 11 of OPS-702. "Human 
Sources - Case Management" and OPS-704. "Human Sources - Conduct -
-prior to human source. 

10 2 

10.3 

Approval Authorities 

104 

10.5 

Reporting Requirements 

10.6 

Repiaces OPS-702-1 dated 2011-04-0 I Page 8 of9 

Tab/Onglet 11 

8 of 9 

Page 766 

AGC1029 



OPS-702-l Operations Policies and Procedures 

OPS-703. "Human Sources - Special Provisions". 

11. HLMAN SOURCE LITIGATION 

11. l All litigation matters involving human sources must be brought to the attention or 
HSOS as soon as possible. 

Approval Authorities 

I 1.2 The DG HSOS approves all human source 

Replaces OPS-702-J d11ted :W l l-04-0 l 
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IIR / AF. 
?ile Nu~nber Ne. :"le dossier -
PE?.SCN (S) '.TITLE) NIST: 

- Ed J3~se2, S~ratag~c Le~der, 3~s~~es5 I~i~~grat~on, t{~B ~2f~ective:y, 
::.1;.~ DSO ~c:.r ~he NEE]. C:n::tact ~nf·:•: 4C3-29J-~1599; ed. ja:-iser:@neb-
or.e~gc.ca 
- Rich::trd Ga .. rber, G-cocp LeaC .. '=~, S12ci.., _ _ri '~-Y, S·J:si:-1GSS Ir;.te9~c2.tion, CJEB 
:Etfec~i;_.rely -':Le D/DSCJ for Lf1e N.:::3]: Con-:a·::t info: 403-299-3679; 
richarj.garbers@net-oce.gc.ca 

SS3 ?E?:SC1NlS.:.EL ~~TTEt~DING: 
DDG Ops, SSB 

TOPICS DISCUSSED: 
- Jansen who has only been~~ iis posi~ion for e~even months, ani will 
only be with the NEB tor a total of ~~o year~, has Go experience with 
national secu=ity or security screenicg ~a~ters and was on a tour of 
Ottawa to mee~ with contacts with NRCan (the ministry which the NEB is 
supported by, b~t does not tecinically answer to.). Garber 
i2 assisting ~he NEB i~ develcping a ~ore rob~st security architecture, 
j_n:::::.l:.1di:19 personLeJ.., ptj.sical an,:l It~IT c1:•:-nponen7:s. 

- ?ollowi~g a broad overvie~ ~f tte CS!S Ac-:. (f8cus upo~ s.2, s.13 and 
s.2.5) -:::~s ,,,J>?l~ as the PGS and ~:.3S, 1'~.2E _r,2ps exp~3.it1ed hov1 -:.he~/ see the 
NEB's ~xposure ~o natii)rral se~uri~ ~slated t~reats. Sxposure ~as 
divide~ into three 

TabiOnglet 1 Page 2, 
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- In keepinJ with messaging t • otner Goe client departments, I underlined 
the differences beiween dsr~~tn~Gt3: res~cns~bilities for 'suitability' 
and 'reliability' screening, and the Service 1 s ro~es and responsibilities 
for 'loyalty' screening and assess~ents. In particular I urged NEB to 
ensure that DSO staffs receive thorough training, no~ only in the 
administraticn of the reliabil~ty/cleara~ce proce3ses, but also ~n their 
d~~ies to address reliability ~s2·1ps bo~h at t.he engagemerrt stage as ~ell 
as durin9 an employee's cctree.c:. I poir,::.ed them toward courses bein9 
offered at tlie cs~•s in U:is reqard, and in'1 i ted them t0 discuss 900d 
internal security policy ~~d practices \Jith p2r~ne~s such as TBS, NRCan 
and perhaps the RCMP. ,iEB rc,i:;ri-,t a!sc, vois:1 :.c co~itinue reaching out to ?R 
Calgary District en a11 0~~oing basis in this regard. 

COMMEJ,J:'S: 

- From ~he Service's per3pe,:ti·;2, SSS will ~crtinee tc support NEB wi~h 
s.13 se urity bS3e~~~e~ts fc~ their designatecl s~a~~- C~lgary DistricL 
mi,;tt v-1 sh t.o C:)Dtinu,2 ti"'...c-_;i . .r ~:LQd,;J~-:meLt \.·Ji~h t::1e NEB -,l'titt a "';./iew t.c, 
recular zing contact o~ scch i23ues a2 
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