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BY HAND TOPSECRET / CEQ

Mr Richard Faaden

Director

Canadian Security Intelligerice Service
1941 Ogilvie Road

Gloucester, Ontario K1J 1B7

Dear Mr. Fadden:

Attached vou will find my written Direction as per section 6(2) of the Canadian

Security Intee‘lzgence Service Acr with respect to intelligence prioritiés of the Servlce e

- This Ministerial Direction will replace the previous \fﬁmstena] Dlrecnon on-
Inteihgencc Prtoratles set out in 2010. »

o : The new Miniéter)al Dxrec’tion prmides high-level guidance iégarding intelhgence
 priorities that were approved by the Cabmet Committee on National Security on -

July 28, 2011

' A copy of this letter and the enclosed Mmu;terml Direction will bc sent: to the Chcur of
o the Security Intelligence Review Committee, and to the Inspector Genual of the
i Canadian Security Intelligence Service. : :

S Yours sincerely,

Vie Toews. PO Q.0 MP,

Encioswre: (1)

Canada
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TOP SECRET / CEQ

MINISTERIAL DIRECTION TO THE DIRECTOR OF THE
CANADIAN SECURITY INTELLIGENCE SERVICE:
INTELLIGENCE PRIORITIES FOR 2011-2012

InJuly 2011, the Cabingt Commiiltee on National Security approved the following Government. .
of Canada Intelligence Priorities for 2011-2012 1 order of Imporance:

These priorities
direct Canadian intelligénce collection, and inform the assessment and adalysis of intefhigence o
ensure that it is aligned with broader government ubjectives, '

Given this broad direction; this Ministeriab Direction provides guidance toithe Dirccior ofithe
Canadian Security Intelligence Service (CSIS); purstant to subsection 6(2) ot the CSFS At on
the mtefligence priorities 2011 -2012 that tetlects CSIS’ s mandaie and Capabilities. This
guidance will-also inform the development of CSIS specifie intelligence réquirements.

These intelligence priorities shall remain in effect until renewed or replaced by the Minister.

‘ INTELLIGENCE PRIORITIES

Today’s complex threat envirenment s increasingly global and fluid in nature, and intelligence
continues o be the key to counter threats 1o the security of Canada posed by states, krmnsl

graups, forelgn intelligence agencies, and other mdmdua nd emmes

CS!S i d;recied to-continue to:collect mtormauon and mtellwence boih: mthm Canada and -
abroad on:threats to the security: o[- Canada. Consxslent with the pnontnes outlined herein; Q%IS
ts directed 1o mest evolving intelligence needs and respond to emerging issues in 2 txmely
manner
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TOPSECRET 2 CED

REPORTING TO THE MINISTER

Notwithstanding that CSIS advises the Government on an ongoing basis on threats to the security of
Canada, the Director shiould réport 16 the Minister of Public Safety. in altimely mdnner on‘any '

- -significant risk 1o the security of Canada or potential for public contrdversy related ro.the Service™s
mandate. T g S o '

in support of the National Security “xpenditure regort initiative. CSIS should i&f_drk collaboratively with”
- Public Safety officials to develop an effective means 1o account for how 2011-12 resource allocations
relate 10 the new intelligence pricrities with a view of including this assessment in the Director’s annual
: repOJ'L : SR : 2 R S : :

o
i
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TRES SECRET/ CITOYENS CANADIENS SEULEMENT

INSTRUCTIONS DU MINISTRE AU DIRECTEUR DU SERVICE CANADIEN
DU RENSEIGNEMENT DE SECURITE :
PRIORITES EN MATIERE DE RENSEIGNEMENT POUR 2011-2012

les priorités suivanies
2 {en odre

Enjuillet 201 1; te Comité du Cabinet sur la secunié nationale a approuvé
du gouvernement du Canada en matiere de senseipnement pour 201 1-201
d'importance) 1

—Ces priorids orientent les activitgs:de collecie de
renseignements du Canada ainsi que I évaluation et 'analyse desrenseignements pout s’assurer
qu'elles cadrentavec les grands Objt.’(itll“. du gouvemement

Compte tenu dece: qm précede, les présentes instr uctlon&; du ministre au directeur du Service
canadicn de'renseignement de sécunité (SCRS) énoncent, conformément au paragraphe 6(2) de'la
Lot sur le SCRS les priorités en matiere de collecte de renseignements pour :
Pexercice 2011-2012; lesquelles tiennent compte du mandat'et des réssources i SCRS: Hl
serviront egaie.mem al elabx,ratxon: des exigences en matiére de renseignement du SCRS.

Ces pnorztes b LA R TR % letig fesqUa e guielles soientrenouveldes o remplacees par
leaministre: : : ai i ;

 PRIORITES EN MA?’TERE m; RE!

De nosjours; le- wnu.\te dela menace est Je plus en pius cmnpi IXE, changeam &l Jc portée
“internationale. Les renseignements demeurent essentiels pour lutter contre les menaces pour

la sécurité du Canada que représentent des dividus et des ¢ oroamsanom ainsi que certains Etats,
groupes terrristes et services de tenseignements etrangers '

Lie SCRS:doit co'mi'nugr}de'r“ecucill}ir desinﬁm‘nations et.des renseignements, tant au pays qu’a

Iétranger. sur les menaces pourla sécurité du Canada. Conformément aux priorités énoncées
Jans le présent document; le SCRS doit répundre aux besoins changeants‘en matiére de

Srdesi e
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TRES SECRET/ CITOYENS CANADIENS SEULEMENT

RAPPORT AL MLNESTRE

Biend que le SCRS informe constamment le irouvsz nement des menaces pour la séeurité du

Canada, Ie directeur doit: dans les p! us brefs déluis, signaler ap ministre de Ja Sécurité publique
. foute menace: importante pour la sécuriic du Canada ov tout risquc de wntrgwerse publsque s

assocsé au mandat du Service. LA

coltaborer avec les represeﬁmts de “sﬁturltc pubhque Candda ahn de frouveron mcyen eif

- rendre compte de la répartition, en 2011-2012, des yessources affectées aux nouvelles priorites en
mdtiére de rensetgmmen eice dans le but de présenter ces informations dans ie rapport annu&i du
directour. : Cemiw e ad
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RE / OBJET:

SYNOPSIS / SOMMAIRE:

INFORMATION / RENSEIGNEMENTS:
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3) Emerging threats concerning the potential for serious violence
related to demonstration / protest activity remains a 'legitimate
focus of Service investigation. That said, the Service must conduct
mandated investigations while still respecting, and being seen to

respect, the integrity of the right to engage in legitimate protest

and dissent.

DIRECTION:

40of9 AGC0952



As you are aware, our focus is not

on legitimate protest or dissent but rather on serious violence

emanating from
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On Thursday Bpril 21, 2011 from 9:00am to 11:00am,
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SCRS, sise au 1941, chemin
afir de vous ddnner un apercu

La présentation steffectuera au niveau

Veuillez inviter votre personnsl et vos collegues, puls RSVP 2 1la LDZIR -
Bureau de liaison avec le gouvernement e nom conplet, 1z date de

b
L

ce et la classification de s
5

Nous espérons que vous serez des nétres et gue nous vous reverrons le 21!

Bureau de liaison avec le gouvernemant
Direction de 1'évaluation du renseignement

SCRS

CSIS Intelligence Assessments Branch
Government Liaison Office
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rom our meeting with NER's Hevin Campbell.
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i
BY HAND TOP SECRET // CEO

MR
x}i&;{nf

: Ata&dxt,d you will find my written Direction as per section 6(2) of the Canadian.
“Security Inteilience Service Act with respect to intelligence prionties of the Service.
_ Ministerial Direction will replace the previous Ministerial E’}n‘emmn on

lrmi ;s,uiu, ?nur:i;m set out in 2009,

v i’he new Ministerial Direction provides hggh evel guidance regarding intelligence
priorities that were approved by the Ad Hoe Conmmitics of {‘Jiims&}’x on Swm‘ﬂ} and.
ntelligence on April 19,2010, : i Bk

Accopy of this letter and the enclosed Ministerial Direction will be sent to the Chair of
“ the Security Intelligence Review Cormmittee, and to the Inspector {f@ﬂem} of iha
- Lanadian Security Intellipence Service.

: Yaurf; sincerely,

Vie Toows PO,

QLUALP

Erelosure (b

Canada
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TOPSECRET ZCEO

MINIBTERIAUDIRECTION TOTHEDIRECTOR OF THE
CANADIAN SECURITY INTELLIGENCE SERVICE,
INTERLIGENCE PRIORITIES FOR 20802011

This Mumsterial Direction provides puidance 1o the Director of the Canadian Sceurity
ntetligentce Service ( 1opurny > sub Pyolthe USHY 4of o the Intelhpence
Pricrities for 2000-2011. These § igence privritics shall remain in cffect untilrenewed or
replaced by the Minister *

INTELLIGENCE PRIORITIES

Today s complex thredt environment is indreasingly global and {lutd innature; andintolfipence
continues o beihe | upterthreats in courity of Canada posed-by states, tarrorist
groups. ibmign inteihiy agenvies, and other individualy and entities.

(‘ﬁ% i3 dmc,uﬁ o continue 1o collect infornmy *i;‘m und tateiligence both wilhin Cenada and
10 abroadion threats'to the s “s:"m of Canada. Consistent with the priorities suthined husm (“’313 N
s dsre‘czed o meet ev elipence nee drespond o emarging ey atmiely © o
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TOPSECRET /CED

REPORTING TO THE MINISTER-

Notwithstanding that CSIS advises the Government on an angoing basis of threats:to the security of
Canada, the Director should report 1o the Minister o Public Safety, in.atimely manner, on any
signiticant risk to the security of Canada 6r potential for public controversy related to the Service’s
mandate,
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TRES SECRET RESERVE AUN CANADIENS

INSTRUCTIONS DU MINISTRE AU DIRECTEUR DU SERVICE CANADIEN
DU RENSEIGNEMENT DE SECURITE
PRIORITES EN MATIERE DE RENSEIGNEMENT POUR 2018-2011

Conlormément au paragraphe 812 de to Lojsur le Service canudien durense iynement e
sectrie (SCRSies présentes mnstructions dy ministre gy diredtetr du SCRS enancent oy
priofités en matiére de collodie d¢ renseigieniént pour exercice 2040-201L, Cos priorités
resteronlen yigueur jusgud cegu’ dientrencuvelées ou remplacées parle ministre,

PRIORITES EN MATIERE DE RENSEIGNEMENT

De aos ours; fo contete de Ta menace estcomplexe. souple et par sa nature, de portée
mternationale. Le rénseignement est un chément ¢lé pour fu utle contre les menaces a la sécunite
du Canada que posent divers . Sroupes lerroristes, serviCesidy fenseignement Strangers el
sutres individus etentitds: : S R S

Le SCRS se voit condiér le mandat de contnuer & faireenquéte sur les menaced 3 fa séeurité
du Canada. tant au pays qu'a Vétranger. Conformément aux priorités énoncées ci-aprés, le SCRS
doit s"adapter aux besoins changeants en matiere de renscignement et faire rapidement

Tab/Onglet 1
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PSERVE AUX CANADIENS

Tab/Onglet 1 Page 19
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TRES SECRET / RESERVE AUX CANADIENS

RAPPORT AUMIN

Bien'que le SCRS mfmﬂf: régu lidrement le ¢ gouve ﬂmemam dus menaces & lu séeurité du Capads,
le directeur doit, dans les plus brefs délais, signaler au ministre de la Sécurité publi lguetoute
menace imporianie pour ia ﬁei:iin!ﬂ du f.“aﬂsiﬂa ou tout rxsquc dc wmmversc publi iquc As50cCiE au

mandat du Samca
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OPS-101-1 Operations Policies and Procedures Secret

2010-04-28

OPS-101-1 PROCEDURES - TARGETING SECTION 12 - LEVEL 1

1.

1.1

23

23.1

24

241

25

2.6

2.7

INTRODUCTION

Scope

To detail the process for secking a Level 1 targeting decision.
Governing Policy

OPS-101. “Targeting Section 12 - Level 17

DIRECTIVES ON LEVEL 1 TARGETING

Prior to submitting an Assessment Report, consultation between the Region(s) and the appropriate
Headquarters Branch, or Branches, will take place and be documented in the Assessment Report.

Employees requesting a targeting level must complete and submit a_

Using_ e emnlovee submits anv biooraphical data known at the time of the request,
using the appropriate and indicating the section 2, CSIS Act, threat
paragraph reference(s).

Upon forwarding the

Upon receipt, all relevant data in the
targeting database will be verified by the Chief, Deputy Director of Operations (DDO) Secretariat, or
the person designated.

Upon receipt of the approved* by the Information Management Division (IMD) and the
Chief DDO Secretariat, a file number(s) will be generated for any new target(s). Where a target has

been the subject of a previous targeting level, the target’s file number will continue to be used.

Composite Targeting Decisions

Where targeting decisions are required on more than one (1) individual—

The ||l end s 2. 515 ¢, threat paragraph reference(s) will be clearly noted for each
mndividual in a composite Assessment Report.

Each mdividual in a composite Assessment Report must be the subject of a same Certificate.

Page 1 of 3
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OPS-101-1 Operations Policies and Procedures Secret

2010-04-28

3.

31

34

4.1

42

o
)

NOTIFICATION

All other form of correspondence related to a targeting decision must also make use of the
appropn'ate- file.

The Chief, DDO-Secretariat will be notified of a targeting decision by the Targeting Coordinator of
the approving authority and will amend the records held in the targeting database accordingly.

When a targeting decision 1s made, the requesting employee must notify:

a) IMD, Information Management / Information Technology Branch (IM/T);

b} the appropriaté Headquarters (HQ) Branch or Branches;

c) the appropriate regional operational desk(s);

d) the Chief DDO Secretariat via the-of the DDOQ Secretariat; and

€) the HQ and regional Targeting Coordinators (if applicable):

When responsibility for an active target is transferred from one Region or HQ Branch to another, the
Region or HQ Branch assuming this responsibility will notify the JJfof the DDO Secretariat, via
email, of the effective date of the transfer:

RENEWAL

An emploves may renew a Level 1 due to expire by submitting an Assessment Report approved by

the Regional Director General (RDG) or HQ Director General (DG), via | EIBRS. Refer
to'OPS-100- 1. “Procedures - Targeting - Assessment Reports™

Targeting database updates must be done by the Chief DDO Secretariat for those renewals submitted
via

Downgrading of a Level 2

An existing Level 2 can be renewed as a Level 1(downgrade) when the Level 2 collection techniques
are no longer justifiable and a Level 1 is sufficient to continue collecting information on the threat.

Page 2 of 3
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OPS-101-1 Operations Policies and Procedures Secret

2010-04-28

44

Upgrading to a Level 2

An existing Level 1 can be renewed as a Level 2 (upgrade) when it is determined that Level 1
collection techniques are insufficient to continue collecting information on the threat.

Certificate related Targets

Where a Level 1 or Level 2 Certificate is to be renewed and there are associated individuals whose
targeting level bears its expiry date, the respective RDG or HQ DG has a sixty (60) day extension to
make a targeting decision on these individuals. The expirv dates of these targeting levels will be
adjusted to coincide with the renewed Certificate.

TERMINATION

A request for termination can be made at any point during the time period granted for a Level 1.

An employee may request the termination of a Level 1 by submjtvting an Assessment Report
approved by the RDG or HQ DG, via_to BRS. Refer to QOPS-100-1, “Procedures -

Where targeting levels of individuals are to be temminated or allowed to expire, an Assessment
Report for each will be submitted.

Unless there are exceptional circumstances, an Assessment Report must be submitted via-
-within sixty {60) days of termination / expiration of the targeting decision, unless granted a 60
days extension by the Chief DDO Secretariat, in which case the Assessment Report must be
submitted within the extension period.

Page 3 of 3
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OPS-102-1 Operations Policies and Procedures Secret
2010-04-28

OPS-102-1 PROCEDURES - TARGETING SECTION 12 - LEVEL 2
1. INTRODUCTION
Scope
11 To detail the process for secking a Level 2 targeting decision.
Governing Policy

1.2 OPS-102, *Targeting Section 12 - Level 27

2. DIRECTIVES ON LEVEL 2 TARGETING

2.1 Prior to submitting an Assessment Report, consultation between the Region(s) and the
appropriate Headquarters Branch, or Branches, will take place and be documented 1n the
Assessment Report.

2.2 Employees requesting a tarioe'tini level must complete and submit a—

23 Using_the emplovee submits any biographical data known at the time of the request,
using the appropnate and indicating the section 2, CSIS Act,
threat paragraph reference(s}. :

|

2.3.1  Upon forwarding the data will be automatically entered into, and be retriévable
Upon receipt, all relevant data
in the targeting database will be verified by the Chief, DDO Secrctanat, or the person designated.

24 Upon receipt of the approved-by the Information Management Division (IMD) and the Chief
DDO Secretariat, a file number(s) will be generated for any new target(s). Where a target has
been the subject of a previous targeting level, the target’s file number will continue to be used.

241

Composite Targeting Decisions

25 Where targeting decisions are required on more than one (1) individual,

26 The _and 8.2, CSIS Aer, threat paragraph reterence(s) will be clearly noted for each
individual in a composite Assessment Report.

27 Each individual in a composite Assessment Repert must be the subject of a same Certificate.

3. NOTIFICATION
Page 1 0of 3
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OPS-102-1 Operations Policies and Procedures Secret

2010-04-28

3.1

311

32

33

34

4.1

42

43

Notification of a targeting decision is submitted via using the following-ﬁles:

All other form of correspondence related to a targeting decision must also make use of the
appropriate - file.

The Chief, DDO Secretariat will be notified of a targeting decision by the Targeting Coordinator
of the approving authority and will amend the records held in the targeting database accordinigly.

‘When a targeting decision is made, the requesting employee must notify:

a) IMD, Information Management / Information Technology Branch (IM/IT);

b) the appropriate Headquarters (HQ) Branch or Branches;

c) the appropriate regional operational desk(s),

d) via the-of the DDO Secretariat, the Chief DDO Secretariat; and

€) the HQ ard regional Targeting Coordinators (if applicable).

When responsibility for an active target is transferred from one Region or HQ Branch to another,
the Region or HQ Branch assuming this responsibility will notify the [JJJjj of the DDO
Secretariat, via email, of the effective date of the transfer.

RENEWAL

An employee may renew a Level 2 due to expire by submitting an Assessment Report approved

by the Regional Director General (RDG) or HQ Director General (DG), via - to BRS.
Refer to QPS-100-1, “Procedures - Targeting - Assessment Reports™.

Targeting database updates must be done by the Chief DDO Secretariat for those renewals
submitted via|

Dewngrading of a Level 2
An existing Level 2 can be renewed as a Level 1(downgrade) when the Level 2 collection
techniques are no longer justifiable and a Level 1 1s sufficient to continue collecting information

on the threat.

Upgrading of a Level 1
Page 2 of 3
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OPS-102-1 Operations Policies and Procedures Secret
2010-04-28
4.4 An existing Level 1 can be renewed as‘a Level 2 (upgrade) when it is determined that Level |

-
(W)

collection techniques are insufficient to continue collecting information on the threat.

Certificate related Targets

Where a Level 1 or Level 2 Certificate is to be renewed and there are associated individuals
whose targeting level bears its expiry date, the respective RDG or HQ DG has a sixty (60) day

extension to make a targeting decision on these individuals. The expiry dates of these targeting
levels will be adjusted to coincide with the renewed Certificate.

TERMINATION

A request for termination can be made at any point during the time pertod granted for.a Level 2.

An employee may request the termunation of a Level 2 by submitting an Assessment Report

approved by the RDG or HQ DG, via

Targeting - Assessment Reports™,

to BRS. Refer to QPS-100-1. “Procedures -

Where targeting levels of individuals are to be terminated or allowed to expire, an Assessment
Report for each will be submitted.

Unless there are exceptional circumstances, an Assessment Report must be submitted via [ NN
-Within sixty {60) days of termination / expiration of the targeting decision, unless granted a

60 days extension by the Chief DDO Secretariat, in which case the Assessment Report must be

submitted within the extension period.

Tab/Onglet 11
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DATE

20100204

RE / OBJET:

SYNOPSIS / SOMMATIRE:

INFCRMATION / RENSEIGNEMENTS:

Tab/Onglet 7
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BY HAND TOP SECRET/CEO

Mr. Jim Judd

Director CSit/ienpng

Canadian Security Intelligence Service
1941 Ogilvie Road
Ottawa, Ontario  K1J 1B7

JiE9 29000
foelz]

Dear Mr. Judd,

Attached you will find my written Direction as per section 6(2) of the Canadian
Security Intelligence Service Act with respect to intelligence priorities of the
Service. This Direction will replace the previous Ministerial Direction on
Intelligence Priorities set out in 2008.

The new Ministerial Direction provides high-level guidance regarding intelligence
priorities that were approved by the Ad Hoc Committee of Ministers on Security
and Intelligence on April 07, 2009,

A copy of this letter and the enclosed Ministerial Direction will be sent to the
Chair of the Security Intelligence Review Committee; and to the Inspector General
of the Canadian Security Intelligence Service.

Yours sincerely,

T

Peter Van Looan, P.C., M.P.
Minister of Public Safety

Enclosure (1)

Canadi

I TabiOnglet 1 Page
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TOP SECRET // CEO

MINISTERIAL DIRECTION TO THE DIRECTOR.
CANADIAN SECURITY INTELLIGENCE SERVICE: ¥
INTELLIGENCE PRIORITIES FOR 2009-2010

This Ministerial Direction provides guidance to the Director of the Canadian Security
Intelligence Service (CSIS). pursuant to subsection 6(2} of the C5/S Act, on the
Intelligence Priorities for fiscal year 2609-2010. These intelligence collection priorities
shall remain in effect until renewed or replaced by the Minister.

INTELLIGENCE PRIORITIES

Today’s complex threat environment is increasingly global in nature, and intelligence
continues to be the key to counter threats 10 the security of Canada posed by states,
terrorist groups, criminals, foreign intelligence agencies, and other individuals and
entities,

CSIS is directed to continue 1o investigate threats to the security of Canada both within
Canada and abroad. Consistent with the priorities outlined herein, CSIS is directed to
‘meet evolving intelligence needs through reliance on risk management and flexibility to
concentrate resources on the foremost threats, while ensuring that it-can respond to
emerging issues in atimiely manner.

14
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TOP SECRET CEO

The 2010 Vancouver Winter Olympic Games

The Vancouver 2010 Winter Olympic Games will be a high-profile international event which

il focus gobaltnion oo [

the 2010 Vancouver Winter Olympic Games including ongoing secunty preparations for the
2010 G8 Summit.

444
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TRESSECRET / RESERVE AUX CANADIENS

INSTRUCTIONS DU MINISTRE AU DIRECTEUR DU SERVICE
CANADIEN DU RENSEIGNEMENT DE SECURITE :
BRIQRITES EN MATIERE DE RENSEIGNEMENT POUR 2009-2010

Conformément au paragraphe 6(2) de 1a Lo sur le Service canadien dic renseignement de
sécurité (SCRS), les présentes instructions du ministre au directeur du SCRS énoncent fes
priorités en matidre de collecte de renseignement pour 'éxercice 2009-2010. Ces
priorités resteront en vigueur jusqu’a ce qu’elles solent renouveldes ou remplacées par le
ministre.

PRIORITES EN MATIERE DE RENSEIGNEMENT

De nos jours, le contexte de la menace est complexe et, par sa nature, de portée
internationale. L renseignement est un élément clé pour la luite contre Tes mensices & la
sécurité du Canadia que posent divers Etats. groupes terroristes, criminels; organismes du
renseignement étrangers et autres individus et entités.

Le SCRS a pour mandat de continuer a faire enquéte sur les menaces 2 {a séeurité

du Canada, tant av pays qu'a I'étranger. Conformément aux priorités énoncées ci-aprds,
le SCRS doait répondre aux besoins changeants en matiere de renséignement ent assurant
la-gestion du risque et en faisant preuve de souplesse pour concentrer ses resSOUrces Sur
les principales menaces tout en s’assurant d’étre en mesure de réagir rapidement aux
nouvelles menaces.
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Jeux olympiques d’hiver de 2010 a Vancouver

Les Jeux olympiques d'hiver de 2010 & Vancouver seront un événement international trés
médiatisé qui attirera 1"attention du-monde enticr |

45
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aux Jeux olympiques d’hiver de 2010 4 Vancouver ainsi que ses préparatifs de sécurité eni-vue du
Sommet du G8 de 2010.
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2007-04-01
OPS-100 TARGETING - SECTION 12 CSIS ACT

1. INTRODUCTION

1.1 The Targeting Policy is established under the authority of the Director pursuant to subsection 6(1),
CSIS Act, and directs the Service’s targeting approval process.

Objective

1.2 To detail the targeting approval process to collect of informatien and intelligence by investigation
or otherwise pursuant to section 12, CSIS Aer.

Scope

L3 This policy outlines the principles, as well as the organizational and functional responsibilities,
pertaining to targeting. '

1.4 Further to a Memorandum from Cabinet of national intelligence collection priorities the Minister of

Public Safety issues a Ministerial Directive outlining general collection requirements. The Deputy

Director of Operations (DDO) then provides a strategic directive to operationalize the Ministerial Directive.
Authorities and References N

1.3 Canadian Security Intelligence Service Act

16 Anti-terrorism Act

1.7 Mimisterial Direction on CSIS Operations (2001 03 01)

1.8 OPS-201, “Conduct of Operations - General”

19 OPS-204 to OPS-208, “Human Sources” policies

110 OPS-209, “Warrant Acquisition - Section 127

1.11  OPS-210, “Execution of Warrant Powers - Section 127

112 OPS-302, “Use of the Polygraph for CSIS Operations™

113 OPS-401, “Operational Cooperation in Canada with Domestic Government Institutions™

1.14  OPS-402, “Section 17 Arrangements with Foreign Governments and Institutions"

1.15  OPS-403, “Foreign Liaison and Cooperation”

1.16 OPS-301, “Operational Reporting”

1.17 ~ OPS-503, “Threat Assessments™

1.18  OPS-601 to OPS-603, “Authorized Disclosure of Operational Information and Intelligence ”

Maye 1o 3
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1.19  CSIS Operational Message Svstem (COMS) User Manual
Definitions and Interpretations
1.20 Sce Appendix | - Definitions and Interpretations
2. PRINCIPLES
2.1 Targeting will comply with the following fundamental principles: e
1) the rule of law must be observed:;
ii) the investigative means must be proportional to the gravity and imminence of the threat;

1ii) the need to use intrusive investigative techniques must be weighed against possible
damagg to civil liberties or to fundamental societal institutions;

v} the more intrusive the investigative technigue, the higher the authority required to approve
its use; : N
v) the least intrusive investigative methods niust be used first, except in emergency situations

or where less intrusive investigative techniques would not be proportionate to the gravity
and imminence of the threat; and

Vi) lawful advocacy, protest or dissent may not be investigated unless such activities are
carried out in conjunction with threats as defined in s. 2, CSIS Act.

3. RESPONSIBILITIES
Director
31 The Director is responsible for:

1} reporting to the Minister of Public Safety where there is a well founded risk of serious
violence or potential public controversy relating to a mandated threat.

Deputy Director Operations

32 The Deputy Director Operations (DDQO) or designate is responsible for:

1) managing the application of this policy and providing direction to resolve issues arising
from its implementation; >
1) ensunng that targeting approvals are consistent with the Scrvice’s mandate and policies,

and current intelligence requircments of the government;
1i1) appointing the Chief DDQ Secretariat.

Chief DDO Secretariat
aye 2 o 5
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)
[V3)

The Chief DDO Secretanat is responsible for:
1) providing the DDO, Assistant Director Operations (ADO) and Assistant Director, Legal
Services, within five working days from the date of approval, written confirmation of all

targeting decisions taken pursuant to this policy;

1) updating the targeting database within three working days from the receipt of a notification
of targeting approval from a region or HQ branch;

1ii) maintaining the targeting database including all active and inactive targeting approvals;

iv) providing advice and guidance to the Targeting Coordinators in HQ and the regions to
ensure the consistent application of the targeting policy;

V) providing Security Screening Branch, on a regular basis, an updated list of targeting
approvals;
vi) maintaining statistical information and produces, on request, reports of Service

mnvestigations; and
vii) performing other administrative functions as directed by the DDO or designate.
Directors General
3.4 Headquarters Operational Branch and Regional VDirectors General are responsible for:

1) ensuring that targeting approvals are consistent with the Service’s mandate and policies,
and current intelligence requirements of the government;

i) assessing the reliability of the information supporting the request; and

111} assessing the implications, magnitude, seriousness and immediacy of the activities
suspected of constituting the threat.

35 The Director General of each region and of each operational branch in HQ is responsible for the
appointment of a Targeting Coordinator.

4. TARGETS OF THE SERVICE

4.1 Information from a foreign state or agency may be used when submitting an application for any
investigation, taking into consideration the human rights record of that foreign state or agency.

Persons

42 A targeting level may be approved to investigate the activities of persons who may on reasonable
grounds be suspected of constituting a threat to the security of Canada pursuant to s. 2, CSIS Acr.

Groups and Organizations

43 A targeting level may be approved to investigate the activities of a group of persons or an
organization, including its general membership, where there are reasonable grounds to suspect:

[Maye 304 3
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1) the objectives or activities of the group or organization constitute a threat to the security of
Canada; and
i) participants in the group or organization understand and sympathize with threat-related
objectives or activities:
43.1 Investigations of groups or organizations may be used to determine;
1) the elements, structure, policies or plans of a group or organization as they may rclate to
threats to Canadian secunty; and
i) a person’s relationship'with, or role within, a group or organization. Once a determination
has been made that a person is involved in a threat-related activity and that further
investigation pursuant to s. 12, CSIS Act, is deemed necessary, a request for targeting
approval will be submitted on the person and approved before commencing the
investigation.
Issues or Events
4.4 A targeting level may be approved to investigate the activities associated with-an issue or event in

relation to which the Service has reasonable grounds to suspect these activities constitute a threat to the
security of Canada.

441

As soon as a person Or persons, groups or organizations are identified as participating in

threat-related activities assoclated to an issue or event, a separate targeting approval will be obtained.

5.

51

EXCLUSIONS
The following activities do not require targeting approval:

1) collection of incidental information (spin-off) which may be disclosed pursuant to
subsection. 19.2(a) to (d), CSIS Act;

1) collection of information pursuant to s.15 and 16, CSIS 4er;
i)

iv)

V) internal investigations pursuantto s. 8-and s: 20, CSIS Act;
Vi) research and use of intemal records and databases;

vii) research and use of open information,
viti)  collection and reporting of unsolicited information;

1X) placement of individuals on watch lists, e.g. the Citizenship and Immigration Canada
Enforcement Information Index (EII); and

Taye 40 5
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7. COOPERATION WITH DOMESTIC OR FOREIGN AGENCIES

7.1 Investigation by the Service pursuant to 5.12, CSIS A¢r. in cooperation with a Canadian federal,
provincial or territorial government department, a Canadian law enforcement authority, or a foréign police,
secunty or intelligence organization, will only be undertaken when approved under the terms of this policy.

7.1.1  The investigations described above will be in compliance with all other Service policies.

IMave 50¢ 3
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OPS-601 AUTHORIZED DISCLOSURE OF QPERATIONAL INFORMATION AND
INTELLIGENCE - GENERAL
1. INTRODUCTION

Objective
1.1 The primary mandate of the Service is to report to and advise the Government regarding threats to
the security of Canada. This entails the disclosure of information and intelligence by the Service to
various recipients in order to fulfil its duties and functions.
12 The flow of information or intelligence must be controlled to protect the rights of individuals and
protect the security of the Service's operations therefore disclosures are made in compliance with the CSIS
Act, Ministerial Direction, the Government Security Policy (GSP) and other relevant legislation.

Scope
13 This policy prescribes the general policy and guidelines for the disclosure of operational
information and intelligence and of incidental information collected by the Service in compliance with the

CSIS Act.

1.4 Subsequent chapters of this policy will detail the specific policy and procedures to be followed
when disclosing information and intelligence to the different cliems of the Service.

1.3 The particular procedures for the disclosure, recording and tracking of information or intelligence
collected pursuant to s. 16 of the CSIS Act are contained in OPS-222, "HUMINT Collection - Section 16"
policy.

Authorities and References
1.6 CSIS Act
1.7 Ministerial Direction on CSIS Operations (2001 03 01)
1.8 Memorandum of Understanding between CSIS and the RCMP

19 Privy Council Office Directive of October 14 1986 on the Reporting of Security Investigations on
Holders of Public Office

1.10  CSIS Operations Policies and Procedures
Definitions

1.11  See OPS-601, Appendix 1.

2. EXCEPTYIONS

2.1 This policy does not regulate disclosures made:

1) to the Inspector General (IG) and the Security Intelligence Review Committee (SIRC)
pursuant to their duties and functions;

TMoye L o 5
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i) to the Secretariat of the Ministry of the Department of Public Safety and Emergency
Preparedness Canada pursuant to the Minister's responsibilities under the Acr;

1) in response to requests made under the Access fo Information Act and the Privacy Act;

1v) to other Canadian Government institutions for the purposes of the Service's administrative
requirements, ¢ g Treasury Board, Auditor General, National Archives.

3. PRINCIPLES
Legal requirements and Service policy

3.1 All Service disclosures of information obtained in the performance of its duties and functions must
be authorized by in accordance with s. 19(2) or 19(2)(a) to (d) of the CSIS Aet.

Protection of source and employee identity
32 Section 18(1) of the CSIS Aot prohibits employees from disclosing any information from which can
be inferred the identity of a past or present confidential source of information or assistance to the Service, or
the identity of any past or present employee engaged in covert operational activities of the Service.
3.2.1 Such information may be disclosed in accordance with the conditions of s. 18(2) and after
consultation with the Director General, Human Sources and Ops Support (DG HSOS) and with the
approval of the Deputy Director, Operations (DDQ),

Assessment ' .
33 When making disclosures, emplovees must take into consideration the potential threat to the
security of Canada, the national interests, the privacy of the person(s) and-organization(s) concerned and
operational necessity.
33.1 Employees must also assess the impact-of disclosure on:

i) the safety of individuals;

i) human and technical scurces;

111} investigative and collection techniques;

v) the third party rule;

v) the possibility of disclosure through access to information legislation.

Discretion

34 In the course of operational activities, employees must exercise discretion and only disclose that
mformation necessary to meet the Service's operational requirements.

4. . RESPONSIBILITIES

Director Y

TMaye 20 5

20f5 N AGC0961



OPS-601 Operations Policies and Procedures Secret
2006-05-01

4.1 The Director is responsible for the reporting of security intelligence investigations involving
holders of public office and for making disclosures in the public interest approved by the Minister pursuant
to 5. 19(2)(d) of the CSIS Acr. :

Director’s Secretariat

42 The Committees and Ministerial Liaison Unit of the Director’s Secretariat are responsible for the
coordination of liaison between the Service and the Department.

HQ Directors General

43 HQ Directors General are responsible for:

1) requesting Ministerial approval for disclosures which must be authonzed by the Minister;
1i) authorizing the regions to make certain disclosures and advising the regions on disclosure
matters;

1i1) authorizing the RCMP, in accordance with the CSTS-RCMP Memorandum of
Understanding (MOU), to use Service information or intelligence in judicial proceedings;

v) making disclosures to foreign agencies, institutions of the Government of Canada.
Regional Directors General
4.4 Regional Directors General, are responsible for disclosures to:
1) the RCMP regarding security offenses under the CSIS-RCMP MOU;
11) local law enforcement agencies pursuant to s. 19(2)(a) of the CSIS Acr,
1i1) provincial government institutions.

4.4.1  Subject to other provisions of this policy, paragraphs 4.3 and 4.4 are not mutually exclusive, as
responsibilities for some disclosures may be shared by both HQ and Regions.

NOTE: Conditions of disclosure conferred on Regional Directors General are located in OPS-602,
“Disclosure of Security Information or Intelligence,” section 3.

Intelligence Assessments Branch

45 The Director General, Intelligence Assessments Branch (DG JAB) has the primary responsibility

for:
1) disclosing of information pursuant to s. 19(2)(b) and (c) of the CSIS 4ct; and
i) coordinating the Service's response to Government institutions requesting assistance
preparing their threat or risk assessments.
Communications Branch
4.6 Communications Branch is responsible for answering public and media enquiries regarding

[aye3 04 3
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specific operational activities of the Service, after consultation with the HQ operational branches.
5. GENERAL POLICY
Arrangements

5.1 Disclosures by the Service must comply with the conditions of arrangements or MOU entered with
mstitutions of the Government of Canada, provincial agencies and governments, and foreign agencies.

5:1.1 When applicable, the persons authorized in these arrangements or MOUs will make the disclosures

on behalf of the Service. >
Requests
52 Requests from domestic or foreign agencies for information or mtelligence must be justified under

the Service's mandate.

52.1 If it appears the request cannot be justified under the mandate, the matter will be brought to the
attention of the Assistant Director, Operations (ADO) who will:

1) seek additional information from the requesting ageney, or
i} advise that the Service is not authorized to provide the requested information or
intelligence. i
Caveats
5.3 In order to control the subsequent use of information or mtelligence disclosed by the Service,
written disclosures to-domestic or foreign agencies must be accompanied by appropriate caveats
{OPS-603),

5.3.1 The Service may authorize, in writing, the original recipient(s) to further disclose Service
information or intelligence to other parties.

Verbal disclosures

5:4 When making verbal disclosures, employees must sensitize the recipients to the confidentiality of
the information or intelligence disclosed, and on the need to limit further dissemination.

54.1 Employees must record verbal disclosures in the appropriate file.

Reporting
55 For reasons of accountability and security, reports of disclosures must be placed on the appropriate
operational file and contain such details as the identity of the recipient, circumstances of disclosure and the

nature and extent of the information or intelligence disclosed.

5.3.1 Operational sectors must maintain a record of information or intelligence exchanged with domestic
or foreign agencics.

NOTE: Refer to Information Maragement Branch (IM) procedures for the recording of disclosed
s. I2 information in the BRS database.

Tlaye 4 o 5

4 of 5 AGC0961



OPS-601 Operations Policies and Procedures Secret
2006-05-01

Taye 3 of 3

5of5 AGC0961



From:

Date: 2003-06-06 11:37:16 AM
Subject: MEETING WITH NATIONAL ENERGY BCARD

iClassification: Secret
Classification: Secrat

Further to various correspondance regarding a request for assistance by the National Energy Board {NEB) focated in Calgary; the
following is @ summary of discussions with the NEB locally.

On 2005 05 16 I'met with Leo Jansen and Jamie Kereluk (both of Operations Compliance) at the NEB office in Calgary. For the
uninitiated, the NEB is-an federal agency headquartered in Calgary {as opposed to Ottawa) which regulates the pipeline industry
and energy development in Canada. They are responsible for compliance (and as of recently, security) issties when pipelines cross
provincial or national boundaries, for hydroelectic issues when they cross international borders, etc.  The purpose of our meeting
was to discuss the roles and tasks of both the NEB and the Service (they were unfamiliar with details of our role) and establish
contact focally. Both Jansen and Kereluk hold.level 1T clearances.

The NEB, as a federal agency, is independent, but answers to Parliament through the Minister of Natural Resources {NRCan).
Given that they are located in Calgary, the NEB often feel Yleft aut' of discussions with federal pariners, yet feel a need to have
some link into the federal security apparatus.

Thie NEB recently completed a study of critical infrastructure under their purview across Canada. They are now wondering what to
do with the report given its dassification (Confidential). I suggested they may wish to speak with PSEPC on the matter.

for our purposes, the NEB advised that they currently receive only unclassified TTAC reports (via PSEPC in Edmonton), and
these through a secure fax in their Calgary office.  They do not receive applicable Laser reporting or classified ITAC reports, and
currently do not have any electronic means of receiving them (save the fax). Jansen requested that the Service corisider a way in
which Laser reporting could be provided to them and advised that they have secure facilities to store up to TS {I am not aware who
completed the certification).

As the NEB is a federal agency with a specifi¢c security mandate, it is logical that they should be induded in Laser dissemination

when the reporting refers to threats to the energy sector. Given the potential difficulty of transmitling classified documents to
them electronically at this time, Calgary District will undertake to provide hard copies locally if so directed by PR and HQ.

(‘heprr’

PS: Pardon the delay in filing this note as we were awaiﬁng assignment of a file number.-
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2001-11-28 ‘
OPS-602 DISCLOSURE OF SECURITY INFORMATION OR INTELLIGENCE
1. INTRODUCTION
Scope
11 This policy outlines the different circumstances under which information or intelligence may be

disclosed and presenbes the policy and procedures to be followed when doing so.
2. DISCLOSURE OF INFORMATION TO THE CANADIAN GOVERNMENT
Channels of Disclosure

21 The absence of a CSIS Act, section 17 arrangement with a federal institution does not preclude the
Service from making disclosures to selected officials of the institution.

22 The Service may make disclosures through participation in‘interdepartmental committees.

2.3 The Service shall disclose relevant information and provide advice to other Government
institutions requesting assistance in preparing their threat or risk assessments.

2:33.1 The Research, Analysis and Production Branch shall coordinate the Service's response to those
Government institutions through consultations with other operational branches, and maintain a record of all
institutions requesting advice on risk assessments.

Parliament Security Services

24 The Service shall disclose to the RCMP all threat information relevant to the Security Services of
the House of Commons and the Senate Protective Service.

2:4.1  The Director must approve the disclosure of unique or special information directly to the
Parliamentary Sccurity Services.

Screening
25 Disclosures for purposes falling under scctions 13 and 14 of the CSIS Act are governed by the
Government Security Screening Policy {OPS-108) and Service policies dealing with immigration and
citizenship sccurity screening.

Holders of Public Office

26 Disclosures relating to investigation(s) of holders of public office are to be made in accordance
with the following guidelines from the Privy Councit Office.

NOTE: See OPS-201, "Conduct of Operations - General” and “OPS-202, "Conduct of
Operations - Fundamental Institutions of Society” for policy pertaining to-senior public-officials.

2:6.1  The reporting of any information or intelligence collected pursuant to scction 12 of the CSIS Act

concerning holders of public office shall be at the discretion of the Director.
2,62 The Director shall report to the Prime Minister, through the Secretary to the Cabinet, information or

Moave 1 od 8
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intelligence regarding security intelligence investigations involving persons appointed to public office on
the Pnime Minister's recommendation.

2.6.3 Incases where the Prime Minister has no direct interest, the Director shall report on those holders
of public office to the Minister of Public Safety and Emergency Preparedness.

2.6.4 In'the case of judicial appointments, other than those identified in paragraph 2.6.5, the Director
shall report to the Minister.

2.6.5 The list of holders of public office appointed on the Prime Minister's recommendations consists of:
1) Cabinet Ministers;

i1) Parliamentary Secretaries;

11) Chief Justices of Superior Courts;

1v) Deputy Ministers; and,

v) Heads of agencies and Crown corporations.

2.6.6  All information concering security intelligence investigations of holders of public offices shall
promptly be reported to the relevant Headquarters branch, which will assess the information and prepare a

report for the Director.

3. DISCLOSURE OF INFORMATION TO PROVINCIAL GOVERNMENTS AND
AGENCIES

Conditions

3.1 The Service shall only make disclosures to Canadian provincial governments and agencies under
one of the following conditions:

3.1.1  Pursuant to the general authority contained in the preamble of subsection 19(2) of the CSIS Act;
disclosures made under this condition must benefit the Service in the performance of its duties and
functions.

3.1.2 Pursuant to paragraph 19(2)() of the' CSIS Act.

3.1.3 'When the Minister authorizes the Service to disclose information as his/her agent. (See paragraph
10).

Consultation and Reporting

32 Prior to disclosing information to a provincial govemment or agency pursuant to paragraphs 3.1.1
and 3.1.3 above, the Region will consult with the relevant HQ branch.

3.2.1 The Region will report any disclosure to a provincial government or agency as per OPS-601,
paragraphs 5.4 to 5.5.1.

Warning

ITaye 2 0 8
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33 Provincial access to information legislation has been developed which may affect the ability of
departments/agencies to protect SIS information disclosed to them under the auspices of this policy.

Security assessments

34 The Service may disclose security assessment information to provincial government and agencies
when permitted by an arrangement pursuant to paragraph 13(2)(a) of the CSIS Act.

4. DISCLOSURE OF INFORMATION TO FOREIGN AGENCIES
Arrangement

4.1 In the absence of a CSIS Act section 17 arrangement with a foreign agency, the Service shall only
make disclosures with the approval of the Minister.

4:1.1  In the event the Mimster is unavailable to approve a temporary arrangement facilitating the
disclosure, the Dircctor is authorized to undertake whatewver exchanges or cooperation that are necessary to
address the requirement. The Director will advise the Deputy Minister of his decision and seck the
Minister’s approval as soon as possible thercaftér.

4:1.2° In order to assess potential advantages to the security of Canada, Service employees may, on a
case-by-case basis and with the approval of the Director, have contact with representatives of foreign

agencies having no arrangement with the Service.

4.1.3 Such contacts shall involve only the disclosure of information of a general nature on the Service's
role and interests.

Evaluation

42 Prior to making any disclosure to-a foreign agency, emplovees shall consider:

i) the extent of the authorized agreement between the Service and the ageney;

1) the potential use of the Service's information or intelligence, especially if it concerns Canadians;
ni) Canadian national interests; and

V) the abitity of the foreign agency 1o protect Service information from disclosure under their access to

information laws.
421 If following the evaluation, there is doubt regarding the propriety of making a disclosure to a
foreign agency. the Deputy Director General of Operations of the relevant branch shall decide if the
disclosure should be made.

Foreign Liaison Advisor

43 The Foreign Liaison Advisors within the operational branches shall assist and advise emplovees in
evaluating the conditions of disclosure.

Evidence

[Haye 304 8
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44 The Service shall not disclose to a foreign law enforcement or security intelligence agency, any
information or intelligence obtained in the performance of its duties and functions, if the foreign agency
intends to use the information for evidentiary purposes, unless the Service:

1) consults with Legal Services on the matter; and,

1) obtains the prior approval of the Deputy Director, Operations (DDO).

Unlawful activities

4.5 Information or intelligence obtained by the Service which relates tounlawful activities of a scrious
nature of interest to a foreign country shall be promptly reported to the relevant HQ branch.

431 This information may be disclosed, after consultation with Legal Services, to the relevant foreign
authorities.

5. SELECTIVE DISCLOSURES

Public or private sector

5.1 The Service may, with proper care and caution, make disclosures to members of the public or the
private sector, in order to carry out mandated investigations and programs. Employees may make the
necessary disclosures on a strict nieed to know basis.

5.1.1 When making such disclosures, employees must exercise caution to ensure that:

i) the Service's sources and methodologies are protected to the fullest extent possible; and,

i) the nights, privacy and employment of an individual are not unnecessarily placed at risk.

NOTE: See OPS-201, "Conduct of Operations - General" and OPS-202, "Conduct of
Operations - Fundamental Institutions of Society™.

6. DISCLOSURE OF INFORMATION RELATING TO THE SECURITY OFFENSES ACT
Jurisdiction
6.1 The RCMP has the primary responsibility to perform duties assigned to peace officers in relation to

any offence 1n section 2 of the Security Offenses Act.. "Threats to the security of Canada” defined in
section 2 of the CSIS Act, constituie security offenses.

Discussions
6.1.1  When the Service and police forces other than the RCMP are holding discussions on matters likely
to overlap the enforcement of security offenses, the RCMP should be informed or invited to attend the

discussions.

6.12  This provision does not preclude routine liaison and exchange of  information between the Service
and police forces other than the RCMP.
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Provision of Informatien and Intelligence

6.2 The Service will disclose to the RCMP, on a timely basis or upon specific request, information and
intelligence relevant to RCMP responsibilities in relation to security offenses, inaccordance with the
Memorandum of Understanding between the RCMP and the Service.

6.2.1 The Counter Terrorism Branch has adopted specific procedures for disclosures to the RCMP (see
OPS-602-1, "Procedures - Disclosure of Security Information or Intelligence to RCMP").

Liaison
63 The RCMP liaison officers posted in the Service's regional offices and H) arc granted access to
Service information and intelligence to identify what may be of interest to the RCMP regarding their
respounsibilitics i the enforcement of the Sccurity: Offenses Act.
6.3.1  Following identification, the RCMP liaison officer requests the disclosure of information or

intelligence.  Upon the Service concurrence, disclosures to the RCMP are made by using the formal
disclosure channels agreed upon by the two agencies.

HQ or Region

6.4 A regional or HQ Director General (or designate) may-authorize disclosures to the RCMP
regarding security offenses.

Judicial proceedings
65 The provision of advisory letters to the RCMP allowing the RCMP to use: Service information or
intelligence m judicial proceedings (e.g. the obtaining of warrants, evidence in court) shall be approved by
the relevant HQ Director General.  (In some instances, a higher level of authority may be required, refer to
paragraph 7 of the CSIS-RCMP MOU.) '
Emergencies
6.6 In emergencies where immediate police action 18 required to prevent unlawful activity of a sertous
nature against persons or property, employees may promptly report to the police force with the primary
Junisdiction and the RCMP shall be advised as soon as possible thereafter.
6.6.1 The regions shall immediately advise HQ after making such disclosures.
7. DISCLOSURE OF LAW ENFORCEMENT INFORMATION
Discretion
7.1 Paragraph 19(2)(a) of the CSIS Act, gives the Service discretion to disclosc incidental information
obtained in the performance of its dutics and functions, if the information may be used in the investigation

or prosecution of an alleged contravention of any law of Canada or a province.
7.1.1  This information mayv be disclosed to:

1) A peace officer having jurisdiction to investigate the alleged contravention; and,
1) The Attorney General of Canada and the Atrornev General of the province in which the

Maye 5o 8 >

— Tab/Onglet 11 Page 85¢. .

50f8 AGC0963



OPS-602 Operations Policies and Procedures Confidential
2001-11-28

proceedings in respect of the alleged contravention may be taken.

Authority

72 The relevant HQ or regional Director General may authorize disclosures of law enforcement
information; the DG may designate employees who will be responsible for making such disclosures.

73 Regions shall advise Headquarters in a timely fashion of disclosures to local law enforcement
agencies.

7.4 Employees shall weigh the seriousness and consequences of the alleged contravention against the
impact of the disclosure on the Service's operations.

Serious unlawful activities
73 When there are reasonable grounds to suspect unlawful activities of a serious nature, the Service
may report these suspicions to a peace officer having primary jurisdiction to mvestigate the alleged

contravention.

7.5.1 Should the Service determine that the disclosure of such information would be detrimental because
of operational or national interests, it shall immediately refer the matter to the Minister.

State of information
7.6 The Service should not comment upon or analyse information for the benefit of law enforcement
agencies, beyond what is required for comprehension. However, the Service may comment on the

reliability of the source-of information without revealing the source's identity.

7.7 Procedures as detailed in OPS-602-2 are to be followed when disclosing law enforcement related
information to peace officers other than the RCMP.

8. DISCLOSURE OF INFORMATION UNDER 19(2) (b) AND {c) OF THE CSIS ACT
Discretion
8.1 The CSIS Act provides the Service the discretion to disclose incidental information obtained in the
performance of its duties and functions, if this information relates to the conduct of the intemational affairs
of Canada or to the defence of Canada.
Foreign Affairs or National Defence
82 Disclosures under paragraph 8.1 may accordingly be made to:
1) the Secretary of State for Foreign Affairs or the Minister of National Defence; or,
i1) persons designated for this purpose by the responsible Minister.

Research, Analysis and Production Branch

83 Pertinent incidental information shall promptly be forwarded to the Research, Analysis and
Production Branch (RAP) with appropniate comments, source assessment and recommendations.

IToye 6 o 8§
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8.3.1 RAP will coordinate the disclosure of the information to Foreign Affairs and National Defence. If
necessary, RAP will consult with the appropriate operational branch before disclosing the information.

832 The DG RAP or designate may authorize disclosures of paragraphs 19(2)(b} and {c) of the CSIS
Act spin-off information.

State of information
84 RAP may comment on or analyse incidental information for the benefit of the recipient department
and comment on the reliability of the source of information and should avoid, when possible, revealing the
source's identity.
9, DISCLOSURE OF INFORMATION IN THE PUBLIC INTEREST
Discretion '
91 Paragraph 19(2)(d) of the CSIS Act gives the Service the discretion to disclose incidental
information obtained in the performance of its duties and functions if, in the opinion of the Minister, the
disclosure is essential 10 the public interest and that interest clearly outweighs any invasion of privacy that

could result from the disclosure.

9 1.1  The Minister may authorize the Service:to disclose the information to:

1) any minister of the Crown;
i) a‘person in the public service of Canada. v
Director

92 The relevant HQ branch shall promptly forward through the Assistant Director, Operations
{ADO) to the Deputy Director; Operations with appropriate comments and source assessment,
information which may be disclosed in the public interest. The HQ Branch shall also.advise the
Ministerial Liaison Unit of the Secretariat who will coordinate correspondence with the Department of
Public Safety and Emergency Preparedness.

9.2.1  The Director is responsible for making the disclosures to the authorized recipients. 2
Report to SIRC

93 The Dircetor shall. as soon as practicable, submit a report to the Security Intelligence Review
Committee {SIRC) regarding disclosures made in the public interest:

10. SPECIAL DISCLOSURES
Minister's agent

10.1  The Service shall only make disclosures outside the Government of Canada in accordance with this
policy. In instances where the Service believes that the national interest warrants the disclosure of security
information or ntelligence outside the Government of Canada, the Service may recommend to the Minister
that such information be disclosed by him/her,

IMave 7 06 8
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10.1.1 If the Minister does not exercise this discretion, he/she may authorize the Service acting as his/her
agent, to make the disclosure to:

1) Members of Parliament and Senators who are not Ministers of the Crown;
ii) governments, elected officials and institutions of the provinces and municipalities;,
11} the private sector.

Report to SIRC

102  The Director shall, as soon as practicable, submit a report to the Secunty Intelligence Review
Committee (SIRC) regarding disclosures made in the national interest.
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SECRET CEO

INTELLIGENCE REQUIREM ENTi iD11l12

INTELLIGENCE REQUIREMENTS 2011/2012 - PROCEDURES

The following Intelligence Requirements Documents (IRDs) have been prepared by IAB in consuliation with
CSIS operational branches. They reflect both Service and Government of Canada (GoC) intelligence
requirements and are intended to guide CSIS collection and reparting.

intelligence Requirements (IRs) are not collection autharities. They represent a collation of requirements and
interests that will enable CSIS to effectively advise the GoC about threats to Canada and Canadians, and to
meet Ganada's broader foreign policy, trade, and commercial interests. Any collection against these
requirements mustbe done in accordance with the appropriate Section 12 targeting authority, orunder Section
16 where ministerial approval has been granted.
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CAVEAT

This document is theproperty of the Canadian Security Inizlligence Serviceand may constitue "speci al operationalinformation”
as defined in the Security of Tnformation Act. 1t s loaned fo your agency/department in confidence. The document nustnot be
reclassified or disserninated, in whole or in part, without the consent of the oginatar,

Canadian deparupents, agencies or prganizatons: This decument constitutes a record which may be subject to mandatory
exsmption under the Access to Information Act or the Privacy Act. The infomuation ur intelligence may also be protected by
the provisions of the Canada Evidence Act. The information or intelligence nust not be disclosed or wsed as evidence without
prior coasultation with the Canadian Secunty Intelligence Service.

Foreign agencies or organizations: This document is lbaned to your agency.depariment in confidence, for intemal use only. It
must not be reclassified or disserminated, in whole or in part, without the cansent of the originator. if you are subject to freedom
of information or other laws which do not allowyouto protect this information from disclosure, notify CSIS immediately and
refurn the document.
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HEAD, TAB - TERRORISM / EXTREMISM

This document is the propetty of the Canadian Security Intelligence Service (CSIS). It is loaned 1o
your agency / department in confidence, for internal use only. It must not be reclassified or
disseminated, in whole or in part, without the consent of the originator. If you are subject to freedom
of information or other laws which do not allow you to protect this information from disclosure,
notify CSIS immediately and return the document.

This document is the property of the Canadian Sccurity Intelligence Service and may constitute
“special operational information” as defined in the Security of mformation Act. It is loaned to your
agency / department in confidence. It must not be reclassified or disseminated, in whole or in part,
without the consent of the originator.

Since disclosure of information contained in this document might be injurious to national security, the
Canadian Security Intelligence Service (CSIS) objects to its disclosure before a court, person or any
body with jurisdiction to compel its production or disclosure. The CSIS may take all steps pursuant to
the Canadu Evidence Act or any other legislation to protect this information or intelligence from
production or disclosure.”

This information is provided to your agency for intelligence purposcs only. Notwithstanding other
caveats on this information, if your agency’s use or disclosure of the information results in the
detention of a person or the taking of any action against a person, such action must be in accordance
with intemational law, including the United Nutions Convention against Torture and Other Cruel,
Inhuman, or Degrading Treatment or Punishment,

Page 9 of 9

Tab/Onglet 2 Page 16

20 of 42 ~ AGC0965




Intelligence Assessment

7

?jﬁ Evaluation du renseignement

20130123

Page 1 of 11

21 of 42 AGC0965




SECRET / CEO

20130123

Page 2 of 11

22 of 42 AGC0965




SECRET /CEOQ

2013 01 23

23 of 42 AGC0965




SECRET /CEQO

2013 0123

Page 4 of 11

24 of 42 AGC0965




SECRET /CRO

2013 01 23

Page 5 0f 11

25 of 42 AGCO0965




SECRET /CEO

2013 01 23

Page 6 of 11

26 of 42 AGC0965




SECRET / CEO

20130123

Page 70f 11

27 of 42 AGC0965




SECRET /CEQ

20130123

Page R of 11

28 of 42 AGC0965




SECRET /CEO

2013 91 23

Page 9 of 11

29 of 42 AGC0965




SECRET / CEQ

2013 01 23

Page 10 of 11

30 0f 42 AGC0965




SECRET /CEO

2013 0123

For information on Topics Related to this Intelligence Assessment
Please see the Following Service Products:

CAVEAT

This document is theproperty ofthe Canadian Security Intelligence Serviceand may constitute “special operational information™
asdefined in the Security of Information Act. It is loaned to your agency/depariment in confidence. The document mustnot be
reclassified or disseminated, in whole ot in part, without the consent of the ori ginator.

Canadian departiments agencies or organizations: This document constitutes a record which may be subject to mandatory
exemption under the Access to Information Act or the Privacy Act. The infornation or intelfigence may also be protected by
the povisions of the Canada Evidence Act. The information or intelligence nust pot be disclosed or used as evidence without
prior consultation with the Canadian Security Intelligence Service.

Foreign agencies or organizations: This document is loaned o your a gency/department in confidence, for internal use only. It
must not be reclassified or disseminated, in whole or in part, without the consentof'the oviginator. 1 you are subject to freedom
of informmation or other kaws which do not allowyou to protect this infoapation from disclosure, notify CSIS immediacely and
retwrn the document.
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This documert is theproperty ofthe Canadian Security Intelligence Serviceand may carstitite "special operationalinformation”
as defined in the Security of Tnformation Act tis loaned to your agency/depariment in confidence. The document mustnot be
reclassified or disserninated, in whole or in part, without the consent of the ori ginator.

Canadian departments, agencies or organizations: This document constinates a record which may be subject to mandatory
exemption under the Access 1o Information Act or the Privacy Act. The information or intel ligence may also be protected by
the provisions of the Canada Evidence Act. The information ot intelligence rust not be disclosed or used as cvidence without
prior consnltation with the Canadian Security Intelfigence Service.

Foreign agencies or organizations: This document is loaned to your agency/department in confidence, for internal use only. It
must not bereclassified or disseminated, in whole or in part, without the consent of the originator. If you are subject to freedom
ofinformation or other laws-which do not all ow you to protect this infomatioa from disclosure, notify CSIS immediately and
refurn the document.
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From:

Sent: Tuesday, November 24, 2015 10:40 AM

To:

Subject: As discussed

Attach: JAB CONTACT REPORT 25.docx; IAB CONTACT REPORT 13 .docx

Classification: Secret
Classification: Secret
Not for PA / Ne pas classer

SUBJECT Briefing to Deputy Premier, Province of New Brunswick {PNB) —— - Briefings,
Presentations and Advice to GoC

ISSUE  On 2015-07-20 an I1AB Strategic Analyst and the RDG-AR delivered a 30 minute presentation to the
Deputy Premier, GNB {also Minister of Public Safety and Justice), the DM and DG of Public Safety, GNB. The
Assistant Commissioner and Superintendent {J Division RCMP) also attended.

A group discussion and Q&A followed the presentation. The GNB representatives
were very thankful for the briefing.

ACTION IAB continues to support our partners and our regional offices.
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Other Considerations:

We would ask that questions or concerns from the Regions be coordinated through the respeciive DDG
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