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Introduction

The BCCLA is pleased to make this submission to the Consultation on Canada’s National
Security Framework. We have commented in various fora as part of this consultation process
and this document summarizes many of our positions on the matters being addressed in the

consultation.
In this document we address:
- The need to repeal the dangerous and unjustified powers granted by Bill C-51;

- The need to respond to the crisis of accountability in national security with a

three-tiered accountability framework;
- The need to include efficacy review in the accountability framework;

- The need to repeal the Ministerial Directions allowing for the sharing of information
derived from or likely to lead to torture;

- The need to ensure Canadian citizens are protected against foreign prosecutions

relying on evidence derived from torture;
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- The need to bring appropriate judicial oversight to the activities of the Canadian
Security Establishment (“CSE”);

- Recommendations with respect to new digital investigative powers and procedures;
and

- The need to end the culture of impunity with respect to law-breaking by national
security agencies and to squarely address the issue of the appropriateness and
effectiveness of bulk data surveillance and data analytics in the national security

context.

“Accountability” does not remedy dangerously flawed and over-broad laws

Having taken part in this consultation process in a variety of ways, we have become aware of a
troubling discourse from public officials regarding the radical expansion of powers that were
introduced by the Anti-Terrorism Act, 2015, S.C. 2015, c. 20 (“ATA, 2015”) (still known to many
as “Bill C-517). Public officials have expressed the view that the ATA, 2015 is too enmeshed in
systems at this juncture for extensive reform and that we should therefore concentrate on how to
improve matters “going forward”. In particular there has been a very great emphasis placed on
accountability mechanisms, specifically the role of the Parliamentary Committee that would be
created by Bill C-22.

While we welcome the important discussion about the role of Parliamentarians in national
security accountability, it must be bluntly stated that no committee, or any oversight mechanism,
however constituted, can make amends for or provide meaningful accountability in the face of

dangerous and recklessly overbroad powers granted to agencies working within national security.

It is imperative that the powers afforded to agencies involved in national security be measured,
proportionate and demonstrably needed. ATA, 2015 fails to meet this test.

We continue to support the complete repeal of the ATA, 2015. No aspect of that legislation was
ever demonstrably justified and the radical expansion of powers presents an even graver danger
to the rights and security of Canadians in light of the now-anticipated reshaping of U.S. national

security policy.



If anything, since the ATA, 2015 was passed, the arguments for its repeal have increased and
strengthened.

For example, while we continue to see no security interest in the expansion of terrorism speech
offenses brought in by the ATA, 2015, we now have further concerns related to their potential for
undermining the radicalization prevention efforts that are an important focus of the national
security framework. The message of tolerance and democracy, which is the counter-narrative to
violence, has no credibility where it criminalizes general extremist views. Criminalizing these
views alienates from their communities individuals at risk of radicalization to violence,

increasing their risk and decreasing the potential for meaningful intervention and prevention.

In another example, our reasons for opposing the new CSIS “threat disruption” powers are
unchanged, but we now add to those arguments further evidence of the extremely troubling
pattern of CSIS breaching its duty of candour and seriously misleading and failing to proactively

disclose relevant information.

The crisis of public confidence in security agencies is a matter we will address in more detail
below. But we note at this juncture that alarm and dismay at the conduct of CSIS in its ex parte

application processes are increasingly evident.

Note the extraordinary statement of concern made by the court in the recent case of X (Re), 2016
FC 1105, at para 108:

... I find that the CSIS has breached its duty of candour by not informing the
Court of its associated data retention program. In X (Re), cited above, my
colleague Justice Mosley, on a different factual basis, also concluded that a breach
of the duty of candour had occurred. | make a similar finding three (3) years later.
| wonder what it will take to ensure that such findings are taken seriously. Must a
contempt of Court proceeding, with all its related consequences, be necessary in
the future? (emphasis added)

In another example, we also now have insight that was not available at the time Bill C-51 was
being debated as to how possible legislative safeguards might operate in the context of the
Security of Canada Information Sharing Act, S.C. 2015, c. 20, s. 2 ("SCISA").



Proponents of SCISA have argued that the troublingly low thresholds for disclosing Canadians’
personal information under SCISA would be tempered by the Privacy Act, R.S.C., 1985, c. P-21,
and any other governing legislation, including the Canadian Security Intelligence Service Act,
R.S.C., 1985, c. C-23 ("CSIS Act"). We have now seen how effectively the CSIS Act has served
to protect innocent Canadians from bulk data collection by CSIS.

Here is the alarming conclusion of the first-ever audit of the vast quantities of Canadians’ data
held in the CSIS bulk data holdings: “SIRC found no evidence to indicate that CSIS had
appropriately considered the threshold as required in the CSIS Act.™

No evidence to even indicate appropriate consideration would seem to speak to a near-contempt
for the need to abide by the applicable law. At the very least, we can have no confidence that the
damage caused by SCISA to Canadians’ privacy rights is being ameliorated elsewhere. Indeed,

it appears that the damage caused by SCISA is being mirrored elsewhere.

Given that our position calling for the repeal of the ATA, 2015 is unchanged and that we have
previously made extensive submissions on that piece of legislation, which includes topics that
are being canvassed as part of this consultation, we incorporate our prior submissions for your

review as Appendix A.

The failure of Bill C-22 to bring meaningful accountability to national security

We are not aware of anyone who opposes the creation of a Parliamentary Committee to review
national security agencies. However, there is an increasingly widely held view among those who
have examined Bill C-22 that the current proposal is insufficient and will fail to create public

confidence.

The BCCLA'’s concerns about Bill C-22 track very closely the concerns that were raised in a
detailed brief on the subject by the Samuelson-Glushko Canadian Internet Policy and Public
Interest Clinic (“CIPPIC”).

The most critical concerns are:

! Security Intelligence Review Committee, Maintaining Momentum: 2015-2016 Annual Report, (Ottawa, ON:
Public Works and Government Services Canada, 2016), p. 24, available at http://www.sirc-
csars.gc.ca/pdfs/ar_2015-2016-eng.pdf
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- The lack of independence of the Committee (which is apt to be, and be perceived as, a

mere extension of the Executive);
- The inability of the Committee to ensure it receives relevant information;
- The inability of the Committee to initiate independent investigations; and
- The inability of the Committee to ensure substantially complete and robust reporting.

Canada has been singularly remiss in its failure to introduce this national security accountability
measure that many of our allies have long considered rudimentary. In undertaking this
long-needed reform, it is deeply concerning that Canada is proposing to replicate many of the
acknowledged mistakes, since remedied, by jurisdictions that have had longer experience with

such models.

Bill C-22, as it stands, represents a model of committee known to be flawed and inadequate. It is
completely untenable to suggest a wait-and-see approach to a model that is already a cautionary

tale and exemplar of what does not work.

Further, in addition to the myriad inadequacies of Bill C-22, there has been disappointingly little
discussion of, and no concrete proposal to address, the need for complementary integrated expert
review of all the agencies involved in national security, including those that currently operate
with minimal or no oversight, like Canada Border Services Agency (“CBSA”) and Financial
Transactions and Reports Analysis Centre (“FINTRAC”).

Although the name may not represent the ideal model, the term “super-SIRC” is often used to
discuss this integrated expert review. The need for a means of achieving a “super-SIRC” review
cannot be overstated and is long overdue, having been vigorously recommended as long ago as

the O’Connor Commission.

In addition to “super-SIRC” we also advocate for the UK and Australian model of independent
monitoring. Canada has a great need for an independent monitor, with robust access to secret
information, who is charged with providing an expert analysis of existing and proposed national

security and national security-implicated legislation.



In our view it is implicit, but we will be explicit nonetheless: these accountability mechanisms
must be adequately resourced. We emphasise this point in light of the under-resourcing of even
the current, sole-agency, expert review bodies. See, for example, the article by lan MacLeod
titled "Spy watchdog that triggered scathing rebuke of illegal CSIS activities facing job cuts",
which reports the failure to provide long-term funding commitments to bodies as integral to
national security accountability as SIRC.?

Why the three-tiered model of accountability is needed
There is no question that this three-tiered approach would create an accountability infrastructure
that is more extensive than for other areas of government. However, this is necessary for two

reasons.

1) There currently exists a clear crisis of accountability with respect to Canadian national

security agencies.

Canada has an unhappy reputation with respect to accountability in the national security realm.
Canada was silent in response to the sweeping surveillance abuses disclosed by the Snowden
revelations despite our indisputable involvement as a member of the Five Eyes and the obvious
concerns for Canadians’ rights. The on-going failure to implement the recommendations of three
critically important major inquiries on national security matters (the "Air India Inquiry”, the
“O’Connor Inquiry”, the “lacobucci Inquiry”) has further eroded public trust and confidence.

And, as previously touched on, even since this consultation began some months ago, we have
seen stunning new evidence of a culture of impunity in relation to national security agencies’
conduct. Specifically we have come to understand CSIS as essentially unmoored from
lawfulness in an important range of its activities. CSIS has been discovered to have breached its
duty of candour to the Federal Court with respect to warrants of more than one kind, in some
cases for more than a decade. And, on the basis of recent Federal Court findings on bulk
metadata warrants and the SIRC report’s findings on the CSIS bulk data sets in total, it is now
known that it is possible that the majority or even the entirety of bulk data in the CSIS holdings
constitute illegal spying on Canadians.
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Available at
http://www.theprovince.com/news/national/watchdog+that+triggered+scathing+rebuke+illegal+csis/12352942/story
.html
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2) National security accountability is unique

While all arenas of government require accountability, national security is unique in the
seriousness of the consequences for both failures and abuses, the degree of operational secrecy

required, and the extent to which secrecy claims can be abused.

There is a growing recognition that one of the foremost challenges with respect to national
security accountability is unearthing the numerous “secret laws” that are actually guiding the
operation of our national security agencies. Canada’s national security landscape is replete with
secret laws that have no place in a democracy, where it is a fundamental aspect of the rule of law

that laws be knowable and challengeable.

Secret laws come in many guises including secret legal opinions that provide de facto authority

to interpret the provisions of statutes in ways that range from unlikely to subverting.

The recent history of national security operations among the Five Eyes is rife with de facto secret

laws achieved by means of dubious statutory interpretation.

Here is an example recently cited by CIPPIC in its testimony before the House of Commons
Standing Committee on Access to Information, Privacy & Ethics. The United States granted the
NSA powers of data collection in 2006 that were intended to be limited by a standard of
“relevance”. It was unknown for many years that the standard was being interpreted to mean the

opposite of what the drafters had intended.

The reaction of USA PATRIOT Act co-author Jim Sensenbrenner upon
discovering the scope of the application arising from this ‘relevance’ standard
following disclosures by former NSA contractor Edward Snowden is telling, and |
quote:

We had thought that the 2006 amendment, by putting the word
‘relevant’ in, was narrowing what the NSA could collect. Instead,
the NSA convinced the Fisa court that the relevance clause was an
expansive rather than contractive standard, and that’s what brought
aboutgthe metadata collection, which amounts to trillions of phone
calls.

® Tamir Israel, Oral Testimony of the Samuelson-Glushinko Canadian Internet Policy & Public Interest Clinic
(CIPPC) on Security of Canada Information Sharing Act Enacted by Bill C-51, (November 22, 2016), para. 7; see
also Dan Roberts, "Patriot Act author prepares bill to put NSA bulk data collection 'out of business', published



SCISA also uses a “relevance” standard for authorization for collection and disclosure. To the
legislators who passed this law, this might be assumed to mean relevant to the context of a
specific investigation of security threats and not “relevant” to facilitating a population-based
dragnet of on-going, wholesale personal data collection. But that interpretative exercise is likely
to occur outside the purview of the public, democratic domain and it could take many years
before it is known how SCISA is in fact being operationalized.

The most recent SIRC report includes another timely example. This example pertains to
interpreting the legal standard for collection of data under the CSIS Act. In SIRC’s report we
discover that CSIS takes the view that when it collects the personal information of Canadians
that is open source and publically available, that the collection is not “collection” for the
purposes of the statute and CSIS is, on that legal interpretation, allowed to take any and all of
that personal information and use it in any fashion, without regard for the standard of “strict
necessity” set out in the CSIS Act. Collection that is not “collection”, like the stretching of the
concept of “relevance”, is a very familiar trope in national security agencies extending their

surveillance powers beyond their statutory remit.

Secret laws also include secret ministerial direction and authorization and the secret body of law

that grows from secret trials.

To restore confidence in the accountability of our national security agencies, the members of the
three-tiered accountability model (Parliamentary Committee, integrated expert review, and
independent monitor) must undertake a thorough audit of the many aspects of illegitimate
secrecy that undermine the rule of law. This audit would separate "secret laws" from arenas of
legitimate operational secrecy and bring "secret laws" out of the shadows and into the domain of

democratic process and accountability.

FINTRAC
Another component of the work that is urgently needed from the three-tiered accountability
model is efficacy review. Long standing questions about the efficacy of various aspects of the

national security infrastructure must be addressed. Not only is this essential for public safety,

Oct. 10, 2013 by The Guardian, available at https://www.theguardian.com/world/2013/oct/10/nsa-surveillance-
patriot-act-author-bill
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but programs cannot make a claim to proportionality and necessity without being able to
demonstrate their efficacy. FINTRAC is an example of a national security agency that has thus

far failed to demonstrate its efficacy.

FINTRAC has no specifically designated body for review, although it is subject to intermittent
auditing by the Office of the Privacy Commissioner of Canada (“OPC”). The OPC audits have
consistently demonstrated deeply troubling over-collection and excessive retention of personal
information by FINTRAC. This is a problem that is increasingly serious in scope. FINTRAC
itself has long maintained that one of its primary safeguards for privacy is its independence from
law enforcement. However, the almost unfettered access to information sharing authorized by

SCISA now makes that “independence” essentially fictional.

Clearly there are legitimate concerns about privacy with respect to FINTRAC and a pressing
need to assess FINTRAC’s proper mandate and role in relation to the other national security
agencies given the highly problematic blurring of mandates caused by SCISA. However, in
order to make this assessment with respect to FINTRAC’s role, we would need to review its

efficacy. What we know currently is not encouraging.

The OPC’s audit reports echo the assessment on efficacy cited in the March 2013 Report of the
Standing Senate Committee on Banking, Trade and Commerce, which includes its conclusion in
its title: “Follow the Money: Is Canada Making Progress in Combatting Money Laundering and
Terrorist Financing? Not Really (available at
http://www.parl.gc.ca/Content/SEN/Committee/411/BANC/rep/rep10mar13-e.pdf).

There appears to be a dearth of information to accurately assess whether FINTRAC is meeting
its objectives. No empirical evidence is being generated, to our knowledge, to suggest that the
agency is successfully accomplishing its mission. To the contrary, what little evidence is
available could only suggest either that there is considerably less terrorist financing than feared,

or that the agency is not proving very effective at addressing it.

And yet, much of the response to this situation of genuinely failing to understand the need and
the efficacy of the program is simply repeated urgings for more and more invasive powers,

broader disclosures of sensitive, highly prejudicial personal information, more onerous



administrative burden on the private sector, and more resources for FINTRAC and agency

partners.

FINTRAC represents but one of many aspects of the national security infrastructure that requires
efficacy review for a sober assessment of what the genuine need for the programs are, and
whether the programs in their current form are the most efficacious, accountable and
rights-protective means of addressing the need.

Torture

Canada has a shameful history of complicity in torture. Canada’s involvement in horrific
practices includes active support for the Central Intelligence Agency (“CIA”) torture program,
including facilitating extraordinary renditions and helping to identify victims of such renditions,

Maher Arar among them.

Currently, Canada is defying the recommendation of the O’Connor Commission with respect to
policies governing circumstances in which Canada supplies information to foreign governments
with questionable human rights records and the need for an absolute prohibition on providing
information to a foreign country where there is a credible risk that it will cause or contribute to

the use of torture.

Indeed, despite the UN Committee against Torture calling for Canada to amend the dangerous
practice, CSIS, the Royal Canadian Mounted Police (“RCMP”), the CBSA, CSE and the
Canadian military all operate under Ministerial Directions which allow for collaborations and
information sharing with foreign government agencies, even if the information conveyed is

derived from torture or torture may result.

At no time has this ever been acceptable. Torture is wrong and complicity in torture is wrong.
Not only is it a violation of the most foundational of human rights, for which there is simply no
justification, but it is dangerous from a national security perspective. As military and security
experts have long pointed out, torture is not an effective means of acquiring intelligence. In fact,

it is almost guaranteed to provide faulty intelligence.

There is a great urgency for Canada to withdraw the existing Ministerial Directions on

information sharing and torture. The chief prosecutor of the International Criminal Court has
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indicated her intention to investigate U.S. personnel for torture. Very significantly, the
International Criminal Court’s annual report outlined its findings on these alleged crimes, noting

that they:

... were not the abuses of a few isolated individuals. Rather, they appear to have
been committed as part of approved interrogation techniques in an attempt to
extract ‘actionable intelligence’ from detainees.”

Further, as the President-Elect of the U.S. expressed vigorous support for torture in his
campaigning, there is simply no justification for any attempt to dismiss concerns about

information sharing and torture as remote or hypothetical.

Canada’s current information sharing practices and protocols are in stark violation of the most
basic human rights. It is imperative that Canada commit to a clear legal prohibition on sharing of

information likely to be derived from or lead to torture.

Also on the topic of information derived from torture, we must raise the issue of extradition, and

specifically the case of Hassan Diab.

Professor Diab is a Canadian citizen who was extradited by Canada to France where he was
sought in connection with a bombing, on the basis of evidence that the judge in the Canadian

29 ¢ 9% ¢

extradition proceedings termed “very problematic”, “suspect”, “convoluted” and “very
confusing”. Mr. Diab has endured years of imprisonment without trial and was surrendered by
Canada despite the documentation of France’s willingness to use evidence derived from torture,

in direct contravention of the exclusionary rule well-established in international law.

We have the gravest concerns that Mr. Diab’s case is one of very serious injustice, and that
Canada is failing to ensure that Canadian citizens are protected against foreign prosecutions

relying on evidence derived from torture.

In our view, there are only two ways that Canada can properly protect its citizens in such
circumstances. The first option is to refuse the surrender altogether. The principles of comity

and good faith — which are important in international relations and in matters of diplomacy —

* The Office of the Prosecutor, International Criminal Court, Report on Preliminary Examinations and Activities
2016, (November 14, 2016), p. 47, available at https://www.icc-cpi.int/iccdocs/otp/161114-otp-rep-PE_ENG.pdf
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must give way where rights violations would result. Alternatively, Canada could surrender
subject to strict conditions that the accused would not be tried based on evidence potentially

derived from torture.
Canada’s priority must be the protection of its citizens.

Appropriate Judicial Oversight of the Activities of the CSE

The BCCLA is currently in litigation with respect to the surveillance of Canadians by the CSE.
We have heard, verbally, from the Minister of Public Safety that the government is committed to
reforms in the oversight of the CSE. We urge the government to bring the activities of the CSE

into compliance with Canadians’ Charter rights.

Digital Investigative Powers

The Green Paper on the National Security Consultation includes a series of proposed expansions
of police powers with respect to digital investigations. These powers do not pertain exclusively
or even primarily to national security, but are rather general policing powers. We have

commented on many of these extensively, but summarize some of our views here.
1) Basic Subscriber Information

What is currently termed Basic Subscriber Information (“BSI”) is information about a
telecommunications’ customer and can include their name, address, phone number, email

address, Internet Protocol (“IP”’) address and mobile device’s unique identifier (“IMSI number”).

As the Supreme Court of Canada set out in R. v. Spencer, 2014 SCC 43 (“Spencer”), there is a
significant privacy interest in this information because it has the potential to expose a detailed
biographical profile. The Spencer decision confirmed that this is not information that can be

available to the police merely for the asking.

There are indications that the police would like to see an administrative-type warrant for this
information, which would amount to a self-authorization regime, in which an officer is

authorized by a designated officer to acquire BSI. We say that such an approach is insufficient.

Recommendation: BSI must be protected by court oversight on a standard appropriate to its

significant privacy interest.
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2) Data retention

Preservation Orders are currently available from a judge on a very low standard to preserve
digital information that police fear may be destroyed before warrants can be sought. The Green
Paper queries whether companies should be required to retain customer data for long periods of

time, just in case any of the data were to be sought by police in the future.

Extensive personal data retention is a security risk. Retaining personal data that is not necessary
for a business purpose increases the risk of data breaches and violates a fundamental principle of

data protection.

In addition, blanket data retention of the data of innocent people on a population-wide basis is
very likely to be found a breach of the Charter. In 2014, the Court of Justice of the European
Union struck down the EU “Data Retention Directive” as a breach of the Charter of

Fundamental Rights of the European Union.

Recommendation: Evidence must be produced to show that current powers are insufficient

before any consideration should be given to an approach that would weaken data protection for

all Canadians and has already been rejected in Europe as a violation of fundamental rights.
3) Compelled Passwords/Decryption

Police have proposed that courts should be able to order individuals and businesses to provide

passwords or facilitate decryption of materials that police have a warrant for acquiring.

Given that there is already legislation (Protecting Canadians from Online Crime Act, S.C. 2014,
c. 31) that gives judges the ability to attach an assistance order to any search warrant,
interception order, production order or other form of electronic surveillance, we take it that

assistance from businesses is already available through these means.

Presumably the innovation sought relates to an order than would compel an individual
suspect/accused to supply their password/decrypt to their own communications. Such a proposal
is novel in Canadian law and such compulsion would clearly implicate the right against

self-incrimination.
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Recommendation: No proposal should be explored until we have court decisions on compelled

passwords in the context of inspections by Canada Border Services Agency. There are cases that
are already in progress and they will provide important guidance. If compelled passwords are
not constitutional with respect to inspections at the border (where courts have ruled that there is a
lower expectation of privacy), they certainly will not be constitutional in the setting of the

ordinary criminal law.
4) Mass Surveillance Warrants

The Green Paper does not discuss a topic of great concern to many Canadians following
revelations of Canadian police using mass surveillance devices called IMSI Catchers, more

usually known as “Stingrays”.

These are devices which intercept cellphone data. It is clear that the police are using these
devices despite a number of police agencies maintaining a “neither confirm nor deny” stance

with respect to their use.

Our current understanding is that police agencies are probably getting court authorization for use
of the devices, although we have reason to believe those authorizations are likely to be overbroad
and leave the matter of what to do with the hundreds or thousands of people’s data that are not

the subject of the search entirely to the discretion of the police.

We do not know if CSIS is using these devices, but we do know that CSIS has refused to even
confirm to Parliament whether they take the position that they require a warrant if they were to
use such devices (this is, incidentally, yet another example of secrecy invoked illegitimately with

respect to a question of lawful authority and not in relation to operational matters).

In addition to mass surveillance devices, like Stingrays, the police also use mass surveillance
techniques, like “tower dumps”, which are production orders for phone records of massive
numbers of people. We have seen an important recent court case (R. v. Rogers Communications,
2016 ONSC 70) in which the warrants sought for “tower dumps” were found to be
unconstitutional for sweeping over-breadth (affecting tens of thousands of people who were not

the subjects of the investigation). The court also expressed concern that there were no statutory

14



limitations on the police retaining the data of people who were never the suspects with respect to

the warrants.

Recommendation: There should be a new warrant process designed specifically for mass

surveillance technologies and techniques. This warrant would ensure that law enforcement have
these investigative tools available when necessary, while ensuring that individuals’ rights are
protected. Germany has specific laws relating to Stingrays that could provide guidance for the
development of this warrant process. These warrants should also be required by intelligence

agencies.

The culture of impunity and the need for evidence-based policy and law

If there is, as evidence is increasingly showing, a culture of impunity in our national security
agencies, it is likely in part caused by the habitual lack of repercussions for violations of the law
in this sphere. To our knowledge, the government would be hard pressed to come up with
examples of consequences brought to bear on national security personnel found to be violating
the law. Indeed, evidence would suggest that a typical “consequence” of the discovery that
national security agencies are breaking the law is to quickly change the law to accommodate the

violation, not punish the violator.

It should be entirely unsurprising that, in the arena above all others that we are told we must

invest trust and allow secrecy, this pattern of encouraging impunity has been corrosive.

In our Association’s view, the arena in which it appears likely that we may see a continuance of
this pattern relates to the CSIS Act and its legal standard for data collection and use that has, on

current evidence, been regularly violated for at least a decade.

The dangers of amending the CSIS Act to accommodate the illegal surveillance of Canadians are

two-fold.

First, as just set out, the government would be complicit in endorsing law-breaking as a means to

achieve law reform and further undermine public trust.

Second, much of what we have discovered about unlawful surveillance in the national security

realm pertains to bulk data, and is presumably of primary interest to national security intelligence
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for the purposes of data analytics and profiling. The evidence on data analytics and profiling in
the national security context is more extensive than is popularly known. It is extensive and
almost definitive in its findings that these practices are often unsuited to deriving meaningful
intelligence and that there is and can be no efficacious profiling for terrorism or serious crimes.
(See, for example, the comprehensive report on this subject from the Council of Europe
Consultative Committee of the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data (Directorate General of Human Rights and Rule of Law,
Jun 27, 2016).°

No meaningful democratic debate in Canada has, to our knowledge, ever been applied to the “big
data” and profiling practices that are clearly fueling the wide-spread shift from targeted
surveillance to mass, population-based surveillance of Canadians in the national security context.
It is imperative that Canadians be able to meaningfully address this matter and to assess our
country’s programs against international human rights standards, like those contained in the
United Nation’s International Principles on the Application of Human Rights to Communications

Surveillance.

We are very concerned about the potential for a swift and sudden capitulation to long-standing
defiance of the law with respect to unjustified surveillance and that this will exacerbate the

already serious effects of racial and religious profiling in the national security realm.

We urge the government to resist the already-intimated calls (by CSIS) for reforms to facilitate
population-based mass surveillance in the name of practices and policies that have never been
justified or demonstrated to be an effective and proportionate response to increasing public
safety. An evidence-based approach to this matter is urgently needed at this time, and
particularly important as the government sets out to demonstrate its trustworthiness to the very
communities most impacted by national security profiling in order to bring about meaningful

cooperation for programs to prevent radicalisation to violence.

Again, we offer our thanks for the opportunity to provide this submission as part of the
consultation on the National Security Framework for Canada. We appreciate that the scope of

% Available at https://www.coe.int/t/dghl/standardsetting/dataprotection/TPD_documents/T-
PD%282015%2911 PNR%20draft%20report%20Douwe%20Korff%20&%20Marie%20Georges 15%2006%20201

5.pdf
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this consultation is vast and that we are simply not able to comment on every aspect of the
discussion that touches on civil liberties and human rights concerns. That said, there are hardly
any arenas that are more central to the mandate of our Association and we look forward to
assisting the government in these ongoing deliberations, legislative and policy responses and the

critically important public discussions to come.

All of which is respectfully submitted,

A

Micheal Vonn
Policy Director
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Executive Summary

In this brief, the British Columbia Civil Liberties Association sets out its chief
concerns with Bill C-51, the Anti-Terrorism Act, 2015.

1. The Security of Canada Information Sharing Act is fundamentally
flawed and should not be enacted. It endorses a radical conception of
“security” unprecedented in Canadian law and an unbounded scope of
what it means to “undermine” Canadian security. Based on these
expansive concepts, the Act authorizes warrantless information sharing
across government and dissemination outside of government. Such
widespread and relatively unfettered access to personal information
poses serious dangers to individual privacy; such extensive data
collection and information sharing may also not necessarily benefit
security. Moreover, the Act deepens an already serious deficit in national
security accountability.

2. The Secure Air Travel Act should be rejected. As a threshold matter, we
question the efficacy of no-fly schemes in general. Even if they do
improve aviation security, the system proposed here suffers from serious
procedural deficiencies. The proposed Act creates a system where
travelers have no concrete way of knowing whether they are on the no-
fly list, where the reasons for listings are largely kept secret, and where
the judicial process for reviewing delisting applications can be held in
secret. This is a dangerous lack of due process. Where warranted, travel
bans should be imposed pursuant to a court order.
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We oppose the creation of an advocating or promoting terrorism
offence in the Criminal Code. While any chilling of speech has serious
consequences for democratic life, expressive chill in this context also
impacts security and public safety. To the extent that monitoring
extremist speech can aid in investigating security threats and protecting
public safety, the chilling effect of the proposed offence may drive that
speech offline or underground. We see no security interest in further
criminalizing expression beyond what is already proscribed by law.

Bill C-51 expands a troubling regime of preventative detention by
lowering already low thresholds for detaining individuals on mere
suspicion of dangerousness. Before asking what additional powers are
required to protect public safety, we need to determine how well existing
powers are being used and whether existing criminal law is being
properly enforced. The proposed amendments relating to recognizances
with conditions should be rejected.

By giving CSIS the power to engage in “threat disruption”, Bill C-51 blurs
the line between spying and policing carefully drawn following the
McDonald Commission. We are deeply troubled by the proposed CSIS
warrant powers in this Bill, and the proposition that Canada’s courts
should be tasked with authorizing measures that violate constitutional
rights. This profoundly misconstrues the role of the court in our
constitutional system. The proposed amendments to the CSIS Act are
unwise and unnecessary, and should be rejected.

Bill C-51 ignores the Supreme Court of Canada’s teachings that the
government cannot rely on secret evidence in security certificate
proceedings without providing some way for the named person to know
the case to be met, and a procedure by which the evidence could be
tested. The proposed amendments to IRPA which would limit the
scope of materials produced to special advocates should be rejected.
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Introduction

The British Columbia Civil Liberties Association (“BCCLA") is one of Canada’s
oldest and most active civil society organizations. Our mandate is to preserve,
defend, maintain and extend civil liberties and human rights in Canada. We are
an independent, non-partisan organization. We speak out on the principles which
protect individual rights and freedoms, and have played an important and
prominent role on almost every significant national security-related civil liberties
issue for over 50 years.

Nowhere is the BCCLA’s national presence and expertise more evident than in
the roles it has played in the development of policy on national security,
intelligence and anti-terrorism matters. The positions taken by the BCCLA are
based on the guiding principle that in a democratic society, restrictions on basic
rights and freedoms are justified only if they are ultimately necessary for the sake
of protecting those very rights and freedoms.

The BCCLA'’s submissions on Bill C-51 focus on six main areas of concern:
1. The enactment of the Security of Canada Information Sharing Act;
2. The enactment of the Secure Air Travel Act;

3. The proposed advocating or promoting terrorism offence in the Criminal
Code;

4. The proposed amendments to recognizances to keep the peace relating to
suspected terrorist activities or terrorist offences (preventative detention);

5. The creation of new powers for the Canadian Security Intelligence
Service (“CSIS”) to “reduce” threats to the security of Canada; and

6. Increased restrictions on access to information by special advocates in
security certificate proceedings under the Immigration and Refugee
Protection Act (“IRPA”).

Our comments address both the constitutionality of the proposed provisions, as
well as their wisdom and necessity. We hope that as this Committee examines Bill
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C-51, it will consider not only whether its proposed provisions are legal and
constitutionally compliant, but whether they are also efficacious and just.

1. The enactment of the Security of Canada Information Sharing Act

The Security of Canada Information Sharing Act (the “Information Sharing Act”) is
fundamentally flawed and should not be enacted.

7

Radical conception of “security” and unbounded scope of what it means to “undermine’
Canadian security

The basic premise of the Information Sharing Act is to “encourage and facilitate
information sharing between Government of Canada institutions in order to
protect Canada against activities that undermine the security of Canada.” As
defined in the proposed Act, this means any activity that “undermines the
sovereignty, security or territorial integrity of Canada or the lives or the security
of the people of Canada.” This includes activities that relate to not just public
safety, but to public life in general, including “the administration of justice” and
“the economic or financial stability of Canada”. It even extends to activities that
“undermine the security of another state”. Because “people of Canada” is defined
in the proposed Act as including any citizen or permanent resident (with no
limitation on where they might be located), the Act can apply to any activity that
undermines the security of any Canadian, anywhere in the world. While “security”
is very broadly defined, there is no definition or clarity provided for the very
subjective concept of what it means to “undermine” security. Thus, we would
agree with national security experts Kent Roach and Craig Forcese, who have
observed that such an expansive understanding of “security” is “wildly
overbroad” and “unprecedented” in Canadian law. '

The amended version of Bill C-51 presented before this Committee now explicitly
excludes all “advocacy, protest, dissent and artistic expression” from the
definition of “activity that undermines the security of Canada”. While this
amendment is welcome, we remain concerned that the broad definition of
security will continue to capture expressive activities. Indeed, recent examples

' Kent Roach and Craig Forcese, Bill C-51 Background #3: Sharing Information and Lost
Lessons from the Maher Arar Experience (February 16, 2015) (Backgrounder #3) at 7.
Available at http://ssrn.com/abstract=2565886.
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show that government already takes a very wide view as to what constitutes a
threat to Canada’s security. We know that CSIS and the RCMP - institutions
responsible for ensuring public safety and national security — have monitored
non-violent protests undertaken by First Nations and environmental groups
opposed to the proposed Enbridge Northern Gateway Pipeline project. Last year,
the federal Government Operations Centre called on all federal departments to
compile information on every single protest happening in Canada, ostensibly to
build and share “common situational awareness at the national level related to all
hazards of national interest, emerging or occurring.”

The radically expansive concept of security contained in the proposed Act has the
potential to colour how government and law enforcement agencies determine
what constitutes a threat to security, leading to unwarranted and unnecessary
scrutiny into the private lives of many Canadians. As the experiences of Maher
Arar, Ahmad El Maati, Muayyed Nureddin and Abdullah Almalki show, a
sweeping conception of “threat to Canadian security” coupled with liberal
information sharing practices can have devastating results.

“All of government” access to personal information and wide-ranging information
sharing

Section 5 of the proposed Act authorizes warrantless information sharing
between government institutions, either by request from one institution to
another, or on the initiative of the institution originally possessing the
information, if it believes that the information is relevant to the receiving
institution’s security-related responsibilities. Such responsibilities include
“detection, identification, analysis, prevention, investigation or disruption” of
“activities that undermine the security of Canada”. Section 5 also explicitly
contemplates ongoing dissemination of this information — thus, intelligence
originating from CSIS can be shared with the Royal Canadian Mounted Police
(“RCMP”), who might then pass it on to any of the other government institutions
authorized to share information under this regime. Bill C-51 sets out 17 such
institutions in its Schedule 3, which includes the Canada Revenue Agency and
Health Canada - institutions which traditionally have had little responsibility (or
jurisdiction) over matters relating to national security. All it takes to expand that
schedule is regulation from the federal Cabinet; no Parliamentary input or
consideration is required. The logic of the proposed Act appears to be that if all
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individual conduct can be related to security, then everyone in government is
responsible for security.

As wide-ranging as that may seem already, the proposed Act does not simply
limit information sharing to the scheduled institutions. Section 6, as it was
originally tabled in the House of Commons, read as follows:

For greater certainty, nothing in this Act prevents a head, or their
delegate, who receives information under subsection 5(1) from, in
accordance with the law, using that information, or further disclosing it
to any person, for any purpose.

The amended version of Bill C-51 before this Committee contains a revised
Section 6, which reads as follows:

For greater certainty, the use and further disclosure, other than under this
Act, of information that is disclosed under subsection 5(1) is neither
authorized nor prohibited by this Act, but must be done in accordance
with the law, including any legal requirements, restrictions and
prohibitions.

This amendment, however, is a distinction without a difference. While the
formulation has changed, the essential substance of this clarification is the same —
any receiving agency is free to further disseminate information to any person, for
any purpose, so long as it is “in accordance with the law”.

The concerns raised by Professors Roach and Forcese with respect to the original
Section 6 have equal application here: existing law governing information sharing
is thin, and to the extent it exists in legislation like the Privacy Act, is “riddled
with exceptions and limitations” to its reach.” For example, s. 8 of the Privacy Act
sets out 14 different exemptions to the general prohibition against disclosure of
personal information without the consent of the individual to whom that
information relates.

One such exemption allows personal information under the control of a
government institution to be disclosed for “any purpose where, in the opinion of

2 Backgrounder #3 at 14.
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the head of the institution, the public interest in disclosure clearly outweighs any
invasion of privacy that could result from the disclosure.” The public clearly has a
strong interest in ensuring that Canada’s security is protected, but when
Canada’s security is conceived of in terms as broad as those set out in this Act, the
range of activities that could serve as justification for massive information sharing
is dramatically expanded. And when the aim is to identify threats (as opposed to
tracking known threats), there is nothing in this legislation and in the existing
privacy legislation to prevent government institutions from either requesting or
offering up entire databases for review by any of the scheduled institutions.

Moreover, examples like the Minister of Public Safety’s directives to security
agencies to engage in international information sharing even in situations where
it might result in torture — which plainly violates international law — show that
the question of whether existing practices are “in accordance with law” is far
from settled.

It is obvious that such widespread and relatively unfettered access to individuals’
information by all of government (and made available outside of government
subject to government’s interpretation of what is legal) poses serious dangers to
personal privacy. What should also be clear is that such extensive data collection
and information sharing may not be good for security or public safety, either.

What this proposed Act essentially does is designate a great many things as
relevant to “security”, and then directs government institutions to either solicit or
proactively share any information that can conceivably be related to “security”.
The bureaucratic default would be to request and provide as much information as
possible, given that few institution heads will want to be responsible for failing to
disclose or request potentially relevant information should a security failure
occur.

Massive information, however, does not necessarily translate into better security.
An excess of information may make it even more difficult to identify real security
threats — when looking for a needle in a haystack, simply adding more hay does
little to help the effort. Requiring government institutions to make targeted and
tailored requests for information is not only better in terms of protecting privacy
— it helps ensure that crucial intelligence and information does not get lost in a sea
of data.
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No corresponding “all of government” review and oversight and continued erosion of
accountability

There are two primary limitations on information sharing in the proposed Act —
that the sharing must be done “in accordance with law”, and that information
must be “relevant to the recipient institution’s jurisdiction or responsibilities”.
However, the nature of national security activities and the opaque information-
sharing regime created by the proposed Act means that it is difficult to tell
whether government is acting lawfully, and within the limitations imposed by
the Act. There is no mechanism in the Act to alert an individual that her
information has been passed on from one government agency to another, let
alone that her information has been shared outside the government. Even if she
were to seek out that information directly, the fact that the information sharing is
authorized for “security” reasons may cloak all relevant details in national
security secrecy. Judicial intervention would likely be limited, and perhaps
primarily only in response to complaints from individuals or civil society who are
somehow alerted to misconduct. Accordingly, the only way the public can have
confidence that information sharing is lawful and appropriate is through robust
review and oversight.

Since 2001, we have seen increased inter-institutional cooperation across all
sectors of government when it comes to addressing national security concerns.
This proposed Act is only the latest of such efforts. However, inter-institutional
accountability has not developed in parallel. There is, on the one hand, increased
cooperation between government institutions in terms of sharing information and
engaging in joint investigations and operations. On the other hand, review bodies
such as the Security Intelligence Review Committee (“SIRC”), the CSE
Commissioner, and the Complaints Commissioner for the RCMP are still siloed
and segregated into their own narrow jurisdictional confines. No similar
legislative efforts have been made to allow for an “all of government” review for
“all of government” activities. This lopsided development of the national security
apparatus has resulted in a serious accountability deficit.

Bill C-51 furthers this imbalance. Provisions in the Information Sharing Act erect
even more barriers to accountability. Section 7 of the proposed Act attempts to
limit the scope of disclosure obligations in court proceedings such that the
information-sharing institution is not bound by the same disclosure requirements
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as the information-receiving institution.

Suppose the RCMP is conducting an investigation, which leads to criminal
charges being laid against an individual. As part of its investigation, the RCMP
has received information from CSIS. Section 7 of the proposed Act does away
with any presumption that CSIS and the RCMP are engaged in a joint
investigation, and that both institutions must make the same types of disclosure
to the accused. Thus, while the RCMP may be required to disclose both
inculpatory and exculpatory evidence, CSIS may not be subject to these same
obligations. This can create serious problems in terms of testing the reliability of
the source information, and incentivizes selective sharing of information between
institutions. Using the same example of CSIS and the RCMP, CSIS can simply
withhold potentially exculpatory information from the RCMP. Neither the RCMP
nor CSIS would be obliged to provide it to the accused, since it is not information
in the RCMP’s possession and CSIS is not automatically subject to the same
disclosure obligations. Rather than the burden being on the government to make
sufficient disclosure to the accused so that his fair trial rights are respected, it will
be up to the accused to seek it.

Section 9 creates a qualified immunity against civil suits arising from “good faith”
information sharing. At the clause-by-clause review of this Bill conducted by the
House of Commons Standing Committee on Public Safety and National Security
(“SECU”) on March 31, 2015, counsel for Public Safety Canada stated that this
provision simply creates a qualified immunity for individuals acting in “good
faith”, and that proceedings against the Crown for harms resulting from “good
faith” information sharing remained available. Knowledgeable commentators,
however, have interpreted this section as potentially foreclosing civil suits
altogether, which suggests that the scope of the immunity requires clarification.

Civil liability for government conduct resulting in harm serves as an important
form of accountability. Civil liability not only provides an important form of
redress to individuals, but serves as a powerful deterrent to future misconduct
and reminds government of its duties and obligations to all Canadians.
Immunizing “good faith” information sharing (even in cases where information
sharing may lead to torture or death) means that the burden is on the victim to
demonstrate that government agents acted in bad faith — a very high bar. And in
the case where the resulting harm from government action may take the form of a
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Charter breach, a qualified immunity simply has no place: the government is
never permitted to violate an individual’s constitutional rights, whether in good
faith or bad.

It is our submission that this Committee should reject the Security of Canada
Information Sharing Act in its entirety.

2. The enactment of the Secure Air Travel Act

Since June 2007, Canada has utilized a “no-fly” scheme known as the Passenger
Protect Program. Under the current scheme, the Minister of Public Safety creates
a no-fly list based on the recommendation of an advisory group comprised of
representatives from Public Safety Canada, Transport Canada, CSIS, the RCMP,
the Canada Border Services Agency (“CBSA”) and Justice Canada. Listing
decisions are reviewed every 30 days. The list is provided to Transport Canada.

Transport Canada, in turn, provides the no-fly list to airlines. The list provided to
airlines is also updated every 30 days. Airlines are required to screen all
passengers against this list, and to contact Transport Canada if anyone on the list
attempts to board an aircraft. At that point, Transport Canada determines
whether that traveler “poses an immediate threat to aviation security”. If so, the
Minister of Transport issues what is known as an “emergency direction” and the
traveler is not permitted to board. The traveler, however, is otherwise free to
leave the airport and board other modes of public transport.

Under the current scheme, individuals know that they are on the Canadian no-fly
list when they provided with the “emergency direction” when attempting to
obtain a boarding pass. They can challenge their listing by making an application
to the Office of Reconsideration. The Minister of Public Safety reviews these
applications and determines whether an individual should remain on the no-fly
list.

Canada’s no-fly regime has never been comprehensively legislated, and exists
primarily as a creature of regulation and guideline passed under the auspices of
the Aeronautics Act. The Secure Air Travel Act purports to finally create a
legislative framework for Canada’s no-fly list. It is, however, deeply flawed.

As a threshold matter, we question the efficacy of no-fly schemes in general.
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Travelers on such lists are deemed too dangerous to fly, yet too harmless to
arrest. They are restricted from boarding aircraft, but not trains, or ferries, or
subways, or buses. There is little evidence that no-fly schemes increase aviation
safety and security.’

Even if no-fly lists do have an effect on aviation security, the system proposed
under the Secure Air Travel Act raises serious procedural concerns.

As with the Passenger Protect Program, the Minister is empowered to establish a
no-fly list. Under the proposed Act, an individual can be listed if the Minister has
reasonable grounds to suspect that he or she will

(a) engage or attempt to engage in an act that would threaten transportation
security; or

(b) travel by air for the purpose of committing certain terrorism offences as
outlined in the Criminal Code.

Instead of reviewing the list every 30 days, the Act only requires the Minister to
review it every 90 days to determine whether everyone listed continues to meet
the criteria for listing. Under this new scheme, there are two consequences to
listing. Listed persons may either be prohibited from flying, or they may be
subject to additional screening at the airport. Unlike with the Passenger Protect
Program, no written “emergency direction” is issued to the affected person. In
fact, the proposed Act makes it illegal to disclose whether an individual is on the
list or not, creating an absurd situation where neither government nor airlines can
confirm or deny listings, even to the person affected.

The opacity is compounded by the fact that prohibition against flying is only one
of two consequences of being listed. Travelers may simply be repeatedly
subjected to additional screening at airports. Given that they cannot be informed
of their listing, they will simply have to guess as to whether the additional

3 If law enforcement officials have enough information to determine that an individual
poses a threat to aviation safety, or that they are planning to board a plane in order to
commit a terrorism offence, they are also likely to have enough information to lay
charges or seek a recognizance order with conditions. The criminal law as it already
exists also allows the government to impose travel bans pursuant to a court order.
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screenings are simply an unlucky run of random secondary searches, or if they
are the result of being on a no-fly list. If it is the latter, the proposed Act provides
no mechanism for seeking a delisting. Under Section 15 of the Act, only
individuals who have been denied transportation may seek to have their names
removed from the list.

The delisting process is rife with procedural deficiencies.

When applying for a delisting, the individual knows only that she has been
denied the ability to board an aircraft. She is not informed of the reasons for her
listing. Her task is to prove a negative — that she is not a threat to aviation security
and that she is not about to commit a terrorist offence. The Minister is given 90
days to make a decision on the delisting application. If no decision is rendered,
then the individual is deemed to remain on the list.

At that point, the listed person can seek judicial review of the Minister’s refusal to
delist, though for individuals who have been “deemed” to remain listed, there is
no actual decision to appeal from. In those cases, the appeal is undertaken with
no record, and no information concerning the reasons for listing. Once the appeal
is underway, the government presents the court with information relevant to the
listing. The affected person has no access to this information. At best, the affected
person is provided with a summary of reasons for listing, but the underlying
evidence itself can be withheld on national security grounds. Under the proposed
Act, the summary of reasons need not be complete; a judge may rely on
information supplied by the government even if no summary of that information
has been provided to the affected person. There is no requirement that
exculpatory information be provided to the judge for consideration. Finally, if the
Minister requests it, the hearing of the appeal must be held in secret — neither the
affected person nor counsel is permitted to attend.

The Secure Air Travel Act creates a system where travelers have no concrete way
of knowing whether they are on the no-fly list, where the reasons for listings are
largely kept secret, and where the judicial process for reviewing delisting
applications can be held in secret. This is a dangerous lack of due process. As a
United States federal court recently held in a case striking down the redress
regime for the US no-fly list, lack of information concerning the reasons for listing
combined with the “low evidentiary threshold” for being placed on a list in the
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first place creates a “high risk of erroneous deprivation” of constitutional rights.*

While individuals on the list are not permitted to access information relating to
their own listing, the proposed Act does allow the government to share its no-fly
list with other governments, with no statutory limitations on how that
information can be used by the foreign state. Canada’s experience with
mistakenly labeling individuals as security threats and providing that
information to foreign governments should counsel against such carte-blanche
approaches to foreign information-sharing.

It is our submission that this Committee should reject the Secure Air Travel Act
in its entirety. Where warranted, travel bans should be imposed pursuant to a
court order, not as a result of discretionary executive decision-making.

The amendment adopted by SECU to Section 9 of the proposed Act does not
assuage any of our concerns. It simply applies to the actions that airlines must
undertake to give effect to the no-fly list, and does not address the question of
whether no-fly regimes are effective in general, or the procedural infirmities
specific to the no-fly scheme proposed here.

3. The proposed advocating or promoting terrorism offence in the

Criminal Code

Bill C-51 seeks to amend the Criminal Code by creating the offence of advocating
or promoting terrorism. The proposed offence would criminalize speech and
sentiments — even those expressed privately — that “advocates or promotes the
commission of terrorism offences in general”. Unlike the hate propaganda offence
that it is based on, the new advocating or promoting terrorism offence contains
no exemptions for private conversations or statutory defences, such as a public
interest defence. The proposed offence also introduces the troublingly open-
ended language of “terrorism offences in general”, which appears to go beyond
the already broad definition of “terrorist activity” set out in s. 83.01 of the
Criminal Code. As Professors Roach and Forcese have observed, “this is a

4 Latif v. Holder, 969 F.Supp. 2d 1293 (D. Or. 2013).
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potentially infinite number of offences.””

We see no security interest in further criminalizing expression beyond what is
already proscribed by law. The Criminal Code makes it illegal to counsel anyone to
commit a terrorism offence — considering that terrorism offences include acts that
fall well short of violence, such as preparing to commit terrorist acts or
supporting terrorist activity, this already captures a broad range of terrorism-
related expression. The participating, facilitating, instructing and harbouring
provisions in s. 83.18, ef seq. contemplate recruitment and instruction (both
directly and indirectly) to commit terrorist acts as criminal offences. In R. ©.
Khawaja, the Supreme Court of Canada considered the constitutionality of the
definition of “terrorist activity” in the Criminal Code, and allowed it to include

“threats of violence”.°

At SECU'’s clause-by-clause review, the director of the Department of Justice’s
Criminal Law Policy Section suggested that the existing Criminal Code
prohibitions on terrorism-related speech did not sufficiently capture all
expressive modes that constituted “active encouragement” to commit a terrorism
offence. But government has yet to provide a single example of the type of
problematic speech that it hopes this provision would capture, which is not

already caught by the existing Criminal Code offences. It has failed to give any
concrete justification for the creation of such a sweeping offence.

The reach of this new offence goes well beyond “active encouragement” to
engage in terrorism. What this offence would do is make criminals of individuals
who have neither committed, nor plan to commit, any criminal or violent act. It
would make criminals of individuals who are neither counseling nor inciting acts
of terror or violence. It would make criminals of individuals whose sentiments
may never even leave the confines of their own living room, so long as their
speech can be seen as advocating or promoting terrorism “in general” to someone
who might commit a terrorism offence. The new offence contains no requirement
that the speaker actually intends for a terrorist offence to be committed. In fact, it
contains no requirement that a terrorist offence be committed as a result of the

> Kent Roach and Craig Forcese, Bill C-51 Backgrounder #1: The New Advocating or
Promoting Terrorism Offence (February 3, 2015) at 14. Available at
http://ssrn.com/abstract=2560006.

¢ R. v. Khawaja, 2012 SCC 69 at para. 73.
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impugned speech.

Government may say: we do not intend to prosecute teenagers for comments
made on social media. But the ambit of the proposed offence is such that the type
of speech that is ultimately criminalized will be a matter of prosecutorial
discretion.” It is a foundational principle of criminal law that “prohibited conduct
must be fixed and knowable in advance”.® Even if prosecutions were limited,
expression would be chilled.

Any chilling of speech has serious consequences for democratic life, but
expressive chill in this context also impacts security and public safety. To the
extent that monitoring extremist speech can aid in investigating security threats
and protecting public safety, the chilling effect of the proposed offence may drive
that speech offline or underground. Law enforcement and security agencies will
have a far more difficult time conducting investigations and disrupting threats.

Endorsing acts of terror may be upsetting to some, and repulsive to many. But
freedom of expression is what creates a democratic society, in which we can
debate the merits of ideas — even those that as individuals we might find deeply
offensive. A democracy is based on the premise that individual citizens have the
capacity to govern themselves, to understand and evaluate different perspectives
with which they are confronted, to deliberate their merits, and to ultimately
decide which viewpoints to adopt, and which to discard.

Accordingly, we urge this Committee to reject the creation of an advocating or
promoting terrorism offence in the Criminal Code.’

7 As observed by Lamer, J. (as he then was) in R. v. Smith (Edward Dewey), an
otherwise constitutional law “cannot be salvaged by relying on the discretion of the
prosecution not to apply the law in those cases where, in the opinion of the prosecution,
its application would be a violation of the Charter.” [1987] 1 SCR 1045 at 1078.

& R. v. Levkovic, 2013 SCC 25 at para. 33.

° Given our position on the proposed offence, we limit our submissions to s. 83.221.
Nonetheless, we would agree with many of the concerns raised by Professors Roach and
Forcese concerning deletion orders and customs seizures of “terrorist propaganda”
(defined in the same terms as the criminalized expression in s. 83.221), as set out in Kent
Roach and Craig Forcese, Bill C-51 Backgrounder #4, The Terrorism Propaganda
Provisions (February 23, 2015). Available at http://ssrn.com/abstract=2568611.
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4. The proposed amendments to recognizances to keep the peace relating
to suspected terrorist activities or terrorist offences

Bill C-51 expands an already troubling regime of preventative arrest and
detention. Currently, the Criminal Code permits preventative arrest in cases where
there are reasonable grounds to believe that a terrorist activity will be carried out,
and there are reasonable grounds to suspect that either arrest or imposition of a
recognizance is necessary to prevent the carrying out of the terrorist activity. The
proposed amendments seek to lower the thresholds for preventative arrest to
situations where there are only reasonable grounds to believe that a terrorist
activity might be carried out, and that the arrest or recognizance is likely to
prevent the carrying out of the terrorist activity. “Will” to “might”, “necessary” to
“likely”: this significantly lowers the bar on what is already a very low threshold

for detaining individuals on mere suspicion of dangerousness.

If passed, Bill C-51 would also double the length of time an individual can be
held in preventative detention. The proposed amendments also seek to extend the
duration of recognizances for individuals who have been convicted of terrorism
offences, and increases terms of imprisonment for breaches of recognizances in all
instances.

When this Committee debated the reintroduction of the preventative detention
provisions currently in the Criminal Code, we expressed serious concerns about
the necessity for such sweeping powers of arrest and detention. While we
continue to believe that it is preferable to charge terrorism suspects under the
criminal law so that they are afforded appropriate due process protections, the
fact remains that the government already has extraordinary powers at its
disposal. Further expansion of this regime is simply unwarranted.

The question this Committee and all Canadians should be asking is not what
additional powers should be granted to government to protect public safety, but
how well existing powers are being used and whether the existing criminal law is
being properly enforced. It is our submission that this Committee should reject
the proposed amendments relating to recognizances with conditions.
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5. The creation of additional powers for CSIS to “reduce” threats to the

security of Canada

Bill C-51 seeks to radically redefine the role of CSIS and ignores the lessons of the
McDonald Commission. CSIS was created in 1984 following a Commission of
Inquiry chaired by Justice D.C. McDonald, who “subjected the country’s security
intelligence apparatus to almost four years of intense scrutiny and found it
wanting.”"” The Commission found that the abuses committed by the RCMP in its
security intelligence function were so egregious and systemic that responsibility
for intelligence gathering and analysis should be removed from its remit
altogether. The problem identified by the Commission was a structural one: a
nation’s secret intelligence service should not be situated in the same institution
as its police. As a result, the RCMP Security Service was disbanded, and CSIS was
established as a civilian agency whose principal functions were to engage in
intelligence gathering and analysis.

In establishing CSIS as a civilian agency separate from the RCMP, Parliament
recognized that security intelligence and law enforcement agencies play distinct
and different roles when it comes to protecting national security. Accordingly,
each institution was granted powers suited to its particular function, and limited
in its abilities to undertake activities that went beyond its core mandate. As an
intelligence service, CSIS’s role is to provide intelligence information to the rest of
government — it has significant powers to collect information relating to “threats
to the security of Canada” for analysis, but its ability to physically act on this
intelligence is limited. These limitations on CSIS’s “kinetic” powers are not the
result of some legislative omission when the CSIS Act was being drafted. Given
that CSIS is permitted to conduct much of its work in secret and that the details of
most of its activities will never be revealed publicly, there are sound policy
reasons for limiting its abilities to engage in activities that might cross into
policing.

Bill C-51, if passed, will upend that balance between security intelligence and law
enforcement, and blur the carefully-drawn line between spying and policing.

1% Security Intelligence Review Committee, An Operational Audit of the Canadian
Security Intelligence Service, Annual Report 1998-1999 (Ottawa: Minister of Supply
and Services Canada, 1999), Statement from the Committee. Available at
http://www.sirc-csars.gc.ca/anrran/1998-1999/index-eng.html.
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Under the proposed s. 12.1 of the CSIS Act, if CSIS has “reasonable grounds to
believe” that an activity constitutes a threat to the security of Canada, the Service
is then permitted to “take measures, within or outside Canada, to reduce the
threat”. What those measures entail is undefined. The only prohibited conduct
are actions that

(a) cause, intentionally or by criminal negligence, death or bodily harm to an
individual,;

(b) willfully attempt in any manner to obstruct, pervert or defeat the course of
justice; or

(c) violate the sexual integrity of an individual.

Short of that, CSIS would have broad authority to take whatever measures it
deemed “reasonable and proportional in the circumstances, having regard to the
nature of the threat, the nature of the measures and the reasonable availability of
other means to reduce the threat.” It is up to CSIS to decide whether measures are
“reasonable and proportional”. If any of these measures are illegal or
unconstitutional, then CSIS will have to seek a judicial warrant authorizing the
measures. The threshold decision to seek a warrant, however, is still up to CSIS; it
may decide (correctly or not) that contemplated measures are legal and
constitutional, and that decision may never by reviewed by any external body,
not even SIRC, which will only conduct selective review.

These amendments to the CSIS Act claim to not confer on the Service “any law
enforcement power”. “Law enforcement”, however, is a colloquial term and it is
unclear what is meant by “law enforcement power” in this context. Perhaps CSIS
may not have the power to “arrest” and “jail”, but as the Department of Justice
acknowledged during SECU'’s clause-by-clause review, these new disruption
powers would permit CSIS to “take measures to interfere with a person’s
movement” — in other words, to capture and detain. The Department of Justice
also noted that “rendition” or “removal to another state” are not “law
enforcement powers”, which means that such practices remain available to CSIS
as “threat reduction” measures. As Professors Roach and Forcese observe:

If CSIS wishes to detain or interrogate, it will do so for threat disruption
purposes, not “law enforcement”. The government’s peculiar language
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does precisely nothing to dispel concerns about a system of CSIS
“security detention” or “detention for security interrogation”. Given the
disturbing experience in other jurisdictions after September 11, 2001, the
absence of an express, emphatic bar on detention is alarming."

The range of activities authorized by this “threat reduction” power includes
activities we traditionally think of as belonging to the police — detaining and
holding individuals; interrogating them while in detention. Accordingly, we
would say that despite the assertion that CSIS is not being granted “law
enforcement” powers, it is clear that the new “threat reduction” power is, for all
intents and purposes, a policing power. It is a policing power made
extraordinarily broad by virtue of the expansive definition of “threats to the
security of Canada” contained in s. 2 of the CSIS Act — a definition that was
constructed to set out the mandate of an agency responsible for collecting and
evaluating information, not a policing authority. It is a policing power made
dangerous given the secrecy that accompanies national security activities — rights
violations may be more difficult to detect, and once detected, more difficult to
remedy. And it is a power that seems wholly unnecessary — government has
provided little evidence for why this expanded power should be granted to CSIS
or why CSIS should have any policing powers at all.

That a judicial warrant is required before CSIS can undertake activity that violates
Canadian law or the Charter of Rights and Freedoms is of no comfort. As a threshold
matter, CSIS has a worrying pattern of breaching its duty of candour when it
comes to ex parte processes. As noted in SIRC’s most recent annual report:

In two reviews, SIRC encountered significant delays in receiving
requested documentation and had to press the Service to obtain complete
and consistent answers to several questions. With effort, SIRC was
eventually provided all the relevant information it required to carry out
and complete its reviews, but these difficulties and delays caused the
Committee concern.

SIRC encountered similar disclosure difficulties in the investigation of

" Kent Roach and Craig Forcese, “The government has not made its case for C-51", The
Globe and Mail (March 29, 2015). Available at www.theglobeandmail.com/globe-
debate/the-government-has-not-made-its-case-for-c-51/article23678195/.
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two complaints. In one investigation, SIRC found that it had been
seriously misled by CSIS and that CSIS had violated its duty of candour
during ex parte proceedings by not proactively disclosing in its evidence
its rejection of the reliability of a source of information. In a second
complaint report, SIRC was critical of CSIS for failing to proactively
highlight a highly relevant document. SIRC reminded CSIS that its
disclosure obligations went beyond producing a large quantity of
documents for SIRC’s review and included the duty to proactively
present the most relevant pieces of evidence before any presiding
Member."

The Federal Court of Canada similarly held that CSIS had breached its duty of
candour when applying for a warrant to engage in foreign investigations of
Canadians overseas under section 21 of the CSIS Act.” The Federal Court of
Appeal affirmed that ruling." Likewise, security certificate proceedings over the
past decade have revealed instances of CSIS engaging in conduct that should
raise concerns about its commitment to candour before the courts, such as
attempting to justify security certificates on outdated and sometimes
contradictory intelligence, or on sources of dubious reliability, such as Wikipedia
and a text that “is considered fiction by scholars.” **

More fundamentally concerning, however, is the proposition that Canada’s
courts should be tasked with authorizing measures that “will contravene a right
or freedom guaranteed by the Canadian Charter of Rights and Freedoms”. In the
ordinary course, judicial warrants are issued to prevent Charter violations, not to
authorize them. When a court issues a search warrant, the warrant transforms the
search from a presumptively “unreasonable search” (which would violate the s. 8
protection against unreasonable search and seizure) to a “reasonable search”. But
that logic can only be applied in the context of qualified rights, such as the s. 8
guarantee, which guards only against “unreasonable search and seizure”, not all
search and seizure. As Professors Roach and Forcese point out, there is no

12 Security Intelligence Review Committee, Lifting the Shroud of Secrecy: Thirty Years of
Intelligence Accountability, Annual Report 2013-2014 (Ottawa: Public Works and
Government Services Canada, 2014) at 3 (emphasis added).

¥ X (Re), 2013 FC 1275 at para. 118.

4 X (Re), 2014 FCA 249.

> Almrei (Re), 2009 FC 1263 at paras. 194-199, 367.
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concept of “reasonable” cruel and unusual punishment, no warrant-based
qualifier attached to fundamental rights such as freedom of speech, freedom of
association, freedom of religion.' This proposed warrant power profoundly
misconstrues the role of the court in our constitutional system.

The Charter guarantees us our fundamental rights and freedomes. It is part of our
constitutional law, and as such, is part of our basic law. The role of the court in
our constitutional system is to ensure that both the executive and the legislature
act in accordance with the law. To ask the court to authorize constitutional
violations is simply offensive to the rule of law, and Canadian courts should not
be asked to authorize violations of fundamental rights.

With respect, we disagree with the interpretation offered by the Department of
Justice as to how this proposed warrant power would function. In his answers to
questions from members of SECU during its clause-by-clause review, a senior
lawyer from the National Security Law branch stated as follows:

The suggestion that the Bill is designed to actually have a judge violate
the Charter or be co-opted into violating the Charter ... that is not what the
Bill does. What the Bill does is precisely the opposite. It puts the judge in
the position of deciding whether or not the Charter would be violated by
the proposed measure. If it would be violated, that is the end of the
matter. No one, including the judge, can authorize the measure.

The judge in fact is being put in precisely the position of looking at the
facts of a particular case and determining whether or not the rights that
are at issue are reasonably restricted. That is precisely one of the
functions allowed a judge under the Charter. Section 1 provides for that
determination and that’s what the Bill in fact provides for.

We are not alone in disagreeing with the Department of Justice’s interpretation of

'6 Kent Roach and Craig Forcese, Bill C-51 Backgrounder #2, The Canadian Security
Intelligence Service's Proposed Power to “Reduce” Security Threats through Conduct
that May Violate the Law and Charter (February 12, 2015) at 23. Available at
http://ssrn.com/abstract=2564272.
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the court’s role in this proposed warrant regime, and this difference in
interpretation should not be dismissed simply as a lawyerly dispute over the
meaning of language. There should be absolutely no doubt as to whether the
proposed warrant regime would permit unconstitutional state action. If it is
indeed the case that no warrant can be obtained for “threat reduction” measures
which would violate the Charter, then that should be clear in the legislative
language.

Even accepting the Department of Justice’s position that the proposed warrant
regime only requires a court to conduct an Oakes-type analysis under s. 1 of the
Charter, we agree with Professors Roach and Forcese that confidential and ex parte
warrant application proceedings are no place to conduct a meaningful s. 1
analysis."”

This expansion of CSIS powers is unprincipled, unwise and unnecessary. We
urge the Committee to reject these amendments to the CSIS Act. Over the past
decade, we have seen the effects of an approach to national security that at best,
privileges bare legality, and at worst, descends into illegality. The consequences
for the rule of law and human rights have been profound. Meanwhile, it remains
an open question whether the “gloves off” approach to national security has
made Canada or any of our allies any safer.

6. Increased restrictions on access to information by special advocates in
security certificate proceedings under IRPA

The special advocate system in IRPA was created in response to a constitutional
infirmity identified by the Supreme Court of Canada in Charkaoui v. Canada
(Citizenship and Immigration)': the government cannot rely on secret evidence in
security certificate proceedings without providing some way for the named
person to know the case to be met, and a procedure by which the evidence could
be tested. As security-cleared counsel, special advocates are permitted to review
all the information put before the judge. The special advocate must have full
access to this information, including sensitive or classified information relating to
national security; otherwise, the entire purpose of appointing security-cleared
counsel in these proceedings would be frustrated.

7 Id. at 24 to 26.
82007 SCC 9.
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Bill C-51, however, seeks to limit the scope of materials produced to special
advocates in security certificate proceedings. Under the proposed amendments,
the government may seek the judge’s permission to withhold from disclosure
information that does not allow the named person “to be reasonably informed of
the case made by the Minister” — in other words, information that is not strictly
relevant to the security certificate. The proposed amendments go on to direct the
judge to “not base a decision on information that the Minister is exempted from
providing to the special advocate”.

It is difficult to conceive what sort of information is being exempted — by
definition, it is neither relevant to the government’s case against the named
person, nor is it information to be considered by the judge in determining
whether the certificate is reasonable. It begs the question of why this information
is being placed before the judge at all, and leads us to conclude that this class of
information may be so problematic that rather than being exempted from
disclosure, it must be made available to special advocates to review and
potentially challenge.

It is our submission that the Committee should reject the proposed
amendments to increase restrictions on access to information by special
advocates in security certificate proceedings under IRPA.

Conclusion

Bill C-51 proposes radical changes to Canadian law and to Canada’s national
security apparatus. In these submissions, we have focused on our primary
concerns with this omnibus bill, though there are other provisions which also
trouble us, such as amendments to the Criminal Code to permit closed hearings
and amendments to IRPA concerning appeals of disclosure decisions. Bill C-51
demands serious and careful consideration. We hope that these submissions will
assist the Committee in its deliberations.





