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Submission to the Special Committee to Review the Freedom of Information and Protection of Privacy Act 






January 16, 2016 

British Columbia Civil Liberties Association                                                                                                    900 Helmcken Street, Vancouver, BC, V6Z 1B3                                                                           micheal@bccla.org                                                                                                                                               604-630-9753

Introduction
1. The British Columbia Civil Liberties Association (BCCLA) is the oldest and most active civil liberties organization in Canada.  We have spent over fifty years working to preserve, defend, maintain and extend civil liberties and human rights in British Columbia and across Canada.  We have longstanding and extensive involvement in issues of privacy and access to information, provincially, nationally and internationally.  

2. We thank the Special Committee for the opportunity to make a submission on this review.  

3. Our recommendations are summarized as follows: 

FOIPPA – GENERAL 
The data residency provision of the Act (s.30.1) should be retained 

Legislative overrides should be curtailed  

Penalties for general offences should be increased 
ACCESS TO INFORMATION  
The Act should include a legally enforceable ‘duty to document’ 

The Act should prohibit unauthorized destruction of records 

Public interest disclosures (s. 25) should be clarified  

Fees and delays should be decreased 

Policy advice exemption should be restored to proper scope 

Requesters should have anonymity 

PROTECTION OF PRIVACY
All data-linkage initiatives should have OIPC oversight 

Penalties for privacy protection offences should be increased 

Notice and reporting of privacy breaches should be mandatory 


FOIPPA – GENERAL 
BC is the Model to Emulate on Data Residency 
4.  The BCCLA is aware that various government entities have long complained about s. 30.1 of FOIPPA which mandates that personal information is stored and accessed only in Canada. This provision, which prevents governments from using foreign-based cloud applications for British Columbians’ personal information, safeguards data against third-party disclosure, and in particular, against access by foreign governments.  We are aware that the Special Committee is likely to have heard from parties that wish to see the repeal of this provision.  We, however, urge the Special Committee to recommend the retention of s. 30.1 as a necessary and critically important protection for the personal information of British Columbians.  

5. The Office of the Privacy Commissioner of Canada recently commissioned a report on national jurisdiction and data residency.  The authors of this report, “Seeing Through the Cloud”[footnoteRef:1], undertook a year-long study investigating the privacy implications of using services hosted in foreign-based clouds.  The report concludes that the only prudent course at this time, given the clear privacy risks of foreign outsourcing, is the localization of data within Canada.  The report, in fact, expressly commends the data residency provisions of FOIPPA for appropriately addressing the privacy risks of transborder data flow, commenting that “BC would seem to a model that other provincial jurisdictions should emulate.”   [1:  http://ecommoutsourcing.ischool.utoronto.ca/wp-content/uploads/BohakerAustinClementPerrin_SeeingThroughTheCloud-PublicReport-15Sept2015.pdf
] 


6. As part of their research, the authors of the report sets out to investigate the claim, made by those in favour of using foreign cloud applications, that the risk of disclosure is “similar” regardless of where the data is stored.  The findings of the report soundly refute this claim, determining that Canadians have vastly greater protections under Canadian law when their data are within Canada.  
A Canadian resident, for example, whose data are stored in the US, cannot expect protection from third party access under Canadian constitutional norms or US constitutional norms.  Their data fall into a constitutional black hole, where the constitutional protections of neither country apply.  [Emphasis in the original].  
7. The authors of the report acknowledge the reasonable aims of government entities wishing to benefit from the service options and economies of scale available through some of the global cloud technology services.  They note that while outsourcing is not privacy protective for personal information, it may be fine for some classes of data.  Further this necessary constraint is an opportunity to promote the burgeoning IT services within Canada.  Although legal protections are currently dependent on where data resides and transits, and under whose control, we can and should be working toward ensuring legal and constitutional protections in foreign jurisdictions that are the equivalent of those in Canada so that we could, in the future, safely contract with those foreign companies. 
 
8. In short, at a time when legislators are being urged to enhance Canadian data protection by actively reining in the transborder dataflow of Canadians’ personal  information, British Columbia should maintain its data residency provisions and continue to exemplify the model of appropriate protection for citizens’ personal information.    
Legislative Overrides Must be Curtailed
9. In its submission to the Special Committee, the BC Freedom of Information and Privacy Association (BC FIPA) cites 43 statutes which currently override FOIPPA. British Columbia is not the only jurisdiction in which a large number of acts are passed which override its privacy and access to information legislation on questionable justification.  The Report of the 2014 Statutory Review of the Newfoundland and Labrador Access to Information and Protection of Privacy Act[footnoteRef:2] (“Wells-Letto-Stoddart Report”) also addressed a problem with legislative overrides.  It recommended that override provisions be immediately removed from six named statutes in that jurisdiction and that ongoing legislative reviews of their act include an examination of all legislative overrides to determine the necessity for prevailing over ATIPPA.   [2:  http://ope.gov.nl.ca/publications/pdf/ATIPPA_Report_Vol2.pdf] 


10. We endorse the submission of the BC Office of the Information and Privacy Commissioner (OIPC) calling for the same consolidation and review of statutes that prevail over FOIPPA, and concur with the view that acts that expressly exempt themselves from the operation of FOIPPA undermine the information rights of British Columbians.  The proper vehicle for adjudicating information rights is almost invariably within FOIPPA, and exceptions should be rare, reviewable and fully and publicly justified.  

Penalties for General Offences under the Act Need to be Meaningful 
11. General offences under FOIPPA are currently subject to a fine of up to $5,000.  This is far below what other jurisdictions have implemented as a meaningful deterrent.  

12. We urge the Special Committee to address this, and note that the OIPC is calling for a harmonized approach to both general and privacy offences of up to a maximum of $50,000. 

ACCESS TO INFORMATION 
There is an Urgent Need for a Duty to Document 
13. Previous Special Committees have seen submissions on the need for an express and legally enforceable duty for government to create records.  If it was not previously, this call is now urgent in the face of the mounting evidence that failure to create records has been a technique for thwarting the public’s right to access government information.  

14. The BCCLA agrees with those who have called for a clear and positive duty to create government records.  We endorse the Australian and New Zealand approaches outlined in the submission from the OIPC in which a clear legislative requirement to create full and accurate records is further delineated in standards and policies tailored to the business needs and accountability requirements of different types of public bodies.  

15. We note that the Information and Privacy Commissioner of Ontario has just released a report “(FIPPA and MFIPPA: Bill 8 – The Recordkeeping Amendments”[footnoteRef:3]) that is helpful in elucidating the factors for assessing whether an institution is implementing their legislative standard of “reasonable measures” to ensure records are created and preserved.  In the Ontario Commissioner’s guidelines, formats which allow for ready retention (like email) should be employed for business affairs over formats like text and instant messages, which the institution may not have implemented a means of retaining. [3:  https://www.ipc.on.ca/images/Resources/Bill8-New-Recordkeeping-Amendments.pdf
] 

Unauthorized Destruction of Records Must be Expressly Prohibited    
16. Alongside the express duty to create records must be an express prohibition on their unauthorized destruction.  Currently, the OIPC has only a very limited ability to investigate incidents in which records may have been destroyed without authorization if an FOI request has been made.  The OIPC needs broader powers of investigation into destruction of records, like those of its counterparts in Ontario and Alberta.  

17. Indeed, there is a growing consensus that stringent legislative controls on the creation and destruction of records are critically important.  See, for example, the just-released investigative report by the Alberta OIPC on the alleged improper destruction of records by Alberta Environment and Sustainable Resource Development[footnoteRef:4], which includes among its recommendations:  [4:  https://www.oipc.ab.ca/media/649105/f2016-ir-01.pdf
] 

Ensure there are appropriate sanctions for officials or departments found to have 
destroyed or handled records in contravention of the RM Regulation, such as destroying records without authorization, applying records schedules inappropriately, or failing to create and maintain records that support business operations and evidence-based decision-making.

18. To discuss “unauthorized” destruction of records begs the question of what records should be authorized for destruction.  The BCCLA has not taken issue with, for example, the list of factors in government policy that are meant to guide a determination of when a record is “transitory” and therefore properly able to be destroyed.  The problem is not that the listed factors are inappropriate.  The problem has been that they have either been interpreted very strangely or misinterpreted very deliberately.    

19. In light of this we are not prepared to reject the possibility that government email should be archived.  But we take no firm position on the matter at this time.   

Clarify Public Interest Disclosures under s. 25 
20.  The BCCLA has long urged that the government should be releasing more information under s. 25 of FOIPPA which creates an obligation for disclosures in the public interest, regardless of whether an FOI request has been made.  In our view, the language of this provision simply does not allow for the current interpretation that restricts the provision to circumstances of emergency.  It is immensely frustrating to have years of obligatory, public interest disclosures thwarted by a specious interpretation of the provision. 

21. We do not believe that removing the temporal language of the provision (“the public body must, without delay, disclose to the public…”) is the appropriate means of fixing the unfortunate situation that has existed in relation to this public interest disclosure requirement.  Indeed, the public interest requires that the language of “disclosure without delay” be retained.  Rather, a clarifying amendment should be inserted to the effect that the disclosure obligation does not only pertain to situations of emergency, but any situation in which the disclosure of the information is, for any reason, clearly in the public interest.  
Fees and Delays Must be Addressed 
22. Delays in the provision of responses to FOI requests are notorious.  We have had the benefit of reading the BC FIPA submission to the Special Committee and so are aware of their call for a section to be added to FOIPPA creating a penalty for flagrantly breaching the duty to assist requesters.  We are not opposed to this call.  

23. However, we believe a more systematic approach to addressing the matter of notorious delays is called for, and we endorse the approach recommended by the Wells-Letto-Stoddart Report which eliminates the ability of a public body to unilaterally extend the basic time limit and provides extensions only for such time as the OIPC grants as being reasonably required, on the basis of convincing evidence.  

24. With regard to the perpetual problem of fees being a barrier to accessing information, we concur with the BC FIPA submission that it should be clarified that a fee waiver request can be submitted at the same time as the request for information.  

25. Further, we urge the Special Committee to review the issue of the overall fee structure.  We question the appropriateness of the fee structure in light of the adopted recommendations of the Wells-Letto-Stoddart Report which sets out that no processing charges are levied for the first 10 hours of search time for municipalities, no processing charges are levied for the first 15 hours of search time for all other public bodies, and includes a general provision to “ensure that where processing charges are to be levied, they are modest”.  

26. As this was found to be an appropriate fee structure for public bodies in Newfoundland and Labrador, why is  British Columbia’s fee structure for the same access to information services so much more expensive for the applicant?  
‘Policy Advice’ Exemption Must be Restored to the Appropriate Scope 
27. For over a decade, Special Committees and Information and Privacy Commissioners have been calling on the government to fix s. 13 of FOIPPA.  The problem of the overly broad interpretation of this exemption to information access has only worsened over the years.  The government’s failure to address this matter is increasingly impairing the public’s right to access information.  

28. We endorse the OIPC’s submission on s. 13, which proposes clarifying amendments, including an amendment specifying that “advice” or “recommendations” does not apply to facts upon which the advice or recommendations are based and does not apply to factual, investigative, or background material, for the assessment or analysis of such material, or for professional or technical opinions.  

29. With this clarification, these types of materials and documents, which were never intended to be allowably withheld under this provision, would no longer be exempted from disclosure.   
Legislated Anonymity for Information Access Requesters 
30. The BCCLA supports the long-standing views of previous Special Committees and the OIPC that information requesters should have legislated anonymity.  There has long been sufficient evidence of discriminatory treatment in the provision of access to information services for certain classes of requesters to warrant a legislative requirement for the anonymity of requesters.    

31. We support the adoption of the kind of provision proposed in the Wells-Letto-Stoddart report which would anonymize the name and type (i.e. “media”, “opposition party”, etc.) of access requesters throughout the process of fulfilling the request, up until the point of sending the final response.  In this way, only a very limited number of people within the public body, including the initial request receiver, would know the identity of the requester.  

PROTECTION OF PRIVACY 
Privacy - the Big Picture and the Big Problem 
32. The BCCLA has in recent FOIPPA reviews focused on the government’s vast citizen data aggregation projects and the urgent need to update the privacy protections of FOIPPA in light of the unprecedented threats to citizen privacy created by ‘big data’ and the facilitation of massive data linkages between numerous government ministries.  

33.  Since we first began voicing our concerns about these developments, the privacy and security issues have only become more serious.  Grave speculations about government intentions were confirmed in the recent report[footnoteRef:5] by the BC Centre for Data Innovation Working Group which outlined the government’s plan to build a giant data centre of British Columbians’ personal information from across ministries, starting with health care information, available for data mining and the application of data analytics, probably on a fee-for-service basis, with access by the private sector anticipated.     [5:  http://docplayer.net/3177859-Bc-centre-for-data-innovation-final-report-of-the-working-group-november-2014.html
] 


34. There is a distressing naivety evidenced in the Data Innovation report both in its uncritical assessment of the promises of ‘big data’, but also in its assumption of the discredited notion that you can take a data set this rich (records from health, education, social services, etc.) and effectively “de-identify” the data.  

35. As the report would have it, “there are numerous approaches to anonymization that focus on balancing the risk of re-identification against the utility required by users”.  
Thus, the report endorses an approach which is at odds with the emerging views on ethical uses of health information in which this risk-based approach is seen as entirely inadequate (see: The Nuffield Council on Bio-Ethics’ “The Collection, Linking and Use of Data in Biomedical Research and Health Care: Ethical Issues”[footnoteRef:6]).  It is also silent on the inherent security complexities of safeguarding those vast data across multiple platforms.  [6:  http://nuffieldbioethics.org/wp-content/uploads/Biological_and_health_data_web.pdf
] 


36. The main point for the purposes of this FOIPPA review is to understand that the concept of actually attempting to aggregate most of British Columbians’ personal information held by the public sector expressly for the purposes of data mining is not mere speculation.  It is what the government is announcing it plans to do.  

37. There has been no meaningful attempt on the part of the government to have the long-overdue public consultation on these ever-expansive ‘big data’ programs comprised of British Columbians’ sensitive personal information.  In our experience, people are shocked and dismayed by hearing of these proposals.  The Special Committee needs to understand that this is the context for the discussion of the FOIPPA privacy provisions.   

Oversight Needed for Data-Linking 
38. Far from tackling the privacy and security implications of this deeply troubling proposal for a vast, partially-commercial enterprise for secondary-uses of British Columbians’ personal information, we have a situation in which FOIPPA is not even managing to provide for oversight of the myriad data-sharing initiatives that are currently operating in the public sector.  

39. To be clear, we did not and do not support the previous amendments to FOIPPA that facilitate data-linking.  That said, most data-linking initiatives currently exist without even OIPC oversight, due to the current statutory language.  We support the recommendation of the OIPC to amend the definition of “data-linking” in Schedule 1 of FOIPPA to ensure that all data-linking initiatives require privacy impact assessments and have OIPC oversight. 

40. Further we support the OIPC recommendation to include the health sector in the OIPC oversight of data-linking initiatives.  The exemption for health information should never have been made in the first place, as it reduces the privacy protections for arguably the most sensitive personal information held by the public sector.   

41. The privacy impact assessments for data-linking initiatives should be proactively disclosed, preferably on the OIPC website.  
Bring in Meaningful Deterrents and Penalties  
42. The trend across governments has been to digitize, centralize and link data.  This has had the entirely predictable result of vastly increasing the scale and scope of privacy breaches. Recently the Information and Privacy Commissioner of Ontario, faced with the evidence of persistent egregious patient privacy violations, called for prosecutions to be pursued and meaningful fines to be brought into the legislation.  Soon after, the Ontario government tabled a bill that increases penalties to up to $100,000 for individuals for offences under Ontario’s Personal Health Information Protection Act.  Contrast that to the situation in BC, where the OIPC estimates less than 1% of health information privacy breaches are even reported and FOIPPA provides for a fine of up to $2,000 for privacy protection offences.  

43. The penalties for privacy protection offences in FOIPPA are ludicrously low.  Other Canadian jurisdictions have seen the need to bring in meaningful penalties for privacy protection offences and we can see no reason that BC should not adopt the quite typical penalty rate (Alberta, Saskatchewan, Manitoba) of up to $50,000 for privacy protection offences.  
 Require Notification and Reporting of Privacy Breaches 
44. The BCCLA supports mandatory notification to affected individuals and reporting of privacy breaches to the OIPC in cases where the breach could reasonably be expected to cause harm to individuals and/or where the breach involves a large number of individuals.  

45. Notification is the only effective means by which individuals can take steps to mitigate the harms of a breach.  Reporting is needed to bring the expertise of the OIPC to bear on reducing incidents of future breaches.  

46. We note that the OIPC estimates that less than 1 percent of privacy breaches that have occurred across health authorities over the last 10 years have been reported to their office.  Since breaches of medical privacy will invariably be expected to cause harm to individuals, it should be clear in the amendment to FOIPPA on mandatory notification that all breaches involving patient records must be reported to the OIPC. This would be in keeping with developments in patient data protection in other Canadian jurisdictions.   

47. Finally, we note that there were a great many excellent recommendations made in other submissions to the Special Committee, not all of which we have expressly endorsed or commented upon.  Along with many others we believe that the balance in FOIPPA has been ebbing away in favour of governmental secrecy and the exposure of citizens’ personal information.  We hope that the Special Committee’s recommendations will help restore the act to its much-needed purpose.  

 Respectfully submitted, 
[image: ]
Micheal Vonn,                                                                                                                                              Barrister & Solicitor                                                                                                                                     Policy Director
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